SHELTEX

‘ A
i
Y™ 0 irineKCHble pellieHtA 1A MOCTPORHMA CeTeli

BecnpoBofHasn Touka AocTyna
WOP-2L

PyKoBOACTBO MO 3KCh/1yaTauum

Bepcua MO 1.6.2

IP-agpec: 192.168.1.10
Username: admin

Password: password

I www.eltex-co.ru



CopepxaHue

1

11
1.2

2.1
2.2
2.3
2.4
2.5
2.6
2.7

3.1
3.2
3.3
3.4
3.5
3.6

3.7

4.1
4.2
4.3
4.4

3.6.1
3.6.2

3.7.1

4.4.1
4.4.2
4.4.3
4.4.4
4.4.5
4.4.6
4.4.7
4.4.8

PykoBoacTBO no akcnyataunn WOP-2L

BBEOECHUE ...ttt ettt e e e aae e s e ta e e e st aa e e s s taaeees et aeeesbaeeesenstaeeensraeeeennraaeann 5
AHHOTALMA. ..cccveeeecciiee ettt e e eerte e e estee e s seteeeesaaeeessbaeessssseeessssaeeasssaeesssssesssssseeessssasssssseesannns 5
YCNOBHBIE OOOZHAUEHMUS ......euvenvinrereieieniesientensestessessessessessessessessessessessessessessessessessessessessessens 5
OMUCAHME MBOCTIUS .....coneeeieeeiiieeeteeeeete e s eetre e e s s aaeeessaaaeeesataee e s ssaeessassaesssssaeessssaessnssenes 6
HABHAUEHUIE ...ttt ettt s e st e e s sbe e s sab e e s sbe e s abeesbaessabeesasaessnsaesasaessssaens 6
XapPaKTEPUCTUKM YCTPOMCTBA ...vevereereeresresresresressessessessessessessessessessessessessessessessessessessessessensens 6
TeXHNYECKNE MAPAMETPbI YCTPOMCTBA. c..cuvrverrererrertererrentererseeesessesessessesessessesessensesessessesessenes 8
KOHCTPYKTUBHOE VICTIONTHEHUIE .....cuenventeneenteieneeneetentessestessessessessessessessessessessessessessessessessessenee 9
CBETOBAA NMHAMKALM .....eveeeereeeieeeeereeeitreesteeeiseeessseessseesssssesssessssssesssessssssesssessssssssssessssssesnees 10
COpPOC K 3aBOACKAM HACTPOMKAM .....occververerereriessessessensessessessessessessessessessessessessessessassessenns 11
KOMITEKT MOCTABKM ...ceeeuvieeiieeetieenieeeisteenteesssseesseessssessssaessssesssseesssesssseessssesssssesssseessssesssses 11
MpaBuna u pekomeHAaLMUN MO YCTAHOBKE YCTPOMCTBA........c.cceeveeveeeeereereereeeeereeeennes 12
VHCTPYKLMN MO TEXHNKE BE30MACHOCTM ....eeveeerereeerereestenieeresseesessesssessesssessesssessesssessesnees 12
PEKOMEHAALMN N0 YCTAHOBKE .....cuveuvenrerenteienienientessessessessessessessessessessessessessessessessessessessesses 12
YacToTHble nonockl 1 KaHasibl B AnanasoHe 5T ANAWi-Fiecieeicieeeceeeeeee, 13
PacyeT HEOBXOAMMOTO HYNCTIA TOUEK JLOCTYIIA ..coveurrrerrenerreierenienterenseneesessesessessesessessesensenes 13
BbI60P KAHATOB COCEACTBYHOILLMX TOUEK ..cuveurerrerererieniensensessessessessessessessessessessessessessessesses 13
YCTAHOBKA YCTPOMCTBA. ..c.uecveeveereeresreetestesseetessessessessessessessessessessessessessessessessessessessessessessensenns 15
YcTaHOBKa YCTPONCTBA HA TPYOOCTOMKY/CTOMO ...ccveveeeeereereereereereeieereeeeereereeeeeseeseesens 15
YCTAHOBKA YCTPOMCTBA HA CTEHY ...vecueeuieriereereeteereereeseeseeseeseesessessessessessessessessessessessansens 16
TTOAK/THOUEHME YCTPOMCTBA ...vvveerenrereniestestessessessessessessessessessessessessessessessessessessessessessessessenses 17
WHCTpYyKUMSA Mo repMeTm3aumm aHTEHHBIX PA3BEMOB.......ccceevveereerreesreenieeneeereenees 18
YnpaBneHue yCTPOMCTBOM Uepe3 Web-MHTEPMIENC ...........cccceeveeeeeeeeecececeeeeee 22
HAUAUTO PABOTDBI...cc.veeueeiieeieieeiesieseestestesteetesteestes e sssasseesaessesssesseessessesssessesssansesssensesssessesnses 22
MprMeHeHE KOHPUTYPALMN N OTMEHA NUSMEHEHUN ......ccveeveereerecreeresreereereereereereereeseeseenas 23
OCHOBHbIE 3N1EMEHTbI WED-UHTEPIIEMCA ....cevvevenieiieirieieeeieieesteseeesaes s e ese e e ssenans 24
MEHIO CIMOHUTOPUIHT ..cnevveeiieieiieenieeeitteesiteeesiteessseesssaeessseessssesssseessssesssseessssesssssesssseesssaesssses 25
[TOAMEHIO «Wi-Fi KITUBHTBI veeieuuvreeieeiieeeeeiieeeeeireeeesreeesestaeesssssseessssssessssssaesssssseessnssssesns 25
TTOAMEHED €WD S5 ceiiiiiiieeeiiieececitee e ettt e e sere e e s eare e e s staee e s sbaeessasaeeesssaeesnnssaeesssssaessnssnenan 27
MoaMeH0 «CTATUCTUKA MO TPAGINKYS c.vevvverrererreriererrenieresseniesessensesessesessessesesessensssenses 28
[MOAMEHIO «CKAHUPOBAHME IAINMPAS....uecrerreereerrerieerrenieseessessessessesseessessesssessesssessasees 30
MOAMEHIO «XKYPHAUT COOBITUIMY ..vuvenrenreieteienientesiestestessestessessessessessessessessessessessessessenns 31
[MoAMEHI0 «CeTEBASA MHIOPMALMTY ....eeveereereerrerierrentessessesaessessesseessessesssessesssessasees 32
MoaMeHo «MHopMaumna 0 PAANONHTEPAIEIACAXN ....ccveereereererreererrenreereeeereereesesseesenns 33
MoaMeHI0 «MH(POPMALMNA 00 YCTPOMCTBED.....cvererrererresreerestesresressessessessessessessessessenns 34



4.5

4.6

4.7

4.8

4.9

4.5.1
4.5.2
4.5.3

4.6.1
4.6.2

4.7.1

4.8.1
4.8.2

4.9.1

4.10

5.1
5.2

5.3

5.4

5.5

4.10.1
4.10.2
4.10.3
4.10.4
4.10.5
4.10.6

521

5.2.2

53.1
5.3.2
5.3.3
5.3.4
5.3.5

5.4.1

PykoBoacTBO no akcnyataunn WOP-2L

MEHIO CRAION weviiriiciieciecieeete ettt ettt e e s r e e be e te e e raeesbe s be e baessbesnsaesaessaesnsaenseesseesssanns 35
[TOAMEHIO «RAAIO 2.4 TTLIM .euveiiiiinieeienieetenieeriesee e st e ste st estestesaesssesaessesaeessessaessassaensas 35
[TOAMEHIO «RAAIO 5 TTLLY cuviiiiieiienieeienieestese et esie st estess st st e saesaesae et e saasaesaaesaassaeneas 39
[TOAMEHIO «[LOMOTTHUTEIIBHOD .....eeuvieiieeuieeieeieeniteeteesreesitesaresseesseesasesseesseesssesasassseenees 43

IMEHEO QVAPS «.evteicieeieiteeeciteeeteeesteeesteeestaeesteesstaeessbaesssaeasssaeessteeassaeanssaeansaeanssesssaesssseessaeensses 44
MOAMEHIO KCYMMEBPHO ...cuvvivinieuiereniererietetessestesesseseesestesessestesessetesesseneesessenessensenessenees 44
TTOLMEHID QVAPY ...ttt ettt ettt ettt st s b e st e st e st e sat e st e sbe e bt e ssaesasassseennees 45

IMEHEO €W DS uuieiiiieiiieeeite et eteeesteeestaeesteeestaeesbee s saeessbaeessteeasbaeeassaeassaeansseesnsaesnsseessaeensses 48
TTOOMEHIO €WD S5 ...ttt ettt ettt s e sbe e st e st e s b e e sbe e s st e sabe e bt esaaesasasseennees 48

MEHI0 «CETEBBIE HACTPOMKM ...veevvenreerrereerrenreerenseesesseessesseesesseessessesssessesssessessessesssessesnses 49
MoAMEHI0 «CUCTEMHAA KOHIIUTYPALMS ...ccuvveeereereeereeerreereeiseesseeessessseesseesssessesssesssees 49
[TOAMEHIO «LLOCTYIIN ettt ettt et st e et st e st e st e s b e e bt e st e sabeesbeesaeesasassseannees 51

MEHIO «BHELLIHUE CEPBUCDIN....c.ueeeeeeiieeiieeteerieeniteeteeiseesiteseessseesstesstesseesseesssessessseesseessenns 53
[MoAMEHI0 «[1OPTANIbHAA ABTOPUSALMAD ....eeuveeuieenrerreenieenresreesseesaeesseesseesseessessseessees 53

MEHHIO CCUCTEIMAN ...envirenieiieniieieniteteeit ettt sttt st b e st sbe st sb e st e sbesabesbe s b esbeesnesaeennes 54
MoaMeH0 «OOHOBIEHNE 1O YCTPOMCTBA .....cveruerrerrerienieniesiensesressessessessessessessessessenns 54
[MOAMEHIO «KKOHMIUTYPALATD c..eeviiieieniieieniteientesiestestessesiessesaesssessesssessesssessesssassaenees 55
[TOAMEHIO «T1EPEBATPYSKAN ...eerureereeieerieeieerttesteetessreestessessseesstesssessessseesseesssesssesnsees 55
[TOAMEHIO «TTAPOIIBY ..ttt ettt et e st e st e s te s beesat e st e sbeesbeesatesasasseenees 56
[TOAMEHIO «HKYPHAII ..ttt ettt ettt e s sbe et e sate st e e st e s st e sbeesbeessaesasasssesnnees 56
[TOAMEHIO «1ATA U BPEMEID ...ceuvieiiieiieeieeieesitesteeiessreesatestesseesseesssessessseesseesasesssesnsees 57

YnpaBsieHne yCTPOMNCTBOM C MOMOLLbIO KOMAHAHOM CTPOKM ..........ccveeevereerenenen, 59

MMOOKITIOUEHNE K YCTPOMCTBY ...cuveueveneeuirueteuiesenteressentesessesessessesessetesessenessensenessensesessensesensenes 59

HacTpOMKa CETEBDBIX MAPAMETPOB ....ccvevverrerrerieriertersessessessessessessessessessessessessessessessessessessanses 60
HacTtpolika ceTeBbIX NapaMeTpoB C NOMOLLBIO YTUNTbI set-management-vlan-
NIOA @ ittt ettt ettt ettt et s bt et e st et e st e et e st e et e s at et e s a s e besa b e be s s s et e e st e nbe et e sbe e benaaetenraents 61
HacTporika CeTEBbIX MAPAMETPOB IPVG .....cc.ccvevierieriiieiesiesesiesiesreseesie e evene 62

HacTtpoiika BupTyasibHbIX TOYEK AOCTYNA Wi-Fi (VAP) ..ocviieieiesietesiestesieseseesese e 63
HacTporiKa VAP 6€3 LUMMIPOBAHMIS .......ecvevererererieniessesiessessessessessessessessessessessessessessenns 63
HacTtpolika VAP ¢ pexnmom 6e30MnacHOCTN WPA-Personal .........coeeeeerereeereneeneeenenn. 64
HacTtporika VAP C Enterprise-aBTOPUBALMEN ...c..ccvevverrerrerienrenienienreneessessesessessessessessens 65
HacTtporika VAP C NOPTAIbHOM ABTOPUBALMEM .....cvererrerreererienienresiesresresiessessessessessenns 66
LONOMTHUTENBHBIE HACTPOMKIN VAP ....cetiieieteieeieetestesieete e ste et sve e sve e s e ssessessesseenas 67

HACTPOMKM RAAIO ..ottt et ste st st ste st st ste st e stestasbesbestesbesbassasbessessassessensas 73
LONOMHUTENBHBIE HACTPOMKN RAIO c.veuviiiiiveieeieeiesiecieeteeese e 73

HACTPOMKA DHCP OMLMM 82.....c.viienienieieienienieniestestessessessessessessessessassessessessessessessessessessassenses 76



PykoBoacTBO no akcnyataunn WOP-2L

5.6 HACTPOMKA WDS ...ttt ettt et et ste et e be e e e te et e saesaesba e s essaensessaensessaessensaensenseenss 78
5.7 CUCTEMHBIE HACTPOMKM «..vereveuenieieniieienestesetsteseseesesestesesesseseessesensssesensesesensesesesesanessesensssen 78
57.1 OGHOBNEHNE TTO YCTPOMCTBA ...uveeeverecerereereeteereereesaesseesseeseesseessessesssessesssessesssessesnsenns 78
5.7.2 HaCTPOMKA CEPBUCA APB......c.civeiiieieiirieerteietste ettt ettt ettt 81
5.7.3 IMOHMTOPUIHT «..vieieeeiteeeiteeeteeeetteesaeeestaeesaeesssaessssaeesaessssaeasaeesssaessssesansaessssessseesnsseennses 82
CIINCOK NBMEHEHMI ...ttt eeesteeeeste e e e steeaeeseessesseessesssessesseessesssensesssensesssenns 99



PykoBoacTso no akcnayatauum WOP-2L

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

Yctpoiicteo WOP-2L siBnsieTca Toukoi goctyna Wi-Fi. KOHCTpyKkuma ycTpoilcTBa npegycmaTpusaeT
repMeTUYHbIA KOpryc, KOTOPbIA NO3BO/ISET UCMNO/b30BaTh TOUKY A0OCTYyrNa BHE NMOMeLLEeHWU B pa3nyHbIX
KNnuMaTtmyeckux ycrioBuax npu temneparypax ot -45 go +65 rpanycos.

B HacTosiLLeM pyKOBOACTBE MO 3KCrayaTauuy N3/I0KeHbl Ha3Ha4YeHre, OCHOBHbIE TEXHUYECKME
XapakTepuCcTUKKM, KOHCTPYKTUBHOE NCMOMHEHME, NpaBu/ia 6e30nacHol aKkcnayaTaunm, a Takke pekoMmeHaaumm
Nno yCTaHOBKe 1 HacTpoiike 6ecrnpoBogHoi Toukm goctyna WOP-2L.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© nMpumedaHus cogepxart BaxkHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.
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2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

Touka goctyna WOP-2L o6ecneunBaeT BbICOKOCKOPOCTHYIO 1 6e30nacHyto 6ecrnpoBOfHYH0 CETb, KOTOpas
couyeTaeT B cebe MHOXECTBO BO3MOXHOCTEN 1 CEPBMCOB AJ11 KOM(POPTHOIO AOCTyna nosb3oBaresieit B Mectax
¢ 60/1bLLIMM CKONMEHNEM NIOAEN. YCTPONCTBO ob6ecneunsaeTt nogxknoveHne o 40 nonb3oBartenei.

WOP-2L ncnonb3yetcsa gna opraHusaumy 6ecrnpoBOAHON CeTU B Pa3/INUHbIX KIMMATUYECKMX YCNOBUSIX — B
LUMPOKOM AMana3oHe paboumx Temnepartyp 1 BbICOKOW BlaKHOCTU (Napku, 3aBOAbl, CTaAMOHbI, T.4.), & Takke
ABMIAETCA NAeasbHON N1aTopmMoii A1 opraHM3auny CBA3M B KOTTEMXKHbIX MOCeSKax 1 yaasieHHbIX
HaceneHHbIX MyHKTax.

MTaHne TOYKM AOCTyna OCyLLECTB/SETCA No TexHonorum PoE.

2.2 XapakTepuCTUKM YCTPOCTBa
ViHmepabelichbi:

+ 1 noprt Ethernet 10/100/1000BASE-T (RJ-45);

+ 2 pazbema SMA-Tuna (female) ana nogknUeHUs BHeLWHKUX aHTeHH (Omni, cekTopHasi, naHesbHas, T.4.);
« Wi-Fi 2.4 Ty IEEE 802.11b/g/n;

* Wi-Fi 51Ty IEEE 802.11a/n/ac.

DyHKYUU:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

« arperauusi aaHHblIx, Bkntovas A-MPDU (Tx /Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* n3onaumnsa aboHeHTOB B nNpeaenax ogHoro VAP;

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* nogaepxka ckpbitoro SSID;

* 14 BUpTyanbHbIX TOYEK OOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsaTop;

* aBTOBbIOOP KaHana.

Cemesbie (hyHKYUU:

* aBTOMarnyeckoe corsiacoBaHne CKOPOCTK, OYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

* nogaepxka IPve6;

* nogaepxka VLAN;

* nogaepxka ayteHtudgukaumm 802.1X;

* DHCP-knueHT;

* nogaepxka GRE;

* nogaepxka GRE over IPsec;

* BO3MOXHOCTb Nnepefayv aboHeHTCKOro Tpaduka BHe TYHHenew;

* nogaepxka ACL;

* nogaepxka NTP;

* nogaepxka Syslog.
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®dyHkyuu QoS:

* NPYOpUTET 1 NNaHMPOBaHNE NAaKeTOB HA OCHOBE Npodunnel;

* OrpaHu4YeHue NPonyckHOW cNOoCO6HOCTM Ans kaxagoro VAP,

* OrpaHnyeHne NPoryckHOM CNOCOBGHOCTN A1 KaXKA0T0 KIINEHTa,;
* n3MeHeHue napametpos WMM.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauusi yepe3 RADIUS-cepsep (802.1X WPA/ WPA2 Enterprise);
* WwundpoBaHue gaHHbIXx WPA/WPA2;
+ nopaepxka Captive Portal.

Cxema npumeHeHunsa obopynosaHna WOP-2L npueegeHa Ha pucyHke 1.

Touka gocryna

KommyTaTtop nposanaepa

220v (U

BcenorogHbii wkad

PucyHok 1 — ®yHKLMOHa/IbHas cxema ucrnosibzosaHms WOP-2L



2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl WAN-MHTepcperica
KonunyecTtso nopTtos

DneKTpuYeckunii pasbem

CkopocTtb nepegaun, Méut/c

MNopaepxka ctaH4apToB

MapameTpbl GecnpoBogHOro nHTepdeiica
CraHgapTsl

YacToTHbI gnanasoH, My,

Mogynauua

Paboune kaHasbl

CKopocTb nepegadn gaHHbIx, MouT/c

MakcrMmasibHast MOLLHOCTb nepeaaryvka
UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHoCcTb

PykoBoacTso no akcnayatauum WOP-2L

1

RJ-45

10/100/1000, aBTOONpPEAENEHNE
BASE-T

802.11a/b/g/n/ac

2400-2483.5 MI'y, 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2402-2482 MI'L)

802.11a/n/ac:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 My
- 149-165 (5735-5835 My

802.11a: go 54 MéuT/c
802.11b: gpo 11 MéwuT/C
802.11g: go 54 MéuTt/c
802.11n: go 300 Méut/c
802.11ac: go 867 Méut/c

Mu: go 20 gbm
ly: po 20 obm

Mu: go-94 pbm

2.
5
2.
51Tu: go-92 pbm

b b

LeHTpannsoBaHHas asTopusauns yepes RADIUS-cepsep
(802.1X WPA/ WPAZ2 Enterprise)

wndpoBaHne gaHHbix WPA/WPA2

nogaepxka Captive Portal

Bbl6op MOAe/IM aHTeHH 3aBMCUT OT UCMOJIb30BaHUSI TOUKM AOCTYyna

Mopnepxka 2x2 MIMO
YnpaBsneHune

YpaneHHoe ynpas/eHue

OrpaHnyeHne goctyna
O6wue napameTpbl
Flash-namaTb

RAM

MntaHne

Web-uHtepdeiic, Telnet, SSH, CLI, SNMP, NETCONF, cuctema
ynpaeneHuns SoftWwLC

Mo naposo

32 MB NAND Flash
128 MB RAM DDR3
PoE 48 B/56 B (IEEE 802.3af-2003)
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Knacc 3awuthbl IP IP55
MoTpebnsiemast MOLWHOCTb He 6onee 9 BT
Pa6ounin gnanasoH Temneparyp 0T -45 no +65 °C

OTHOcuTeNbHas BNaXHOCTb Npu Temnepatype 25°C ot 5 go 90 %, 6e3 o6pa3oBaHus KOHAeHcaTa

lFa6aputhbl (LU x B x I) 80 x 232,5 x 47 Mmm
Macca He 6onee 0,32 kr
Cpok cry6bl He meHee 15 net

2.4 KOHCTPYKTUBHOE MCMOJSIHEHNE

Yctpoinicteo WOP-2L nmeeT n1acTUKOBbI KOPNYC B NPOMbILLSIEHHOM UCNOIHEHUN. BHELLHWIA BUA, yCTPONCTBA
WOP-2L nprBefieH Ha pucyHke 2.

PucyHok 2 — BHewHwuii Bug WOP-2L
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Mog, KPbILLKOW B HWXHE YacTu ycTpoiicTea pacnonioxeH nopt 10/100/1000BASE-T (Ethernet) ans
NOAKMIOYEHNA K BHYTPEHHEN ceTn 1 nutaHnio POE, a Takke kKHonka «F» ansa coépoca K 3aBOACKMM HacTpolikam
(pucyHok 3).

smEm )

O

PucyHok 3 — HmxHasa naHenbs WOP-2L

2.5 CseToBas UHAMKaun

BHewHwuin Bug, naHenn nHankaumm WOP-2L npuBefeH Ha pUCYHKe 4.

ENER
Yo 7

-~

246G 56

PucyHok 4 — MaHenb nHankaunm WOP-2L

Tabnuua 2 — CBeToBasi UHAMKALMS COCTOSIHAA YCTPOCTBa

NHpunkartop CocTtosiHne nHgukaropa OnucaHue
Power — nHamkaTop nutaHuns n 3e/1eHbIiA, TOPUT NOCTOSAHHO nuTaHne NoaKIYeHo,
o cTartyca paboTbl yCTpOicTBa HopMasibHas paboTa ycTpoiicTBa
OpaHXeBblii, FOPUT NOCTOSAHHO YCTPOICTBO HE NOAy4YWsIo agpec
no DHCP
KpacHbIiA, rOpMT NOCTOSAHHO 3arpyska ycTpoiicTea
LAN — nHgukatop nopta roput 3eneHbim (10, 100 M6uT/c)/  kaHan mexay Ethernet-
Ethernet-uHtepdelica oparxesbiM (1000 M6uT/C) nutepcpeincom WOP-2L 1
NOAK/THOYEHHBIM YCTPOCTBOM
aKTMBeH
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NHpukatop

P~ Wi-Fi 2.4 'y, — nHaukaTop

- cTatyca paboTbl 6ecrnpoBoAHO
2 4G ceTu B AnanasoHe 2.4 I'Ty,
I:_';\ Wi-Fi 5 'y, — nHankaTop crtaryca
- paboTbl 6ECNPOBOAHON CETU B
AnanasoHe 5Ty,
5G

2.6 C6pocC K 3aBOACKMM HacTpoiikam

CocTosiHne nHgmkaropa

MuraeTt

ropuT 3en1eHbIM

ropuT 3en1eHbIM

PykoBoacTso no akcnayatauum WOP-2L

OnucaHue

NAET NPOLECC NAKETHOW
nepegaun faHHbIX Mexay
Ethernet-untepdgeiicom WOP-2L 1
NOAK/OYEHHbIM YCTPOCTBOM

cetb Wi-Fi B gnanasoHe 2.4 'y,
aKTBHa

cetb Wi-Fi B gnanasoHe 51Ty,
aKTuBHa

[nsa copoca K 3aBOACKMM HACTpoikam HeOBX04MMO B 3arpy>XEHHOM COCTOSAHUM YCTPOMCTBA HaXKMUTE U
yaepXuBanTe KHOMKy «F» Ha HYKHE naHenn ycTpoiicTBa Ha npoTshkeHun 10—15 cekyHa, noka nHankaTop
«Power» He 3amuraeT opaHXeBbIM LIBETOM.
[anee npousoinget aBTomarnyeckas nepesarpyska ycrpocraa. Mpu 3aBoACKUX yCTaHOBKaxX ByAeT 3anyLueH
DHCP-knneHT. Ecnn agpec He nony4veH no DHCP, To y ycTpoiicTBa 6yaet agpec — 192.168.7.10, macka
noacetn — 255.255.255.0.

2.7 KomnnekT nocTaBKu

B KoMNnekT noctaBku BXOAAT:

obopyaoBaHue pagmogoctyna WOP-2L;

KOMMN/IEKT Kpenexa;
1 nary-kopg RJ-45, Se kat. — 1,5 ™;

PYKOBO/CTBO Mo aKcnnyaTauuy Ha CD-ancke (onuuoHasbHo);

CepTI/ICbI/IKaT COOTBETCTBUA,
namMdaTka O AOKYMeEeHTauuw,
nacnopr.
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PykoBoacTso no akcnayatauum WOP-2L

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. HesapgeicTBOBaHHbIE aHTEHHbIE pa3beMbl TpebyeTcs 3akpbITb 3aMTHONM KPLILLKOW, KOTOpas BXOAUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

3. He npoussoauTe ycTaHOBKY JAHHOIO YCTPOCTBA BO BpeMs rpo3bl. MOXeT cyLecTBOBaTb PUCK yaapa
MOJTHUEN.

4. Heobxogmmo cobntogate TpeboBaHms N0 HAMPSHXKEHUIO, TOKY U YacToTe, yKa3aHHble B faHHOM
NHCTPYKUNN.

5. TMNepep nogxNtoYeHNeM K YCTPONCTBY M3MEPUTENbHBIX MPUGOPOB M KOMMbOTEPa UX HEOBX0ANMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

6. Mepep BKIOYEHMEM YCTPOICTBA yOeanTbLCA B LLe/IOCTHOCTU Kabesnei n nx HageXHoM KpenaeHun K
pasbemam.

7. He yctaHaBnmBaiiTe yCTPONCTBO PALAOM C MCTOYHUKAMU Tern/ia 1 B NOMELLEHUAX C TeEMNepaTypoi Huxe
-40 °C wnu Bbiwe 60 °C.

8. B0 Bpems MOHTaxa yCTPOMCTBA Ha BbICOTHBIX KOHCTPYKLMAX CriefyeT BbINO/HATb YCTaHOB/EHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

9. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

10. Mopxntoyatb K yCTPOMCTBY paspeLuaeTcs TO/IbKO ro4HOe K MPUMEHEHUIO BCrioMoraresibHoe
obopyzoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

1. PekomeHAyemoe NosioxXeHne yCTPoMCTBa /15 YCTaHOBKN — KpensieHne Ha TpyboCTOoWKy/CcTono nnm
CTeHy.

2. Mepep ycTaHOBKOWN N BK/IOYEHMEM YCTPOICTBA HEOOXOANMO NPOBEPUTL Er0 Ha Ha/IMYne BUAUMbIX
MexXaHW4ecKnx noBpexaeHnin. B cnyvyae o6HapyXeHuUsi NOBPeXAeHnin crnenyeTt npekpaTtuTb YCTaHOBKY
YCTPOWCTBa, COCTaBUTb COOTBETCTBYIOLLMI aKT 1 06paTUTLCA K MOCTaBLLMKY.

3. Mpu pa3meLLeHnn ycTpoinctea Ans obecneveHns 30Hbl NOKpbITNA cetn Wi-Fi ¢ Hannyuwmmm
XapakTepucTMkamMu yunTbiBanTe cneayolme npasuna:

+ YcTaHaBnuBalTe YCTPOMCTBO B LIEHTPe 6eCnpoBOAHON CETU.

* MUHMMK3UNPYIATE Yncio nperpag (CTeHbI, NOToNKK, Mebenb n ap.) mexay WOP-2L n apyrumu
6ecnpoBoAHbIMY CETEBLIMU YCTPOMCTBaAMM.

*+ He ycTaHaBnvBaiiTe ycTpoiicTBO B6NM3U (Nopsigka 2 M) a/1eKTPUYECKUX U PaanoyCcTpOIACTB.

* He pekomeHayeTca ucnonb3oBaTb pagmotesiedoHbl U gpyroe obopyaosaHve, paboTatolliee Ha
yacTtote 2.4 'y nnn 5 I'ru, B pagnyce genctensa 6ecnposogHoii cetn Wi-Fi.

* MNpensaTcTBus B BUAE CTEK/IAHHbLIX/METaUI/INYECKNX KOHCTPYKLMIA, KUPNNYHBIX/OETOHHbIX CTEH, a
TakKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauuMTelbHO YMeHbLUNTb paguyc gerictena Wi-Fi ceTtn.

4. Tpy pa3mMeLLeHn HECKOIbKNX TOYEK pagmnyc COTbl AO/DKEH NepeceKkaTbCcs ¢ COCeHel COTON Ha YpPOBHe
0T -65 0 -70 abMm. lonyckaeTca yMeHbLUEHNEe YPOBHSA curHana fo -7/5 Abm Ha rpaHuuax cot, ec/in He
npegnonaraetcs ucnosib3oaHve VolP, N0TOKOBOro BUAeoBeLLaHs U Apyroro 4yBCTBUTETbHOIO K
notepsam Tpadmka B 6ecrnpoBOAHON CETH.
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PykoBoacTso no akcnayatauum WOP-2L

3.3 YacToTHble nosockl 1 KaHasbl B guanasoHe 5 'y ana Wi-Fi

Mepegaya gaHHbIX B gnanasoHe 5 My ncnonb3yetca ansa ctaHgapTtos IEEE 802.11a/n/ac. YcTpoilcTBo

WOP-2L nogaepxmBaeT 4acToTHble KaHasbl B AnanasoHe 5 'y, ¢ wupuHoii 20, 40 n 80 My,

[LNs1 BblUMCIEHMS! LeHTpasIbHOW YacToTkl kaHana Wi-Fi (f, B ML) ncnonb3yetcs cneayrowas opmyna:

f=5000+(5*N), rae N — Homep kaHana Wi-Fi.

3.4 PacueT Heo6XxoAMMOro Uncsa Touek goctyna

Tabnmua 3 — 3Ha4eHus 3aTyxaHus

MaTtepuan MN3meHeHne ypoBHA curHana, ob
24T1Ty, 51Ty
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crekno -0,5 -1,7
MncokapToH -0,5 -0,8
acn -1,6 -1,9
danepa -1,9 -1,8
LLITykaTypka ¢ MEeTas1/IM4ECKON CETKOW -14,8 -13,2
LLInako6nok -7 -11
MeTan. peweTtka (sueiika 13*6Mm, MeTasn1 2Mm) -21 -13

3.5 BblGOp KaHaNOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU A0CTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

KaHanbi

2.402 Ty |<7 22 MIy, H 2.483 Ty,

PucyHok 5 — O6lias guarpamma nepekpbITs YacTOTHbLIX KaHanoB B 2.4 Ty,

13



PyKoBO/CTBO Mo aKcnyatauum WOP-2L

Mpumep cxeMbl pacnpegeneHns kaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y npmBefeH Ha pUCYHKe 6.

PucyHok 6 — Cxema pacnpeeneHus kKaHasioB Mexay CocelHMMU Toukamun ocTyna B AvanasoHe 2.4 Ty npu
WwnpuHe kaHana B 20 MI'y,

AHa/IOrMYHO PEKOMEH/YETCS COXPaHSTh AaHHbIA MexaHU3M pacnpeaesieHns KaHas1I0B NPy PacnonoXeHum
TOUeK Mexay aTaxamu (PUCYHOK 7).

SRR,
S ==
ED eSS

P Y,

PucyHok 7 — CxeMa pacnpefeneHmsi KaHasoB MexXay COCeHUMI TOUKaMW JOCTYNa, PacrnonoXeHHbIMU MexXy
aTaxamu

Mpwn ncnonb3oBaHUK WKUPKHBI KaHasa 40 MINy, B AnanasoHe 2.4 [Ty, HET HenepekpbiBalLWMXCa KaHasoB. B
Taknx criydasix CTOUT BblGMpaTb MakCMasibHO OTAa/IEHHbIE APYr OT Apyra KaHasbl.

5170 5330 5490 Weather 5730 5735 5835
MH:z MHz MHz Radar MHz MHz MHz
1

149
153
157
161
165

IEEE Channel # (S S IR N S22

100
104
108
112
116
120
124
128
132
136
140
] 144

L A A A A A A AR A A A A A A A A A A A AT A AT AR
somiz NV VN NV VY VY LV
80 MHz |/ \/ y ! \/ Vv \ i
160 vz [ A | i

Examplesof [0 ) A
non-contiguous
VHT80+80 MHz [

setup

PucyHok 8 — KaHauibl, ncnosb3yemble B gnanasoHe S Ty npu wvpuHe kaHana 20, 40, 80 My,
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PyKOBOZACTBO Mo akcnsyatauum WOP-2L

3.6 YcTaHoBKa ycTpoucTBa

[ns Toukn goctyna WOP-2L npefycmoTpeHbl Ba BapnaHTa MOHTaxa: yCTaHOBKa YCTPOMCTBa Ha TPYOOCTOMKY
N yCTaHOBKa Ha YCTPOWCTBA CTEHY.

3.6.1 YcTtaHOBKa ycTpoiicTBa Ha TpyboCTOoliKy/cToNn6

1. MpuKpennTe KPOHLITENH K KOPMYCY YCTPOCTBA C MOMOLLbH0 BUHTOB, HAXOASLLMXCS B KOMMN/IEKTE, KakK
MoKasaHo Ha pucyHke 9.

PrcyHok 9 — KpensieHne KpoHLWTenHa K yCTponcTBy

2. YctaHoBuTe ycTpoiicTeo Ethernet-nopTom BHM3 Ha Tpy6OCTONKY Kak nokasaHo Ha pucyHke 10, n
3aKpenuTe ero XoMmytamu, nayLummMm B KOMIeKTe ¢ ycTpoiicTBom. CobntoganTte MHCTPYKLUN N0 TEXHUKE
6e30MacHOCTU 1 pekoMeH4auum, NpuBefeHHbIe B pasgenax «/IHCTPYKLuY 1o TexHVke 6e30MacHoCTU» 1
«PekomeHzauum no yctaHoBKe».

PucyHok 10 — KpenneHue ycTpoincTea K Tpyb0oCToiike
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PyKoBO/CTBO Mo aKcnyatauum WOP-2L

3.6.2 YcTaHOBKa yCTPOWCTBA Ha CTEHY

© [aHHbIii BapuaHT YCTaHOBKM YCTPOICTBA ABMSETCA AOMNOMHUTENbHLIM — KPEMn/ieHne NpogaeTcs
OTAE/IbHO U HEe BXOAUT B KOMIM/IEKT MOCTaBKM.

1. CoBMecCTUTe YeTbipe OTBEPCTUSA A/ BUHTOB Ha KPOHLUTEHE C TaknMU Xe OTBEPCTUSAMU Ha
ycTpoicTee. C NOMOLLbIO OTBEPTKN MPUKPENUTE KPOHLUTENH BUHTAMU K YCTPOMCTBY, Kak NokasaHo Ha
pucyHke 11.

PucyHok 11 — KpenneHue KpoHLWTeiHa K YCTPOACTBY

2. BbiGeprTe MecTo A/151 pa3MeLLeHUst TOUKM A0CTYNa B COOTBETCTBUN C PEKOMEHAALMAMY U3 Pa3aesioB «
VIHCTPYKLMN N0 TEXHVKE 6E30MacHOCTM» U «PekoMeHaalny no ycTaHoBKe». [pUnoxuTe ocHoBaHue
KPOHLUTEHA K CTEHE 1 OTMepbTe PacnosfioKeHne OTBEPCTUlA AN BUHTOB (pUcyHOK 12). MpoceepnuTte
OTBEPCTUS 1 3aKPENUTE B HUX BUHTbI, HE 3aTATVBast 0 KOHLA.

PucyHok 12 — Pa3melleHne yCcTpoiicTBa Ha CTeHe
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PykoBoacTBo no akcnnyatauunn WOP-2L

3. CoBMeCTWTE OTBEPCTUS KPOHLUTEHA C BUHTAMM Ha CTeHe. MNepeaBrHLTE KPOHLUTEH BBEPX UN BHU3
[10 yropa 1 3aKpenuTe BUHTbI (PUCYHOK 13).

PucyHok 13 — ®UKCpOoBaHME YCTPOICTBA Ha CTEHE

3.7 TMoaknoyeHne ycTponcTea

|

PucyHok 14 — MogkntoueHne Ethernet-kabenst k POE-nopty

1. CHUMUTE KpbILLKY, 3aKpbiBatolLlyto Ethernet-nopT Ha HWKHEN NaHenu ycTpoicTea. BbinonHuTe

3a3eM/IeHVE YCTPOICTBA Yepes creumasbHyto Knemmy, 3atem nogknounte Ethernet-ka6ens k PoE-nopty
(pucyHok 14).

3akpoiiTe KpbILWKY HUXHE naHenu.

MoaxntoumTe Ethernet-kabenn, naywmin ot WOP-2L, k POE-nopTy nHXekTopa nam nopty KommyTtaTopa
(IEEE 802.3af-2003).

4. Ecnu Bbl Ucnonb3ayeTte POE-MHXEKTOp, NoAK/IouMTe ero K po3etke 220 B ¢ NOMOLLbIO CETEBOIO LLUHYpa.

wN
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PyKoBO/CTBO Mo aKcnyatauum WOP-2L

5. MoakntounTe aHTEeHHY K YCTPOICTBY, C/ieflysl UHCTPYKLUMSAM 13 pasaena «/IHCTPYKLYA No repMeTr3aLin
AHTEHHbIX PA3bEMOB»;
a. Mpwu ncnonb3oBaHnm OMni-aHTEHH: NPUCOEANHUTE aHTeHHbl K SMA-pasbeMam ycTpoiicTaa.
b. Mpu ncnonb3oBaHNUsA NaHesbHbIX/CEKTOPHbIX aHTEHH: NPUCOeAMHUTE aHTeHHbl K SMA-pasbeMam
YCTPOIACTBA C NOMOLLbIO Kabe/bHbIX CO60POK. OTPEryMpyinTe nosfioKeHne aHTeHHbl Tak, YTo6bI
abOHEHTCKME YCTPOICTBA NONaAa/IN B 30HY MOKPbLITUSI YCTAHOBMIEHHO aHTEHHbI.

[ © Bo usbexaHue BbIxoa yCTPONCTBA U3 CTPOSi PEKOMEH/YETCSA MCMO/b30BaTh rPO303alLuTy. ]

3.7.1 VIHCTpYKUMSi MO TepMeTu3aLym aHTEHHbIX Pa3beMoB

[ © Trepmetyzaumio HEO6XOAMMO NMPOBOAUTL C 06ENX CTOPOH Kabens. ]

1. Mepep, noaxntoueHMeM Kabens K pasbemy 0CMOTPUTE ONJETKY Kabesns Ha Hasimune NoBPEXAEHNI, a
Takxe NpoBepbLTe HaIMUME YN/IOTHUTENLHOTO KOMbLia B raiike pasbemMa. PacrnonioxeHue AaHHbIX
3N1EMEHTOB NMOKa3aHo Ha pucyHkax 15 (a, 6).

PucyHok 15a PucyHok 156

2. MopkntounTe Kabesb K pasbemy yCTPONCTBA(QHTEHHbI) U 3aTSIHUTE raiiky, Kak NokasaHo Ha pucyHkax 16
(a 6).

PucyHok 16a PucyHok 166
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PyKoBO/CTBO Mo aKcnyatauum WOP-2L

3. OTpexbTe Pe3VHOBYH repMETU3UPYIOLLYIO JIEHTY COOTBETCTBYIOLLEN A/IMHbI: HA FePMETU3aLIMI0 OAHOIO
pasbema SMA (pucyHok 16a) Tpebyetcsa 0,15 M ruaponsonupytoLLeit neHTsl, 418 pasbema N-type
(pycyHok 166) TpebyeTcsi 0,3 M rMapPON30MPYIOLLEN NEHTBI, Kak NokasaHo Ha pucyHkax 17 (a, 6).

PucyHok 176

PucyHok 17a

4. Ypanute ¢ pe3nHOBO NIEHTbI 3alMTHbIV CNOWA, Kak NoKa3aHo Ha pucyHke 18.

PucyHok 18

5. HauHnTe 06MOTKY CO CTOPOHbI Kabens, npeasapuTesibHO OTCTYNUB OT OOXUMHON YacTn Ha 10—-15 Mm.
3admkenpyinTe KOHUMK NeHTbI Ha onieTke kabens nog yrniom 15-25 rpalycoB k ocu kabens, u, cnerka
pacTsarmBas /IeHTy, Ha4UHUTe 06MaTbiBaTh kabenb 1 pa3beM, MPoABUrasiCb B CTOPOHY KOpryca yCTpoicTBa.
BuTkM He06x0AMMO yKNaabiBaTh APYr HA Apyra C HAaX/1eCTOM, CKNaAKN Ha BUTKaX He A0NyCKalTCs.
O6MoTKa Kabensi nokasaHa Ha pucyHkax 19 (a, 6).

PucyHok 19a PucyHok 196
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PyKoBO/CTBO Mo aKcnyatauum WOP-2L

6. [LOCTUIHYB Kopnyca yCTPOoicTBa (aHTEHHbI) KpaeM NEeHTbI, caenalite 060poT BOKPYT pasbema,
MaKCUMaUTbHO NPWKUMas Kpai NeHTbl K Kopnycy, Aasiee NPoA0/HKNTE HAMOTKY SIEHTbI NO4 APYrMM YI/10Mm,
yaanssicb ot kopnyca. [Npun HamaTbiBaHUM He 3abblBaiiTe pacTAarmBaTb JIEHTY M NIOTHO NPUWXUMaThL ee K
paHee HaMOTaHHbIM BUTKaM. Ha KOHUMKE NIEHTbI PaCTSXXKY HEOOXOANMO YMEHbLUNTL U NAOTHO NPVXKaTb
€ro K BUTKaM, pacnosiokeHHbIM Ha OnseTke Kabens, kak nokasaHo Ha pucyHkax 20 (a, 6).

v

PucyHok 20a PucyHok 206

7. OTpexbTe MBX NneHTy (M30M1EHTY) COOTBETCTBYIOLLEN A/IMHbI: HA repMEeTU3aLMi0 0AHOMo pasbema SMA
Tpebyetca 0,28 M n3oneHTbl, 4NA pasbema N-type Tpebyetca 0,6 M n3oneHTbI. MI3oneHTa Tpebyetcs ans
3alMTbl PE3MHOBOW NTEHTLI OT Y/IbTPadMONETOBLIX Ny4yeii. MI3oneHTa nokasaHa Ha pucyHke 21.

PucyHok 21

8. HauHuTe 06MOTKY C onneTkn kabens, npeasaputesnibHo OTCTYNMB OT NePBOro BUTKA PE3UHOBOW JIEHTHI
Ha 5-10 mm. 3adinKCHpyinTe KOHYMK N30MEHTBI Ha ornsieTke kabens nog yrnom 15-25 rpagycos K ocu
kabens, n, cnerka pactarmeas NieHTy, HauHUTe obmarbiBaTb kabesb 1 pa3bem, NPOABUrasiCb B CTOPOHY
Kopnyca ycTpoincTea. BUTkn Heo6xoamMMo yknaapiBaTb ApYr Ha Apyra ¢ Hax/1ecToM, CKNagku Ha BUTKax He
ponyckatorca. ObmoTKa kabens nokasaHa Ha pucyHke 22.

PucyHok 22

20



PykoBoacTBo no akcnnyatauunn WOP-2L

9. [locTUrHyB Kopryca KpaeMm NieHTbl, cenalite 060poT BOKPYT pasbemMa, MakCMMasibHO Npukumast Kpait
M30M1EHTbI K KOPMYCY YCTPOICTBA, Aasiee NPoAo/HKMTEe HAMOTKY NIEHTbI MO, APYTMM YI/IOM, yAANIASICh OT
kopnyca. Mpu HamaTblBaHWM NIOTHO HaKablBaiTe BUTKM NTEHTbI, He JonycKasi CKnagoK. Ha nocneaHnx
BUTKaX M30/1EHTbI PACTSXKY HEOGXOAMMO YMEHbLUNTbL A0 HY/S U YNI0XWUTb NOCNeaHuii BUTOK 6e3
pacTarMBaHus, Kak nokasaHo Ha pucyHkax 23 (a, 6).

PucyHok 23a PucyHok 236

10. MpoBepbTe 3arepMeTU3NPOBaHHbI Pa3bem Ha OTCYTCTBME BUAVMBIX YUaCTKOB PE3MHOBOI NTEHTBI.
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PykoBoacTBo no akcnnyatauunn WOP-2L

4 YnpaB/ieHne yCTPOMCTBOM Yepe3 web-nHtepdeiic

4.1 Hauyano pa6oThl

[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.
2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsl CTpaHuLa ¢ 3anpocoM UMEHN
no/sib30oBaTesns v naposs.

WOP-2L

3. BBeauTe ums nonb3oBarens B CTPOKe «BBeAUTE NOrMH» U Naposib B CTPOKE «BBeAUTE Naposib».

© 3aBopckue ycTaHOBKU: NOTMH — admin, naposnb — password.

4. HaxxmuTe KHOMKy «Boldmu». B OkHe Gpay3epa OTKPOETCS MEHIO MOHUTOPUHIa COCTOSIHMSA YCTPOMCTBA.

,eLTEX woP-2L

MoHHTOpHHT  Radio VAP WDS  CeTeBble HACTPOMKM  BHELWHME CEPBMCE  CHCTeMa - (ebixod
Wi-Fi KIHEHTHI Magenwe  WOP-2L
AnnapaTHaa BepcHa w3

WD

%)

3apoackoi MAC-agpec E4:5A:D4.E2:ATFO
CTaTUCTHKR NO TPaghrKy

CepWitHIi HOMeD WP39001592
CKaHMpOBaHHe 3upa Bepes MO
HypHan cofbiTuit Pesepsxan eepcua MO

. Bepcua 3arpysumka
CeTeBas HOpMaLMa !
CuHCTeEMHOE BpEMA 24112021 12:44:52
HpopMaLHUa o
paanouHTepgelicax Bpews patoTel 0 an, 00:07:37

~
- Z OGHOBHTL
WHhopmaLma of ycTpoiicTae > -
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PykoBoacTso no akcnayatauum WOP-2L

5. Mpun HEOBXOAMMOCTN MOXHO NEPEK/HUNTL A3bIK 0TOGpakeHMs nHdopmMauun. Ans WOP-2L goctynHa
pycckas n aHrnuinckasa sepcun web-nHtepdeiica.

eLrTex

MOHHTOPHHT Radio VAP

Wi-Fi KnueHTb!

w

CTaTiCTHKa no Tpaduky
CKaHUpOBaHWe a(mnpa
HypHan coGbITHit
CeTesand MHDOpPMaLMA

WHchopmaLua o
paguouHTepdercax

MHpopmaLMa ob ycTpoicTse »

WOP-2L

WDS

Q

CeTeBble HACTPORKN BHelwHwe cepBuck Cuctema -

3asoAckoi MAC-anpec E4:5A'D4EZATFO

PesepsHad sepcud MO

OOHOBHTE

(Belxod

W3penue WOP-2L

ANNAPATHAA BEPCHA 13

CepHAHBIA HOMep WP39001592

Bepcua MO

Bepcua sarpysquxa
CucTeMHoE BpeMA 24.11.2021 12:44:52

Bpewms paGoTtel 0 aH, 00:07:37

4.2 TpyMeHeHNe KOHGUrypaumm n oTMeHa N3MEHEHNI

1. MpuMeHeHne KoHUrypaumm

" [IPHMEHHTH
Mpy HaXKaTUn KHOMKMN 3anyckaeTcs npouecc coxpaHeHuns kKoHdurypauum Bo flash-namatb
YCTPOIACTBA M NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpoliki BCTynatoT B CU/ly 6e3 nepesarpysku

YCTpOIiCTBA.

B web-uHTepdeiice Touku AocTyna peasiM3oBaHa BrudyasibHasi HAMKaLMS TEKYLLENO COCTOSIHUSA npoliecca
NPYMeHeHns1 HacTpoek (Tabnuua 4).

Tabnuua 4 — BusyasibHas MHAMKALMS TEKYLLLETO COCTOSIHMSA NpoLiecca NPUMEHEHNS HACTPOEK

BHeluHNi1 BUA,

2. OTMeHa U3MeHeHunM

OonucaHue coCTossHUA

Mocne HaxaTus Ha KHOMKY «MPUMEHNTL» NPOUCXOANT NPOLIECC NMPUMEHEHNS U

3anvcy HacTpoek B NamMsiThb ycTpoiicTBa. O6 3TOM MHPOPMUPYET 3HAUOK Ll B
Ha3BaHUM BKIALKM U HA KHOMKE «[PUMEHUTb».

06 ycneLHOM COXpaHeHUM U NPUMEHEHUN HACTPOEK MH(DOPMUPYET 3HAUOK
d B Ha3BaHUW BKAAKN.

© OtmMeHa n3MeHeHW NPOV3BOANTCSA TOMBKO [0 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpu HaxkaTum Ha
KHOMKY «[MPUMEHNTBL» N3MEHEHHbIE Ha CTPaHULLEe NapamMeTpbl OyayT 06HOBNEHbI HA TEKYLLME 3HAYEHNS,
3anuncaHHble B NaMAaTh yCTPoCTBa. MNocse HaxaTus Ha KHOMKY «MpuMeHnTb» BO3BpaT K NpeablayLimm
HacTpoiikam 6yeT HEBO3MOXEH.

X OTmeHa

KHOMKa OTMeHbI U3MEeHeHWIA UMeeT crieayoLwnii Bua;
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PykoBoacTso no akcnayatauum WOP-2L

4.3 OcHOBHble 3neMeHTbl web-uHtepdeiica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

=LTEX  wor-2L

MoHuTopuHr Radio VAP WDS CeTeBble HacTpoNku BHeluHue cepBuch! Cuctema - (BbIXOA)
Wi-Fi knneHTbl Manenve WOP-2L
AnnapatHas Bepcusi 1v3
WDS

3asopckoit MAC-agpec E4:5A:D4:E2:A7:F0
Cratuctuka no Tpaduky
CepuitHbli Homep WP39001592

CkaHnpoBaHue admpa Bepcwa MO

XypHan cobbITui PesepeHas Bepeus MO

Bepcua sarpyaynka
CeteBas UHhopMaLs P 24

CuctemMHoe BpeMsa 24.11.2021 13:08:01
WHdopmaums o

paavionHTepdeiicax Bpems pabotbl 0 aH, 00:30:46

< OGHOBUTL
WHdhopmauus ob yetporicTee >

© OO0 "Mpednpusmue "Snmekc”, 2019 - 2021 Bepcus 10. Bepcus WEB.

OKHO NMOo/b30BaTeNIbCKOro nHTepdelica pasgeneHo Ha nNsaTb obnacTeii:

1. Bkiagku MeHio — Ans rpynnupoBKy nogMeHto no kateropusim: MoHutopuHr, Radio, VAP, WDS,
CeTteBble HacTpoiiku, BHewHue cepBuchbl, Cucrema.

2. Bbl6op A3blka MHTEpdeica 1 kHomka «(BbIXo)», NpeAHa3HaueHHas A1si 3aBeplLieHnsl ceaHca paboThbl B

web-nHTepdelice nog gaHHbIM NoMb30BaTENEM.

Bknagkv nogMeHto — 418 ynpas/ieHnst NosieM HacTpOeK.

Mone HacTpoek ycTpoincTea — A48 NPOCMOTPa AaHHbIX 1 KOHUrypaLmu.

WHdhopmaumoHHoe none, otobpaxatoLlee sepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.

aprw
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PykoBoacTso no akcnayatauum WOP-2L

4.4 MeH «MOHUTOPUHT»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

4.41 NopmeHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

LTEX  WOP-2L

MoHuTopuHr  Radio VAP WDS  CeTesble HacTpoiku  BHEUMMe cepeucel  CicTema - (ebixop)

Wi-Fi KnueHTbI > & OGHOBMTL
WDS B
Ne WmmxocTa IP-agpec  MAC-agpec MHTepepeiic  Link Capacity Link Quality Link Quality Common  RSSI,AEM SNR, AE  TxRate RxRate TXBW, Mru  RXBW, Mru  Bpems paoTul

CTaTUCTHK N0 TPaHKy ~ 1 Xaomi-12T 10248045 7612:31:98:05ba wianl-vad 30 66 7 90 7 VHT NSS2-MCS239 VHT NSS1-MCS219.5 20 20 04:51:05

CKaHHPOBAHUE SPUDa .
Mepenaxo / MPUHATO BCero, GaiT 2 058 102/ 624 031 Mepenaro C OLMOKaMN, nakeTos 0

KypHan coobIThi MepenaHo / NUHATO BCETO, NakeTos 6 565 / 11 243 MoBTOpLI Nepenayk 3a NoCneaHHi nepuon, naketos 1
Ceresas upopmauya Mepenano / npuKATO fambix, Gair 1916 777/ 532 653 (OfLiee $MC0 NOBTOPOB Nlepefadi, nakeros 2 393
lMepenano / NPMHATO OaHHbIX, NAKETOB 6558/2380 CkopocTe Nepeaayu / npuema, KOuT/c 0/0
WicpopuiaLus o
pannouHTepedicax Mopynsuusa Mepepano nakeTos TIpNHATO NakeToE

OFDM& 5 8996 80%

VIHGOPMaLMA 06 YCTPOFCTES
779

NSS1-MCS0 0
NSS1-MCS1 447
NSS1-MCS2 234
NSS1-MCS3 0
NSS1-MCS4 19
NSS1-MCS5 61
NSS1-MCS6 58

Sl=]=lalalslv|2la
o
4

NSS1-MCS7 36
NSS2-MCS0 1222 19% 526
NSS2-MCS1 1523 23% 231
NSS2-MCS2 1676 26% 26
NSS2-MCS3 923 14%
NS§S2-MCS4 303

NSS2-MCS5 22 0%

233383 %523233383 233

NSs2-MCs9 32 0%

* Ne — HOMep MOAK/TIIOYEHHOIO YCTPOICTBA B CUCKE,;

* VIMs1 Xocma — ceTeBOe UMSA YCTPONCTBa;

* IP-adpec — IP-agpec noakItoHeHHOro YCTPONCTBa,;

* MAC-adpec — MAC-agpec noak/to4eHHOro YyCTpONCTBa;

* MlHmepcpelic — nHTepgoeinc B3anmogenctansg WOP-2L ¢ NoAKNHOYEHHbIM YCTPONCTBOM,;

* Link Capacity — napameTp, KOTOpbIli 0TO6paxaeT 3EKTUBHOCTb NCMONb30BaHNA TOYKON JOoCTyna
MOAYyNALMN Ha nepegady. PaccumTbiBaeTCcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAY/NSUMKN [0 KWEHTA, U MOHMmKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHne — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 K/IMEHTa Ha MakCUMasibHOM MOAYNALMN 01 MakCMMa/lbHOTo TuMna nss,
NoALEPXXMBAEMOTO KIMEHTOM). MUHUMaNbHOE 3HaueHne — 2% (B ciyyae, Korga naketbl NepefatoTcs Ha
moaynaumm nssTmes0 ans knaveHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHue napameTpa paccUUTbIBAETCS
3a nocnegHue 10 cekyHpn,

* Link Quality — napameTp, KOTOpPbIA 0TOOPaXKaeT COCTOAHME /IMHKA A0 KIMEHTA, pacCUnTaHHbI Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMasibHoe 3HaveHve —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCL C NEPBOI NOMbITKM), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLHo OTnpaB/ieH). 3HaYeHVe napamMeTpa paccumTbiBaeTcs 3a
nocnegHue 10 cekyHp,

* Link Quality Common — napameTp, KOTOpbIi 0TO6paXaeT COCTOAHME NINHKA A0 K/IMEHTa, pacCyYUTaHHbI
Ha OCHOBaHWMW KO/IMYeCTBa PETPAHCMUTOB NaKeTOB, OTMNPAaB/IeHHbIX KMEHTY. MakcMasibHoe 3HavYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCH C NEPBOIA NOMbITKM), MUHUMasIbHOe 3HadeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLIHO OTNpaB/ieH). 3HaYeHre napameTpa paccuMTbiBaeTcs 3a Bce
BpeMs MOAK/TIOYEHUS KNNEHT],
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PykoBoacTso no akcnayatauum WOP-2L

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abwm;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHanibHasa CKOPOCTb nepegauv, Mout/c;
RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npyeme, MI'u,

Bpems pabomsl — Bpemsa coeanHeHuns ¢ Wi-Fi kineHTom.

[ns BbiBofA 60/1€€ pa3BepHyToil MHGopMaL My Mo onpeaesieHHOMY KMEeHTY BbiGepuTe ero B Crmcke.
Moapo6Hoe onucaHue BKKYAET B cebs cnepytoLme napameTpbl:

lNepedaHo/npuHssMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMOo Bce20, Nakemos — KONIMYeCcTBO NnepefaHHbIX/NPUHATbLIX Ha NOAK/IHYEHHOE
YCTPOWCTBO NaKeToB;

lMepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/II0YEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/IHOYEHHOe
YCTPOMCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NakeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IIUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKM0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHUS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayv Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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4.4.2 NMopgmeHo «WDS»

B nogmeHto «WDS» BbiBOAUTCA MHpOPMALUA O COCTOSAHUM noak/todeHHbIX no WDS Touek goctyna WOP-2L.

PykoBoacTso no akcnayatauum WOP-2L

LTEX

MoHuTOpMHT Radio VAP

Wi-FI Kbl
wDs >

CTaTUCTHKA N0 Tpadhuky
CKannpoBaHie sompa
2KypHarn coObITHiA
Cetesan utbopuaLma

Ucpopuaups o
panuouHTEpeicax

Wrdbopuawma 06 ycTpoiicTse

WDS  CeTesbie HacTpoiiku

WOP-2L

BHewume cepencel  CucTema

& OGHOBUTH

Ne Wmsxocta IP-agpec  MAC-aspec MHTepepeiic  Link Capacity

v 1 WOP-2L 10.24.80.90 eB:28:cl.dach:85  wiant 47 (not changed) 95 89

Mepenaxo / NPUHATO Beero, GaiT 36 156 430 / 2 757 240

Mepenaxo / NPUHATO BCero, NakeTos 138 819/ 14 740
Tepeaano / NPUHATO AaHHBIX, GaIT 31 233 429 / 440 047
MNepenaxo / NPUHATO OaHHbIX, NAKETOB 131053 /6 976
Monynauua MepenaHo nakeTos
Dsss2 2

OFDM6 7766

Link Quality ~ Link Quality Common  RSSIL AEM SNR,AE  TxRate

81/ -84

Mepenato ¢ owvbkamn, nakeros 0
MOBTOPLI Nepeayy 3a NocneHKi NEpHO/, NaKeToR 4
©BLee uMCNo NOBTOPOB Nepesayy, Naketos 26 006

CKOpocTe Nepenaqu / npuema, Koutic  3/0

TPMHATO NaKeToR
0

7766

RxRate TXBW, MMy RXBW, MMy Bpems pagorsl

10/10  OFDM48 VHT NSS2MCS239 20 20 10:49:13

0%

53%

0
6
OFDM12 4 0%
OFDM18 216 0
OFDM24 3384 2
OFDM36 54542 39%

OFDM48 56693 41%

o & o o o o

OFDMS4 16201 12%
NSS1-MCS1 0

NSS§1-MCS52

NSS1-MCS3

o o o

NSS1-MCS4 4178 28%

* Ne — HoMep NOAK/THYEHHOIO YCTPOWCTBA B CMUCKE;

* VIMsi xocma — ceTeBOe MMS YCTPOICTBa,

+ IP-adpec — IP-agpec noaKIUYeHHOr0 YCTPOWCTBA;

+ MAC-adpec — MAC-aapec NoAKIHUYEHHOr0 YCTPOICTBA;

* ViIHmepdpelic — nutepdhelic B3ammoaenctena WOP-2L ¢ nogxknto4YeHHbIM YCTPONCTBOM,;

* Link Capacity — napameTp, KOTOpPbIli 0TO6paxaeT 3EeKTUBHOCTb NCMONb30BaHNSA TOUKON AOCTyna
MOAY/IALUMN Ha nepeady. PaccunTbiBaeTcs UCXOAA N3 KOMMYECTBA NakeToB, NepefaHHbIX Ha Kaokaoin
MOAYNALMMN [0 KTMEHTA, U NOHNXKAIOLLMX KO3hmLUmMeHToB. MakcumarnbHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepefarnTcs A0 K/IMeHTa Ha MakCMMasibHOW MoAyNAaunn AN MakCUMa/ibHOro Tuna nss,
noaZepXX1MBaemMoro KfmeHToM). MuHuManbHoe 3HaueHne — 2% (B cnydyae, Koraa naketbl nepegatrcsa Ha
moaynaumm nssTmes0 ans knaveHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHne napameTpa paccUnTbIBAETCS
3a nocniegHune 10 cekyHp,

* Link Quality — napameTp, KOTOPbIi 0TO6PaXaEeT COCTOSAHME NINHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaBeHHbIX K/TIMEeHTY. MakcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu
O[IMH MakKeT A0 KNMeHTa He 6blN YCNeLIHO OTnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHp;

+ Link Quality Common — napameTp, KOTOpbI/i 0TO6paXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONNYeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUINCL C NEPBOVi NONbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OfIMH MakeT A0 KNMeHTa He 6blN yCneLHo oTnpas/ieH). 3HaueHre napaMeTpa paccunTbiBaeTcs 3a Bce
BPEMSs NOAK/TIOHYEHUS KITNEHTE,;

* RSSI — ypoBeHb NpUHMMaeMOro curHana, gbm;

* SNR — oTHOLWeHne curHan/wym, ob;

+ TxRate — kaHa/bHas CKOpPOCTb nepegayn, MouT/c;

* RxRate — kaHanbHasi CKOpOCTb npmema, Méut/c;

+ TX BW — nonoca nponyckaHusa Ha nepegadye, MI'y;

* RX BW — nonoca nponyckaHus Ha npueme, MI'y;

* Bpemsi pabombl — BpeMs COeUHEHNS.
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PykoBoacTso no akcnayatauum WOP-2L

[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napameTpsl:

* [NepedaHo/npuHamo scezo, 6alim — KONNYECTBO NepefaHHbIX/NPUHATLIX Ha NOAKIOYEHHOE YCTPOUCTBO
oaiT;

* [NepedaHo/npuHsIMo BCe20, nakemos — KOIMYEeCTBO NepefaHHbIX/NPUHATLIX HA NOAK/IIYEHHOe
YCTPOWCTBO NaKETOB;

* [NepedaHo/npuHsIMo 0aHHbIX, 6alim — KO/IMYECTBO NepesaHHbIX/NPUHATBLIX Ha MOAKNHYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

* [NepedaHo/npuHsAmMOo O0aHHbIX, Makemos — KO/IMYeCTBO NnepesaHHbIX/NPUHATbLIX Ha NOAKHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

* [MepedaHo ¢ owubkamu, Nakemos — KONIMYeCTBO NakeToB, NepefaHHbIX ¢ ownbkamMu Ha NOAKNHYEHHOE
YCTPOWCTBO;

+ [Mosmopsbl nepedaqu 3a rnoc/edHuli nepuod, nakemos — KONMYeCcTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

+ Obwee Yucsio MoBmMopos rnepedayu, nakemos — KONIMYeCTBO NOBTOPOB Nepesayn Ha NoAK/IYEeHHoe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

+ Ckopocmb nepedayu/npuema, Kbum/c — akTyasnibHas CKOpOCTb Nepegayun Tpadumka B HACTOALLMIA
MOMEHT BPEMEHW.

4.4.3 MopmeHo «CTaTucTrka no Tpagouky»

B pasgene «CtaTtucTuka no Tpacmky» oto6paxkatoTcs rpaduky CKOpoCcTU nepeaaHHoro/nosy4YeHHoro
Tpadmka 3a nocregHe 3 MUHYTbI, & TaKKe CTaTMCTUKA O KOMIMYecTBe NepeaaHHoro/nony4eHHoro Tpadgmka ¢
MOMEHTA BK/IOUEHNS TOUKM JOCTYyNa.

padmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMmaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NepeaaHHOro/nosry4eHHoro tpadmka vyepes
nHtepdelicol Radio 2.4 'y, 1 Radio 5 'y, 3a nocnegHue 3 MUHYTbI. padrk aBToMaTN4eCckn 06HOBNAETCS
KaxKable 6 CeKyHA.

I TEX wopr-2L

Mowsropusr  Radio VAP DS Ceresse wacTpoicn  BHewmie cepsuce

448 155500 165512 165524 165636 165548 165500 16:5642 165624 165636 159548 165700 165712 165724 165736 165748 ts
LAN TR kbps:

"

0

165448 165500 165512 165524 165536 165548 165600 165612 165624 165636 165648 165700 165712 165728 165736 165748 ts
Mepenatio v

MpuHATO v
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Onucanne Tabnuupl «lepedaHo»:
* MiHmepgelic — nma nHTepdeinca,
* Bcea2o nakemos — KO/IM4eCTBO YCMeLLIHO OTrNpaB/IeHHbIX NakeToBs;
* Bceao 6alim — Ko/IM4ecTBO YCMNEeLHO OTNpaB/ieHHbIX 6aiT;
* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLUEHHbIX NPV OTMPAaBKE;
* OWUbKU — KONIMYECTBO OLLMOOK.

MepenaHo v

WHTepdpeiic Bcero naketos Bcero bait OT1bpoLweHo nakeTos Owubkn
LAN 536802 76273371 0 0
WLANO 166440 75459723 342218 140
WLAN1 1526773 1919981084 360214 390
sitD 9590 7833340 0 0
wian0-va0 0 0 0 0
wian0-val 9533 7506858 1] 57
wian0-va2 9580 7871700 0 0
wian0-va2 526878 38498935 0 136
wian0-wds0 162326 74288324 51546 123
wian0-wds1 3542 1013363 147387 15
wilan0-wds2 572 158038 142992 2

OnucaHue Tabnuupl «[TPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

* Bcez2o nakemos — KO/IM4eCcTBO YCNeLHO NPUHATLIX NaKeToB;

* Bcezo 6alim — KOM4eCcTBO YCMNEeLHO NPUHATLIX 6aiT;

* Om6powWeHO nakemos — KOIMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOYYEHUY;
* OwWubKuU — KOJIMYECTBO OLLMOOK.

MpuHaTo v
WHTepherc Bcero nakeros Bcero Gait OT6poLUeHO NaKkeToB Ownbku
LAN 1511794 2008292333 M 0
WLANO 28126 4047853 0 0
WLAN1 503232 61512505 1 0
sit0 15792 997504 0 0
wian0-va0 0 0 0 0
wlan0-val 15863 1085710 0 0
wlan0-va2 15863 1002258 0 0
wlan0-va3 1494826 1928533222 0 0
wlan0-wds0 25767 3471328 0 0
wian0-wds1 1825 477328 0 0
wilan0-wds2 534 99197 0 0
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4.4.4 TopmeHto «CkaHMpoBaHue atphrpar

PykoBoacTso no akcnayatauum WOP-2L

B noameHio «CkaHupoBaHue achupa» OCYLLECTB/ISETCA CKAHUPOBAHNE OKpYXatoLLEero paamoadupa u
o6HapyXeHne coceiHUX ToUek AocTyna.

elTeEX

MoHUTOPUHr Radio VAP

Wi-Fi knuerTsl

WDS

CraTtucTurka no Tpaduky

CkaHvpoBaHue advpa >

HKypHan cobbitnin

CeTeBas MHdopMauvs

VHdopmalus o
paavonHTepdericax

WHdopmauus 0b ycTpoiictse

WOP-2L

WDS CeteBble HACTPOMKK

MocnegHee ckaHnposaHue Bbino 24.11.2021 13:14:18

OwnanasoH

24Ty

247TTy

24Ty

24TTu

247TTy

24Ty

24TTu

24Ty

24Ty

247TTy

24Ty

24Ty

5Ty

SSID
2L_301_nsk
ci_cd_data10
Test_LR2

test 001

Eltex VAP
301_test_portal
eltex_ksiu_nosh
SSID_guest
Open_VK_switch
VK_enterprise
RTK-20
Rostelecom-L2

WEP-2L_5GHz

BuelHue cepBuUChI

Cuctema

Pexum 6e3onacHocTH
Open

Open
WPA/WPA2
Open

Open

Open

Open

Open

Open
WPA2_1X
WPA2
Open

Open

MAC-aapec
E8:28:C1:.DA:C8:12
E4:5A:D4:F6:CD:B1
E8:28:C1:DAE6:21
E0:D9:E3:4B:FB:30
E0:D9:E3:73:06:F0
E0:D9:E3:70:94:13
E0:D9:E3:70:94:11
E0:D9:E3:73:07:71
E8:28:C1:DA:CE:83
E8:28:C1:DA:CE:84
A8:F9:4B:B0:22:A1
A8:F9:4B:B0:22:A0

E8:28:C1:F7:80:76

Kanan / lupuna
6/20
6/20
1/20
11/20
1/40L
1/20
1/20
1/20
6/20
6/20
11/20
11/20

40/20

v (BbIXOZ)

RSSI, pbm

-46

-58

-60

-65

-66

-69

-69

-85

-93

94

-95

-96

-36

Mocne HaxxaTusi Ha KHonky «CkaHMpoBaTb» npoLecc byaeT 3anyLleH. [ocne 3aBepLleHns CKaHMPOBaHUS
NOSIBATCS CMUCOK 0GHaPYXXEHHbIX TOYEK JOCTYNa U MHPOPMaLUS O HUX:

+ [luana3oH — yKa3blBaeTca aunanasoH 2.4 'y unm S Iy, B KOTOPOM 6blia 06HapyXXeHa Toyka AoCTyna;

SSID — SSID o6Hapy>XeHHOW TOYKM AOCTYNa;
Pexxum 6e3onacHocmu — pexummM 6e30MacHOCTM 06HaPY>XEHHOM TOYKN AOCTYNa;

MAC-adpec — MAC-agpec 06Hapy>XeHHOW TOYKN AOCTYNa;
KaHas/LLlupuHa — pagunokaHas, Ha KOTOpoM paboTaeT 06HapyXXeHHas Touka fOCTyna;
RSSI — ypoBeHb, C KOTOPbIM YCTPOMCTBO NPUHMMAET CUrHas1 06Hapy)XXEHHOWM TOYKM AOCTyna, ABM.

Bo BpeMmsi OCyLLECTB/IEHUSI CKAHUPOBaHWA 3chupa paamonHTepdeic ycTpolicTBa 6yaeT OTK/IOUEH, YTO

npnBeneT K HeBO3MOXHOCTU nepegadyn AaHHbIX 40 Wi-Fi knneHnToB BO BpeMA CKaHNPOBaHUA.
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PykoBoacTso no akcnayatauum WOP-2L

4.4.5 TogMeHto «KypHasn cobbITuii»

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COOOLLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo NHhopMaLmio:

.
=LTEX  wop-2L
MoHWTOpMHr ~ Radio VAP WDS CeTeBble HaCTPOKM BHeLUHWe CepBuChI Cucrema -~ (BbiX0)
Wi-Fi KnieHTbI @ O4ucTUTL
WDS
Oatan
GraTvcTka o Tpachuky Bpema Tin Mpouecc CoobuieHne
Nov 24 daemon.info monitord[1184]  event: 'disassociated by STA" mac: F2:EF:DF:AE:07:47 ssid: "WOP-2L_5GHzZ' interface: wian1-va0 channel: 165 rssi-1: -75 rssi-2: -70 location:
CrarvpoBariie acpvpa 12:53:10 'AP_for_documentation.root' reason: 3 description: 'Deauth at STA leave BSS'
YKypHan coCkITui > Nov 24 daemon.info monitord[1184]  event: 'authenticated’ mac: F2:EF:DF:AE:07:47 ssid: 'WOP-2L_5GHZ' interface: wlan1-va0 channel: 165 rssi-1: -70 rssi-2: -72 location
12:49:33 "AP_for_documentation.root' reason: 0 description: 'Successful'
CerteBas uHgopmaums
Jan1 daemon.info  networkd[1092] DHCP-client: Interface br0 obtained lease on 10.24.80.92.
UHcbopmauus o 03:00:43
paavonHTepdencax
Jan1 daemon.info networkd[1092] Networkd started
Wrchopmaums 06 ycTpoiictee 03:00:28
Jan1 daemon.info  syslogd[1389]  started: BusyBox v1.21.1
03:00:26
Jan1 daemon.info  init starting pid 1100, tty ": '-/binflogin -t'
00:00:06
Jan1 daemon.info  configd[1039]  The AP startup configuration was loaded successfully.
00:00:05
Jan1 daemon.info  syslogd[1008]  started: BusyBox v1.21.1
00:00:01

+ [lama u spemsi — pata n Bpems, korga cobbiTve 6b110 CreHepMpPOBaHo;
* Tun — KaTeropus 1 ypoBeHb BaXHOCTU COObITUS,

* [poyecc — M npouecca, CreHepMpoBaBLLEro COOBLLEHME;

+ CoobujeHue — onucaHne coobITus.

Tabnuua 5 — OnucaHve Kateropuii BaXXKHOCTU COObITUIA

YpoBeHb Tun BAXXHOCTUN COOGLLEHUNIA OnucaHue

0 UpesBblyaiiHble (emergency) B cucteme npousoLlnia kKputndeckasi oméka,
cucteMa MOXeT paboTaTth HEMPaBU/IbHO

1 CurHans! Tpesoru (alert) Heo6xoayumMo Hemef/leHHoe BMELLIATeNbCTBO B
cuctemy

2 Kputnueckue (critical) B cucteme npousoLuna Kputuyeckas oLinmbka

3 Oww6ouHble (error) B cucteme npousoLuna owwmnbka

4 MpeaynpexaeHns (warning) MpenynpexaeHne, HeaBapuiiHoe cooblieHne

5 YBepomeHus (notice) YBEAOM/IEHNE CUCTEMbI, HEABaPUIHOE COOBLLEHNE

6 MHdpopmaumoHHble (informational) NHdopMaLmoHHbIe COOBLLEHNSA CUCTEMBI

7 OtnapgouHsle (debug) OTnagouHble coobLIEHUs NPeaoCTaBIA0T

nosib3oBatesto NHopMaLmio Ansi KOPPEKTHOA
HaCTPOWKN CUCTEMBI

L5 nonyyYyeHns HOBbIX COOOLLEHWNI B XXypHae COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbLY.

Mpu HeOBXOANMOCTU BCE CTapble COOBLLEHUS 3 XypHAIa MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUNCTUTb.
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4.4.6 MopmeHto «CeTeBas UHopMaLms»

PykoBoacTso no akcnayatauum WOP-2L

B noameHio «CeTeBast MUH(hopMaLUSA» OCYLLECTBSIETCS NMPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

(TEX

MoHUTOPMHI Radio VAP

Wi-Fi knuenTe!

WwDs

CramvcTyka no Tpaduky
CkaHupoBaHue athupa
MKypHan coBeImuit
CeTesas UHchopMaLs >

Wndopmaumsa o
paauonHTepelicax

Wcpopmanys o6 ycTpoiicTse

WOP-2L

WDs CeTeBble HaCTPOMKK

Cratyc WAN

Ethernet

ARP v

MapupyTs! v

Ne

0

1

BHeWHNe cepBuchl Cucrema

WHtepdeiic
MpoTokon
IP-anpec
MpuksTo

Mepenato

Cocrostue nopra
CropocTs

Oynnexc

IP-agpec
1024801

10.24.80.40

UnTepdpeiic

br0

br0

br0

DHCP

10.24.80 92

1.8 MBaiiT (1924 124 Baiit)

5.0 MbaiiT (5208 312 Gaiit)

MAC-agpec
EO-DEIESET40

2C:FD-A1:5C:EE-8E

Haswavenne Wnros Macka
0000 10.24.80.1 0.0.00

10.24.80.0 00.00 2552552550

‘©naru

uG

(Bbixon)

Craryc WAN

* MlHmepdpelic — nms bridge-nHtepdelica;

* [IpOMOKO/1 — NPOTOKOA, UCNOMb3yeMbli Ans goctyna k cet WAN;
* IP-adpec — IP-agpec ycTpolicTBa BO BHELUHEN CETY;

* [IpuHsIMO — KONN4ecTBO NPUHATLIX HA WAN 6aiT,

*+ [MepedaHo — konu4yecTBo nepegaHHbix ¢ WAN 6aliT.

Ethernet

+ CocmosiHue rnopma — coctosiHue Ethernet-nopra;
+ CKkopocmb — CKOPOCTb NMoAxIodYeHns no nopty Ethernet;
* [ynnekc — pexum nepefayn gaHHbIX:
* Full — nonHbIi gynnexc;
* Half — nonygynnekc.

ARP

B ARP-Tabnuvue cogepxuTcsa nHopmaums o cootseTcTeun IP- n MAC-afpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoicTsa.

MapuipyTbl

* MlHmepdpetic — nms bridge-nHtepdeiica;
* HasHaueHue — |IP-agpec xocTa uan NoACETU Ha3HaAYeHWS, 40 KOTOPbIX YCTAHOB/IEH MapLUPYT,;

* LLmo3 — IP-agpec Wwo3a, Yepes KOTOPbI OCYLLIECTB/IAIETCA BbIXOA Ha afpecara;

* Macka — macka nogcetu;
+ @s1a2u — onpepeneHHble XxapakTepUCcTUKA AaHHOro MapLupyta. CyLecTByHOT crefyrowmne 3Ha4YeHus

donaros:

+ U — yka3blBaeT, YTo MapLIpyT CO34aH U ABNSETCH NPOXOANMbIM;

+ H — yka3sblBaeT Ha MapLUpyT K onpesesieHHOM Y371y,

+ G — ykasbIBaeT, YTO MapLUpyT nposeraeT Yepes BHeLLHWI Wwo3. CeTeBoin nHTepgieiic cucTeMsl
npegocTaBnseT MapLUpyTbl B CETU C MPAMbIM NOAKI0YEHEeM. Bce npoyre MmapLupyTbl NPOXOAAT
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PykoBoacTso no akcnayatauum WOP-2L

yepes BHelUHMe Wto3bl. Prarom G oTMeyaroTcsa Bce MapLUpyThl, KPOME MapLupyTOB B CETU C
NpPsIMbIM NOAK/TIOYEHNEM,

R — yKka3bIBaeT, YTO MapLLpYT, CKOpee BCero, 6bi1 co3haH ANHaMUYECKUM NPOTOKO/IOM
MapLupyTM3aumm, paboTalowymM Ha NIoKasTbHO cucTeme, nocpeacTBOM napameTpa reinstate;

D — yka3bIBa€eT, YTO MapLUpyYT Obln 406aBIEH B pe3ynbraTe nosyvyeHns coobLeHns
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLupyT BKIO4aeTca B TabnuLy MapLupyTm3aunn, YTobbl UCKTHUNTD
nepeHanpasneHne ansa nocneayowmx nakeTos, NpeaHasHauYeHHbIX TOMY Xe agpecary;

M — yka3bIBa€eT, YTO MapLLpYT NoABEPrcs N3MEHEHUIO, BEPOSITHO, B pe3ysibTate paboThl
AVHaMMYEeCKOro NpoTOKO/a MapLupyTnsaumm Ha NoKasibHOM cuctemMe 1 NpMMEHEHUs napameTpa
mod;

A — yKa3bIBa€eT Ha 6yhepn3oBaHHbIi MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnmue ARP;
C — yKa3sbIBa€eT, YTO UCTOYHMKOM MapLupyTa siBnsieTcsa 6ydep mapLipytmusaumm 84pa,;

L — yka3bIBa€eT, YTO MYHKTOM Ha3Ha4YeHMs MapLupyTa SB/SETCS O4UH U3 aApecoB AaHHOro
KomnbloTepa. Takue «/10KasibHble MapLUpyTbi» CYLLECTBYIOT TO/IbKO B Byddepe mMapLupyTusaumy;

B — yKka3bIBa€eT, UTO KOHEYHbIM MYHKTOM MapLupyTa ABASETCA LUMPOKOBeLLaTeNbHbI agpec. Takme
«LLUMpPOKOBeLLaTeNbHbIE MapLUPYTbI» CYLLECTBYIOT TONbKO B Oydhepe mapLupyTm3auuu;

| — ykasbIBa€eT, YTO MapLUpPYT cBsA3aH C konbLeBbIM (loopback) nHTepcheiicom ¢ Lesbio UHOM,
HeXxenn obpalleHne K KosbLEBOW CETU. Takme «BHYTPEHHME MapLUPYTbI» CYLLECTBYHOT TO/IbKO B
6yhepe mapLupyTmsaumu;

I — yka3bIBa€eT, YTO gentarpaMmbl, HanpaBAsieMble N0 3TOMY afpecy, 6yayT oTBepraTbes
CUCTEMOM.

4.4.7 TMopmeHto «MHdopmaums o pagunonHtepgericax»

B nogmeHto «MHhopMaums o paguouHTepgeiicax» 0TOOpaXEHO TeKyLee COCTOSHNE paauonHTepdencos

WOP-2L.

PagnovHTepdelicbl TOUKM AOCTYNa MOryT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» U «BbIK/THOYEHOY.
Crartyc Kaxaoro u3 pagmonHtepdencos oTpaxaeTcs B OAHOMMEHHOM napameTpe «Crtatyc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb /11 Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasibHbIE TOYUKU
poctyna (VAP) nnn WDS. B cnyyae, ecnu Ha paguonHTepgielice nmeetcs XoTs 6bl ogHa aktuBHast VAP, Radio
OyAeT HaxoanTbCs B cTatyce «BKNHOYEHO», MHave — «BbIKHYEeHOo».

MOHWUTOPMHI

(TEX

Radio VAP WDS CeTeBble HAaCcTPONKN BHelLHWe cepBuChI Cuctema -~ (BbIXOO)
Wi-Fi knveHTs! Radio 2.4 Ty
WDS Cratyc BkntoyeHo
CTaTMeTKa Mo TpadmKy MAC-anpec E4:5A:D4:E2:AT:FO
Pexum IEEE 802.11b/g/n
CkaHupoBaHue adurpa
KaHnan 11 (2462 MI'w)
A BbITHiA
ypHan cobbImiit LLnpuHa kakana, My 20
CeTeBas MHdopmauma Radio 5 rl—Ll

WHdopmaums o
papuonHTepdericax >

WHdopmaums o6 ycTpoictee

Cratyc
MAC-agpec
Pexum
Kanan

LLnpuHa kakana, My

BknioueHo
E4:5A:D4:E2:A7:F5
IEEE 802.11a/nfac
165 (5825 MIu)

20
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PykoBoacTso no akcnayatauum WOP-2L

B 3aBucmMmMocTu oT cTatyca Radio ans MOHUTOpPUHra A0CTynHa cneayoulas nHpopmaums:
«BbIKNHOYEHOY:

+ Cmamyc — COCTOsiHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnovHTepdelica;
* Pexxum — pexum paboTbl paguonHTepdeiica cornacHo ctaHgaptam IEEE 802.11.

«BKNHOYEHOY:

+ Cmamyc — cocTosiHue pagnonHTepdeiica;

* MAC-adpec — MAC-agpec pagnovHTepdelica,;

* Pexxum — pexum paboTbl pagnovHTepdeiica cornacHo ctaHgaptam IEEE 802.11;

+ KaHas1 — HoMmep 6ecnpoBOAHON0 KaHaa, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* UlupuHa kaHa/la — WMpUHAa NOJI0Ckl YaCcTOT KaHana, Ha KOTOpoM paboTaeT paamonHTepdeiic.

4.4.8 MopameHo «MHdopmaLmst 06 YCTPONCTBE»
B nogmeHto «MHhopmayma 06 ycTponcTBe» 0TOO6paXKeHbl OCHOBHbIE XapakTtepmucTukm WOP-2L.

* MI30e/1ue — HauMeHoBaHue Mogenn YyCTPOUCTBa;

+ AnnapammHxasi sepcusi — BepCcusi annapaTHoro obecneyeHns yCTponcTsa,;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepdoeiica yCTpoicTBa, yCTaHOBNEHHbI 3aBOA0OM-
N3roToBUTENEM,

+ CepuliHbili HOMep — CEPUINHBIA HOMEP YCTPOICTBA, YCTAHOB/EHHbIN 3aBOA0OM-N3roTOBUTENEM;

* Bepcus O — Bepcust NporpamMmmMHoOro obecneyeHnst yCTponicTBea,

* Pe3epsHas sepcusi N0 — npeAblgyllas yctaHoBeHHas Bepcud MNoO;

* Bepcusi 3a2py3quka — Bepcus nporpaMMHOro obecrneyeHuns 3arpysymka ycTponcTsa;

+ CucmeMHoe BpeMsi — TeKyLume BpeMs 1 aTa, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombl — BpeMs paboTbl C MOMEHTa MOC/IeAHEr0 BKIKOYEHUSA NN Nepe3arpy3kn yCTpoucTea.

=L TEX WOP-2L

IMOHMTOPHHT Radio VAP WDS CeTeBbIE HACTPONKA BHELUHWE CEPBUCHI Cucrema - (Bbixoq

Wi-Fi knneHTbI W3penue WOP-2L

WO ANNapaTHas Bepcks 1v3

w

3aBoAckoi MAC-agpec E4:5AD4E2ATFO
CTaTUCTHKA N0 TPAPUKY
CepHAHBIA HoMep WP39001592

CHKaHWpoBaHWe 3Mupa Bepcua MO

KypHan coOblTui PesepsHan Bepcua MO

~ Bepcua 3arpy3vnka
CeTeBas MH(hopMaLma
CucteMHoe Bpema 24112021 12:44:52
WHpopmayua o
panuouHTEpdelicax Bpema paboTel 0 aH, 00:07:37

~
= OGHOBHTL
o
WHcbopMauua of ycTpoiicTee »
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PykoBoacTso no akcnayatauum WOP-2L

4.5 MeHio «Radio»

B meHto «Radio» nponsBoanTcsa HacTpolika pagnonHTepdeiicoB yCTpolicTea.

4.5.1 MNMopgmeHto «Radio 2.4 I'u»

B noameHto «Radio 2.4 M u» ocyLeCcTBAAOTCA HACTPOKN OCHOBHbIX NapaMeTpoB paanonHTepdeiica
yCTpOiicTBa, paboTatollero B AvanasoHe 2.4 Iy,

“LTEX  woP-2L

MOHUTOPUHT Radio VAP WDS CeTeBble HAaCTPOKU BHeluHWe cepBUCH Cucrema ru - (BbIXOA)

Radio 2.4 Iy > Obuwwme

Radio 5Ty Pexum IEEE 802.11b/g/n v
JOononuvtensHo ABTOMaTH4eCKuii BbIGOP kaHana

OI'paHl/I‘-IVITb CNNCOK KaHanos

LvpwuHa kaHana, My 20 v

MouwHocTe curHana, gbm 16 v

[ononHuTensHo v

* Pexum — pexum paboTbl MHTepeiica cornacHo cneayowmum cTaHgapTam:
+ |EEE 802.11b/g
+ |EEE 802.11b/g/n
+ IEEE 802.11n

* ABmomamuyeckul B8bI60p KaHasia — Npu yCTaHOBNEHHOM ch/iare Touka 6yaeT aBToMaTuyeckm
BblOMpaTb HaVMeHee 3arpy>eHHblii pagnokaHan ans pa6otbl Wi-Fi nitepdpeiica. Mpu cHAaTom chnare
OTKpbIBaETCA AO0CTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;

* Kanas1 — BbIGOp KaHana nepegayvn faHHbIX;

+ O2paHuyumsp CrucoK KaHas108 — NpW yCTaHOBNEHHOM ch/iare Touka focTyna 6yaeT UCnosib30BaThb
OrpaHNYeHHbI Nob3oBaTeIeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KAaHaU10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TO4YKa gocTyna 6yaet BbioupaTtb pabounii KaHan U3 BceX JOCTYMHbIX KaHa10B JaHHOro
AmanasoHa yacToT. KaHasnbl gnanasoHa 2.4 'uy: 1-13;

* lupuHa kaHasa, My — wmnprHa NonoCkl YHacToT KaHana, Ha KOTOpoM paboTaeT Touka 40CTyna,
npuH1UMaeT 3HaveHusa 20 n 40 My,

* OCHOBHOU KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TOJIbKO NpW NPONYCKHON CNOCOBHOCTN CTaTUYEeCKM
3a/laHHOro kaHana pasHoi 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSILLMM U3 ABYX kaHanos no 20
MT U, KOTOpbIe rpaHuyaT B YaCcTOTHOM o6nacTu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHa UCNOMb3YeTCs KNNeHTaMu, KOTopble NOAAEPXKMBAIOT TObKO
nosnocy nponyckaHusa kaHana 20 MIuy;

* Upper — nepBnYHbIM KaHanoM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mlu;
* Lower — nepBUYHbIM KaHaI0M 6yAeT HMWKHWUIA kaHan 20 MI'y, B nonoce 40 MIu,

* MowHocmb cu2Hana, 0bm — perynuposka MoLHOCTU curHana nepegaryvka Wi-Fi B gbm. MpruHumaet

3HayeHue ot 11 go 16 gbm.
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© B cnyuae, ecn B cnivicke «OrpaHnunTL CMIMCOK KaHA0B» YKasaH HefoCTYNHbIN A5 Bbi6opa KaHasl, OH

OyAeT oTMeyeH cepbiM LBETOM. [11A TOro 4to6bl HOBast KOHUrypauusa 6bi1a NnpUMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHuio «Lower»;
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CUCKA, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOAMT MO NPUYMHE TOrO, YTO KaHasTbl, BblAENEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

[ononHUTENbLHO v

KaHarnbHas ckopocTb nepefayn Auto v
KopoTKWiA 3aLLUMTHBIA MHTEpBan
STBC

Mepuop, oTNpaBkK CTyKeOHbIX COOBLEHHH, 100
MC

Mopor cparmeHTaumrn 2346

Mopor RTS 2347
Arperauns
KopoTkas npeambyna
Leiinep Broadcast/Multicast, nakfc O
Wi-Fi Multimedia (WMM)
Bknto4nTs QoS O

Pexwmbl pabotsl DHCP snooping replace v

Onuws 82 dopmar CID APMAC-SSID v
Onuus 82 chopmat RID ClientMAC ~
dopmar MAC-agpeca AA:BB:CC:DD:EE:FF v

* OBSS Coexistence — pexvMm aBTOMaTMYECKOro YMEHbLLEHNS LUMPUHBI KaHauta npu 3arpyXeHHoM
paaunoadpupe. MNpun yctaHOBNEHHOM dh/iare peXxxum BK/THOUEH,;

+ KaHa/ibHasi CKopocmb riepedaqu — (PMKCMpoBaHHasA CKOPOCTb 6eCNPOBOAHONM Nepefayn AaHHbIX,
onpegensiemasi cneundgukaumsamm ctaHaaptos IEEE 802.11b/g/n;

+ Kopomkul 3awyumHbIl uHMepsas — NoaaepXkka YKOPOUYEeHHOro 3alMTHOro nHTepeana. Touka goctyna
nepegaeT AaHHble, UCMOsb3ya 3alUMTHBIA MHTepBan B 400 He (BMecTo 800 HC) Npu 06LLEHMN C
K/IMeHTaMu, KOTopble Takke NoaaepXMBatoT KOPOTKUIM 3aLlUTHBIR NHTepBaUl.
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STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBAHWS, HanNpaB/ieHHbI Ha NOBbILLEHWE
HaeXHOCTM nepegayn AaHHbIX. MNose AOCTYNHO, TO/IbKO eCN BbIGpaHHbIN pexum paboThbl
pagnovHTepdelica Bknoyaet B cebs1 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO He NepefaeT O4vH U
TOT Xe MOTOK [aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbiXx coobweHUl — nepnopg, nocblnkm Beacon-gppelimoB. dpeiimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B achupe. MNapameTp npuHumaet 3HadeHnsa 20—-2000 mc,
no ymonyanuo — 100 mc;
lMopoe ¢hpacmeHmayuu — nopor parmeHTauun ppeiima, B 6aintax. NpuHUMaeT 3HaudeHns 256—-2346,
no ymosnyaHuio — 2346,
lMopoe RTS — yka3bIBaeT YNC/O0 BaiiT, Yepe3 KOTOpPOe nocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMSA MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. NpuHumaeT 3HavyeHns 0-2347, no ymonyauuio — 2347;
Aepezayusi — BknoveHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — ncnonb3oBaHe KOPOTKO npeamOby/ibl NakeTa;
Llledinep Broadcast/Multicast, nak/c — npn ycTaHOBMEHHOM (hriare BbINOHAETCS OrpaHnyeHmne
nepegayv LMpoKoBeLWaTe/IbHOro/MynbTUKACcTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumMnt ans
LUMPOKOBELLLATE/IbHOTO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHne nogaepxkn WMM (Wi-Fi Multimedia);
Pexxum pabombsi DHCP Snooping — BblI6op nonutnkmu o6pa6otkm DHCP onuun 82. loCTynNHbIE 3HAYEHNS
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No YMOYaHuIo;
* remove — To4Ka [0CTyna yganset 3HayeHue onuun 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu BbIGope AaHHOTO
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHus napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HayeHuns napametpa Ha nma SSID, K KOTOPOMY NOAK/IOYEH KITUEHT,;
*+ custom — 3ameHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa 40 52 CMMBOJIOB, KOTopas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HayeHne no ymonyaxumio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHusa napameTpa RID, MoXeT npuHumartb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro ycTpoincTaa.
3Ha4veHune No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHsTb RID Ha 3Ha4yeHne no ymonyaHuio — ClientMAC;

+ opmam MAC-adpeca — Bblb6oOp pasgenvteneli oktetoB MAC-agpeca, KOTopblil nepefaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.
Bksroyums QoS — npu ycTaHOBMEHHOM hiiare AoCTynHa HacTpolika pyHKLMIn 06ecnedyeHns kavecTsa
o6cnyxusaHua (Quality of Service).
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[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepenb AIFS cwMin cwhMax TXOP Limit
Data 3 (©oH) 7 15 v 1023 v 0

Data 2 (Best Effort) -

Data 1 (Buneo) 1 < -

Data 0 (Tonoc) 1

w
-
-
<

S

i

Station EDCA Parameters
Oyepenk AIFS cwMin cwMax TXOF Limit

Data 3 (GOH) -

Data 2 (Best Effort)

w
=
-«
=}
=
%)
-«
=}

Data 1 (Bugeo) 5 5 .

Data 0 (Tonoc) 2

@
-
-~
-
IS
x|

« AP EDCA parameters — Tabnuua HacTpoek napameTpoB TOUKM AocTyna (Tpadmk nepeaaercs OT TOUKM
A0CTYNa K KNMeHTy):

+ Ouepedb — npeponpefeneHHble ovepean AN pasIMYyHoro poga Tpaduka:

+ Data 3 (®PoH) — HU3KOMPUOPUTETHASA OUYepe/lb, BbICOKAs NPONyCckHasi COCOBHOCTb
(npnoputeTbl 802.1p: cs1, cs2;

« Data 2 (Best Effort) — cpegHenpuoputeTHasi ouepespb, CPeHsIs NPonyckHasi CNOCO6HOCTL U
3aZepxka. B faHHyto ovepepb oTnpaBnsAeTca 60/1bLUNHCTBO TPaAULMOHHbIX |P-gaHHbIX
(npuoputeTbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONpUOPUTETHASI ouepeb, MUHUMa/IbHbIE 3a[1ePXKN. B faHHOI
ouyepean aBTomatnyeckn obpabarbiBalTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHAS oUYepe/lb, MHUMasIbHbIe 3aAepXKu. B aaHHoO
ouepean aBTomMaTMyecky obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BPEMEHW, TakMe Kak
VolIP n notokoBoe Bnaeo (npuoputetbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpeaensiet BpeMsi oxuaaHus kagpos (ppelimoB)
AaHHbIX, U3MepPSETCs B cnoTax, NpUHUMaEeT 3HavyeHns 1-255;

* cwWMin — HavaslbHOe 3HaYeHne BpeMeHn oXnaaHus nepes noBTOPHOM OTNpaBKoW kaapa, 3ajaeTca
B MUSIUCEKYHAAX, MPUHUMAaET 3HadveHns 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HadueHne cwMin
He MOXET npesblwaTb 3HaYyeHne cwMax;

* cwMax — makcumasibHOe 3HaYeHne BpeMeHN OXnaaHua nepes noBTOPHOW OTNpaBKoW Kazapa,
3a4aeTcs B MUIINCEKYHAAx, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/MKHO ObITb 60/1bLUe 3HaYeHUss cwMin;

+ TXOP Limit — napameTp NCMNoMb3yeTcA TONbKO A1 faHHbIX, epefaBaeMblX OT CTaHUUM K/IMeHTa
[10 TOYKMN AocTyna. Bo3MOXHOCTb Nepefayn — UHTepBasl BpeEMEHN B MUIIMCEKYHAAX, Koraa
knneHtckasa WME-cTaHUMs MeeT npaBa MHMLMMpoBaTh nepegady AaHHbIX No 6ecnpoBogHOM
cpene K To4ke A0CTyna, MakcumasibHOe 3HavyeHne 65535 munnncekyHa.

« Station EDCA parameters — Tabnuua HacTpoek NapaMeTpoB CTaHLUMK KnneHTa (Tpaduk nepeaaeTtcst ot
CTaHUMK KNMeHTa Ao Touku AocTyna). OnucaHve noneli Tabnuubl NPUBEAEHO BbilLE.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «[TpUMEeHUMb». NS OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OmmeHa.
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4.5.2 MopmeHto «Radio 5 IMu»

PykoBoacTso no akcnayatauum WOP-2L

B nogmeHto «Radio 5 Ny ocyLecTBASTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHtTepdeinca

YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

MoHWTOpUHr Radio VAP WDS CeTeBble HacTpPOIKn BHellHWe cepBuChI Cwucrema ru v (BbIXOA)
Radio 2.4 Ty, Oﬁu_w]e
Radio 5 'y » Pexum IEEE 802.11a/n/ac v
DononHutensHo AsTomaTuyeckmii BeIGop kaHana
OrpaHnymnTL CNIYCOK KaHarnos
LLnpuHa kaHana, My 20 v
MolwuHocTs curHana, obm 19 v
[ononHnTensHo v

Pexxum — pexum paboTbl MHTepdeica cornacHo cneayowmm ctaHgapTam:

+ |[EEE 802.11a

+ |[EEE 802.11a/n

+ |IEEE 802.11a/n/ac
Asmomamuyeckuli 8bI160p KaHa/1a — NpPU YCTaHOB/IEHHOM dhare Touka byaeT aBTomMmaTuyecku
BblGMpaTbh HaVMeHee 3arpy>KeHHblil pagnokaHan ans pabotbl Wi-Fi nitepdpelica. Mpu cHAaTom thnare
OTKpbIBAETCH AOCTYN A1 YCTAHOBKM CTaTM4yeckoro paboyero kaHana.
KaHasn — BbIGOp KaHana nepegayn AaHHbIX.
Oe2paHu4ums CrUCOK KaHa/108 — MpWn YyCTaHOB/IEHHOM dofiare Touka focTtyna 6yzeT Ucnosb30Barb
OrpaHnYeHHbI Nosib3oBaresieM CNUCoK KaHas10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bblbopa
kaHana. Ecnn donar HanpoTtue «OrpaHnyYnTbL CNMCOK KAHa10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO Touka focTtyna byaeTt Bblomparb pabounii KaHasl U3 BCeX OOCTYMHbIX KaHa10B JaHHOro
AnanasoHa 4yacTtoT. KaHanbl gnanasoHa 5 'u; 36—64, 132-144, 149-165.
LupuHa kaHana, MMy — wypuHa Nosockl YacToT KaHasa, Ha KOTOPOM paboTaeT Touka [oCTyna,
npuHumaet 3HaveHus 20, 40 n 80 MIu.
OCHoBHoUI kKaHa/1 — napamMeTp MOXeT ObITb U3MEHEH TOMbKO MPU MPOMYCKHOW CMNOCOBHOCTM CTaTUYecKu
3aZlaHHoro kaHana pasHol 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOALLMM U3 ABYX kaHanos no 20
MI L, KOTOpble rpaHnyaT B 4acTOTHOW ob6nacTtu. 3Tn aBa KaHana 20 MI'y, Ha3bIiBatOT NEPBUYHBLIM U
BTOPUYHbIM KaHanamu. MNepBuYHbIA KaHasl UCNO/b3YeTCs KNNeHTamu, KOTopble NoAAEPXMBAKOT TObKO
nonocy nponyckaHnsa kaHana 20 Mru;

* Upper — nepBnYHbIM KaHa1oM ByaeT BepxHuii kaHan 20 My, B nonoce 40 MIy;

* Lower — nepBUYHbIM KaHa/10M 6yaeT HMKHWUIA kaHan 20 MIy, B nonoce 40 MIu.
MowHocmb cuzHasia, 0bm — perynuposka MoLHOCTM curHana nepegaryuka Wi-Fi 8 gbm. MpuHnumaet
3HayeHue ot 11 go 19 agbm.
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© B cnyuae, ecn B cnivicke «OrpaHnunTL CMIMCOK KaHA0B» YKasaH HefoCTYNHbIN A5 Bbi6opa KaHasl, OH

OyAeT oTMeyeH cepbiM LBETOM. [11A TOro 4to6bl HOBast KOHUrypauusa 6bi1a NnpUMeHeHa Ha TOUKY
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke focTtyna ewe He NPOU3BOANIOCH HUKAKMX HACTPOeK, No yMmonvaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»;
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnpuHa kaHana» Ha 40 Ml 1 He yaanuTb «cepble» KaHasbl U3 CUCKA, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOMCXOAMT MO NPUYMHE TOrO, YTO KaHasTbl, BblAENEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOI kaHan» = Upper.

B pasgene «[4ON0/HUTENbHO» OCYLLECTBASETCS HACTPOIKA A0NOTHUTENbHbIX NapamMeTpoB paanouHTepdeica
yCTpOICTBa.

[ononHUTENbLHO v

KaHarnbHas ckopocTb nepefayn Auto v
KopoTKWiA 3aLLUMTHBIA MHTEpBan
STBC

Mepuop, oTNpaBkK CTyKeOHbIX COOBLEHHH, 100
MC

Mopor cparmeHTaumrn 2346

Mopor RTS 2347
Arperauns
KopoTkas npeambyna
Leiinep Broadcast/Multicast, nakfc O
Wi-Fi Multimedia (WMM)
Bknto4nTs QoS O

Pexwmbl pabotsl DHCP snooping replace v

Onuws 82 dopmar CID APMAC-SSID v
Onuus 82 chopmat RID ClientMAC ~
dopmar MAC-agpeca AA:BB:CC:DD:EE:FF v

* OBSS Coexistence — pexvMm aBTOMaTMYECKOro YMEHbLLEHNS LUMPUHBI KaHauta npu 3arpyXeHHoM
paaunoadpupe. MNpun yctaHOBNEHHOM dh/iare peXxxum BK/THOUEH,;

+ KaHa/ibHasi CKopocmb riepedaqu — (PMKCMpoBaHHasA CKOPOCTb 6eCNPOBOAHONM Nepefayn AaHHbIX,
onpegensemas cneundukaumsamm ctaHgaptos IEEE 802.11a/n/ac;
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lNoddepxxka DFS — mexaHn3m AMHaMMYecKoro Bblbopa 4actoThl. TpebyeT oT 6ecnpoBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp v nsberartb UCMNoIb30BaHNA KaHa10B, COBMaAatoLWwmx ¢ KaHanamu, Ha KOTOPbIX
paboTalT paavonoKaumoHHble cuctemsl B 5 Ty, gnanasoHe:
* BbIK/1lO4EHO — MeXaHU3M BbIKNoYeH. DFS-kaHanbl He OCTYNHbI 419 BbI6OPa;
* BK/IlO4EHO — MEeXaHW3M BKJ/10YEH,;
* [MpuHyoumesibHO — MexaHu3M BblkoyeH. DFS-kaHasbl 4OCTYMHBI 4N1A BbIGOpa.
Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOr0 3aLlMTHOrO MHTepBasia. Touka gocrtyna
nepeAaeT AaHHbIe, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KIMeHTaMu, KOTopble Takke NoAAePXKMBaIOT KOPOTKUIA 3alLMTHbIN NHTepBaUT,
STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBAHWS, HanpaB/ieHHbI Ha NOBbILLEHWE
HaeXHOCTM nepegayn AaHHblX. MNosie JOCTYNHO, TO/IbKO eCN BbIGPaHHbIN pexum paboThbl
pagunovHTepdelica BknoyaeT B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKOMbKO aHTeHH. Ecnin chnar He ycTaHOBNEH, YCTPONCTBO HE NepefaeT O4vH U
TOT Xe MOTOK [ aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbiX coobweHUl — nepnog, nocblkm Beacon-gppelimoB. dpeiimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lMopoe ¢hpacmeHmayuu — nopor parmeHTauun ppeiima, B 6aintax. NpuHMMaeT 3HadeHns 256—2346,
no ymosnyaHuio — 2346,
lMopoe RTS — ykasbIBaeT YNC/O0 BaiiT, Yepe3 KOTOpoe nocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET YYULINTL PaBboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. NpuHumaeT 3HavyeHns 0-2347, no ymonyanuio — 2347;
Aepezayusi — BknoveHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — ncnonb3oBaHne KOPOTKO npeamOby/ibl NakeTa;
Llledinep Broadcast/Multicast, nak/c — npn ycTaHOBMEHHOM (hriare BbINOHAETCS OrpaHnyeHne
nepegayv LMpoKoBeLWaTe/IbHOro/MynNbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOMO Tpadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHne nogaepxkn WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — BbI6op nonuTtnkm o6pa6otkm DHCP onuun 82. locTynHbIe 3HaYeHNs
Ana Bolbopa:
* ignore — obpaboTka onuum 82 oTk/oYeHa. 3Ha4YeHne No yMOIYaHuio;
* remove — ToYKa [OCTyna yganset 3HayeHve onuun 82;
* replace — Touka JoCTyna NOACTaBNAET UK 3aMeHseT 3HadyeHue onuun 82. Mpu Bbibope AaHHOTO
3HaYeHns AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlme napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HayeHus napametpa CID, MOXeT npuHMMaTh 3HaYeHus:
+ APMAC-SSID — 3ameHa 3HaveHus napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HauyeHuns napametpa Ha nmsa SSID, K KOTOPOMY NOAK/TOYEH KITUEHT,;
*+ custom — 3ameHa 3HayeHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3Bo/ibHAsA CTpoKa 40 52 CMMBOJIOB, KOTopas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HayeHne no ymonyanumio — APMAC-SSID.

* Onyus 82 cpopmam RID — 3ameHa 3HadyeHusa napameTpa RID, MoXeT npuHumartb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro ycTpoincTaa.
3Ha4veHune No ymosiyaHuio;

* APMAC — n3meHaTb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsTb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;
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* Onyus 82 yHukasibHbIU RID — npon3BonbHaa cTpoka A0 63 CMMBO/IOB, KOTOpas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaer
n3MeHATb RID Ha 3HauyeHne no ymonyaxuto — ClientMAC.

+ opmam MAC-adpeca — BblboOp pasgenuteneli oktetoB MAC-agpeca, KOTopblil nepefaercs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pas3fenutens BbICTynaeT 3HaK 4BOETOUNS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KayecTBe pa3fennTens BbICTynaeT 3Hak Tupe.
* Bksroyumb QoS — npuv ycTaHOBNEHHOM dhiare AOCTynHa HacTpoiika qOyHKUMIA o6ecnevyeHns kayectTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIikM o6ecrneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeab AIFS cwMin cwMax TXOP Limit

Data 3 (Dok) 7 15 v 1023 v 0

Data 2 (Best Effort)

(o]
o
4
(23]
3]
-
=]

Data 1 (Buaeo) | 7 v 5 v 94

Data 0 (Fonoc) 1

(o]
4
=
-
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Station EDCA Parameters
Ovyepedk AIFS cwMin cwMax TXOP Limit

Data 3 (DoH) 7 15 v 1023 v 0

Data 2 (Best Effort)

[
(1]
e
=
[
(5]
-
o

Data 1 (Buaeo) 2 7 v 15 ¥ 94

Data 0 (Fonoc) 2 3 v 7 v 47

« AP EDCA parameters — Tabnumua HacTpoek napamMeTpoB TOUkM gocTyna (Tpadiuk nepegaeTcsi OT TOUKM
[0CTYNa K KNNEeHTY):
+ Ouepedsb — npegonpeaeneHHble ovepean AN pasnyHoro poga Tpaduka:

+ Data 3 (®0oH) — HM3KOMPUOPUTETHASA OUYEPE/lb, BbICOKAs NPONyCKHasi COCO6HOCTb
(npuoputeTsbl 802.1p: cs1, cs2).

« Data 2 (Best Effort) — cpeHenpuoputeTHasi ouepefpb, CPEHsS NPonyckHasi COCO6HOCTb U
3agepxka. B gaHHyto ovepeb oTrnpasnseTcs 60/bWMHCTBO TPaAMLMOHHBIX IP-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3).

« Data 1 (Budeo) — BbICOKONpUOPUTETHAS ouepeb, MUHUMa/IbHbIE 3a[1ePXKN. B AaHHOI
ouyepean aBTomatMyeckn obpabartbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, csb).

« Data 0 (lF'os10c) — BbICOKONPUOPUTETHAS oUYepe/lb, MHUMasIbHbIE 3aAepXKU. B qaHHoO
ouepean aBTomaTMyecky obpabartbiBalOTCA faHHbIE, HYBCTBUTE/IbHbIE K BPEMEHW, Takne Kak
VolP n notokoBoe Buaeo (npuoputetbl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet BpeMsi oxuaaHus kaapos (chpeiimoB)
[aHHbIX, U3MepsieTcs B cnoTax, NPUHUMAaET 3HavyeHns 1—-255.

42



PykoBoacTso no akcnayatauum WOP-2L

* cwMin — HavaslbHOE 3HaYeHNe BpeMeHN oXnaaHnus nepes NoBTOPHONM OTNpaBKoW kaapa, 3agaeTcs
B MUMceKyHaax, npuHumaet 3Hadenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HaveHne cwMin
He MOXET npeBbIwaTb 3HaueHne cwMax.

* cwMax — MakcumMasibHOe 3HaYeHne BpeEMEHN OXnaaHusa nepes NoBTOPHONM OTNpaBKol Kagpa,
3afaeTcs B MUNUCEKYHAAX, NPUHUMAaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax Jo/MKHO ObITb 60/bLUe 3Ha4YeHUss cwMin.

* TXOP Limit — napamMmeTp UCMosb3yeTcs TO/bKO ANS AaHHbIX, NepefaBaeMbiX OT CTaHUUN KIMeHTa
[0 TOYKM aocTyna. Bo3MOXHOCTb nepefayun — nHTepsasl BpEMEHW B MUAIMCEKYHAAX, Koraa
knneHtckasa WME-CTaHUMst MMeeT npaBa MHMLMMPOBaTh Nnepeaady AaHHbIX No 6ecnpoBoAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,

« Station EDCA parameters — Tabnuua HacTpoek NapaMeTpoB CTaHUMK KnneHTa (Tpadhuk nepeaaetcs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBELEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «I"IpumeHumb». Iﬂ'.I'IS:I OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».

4.5.3 lMoameHto «[oNo/THUTENBHO»

B nogmeH0 «[lonoNnHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepelicoB ycTpoincTea.

LTEX  woP-2L

MOHUTOPHHT Radio VAP WDS CETeBbIE HACTPOUKK BHeLIHWe CEpBHChI Cucrema -~ (Bbix0d)

Radio 2.4 Ty [OononHWTensHO

Radio 5 Ty MmodanbHas H3onALWa

[ONONHUTENEHO >

- [7106a/1bHasi U30/1sIyusi — NPV YCTAHOBNIEHHOM hiare BK/IHOUAETCS M30/1sSIUmUsa Tpaduka Mexay
KnneHTamu pasHbix VAP 1 pasHbIx paanonHTepdeiicos.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpUMeHUMb». ANs OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OmmeHa.
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4.6 MeHo «VAP»

B pa3gene «VAP» BbINONHAETCS HAcTpolika BUPTYasibHbIX Todek aoctyna Wi-Fi (VAP).

4.6.1 TogmeHto «CymmMapHO»

B nogmeHto «CymmapHO» oTo6paxatoTcst HacTpoikn Bcex VAP Ha pagnonHTepdericax Radio 2.4 'y n Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTyasibHOW ToUKM B pasgenax VAPO-VAPG.

LTEX  woP-2L

MoHuTopUHr Radio VAP WDS CeTeBble HacTpoikn BHelLHe cepBuchl Cucrema v (BbIxOA)

GymMapHo > 24Ty 5y
24Ty Pexum
Pexxum TpaHcnupoBaTes Band VLAN General Wsonauns

51Ty VAP  BknmioyeHo GesomacHocTv  VLANID ssip ssiD Steer Trunk  Mode General VLAN ID  aBOHeHTOB

VAPO BhiknoueHo 0 WOP-2L_24GHz [m] 0O [m]

VAP1

BblIKntoeHo WOP-2L_2 4GHz-1

VAP2

BbiKnioueHo WOP-2L_2 4GHz-2

VAP3 BbiknioveHo

WOP-2L_2.4GHz-3

VAP4

BblIKntoeHo WOP-2L_2 4GHz-4

VAPS BbiknioyeHo

WOP-2L_24GHz-5

VAP6 BbiknioveHo

WOP-2L_2.4GHz-6

CBepHyTb

+ VAPO-VAP6 — nopsiaKoBblii HOMEP BMPTyaslbHOM TOUKM AOCTyna.

* Bk/1t04eHO — Npu yCTaHOB/IEHHOM (hriare BUpTyasibHas Toyka AOCTyna BK/IKOYEHa, MHavye — BbIK/IoYeHa.

* Pexum 6e3onacHocmu — TUN WNPOBaHNA AaHHbIX, UCNO/b3YEeMbI Ha BUPTYyasibHOM TOUKe AocTyna.

* VLAN ID — Homep VLAN, c KoToporo 6yaeT cHAMaTbesl MeTka npu nepegadve tpadmka Wi-Fi knneHTam,
NOAKNOYEHHBIM K gaHHoin VAP. MNpu npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbIN
Tpaduk oT kNneHToB ByaeT HaBelumBaTbes MeTka VLAN ID (npw oTkntoueHHoM pexume VLAN Trunk).

+ SSID — nms BMpTyanbHO 6eCcnpoBOAHON CETU.

+ TpaHcnuposams SSID — npu ycTaHOBNEHHOM doiare BK/lOYEHO BelllaHne B achup SSID, nHave —
BbIK/THOYEHO.

* Pexum Band Steer — npu ycTaHOB/IEHHOM ch/iare akTMBHO NPUOPUTETHOE NOAKNOYEHME KMeHTa K 5 Ty
cetu. Ans paboTbl YYHKUUN HYXXHO co3faTb VAP ¢ ognHakoBbiM SSID Ha KaxaoMm pagnonHTepderice un
aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer».

* VLAN Trunk — npv ycTaHOBNeHHOM conare aboHeHTy nepefaeTcsl TermpoBaHHbI Tpadmk.

+ General Mode — npu ycTaHOBNEHHOM hriare paspeluaeTcs nepejada HeTermpoBaHHoro Tpaduka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKAtoueHHOM pexume VLAN Trunk).

« General VLAN ID — c ykazaHHoro VLAN ID 6yaet cHumaTtbca meTka u Tpadmk atoro VLAN npoiget Ha
KnveHTa 6e3 Tera. [Mpu npoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBelwwmBaTbcA MmeTka General VLAN ID.

* U3on1syus aboHEHMOB — NPW YyCTaHOBNEHHOM ch/iare BK/IlOUEHA NU301AuMA Tpadiuka Mexay KnneHtamum
B npegenax ogHoli VAP.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHOUIypaLumy 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «/[TpUMeHUMb». NS OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OmmeHa.
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(TEX

MoHHTOpMHT  Radio VAP

CymmapHo
24TTy>

50Ty

WDS  CeTesble HACTPOMKH

WOP-2L

BHELUHWE CepBUCHl  CHCTeMa

VAPO | VAP1  VAP2  VAP3  VAP4  VAPS
OGLLMe HACTPOMKM
BrnioueHo

VLAN ID

SsID
Tparcnnposats SSID
Pexum Band Steer
VLAN Trunk

General Mode

General VLAN ID

Visonsuis aBoHeHTos
Mopgepxka 802 11kiv

Pennikaunn Multicast

Mpuoputer

MAKCHIMANEHOE KOMMHECTEO KIMEHTOB
MWHHMANEHEIA YPOBEHL CUrHana
Pexum 0e30nacHoCT

Kniou WPA

MFP

WOP-2L_2.4GHz

a

a

a

a

<]

<]

a

DSCP v

0

-100

OTKnIo4EHD v

O6LMe HacTPonKK

Bk/io4eHO — npv ycTaHOB/IEHHOM doiare BUpTyasibHas Touka AOCTyrna BK/IIYEeHa, MHave — BbIK/IYeHa.
VLAN ID — Homep VLAN, ¢ KoToporo 6yaeT cHMMaTbCsl MeTka npu nepegadve tpadmka Wi-Fi knmeHTam,
NOAK/TOYEHHbIM K AaHHo VAP. Tpu npoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbIN
Tpaduk oT kNneHToB 6yaeT HaBelumBaTbes MeTka VLAN ID (npw oTkntoueHHoM pexume VLAN Trunk).
SSID — vmsa BupTyasibHOI 6ecnpoBOAHOI CETK.
TpaHcuposams SSID — npu ycTaHOBNEHHOM doiare BK/HOYEHO BelllaHne B acup SSID, nHave —
BbIK/1HOYEHO.
Pexxum Band Steer — npu ycTaHOBNEHHOM hriare akTMBHO NPUOPUTETHOE MOAKIOYEHNE KNneHTa Kk 5 Iy,
ceTun. nsa paboTbl PyHKUMN HYyXXHO co3aatb VAP ¢ oanHakoBbiM SSID Ha Kaxxaom pagmonHTepdeince n
aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer».
VLAN Trunk — npu ycTtaHoBNeHHOM donare aboHeHTy nepefaeTcsl TermpoBaHHbI Tpadmk.
General Mode — npu ycTaHOBNEHHOM (onare paspellaeTcs nepegadya HeTermpoBaHHoro Tpadmka
COBMECTHO C TErMpoBaHHbIM (40CTYNHO Npu BKAtoueHHOM pexume VLAN Trunk).
General VLAN ID — ¢ yka3aHHoro VLAN ID 6yaeTt cHumatbcs meTka 1 Tpadmk atoro VLAN npoiiget Ha
KNueHTa 6e3 Tera. MNMpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMpPOBaHHbIN Tpaduk dyaeT
HaBewwmBaTbcsA MeTka General VLAN ID.
M3onayusi aboHeHmMos — Npv YCTaHOB/IEHHOM do1are BK/ItoYeHa U30Nauns Tpadmka Mexay KaMeHTamm
B npeaenax ogHon VAP.
Moddepxxka 802.11k/v — BkNouMTb nogaepxky ctaHaaptoB 802.11k/v Ha BUpPTyanbHOI TOUKe AocTyna.
Pennukayusi Multicast — npu yctaHoBneHHOM onare Multicast Tpadmk B CTOPOHY KNIMEHTOB 6yaeT
npeo6pasoBbiBaTbCA B Unicast 40 Kax4oro kveHTa, Npu OTK/IIOYEHHOM NPOXOAUTb 6e3 MogndmKaumii.
lMpuopumem — BbIGOP cnocoba npuoputnsaLmmn. OnpegenseT nose, Ha OCHOBaHUM KOTOPOro Tpadiuk,
nepegarowmiicsa B pagno nHtepderic byget pacnpegenarbcs no ovepegam WMM:

+ DSCP — 6yneT aHanuauposatbcsi npuoputeT 13 nons DSCP 3aronoeka IP-naketa;

+ 802.1p — 6ypet aHanuanpoBaTbcsi NnpuopuTeT u3 nonsi CoS (Class of Service) TernpoBaHHbIX

nakeToB.
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MakcumasibHoe Ko/1u4ecmso K/JIUeHmMos — MakCMasibHO JONYCTUMOE YMUC/O NOAK/IoHaeMbIX K
BUPTYas1bHOW CETU KNIMEHTOB.

MuHuMa/ibHbIU ypoBeHb cu2Hasla — YPOBEHb CUTHaU1a B ABM, H/XXE KOTOPOro MPOUCXOAMUT OTK/IOYEeHne
K/IMEHTCKOro 060py0BaHNs OT BUPTYaslbHON CeTy;

MFP — 3awmta management-kagpos (goctynHo npu Pexxume 6e3onacHocT WPA2 n WPA2-Enterprise,
npv BblGope Apyrnx pexmnmoB 6e3onacHocTv MFP nepeBogutcs B cocTosiHMe OTK/IOUEHO):

+ Omk/royeHo — 3almuTa management KagpoB OTK/THOYEHS,

+ OnyuoHa/ibHO — 3almTa paboTaeT, ecnun KNueHT nogaepxmsaet MFP. KnueHTbl 63 nognepxku
MFP moryT nogkniountbcs K gaHHon VAP;

* Bk/iroyeHO — 3alimnTa BKIKOYEHA, KNMEeHTbI, He nogaepxunsatowe MFP, nogknioumuTbCa He MOTyT.

Pexxum 6e3ornacHocmu — pexumM 6e30nacHOCTU JocTyna K 6ecnpoBOAHON CETU:

* BbIK/IlO4EHO — He UCMNOJ/b30BaTh WKdpoBaHue 418 nepefayn AaHHbIX. Touka AOCTynHa ANns
MOAK/THOYEHMA NHOOOTO K/IMeHTa.

+ WPA, WPA2, WPA/WPAZ2 — cnocobbl WwnpoBaHus, Npy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLas HacTponka:

* Koy WPA — knto4/naposib, Heobxoanmblii o8 NOAKIYEHNS K BUPTYaUlbHON TOUKe
foctyna. [yivHa kntoya coctas/iser ot 8 40 63 CMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexum WwnudpoBaHUA kaHasia
6ecrnpoBOAHOl CBA3N, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [1n1 HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod gnsg RADIUS-cepeepa. Mpu BbiGOpe 04HOMO U3
cnoco6oB 6yfeT AOCTyNHa cneayuwas HacTponka:

RADIUS

HomeH enterprise.service.root

IP-anpec RADIUS cepeepa 192 168.0.1

MopT RADIUS cepeepa 1812

Maponk RADIUS cepeepa | wvees @

MCNONE30BaTE AKKAYHTHHT Yepes RADIUS

Mcnone3osats ApYrMe HACTPOAKK ANA aKKayHTUHIA

|P-agpec RADIUS cepBepa AnA akKayHTMHa 192.166.0.1

MopT RADIUS cepeepa ANA akkayHTUHra 1813

Mapont RADIUS cepeepa ANA akkayHTHHra | eeeee -

Mepuoguyeckan oTNpaBKa akkayHTUHra

WMHTepBan OTNPaBrK aKkkayHTUHra 60

JomeH — AOMeH nosib3oBarens;
IP-adpec RADIUS-cepsepa — anpec RADIUS-cepsepa;
Mopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbIii MCNOAb3yeTcs ANs ayTeHTudmKaumm n
asTopusauuu;
lMaposnb RADIUS-cepsepa — naponb anst RADIUS-cepBepa, NCNosib3yemMoro ans ayteHTudmnkaumm n
asTopusauuu;
Wcnonb3oBame akkayHmuHa 4epes RADIUS — npu ycTaHOBNEHHOM donare 6yayT OTnpaBnATbLCS
coobleHns «Accounting» Ha RADIUS-cepsep;
Ucnonb3osame opyaue HacmpolKu 0/151 akkayHmuHaa:
+ IP-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepsepa, ncnonb3yemoro assi
aKKayHTUHra,;
* [Maposib RADIUS-cepsepa 0151 akkayHmuHaa — naposnbs ana RADIUS-cepBepa, ncnonb3yemoro asisi
aKKayHTUHra,;
NMopm RADIUS-cepsepa 07151 akkayHmMuHaa — NopT, KOTOPbI 6yAeT ncnosb3oBaH As1s cbopa akkayHTUHra
Ha RADIUS-cepsepe;
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* lMepuoduyeckasi omnpaska akkayHmuHaa — BK/IOUUTb NEPUOANYECKYIO OTNPABKY COOBLLEHN

«Accounting» Ha RADIUS-cepBep. 3agaTb nHTEepBas1 OTNPaBKM COOOLLEHWIT MOXHO B nose

«/HTepBan oTNpaBKK akkayHTVHrax.

ﬂopTaan39 aBTOpU3aunA

BKN4nTE d

HasBaHue BUpTyanbHoOro noprana

AJpec AnA nepeHanpasneHua

RADIUS

Mcnonb3oBaTth akkayHTHHT Yepes RADIUS '

OomMen

|P-agpec RADIUS cepsepa ANA aKKayHTUHA

MopT RADIUS cepeepa N4 aKKayHTUH A

Mapons RADIUS cepeepa ONA aKKayHTUHA

Meproguyeckan oTNpaBKa akkayHTHHRE Ld

VIHTEpBAN OTNPEBKW AKKayHTHHE

OrpaH14eH1si CKOpoCTH

BKMHOYUTE v

VAP Limit Down

VAP Limit Up

STA Limit Down

STALimit Up

+ [IpUMEHUTL x

default

hitp://192.168.0.1:8080/ltex_portal

OTmeHa

KOWT/C

KBut/C

KouT/C

KOuT/C

[NopTransHaa asTopusaumg

Mpu pexumax 6e3onacHocTu: BeiktoueHo, WPA, WPA2, WPA/WPA2 Ha VAP focTynHa HacTpolika nopTasibHOW
asTopusauuu.

* Bk/1o4umb — npu yCTaHOB/IEHHOM dhyiare aBTopmusauus nosb3osaresneil B cet byaeT Npon3BoanTbLCA

NnocpeACcTBOM BUPTYasibHOToO NopTana;

* HasgaHue BUpmya/ibHO20 ropmasia — UMsl BUPTyaslbHOro NopTasia, Ha KoTopblil 6yaeT nepeHanpas/ieH

nonb3oBaTtesib Npu NOAK/INYEHUN K CETH;

+ Adpec 0719 nepeHarnpas/ieHuss — agpec BHELWHEro BUPTYasIbHOro nopTasa, Ha KoTopblii byaeT

nepeHanpas/ieH Nonb3oBaTeslb NPU NOAK/YEHUN K CETU.
RADIUS

Vicnonb3osameb akkayHmuHz 4epe3 RADIUS — npu ycTaHOB/IEHHOM dhnare 6yayT oTnpaBnsiTbCcA
coobuweHuns «Accounting» Ha RADIUS-cepsep;
JomeH — fomeH nonb3oBarens;
IP-adpec RADIUS-cepsepa 05151 akkayHmuHza — agpec RADIUS-cepBepa, cnosb3yemoro ans
aKKayHTUHra,;
Mopm RADIUS-cepsepa 0718 akkayHmuHa2a — NopT, KOTOpbIi 6yAeT UCnonb30oBaH AN coopa akkayHTUHra
Ha RADIUS-cepBepe;
lMaposib RADIUS-cepsepa 019 akkayHmuHaa — naposnb ansa RADIUS-cepeepa, ucnosnbzyemoro ans
aKKayHTUHra,;
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PykoBoacTso no akcnayatauum WOP-2L

«Accounting» Ha RADIUS-cepBep. 3agaTb nHTEpBas1 OTNPaBKN COOOLLEHWIT MOXHO B nose «HTepsan

OTNpaBKN akKkayHTUHIa».

OrpaHu4yeHne CKoOpocTu
+ [lokaszame — aKTMBUPOBATL MNose

HaCTpoeEK;

+ VAP Limit Down — orpaHuyeHne NponyckHO CNOCOBHOCTM B HaNpaB/IeHUN OT TOYKM A0CTyna Ao
K/TMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoli VAP, K6nT/c;
+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBHOCTM B HAnpaB/IEHUN OT K/IMEHTOB (B CyMME),
NOAK/MOYEHHbIX K gaHHon VAP, 0o Toukn goctyna, K6ut/c;
+ STA Limit Down — orpaHu4eHue npornyckHo CNOCOOGHOCTU B HaMpaB/ieHUM OT TOYKM AOCTyna A0
KIMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKMOUEHHbIX K AaHHON VAP, Kout/c;
+ STA Limit Up — orpaHuyeHune npomnyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (KaXaoro B
OTAENbHOCTM), NOAKMOYEHHbIX K AaHHO VAP, 1o Toukn goctyna, K6ut/c.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb

HaXKMUTE KHOMKY «[IpumMeHUMb». /11 OTMEHbI U3MEHEHMWI HAXXMUTE KHOMKY «OmMeHa».

4.7 MeHw «<WDS»

B meHo «WDS» BbINO/HAETCA HacTpoika 6ecnpoBoAHbIX MOCTOB Mexay WOP-2L.

© Mpu koHduryprposaHu WDS-coeyHeHNsi HeO6X0AMMO, UTOBbI Ha YCTPOMCTBAX, KOTopble ByayT
coeanHATbCA No WDS, B HacTpoiikax paanonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1

LIMpUHA KaHana.

4.7.1 NopgmeHo «WDS»

L TEX WOP-2L

MOHWTOPHHT Radio VAP WDS CeTeBble HaCcTPorRKKn

WDS » 241y 5y

B

WHTepdencsl WDS

WHTepdeilic

wlan0-wds0
wlan0-wds1
wlan0-wds2

wlanQ-wds3

BHELIHHe CepBMChI Cucrema

KMHYEHD

PexnnM Be30NacHOCTH WPRAZ A

Kiod WPA | sesesees @&

MAC-agpec paauonHTeppenica E4.5AD4E2ZATFO

BeTpeyHblid MAC-agpec

Auto

Auto

Auto

Auto

KananeHas CKOpOCTE Nnepega4iun

BbIX00
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PykoBoacTso no akcnayatauum WOP-2L

Bo Bknagkax «2.4 I'Tu» n «5 I'u» BbIGMpaeTcs pagmonHTepdgIenc ycTponcTea, Ha KOTOPOM HEOBX0AMMO
nocTpouTb 6ecnpoBOAHON MOCT.

* BK/104eHO — Npuv YCTaHOBIEHHOM chiare pexvmm 6ecnpoBOAHOM0 MOCTa BK/IHOUEH, MHAYe — BbIK/THOYEH;
* Pexum 6e3onacHocmu — pexunm 6e3onacHocTy gocTtyna K 6ecrnpoBogHOl ceTu:
* BbIk/1t04UMb — HE NCMONb30BaTh LWNpoBaHMe A4/18 nepefayn AaHHbIX;
+ WPA, WPA2 — cnocob wmndpoBaHus, npu Bblbope KOTOpOro 6yaeT foCTynHa creayrowas
HacTpoiika:
* Koy WPA — kntoy/naposb, HE06X0AMMbIN 415 NOAKYEHMS K BCTPEYHOW TOUKe AocTyna.
[nvHa knoya coctasniseT ot 8 o 63 CMMBOSIOB.
+ MAC-adpec paduouHmepgpelica — MAC-agpec pagmonHTepgeinca gaHHOro yCTponcTea;
* MlHmepgpetic — BbI6OP 1 BKNtoYeHne WDS-uHTepdieiica, Ha KOTOpom 6yaeT NOCTPOEH 6eCnpoBOAHONA
MOCT;
+ BcmpeuyHbil MAC-adpec — MAC-agpec paavonHTepgieica BCTPEUHOIO YyCTPOMCTBA, 40 KOTOPOro
HacTpanBaeTcs 6ecnpoBOAHON MOCT;
+ KaHasibHasi ckopocms repedaqu — (OUKCMPOBaHHaA CKOPOCTb 6eCnpoBOAHON Nepesayn AaHHbIX,
onpegensiemas cneundukauymamm ctaHgaptos IEEE 802.11. Ans kaxaoro nHtepdpeica Bbibrpaetcs
NHAMBUAYAIbHO.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «I"IpumeHumb». Iﬂ'.I'IS:I OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».

4.8 MeHto «CeTeBble HACTPOMKM»

4.8.1 MoamMeHo «CuctemMHasa KoHdurypaums»

LTEX  woP-2L

MOHMTOPHHT Radio WA

s}

WDS CETEBbIE HACTPOHKK BHELIHWE CEpPBUCHI Cuctema n - (BbIXOAO)

CHCTEMHas KOH(MHIYpaLma MmA xocTa WOP-2L
HOocTyn reorpacpu4eckuit [oMeH root
VLAN ynpasneHus Forwarding v
VLAN ID
MpoTokon Static v
Cratn4eckun IP
CeTepan Macka 255.255.255.0
o3
MepeuyHbld DNS

BTOpPUYHEIR DNS

+ [pUMEeHUTL X OTmeHa

* VIMs1 xocma — ceTeBOe MMs YCTPOICTBa, 3a4aeTcs cTpoka 1—63 CMMBO/IOB: /TaTUHCKME 3ar/iaBHble U
CTPOUHbIe BYKBbI, LMPbI, 3HAK Aeduc «-» (Aerc He MOXET ObiTb NOC/IEAHUM CYUMBO/IOM B UMEHN);
+ leocpachuyeckuli 0oMeH — AOMEH y3na AepesBa YCTPOUCTB cucTeMbI ynpasrieHns EMS, B koTopom
pacnonaraetcs Touka SOCTyna,
* VLAN ynpasneHus:.
* BebikmoyeHo — VLAN ynpasneHust He ncnonb3yeTcs,;
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PykoBoacTso no akcnayatauum WOP-2L

+ Terminating — pexwm, npu kotopom VLAN ynpaBneHus TEpMUHUPYETCS Ha ToUke gocTyna (B 3TOM
C/y4yae y K/IMEeHTOB, MOAK/THYEHHbIX Yepes3 paanonHTepdeiic, HeT goctyna Ao gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke goctyna WDS, gaHHbIli pexxkum VLAN ynpaeneHus HegoCcTyneH s
BblGOpa);

+ Forwarding — pexwum, npy kotopom VLAN ynpasneHus nepegaertcs Takke B paavonHtepdeinc
(npu cooTBeTcTBYtOLLEN HacTpoiike VAP).

* VLAN ID — ngeHtudpmkarop VLAN, ncnonb3yemsblin 4ns 4octyna K ycTPOWCTBY, NPUHUMAET 3HavyeHns 1-
4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogknodeHune no Ethernet-
NHTepdecy yCTPOICTBa K CETU NpeaoCcTaB/eHns ycayr nposargepa:

+ DHCP — pexum paboTbl, Npu KoTopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YMOIYaHWNIO 1 Apyrie napameTpbl, Heobxoanmble Ans paboTtsbl B ceTu, 6yayT nony4veHsl ot DHCP-
cepBepa aBTOMaTUYECKMY;

+ Static — pexum paboTbl, Npu KoTopom IP-agpec u Bce HeobxoanMble napameTpbl Ha WAN-
nHTepdenc HazHavarTcsa ctatmyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
OOCTYMHLI cnegyrowme napamMmeTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepdieiica ycTpoiicTBa B CETM NpoBangepa,;
+ Cemesasi Macka — Macka BHeLUHel noaceTy;
* Lmo3 — afpec, Ha KOTOPbIA OTNPaB/IsAeTCA NakeT, eCc/v A/19 Hero He HalijleH MapLipyT B
Tabnvue mapwpyTtnsaumy;
* [epsuYyHbili DNS, Bmopu4Hbili DNS — |P-agpeca DNS-cepsepos. Ecnv agpeca DNS-cepBepoB He
HasHavaloTca aBTomarmyecku no npotokony DHCP, 3agalite nx Bpy4Hyo.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I"IpumeHumb». Iﬂ'I'IS:I OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».

50



PykoBoacTso no akcnayatauum WOP-2L

4.8.2 TMogmeHto «JocTtyn»

B nogmeHto «LocTyn» NPOM3BOAUTCA HACTPOMKa AocTyna K ycTpoiicTsy nocpeactsom Web-uHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

clTEX  WoP-2L

MOHMTOPUHS Radio VAP WDS  CeTeBule HACTPOWKM  BHelMMe Cepauchl e — o
CHCTEMHARA KOHMDUrypauua WEE a
Aocryn » HTTP-nopt a0
WEB-HTTPS
HTTPS-nopt 443
Telnet v
SSH v

METCONF s

SNMP s

Maponk Ha YTeHue public

Mapons Ha 2anuce private

Anpec AnA npréma
Tpanos vi
Adpec ANA NpUEma
Tpanog v2
Adpec ANA NpUEma

BLYEHMIA Inform

CHCTEMHO S UMA WOP-2L
ycTpoiicTea

KoHTakTHaR Contact
MHpopMaUna
NpoW3B0OMTENA

MecTononoxeHune Russia
YCTpOMCTER
Mapone & Tpanax trap

+ [lna BKIKOYEHWA [OCTyNa K yCTPOCTBY Yepe3 web-uHtepcpeic no npotokony HTTP yctaHoBuTe donar
HanpoTue «WEB». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NoMeHsiTb HTTP-nopT (no ymonuyaxuto 80).
[nanasoH 4onycTMMbIX 3HA4YEHUIn NOPTOB, MOMNUMO YCTAHOB/IEHHOIO Mo ymonyaHuto, ¢ 1025 no 65535
BK/THOUNTENIbHO

+ [ina BKOYEHMA [OCTyNna K yCTpoicTBY Yepes web-uHtepdpeiic no npotokony HTTPS yctaHoBuTe donar
HanpoTtne «WEB-HTTPS». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomMeHsiTb HTTPS-nopt (no
ymMonyaHumio 443). lnanasoH AonyCTUMbIX 3HAYEHWUIA NOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMO/IYaHWIO, C
1025 no 65535 BKNHOUMTENBHO.

© noprbl ans npotokonos HTTP 1 HTTPS He 40/mKHbI UMETb OHAKOBOE 3HAYEHME.
« [nsa BkNroveHus aocTyna K ycTpoiicTBy uepes Telnet yctaHoBuTe donar HanpoTtus «Telnet,

« [1ns1 BKNHOUEHNS A0CTyNa K ycTponcTBy yuepe3 SSH yctaHoBuTe donar HanpoTtme «SSHy;
+ [lns BkNtoueHns goctyna k yctponctey yepe3d NETCONF yctaHoBuTe donar Hanpotme «<NETCONF».
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PykoBoacTso no akcnayatauum WOP-2L

MporpammHoe o6ecneveHne WOP-2L no3BonsieT M3MeHATb KOH(UIypauuio YyCTPONCTBa, NPOBOAUTL
MOHUTOPWHI COCTOSAHWUSA 6a30BOI CTaHUMK U €€ AaTUMKOB, a Takke ynpaB/ifaTbh YCTPOWCTBOM UCNO/b3YS
npotokosn SNMP.

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT [JOCTYMHbI cnegytowme napametpbl SNMP-areHTa:

+ [Maposib Ha YmeHue — Naposib Ha YTeHre napameTpoB (06LLENPUHSATLI: public);

* [Maposib Ha 3anuck — NapoJsib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

+ Adpec 051 npuéma mparios v1 — IP-agpec nnn goMeHHoe nMs NpuemHnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 051 npuéma mparios v2 — IP-agpec nnn goOMeHHoe nMs NpuemMHmnka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Ao0pec 0515 npuéma coobwjeHul Inform — IP-agpec nnn foMeHHOe UMS NpUeMHMKa coobLeHunii Inform B
topmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — UMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHdopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopmaLmsa 0 MeCTONO/IOXKEHNUN YCTPOICTBE;

* Maposib 8 mparnax — Naposb, Cogepxallumiics B Tpanax (no ymonyaxuto: trap).

Hwxe npuBegeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/ UTEHUSA Y KOH(PUTYPMPOBaHWA NOCPeACTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHWUTOPWHI NapamMeTPOB TOUKM AOCTYNa W NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
+ eltexLtd.1.127.3 — ynpaBneHue TOUYKOW A0CTYN3,;
* eltexLtd.1.127.5 — kOHpUryprpoBaHme TOUKM AoCcTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHTtuncpmkatop npeanpuatns «/ITEKC».
Mogpo6Hoe onucaHue OID WOP-2L gocTynHo no cnepgytowein cebinke: Onvcanve 01D Ha WOP/ WEP-xL.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I"IpumeHumb». Iﬂ'I'IS:I OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa».
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PykoBoacTso no akcnayatauum WOP-2L

4.9 MeHo «BHellHMe cepBUCHI»

4.9.1 TlogmeHto «lopTasibHas aBTopu3aunsa»

MoameHto «MopTanbHasA aBTOpU3aUUs» NpeaHasHaueHo /1 BK/UYEHMS] U HAaCTpolikn ceperca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

=L TEX woP-2L

IMOHWTOPHHT Radio VAP WDS CeTeBble HACTPOIKK Brewnwve cepeuce Cucrema - (BbiXOn)

MopTantHan asTopu3auua BKMOYUTL b

Anpec cepeuca APB ws://192.168.1.1:6090/apbibroadcast

+ [pUMEHHTE X OTMeHa

* Brksmoyumb — nNpy yCTaHOBNEHHOM dhnare Touka 6yaeT nogknoyarbcs kK cepsucy APB, agpec kotoporo
ykasaH B none «Agpec cepsuca APB», o1a o6ecneyeHns noptasibHOro pOyMmnHra K/imeHToB.

+ Adpec cepsuca APB — agpec cepsuca APB ansi nogaepXxkn poymmnHra B pexumme noptasibHom
aBTopu3auuun. 3agaertcs B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «/[TpUMeHUMb». [INs OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OmmeHa.
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410 MeHw «Cuctema»

B MeHI0 «CucTeMa» BbINOHATCA HACTPOIKN CUCTEMbI, BDEMEHU, AOCTYNA K YCTPOACTBY MO pa3iNyHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

4.10.1 NopgmeHo «O6HOBNEHME MO ycTpoicTBa»

MoameHto «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Ha4eHo A1 0GHOBMNEHNS NPOrPaMMHOI0 0becneveHuns
yCTpOWCTBa.

=LTEX  wop-2L

IMOHMTOPKUHT Radio VAP WDs CeTeBbie HaCTPOHKM BrellHue cepeuck Cucrema - (BbIXOA)

OBHosnetue MO ycTpoiicTea AxTHEHaA BepcuA N0
PesepeHan sepcua MO + Cpenars aKTMBHOM
Kondurypauma
AxmyaneHas eepcus 10 docmynHa no adpecy: hitp:#eltex-co. ru/support/downioads/
Mepesarpyska
Oann o0HOBNEHKA MO Brifiepute dain | @ain He BuiGpax
Napont

Hypran

Narta u BpemA

+ AkmusHasi sepcusi 10 — Bepcus NPorpamMmmMHOro o6ecneyeHuns], yCTaHOB/IEHHONO Ha YCTPONCTBE,
paboTaloLlias B aHHbI MOMEHT;
* Pe3sepsHas sepcusi [10 — Bepcus NporpaMMHOro obecrneyeHuns, ycTaHOB/IEHHOIO Ha YCTPOMCTBE, Ha
KOTOPYI MOXHO nepekntounTbes 6e3 3arpysku taina MNo;
+ Cdeslamb akmusHoU — KHOMKa, N0O3BO/IAOLWANA caenatb pe3epBHyo Bepcuto MO akTMBHOMN, ANs
3TOro noTpebyeTcsa nepesarpyska ycTpoinctea. AKTBHas Bepcus MO B 3TOM criyvae CTaHeT
pe3epBHOIA.

OG6HoBMEHME NPOrpaMmMHOro obecnevyeHms

3arpysute chaiin MO c caiita hitp://eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha Komnblotepe. Nocne
3TOr0 HaXXMUTE KHOMKY «Bbibepume ¢halisi» B none dadlis1 06HosneHusi 10 v ykaxknTe nyTb K haiiny MO B
dhopmare .tar.gz.

[na 3anycka npouecca 06HOBNEHUA HEOOXOANUMO HaXaTb KHOMKY «3anycmums 06Hos/1eHue. MNpouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykazaHo Ha CTpaHuLIE), NOC/e Yero
YCTPOMCTBO aBTOMaTUYeCKM nepesarpy3nTcs.

© He otkniovaiite nuTaHMe YCTPOIICTBA M He BLINO/HANTE ero nepesarpy3ky B npoLecce 06HOBNEHMUS
no.
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4.10.2 MopgmeHto «KoHGurypaums»

B noameHo «KoHpurypaums» BbINOMHAETCA COXPaHEHVEe 1 0OHOBNIEHME TekyLeli KOHUrypaumu.

I TEX  woP-2L

MOHUTOPHHT Radio VAP WDS CeTeBbie HacTpoEM BHeluHue cepBuch Cuctema - (BbIXOM)

OfHoBNeHKe MO ycTpoicTea Mony4uTs apxue r* Crauats
KOHDMIYPaLMK C yCTpoiicTBa
KoHdurypauma »
3arpysuTh apxue BuiOepuTe pain | ®ain He sbidpaH
Mepesarpyska KOH(UIYPaLMAn Ha
YCTPOWHCTBO
Mapons

COpoc Ha 33aB0ACkNE ¥| CoxpaHuTb NapameTpsl A0CTyNa

YKypHan .
e w

[ara u spems

[NonyyeHne KoHUrypaumm

UT06bl COXpaHUTb TEKYLLYIO KOH(IUTYpaLMIO YCTPOCTBA Ha TOKa/IbHbI KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKayamb».

O6HoBNEHME KOHdIMIYpaLmn

[ns 3arpy3ky cOXpaHeHHOro Ha JIoKaJ/lbHOM KOMMbloTepe dainna KoHUrypauum Ncnonb3yeTcs NyHKT
«3azgpy3ums apxus KoHguaypayuu Ha ycmpolcmaso». Ansa 06HOBNEHNS KOH(IUIypauum yCTPoNCTBa HaXXMUTE
KHOMNKY «Bbl6epume ¢halis», ykaxkuTe dhaiin (B hopmarte .tar.gz) n HOXMUTE KHOMKY «3agpy3ums ¢palisn».
3arpyxeHHast KOH(UrypaLumusa npuMeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6QOC yCT[QOVICTBa Ha 3aBO/iCKMe HaCTQOVIKM

UT06bI cenaTb COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu akTBMpoBaH dhnar «CoxpaHuTb NapameTpbl A4OCTyNax, T 6yAyT COXpaHeHbl Te napaMeTpsbl
KOHDMrypaLmm, KOTopble OTBEYAKOT 3a AOCTYN K ycTpolicTy (HacTpoiika IP-agpeca, HacTpoiikm focTyna no
Telnet/SSH/SNMP/Netconf/Web).

4.10.3 MopgMmeHto «MNepe3arpyska»

s nepesarpysku yCTpoincTBa HAXMUTE Ha KHOMKY «[epesarpyskar. [Mpolecc nepesanycka ycTpoiicTea
3aHVMaeT NPUMEPHO T MUHYTY.

=LTEX wop-2L

IMOHMTOPHHI Radio VAP WDS CeTeBble HacTpoiiku BHeLUHME CEpBUCE Cuctema - (BbIXOM)

OBHosnenue MO ycTpoAcTea Mepesarpyska ycTpoAcTea < Nepesarpysxa
Kondurypauma
Nepesarpyska >
Mapons
ypHan

[aTa u Bpema
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4.10.4 TMopmeHto «MNaposib»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[ns cMeHbl naponsa BBeAUTe HOBbLIV Naposib cHavana B nose «Maponby, 3atem B nosne «foarsepxaeHve
napossi» N HaXXKMUTE KHOMKY «[TpuMeHuUmsb» AN COXPaHEeHMS HOBOrO Napons.

“ITEX  WoP-2L

MOHHTOPHHT Radio VAP WDS CeTeBkle HACTPOHKK BHelwHKE CEpEHCE Cucrema - (BbIXOO)

0O6HoBREHKE MO ycTpoilcTBa Mapons @&
KoHurypaums MogTeeps#aerne napona @
Mepesarpyska
+ [IPUMEHHTH X OTmeHa
Maponk >

KypHan

[ara u Bpema

4.10.5 TMogmeHto «KypHas»

MoamMeHto «XXypHas» npeAHasHaYeHo A/1s HacTPOIKM BbIBOAA Pa3HOr0 poAa OT/1af0uHbIX COOBLLEHWIA
CUCTEMbI B LIe/ISIX 06HapYXeHus NpuunH Npobsiem B paboTe ycTpolicTaa.

=LTEX wop-2L

MOHUTOPHHT Radio VAP WDS Cetestle HacTpo#ikn BrewHwe cepauch Cucrema - (Bbixod)

OfHoenexmne MO ycTporcTea Peum Cepeep w dain v
Kondurypauma Anpec Syslog-cepeepa syslog.server
lMNepesarpyska Mopt Syslog-cepeepa 514
MNapons Pasmep daiina, k5 1000
JKypHan »

+ [pHMEHHTL X OTMeHa
NlaTa v Bpema

+ Pexum — pexum paboTbl Syslog-areHTa:
« Jloka/ibHbIU ¢halin — HhopMaLMs XXypHasa COXpaHaeTcsl B IOKa/ibHOM doaiinie 1 AoCcTynHa B
web-nHTepdelice ycTpoiictBa Ha Bknagke «MoHNTOPUHI/XKypHan cobbITuiiy,
+ Cepsep u ¢halin — nHhopMaLms XypHana oTnpasBiseTca Ha yaaneHHblli Syslog-cepsep v
COXpaHsieTcs B /IOKaIbHOM chaiine.
+ Aodpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepeepa;
* Mopm Syslog-cepsepa — NopT Ans BXoAswmx coobleHunii Syslog-cepeepa (no ymonyanuto 514,
AonycTUMble 3HaueHust 1-65535);
* Pasmep ¢palina, kb — MmakcuMasnbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

[Nsi BCTYN/IeHUs1 B CW/Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «/[TpUMEeHUMb». [INs OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OmmeHa.
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4.10.6 MopgmeHio «[ata n Bpems»

B nogMeHto «[lata 1 Bpemsi» MOXHO HACTPOWTb BPEMS BPYUHYH MM C MOMOLLIbIO NPOTOKO/1A CUHXPOHU3ALMUN
BpemeHn (NTP).

4.10.6.1 BpyuyHyto

=LTEX  woP-2L

MOHWTOPUHT Rad

o

VAP WDS CeTeBkle HACTpOIikY BHelwHue cepenck Cuctema - (BbIXOO)

OGHoBNeHue MO yeTpoiicTsa PeruM & Bpy4Hyio NTP cepeep
KoHgmrypaus [lara v BpeMA yCTpoHCTEa 27.01.2020 07:49:18 | # PegaxtvpoBats
Yacosoit nosc Mockea, Poccua v
Mepesarpyska
BKMHOYUTE NEPEXO] HA v
Mapore NETHEE BPEMA
JKypHan Mepexoa Ha NeTHee BpeMa (He ebiGpaHo) (He eblOparo) (He enibpatio) (B - |
ypHar

Nata u Bpems Mepexo Ha 3UMHEE BPeMa (He 85ifpaHo) (H& as16paro) (4e esifparo) B -

CABHI BPEMEHM (MUH.) 50

+ [PHMEHHTE ® OTMeHa

+ [ama u spemsi ycmpolicmsa — farta v BpeMs Ha YCTPOCTBE B faHHbI MOMeHT. Ecnn TpebyeTca
KOppeKUns, HXXMUTE KHOMKY «Pedakmuposamby;
+ [ama, spems — 3afiaiiTe TEKYLLYIO AaTy U BPEMS U HAXXMUTE KHOMKY « Tekywas 0ama u spemsi»
[Ns ycTaHOBKM BpemeHu MK Ha ycTpolicTBo.
+ Yacosol rnosic — nNo3BOMIAET YCTAHOBUTb YaCOBOW MOSC B COOTBETCTBUMN C GAMKAALLMM FOPOAOM B
BalLeM pervoHe 13 3aZlaHHOro Crmcka;
* Bk/iouums nepexod Ha siemHee speMsi — Npu YCTaHOB/IEHHOM piare nepexof Ha /ieTHee/31MHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 3a,aHHbIV NepUOL BPEMEHN:
* [Nepexod Ha /ilemHee BpeMsi — [ieHb 1 BpeMs, Korga 6yeT BbINOHATLCA NePexos, Ha leTHee
Bpewms;
* [Nepexod Ha 3uMHee BpeMsi — [eHb 1 BPeMS, Koraa 6yAeT BbINOMHATLCA NEPeEXos Ha 3VMHee
BpewmS;
+ CoBue BpemeHU (MUH.) — Nepuno BPEMEHN B MUHYTAX, Ha KOTOPLIA BbINOHAETCSA CABUT
BpemeHU. MoXeT npuHMMarth 3HadeHue oT 0 4o 720 MuH.

57



PykoBoacTso no akcnayatauum WOP-2L

4.10.6.2 NTP-cepsep
= TEX WOP-2L

MOHHTOPHHT Radio VAP WDS CeTeBbIe HACTPOIKY BHELWHKWE CEpEMCE CucTema - (BbIXOD)

OBHoBneHKe MO ycTpoilcTea Peium BpyuHyl @ NTP cepsep

ara u Bpema yCTPOACTEa 27.01.2020 07:49:47
KoHdmrypayma A PEMA yCTP ! s !
NTP cepsep pool.ntp.org v
MNepesarpyska
YacoBoii NoAC Mocksa, Poccua v
Naponk
« BRMIOYMTE NEPEXO] HA e
ypHan neTHeS BpeMA
q pexof THE MA (He 8b10paHo) (He 8b16paHo) (1 16paHo -
[lata v Bpems Mepexof Ha NETHEE BPEM! (He eb10paHo) (He 85106paHo) (He ebibpano) |8
Mepexon Ha 3UMHEE BPEMA (He 6bi0paxa) (He 6bi0paHo) (He goibparo) B -

CABMr BpEMEHM (MHH.) 60

+ [IpUMEHUTL X OTmena

+ [lama u spemsi ycmpolicmsa — fata U BPeEMS Ha YCTPONCTBE B faHHbIi MOMEHT;
* NTP cepsep — IP-agpec/noMeHHOe NMSA cepBepa CUHXPOHMU3aLUMn BpeMeHU. Bo3MOXHO 3a4aTtb agpec
NN BblIGpaTb U3 CYLLECTBYIOLENO CMUCKa,;
+ Yacosol rnosic — no3BONSAET YCTAHOBUTb YaCOBO MOSC B COOTBETCTBUMN C GAVKAALLUM FOPOLAOM B
BalleM pervoHe u3 3aaHHoro Crnucka,;
* Bk/rouums nepexod Ha siemHee speMsi — Npu YCTaHOB/IEHHOM piare nepexos Ha /ieTHee/31MHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 3af,aHHbIV NepUOL BPEMEHN:
+ [Nepexod Ha 1emHee BpeMsi — AeHb U BpeMs, Koraa OyaeT BbINOHATLCA Nepexos Ha fieTHee
BpewmS;
*+ [Nepexod Ha 3uMHee BpeMsi — [eHb U BPEMS, Korga 6yAeT BbINONHATLCA Nepexos Ha 3MMHee
BpewmS;
+ CoOBue BpeMeHU (MUH.) — Nepuoj BpeMeHn B MUHYTax, Ha KOTOPbI BbINOMHAETCS CABUT
BpemeHU. MoXeT npuHmMMmarth 3HadeHue oT 0 4o 720 MuH.

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmMmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[IpuMeHUMb». O OTMEHbI UBMEHEHUIA HAXXMUTE KHOMKY «OmmeHa».
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5 YnpaBneHue ycTponcTBOM C NOMOLLbK KOMaHAHOW CTPOKU

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHCDUIypaLmm ycTpoIicTBa, HaXKMITe codeTaHue Knasui (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

5.1 MopgkntoyeHne K ycTponcTay

Mo ymon4yanuto yctpoiictBo WOP-2L HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnu 3Toro He npon3oLusio,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WOP-2L: 192.168.1.10, macka nogcett: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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5.2 HacTtpoiika ceTeBbIX NapameTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WOP-2L(root):/# configure

WOP-2L(config):/# interface

WOP-2L(config):/interface# br0

WOP-2L(config):/interface/br0# common

WOP-2L(config):/interface/br0/commont static-ip X.X.X.X (rae X.X.X.X — IP-agpec WOP-2L)
WOP-2L(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka rnogcetu)
WOP-2L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec DNS-cepsepa Neol)
WOP-2L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec DNS-cepsepa No2)
WOP-2L(config):/interface/br0/common# protocol static-ip (n3veHeHve pexxuma paboTtsl ¢ DHCP Ha Static-IP)

WOP-2L(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AoGaBneHwe CTaTU4YeCKOro mapupyrta

WOP-2L
WOP-2L
WOP-2L
WOP-2L

config):/interface/br0/commont# exit

config):/interface/bro# exit

config):/interface# exit

config):/# route

WOP-2L(config):/route# add default (r1e default — HassaHve mapLupyTa)

WOP-2L(config):/routet# default

WOP-2L(config):/route/default# destination X.X.X.X (rze X.X.X.X — IP-agpec cetv uiv y3/s1a HasHaueHus, 419
MapLupyTa no ymosdaHuto — 0.0.0.0)

WOP-2L(config):/route/default# netmask X.X.X.X (rae X.X.X.X — macka ceTu HazHauyeHus, 419 MmapLupyTa rno
ymo4aHumo — 0.0.0.0)

WOP-2L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec Lnto3a)
WOP-2L(config):/route/default# save (coxpaHeHve HacTpoek)

—_~ e~~~ —~ —

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commoni protocol dhcp
config):/interface/br0/common# save (coxpaHeHVe HacTpOoek)

AAAAAA
—_ = = =
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5.2.1 HacTpoiika ceTeBbIx NapaMeTpoB C MOMOLLbIO YTUINTLI set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-2L(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKM:

WOP-2L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rge X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Macka noacetn, Z.Z.Z.Z — LI/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

MMonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-2L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yeMbIi ANS AOCTYNA K YCTPOCTBY. BO3MOXHbIe 3HaUeHus: 1-4094)

Cratnyeckme HacTpOIiKK:

WOP-2L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rze X — VLAN ID, ucnosns3syemslii 415 AOCTyNa K YyCTPONCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — Li/H03)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHune ceTeBbIX HACTPoekK o DHCP:

WOP-2L (root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCMNONb3yeMbIli AN1A AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAYEHMSA: 1-4094)

Cratnyeckme HaCTPONKu:

WOP-2L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ucnosns3syemsblii 4158 AOCTyNa K yCTPONCTBY,
BO3MOXHbI€ 3HAUeHUsT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — LiJ103)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WOP-2L(root):/# save (COxpaHeHue HacTpoek)
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5.2.2 Hacrtpoiika ceTeBbIx napameTpos IPv6

© Mo ymonuaHuio AOCTYN K YCTPOWCTBY MO NPOTOKOY IPV6 Ha TOUke AOCTYna OTK/IHOUEH.

BK/loueHue goctyna K yCTpoicTByY No NpoTokosny IPv6e

WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
DHCP)
WOP-2L(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHNEe JOCTYNa K YCTPOMCTBY M0
npotokony IPv6. Ansa BbikMtoyeHns seeguTe false)

WOP-2L(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/brO# common

config):/interface/br0/common# ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nosnyueHve ceteBbix IPv6 napameTpos rno

—~ o~~~ —~ —~
—_ == =

HacTpolika cTaTudueckux ceTeBbiX MapaMeTpoB IPv6 TOUKU AocTyna

WOP-2L(root):/# configure

WOP-2L (config):/# interface

WOP-2L (config):/interface# br0

WOP-2L (config):/interface/br0# common

WOP-2L (config):/interface/br0/commont# ipv6

WOP-2L (config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rze
XXXXXXKXXXXKXXXX XXX XXXXXXXXXXXX — cTaTudecknii IPve-agpec ycTpoictea WOP-2L)

WOP-2L (config):/interface/br0/common/ipv6# address-prefix-length X (rne X — npedoukc crartmnyeckoro IPvé-
agpeca. lNMpuHnmaeT 3HavyeHne ot 0 4o 128. Mo ymonyaHunio — 64)

WOP-2L (config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaeTcs IPv6-
npedounkc, Hanpumep 3211:0:0:1234::/64)

WOP-2L (config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXX:XXXXKXXXXXXXXXXXX:XXXX /Y — IPv6-agpec dns-cepBepa Nel ¢ npedorukcom)

WOP-2L (config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXXXXXXXXXXXXXXXXXX:XXXX /Y — IPv6-agpec dns-cepBepa Ne2 ¢ npedorkcom)

WOP-2L (config):/interface/br0/common/ipv6# protocol static-ip (Bk/1104eHVIE NCNONB30BaHNA CTATUYECKIX
ceTeBbIX IPv6 MapameTpoB. 151 nony4yeHuns ceTeBbix IPv6 napameTpos no DHCP BBeanTe dhcp)
WOP-2L(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHNE AOCTYNa K YCTPOMCTBY M0
npotokony IPv6. 18 BblktoueHns seeaute false)

WOP-2L (config):/interface/br0/common/ipv6# save (CoxpaHeHve HacTPoekK)

AHaNOMMYHO OrPaHNYEHNI0 AOCTyna K YCTPOCTBY MO NpoTokony Telnet MOXHO orpaHnynTb BO3MOXHOCTb
NOAK/YEHMS K YCTpolicTBY no ero IPvé-agpecy no npotokonam: SSH, SNMP, NETCONF, web, web-HTTPS.
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5.3 HacTtpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 6 — KomaHgp! 4N HaCcTpoiikn pexmnma 6esonacHoctn Ha VAP

Pexum 6e3onacHoOCTU KomaHpa pns HacTpoukn pexuma 6e30nacHoOCTU
Be3 napons security-mode off

WPA security-mode WPA

WPA2 security-mode WPA2

WPA/WPA?2 security-mode WPA_WPA?2

WPA-Enterprise security-mode WPA_TX

WPA2-Enterprise security-mode WPA2_1X

WPA/WPA2-Enterprise security-mode WPA_WPA2_1X

Hwxe npeactaBneHbl npuMepbl HACTPOLikn VAP ¢ pa3nnyHbiMu pexmmammn 6esonacHocty ans Radio 5Ty,
(wlan1).

5.3.1 Hactpolika VAP 6e3 wndpoBaHus

CospgaHue VAP 6e3 wuncpoBaHus

WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-2L_open' (n3veHeHVe nveHn SSID)
config):/interface/wlanl-va0/vap# security-mode off (pexxviv wnchposanns off — Bes napons)
config):/interface/wlanl-va0/vap# exit

config):/interface/wlanl-va0# common

config):/interface/wlanl-va0/common# enabled true (Bk/1t0ueHVIE BUPTYas/IbHOWN TOYKN 4OCTYMA)
config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

o~ o~~~ o~~~ o~~~ —
PSSR A A R S A
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5.3.2 Hacrtpoiika VAP c pexvumom 6e3onacHoctn WPA-Personal

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA-Personal

WOP-2L
WOP-2L
WOP-2L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

WOP-2L(config):/interface/wlanl-va0# vap

WOP-2L(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-2L_Wpa2' (n3mveHeHve nveHun SSID)
)
)

—~ o~~~ —~ —~

WOP-2L(config):/interface/wlanl-va0/vap# security-mode WPA_WPA2 (pexum wncpposaHms — WPA/WPA2)
WOP-2L(config):/interface/wlanl-va0/vap# key-wpa password123 (k/1t04/Maposib, He0OXOAUMBIN /15
NOAKMIOYEHMSA K BUPTYasIbHOWM TOUKe AocTyna. [AnnHa Kn4va Ao/mkKHa CoCTaB/saATb OT 8 0 63 CUMBOJI0B)
WOP-2L(config):/interface/wlanl-va0/vap# exit

WOP-2L(config):/interface/wlan1l-va0# common

WOP-2L(config):/interface/wlan1l-va0/commont# enabled true (Bk/il0ueHne BUPTYasIbLHOM TOYKM 0OCTYNa)
WOP-2L(config):/interface/wlan1l-va0/commont# save (COxpaHeHne HacTpoek)

—_ = = =
S~ T~ T~
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5.3.3 Hactpolika VAP c Enterprise-aBTopusauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WOP-2L(root):/# configure

WOP-2L(config):/# interface

WOP-2L(config):/interface# wlan1-va0

WOP-2L(config):/interface/wlanl-va0# vap

WOP-2L(config):/interface/wlanl-va0/vap# ssid 'SSID_WOP-2L_enterprise' (n3vieHeHve nmenn SSID)
WOP-2L(config):/interface/wlanl-va0/vap# security-mode WPA_WPA2_1X (pexvim wuposaHns — WPA/
WPA2-Enterprise)

WOP-2L(config):/interface/wlanl-va0/vap# radius

WOP-2L(config):/interface/wlanl-va0/vap/radius# domain root (rge root — [lomeH rnosib3osaresns)
WOP-2L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa)

WOP-2L(config):/interface/wlanl-va0/vap/radius# auth-port X (rne X — nopt RADIUS-cepBepa, KOTopbIii
NCMosb3yeTcs Ais ayTeHTudmkaumm n aBTopmsaumm, no ymondaHumio: 1812)
WOP-2L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rje secret — napons ans RADIUS-
cepBepa, UCnosiblyeMoro Ana ayTeHTudmkaumm n asTopusanmnm)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBkn COOBOLLLEHNI
«Accounting» Ha RADIUS-cepBep, No ymonyaHuio: false)

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-password secret (re secret — Naposb a15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04eHNE NEPUOANYECKON OTNPaBKN
coobueHui «Accounting» Ha RADIUS-cepBep, No ymon4daHuio: false)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (1HTepBasI OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-2L(config):/interface/wlanl-va0/vap# exit

WOP-2L(config):/interface/wlan1l-va0# common

WOP-2L(config):/interface/wlan1l-va0/commont# enabled true (Bk/il0ueHne BUPTYaILHOM TOYKM OCTYNa)
WOP-2L(config):/interface/wlan1l-va0/commont# save (COxpaHeHne HacTpoek)

_ ===
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5.3.4 Hactpoiika VAP c nopTtasibHOM aBTopu3auuei

KomaHAb! ANA HACTPOIiKK NOPTaZIbHOW aBTOpPM3aL MK C OTNPaBKOi akkayHTUHra Ha Radius-cepBep

WOP-2L(root):/# configure

WOP-2L(config):/# interface

WOP-2L(config):/interface# wlan1-va0

WOP-2L(config):/interface/wlanl-va0# vap

WOP-2L(config):/interface/wlanl-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
WOP-2L(config):/interface/wlanl-va0/vap# security-mode off (pexvmv Lwndgposanus off — Bes napons)
WOP-2L(config):/interface/wlanl-va0/vap# ssid '"Portal_WOP-2L' (n3veHeHne nveHn SSID)
WOP-2L(config):/interface/wlanl-va0/vap# captive-portal
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect

WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykazatb nmsa noptasna, no ymondaxuio: default)
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# exit
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WOP-2L(config):/interface/wlanl-va0/vap/captive-portal# exit

WOP-2L(config):/interface/wlanl-va0/vap# radius

WOP-2L(config):/interface/wlanl-va0/vap/radius# domain root (rge root — [lomeH nosib3osaresns)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHNE OTNPaBky COOBOLLEHN
«Accounting» Ha RADIUS-cepBep, no ymonyaHuio: false)

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrnosb3yeMoro 4J/151 akkayHTUHra)

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-password secret (re secret — Naposb a15 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1t04EHNE NEPUOANYECKON OTNPaBKN
coobueHui «Accounting» Ha RADIUS-cepBep, No ymon4danuio: false)
WOP-2L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBasI OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-2L(config):/interface/wlanl-va0/vap# exit

WOP-2L(config):/interface/wlan1l-va0# common

WOP-2L(config):/interface/wlan1l-va0/commont# enabled true (Bk/il0ueHne BUPTYasIbHOM TOYKN AOCTYNA)
WOP-2L(config):/interface/wlan1l-va0/commont# save (COxpaHeHne HacTpoek)

—_— = = =

_ ===
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5.3.5 [JononHuTesnbHble HacTpoliku VAP

Ha3HaueHue VLAN-ID Ha VAP

WOP-2L(config):/interface/wlanl-va0/vap# vlan-id X (rge X — Homep VLAN-ID Ha VAP)

BknioueHue pexxuma Band Steer

WOP-2L (config):/interface/wlanl-va0/vap# band-steer-mode true (Bk/1t0ueHne pexxuma Band Steer. 114
oTK/o4eHns Beeaunte false)

BkntoueHue VLAN trunk Ha VAP

WOP-2L (config):/interface/wlanl-va0O/vap# vlan-trunk true (BxitoueHne VLAN Trunk Ha VAP. /151 OTK/THOUEHNS
BeeauTe false)

BknroueHune General VLAN Ha VAP

WOP-2L(config):/interface/wlanl-va0/vap# general-vlan-mode true (sxtoueHne General VLAN Ha SSID. [11
OTK/Io4YeHNs BBeauTe false)
WOP-2L(config):/interface/wlanl-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymm

WOP-2L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHan13 nprnoputeta 13 nons CoS (Class of
Service) TErMPOBaHHbIX MAKETOB. 3HAYEHME NO YMONYaHUio: true. B 3TOM cnyyae aHannsnpyetcs
npuopuTet 13 nonsa DSCP 3aronoBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WOP-2L(config):/interface/wlanl-va0/vap# mfp required (Bk/1104/TH 3aLLMTY management-KapoB
(dpeimoB). required — TpebyeTca nogaepxka MFP OT K/IMEHTa, KITMEeHTbl 6e3 MFP He cmoryT
noAkounTbCA. capable — coBmecTuMo ¢ MFP, KNneHTbl 6e3 nogaepkku MFP MoryT nogkitoumTbes. Ans
oTK/Io4YeHns BeeaunTe off)

Bk/oueHue Ucnosib3oBaHus TLS npu aBTopusauuu

WOP-2L (config):/interface/wlanl-va0/vap/radius# tls-enable true (ncrnons3oBare TLS npu asTopusauun. [Ana
oTKNtoveHus seeaute false)

67



PykoBoacTBo no akcnnyatauunn WOP-2L

BKNloUeHue CKpbITOro SSID

WOP-2L (config):/interface/wlanl-va0O/vap# hidden true (BktoueHvie ckpbITOro SSID. /15 OTKHYEeHNS
BeeauTe false)

BknioyeHue nsonaumm KnneHTos Ha VAP

WOP-2L(config):/interface/wlanl-va0/vap# station-isolation true (Bx/1t0ueHVIe V30NALMY TpadUKa Mexay
KnveHTaMu B npegenax ogHon VAP. Ansa oTkntoyeHus BeeguTe false)

OrpaHuyeHue KonnyecTea K/IneHTOB Ha VAP

WOP-2L(config):/interface/wlanl-va0/vap# sta-limit X (rge X — mMakcumasibHO A0nyCTUMOe YMC/I0
NOAK/IYAEMbIX K BUPTYasIbHOW CETU K/IMEHTOB)

BK/loueHMe pensiMkayum MysibTUKacToBOro Tpacuka Ha VAP

WOP-2L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bk/1t0ueHne penvkauumn myIsTMKacToBoro
Tpaduka Ha VAP. [ina oTkioveHus Beegute false)

BknroueHue Minimal Signal

WOP-2L (config):/interface/wlanl-va0/vap# minimal-signal -X (rz1e X — noporosoe 3HauveHvie RSSI, npu
[OCTXXEHMN KOTOPOTOo, ToUKa ByaeT oTk/tovaTh kimeHTa ot VAP. MapaMeTp MOXET NpUHMMATb 3Ha4YeHns
0T -100 A0 0)

BknoueHue nepegayn aGoHeHCKoro Tpacmka BHe GRE-TYHHeNs

WOP-2L(config):/interface/wlanl-va0/vap# local-switching true (Bk/1t0ueHve nepegayn aboHeHCKoro
Tpaduka BHe GRE-TyHHens. Ans oTkitoveHns seegute false. [10 yMO/14aHUIO BbIK/THOYEHO)
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBJ€HUN OT K/INEHTOB (KaXA0ro B OTAE/IbHOCTU), MOAK/IIOYEHHbIX K
OaHHOW VAP, 10 TOYKM gocTtyna:

WOP-2L (config):/interface/wlanl-va0O/vap# shaper-per-sta-rx
WOP-2L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rae X — makcrmasnibHas CKopocTb
B KbuTt/c)

WOP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bx/itoueHvie weinepa. 515
oTKNtoYeHus seeauTe off)

WOP-2L (config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit

WOP-2L (config):/interface/wlanl-va0/vap# save (CoxpaHeH1e HacTpoek)

HacTpolika weiinepa B HanpaBJ€HUN OT TOYKM AOCTYNA A0 KJINEHTOB (KaXXAOro B OTAENbHOCTN),
NOAKNIOYEHHbIX K AaHHOI VAP:

WOP-2L (config):/interface/wlanl-va0O/vap# shaper-per-sta-tx

WOP-2L (config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rae X — makcumasibHas CKOpOCTb
B KbuTt/c)

WOP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bx/itoueHvie weinepa. 715
oTKNtoYeHns seeauTe off)

WOP-2L (config):/interface/wlanl-va0/vap/shaper-per-sta-txi exit

WOP-2L (config):/interface/wlanl-va0/vap# save (coxpaHeH/e HacTpoek)

HacTpolika weiinepa B HanpaBJ€HUU OT K/INEHTOB (B CyMMe), NOAKIOYEHHbIX K JaHHOW VAP, 1,0
TOYKM AocTyna:

WOP-2L (config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WOP-2L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rae X — makcr/masnibHas CKOpocTb
B Kbut/c)

WOP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bx/1toueHve weiinepa. 115
oTKNoYeHus seeauTe off)

WOP-2L (config):/interface/wlanl-va0O/vap/shaper-per-vap-rx# exit

WOP-2L (config):/interface/wlanl-va0/vap# save (CoxpaHeH/e HacTpoek)

HacTpolika weiinepa B HanpaBJ€HUU OT TOYKN AOCTYyNa A0 K/INEHTOB (B CyMMe), NOAKNKOYEHHbIX K
OaHHOoiA VAP:

WOP-2L (config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WOP-2L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (rge X — makcvmvasisHas CKOpoCTb
B Kbut/c)

WOP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bi/1t0ueHne welinepa. 15
oTKNtoYeHus seeauTe off)

WOP-2L (config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit

WOP-2L (config):/interface/wlanl-va0/vap# save (coxpaHeH/e HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYNEH TOMNbKO ANs1 TEX KNIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexay VAP ¢ pexumom 6e3onacHocTn WPA2-Personal 1 WPA2-Enterprise.
C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvivom 6ezonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) » TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# enabled false

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MoXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-2L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 12345 (yHvika/IbHbIA K4 A/15 AAHHO
VAP)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (foveH go/mxeH coBnagarb Ha
BCTpeYHbIX VAP)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# mac

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-aapec VAP
NHTepdelica BCTPEUHON Toukn goctyna — T/A2)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-2L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yH1Ka/IbHbIA
KoY BCTPeYHo VAP Toukn aoctyna TA2 — r0-key-holder-id)

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0 (MAC-
azipec BCTpeyHon VAP Ha T/[12)

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T/11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:BO# exit

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# exit

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config# enabled true (Bk/t0ueHVe paboThl TOUKM JOCTYNA MO
NPOTOKO/Yy 802.11r)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTtpolika 802.11r Ha T2

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# enabled false

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-2L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHviKa/IbHbLINA KNHOY A/15 AHHOTO
VAP)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (foveH fo/mkeH coBnagarb Ha
BCTPEYHbIX VAP)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# mac

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-aspec VAP
NHTEepdeica BCTPEYHOM ToUkM goctyna — T1)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-2L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHuKaIbHbINA
KN4 BCTPeYHoi VAP Touku aoctyna TA1 - r0-key-holder-id)

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[1)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T[12, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon TA1)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T12, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config/mac/E8:28:C1:FC:D6:804# exit

WOP-2L (config):/interface/wlanl-va0/vap/ft-config/mac# exit

WOP-2L (config):/interface/wlanl-va0O/vap/ft-config# enabled true (Bk/t0UeHVe paboThl TOUKM JOCTYNA MO
npoTokosny 802.11r)

WOP-2L (config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoiika 802.11k

PoymuHr no npoTtokony 802.11k MOXeT 6bITb OpraHM30BaH Mexay t06bIMU CeTIMU (OTKPbITbIE/
LINgPpOBaHHbIE). EC/IM Ha ToUKe JocTyna HacTpoeHa pa6ota no npotokosy 802.11k, To, Npy NOAKUYEHUN
KNMeHTa To4Ka AocTyna nepegaet eMy ClMCOK «A4pYXXeCTBEHHbIX» TOYEK A0CTYNa, Ha KOTOPbIE KNIMEHT MOXET
nepekiYUTLCSA B Npouecce poymuHra. Cnncok cogepxmnt npopmaumnio o MAC-agpecax Tovek gocryna u
KaHasax, Ha KOTOpbIX OHM paboTaloT.

Wcnonb3oBaHne 802.11k No3BONSAET COKpaTUTb BPEMS Ha NMOWCK APYrOil CETU NPU POYMUHTE, TakK KaK K/IMeHTY
He HY>XHO NMPOU3BOAUTL CKAHMPOBAaHWE KaHaUT0B, Ha KOTOPbIX HET AOCTYMHLIX A/15 NEPEK/THYEHNSA LENEBbIX
TOYekK gocTyna.

[aHHbIn BUA poyMyHra AOCTYNEH TOMbKO AN TEX KIIMEHTCKUX YCTPOICTB, KoTopble nogaepxkmsatot 802.11k.

Hwxe npeactasneH npumep HacTpoiikm 802.11k Ha TOUKe AOCTyna — COCTaB/IEHME CMUCKA «APY>XKECTBEHHbIX»
TOYek JocTyna.

HacTtpoiika 802.11k

WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config# mac
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (1.1
E8:28:C1:FC:D6:90 — MAC-apec «apy>KECTBEHHOWN» TOUKM AOCTYyNa)
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 —
KaHaJ1, Ha KOTOpPOM paboTaeT To4vka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r/1e
E8:28:C1:FC:D6:70 — MAC-agpec «apy>KECTBEHHON» TOUKM AOCTYyNa)
WOP-2Lx(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (r/e 36 —
KaHaJ1, Ha KOTOpoM paboTaeT Tovka gocrtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t04eHne paboThl TOYKN
[ocTyna no npotokosy 802.11k)

WOP-2L(config):/interface/wlanl-va0/vap/w80211kv-config# save (COxpaHeHne HacTpoek)
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5.4 HacTtpoiikn Radio

Ha Radio no ymonyaHuto ncnonb3yeTca aBToMaTuyeckunin Bbibop paboyero kaHana. [ins 1oro 4toobsl
YCTaHOBUTb KaHaus1 BPYUYHYI U CMEHUTb MOLLHOCTb, UCNO/b3YyinTe criefytolime KoMaHapl:

CmMeHa pabouyero KaHana u MOLWHOCTY pagnouHTepderica

WOP-2L(root):/# configure

WOP-2L(config):/# interface

WOP-2L(config):/interface# wlan0

WOP-2L(config):/interface/wlan0# wlan

WOP-2L(config):/interface/wlan0/wlan# radio-2g (1715 wlanl pasgen HasbliBaeTcs radio-5g)
WOP-2L(config):/interface/wlan0/wlan/radio-2g#channel X (rae X — HOMep cTaTtnyeckoro kaHasna, Ha
KOTOpOM 6yaeT paboTaTb TOUKA)

WOP-2L(config):/interface/wlan0/wlan/radio-2g# auto-channel false (oTk/1t04eHNe aBTOBLIOOPA KaHana. [ns
BK/IIOUYEHNA BBeAUTE true)

WOP-2L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels false (oTk/1t04eHVE CMO/IL30BaHNSA
orpaHMYeHHOro cnucka kaHasnos. [Ans BKNYeHUs BBeanTe true)
WOP-2L(config):/interface/wlan0/wlan/radio-2g# bandwidth X (rae X — wupuHa kaHana. lNapameTp Moxet
npuHUMaTh 3HadveHune: ans Radio 1: 20, 40; Radio 2: 20, 40, 80)
WOP-2L(config):/interface/wlan0/wlan/radio-2g# tx-power X (re X — ypoBeHb MOLLHOCTY B ABM. [apaveTp
MOXET NMpUHUMaTh 3HadeHue: ana Radio 1: 11-16 abm; ang Radio 2: 11-19 abm)
WOP-2L(config):/interface/wlan0/wlan/radio-2g# save (coxpaHeHne HacTpoek)

© Cnucku AOCTYNHbIX KAHANIOB
Ana Radio 2.4 [Ty ansa BbIGOpA AOCTYMHbI CQIeAYIOUMNE KaHAJIbI:
* npu wupuHe kaHana 20 Mruy;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu wupuHe kaHana 40 MIu;
+ ecnu «control-sideband» = lower: 1,2, 3,4, 5,6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 'y, anAa BbIGOpa AOCTYNHbI CAeAYIOWNE KaHa/bI:
* npv wnpuHe kaHana 20 MIry;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153,157, 161,
165.
* Mpu wupuHe kaHana 40 Mlu;
« ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnum «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npv wnpuHe kaHana 80 MI'y;: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144,149,153, 157, 161.

5.4.1 [ononHutenbHble HacTpolikn Radio

HacTpoiika orpaHU4eHHOro CNncKa KaHasi0B

WOP-2L(config):/interface/wlan0/wlan/radio-2g# use-limit-channels true (Bx/1104eHNE YCNOIL30BaHNSA
OrpaHNYeHHOro cnMcka KaHanoB B paboTe aBTOBbIOOpa KaHas10B. 1S BbikNoueHusi BBeanTe false)
WOP-2L(config):/interface/wlan0/wlan/radio-2g# limit-channels '1 6 11' (re 1,6, 11 — kaHasibl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMblil pagmonHTepdeiic)

73



PykoBoacTBo no akcnnyatauunn WOP-2L

N3meHeHne OCHOBHOIO KaHasna

WOP-2L (config):/interface/wlan0/wlan/radio-2g# control-sideband lower (napameTp MOXeT NpUHUMATL
3HayeHue: lower, upper. Mo ymonyaHuto: a4nda Radio 1: lower; and Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBana

WOP-2L(config):/interface/wlan0/wlan/radio-2g# sgi true (Bk/10uEHVIE NCNONB30BAHNSA YKOPOYEHHOTO
3alUTHOrO MHTEpBasia ANnd nepegayn gaHHbIX — 400 HC, BMecTo 800 He. [insa oTktoveHus seeaute false)

BkntoueHune STBC

WOP-2L(config):/interface/wlan0/wlan/radio-2g# stbc true (Bk/1t04eHVE METOAA NPOCTPAHCTBEHHO-
BPEMEHHOro 6/104HOro KogMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAaAEXHOCTM nepeaayn
AaHHbIX. [na oTkntoveHns seeaute false)

BkntoueHue arperauum

WOP-2L(config):/interface/wlan0/wlan/radio-2g# aggregation true (Bk/1t0ueHvie arperaumy Ha Radio —
nognepxxkn AMPDU/AMSDU. ina otkioyeHnsa seeguTe false)

BkntoueHue Mcnosb30BaHNA KOPOTKOI npeamMoy bl

WOP-2L(config):/interface/wlan0/wlan/radio-2g# short-preamble true (Bk/104EHVIE NCMONB30BAHMA KOPOTKOM
npeamoysbl naketa. [Ana otkaoyeHnsa seeguTe false)

BkntoueHue Wi-Fi Multimedia (WMM)

WOP-2L(config):/interface/wlan0/wlan/radio-2g# wmm true (Bx/toueHvie nogaepxkn WMM (Wi-Fi Multimedia)
[na otknoveHus seeaute false)

HacTtpoiika mexaHuama DFS

HacTpoiika npon3BoanTca T0/1bKO Ha Radio 5 Ty (wlanl)

WOP-2L(config):/interface/wlanl/wlan/radio-5g# dfs X (rae X — pexxwvim pabotsl mexaHusva DFS. MoxeT
npuHUMaThb 3HadeHus: forced — MexaHn3M BbIK/IOUYEH, DFS-kaHabl 4OCTYMNHbI AN Bbloopa; auto
— MexaHu3M Bk/ItoYeH; disabled — mexaHU3M BbIk/tOUeEH, DFS-kaHas bl He AOCTYNHbI 415 Bblibopa)
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BknroyeHUue pexuma aBTOMaTUUYECKOI CMEHbI LMPUHBbI KaHana

WOP-2L(config):/interface/wlan0/wlan/radio-2g# obss-coex true (Bk/1l0HEHVIE pPEXMMA ABTOMATUYECKOIA
CMEHbI LLUMPUHbI KaHana ¢ 40 My Ha 20 Ml npu 3arpyXeHHoM paanoadompe. s oTKNHYeHUs BBeAUTe
false)

BknioueHue welinepa Broadcast/Multicast

WOP-2L(config):/interface/wlan0/wlan/radio-2g# tx-broadcast-limit X (r1e X — orpanvnyenvie nepegaqun
LLUMPOKOBELLLATENIbHOIO/MY/NILTUKACTOBOIO Tpadimka no 6ecnpoBOAHON CETU, yKasbiBAETCA NUMUT A5
LUMpPOKOBeLLaTeNbHOro Tpadinka B nak/c)

BkntoueHne QoS 1 M3MeHeHue NnapaMeTpoB

WOP-2L(config):/interface/wlan0/wlan/radio-2g# qos

WOP-2L(config):/interface/wlan0/wlan/radio-2g/qos# enable true (Bk/10ueHVIE NCNONB30BAHNSA (PYHKLNIA,
obecrneunBaroLLMx kKa4yecTBo 06¢cnyxmBaHus (Quality of Service). Ans oTkntoueHns seeguTe false)
WOP-2L(config):/interface/wlan0/wlan/radio-2g/qos# edca-ap (HacTporika napameTpos QoS TO4kM A0CTyna,
Tpadhvk nepegaeTcs OT TOUKM A0CTyNna K KNINEHTY)
WOP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# bk (HacTporika napametpos QoS A/
HU3KOMPUOPUTETHOWN ovepeam C BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO (MpropuUTeThI 802.1p: €s1, cs2))
WOP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bki# aifs X (rae X — Bpemsa oxugaHa kagpos
(dpeintmoB) AaHHbIX, U3mepsemoe B crioTax. NpuHMMaeT 3HavyeHms 1-255)
WOP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmin X (X — Hava/ibHOe 3Ha4YeHne
BPEMEHM OXnaaHns nepes NOBTOPHOWN OTNPABKOWN Kaapa, 3afgaeTcs B MunancekyHaax. MpuHuvaet
3HaueHus: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMin HEe MOXET NpeBbILLaTh 3HaYeHne cwMax)
WOP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# cwmax X (rge X — makcumasibHoe 3Ha4veHue
BPEMEHM OXUaaHns nepes NOBTOPHOWN OTNPABKOW Kaapa, 3agaeTcs B MunancekyHaax. MpuHuvaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HayeHMe cwMax A0/DKHO ObITb 60/IbLLE 3HAYEHUSA cwMin)
WOP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bk# txop X (rae X — nHTepeasn BpemeHu, B
MUIMCEKYHAAX, KOoraa KnmeHTckass WME-CTaHuma MMEeET npasa UHULMMPOBATb Nepegady AaHHbIX No
6ecnpoBoAHON cpefe K ToUke AocTyna. MakcumasibHoe 3HaYeHune 65535 MUIINCEKYHA)
WOP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap/bki# exit
WOP-2L(config):/interface/wlan0/wlan/radio-2g/qos/edca-ap# exit
WOP-2L(config):/interface/wlan0/wlan/radio-2g/qos# edca-sta (HacTpoiika napameTpos QoS cTaHuum
KNneHTa, Tpadiuk nepefaeTcsa oT CTaHUMN KNneHTa A0 TOYKM AocTyna)

MeToanka HacTpoiiku edca-sta aHanornyHa metoguke HacTpoiiki edca-ap.
HacTpolika napameTpoB 15 odepegeii be, vi, vo aHanornuHa HacTpolike napameTpos ans odyepeam bk.
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5.5 Hactpoiika DHCP onuumn 82

© Hacrpoiika DHCP onuun 82 Nnpou3BoauTCs OTAENLHO A1 KaXKA0ro paguonHTepdeiica. B gaHHOM
pasgene NnpMBoAATCS NpUMepbl HAacTpoku onuun 82 ana Radio 2.4 'y, — wlanO.

Pexumbl pabotbl DHCP snooping:

+ ignore — o06paboTka onuum 82 oTkNoYeHa. 3HaUYEeHNe No YMOTYaHUIo;
+ replace — Touka focTyna NoACTaBASET WU 3aMeHSAET 3HaYeHne onuuun 82;
* remove — TOo4YKa A0CTyna yganser 3HadyeHme onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-2L(root):/# configure

WOP-2L(config):/# interface

WOP-2L(config):/interface# wlan0 (HacTpolika 6yaet nponsBoguTbes Ansd Radio 2.4 'Tu. Ecnn Heobxogmmo
HacTpouTb 82 onuuto Ha Radio 5T, - BBeguTe wlanl)

WOP-2L (config):/interface/wlan0# common

WOP-2L (config):/interface/wlan0/common# dhcp-snooping

WOP-2L (config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BLI60p paboThl
DHCP snooping B peXume 3ameHbl Ui NoAcTaBNeHns onuun 82)

—_—
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Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTka obpaboTku onumm 82 replace, To ANA KOHUIYpUpPOBaHUS
CTaAHOBATCA AOCTYMHbI CAeayoLe napaMmeTpbl:

HacTtpoiika napameTpoB onuuu 82

WOP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (re custom -
3amMeHa cogepxummoro CID Ha 3HaveHune, ykazaHHoe B napameTpe dhcp-option-82-custom-CID. [NapameTp
MOXeT nNpuHuMaThb 3HayeHns: APMAC-SSID - 3ameHa cogepxumoro CID Ha <MAC-agpec ToUYKM gocTtyna>-
<nma SSID>. SSID - 3ameHa cofepxnmoro CID Ha nmsa SSID, K KOTOpPOMY MOoAKNHYEH KNUeHT. o
ymosnyaHuo: APMAC-SSID)

WOP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (r/e custom
- 3aMeHa cogepxmmoro RID Ha 3HaueHue, ykazaHHoe B napametpe dhcp-option-82-custom-RID. MapameTtp
MOXET NPUHUMaTb 3HadeHns: ClientMAC - 3ameHa cogepxumoro RID Ha MAC-afipec K/TIMEHTCKOIO
ycTpoicTea. APMAC - 3ameHa cogepxnmoro RID Ha MAC-agpec Touku goctyna. APdomain - 3ameHa
cofepXxumoro RID Ha fJOMEH, B KOTOPOM HaxoAmMTcst Tovka goctyna. o ymonyaHuto: ClientMAC)

WOP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (e
longstring - 3HaueHune OT 1 40 52 CMMBOJIOB, KOTOpPOe ByaeT nepeaaBatbes B CID. Ecnu 3HayeHne
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsATb CID Ha 3HaYeHne no
ymMo4aHuto: <MAC-agpec TouYkun AocTyna>-<ums SSID>)

WOP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (r1e
longstring - 3HaueHune OT 1 40 63 CMMBOJIOB, KOTOpPOE ByAeT nepeaaBartbes B RID. Ecnun 3HayeHne
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3meHATb RID Ha 3HaveHre no
ymoyaHuto: MAC-agpec KNIMEHTCKOro YyCTPOCTBA)

WOP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bc160p
pasgenutens oktetoB MAC-agpeca, KoTopbiii nepegaetcs B RID u CID. radius - B KauecTBe pasgenvrens
BbICTyNnaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default - B kauecTBe pasgenuntens BbiCTynaeT 3Hak ABOETOUNS:
AA:BB:CC:DD:EE:FF)
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5.6 Hactpoiika WDS

© Mpu koHdurypuposaHu WDS-coeuHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPONCTBax, KOTopble byayT
coeanHATbCA No WDS, B HacTpoiikax paanonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIE KaHas 1
LWwnpuHa kaHana. bonee nogpo6Hy MHDOPMAaLIMIO O HACTPOViKe paanonHTepdeinca Yepes KOMaHAHY
CTPOKY MOXHO y3HaTb B pasgesie «Hactpoiiku Radio».

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan).

HacTtpoiika WDS

WOP-2L(root):/# configure

WOP-2L (config):/# interface

WOP-2L (config):/interface# wlan1-wds0 (Bbi60p Hka WDS. BO3MOXHble 3HauveHnsa asis Radio 2.4 ITL;:
wlan0-wds0 - wlan0-wds3); ans Radio 5 I'Tu;: wlan1-wds0 - wlanl-wds3)
WOP-2L(config):/interface/wlan1-wds0# wds-5 (npu HacTporike WDS Ha Radio 2.4 [T, BBeaguTe wds-2)
WOP-2L(config):/interface/wlan1-wds0/wds-5# mac-addr XX:XX:XX:XX:XX:XX (MAC-aapec Radio-nHTtepcpeica
BCTPEUHOI TOUKMN AOCTYNA, KOTOPbIA MOXHO Y3HAaTb €C/IM BBECTM Ha BCTPEYHON TOUKE A0CTyna koMaHay
monitoring radio-interface)

WOP-2L (config):/interface/wlan1l-wds0/wds-5# exit

WOP-2L (config):/interface/wlan1l-wds0# common

WOP-2L (config):/interface/wlan1l-wdsO/common# enabled true (BktoueHve nuHka WDS. [118 OTK/IH04eHUA
BeeguTe false)

WOP-2L (config):/interface/wlan1l-wds0/common# exit

WOP-2L (config):/interface/wlanl-wdsO# exit

WOP-2L(config):/interface# wlanl (npv HacTpoike WDS Ha Radio 2.4 [T, BBeanTe wlan0)

WOP-2L (config):/interface/wlanl# wlan

WOP-2L (config):/interface/wlanl/wlan# wds

WOP-2L (config):/interface/wlanl/wlan/wds# security-mode WPA2 (BLI60p pexnma 6esonacHocTy WPA2.
Bo3MoXHble 3HaueHus: WPA, off — 6e3 naponsi)

WOP-2L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1t04/Maposib, He0OXOAUMBIN [/15
NOAK/IOYEHMS K BCTPEUYHOIN Touke AocTyna. [J/iMHa K/ioda Ao/MKHA COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WOP-2L (config):/interface/wlanl/wlan/wds# enabled true (sx/itoueHne WDS. [517 oTkntoveHus seeaute false)
WOP-2L (config):/interface/wlanl/wlan/wds# save

—_— e~~~ —

HacTpoiika BCTPeUYHO TOYKU AOoCTyna BbINOMHAETCA aHA/IOTMYHO.

5.7 CucteMHble HacTpOIiKn

5.7.1 O6HosneHue MO ycTpoitcTBa

O6HoBneHue MO Toukn goctyna no TFTP

WOP-2L(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <HasBaHue chainna NO> (nprvep:
firmware upload tftp 192.168.1.15 WOP-2L-1.2.5_build_X.tar.gz)
WOP-2L(root):/# firmware upgrade
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O6HoBneHue MO Touku goctyna no HTTP

WOP-2L(root):/# firmware upload http <URL ansa ckaumBaHusa ¢pavna MNO> (npumep: firmware upload http
http://192.168.1.100:8080/files/WOP-2L-1.2.5_build_X.tar.gz)
WOP-2L (root):/# firmware upgrade

MepekntoueHre Ha pe3epBHYO Bepcuio MO Touku gocTyna

WOP-2L(root):/# firmware switch

5.7.1.1 YnpasneHue KoHguzypayueli ycmpolticmsa

C6poc KOHhUrypaumm ycTpoiicTea B AecpOo/ITHOE COCTOSIHUE 6e3 CoOXpaHeHUsi NapaMeTpoB
Joctyna

WOP-2L (root):/# manage-config reset-to-default

C6poc KOHhurypaumm ycTpoiicTea B AecPO/ITHOE COCTOSIHME C COXPaHEHEM NapaMeTpoB AocTyna

WOP-2L(root):/# manage-config reset-to-default-without-management

CkayaTtb KOHhUrypaumoHHblii cpaiin yctpoiictea Ha TFTP-cepBep

WOP-2L(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> (nprvep: manage-config download
tftp 192.168.1.15)

3arpy3uTtb KOH(pUrypaumoHHblii thpaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-2L(root):/# manage-config upload tftp <ip-agpec tftp-cepBepa> <HasBaHue dhaiina
KOHdpurypauun> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-2L (root):/# manage-config apply (nprveHeHvie kKoHdurypawmm Ha TOUKy 40CTyna)

5.7.1.2 [Mepe3azpys3ka ycmpolicmsa

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-2L(root):/# reboot
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5.7.1.3 Hacmpolika 0ambl U BpeMeHU

KomaHAbl A4S HACTPOIKM CUXPOHU3aLUN BpeMeHu ¢ cepBepom NTP

WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
WOP-2L
30HbI)

WOP-2L(config):/date-time/commont# save (COxpaHeHne HacTpoek)

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Br/it0ueHve pexvma paboTsl ¢ NTP)

config):/date-time# ntp

config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBka NTP-cepeepa)
config):/date-time/ntp# exit

config):/date-time# common

config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHO

o~ o~ o~~~ o~~~ —~
—_— = = =

5.7.1.4 [ononHumesibHble HACMPOUKU cucmeMsbl

BkntoueHue rnoGasibHOW n3onaumuu

WOP-2L(root):/# configure

WOP-2L (config):/# system

WOP-2L(config):/systemi global-station-isolation true (Bx/it0ueHve r106as1bHON N30M1AUMS Tpadmka Mexy
KnneHTamm pasHbix VAP 1 pa3HbIx paguovHTepdeiicos. Ansa otknoveHus seeaute false)
WOP-2Lconfig):/system# save (COxpaHeHVe HacTPOeKk)

M3aMeHeHue UMeHU ycTpoiicTBa

WOP-2L(root):/# configure

WOP-2L (config):/# system

WOP-2L(config):/system# hostname WOP-2L_room2 (e WOP-2L_room2 — HOBOE 1MS YCTPOACTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LpbI,
3HaK geduc «-» (aeunc He MOXET ObITb MNOCMIEAHNM CUMBO/IOM B UMeHW). Mo ymonyaHuto: WOP-2L)
WOP-2L (config):/system# save (coxpaHeHVie HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WOP-2L(root):/# configure

WOP-2L(config):/# system

WOP-2L(config):/system# ap-location ap.test.root (i/e ap.test.root — goMeH y3na gepesa yCTPOUCTB
cucTeMbl ynpasiieHus EMS, B KOTOPOM pacnonaraeTcsi Touka gocTyna. Mo ymonyaHuio: root)
WOP-2L(config):/system# save (coxpaHeHVe HacTpoek)
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N3meHeHue napond

WOP-2L(root):/# configure

WOP-2L (config):/# authentication

WOP-2L(config):/authentication# admin-password newpassword (e newpassword — HOBbIN Naposib A1
BXO4a B CUCTEMY To4kM gocTtyna. Mo ymonuaHuio: password)

WOP-2L (config):/authentication# save (coxpaHeHne HacTpoek)

5.7.2 Hacrtpolika cepsuca APB

Cepsuc APB ucnonb3ayetcs A5 o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/THOUYEHHbIMU K CEPBUCY.

KomaHgb! Ans HacTpoiiku cepBuca APB

WOP-2L(root):/# configure

WOP-2L(config):/# captive-portal

WOP-2L(config):/captive-portal# apbd

WOP-2L(config):/captive-portal/apbd# roam_service_url <Aapec cepsuca APB>

(Mpumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-2L(config):/captive-portal/apbd# enabled true (Bx/1t0ueHrie cepeuca APB. [1115 OTK/IHOUEHNA BBEANTE
false)

WOP-2L(config):captive-portal/apbd# save
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5.7.3 MOHUTOPWHT

5.7.3.1 Wi-Fi knueHmsbli

[N BbIBOJla MOHUTOPUHIa NoAKMtoueHHbIX Wi-Fi KNMeHTOB 1Cnonb3yeTcs KoMaHaa:

monitoring associated-clients <mac-agpec knueHTa 1> ... <mac-agpec knnenta N> filter <napametp 1> ...
<napametp N>,

rae <mac-afpec KAvMeHTa 1> ... <mac-afipec KineHTa N> — mac-afpeca K/IMEHTCKUX YCTPOIACTB,

NOAK/TIOYEHHbIX K TOYKe gocTyna. [nsa Toro, 4Tobbl BbIBECTU MHDOPMALMIO N0 BCEM K/IMEHTaM BBeauUTe
BMECTO <mac-ajpeca kimeHta> all;

ﬁ“er-CﬂeuMaﬂbHoeCﬂOBO,HOCﬂeKOTOpOH)yKa3HBaDTCﬂﬂapaMEprlMOHMTOpMHﬁLHEO6XOAMMbm
0151 BbIBOAA MO K/IMEHTY/KNNeHTam;

<napametp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPVHra, HEOGX0AMMbIE A1 BbiBOAA MO
KITMEHTY/KNIMEHTaM.

[ns BbIBOAA CnvcKa NOAK/MIOYEHHbIX K TOUKE AOCTYNa KNIMEHTOB HAXXMUTE Nnocsie monitoring associated-
clients knasuwy Tab.

WOP-2L (root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all
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[na nonyyeHna cnncka napaMmeTpoB MOHUTOPUHIa nocse filter HaxxvuTe KnaBuly Tab.

WOP-2L (root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count

WOP-2L (root):/# monitoring associated-clients

index | ©

interface | wlano-vao
state | ASSOC AUTH_SUCCESS
hw-addr | 26:af:0a:30:ef:29
ssid | !!!DOC_test
ip-addr | 169.254.68.250
authorized | true
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 76

tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©

rssi-1 | -75

rssi-2 | -75

rssi | -75

snr-1 | 17

snr | 17

snr-2 | 16

tx-rate | MCS7 SGI 72.2
rx-rate | MCS7 NO SGI 65
rx-bw | 26M

rx-bw-all | 26M

tx-bw | 26M

mfp | false

uptime | 00:00:27
multicast-groups-count | ©
wireless-mode | n
perftest-capable | false
snr-rssi-capable | false
link-capacity | ©

link-quality | ©
link-quality-common | ©
actual-tx-rate | ©
actual-rx-rate | ©
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shaped-rx-rate | ©

actual-tx-pps | ©

actual-rx-pps | 1

shaped-rx-pps | ©

name | ©

Rate Transmitted Received

Total Packets: 2 176

TX success: 100

Total Bytes: 173 8877

Data Packets: 0 31

Data Bytes: 0 4488

Mgmt Packets: 2 145

Mgmt Bytes: 173 127

Dropped Packets: 0 0

Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received

dsss1 2 | 100% 37 | 21%
ofdme 0 | 0% 19 | 10%
ofdm24 0 | 0% 88 | 50%
mcs3 0 | 0% 2 | 1%
mcs4 0 | 0% 15 | 8%
mcs7 0 | 0% 14 | 8%

Multicast groups: none
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BbiBoA UH(hOpMaLUN MO KOHKPETHOMY/KOHKPETHbIM KIMEHTY/K/IMeHTam

WOP-2L (root):/# monitoring associated-clients bc:2e:f6:cc:85:46 (€CTb BO3MOXHOCThL YKa3aTb HECKOJSIbKO
mac-afpecos, Harnprvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:e0:a4)

index | 1

interface | wlanl-va2

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | bc:2e:f6:cc:85:46

ssid | 2ac-enter

ip-addr | 160.24.80.90

hostname | HUAWEI_P46_Pro-8lafe9c34a
username | tutu

domain | enterprise.service.root
authorized | true

captive-portal-vap | false

enterprise-vap | true

rx-retry-count | 9

tx-fails | ©

tx-period-retry | ©

tx-retry-count | 1

rssi-1 | -39

rssi-2 | -57

snr-1 | 14

snr-2 | 13

tx-rate | MCS15 NO SGI 130

rx-rate | MCS15 NO SGI 130

rx—bw | 26M

rx-bw-all | 26M

tx-bw | 26M

uptime | 60:01:12
multicast-groups-count | ©

wireless-mode | ac

perftest-capable | false

snr-rssi-capable | false

link-capacity | 100

link-quality | 100

link-quality-common | 99

actual-tx-rate | 1

actual-rx-rate | ©

shaped-rx-rate | ©

actual-tx-pps | 1

actual-rx-pps | ©

shaped-rx-pps | ©

name | 1

Rate Transmitted Received
Total Packets: 312 483
TX success: 100
Total Bytes: 112678 55795
Data Packets: 308 295
Data Bytes: 104438 43445
Mgmt Packets: 4 188
Mgmt Bytes: 232 240
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Rate Transmitted Received

ofdmé 21 | 6% 103 | 21%
ofdm24 0 | 0% 105 | 21%
mcs7 15 | 4% 0 | 0%
mcs12 41 | 13% 0 | 0%
mcs13 43 | 13% 0 | 0%
mcs14 0 | 0% 4 | 0%
mcsl1l5 192 | 61% 270 | 56%

Multicast groups: none

dunbTpaums napaMeTpoB MOHUTOPUHIA

WOP-2L (root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOA, OrpaHNYEHHOIO KOIMYeCcTBa NapaMeTpoB MOHUTOPUHIA MO ONpeaesieHHOMY K/IMEHTY. ECTb
BO3MOXHOCTb YKa3aTb HECKO/IbkO MAC-apecoB)

hw-addr | 32:5b:60:62:e0:a4
ip-addr | 10.24.80.58
tx-rate | MCS15 NO SGI 270
rx-rate | MCS14 NO SGI 117
uptime | 00:07:57

WOP-2L (root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBOA, OrPaHNY€HHOro Ko/iMyecTBa napameTpoB MOHUTOPUHIA MO BCEM K/IMEHTaMm)

hw-addr | 32:5b:60:62:€0:a4
rssi-1 | -24

rssi-2 | -24

wireless-mode | n

interface | wlanl-va0@

hw-addr | bc:2e:f6:cc:85:46
rssi-1 | -38

rssi-2 | -53

wireless-mode | ac

interface | wlanl-va2
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5.7.3.2 WDS

Ana moHuTopuHra WDS-coeMHeHnin Ncnosb3yeTcs KoMmaHaa:

monitoring wds-entries <mac-agpec BCTPeYHOI TOUKM JocTyna 1> ... <mac-afpec BCTPEYHON TOUKU
poctyna N> filter <napametp 1> ... <napameTp N>,

rae <mac-afjpec BCTPEYHON TOUKM AoCTyna 1> ... <mac-afipec BCTPEYHOI ToUkM focTyna N> — mac-agpeca
BCTPEYHbIX TOYEK AOCTYNa, C KOTOPbIMU NOCTPOEHbI WDS-MOCTbI. [1/151 TOro, YUTOObI BbIBECTU MH(DOPMALMIO
Mo BCEM BCTPEYHbIM TOUKaM BBeAMTE BMECTO <mac-afpeca BCTPeYHOI Touku goctyna> all;

filter - cneunansHoe cNoBO, NOC/E KOTOPOTO YKa3blBaOTCA NapamMeTpbl MOHUTOPUHTA, HEOGX0AVMbIE
L1151 BbIBOZA MO OAHOM UM HECKO/TbKUM BCTPEYHBIM TOUKaM A0CTYNa,;

<napameTp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPUHIA, HEOOX0AMMbIE A1 BbiBOAA MO
OZLHOI W/ HECKO/IbKMM BCTPEYHbIM TOUKaM A0CTyna.

[nsi BbIBOZA CNMCKa TOUeK A0CTYNa, C KOTOPbIMU NocTpoeHbl WDS-MOCTbI, HAXMUTe nocsie monitoring wds-
entries knaeuwly Tab.

WOP-2L(root):/# monitoring wds-entries <Tab>

e8:28:cl1:d1:43:15
e8:28:cl:da:ch:80
all

[Nsi nonyyeHus cnincka napamMeTpoB MoHUTopuHra nocre filter HaxmuTe knasuuy Tab.

WOP-2L(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBopg, I/IH(bOpMaLWIVI no BCeM BCTPEYHbIM TOYKaM goctyna

WOP-2L (root):/# monitoring wds-entries (/111 monitoring wds-entries all)

link-capacity
link-quality

90 (not changed)
100 (not changed)

index | ©
interface | wlanl
state | WIFI_WDS
hw-addr | e8:28:c1:d1:43:15
ip-addr | 16.24.80.35
hostname | woP-2L
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -25
rssi-2 | -20
snr-1 | 40
snr-2 | 39
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 26M
uptime | 00:02:44
multicast-groups-count | ©
wireless-mode | ac
eltex-firmware-version | 1.2.5 build X
eltex-board-type | woP-2L
perftest-capable | false
snr-rssi-capable | false
I
I
link-quality-common | 100
actual-tx-rate | ©
actual-rx-rate | 5
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | 8
shaped-rx-pps | ©
name | ©
Rate Transmitted Received
Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
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ofdmé
ofdms54
nss2-mcso
nss2-mcsl
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

Multicast groups: none

index
interface
state

hw-addr
ip-addr
hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

snr-1

snr-2
wds-interface
tx-rate
rx-rate

rx—bw
rx-bw-all
tx-bw

uptime

multicast-groups-count

wireless—-mode

eltex-firmware-version

eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Transmitted

Received

7%

1

wlanl

WIFI_WDS
e8:28:cl:da:cbh:80
10.24.80.40
WOP-2L

false

false

false

10

0

0

0

=75

=70

40

39

wlanl-wds2

VHT NSS2-MCS8 SGI 173.3
VHT NSS2-MCS8 NO SGI 156
20M

20M

20M

00:07:15

0

ac

1.2.5 build X
WOP-2L

false

false

90 (not changed)
100 (not changed)
100

© © 0o o U o

12

~N DDA N0 O 0O O
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Rate Transmitted Received

Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |
Mgmt Bytes: | 268 | 444 |
Rate Transmitted Received

ofdmé | 7 | 13% 12 | 0%
ofdms4 | 1 | 1% 0| 0%
nss2-mcso | 4 | 7% 6 | 0%
nss2-mcsl | 4 | 7% 8 | 0%
nss2-mcs2 | 4 | 7% 6 | 0%
nss2-mcs3 | 4 | 7% 6 | 0%
nss2-mcs4 | 4 | 7% 7| 0%
nss2-mcs5 | 4 | 7% 4 | 0%
nss2-mcsé6 | 4 | 7% 7| 0%
nss2-mcs7 | 9 |  16% 24 | 1%
nss2-mcs8 | 8 | 15% 2044 | 96%

Multicast groups: none
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BbiBopg, I/IH(bOpMaLWIVI no Op.HOI7I NN HECKOJTbKUM BCTPEYHbIM TOYKaM AocTtyna

WOP-2L (root):/# monitoring wds-entries €8:28:c1:d1:43:15 (eCTb BO3MOXHOCTb yKa3arTbk HECKOJIbKO mac-
aZpecos, Harpvmvep, monitoring wds-entries €8:28:c1:d1:43:15 e8:28:c1:da:cb:80)

link-capacity
link-quality

index | ©
interface | wlanl
state | WIFI_WDS
hw-addr | e8:28:c1:d1:43:15
ip-addr | 16.24.80.35
hostname | woP-2L
authorized | false
captive-portal-vap | false
enterprise-vap | false
rx-retry-count | 10
tx-fails | ©
tx-period-retry | ©
tx-retry-count | ©
rssi-1 | -25
rssi-2 | -20
snr-1 | 40
snr-2 | 39
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 26M
uptime | 00:02:44
multicast-groups-count | ©
wireless-mode | ac
eltex-firmware-version | 1.2.5 build X
eltex-board-type | woP-2L
perftest-capable | false
snr-rssi-capable | false
I
I
link-quality-common | 100
actual-tx-rate | ©
actual-rx-rate | 5
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | 8
shaped-rx-pps | ©
name | ©
Rate Transmitted Received
Total Packets: | 53 | 2125 |
TX success: | 100 | |
Total Bytes: | 4300 | 261666 |
Data Packets: | 48 | 2120 |
Data Bytes: | 2496 | 193382 |
Mgmt Packets: | 5 | 5 |

90 (not changed)
100 (not changed)
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Mgmt Bytes: | 268 | 444 |

ofdmé | | 13% 12
ofdm54 | | 1%
nss2-mcso | | 7%
nss2-mcsl | | 7%
nss2-mcs2 | | 7%
nss2-mcs3 | | 7%

I I

I I

I I

I I

I I

nss2-mcs4 7%
nss2-mcs5 7%
nss2-mcs6 7%
nss2-mcs7 16%
nss2-mcs8 15%

~N DDA N0 O 0O O

Multicast groups: none

dunbTpayus napameTpoB MOHUTOPUHTA

WOP-2L(root):/# monitoring wds-entries €8:28:c1:d1:43:15 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOA, OrpaHNYE€HHOro KoMnMyecTBa napaMeTpoB MOHUTOPUHIA N0 ONpeaesieHHOoM Touke aocTyna.
ECcTb BO3MOXHOCTb yKa3aTb HECKO/IbKO MAC-aZipecoB)

hw-addr | e8:28:c1:d1:43:15
ip-addr | 10.24.80.35

tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS1-MCS4 NO SGI 39
uptime | 00:06:32

WOP-2L(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-interface eltex-
firmware-version (BbIBOZ, OrpaHM4YeHHOro Kosin4yecTsa napaMmeTpoB MOHUTOPUHIA NO BCEM TOYKaM

aoctyna)
hw-addr | e8:28:c1:d1:43:15
rssi-1 | -25
rssi-2 | -20
wireless-mode | ac
I

wds-interface wlanl-wdsl

hw-addr | e8:28:cl:da:ch:80
rssi-1 | -75
rssi-2 | -70
wireless-mode | ac
I

wds-interface wlanl-wdsl
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5.7.3.3 UHepopmayusi 06 ycmpolicmse

WOP-2L (root):/# monitoring information

system-time: 09:15:16 28.10.2021
uptime: 15:45:10

software-version: 1.2.5 build X
secondary-software-version: 1.2.5 build X
boot-version: 1.2.5 build X
memory-usage: 67

memory-free: 34

memory-used: 71

memory-total: 105

cpu: 0.28

is-default-config: true

board-type: WOP-2L

hw-platform: WOP-2L
factory-wan-mac: E8:28:C1l:xXx:XX:XX
factory-lan-mac: E8:28:C1l:xXx:XX:XX
factory-serial-number: WP39000059
hw-revision: 1vl
session-password-initialized: false
ott-mode: false

last-reboot-reason: firmware update
test-changes-mode: false
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5.7.3.4 Cemesasi uHhopmayusi

WOP-2L (root):/# monitoring wan-status

interface: bro
protocol: dhcp
ip-address: 192.168.1.15
mac: e8:28:Cl:ixX:iXX:iXX
mask: 255.255.255.0
gateway: 192.168.1.1
DNS-1: 192.168.1.100
DNS-2:

rx-bytes: 4864149
rx-packets: 13751
tx-bytes: 2462399
tx-packets: 20753

WOP-2L (root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WOP-2L (root):/# monitoring arp

# IP MAC

0] 10.24.80.65 14:dd:a9:el:xx:xx
1 10.24.80.98 18:c0:4d:dd:xx:xx
2 10.24.80.1 e0:d9:e3:e8:xx:xXx

WOP-2L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 10.24.80.1 0.0.0.0 uG bro
10.24.80.0 0.0.0.0 255.255.255.0 u bro
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5.7.3.5 becrnposodHble uHMepghelicsbl

WOP-2L(root):/# monitoring radio-2

hwaddr: E8:28:C1l:xX:XX:XX
status: on

noise-1: -100

noise-2: -100
utilization: 21

channel: 11

thermal: 30

bandwidth: 20

frequency: 2462

WOP-2L(root):/# monitoring radio-5

hwaddr: E8:28:C1l:xX:XX:XX
status: on

noise-1: -100

noise-2: -100
utilization: 0

channel: 132

thermal: 31

bandwidth: 20

frequency: 5660

5.7.3.6 >KypHan cobbimuli

WOP-2L (root):/# monitoring events

Jan 23 00:00:07 WOP-2L daemon.info syslogd[925]: started:

Jan 23 00:00:09 WOP-2L daemon.info configd[955]:

successfully.
Jan 1 03:00:14 WOP-2L daemon

Jan 1 03:01:17 WOP-2L daemon
on 192.168.1.15.

Jan 23 07:17:14 WOP-2L daemon
6B ssid: 'WOP-2L_2.4GHz' 1into0

.info networkd[987]: Networkd started

.info networkd[987]: DHCP-client:

.info monitord[1055]: event:

PykoBoacTso no akcnayatauum WOP-2L

BusyBox v1.21.1

The AP startup configuration was loaded

Interface br0 obtained lease

'associated' mac: E4:0E:EE:BD:AE:
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5.7.3.7 CkaHuposaHue 3aghupa

© Bo Bpems OCyLLECTBMEHNSA CKAHUPOBaHKA 3thunpa paguonHTepdeiic ycTpolicTea 6yAeT OTK/IHUEH, UTo
npuBeaeT K HEBO3MOXHOCTN nepefayn gaHHbix Ao Wi-Fi KnneHToB BO BpeMs CKaHUPOBaHWUS.

WOP-2L (root):/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm Bandwidth,
MHz

11 TEsh_testl11l1l AP wpa CC:9D:A2:C7:A2:E0 1 -39 20
EltexWiF1 AP off EO:D9:E3:49:D5:00 1 -50 20
Eltex-WLC-Local AP wpa CC:9D:A2:FF:B2:03 6 -68 20
TEst_Ent AP wpa CC:9D:A2:C7:DF:DO 11 =75 20
sdd_wlc_enterprise AP wpa E8:28:C1:FC:D6:41 1 =77 20
WLC30_sddl AP wpa E8:28:C1:FC:D6:40 1 =77 20
wLC AP off EO:D9:E3:49:79:01 1 =77 20
Rostelecom AP off E8:28:C1:EC:DE:21 11 -78 20
VIP_test AP off EOQ:D9:E3:73:06:F2 6 =79 20
i-cisco-ent AP wpa 7C:21:0E:E2:76:C0 1 -80 20
Test_Astra_Ted AP off E4:5A:D4:E4:D3:F3 1 -80 20
Karandashev_Enterprise AP wpa EQ:D9:E3:73:06:F3 6 -80 20
i-cis—-MAB AP off 7C:21:0E:E2:76:C2 1 -80 20
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5.7.3.8 CnekmpoaHasiuzamop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
Pe3ynbTar BbIBOAUTCA B NPOLIEHTax.

© Bo Bpemst paboTbl CekTpoaHamsaTopa nPoMCXOANT OTK/IHUEHNE BCEX K/IMEHTOB OT TOUKM AOCTYynNa.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.

© CnektpoaHanusartop paboTaeT TOMLKO Ha Tex KaHasax, KoTopble ykasaHbl B napametpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO AN
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4to6bI 6611 NPON3BEAEH aHA/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
paanovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepdpeiica Ha false. NMocne nonyyeHns pesynbTaTtoB paboTbl CNEKTPOaHaIN3aTOpa, BEPHUTE
3Ha4yeHune use-limit-channels o6paTHO K UCXxoQHOMY 3HaYEHUO true.
C 6o0nee noapo6HOi MHdhopMaLmei 0 HacTpoike pagnonHTepderica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».
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PyKOBOZACTBO Mo akcnsyatauum WOP-2L

WOP-2L(root):/# monitoring spectrum-analyzer

Channel| CCA

1] 81%
2| 40%
3] 14%
4] 10%
5| 36%
6| 60%
7| 40%
8| 8%
9| 14%
10| 38%
11|  75%
12| 37%
13| 18%
36| 14%
40| 12%
44|  10%
48| 18%
52| 3%
56| 5%
60| 8%
64| 6%
132 0%
136 0%
140| 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165 1%
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6 CnncokK naMmeHeHun

Bepcusa gokymeHTa

Bepcua 1.4

Bepcusa 1.3

Bepcusa 1.2

Bepcua 1.1

Bepcusa 1.0

Bepcusa nporpammHoro obecneyexus 1.6.2

Jarta Bbinycka

17.03.2023

22.06.2022

24.01.2022

30.06.2020

16.03.2020

PykoBoacTso no akcnayatauum WOP-2L

CopepXaHne N3MEeHEHNIA

CuHxpoHu3aums ¢ sepcuein MO 1.6.2
[ob6aBneHo:

+ 5.5 Hactpoiika DHCP onuumn 82
M3meHeHo:

5 MeHto «Radio»
6.2 NogmeHto «VAP»

6.
5.

CuHxpoHusaums ¢ Bepcueii MO 1.2.5
VcnpasneHo:

+ 2.3 TexHnyeckne napamMmeTpbl yCTpoiicTBa
+ 5.8.2 NogmeHto «JocTyn»

CwuHxpoHusaums ¢ sepcueii MO 1.2.2

[ob6aBneHo:

4.2 NogmeHio «WDS»

.7 MeHto «WDS»

.2.1 HacTpolika ceTeBbIx NapamMeTpoB C
OMOLLBI YTUNUTLI set-management-vlan-mode
.2.2 HacTtpoiika ceTeBbIx napameTpos IPv6

.5 Hactpoiika WDS

.6.5 [lononHWTeNbHbIE HACTPOIKN CUCTEMBI
.8.2

.8.7

WDS
CkaHupoBaHue achmpa

VicnpasneHo:

2.2 XapakTepucTuka ycTponcTsea

5.6.1 MNMogmeHo «CyMmMapHO»

5.6.2 MogmeHio «VAP»

6.3.5 [lononHutesnbHble HacTpoiikn VAP
6.8.1 Wi-Fi knneHTbl

6.8.3 NHhopmauus 06 ycTpoiicTee

CuHxpoHusauus c Bepcuein 1.1.0

MepBas nyb6nvkaums
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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