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PykoBoacTBO no akcnnyartauun WEP-2L

1 BeBegeHune

1.1 AHHOTaumA

CoBpeMEHHbIE TEHAEHLMMN Pa3BUTKSA CBS3W AUKTYIOT onepaTopaM HeobxoAMMOCTb Noucka Havbonee
ONTVMasIbHbIX TEXHO/IOTWIA, NO3BO/IALLMX YAOBIETBOPUTL CTPEMUTE/ILHO BO3pacTatoLLe NOTPE6GHOCTH
abOHEHTOB, COXPaHssA NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCTb PA3BUTUSI U COKpaLLeHme
3aTpaT Ha npeAocTaB/ieHre pas/IMYHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMNOMMM BCe 60/bLUE HAGUpatoT
060pOThbl, U K JaHHOMY MOMEHTY OHU 3a KOPOTKOE BPEMSI MPOLL/IN OFPOMHbINV MyTb OT HECTAOWBHBLIX
HWU3KOCKOPOCTHBIX CEeTell CBSA3N Masioro paauyca ao ceteii LM/, conocTaBiMbIX NO CKOPOCTM C NPOBOAHbLIMM
ceTaAMM 1 06/1a4aKLWMNX BbICOKMMU KPUTEPUSIMU K KQUECTBY NPeaoCTaB/IEHNS YCYT.

OcHoBHoEe npegHasHayeHne WEP-2L — ycTaHOBKa BHYTPY 34aHWi B Ka4ecTBe TOUKM A0CTyNa K pa3fInyHbIM
pecypcam ¢ co3gaHnem 6ecLIOBHOV 6ecrnpoBOAHON CETU U3 HECKO/IbKNX NOAEHTUYHBLIX TOYEK AocTyna
(«POYyMUHI»), €CIM TEPPUTOPUSI MOKPBITUS [OCTATOUYHO BEJIMKA.

B HacTosLEM PYKOBOACTBE MO 3KCMyaTalmmn N3/TI0KEHbI Ha3HAYEHNE, OCHOBHbIE TEXHUYECKME
XapaKTePUCTUKIN, KOHCTPYKTUBHOE UCMOSTHEHWE, NpaBuia 6e30nacHoi akcnayaTauuy yCTpoicTBa, a Takke
pekoMeHAaLMM No ero yCTaHOBKE U HacTPOIKe.

1.2 YcnoBHble 0603HaYeHns

MNpumeyaHua n npegynpexaeHus

© MpumeuaHus copepXaT BaxHYH0 MHGOPMALMIO, COBEThI MM PEKOMEH/ALMN MO UCMO/b30BaHMIO 1
HaCTpolike yCcTponcTaa.

@ MpepynpexaeHnsi MHOPMUPYIOT NOML30BATESNSA O CUTYaLMAX, KOTOPbIE MOTYT HAaHEeCTU Bpes,
YCTPOWACTBY WM YE/TOBEKY, MPUBECTU K HEKOPPEKTHOI paboTe yCTPoiicTBa UK NOTepe JaHHbIX.




PykoBoacTBO no akcnnyartauun WEP-2L

2 OnucaHue n3aenus

2.1 Ha3HauyeHue

[na BO3MOXHOCTU NpefocTaB/ieHns AOCTyna nosib3oBaTesieil K BbICOKOCKOPOCTHOM 1 6e30nacHol ceTu
paspaboTaHa 6ecnpoBogHas Touka goctyna WEP-2L.

OCHOBHbIM Ha3HayYeHMeM yCTPOICTBA ABNSETCA co3faHe 6ecnpoBOAHON ceTu nepesayn gaHHbIX L2-ypoBHSA
Ha CTbiKe ¢ NpoBogHoi ceTblo. WEP-2L nogkntoyaetcs k npoBogHoi cetn yepes 10/100/1000M Ethernet-
NHTEpPJIENC 1 C NOMOLLbIO CBOMX paanonHTepdelicoB co3gaeT 6ecnpoBOAHON BbICOKOCKOPOCTHOM AOCTYN A1
YCTPOWCTB, nogaepxunsatomx TexHonoruo Wi-Fi B gnanasore 2.4 n 51Tu,.

YCTPOICTBO COAEPXUT ABa paanovHTepdeiica ansi opraHnsaumm Asyx omanyeckmx 6ecnpoBofHbIX CeTell.

WEP-2L nogaepxusaeT coBpeMeHHble TpeboBaHNS K Ka4eCTBY CEPBMCOB U NO3BONSAET nepefasaTtb Hanboee
BaXXHbI Tpadmk B 60s1ee NPUOPUTETHLIX OYepPeaX MO CPpaBHEHUIO C 06bIYHBbIM. [propuTH3aums
obecneunBaeTcs cneayrowmmm TexHonormsamm QoS: CoS (cneunanbHble meTky B none VLAN-naketa) n ToS
(meTkun B none IP-nakeTa). PyHKUMOHaN co3ganms npaeui ACL n noaaepxka welinvHra Tpadgmka Ha Kaxaom
VAP no3BonisieT B NOSIHOW Mepe ynpasnisaTh AOCTYNOM, KAYECTBOM CEPBUCOB M OrpaHNYeHUsIMUN Kak A/15 BCeX
abOHEHTOB, Tak 1 A/19 KaXA0ro B YaCTHOCTW.

YCTPOICTBO OPUEHTMPOBAHO Ha YCTAHOBKY B 0huchl (rocyupexaeHns, KoHhepeHL-3asbl, tabopaTopum,
rOCTVHWLBI U 4p.). BO3MOXHOCTb CO3aHNsA BUPTYaslbHbIX TOYEK AOCTYyNna ¢ Pa3/IMyHbIMU TUNaMm WdpoBaHUs
nossonset yctaHasnmeatb WEP-2L B opraHusaumsx, rae TpebyeTtcs pasrpaHmyeHve npas 4ocTyna Mexay
06bIYHLIMW MON1b30BATENAMY U BblAENEHHBIMY TPyNnamMun nosib3oBaresnei.

2.2 XapaKTepuCTUKK YCTPOMCTBa
Numepagbelicnbi:

* 1 nopt Ethernet 10/100/1000BASE-T(RJ-45) c noaaepxkoii PoE;
e Wi-Fi 2.4 Ty IEEE 802.11b/g/n;
e Wi-Fi 51Ty IEEE 802.11a/n/ac.

PyHKYyuu:
Bo3moxxHocmu WLAN:

noaaepxka ctaHgaptoB IEEE 802.11a/b/g/n/ac;
noaaepxka ctaHgapToB poymuHra IEEE 802.11r/k/v;
arperaumsi gaHHbIx, Bkntoyast A-MPDU (Tx/Rx) n A-MSDU (Rx);
npuopuTeThbl U NIaHNpPoBaHWe naketTos Ha ocHose WMM,;
n30/1AumMa aboHEHTOB B Npeaenax ogHoro VAP;
aBTOBbIOGOP KaHaNa;

ANHaMuYeckunii Bbibop yacTtoTbl (DFS);

nogaepxka ckpoitoro SSID;

14 BUpTyasibHbIX TOYEK AOCTYNa;

06Hapy)XeHne CTOPOHHUX TOYEK [OCTYNa;
crnekTpoaHanusartop;

noaaepxka 6ecnpoBoaHbix moctoB (WDS);

nogaepxka APSD.

Cemesble thyHKYUU:

* aBTOMAaTM4YECKOE COrflacoBaHNe CKOPOCTU, AYNNIEKCHOIO PEXMMA N MEPEK/TIOUHEHUS MEXOY peXMMaMM
MDI n MDI-X;

noaaepxka VLAN (Access, Trunk, General);

DHCP-knuneHT;

nogaepxka GRE;

nogaepxka GRE over IPsec;
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* BO3MOXHOCTb nepegayn aboHeHTCKOro Tpadinka BHe TyHHenew;
e nogaepxka ACL,;

e nogaepxka NTP;

e nogaepxka Syslog;

e nogaepxka IPve;

e nogaepxka LLDP.

®dyHkyuu QoS:

* NpYOPUTET U NJIaHNPOBaHME NakeToB Ha OCHOBE Npodnner;

e OrpaHu4yeHne NpPonyckHON cnocobHOCTM ansa kaxaoro VAP,

e OrpaHMyeHne NPornyckHOW CNOCOBGHOCTN 15 KaXKA0r0 KNEHTa,;
¢ 13MeHeHue napametpos WMM.

be3onacHocms:

e LieHTpasim3oBaHHas aBTopu3aumsa Yepe3 RADIUS-cepeep (WPA Enterprise);
e WwncbpoBaHue gaHHbix WPA/WPA2;

e nogaepxka Captive Portal;

¢ aBTOpM3aumsa yepes RADIUS-cepBep npu BXoAe Ha yCTPOICTBO.

Ha pucyHke 1 npuBefeHa cxema npumeHeHus o6opyposaHna WEP-2L.

’ﬁ APM /

? onepartopa e LWnwo3

Cepeep
DHCP, RADIUS

PucyHok 1 — ®yHKLMOHaIbHasA cxema ucnosb3oBaHna WEP-2L
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2.3 TexHuuyeckue napameTpbl yCTPOicTBa

Tabnmua 1 — OCHOBHbIE TEXHUYECKME napamMeTpbl

MapameTpbl MHTEepdpeiica Ethernet
KonunuecTtso noptos

DneKkTpuyeckuii pasbem

CkopocTb nepegauu

Mopaepxka ctaHAapToB

MapameTpbl 6ecnpoBogHOro uHTepdeiica
CraHgapThl

YacToTHbI gMana3oH

Moaynsauusa

Paboune kaHanbl

CkopocTb nNepefaun AaHHbIX

MakcumanbHoe KONnM4ecTBo 0HOBPEMEHHbIX
ceccuit

MakcrMasibHasi MOLHOCTb nepeaaTymnka
KoadhpmumneHT ycnneHns BCTPOEHHbIX aHTEHH

quCTBMTeﬂbHOCTb NnpneMHrkKa

Be3onacHocTb

Mopaepxka 2x2 MIMO

1
RJ-45

10/100/1000 M6uT/c, aBToONpeaeneHue
BASE-T

802.11a/b/g/n/ac
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2401-2483 MI'L)
802.11a/n/ac:

* 36-64 (5170-5330 ML)
* 100-144 55490—5730 MI'U,;
* 149-165 (5735-5835 MIL

802.11n: go 300 M6uT/c
802.11ac: po 867 Méut/c

24T1Tu: 127
5ITu: 127

2.4T1Tu: po 20 abm
51Ty go 20 abm

24T1Tu: ~5 abn
51Tu: ~5 abn

2.4TTuy: po-94 nbm
51Tu: go-94 pbm

LleHTpasi3oBaHHasi aBTopusauys yepes RADIUS-cepeep (802.1X WPA/
WPAZ2 Enterprise)

wndgpoBaHne gaHHbix WPA/WPA2

nopaepxka Captive Portal
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YnpaBneHue
YpaneHHoe ynpasreHue web-nHtepgeiic, Telnet, SSH, CLI, SNMP, NETCONF
OrpaHnyeHue goctyna no naporsto, ayteHTncpmkaumnsa yepes RADIUS-cepsep

O6wue napameTpbl

Flash-namsaTtb 32 MB SPI-NOR Flash

RAM 128 Mb DDR2 RAM

MuTtaHne PoE 48 B/56 B (IEEE 802.3af-2003)
MoTpebnsemast MOLHOCTb He 6oniee 10 BT

Pabounii gnana3oH Temnepatyp oT +5 g0 +40 °C

(z)sngcMTeanaﬂ BNaXHOCTb Npu Temnepatype 1o 80 %

ra6apuThl (QUameTp X BbICOTA) 200 x 40 mm

Macca 0,4 xr

Cpok cnyxo6bl He meHee 15 net
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2.4 [narpammbl HanpasBJEHHOCTU

Ha pucyHkax Huke npeAcTaBneHbl AuarpaMmbl HanpaBIEHHOCTW YCTPOCTBa.

MonoxeHwne nNpun nsmepeHnn

AZIMUTH (X2) ELEVATION (YZ)

s

{}GE (POE)
AvanasoH 2.4 Ty,
a» a»
z . Y
105 7 105 7
120 60 120 60
135 45 135 f\
150 0 150 30
165 165 15
Z
180 180
3025 20 -15 -10 - [
195 195 345
210 210 330
25 25
240 240
255 255 0 285
AnanasoH 5Ty,
* 3
z Y
7 105 5
6 120 60
45 135 45
30 150 30
15 165 15
X 4
= = = > 180 >
Jo25 20 15 -0 -5 /0 Jo-25- 20 15 -10 5 J0
195 195 345
210 210
25 25
20 20
255 70 285 255 0 285
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2.5 KOHCTPYKTMBHOE MCNOJSIHEHME

YctpoiictBo WEP-2L BbINOSIHEHO B N1AaCTUKOBOM Kopryce.

2.5.1 OcHoBHasi NaHesnb yCTPONnCTBa

BHelwHnii Bua naHenu yctpoiictBa WEP-2L npuBegeH Ha pucyHke 2.

- B |\ T ~
— I TN N
” >= — 7 L — Y I \ e
— - | \ GE (POE = N\ — =\

3
PucyHok 2 — BHelUHWiA BUA, 0cHOBHOWM naHenn WEP-2L

Ha ocHoBHoOW naHenn yctpolictBa WEP-2L pacnonoxeHbl cneayolimne CBETOBbIE MHANKATOPbI, pa3beMbl U
opraHbl ynpasneHus (tTaénuvua 2).

Tabnuua 2 — OnncaHne NHAMKATOPOB, MOPTOB U OPraHoOB yrpaBeHUs

dnemMeHT naHenu OnucaHue

1 LAN CBeToBas nHauKauusa coctosiHusi nopta GE (PoE)

2  GE (PoE) MopT GE gns noakntoyeHust nutaHms PoE

3 F KHonka cbpoca K 3aBOACKMM HaCTpOiKam

4 Wi-Fi ViHankaTopbl akTMBHOCTM cooTBeTcTByrLWmMX Wi-Fi moaynei

11
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2.5.2 BepxHssa naHesib yCTpoincTea

BHewHWiA Bug, BepxHel naHenn yctpoinctea WEP-2L npuBefeH Ha pucyHke 3.

PucyHok 3 — BHelwHWin BUA, BepxHei naHenn WEP-2L

Ta6nuua 3 — OnucaHne UHAVMKATOPOB BEPXHEN NaHesnm

ANnemMeHT naHenu OnucaHue

1 Power VHagmkaTop ctatyca paboTbl yCcTpoiicTBa

12



2.6 CeTtoBas nHaukaums

PykoBoacTBO no akcnnyartauun WEP-2L

TekyLee cOCTOSAHME YCTpoCcTBa oTobpaxkaeTcs npu nomowm nHankatopos Wi-Fi, LAN, Power. MepeyeHb
COCTOSIHUIA MHAMKATOPOB NpuBeAeH B Tabnuvue 4.

Tabnuua 4 — CeToBas MHAMKaLMA COCTOAHUSA YCTPOICTBa
NHaukaTop CocTosiHue nHaukKaropa
Wi-Fi 3eneHblii, ropuT NOCTOAHHO

LAN

Power

3eneHblid, MuraeT

lopuT 3eneHblii ceeToamog (10, 100 M6uT/c)/ roput
opaHxeBblii ceeToamog (1000 M6uT/c)

MwuraeT 3eneHblil CBETOANOA

3eneHbli, FTOpUT NOCTOSHHO

OpaHXeBblii, FOPUT NOCTOSIHHO

KpacHbliA, ropuT NOCTOSIHHO

2.7 C6poc K 3aBOACKMM HaCTpoMkam

CocTosiHue ycTpoiicTBa
Cetb Wi-Fi-aktuBHa

Mpouecc nepegayn gaHHbIX No
6ecnpoBoaHoOl ceTu

YcTaHoBNeHo coeanHeHne ¢
noaK/It04eHHbIM ceTeBblIM YCTPOUCTBOM

Mpovuecc nakeTHO nepefayn AaHHbIX N0
LAN-nHTepgoeiicy

Bk/toueHo nuTaHune ycTpoiicTBa,
HopMasibHas pa6oTta

YCTPOICTBO 3arpy>eHo, HO He nony4eH IP-
agpec no DHCP

3arpyska ycTpolicTea

[na copoca ycTpoicTea K 3aBOACKMM HACTPOKaM He06X0AMMO B 3arpy>EHHOM COCTOSIHUM YCTPOICTBa
HaXKaTb U yaepXmnBaTb KHOMKY «F» Ha npotsxeHnn 10—15 cekyHa, noka nHankatop Power He HauyHeT Muratb
opaHxeBbIM LBeToM. [MpounsoiigeT aBToMaTtuyeckas nepesarpyska ycTpoicraa.

Mpun 3aBOACKMX ycTaHOBKax byaeT 3anyuieH DHCP-knveHT. B cnyyae, ecnv agpec He 6yaeT nony4veH no DHCP,
TO y ycTpolicTBa byaet agpec — 192.168.1.10, macka noacetn — 255.255.255.0, uma nonb3oBatenis/naposb
ANns goctyna yepes web-uHTtepdpelic: admin/password.

2.8 KomnnekT nocTaBku

B KOMMAEeKT NoCTaBKN BXOAAT:

obopyposaHune pagunogoctyna WEP-2L;

KOMMJIEKT Kpenexa;

PYKOBOACTBO No akcnayaTtauum Ha CD-aucke (onumoHasbHo);
cepTudrkaT COOTBETCTBUS;

namsitka 0 AOKyMeHTaLuy;

nacnopr.

13
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3 MpaBunia n pekoMeHaaLmmn no ycTaHoBKe YCTPOocTBa

B gaHHOM pasgene onncaHbl MHCTPYKLMM MO TEXHUKE 6€30MacHOCTY, PEKOMEHAALMM MO YCTaHOBKE,
npoueaypa yCTaHOBKM 1 NOPAA0K BK/HOYEHNSA YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHMKe 6e30MacHOCTY

1. He ycTaHaBnmBaiiTe yCTPOCTBO PAAOM C UCTOYHMKAMW TeM/a U B MOMELLEHNSIX C TeMNepaTypoin Hke
5 °C wnn Bbiwe 40 °C.

2. He ucnonb3ayiite yCTPOICTBO B NOMELLEHUAX C BbICOKOIM BNaXKHOCTbIO. He noageprainte yCTPOMCTBO
BO34ENCTBUIO AbIMa, NblAN, BOAbI, MEXAHUYECKNX KONebaHnin nnn yaapos.

3. He BckpbiBaliTe Kopnyc ycTpoicTBa. BHYTpy yCTpOCTBa HET 3/1EMEHTOB, NpeAHa3HavYeHHbIX 1S
06CNyXnBaHUA Nosib3oBaTeNeM.

€ Bo u3bexaHne neperpeBa KOMMNOHEHTOB YCTPOIICTBA U HAPYLLEHUS ero pa6oTsl 3anpeLlaeTcs
3aKpbiBaTb BEHTUSALMOHHbIE OTBEPCTMSA NOCTOPOHHMM NpeaMeTaMy 1 pa3MellaTtb NpeamMeTbl Ha
NOBEPXHOCTN 060pYyA0BaHMS.

3.2 PekomeHgauuu no yctaHoBke

1. YCTpOICTBO peKOMeHAyeTCa ycTaHaBIMBaTb Ha NOTO/IKE B FOPU30HTA/IbHOM MOJIOXEHUN.

2. Mepep, yCTaHOBKOW 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha Haulyre BUAUMbIX
MeXaHMYeCKMX NoBpexaeHnii. B cnyyae obHapyxeHus NoBpexaeHuii creayeT npekpaTuTb YCTaHOBKY
YCTPOICTBA, COCTaBUTb COOTBETCTBYIOLLMIA aKT 1 06PaTUTLCA K NOCTaBLLKY.

3. Ecniv yCcTpoOWCTBO AMTENbHOE BPEMS HAXOAMI0Ch NMPU HA3KOW Temneparype, nepes Ha4asiom paboTbl
crnefyeT BblaepxaTb ero B TeYeHne AByX 4acoB Npu KOMHaTHOW TeMnepaTtype. Mocne gimTenbHoro
npebbliBaHWA YCTPONCTBA B YC/IOBUAX MOBbILLEHHOW BNIQXXHOCTN Nepes BK/IIYEHNEM BblAepXaTb B
HOPMaJIbHbIX YC/I0BUAX HE MeHee 12 yacos.

4. Mpu pasmeLLeHnn ycTpoincTea ansa obecneyeHns 30HbI NOKpbITUS cetn Wi-Fi ¢ Hannyywmmn
XapakTepucTukamy yuntbiBainTe cnegyrowme npasuna:

e YCTaHaB/vBaiTe YCTPOWCTBO B LLleHTpe 6ecnpoBOAHON CeTU.

o MyHVUMU3NPYIiTE yncio nperpag (CTeHbI, NOTOMKKU, MeGenb 1 Ap.) Mexay TOUKOol AocTyna u
Apyrumu 6ecrnpoBOfHbIMY CETEBbLIMU YCTPOMNCTBAMM.

e He ycTaHaBnuBaiiTe ycTpoiicTBo B6/1M3K (Mopsika 2 M) 3/1eKTPUYECKUX U PaanoyCTPOIACTB.

e He pekomMeHAyeTcs UCNO/b30BaTh paanoTenedoHsl 1 Apyroe obopyaoBaHue, paboTatoLlee Ha
yactote 2.4 Ty wam 5 Ty, B paguyce gelicteua 6ecnposogHoin cetn Wi-Fi.

e [pensaTcTBUA B BUAE CTEK/ISIHHbIX NOBEPXHOCTEN, METAININYECKUX KOHCTPYKLUUIA, KUPMNYHBIX 1
GETOHHbIX CTEH, a TaKke Neperopokm n3 6pyca 60/1bLWOro guameTpa, EMKOCTU C BOAOW U
3epkana 3HaunTesibHO yMeHbLlato paguyc gencteus cetn Wi-Fi. He pekomeHayeTcs pasmelleHve
C BHYTPEHHEeN CTOPOHbI hasIbLLUNOTOSKE, TaK KaK MeTasl/IM4eckunii Kapkac Bbi3blBaeT MHOIo/ly4eBoe
pacrnpocTpaHeHue curHasia u 3aTyxaHue npu NPOXoXAeHN Yepes peLleTKy kapkaca
hanbLlunoTosika. Mo 3Tol Xe NpuyrMHe He PEKOMEHYeTCs yCTaHOBKa 3a AepeBAHHbIM MOTOIKOM U
B Yry6/1eHUsIX.

5. Mpu pa3meLLeHn HECKO/TbKMX TOYEK paanyc COTbl SO/DKEH NepeceKkaTbCs ¢ coceHel COTOW Ha YpPOBHe
0T -65 f0 -70 abm. lonyckaeTcs YMeHbLUEeHMe YPOBHA curHana go -75 AbMm Ha rpaHuuax coT, ecniv He
npegnonaraeTcs ucnosb3osaHve VolP, N0TOKOBOro BUAeOBELLaHUA U APYroro YyBCTBUTENIBHOTO K
notepsm Tpacvka B 6ecnpoBoAHON CeTu.
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3.3 PacueT HE06X0AMMOr0 uncna Touek gocTyna

Mpw BbIGOpe KoNnyecTBa HEOOXOAMMbIX TOYEK [OCTYNa A/18 NMOKPbITUA NOMELLEHUA He06X0AMMO NPOU3BECTU
OLEHKY TpebyeMmoli 30HbI oxBaTa. [ins 6051ee TOYHON OLEeHKM HEOOX0AMMO NPOU3BECTU paanonccrefoBaHme
nomeLLeHus. MpnbnnsnTesbHbIN paguyc oxeaTa yBepeHHoro npuema toukm goctyna WEP-2L npu MmoHTaxe Ha
NOTOJIKE B TUMOBbLIX OPUCHLIX NoMeLleHnax: 2.4 'y — 40-50 m, 5 Ty, — 20-30 m. Mpu NOSTHOM OTCYTCTBUU
npenaTcTBuiA paguyc oxsata: 2.4 My — o 100 m, 5Ty — go 60 m.

B Tabnuue 5 npuseneHbl NpU6IN3nNTENbHbIE 3HAYEHMSA 3aTyXaHus.

Tabnvua 5 — 3HaueHus 3aTyxaHus

Matepuan N3meHeHne ypoBHA curHana, gb
24T1Ty, 5My,
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crekno -0,5 -1,7
M'mncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLTykaTypka C METa/I/IMYECKOI CETKOW -14,8 -13,2
LLinako610K -7 -11
MeTannmueckas pelueTka (sueiika 13x6 mMm, -21 -13

MeTan1 2 MM)

3.4 BbIGOp KaHA/I0B COCEACTBYIOLLMX TOYEK

Bo n3bexaHne MexkaHaIbHON MHTEPhEePEHLMIN MEX Y COCEACTBYOLLMMU TOYKaMK AOCTyNa peKOMeHayeTcs
YCTaHOBUTb HEMEPEKPbIBAKOLLMECS KaHAbI.

KaHansb!

2.402 Ty, |<7 22 MmH 2.483 Ty,

PucyHok 4 — O6wan gvarpaMmMa NepekpbITUSi YacTOTHbIX kaHanoB B 2.4 Ty,

15



Mpumep cxeMbl pacnpeaeneHs KaHasioB MexXay CoceHUMM ToUKaMu AocTyna B agnanasoHe 2.4 Ty, npw

PyKOBOACTBO Mo 3kcnayaTauum WEP-2L

WwnpuHe kaHana B 20 MI'y npvBefeH Ha PUCYHKe 5.

PucyHok 5 — Cxema pacnpegeneHumsa KaHaoB Mexay cocefHUMU ToUKamu focTyna B gnanasoHe 2.4 Ty npu
LWwrpuHe kaHana B 20 My,

AHaNI0rnM4yHo PEeKOMEHOYETCA COXPaHATb ﬂ,aHHbIVI MeXaHN3M pacnpenesieHna KaHasioB npu pacnosioxXeHnn

TOueK Mexzay aTaxamu (PUCYHOK 6).

D
- €D,
D
DG

D STy

GRW,

<y
S,

PucyHok 6 — Cxema pacnpe/ienieHnsi KaHasIoB MeX/ly COCeHMUN ToUKami A0CTYNa, PacnoIOXEHHLIMU MeXay

Mpn ncnonb3oBaHMK WINPUHBLI kaHana 40 My, B gnanasoHe 2.4 T, HET HenepekpbIBaloLWmMXCca KaHanos. B
Takux criyvasx CToUT BbIOMpaTb MakCUMaslbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

IEEE Channel #
20 MHz
40 MHz
80 MHz

160 MHz

Examples of
non-contiguous
VHT80+80 MHz

setup

PucyHok 7 — KaHauibl, ucnosibdyemole B gnanasoHe 5 'y npu wnpuHe kaHana 20, 40, 80 My,

ATaKaMin

:

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
Iseyeoesy ISSCCCEEENSS S 30058

I | I

L\

4

]
—

L vV

[
[
[

R
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4 YcTaHOBKa yCTpoiicTBa

YCTpPOCTBO MOXET 6bITb YCTAHOB/IEHO Ha MJI0CKOW NOBEPXHOCTU (CTEHA, NOTOMOK) NPU COBH0AEHUN
WHCTPYKLMIA NO TEXHMKE 6E30MNacHOCTU N peKOMeHAaLUni, NPUBEAEHHbIX BbILLE.
B KOMNIEKT NOCTaBKM BXOAMT KPEMEX A/151 YCTAHOBKM YCTPOCTBA Ha MI0CKY0 NOBEPXHOCTb.

4.1 YcTaHOBKa YCTPOMCTBA Ha CTEHY

1. 3akpenuTe NNacTUKOBbIV KPOHLUTENH (BXOAUT B KOMM/IEKT NOCTaBKM) Ha CTeHE. MNprUMep pacrnonoXeHus
M1aCTMKOBOrO KPOHLUTEHA NoKa3aH Ha pUcyHke 8:

CTeHa

NNacTUKOBbIN KPOHLLUTENH

PucyHok 8 — KpenneHve KpoHLUTeliHa Ha CTeHe

a. Mpu ycTaHOBKe KPOHLLITeHA NponycTUTe NPOBOAA B COOTBETCTBYIOLLME Nasbl HA KPOHLTEHE (PUCYHOK
8).

6. CoBmecTuTe TpW OTBEPCTUA ANA BUHTOB Ha KpOHUJTeVIHe C TaKMMKn XXe oTBePCTUAMN Ha NMOBEPXHOCTW.
C NoMOLLbI0 OTBEPTKU NPUKpPEnuTe KpOHUJTeVIH BUHTaMn K NOBEPXHOCTW.

2. YcTaHoBWTeE yCTpoiicTBO. Cxema npuBeAeHa Ha pucyHke 9:

KPOHLUTENH

YCTPOMCTBO

PucyHok 9 — YcTaHoBKa ycTpolicTea (Bug, cnepeam)

a. Mopkntounte Kabenu K COOTBETCTBYHOLLMM padbemam ycTpolicTea. OnncaHne pasbemMoB NpUBeAEHO B
pasgaene KOHCTPYKTUBHOE UCMOTHEHNE.

6. CoBMeCTUTE YCTPOMCTBO C KPOHLLTERHOM U 3athUKCUPYIiTE NONOXEHME, NOBOpaimBasl no 4acoBoii
CTperke.
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4.2 YcTaHOBKa yCTpOWCTBa Ha (asibLUNOTO/OK

@ He pexomenayeTca pasmelleHne Co BHyTPEHHEl CTOPOHBI hanbLUNOTOMKa, Tak Kak MeTannyeckuii
KapKac Bbl3bIBaET MHOIO/Ty4E€BOE PacnpOCTPAHEHNE CUTHAA U €r0 3aTyXaHne npu NPOXOXAEHNM
yepes peLLeTKy kapkaca hanbLUnoTosKa.

T — MeTaN/INYECKNi KPOHLLTENH; 2 — NnaHe b APMCTPOHT; 3 — N/1aCTUKOBbIA KPOHLLTEH; 4 — yCTPOWMCTBO.
PucyHok 10 — MOHTaX yCTPOCTBa Ha (panbLLNOTO/OK
1. 3akpenute MeTaIINYECKNii N NNACTUKOBbIN KPOHLITEVHLI Ha NOTOsIKe (pUcyHOK 10):

a. CoeanHNTE NNACTUKOBBIV KPOHLLUTENH (3) Ha chanblunoTosike ¢ MeTanimueckum (1) B cneayowem
nopsiake: METaNIMYECKUIA KPOHLUTENH -> NaHesib APMCTPOHT -> NN1IACTUKOBbIN KPOHLLUTEMH.

6. B naHenim APMCTPOHT NpopexbTe 0TBEPCTME Pa3MeEPOM C OTBEPCTUE METasl/IMUECcKOro KPOHLTENHA.
Uepes gaHHOe 0TBEpCTUE 3aBOASATCS NPOBOAA.

B. COBMECTUTE OTBEPCTUSI HA META/I/IMYECKOM KPOHLLTEAHE, NaHesIn APMCTPOHT 1 N1aCTUKOBOM
KpoHLITEelHe. [lanee COBMeCTUTE TpK OTBEPCTUSA AN1S1 BUHTOB Ha NIACTUKOBOM KPOHLUTEHE C TaKUMW Xe
OTBEPCTUSIMU HA MeTas1/InYeckoM KpoHLwTeiHe. C NOMOLLbI0 OTBEPTKM COEANHNUTE KPOHLLTEHbI BUHTAMW.

2. YCTaHOBUTE YCTPOICTBO:

a. Mopkntounte Kabenu K COOTBETCTBYHOLLMM padbemam ycTpolicTea. OnncaHne pasbemMoB NpUBeAEHO B
pasgene KOHCTPYKTMBHOE UCMOSTHEHNE.

6. CoBMecCTUTE YCTPOMCTBO C NMNACTUKOBbIM KPOHLLTERHOM 1 3aUKCUpyiiTe NOMOXeEHWE, NOBOpa4yMBas
YCTPOICTBO MO YacOBOW CTPesIKe.

4.3 TlopsfoK CHATUS YCTPOIMCTBA C KPOHLUTENHA
[ONA cHATWSI YCTPOICTBA C KPOHLWWITEHa:

1. MoBepHUTE YCTPOIACTBO NPOTMB YaCOBOV CTPENKM (PUCYHOK 8).
2. CHUMUTE YCTPOIACTBO.
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5 YnpaBneHue ycTponcTBoM vepes web-uHtepdeic

5.1 Hauano pa6oTsl

PykoBoacTBO no akcnnyartauun WEP-2L

[na Hayana paboTbl HYXXHO MOAK/IUNTLCA K YCTPOUCTBY Nno uHtepdgeinicy WAN yepes web-6paysep:

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BeBeguTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpoicTsa.

© 3asopckoii IP-agpec ycTpoiictea: 192.168.1.10, Macka nogceTu: 255.255.255.0. Mo yMonuaHuio

YCTPOWCTBO MOXET noayuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXeHNN YCTPOICTBA B OKHE Gpay3epa 0To6pasnTCsi CTpaHMLa C 3anpocoM MMEHN

nosib3oBatenia n Nnaposg.

WEP-2L

3. BeeguTe 1Msa nonb3oBatensi B CTPOKe «BBeanTe NorvH» 1 naposib B CTpoke «BBeaute naposib».

© 3aBogckue ycTaHOBKY: OMMH — admin, naposb — password.

4. HaxkmuTte KHOMKY «BoliTu». B OkHe 6pay3epa 0TKPOeTCS MEHI0 MOHUTOPWUHIa COCTOSIHUS YCTPOCTBA.

HELTEX

MOHUTOPUHT Radio VAP

Wi-Fi KnueHTb!

WDS

CTaTuCTHKa NO Tpaduky
CKaHupoBaHue adupa
XKypHan coBbITHit
CeTeBan MH(MOpPMALMA

WHpopmaLms o
pagvouHTepdeicax

UHopmauusa o6 ycTpoiicTse >

W

WEP-2L

VDS CeTeBble HaCTPOIKN

W3genue

AnnapaTtHas Bepcus
3aBoackoit MAC-agpec
CepHitHbIi HoMep
Bepcusa MO

Pe3epsHas Bepcua MO
Bepcua 3arpysyuka
CucTemHoe Bpema
Bpemsa paboTbl

3arpy3ka Liny

Mcnonb3yemas namaTtb

< OGHOBUTDL

BHeluHUE CepBUCHI Cucrtema

WEP-2L
2v2
£8:28:C1:F7:80:70

WP23002569

20 aH, 22:52:37

~
14%

@ 78 MoaiT / 108 MoairT

- (BbIxoAa)

19



PykoBoacTBO no akcnnyartauun WEP-2L

5. Npy He06XOAMMOCTY MOXHO NEPEKTIUYNTL A3bIK 0TOBpakeHUsa nHdpopmauun. Ana WEP-2L ocTynHbl
pycckas 1 aHrnviickas Bepcum web-nHtepdeiica.

WELTEX  WEP-2L

MOHWUTOPUHT Radio VAP WDS CeTeBble HAaCTPOWNKK BHeluHUe cepBUCH! Cucrema - (BbIXOA)

Wi-Fi KNuUeHTbl W3penune WEP-2L
AnnapatHas Bepcus 2v2
WDS
3aBoackoi MAC-agpec E8:28:C1:F7:80:70
CTaTUCTHKa NO TpaduKy
CepuitHblit Homep WP23002569

CkaHupoBaHue aupa Bepcus MO

JKypHan cobbiTui PesepsHas sepcua No
CeTeBan MH(MOpPMALMA Bepens 3arpy3quka
CuctemHoe Bpema
WHpopmauma o
paguouHTepdeicax Bpema paGoTbl 20 gH, 22:52:37
~

3arpy3ka Liny %
UHgopmaums 06 ycTpoiicTse > pysKka Ll 14%

Vicnonb3yemas namaTb \729 78 MGaiiT / 108 MGaiiT

< OGHOBUTBL

5.2 MNprMeHeHne KOHGUIypaLumm 1 oTMeHa N3MeHeHWi

1. MpUMEHEHVE KOHJUIypaLum

Mpn HaXkaTUn KHOMKW 3anyckaeTcsl NPoLecc CoXpaHeHUs KoHdurypaumm Bo flash-
namsiTb YCTPOCTBA U NPUMEHEHNE HOBbIX HACTPOEK. Bce HACTPOViKM BCTynatoT B cuny 6e3
nepesarpysku ycTpoiicTea.

B web-nHTepdelice ToUkM fOCTyna peann3oBaHa BuU3yasibHas MHAMKALMSA TEKYLLENO COCTOSIHMS npoLecca
NpPYMeHeHnsi HacTpoek (Tabnya 6).

Tabnmua 6 — BusyanbHasi MHAMKaLUS TEKYLLLEro COCTOSIHWSA NpoLecca NPUMEHEHUST HACTPOEK

BHewHuii  OnucaHue coCcTOsIHUSA
BUA,

‘7‘ Mocne HaxkaThsl Ha KHOMKY «MpUMEHNUTBL» NPOUCXOANT NPOLECC NPUMEHEHNS 1 3aMNUCU HACTPOEK B NaMsiTh

ycTpoiicTBa. O6 3TOM MH(IOPMUPYET 3HAUOK il B Ha3BaHWUM BKNAAKU U HA KHOMKE «[pUMEHNTb».
06 ycneLwHoM COXpaHeHUN 1 NPUMEHEHUI HACTPOEK MHADOPMUPYET 3HAUOK B Ha3BaHUM BKNAAKW.

2. OTMeHa n3MeHeHui

© OtmveHa n3MeHeHNii NPOM3BOANTCS TOMLKO A0 HAXATUS Ha KHOMKY «MTPUMEHUTL». Mpu HaXaTun Ha
KHOMKY «[PUMEHUTL» M3MEHEHHbIE HA CTPaHWLE NapameTpbl 6yayT 06HOB/EHbI HA TEKYLLME 3HAYEHWS,
3anvcaHHble B NamsiTy ycTpoicTa. MNocne HaxaTusi Ha KHOMKY «[TpYMEHNUTL» BO3BPAT K Npe/blayLimM
HacTpoiikam 6yaeT HEBO3MOXEH.

o o ® OTmeHa
KHoOMKa oTMeHbl U3MEHEHUN NMeeT cnegywowmm sna:
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5.3 OcHoBHbIe anemeHTbl web-nHtepdeiica

Ha pucyHke HUXe npeacTaB/eHbl 3/IEMEHTbI HaBuUrauum web-nHtepdelica.

PykoBoacTBO no akcnnyartauun WEP-2L

ElTeEX

MOHWUTOPUHT Radio VAP

Wi-Fi KnWeHTbI

WD

w

CTaTUCTHKa No TpaguKy

CkaHupoBaHue aupa

JKypHan coObITui

CeTeBas UH(MOpMaLuua

WHpopmauua ob ycTporcTse >

© 000 "Mpednpusmue "3nmekc”, 2022

WEP-2L

W3penune
AnnapaTHas sepcua

3asogackoi MAC-
agpec

CepuitHbIA HoMep
Bepcua MNO

Pe3sepBHaA BepcuA
no

Bepcua 3arpysymka
CHUCTEMHOE BpeMA
Bpema padoTb!
3arpyska Ly

Vcnone3yeman
namaTb

Z OGHOBHTD

WEP-2L
2v2

E8:28:C1:F7:80:70

WP23002569

01.12.2023 10:55:50

4 oH, 01:30:21

O 73 MGanT / 108 MoainT

Bepcusn M0:

(Bepcus WEB.

OKHO No/Ib30BaTesIbCKOro UHTepdieiica pasaeneHo Ha NsiTb o61acTeii:

1. Bknagky MeHio — 1S rpynnyMpoBKu nogmMeHto no kateropusm: MoHutopuHr, Radio, VAP, WDS,
CeTeBble HacTpoWiku, BHelwHue cepBucel, Cuctema.
2. Bblbop s3blka UHTepdpelica 1 KHonka «(BbIXog)», NpegHa3HavyeHHas /1 3aBepLUeHNs ceaHca paboTbl B
web-nHTepdelice nog AaHHbIM NOsb30BaTesIEM.
. Bknagkvn nogmeHio — 415 ynpas/ieHus NOJIEM HACTPOEK.
. Mone HacTpoek ycTpoicTBa — A/19 NPOCMOTPa AaHHbIX 1 KOHGUTypaLmn.
. lhdhopmanmoHHoe none, otobpaxatoLiee sepcuto MO, ycTaHOBIEHHYIO HA YCTPOICTBE.

a b w
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PykoBoacTBO no akcnnyartauun WEP-2L

5.4 MeH0 «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» 0TOGPAXKAETCA TEKYLLLEE COCTOSIHNE CUCTEMDI.

5.4.1 NogmeHto «Wi-Fi knneHTbI»
B nogmeHto «Wi-Fi kKnueHTbI» 0TOGpaxaeTcs nHopmaums o coCToAHUN noakntoveHHbIX Wi-Fi knneHToB.

NHdpopmaums no NoAKMYEHHLIM KNEHTaM He 0TOBpaxaeTcsl B peaslsHOM BpeMeHu. [ Toro yTo6bl
06HOBUTb UHPOPMALIVIO HA CTPAHULE, HEOBXOAVMMO HaXaTb Ha KHOMKY «OGHOBUTbL».

L TEX  WEP-2L

MoHuTopuHr  Radio

WIi-Fi knieHTS! >

2 OGHosNTE

Ne Mmaxocta IP-agpec  MAC-aapec VMHtepdeiic  Link Capacity Link Quality ~Link Quality Common  RSSI, a6M SNR,AB TxRate RxRate TXBW, My RXBW,Mry Bpews pagoTsi

v 1 Xiaomi12T 10.24.8045 76:2:31:98:05ba wianivad 30 66 7 0 7 VHT NSS2-MCS239  VHT NSS1-MCS219.5 20 20 04:51:05

Mepeaaro / npiHaTo acero, Gaifr 2 058 102/ 824 031 Mlepenaro ¢ owHOKamw, nakeros 0

Mepenaro / NPHHATO BCero, nakeTos 6565/ 11243 MoBTOPs! Nepenayh 3a NOCRENHMA Nepyon, naketos 1

Mepeaaro / NPUHATO AakHix, GailT 1916 777/ 532653

Obee YHCO NOBTOPOB Nepeaaui, nakeTos 2 393

Mepenatio

NIPYHATO AaHHLIX, NaKETOB 6 558/ 2 380

Mogynsuna

Mepeaako naketos

CKopocTb nepenauit

MpUHATO nakeTos

npuema, Kontic 010

OFDMS 9 8996 80%

NSS1-MCSO 0 779

0
0
NSS1-MCS1 a7 7 623 6%
NSS1-MCS2 234 %

NSS1-MCS3 0 0
NSS1-MCS4 0
NSS1-MCS5 61 1
NSS1-MCS6 £ 1
NSS1-MCS7 1
NSS2-MCS0 1222 19% 526

NSs2-MCS1 1523 23% 231 2%
NSS2-MCS2 1676 2% 2%

NSS2-MCS3 923 14%

2
NSS2-MCS4 303 5% 0
NSS2-MCS5 2 0% 0

0

NSs2-MCS? 22 0%

Ne — HOMep NOAK/TIIOYEHHOTO YCTPONCTBA B CMUCKE;

Vimsi xocma — ceTeBoe UMS YCTPOICTBa;

IP-adpec — |IP-agpec nogx/1l04eHHOro YCTPOCTBa,

MAC-adpec — MAC-agpec noAk/1t04eHHOro YCTPOWCTBa,

Vinmepcbelic — nHteppeiic B3aumogelictensa WEP-2L ¢ nogk/1t04eHHbIM YCTPONCTBOM;

Link Capacity — napameTp, KOTOpbI/i 0TOBpaxaeT apPeKTUBHOCTb UCMONb30BaHNSA TOUKOM AOCTyNa
MOAYyNAUMK Ha nepefady. PaccumTbiBaeTcs UCX04A U3 KOSIMYECTBa NakeToB, NepeaHHbIX Ha KaXaou
MOZAYALMK A0 KNEHTA, U NOHMWXKAOLWMX KoadhuumeHToB. MakcumMasibHoe 3HadeHne — 100%
(o3HauaeT, uTo BCE NaKeTbl NepeAanTCs A0 KIMEHTA Ha MaKCMMaslbHOW MoAynsuum ans
MakC/UMasIbHOTO TUMa NSs, NOAAEPXUBAEMOTO KIIMEHTOM). MUHUMasbHOE 3HadeHne — 2% (B cryyae,
Korfa nakeTbl nepegaroTca Ha mogynauumn nss1mes0 gna knmeHTa ¢ nogaepxkoi MIMO

3x3). 3HaueHne napameTpa paccunTbiBaeTcs 3a nocnegHue 10 cekyHp,

Link Quality — napameTp, KOTOpPbIA 0TOOpaxXaeT COCTOAHME NINHKA [0 KNNEHTa, pacCUUTaHHbI Ha
OCHOBaHWM KO/IMYeCcTBa peTpaHCMUTOB NakeToB, OTNPaB/IEHHbIX KNNEHTY. MakcMMasibHoe 3HavYeHne —
100% (BCe nepefaHHble NakeTbl OTNPABWINCE C NEPBOI NOMNbITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OZIVH NakeT [0 K/IMeHTa He Obls yCNeLwHo oTnpaB/ieH). 3HaueHre napamMeTpa paccunTbIBaeTCs 3a
nocnegHve 10 cekyHpa;

Link Quality Common — napameTp, KOTOpbIi 0TO6paXkaeT COCTOSIHME JIMHKA [0 KNIMEHTa, pacCUMTaHHbIA
Ha OCHOBaHWM KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaB/IeHHbIX KNIMEHTY. MakcMasibHoe 3Ha4YeHue
— 100% (Bce nepenaHHble NakeTbl OTNPABUNCL C NEPBOI MOMbITKX), MUHUMasIbHOE 3HaveHne — 0% (Hu
OZIMH NakeT [0 KMeHTa He Gbls1 yCNEeLwwHo 0TnpaB/ieH). 3HaueHre napaMeTpa pacCcunTLIBAETCSA 3a BCe
BpeMs NoAK/TI0YEHUS KITNEHTa,

RSSI — ypoBeHb NpyHMMaemoro curHana, bm;

SNR — oTHOWeHWe curHan/wym, ab;

TxRate — kaHa/IbHasA CKOpOCTb nepegayu, MouT/c;

RxRate — kaHanibHasA CKOpOCTb npuema, MéuT/c;

Tx BW — nonoca nponyckaHus Ha nepegade, My,
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PykoBoacTBO no akcnnyartauun WEP-2L

Rx BW — nonoca nponyckaHus Ha npueme, MI'y,
Bpems pabomsi — Bpemsa coeguHenusa ¢ Wi-Fi kinenTom.

[Ons BbiBOAa 60nee pasBepHyTOl MHGOPMALMK MO ONPELENEHHOMY K/IMEHTY BbIGEPUTE €70 B CMUCKE.
MoapoGHOe onucaHne BKIKYAET B Ce6S CreayroLime napameTpsi:

lNepedaHo/npuHAmMo scezo, 6alim — KOIMYEeCTBO NnepefaHHbIX/NPUHATLIX Ha NOAK/II0YEHHOE YCTPONCTBO
oanT;

lNepedaHo/npuHAMO BCe20, Nakemos — KOJIMYeCTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeTOB;

lNepedaHo/npuHsamo 0aHHbIX, 6alim — KO/IMYECTBO NepefaHHbIX/MPUHATBLIX Ha NMOAK/IHOYEHHOe
YCTPOWCTBO GaiT AaHHbIX;

lNepedaHo/npuHAMO O0aHHbIX, MaKkemos — KONMYeCTBO NepefaHHbIX/NPUHATBLIX Ha NOAK/IIYEHHOe
YCTPOICTBO NAKETOB AAHHbIX;

lMepedaHo ¢ owubkamu, nakemos — KOJIMYeCTBO NakeToB, NepeAaHHbIX ¢ ownbkammn Ha NOAKNIOYEHHOE
YCTPOWCTBO;

lMosmopekl nepedayu 3a rnocsedHul nepuod, nakemos — KONM4ecTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPOICTBO 3a nocnegHune 10 c;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KOIMYeCTBO NOBTOPOB Nepesayn Ha NnoakIrvYeHHoe
YCTPOICTBO 3a BCe BpeMs NoAK/IYEHUS,

Ckopocmb repedadu/npuema, Kbum/c — akTyanibHast CKOPOCTb nepegayv Tpaduka B HaCTOALLMI
MOMEHT BPEMEHW.
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5.4.2 TMogmeHto «WDS»

PykoBoacTBO no akcnnyartauun WEP-2L

B nogmeHio «WDS» BbiBOAUTCA MHGIOPMAaLMA O COCTOSAHUM nogkritodeHHbIX no WDS Touek goctyna WEP-2L.

(TEX

MOHUTOPHH

Ni-Fi KHeHTH

WEP-2L

= O6HoBHTL

Ne Wmsxocta IP-anpec

v o1 WEP-2L

MAC-aapec

10.24.80.81 e8:28:c1:.daicb:05 wilan1

MepenaHo / NPUHATO Bcero, GaiiT
Mepenano / NPUHATO BCero, NakeTos
Mepenao / NPUHATO AaKHBIX, GaiiT

Mepenano / NPUHATO AaHHbIX, NaKeToB

Moaynauns

Dsss2
OFDM8

MuTepcpedic  Link Capacity

90 (not changed) 100

53934606 / 4 938 701
158 090 /21 493

48384 767/ 2 366 142

150 161/ 13 564

MNepeaaKo nakeTos
2

7929

OFDM24 5
OFDM36 114
OFDM48 3311
OFDM54
NSS1-MCS4
NSS1-MCS7

NSS$2-MCS0

NSS2-MCS2

NSS2-MCS3

0
0
0
NS§S2-MCS1 0
0
0
0

NSS2-MCS4

Link Quality  Link Quality Common  RSSI, ABM SNR,AE  TxRate

99

AREBBEREBEREHBEEE

RxRate
63/-61 19/19

MepeAaHo C OLMGKaMM, NaKeToB
TI0ETOPLI Nepeaayi 3a NoCReaHwii NepHoz, NakeTos
Obiiee 4HCRO NOETOPOB NEpena|h, Nakeros
CKOpOCTS Niepenadt / nphenma, Kontc

MpHKsTO nakeTos

N
=)
4 9 2 a2 o o c S

OFDM 54 VHT NSS2-MCS6 117 20 20

TXBW, My RXBW, MMy Bpems pa6orel

1:03:15

0

2681

3/0

e No — HoMep NOAKIOHYEHHOrO YCTPOICTBA B CMNCKE;
e /IMsi xocma — ceTeBOe MMs YCTPOICTBa;
e |P-adpec — IP-agpec NnoAkIt04EeHHOr0 YCTPOICTBA;

e MAC-adpec — MAC-agpec NoaK/I0HYEHHOIo YCTPOICTBa,

e VIHmepcpelic — nHTeppeiic B3aumogerictensa WEP-2L ¢ noak/1t04eHHbIM YCTPONCTBOM;

e Link Capacity — napameTp, KOTOpbI/i 0To6paxaeT aPeKTUBHOCTb NCMONb30BaHNS TOUKOM A0CTyNa
MoAyNAUMK Ha nepefady. PaccunTbiBaeTcs UCXo4A U3 KOSIMYEeCTBa NakeToB, NepeaHHbIX Ha KaXKaou
MOAYNAUMM [0 KNINEHTA, N MOHMKALWNX KO3thdununeHToB. MakcumasibHoe 3HavyeHne — 100%
(o3HauaeT, uTo BCE NaKeTbI NepeaatnTCs A0 KIMEHTa Ha MaKCMMaslbHO Moaynsuum ans
Makc/MasIbHOTrO TUMa NsSs, NoAAEPXNBAEMOTO KNIMEHTOM). MUHUMasIbHOE 3HaueHne — 2% (B cryyae,
Korga nakeTbl nepegaroTcsa Ha moaynsaumm nssTmes0 gna kaveHTa ¢ nogaepxkoin MIMO
3x3). 3HaueHne napameTpa paccunTbiBaeTcs 3a nocnegHue 10 cekyHp,

e Link Quality — napameTp, KOTOPbIA 0OTOOPaxXaeT COCTOAHME NINHKA A0 KNNEHTa, pacCUUTaHHbIA Ha

OCHOBaHMK Kosim4ecTBa pPeTpaHCMUTOB NakKeToB, OTINPaB/IEHHbIX KITUEHTY. MakcnmasibHoe 3HauyeHne —

100% (BCe nepefaHHble NakeTbl OTNPABUNCHL C NEPBOV MOMbITKA), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OZMH MakeT [0 K/IMeHTAa He Obl/1 YCNEeLHO OTNpaB/eH). 3HaYeHre napameTpa paccunTbiBaeTcs 3a

nocnegHvie 10 cekyHa;

e Link Quality Common — napameTp, KOTOpblli 0TOGpaxaeT COCTOSIHUE NMHKA [0 K/IMEHTA, PACCUMTaHHbIl
Ha OCHOBaHWMW KO/IMYECTBA PETPAHCMUTOB NaKeTOB, OTNPAB/IEHHbIX KIMEHTY. MakcuManibHOe 3HauYeHne
— 100% (Bce nepenaHHble NakeTbl OTNPaABUANCH C NEPBOI MOMbITKM), MUHUMasIbHOE 3HaveHne — 0% (Hu

OZIMH MaKeT [0 KAMeHTa He Gbl YCMeLHo oTnpaB/ieH). 3HaYeHre NapameTpa pacCcumTbIBAaeTCs 3a BCe

BpeMS NMOSKNIOYEHNS KITUEHTE,
e RSSI/ — ypoBeHb NpUHMMAEMOro curHana, bm;

e SNR — oTHOLWeEeHWe curHan/wym, ab;

e TxRate — kaHaNbHasA CKOPOCTb nepegayu, MouT/c;
* RxRate — kaHa/IbHasA CKOpOCTb Npuema, MéuT/c;

e TX BW — nonoca nponyckaHus Ha nepegadye, MI'u,
e RX BW — nonoca nponyckaHus Ha npueme, MIy;

* Bpewmsi pabomsl — BpeMs COeUHEHNS.
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PykoBoacTBO no akcnnyartauun WEP-2L

[Ons BbiBOAa 60n1ee pasBepHyTOl MHGYOPMALLMK MO ONpeseIEHHOMY NOAKTOUEHNIO BbIGEPUTE €0 B CMINCKE.
MoapoGHOe onucaHune BKKYAET B Ce6S creayroLime napameTpsi:

* [lepedaHo/npuHAMo Bcezo, 6alim — KOIMYEeCTBO nepefaHHbIX/NPUHATLIX Ha NOAKIIOYEHHOE YCTPONCTBO
oanT;

¢ [lepedaHo/nMpuHAMO BCe20, Nakemos — KO/IMYEeCTBO nepeaHHbIX/MPUHATLIX Ha NOAKIHOYEHHOE
YCTPOWCTBO NaKeTOB;

* [lepedaHo/npuHIMOo 0aHHbIX, 6alim — KONMYeCTBO nepefaHHbIX/MPUHATLIX Ha NOAKHOYEHHOE
YCTPOWCTBO GaiT AaHHbIX;

e [lepedaHo/npuHAMO O0aHHbIX, MaKkemos — KONMYeCTBO NepefaHHbIX/NPUHATBLIX Ha NOAK/IIYEHHOe
YCTPOICTBO NAKeTOB AAHHbIX;

e [lepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NakeToB, NepefaHHbIX C OLIMOGKaMN Ha NOAK/IYEHHOe
YCTPOWACTB;

e [losmopebl nepedayu 3a rnoc/eoHuli nepuod, nakemos — KOsIM4ecTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPOICTBO 3a nocnegHue 10 cekyHz;

e Obwee 4ucs10 N0BMOPOB repedayu, nakemos — KONMYeCTBO NOBTOPOB Nepejayn Ha NoAKIHYEHHOe
YCTPOICTBO 3a BCe BpeMs NoAK/I0UYEHUS,

e Ckopocmsb nepedayu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepeAayn Tpacumka B HaCTOALWMIA
MOMEHT BPEMEHW.

5.4.3 TlMogmeHto «CTatncTuka no Tpacurky»

B pasgene «CTaTucTuKa no Tpacgomky» 0To6pakatoTcst rpadouky CKOPOCTU NepeaaHHoro/nosly4eHHoro
Tpadmka 3a nocnegHve 3 MUHYTbI, & TakKe CTaTUCTVKA O KOJIMYEeCTBE nepeAaHHoro/nony4eHHoro Tpadgmka c
MOMEHTA BK/IIOYEHNS TOUKM AOCTYyna.

Mpacpmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nosiy4eHHoro tpaduka yepes Ethernet-uHtepdelic
TOUKM ocTyna 3a nocnegHune 3 MuHyThbl. Fpadk aBToMaTnyecky 06HOB/ISETCS Kakable 6 CeKyHA,

Mpadonkm WLANO n WLANT Tx/Rx noka3biBatoT CKOPOCTb NepegaHHoro/nosiy4eHHoro tpaduvka yepes Radio
2.4 Ty wnRadio 5 'y nHTepdeiickbl TOUKM fOCcTyna 3a nocnegHne 3 MUHyThbl. Fpadiuk aBTomMaTnyeckn
0OHOB/IAETCA Kaxable 6 CEKYHA.

=L TEX WEP-2L

Morwropw

LAN TwRx

08

0 T T T T T T
Mepenato v

MpuHATO v
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PykoBoacTBO no akcnnyartauun WEP-2L

OnucaHue Tabnuubl «[lepedaHoy:

ViHmepcpelic — umsa nHitepdelica;
Bcezo nakemos — KO/IM4YeCTBO YCMEeLIHO OTNpPaB/ieHHbIX NakeToB;
Bcezo 6alim — KO/IM4ecTBO YCMNEeLHO OTNpaB/eHHbIX 6aliT;

e OM6pPOWEHO Nnakemos — KOIMYECTBO NaKeTOB, OTOPOLLEHHbIX NPU OTNPABKE;

e OWUbKU — KOJIMYECTBO OLLINBOK.
Mepenaxo v
WUHTepdeiic Bcero naketos Bcero Gait O16polueHo nakeToB Ownbkn
LAN 536802 76273371 0 0
WLANO 166440 75459723 342218 140
WLAN1 1526773 1919981084 360214 390
sit0 9590 7833340 0 0
wilan0-va0 0 0 0 0
wlan0-va1 9533 7506858 0 57
wilan0-va2 9590 7871700 0 0
wlan0-va3 526878 38498935 0 136
wlan0-wds0 162326 74288324 51546 123
wlan0-wds1 3542 1013363 147387 15
wlan0-wds2 572 158036 142992 2

OnucaHue Tabnuubl «[IpUHAMON:

MHmepgbelic — nms nHTepdeiica;

Bcezao nakemos — KO/IMYeCTBO YCMNELIHO NPUHSTbIX NaKeToB.;

Bcezao 6alim — KoNn4ecTBO YCNeLIHO NPUHSATbIX 6aiiT;

Om6poweHOo nakemos — KO/IMYEeCTBO NakeToB, OTOPOLLEHHbIX MPU NOSTYYEHWN;

o OWUBKU — KONNYEeCTBO OLLUNOOK.

MpunsTo v

WuTepdeiic Bcero naketos Bcero Gait 0OT6poLeHo naketos Owmbkn
LAN 1511794 2008292333 341 0
WLANO 28126 4047853 0 0
WLAN1 503232 61512505 1 0
sit0 15792 997504 0 0
wlan0-va0 0 0 0 0
wian0-val 15863 1065710 0 0
wilan0-va2 15863 1002258 0 0
wilan0-va3 1494826 1928533222 0 0
wian0-wds0 25767 3471328 0 0
wian0-wds1 1825 477328 0 0
wlan0-wds2 534 99197 0 0
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PykoBoacTBO no akcnnyartauun WEP-2L

5.4.4 TlogmeHto «CkaHupoBaHue admpa»

B nogmeHto «CkaHupoBaHue 3achupa» OCyLLECTBSIETCA CKAHNPOBAHUE OKPYXatoLLEero paanoadupa v
o6HapyXeHue coceHUX To4Yek focTyna.

f g
eLTeEX  WEP-2L
MOHUTOPUHI Radio VAP WDS CeTeBble HaCTPOWKN BHeLuHWe cepBuchl Cuctema -~ il
Wi-Fi KNUeHTbI MocnegHee ckaHuposaHue Bbino 09.08.2023 11:54:25
WDS
24TTy 5My
CratucTuka no Tpaduky e Kanan /
OunanasoH SSID 6esonacHocTH MAC-agpec LWupuHa RSSI, gEM
CkaHupoBaHue acupa >
2.4T1Ty Open 68:13:E2:1B:6B:41 1/20 -38
JKypHan cobbiTui
24T1Ty Open E8:28:C1:FC:D9:.04 1/20 -42
CeTeBasa MHpOpPMALNA
2.4T1Ty Open 68:13:E2:0E:79:41 6/20 -50
WHopmaums o _
e 24T1Ty Open E8:28:C1:DA:CE:C1 11/20 -51
paauouHTepdeicax
24T1Ty WPA2_1X E8:28:C1:.DAET:22 1/20 -52
WHbopmauua o6 yCTporcTee
24T1Ty WPA2_1X 68:13:E2:0F:D1:F1 6/20 -53
2.4T1Ty Open E4:5A:D4:E2:C4:A0 11/20 -54
2.4T1Ty Open CC:9D:A2:DD:00:82 11/20 -56
2.4T1Ty WPA2_1X CC:9D:A2:DE:4D:BA 6/20 -56
2.4T1Ty Open E4:5A:D4:F7:04:21 1/20 -57
2.4T1Ty Open CC:9D:A2:DD:00:B1 11/20 -57

[nsi 3anycka npoLiecca CKaHNPoBaHWs achupa HaXXMUTe Ha KHOMKy «CkaHMpoBaTb». [ocne 3aBepLueHust
npoLecca Ha CTpaHuLEe NoSIBUTCS CMMCOK 06HAPYXEHHbIX B paavoadmpe ToUYek AoCTyna 1 MHdopMauus o
HUX:

lNocnedHee ckaHuposaHue 6b1/10... — Aata v BPeMsi NocneAHero CKaHMpoBaHUS;

e [luanasoH — yKa3blBaeTcs gnanasoH 2.4 'y nnn 5 Ty, B KOTOPOM 6bl/1a 06HapyXXeHa Tovka 4oCcTyna;
SSID — SSID o6HapyXeHHOI TOUKM A0CTYNa,;

Pexxum 6e3onacHocmu — pexum 6e30nacHOCTU 0O6HaPY>XEHHON TOUKN AOCTYNa;

MAC-adpec — MAC-agpec 06HapyXeHHOW TOUKN A0CTYNa;

KaHasn/LupuHa — pagnokaHas, Ha KOTOpoM paboTaeT 06HapyXeHHast Touka AOCTyna;

RSSI — ypoBeHb, C KOTOPbIM YCTPONCTBO NPUHUMAET CUTHaUT 06HAPYXXEHHOM TOUKM AOCTyNa, 4BM.

© Bo Bpems ocyllecTBNeHNA CKaHMPOBaHUSA adivpa paavonHTepdeiic yeTpoiicTea 6yaeT OTKIIOUEH, YTO
npvBeAeT K HEBO3MOXHOCTM nepeaaun AaHHbix A0 Wi-Fi KTMeHToB Bo Bpemsi CKaHVPOBaHMSI.
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5.4.5 MogmeHo «XKypHan cobbITuii»

PykoBoacTBO no akcnnyartauun WEP-2L

B faHHOM paszenie MOXHO NPOCMOTPETb CNUCOK MHPOPMALMOHHBIX COOBLLEHNI B peaslbHOM BPEMEHM,
cofepxaluii cnefyroLlyo MHopPMaLH:

MOHUTOPUHI Radio VAP WDS

Wi-Fi KnueHTb!

WDS

CratucTuka no Tpacmky
CkaHupoBaHue acupa
XypHan cobbiTuii >
Certesast Hpopmaums

WHdopmaums o
pajvonHTepdeiicax

UHbopmauus o6 yctponctee

cLTEX  WEP-2L

CeTeBble HaCTPONKM

£ OGHoBUTL

Aata n Bpems

Nov 24
12:53:10

Nov 24
12:51:08

Nov 24
12:51:06

Jan 1 03:00:43
Jan 103:00:18
Jan 1 03:00:16
Jan 1 00:00:06
Jan 1 00:00:05

Jan 100:00:01

@ OunctuTs

Tvin

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

daemon.info

BHeLLHWe cepBUChI

Mpouecc

monitord[1184]

configd[1039]

configd[1039]

networkd[1092]
networkd[1092]
syslogd[1365]
init
configd[1039]

syslogd[1008]

Cucrema -~ (BbIXOA)

CoobuweHne

event: 'authenticated' mac: 82:A7:E4:FF:7D:14 ssid: 'WEP-2L_5GHz' interface: wian1-va0 channel: 40 rssi-1: -41 rssi-2: -35 location: 'root' reason:
0 description: 'Successful'

The AP startup configuration was updated successfully by admin

The AP running configuration was updated successfully by admin

DHCP-client: Interface br0 obtained lease on 10.24.80.91
Networkd started

started: BusyBox v1.21.1

starting pid 1100, tty ": "-/bin/login -t'

The AP startup configuration was loaded successfully.

started: BusyBox v1.21.1

Jama u spemsi — Bpewms, Korga cobbiTue 6b110 CreHepupoBaHo;

e Tum — KaTeropmsl N ypoBeHb BaXXHOCTN COObLITUS;

lMpoyecc — vmsa npouecca, CreHeppPOBaBLLETO COOBLLEHNE;
CoobuweHue — onncaHue coobITus.

Tabnuua 7 — OnncaHve KaTeropuin BaXXHOCTN COObITUIA

YpoBeH Tun BaXXHOCTU coob6ueHnii OnucaHue

b
0 UpesBblualiHble (emergency) B cucTeMe npousoLuia KpUtryeckasi oLnoKa, CucTeMa MOXET paboTaTb
HenpaBW/IbHO
1 CwurHanbl TpeBoru (alert) Heo6xoavmo HeMea/IeHHOe BMeLwaTeibCTBO B CUCTEMY
2 Kputnueckue (critical) B cucteme npomsolusia Kputuieckas owmbka
3 Owwn60ouHble (error) B cucteme npousoLusia ombKa
4 Mpeaynpexaenus (warning)  MpeaynpexaeHue, HeaBapuitHoe coobLLeHNE
5 YeegnomneHus (notice) YBegoMneHne cucTeMbl, HeaBapuiiHoe cooblieHne
6 NHdhopMaLoHHble NHdhopMaLyoHHbIE COOBLLEHUSI CUCTEMBI
(informational)
7 OTtnagouHble (debug) OTnagoyHble COOBLIEHNS NPeaOCTaBSOT No/b30BaTeN0 UHAOpMaLWIO ANs

KOPPEKTHOI HACTPOIKN CUCTEMbI

[na nony4yeHns HOBbIX COOOLLEHWI B XXYpPHas1e COObITUIN HEOBXOANMO HaXxXaTb Ha KHOMKY «OBGHOBUTb».

Mpu He06X0AMMOCTM BCE CTapble COOBLLEHNS 13 XYpPHaNa MOXHO YAA/UTb, HAXAB Ha KHOMKY «OUMCTUTb.
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PykoBoacTBO no akcnnyartauun WEP-2L

5.4.6 lMogmeHto «CeTeBas MHGopMaLns»

B nogmeHto «CeTeBas MH(hopMaLUsi» OCYLLECTB/ISIETCS MPOCMOTP OCHOBHbIX CETEBbIX HACTPOEK YCTPOICTBA.

- TE WEP-2L

Wi-Fi knuenTo! Cratyc WAN
WDS UnTepdeiic

P Mpotokon
CratucTvka no Tpaduky

IP-agpec

CkaHMpoBaHye adupa
MpursTo

XKypHan cobbiTuit
Mepenaro

CeTeBan uHdopMaLms > Ethernet

Cocrostie nopra

CropocTs

Dynnekc

Ne IP-agpec

MapuwpyTbl v
Ne WnTepdeitc
0 br0

1 br0

MokwuToputr ~ Radio VAP DS  CeTeBble HaCTpOiikM  BHelHMe cepBuCh Cuctema

bro

DHCP

225.7 MBaiT (236 671 502 BaiT)

124.1 M6awi (130 152 270 Gaiit)

up
1000

Full

MAC-agpec
2C:FD:A1:5CEE:8E

E0:D9:E3:E8E1:40

HasHavenue LWnios Macka
0.0.00 10.24.80.1 0.0.00

10.24.80.0 0.0.00 2552552550

®narn

uG

Cratyc WAN:

* MIHmeppelic — vms bridge-nHTtepdpelica;
e [IPOMOKO/1 — NPOTOKO/, UCMOJIb3yeMbI Ansa goctyna k cetn WAN;

Ethernet:

IP-adpec — IP-agpec ycTpolicTBa BO BHELLHEN ceTw,
lMpuHsMo — Konn4ecTBo NpuHATLIX HA WAN 6aiT;
lMepedaHo — konu4yecTBo nepefaHHbix ¢ WAN 6aiT.

e CocmosiHue nopma — coctosiHue Ethernet-nopTa;
» CKOpocmb — CKOPOCTb NoAK/MtoueHust no nopty Ethernet;
e [lynsiekc — pexum nepegayn faHHbIX:

e Full — nonHbI gynnekc;
e Half — nonypgynnekc.

ARP:

B ARP-Ta6nmue cogepxumtca nHcopmanmsa o coorsetctaum IP- u MAC-agpecoB cocefiHMX CETEBbIX YCTPONCTB:

* |P-adpec — IP-agpec yCcTpoiicTBa;

e MAC-adpec — MAC-agpec ycTpoiicTea.

MapLipyTbl:

e MIHmeppelic — nms bridge-nHtepdelica;
e Ha3HauyeHue — IP-agpec xocTa Win NoACeTN Ha3HaYeHWs, 0 KOTOPbIX YCTAHOB/IEH MapLUPYT;

e Llimo3 — IP-aipec LW/03a, Yepes KOTOpPbIil OCYLLECTBAETCS BbIX0/, Ha agpecaTa;

e Macka — macka nogcetu;

e ®s1a2u — onpefeneHHbIe XapakTepuUCTVKM AAHHOTO MapLupyTa.
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PykoBoacTBO no akcnnyartauun WEP-2L

CyLLEeCTBYIOT criefytolye 3HaueHns ¢o1aroB:

U — ykasblBaeT, YTO MapLUpyT CO34aH U ABSAETCHA NPOXOAUMbIM.

H — yka3biBaeT Ha MapLUpyT K onpeAenieHHOM y31y.

G — yka3bIBaeT, YTO MapLUpyT nNposieraeT Yepes BHeLUHWI Wwnio3. CeTeBoin nHTepgelic CUCTEMBI
npefocTaB/ifeT MapLUpyTbl B CETU C NPSAMbIM NOAKOYEHMEM. Bce npoyrie MapLupyTbl NPOXOAAT Yepes
BHELUHMe wto3bl. dnarom G oTMeyarTCsa BCce MapLIpyThl, KPOME MapLUpyTOB B CETU C NPSAMbIM
NOAK/MOYEHVEM.

R — ykasbIBaeT, 4TO MapLUpyT, CKopee BCero, 6bl/1 Co34aH AHaMUYeCKM NPOTOKO/I0M MapLupyTusawmuy,
paboTalLwmm Ha JIOKasTbHOM cucTeme, NOCpeACcTBOM napameTpa reinstate.

D — ykasbiBaeT, 4To MapLwpyT 6bi1 Ao6aB/eH B pe3ynbTaTe NoslyvyeHns CoobLLEeHNs nepeHanpas/ieHns
ICMP (ICMP Redirect Message). Koraa cuctema y3HaeT 0 MmapLupyTe u3 coobuieHmsi ICMP Redirect,
MapLUpyT BK/IOYAETCA B TabavLy MapLupyTusaumm, 4Tobbl UCKIIYUTL NepeHanpasieHne anas
nocneayoLmx nakeTos, NpegHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, 4TO MapLIpyT NOABEPrcs U3MEHEHNIO, BEPOSATHO, B pe3y/ibTaTe paboTbl AUHAMUYECKOTO
NPOTOKONA MapLUpyTM3aummn Ha /I0KasIbHON cUCTeME 1 NPUMeHeHUs napameTpa mod.

A — yka3biBaeT Ha 6yhepn3oBaHHbI MapLUpPyT, KOTOPOMY COOTBETCTBYET 3anvchb B Tabnvue ARP.

C — yKasbIBaeT, YTO UCTOYHMKOM MapLupyTa sBnsieTcs 6ydep mapLupyTusaunm agpa.

L — yka3bIBaeT, YTO MYHKTOM Ha3Ha4YeHUss MapLupyTa SBAseTCcA O4MH U3 afpecoB AAaHHOIO KOMMboTepa.
Takue «nokasibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe MapLupyTusauum.

B — yka3bIBaeT, UTO KOHEYHbIM NMYHKTOM MapLupyTa SB/SeTCsA LWMPOKOBeLLaTeNbHbI agpec. Takne
«LUMpOKOBeLLaTe/IbHble MapLUPYTbI» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

| — yKasbIBa€eT, UTO MapLIpPyT CBsi3aH C KosbLeBbIM (loopback) nHTepgeiicoM ¢ Lenbio HOM, Hexenn
obpaLleHne K KonbLeBOoi ceTu. Takne «BHYTpEeHHME MapLUpyThi» CYLLEeCTBYIOT TO/bKO B Bychepe
MapLupyTU3aLnn.

I — yka3blBaeT, YTo gelitarpaMmbl, HanpaenseMble No 3TOMy agpecy, byayT oTBepraTbCs CUCTEMON.
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PykoBoacTBO no akcnnyartauun WEP-2L

5.4.7 TMoameHto «/Hdopmauusa o pagmonHTepdencax»

B noameHio «MHcpopmanusa o paguonHtepdeiicax» 0TOOPaXKEHO TeKyLLlee COCTOSHUE paanonHTepdelicos
WEP-2L.

- TEX  WEP-2L

MoHuTopMHT Radio VAP WDS CeTeBble HaCTPOMKK BHeluHWe cepBuchl Cucrema ru~ (BbIX0OA)

Wi-Fi KnueHTb! Radio 2.4 Ty,

WDS Crartyc BbiknoyeHo

CraTvcTvka Mo Tpadouky MAC-agpec E8:28:C1:F7:80:70

Pexum |EEE 802.11b/g/n
CkaHvipoBaHve acupa
Radio 5 'y
XKypHan cobbitui
Crartyc BknioyeHo

CeteBas nHgopmaums
MAC-agpec E8:28:C1:F7:80:75

WHdbopmauws o Pexum |IEEE 802.11a/n/ac
paavovHTepdencax >
KaHan 40 (5200 Mr'u)

n 6 7
Hcbopmauwa ob ycTpoiicTee Wnpyia kaHana, MU 20

PaanovHTepelicbl TOUKM JOCTYNa MOryT HAXOAUTLCS B ABYX COCTOAHUSAX: «BKIOUEHO» 1 «BbIKNHOYEHO».
CraTyc Kaxoro n3 paguonHTepgeiicos oTpaxaeTcsa B O4HOUMEHHOM napameTpe «CTaTtyc».
Crartyc Radio 3aBMCuT OT TOro, eCTb /I HA f@HHOM paanonHTepderice BKIOYEHHbIE BUPTYasibHble TOUKM

noctyna (VAP) unu WDS. B cnyuyae, ecnv Ha paguovnHTepdelice umeeTcs XoTs 6bl ogHa aktuBHas VAP, Radio

OyaeT HaxoauTbCA B cTatyce «BkIloYeHo», Have — «BbIKIoYeHOo».
B 3aBucmmocTtu oT ctatyca Radio gnsi MOHUTOpWHra focTynHa cregyowan nHhopmMawms:
«BbIK/IOYEHO»:

e Cmamyc — COCTOsIHUe paguovHTepdeiica;
e MAC-adpec — MAC-agpec pagnonHtepdeiica;
e Pexxum — pexum paboTbl pagnonHtTepdieica cornacHo ctaHgaptam IEEE 802.11.

«BKIOYEHO»:

e Cmamyc — COCTOsIHue paguovHTepdeiica;

MAC-adpec — MAC-agpec pagnonHtepdeiica;

Pexum — pexunm paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;

KaHasn — Homep 6ecnpoBOAHOrO KaHasa, Ha KOTOpoM paboTaeT paanonHTepdelic;

UlupuHa kaHana, MMy — wvpuHa Nosaockl YacToT KaHasia, Ha KOTOPOM paboTaeT paguonHTepdeiic.
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5.4.8 MogmeHio «MHbopmaumsa 06 ycTpoincTee»

B noameHio «MHcpopmayusa 06 ycTpoiicTBe» 0TOOpaKeHbl OCHOBHbIE xapaktepuctmukn WEP-2L.

PykoBoacTBO no akcnnyartauun WEP-2L

elTeX
B
MOHMTOPHHT Radio VAP
Wi-Fi KNWeHTb
CTaTUCTHKa No Tpadmk
CKaHupoBaHue 3¢
KypHan coOb
Cetesan uHdopmal
WHgopmauus od ycTpoiicTee

WEP-2L

WDS CeTeBble HaCTPOHKH

WM3genue
AnnapaTHas Bepcus

3asoackon MAC-
aapec

CepuitHblit HoMep
Bepcua MO

PesepsHan sepcua

Bepcua 3arpysunka
CucremHoe BpeMa
Bpema paboTy!
3arpy3ka LUny

cnonb3yemas
namsaTb

< OGHOBHTL

BHeluHWe CepBUCH Cuctema u~

WEP-2L
2v2

E8:28:C1:F7:80:70

WP23002569

4 o4, 01:30:21

i—) 73 MGanT / 108 MOanT

e /I30e/1ue — HaMMeHOBaHe MoAeNn yCTPOCTBa,;
e AnnapammHasi Bepcusi — Bepcus annaparHoro obecneyeHnst yCTponicTea;

e 3asodckol MAC-adpec — MAC-agpec WAN-nHTepcpeiica yCTpoIiCcTBa, yCTaHOB/IEHHbIV 3aBOA0M-

n3rotToBuUTeNEM,

CepuliHbIl HOMep — CepUiiHbI HOMepP YCTPOWCTBA, yCTAaHOB/IEHHbI 3aBO40M-U3rOTOBUTENEM,;

Bepcusi [0 — Bepcust nporpammHoro obecrnevyeHnss yCTpoincTea,

Pe3epsHas sepcus MO — npeabiayluias yctaHosneHHas sepcus N0,

Bepcusi 3acpy34uka — Bepcusi NporpamMmMHoro obecneyeHns 3arpysuyvka yCcTponcTsa;
CucmemMHoe BpeMsi — TeKyLme BpeMs 1 faTa, yCTaHOB/IEHHbIE B CUCTEME;

Bpemsi pabombi — Bpems paboTbl C MOMEHTa NOCNeAHEr0 BKIHOYEHUSA UK Nepe3arpy3ku yCTPONCTBa,;

3azpy3ka LY — cpefHnii NPOLEHT 3arpy3ku npoueccopa 3a nocnegHve 5 cekyHz,
Vicnonb3yemasi namsime — NPOLEHT UCMO/Ib30BaHUA OnepaTuBHON NaMsTh yCTPOCTBa.
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PykoBoacTBO no akcnnyartauun WEP-2L

5.5 MeHio «Radio»

B meHto «Radio» nponsBoanTcs HacTpoiika pagnonHTepdencoB yCTpoicTBa.

5.5.1 MoameHto «Radio 2.4 I'u»

B noameHto «Radio 2.4 I'My» ocyLlecTBNAOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeica
yCTPOICTBa, paboTarLlero B AgvanasoHe 2.4 'y,

clLTEX  WEP-2L

MoHUTOPUH Radio VAP WDS CerTeBble HaCTpPOWKu BHeluHne cepBuChbl Cucrema - (BbIXOA)

Radio 2.4 I'Tu > O6Lwme

Radio 5Ty Pexum IEEE 802.11b/g/n v
[LononHutensHo ABTOMaTHYeCKUiA BbIGOP KaHana

OrpaHn4nTb CNMCOK KaHarnos

LLnpuHa kaHana, My 20 v

MouiHocTb curana, Abm 16 v

[JononHuTensHo v

Pexxum — pexurm paboTbl HTepdieica coriacHo cneayowmum cTaHaapTam:

e |EEE 802.11n;

 |EEE 802.11b/g;

e |EEE 802.11b/g/n.
Asmomamudyeckul 8bI60p KaHas1a — NPy YCTaHOB/IEHHOM (piare Touka focTyna 6yaeT aBToMaTuyecku
BblOMpaTb HaVMeHee 3arpyXeHHblli paguokaHan gnsa paéotbl Wi-Fi-uHTepdeiica. Mpu cHATOM hnare
OTKpbIBAETCS AOCTYN A1 YCTAHOBKM CTAaTMYECKOro paboyero kaHana;
KaHnas — BbIGOp KaHau1a nepefayn faHHbIX;
OepaHuyums CrnuUCoK KaHasio8 — Npu YCTaHOBIEHHOM chiare Touka gocTyna 6yaeT ncnosnb3osartb
OrpaHnYeHHbI NoNb3oBaTesieM CNMCOK KaHau10B 415 paboTbl B aBTOMATUYeCKOM pexume Bbibopa
kaHasia. Ecnu dpnar Hanpotre «OrpaHnynTb CNMCOK KAHAI0B» HE YCTAHOBJ/IEH WU B CMIVCKE
OTCYTCTBYIOT KaHaslbl, TO TOUYKa focTyna 6yaeT BbloupaTb pabounii kaHas U3 BcexX AOCTYMNHbIX KaHa10B
AaHHOro ananasoHa yactoT. KaHasbl guanasoHa 2.4 I'Ty; 1-13;
WupuHa kaHana, MMy — wnprHa Noaockl YacToT KaHasla, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHuMaeT 3HadveHns 20 n 40 MIy;
OCHOBHOUI KaHa/1 — napaMeTp MOXET ObITb M3MEHEH TOJIbKO NPY NPONYCKHOM CNOCOBHOCTN CTaTUYeCKu
3alaHHOro kaHana, pasHoli 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSWMM U3 ABYX KaHasoB no 20
MT U, KOTOpble rpaHnyaT B 4YaCcTOTHOM o6nacTu. ATn ABa kaHasa 20 MI'y, Ha3bIBalOT NEPBUYHLIM U
BTOPWYHbIM KaHanamu. MepBuYHbIA KaHas UCNOJb3yeTCH KNMeHTaMu, KOTopble NoAAePXNBatOT TOIbKO
nosnocy nponyckaHusa kaHana 20 Mru;

e Upper — nepBu4YHbIM KaHasioM byaeT BepxHuii kaHan 20 MI'y, B nosioce 40 MIy;

e Lower — nepBuYHbIM KaHaioM ByaeT HkHWI kaHan 20 MIy, B nonoce 40 MIy,
MowHocmb cuz2Hasia, 0bm — perynvposka MOLWHOCTY curHana nepegatunka Wi-Fi B gbm. NpuHumaet
3HayeHue oT 3 4o 16 gbm.
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© B cnyuae, ecnn B cnvcke «OrpaHNunTL CIMCOK KAHAIOB» YKasaH HeA0CTYMHbIA 415 BbiGopa KaHau, To

OH OyZeT OTMeYeH cepbiM LUBETOM. [18 TOro YTobbl HOBas KOHUrypauns bbii1a NpYMeEHeHa Ha TOUKY
[0CTyna, B cnucke «OrpaHnynTb CMMCOK KaHau10B» A0J/DKHbI ObITh YKa3aHbl TOIbKO AOCTYMHbIE
(BblA€NEHHbIE CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke aocTyna elle He NPoOn3BOAMIOCH HUKAKMX HACTPOEK, MO yMon4yaHuio Ha Radio 2.4
My yctaHoBneHa «lWnpuHa kaHana» 20 MI'y, a B cnucke «OrpaHMynTb CMMCOK KaHa/10B» YKa3aHbl
KaHaubl: 1, 6, 11.
JonycTtnm, He06X0AMMO YyCTaHOBUTL napameTp «LnpnHa kaHana», paBHblin 40 MI'U. Mpy n3MeHeHnn
paHHoro napameTtpa ¢ 20 MI'y Ha 40 MIMy, npoucxoguT cneayroulee:

e N5 peakTMpoBaHNs OTKpbIiBaeTcs napameTp «OCHOBHOW KaHa», MPUHUMAIOLLIMIA 3HaYeHne no

ymMonyaHuio «Lower»,
e kaHan 11 B cnucke «OrpaHNyYnTb CMUCOK KaHaI0B» MEHSAET CBOM LBET C CUHEr0 Ha Cepblii.

Ecnun namenutb napameTp «LLupuHa kaHana» Ha 40 Ml 1 He yaannTb «Ccepble» KaHaslbl U3 CNUCKa, TO
NPy HaXXaTnn Ha KHOMKy «MpuMeHnTb» B Bpay3epe nosiBUTCA onbka «BeefeHHble AaHHble cogepxar
OLWKNOKUN. N3MeHeHMS He Obl/I NpUMeHeHbI». COOTBETCTBEHHO, KOH(IUIypaumst TOUKK focTyna
N3MeHeHa He 6yaeT. DTO NPOUCXOAMT MO MPUYMHE TOrO, YTO KaHaslbl, Bble/IeHHbIe CepbIM LBETOM B
cnucke «OrpaHNYnTb CNMCOK KaHas1oB» He NOAXOAAT nof onpegesieHne «OCHOBHOW kaHa» = Lower.

B pasgene «[JononHUTEIbHO» OCYLLECTBNAETCA HACTPOKa AOMOSTHUTENbHBLIX NapaMeTpoB paanonHTepdelica
yCTpOCTBa.

JONONHUTENBHO v
0OBSS Coexistence
KananbHaa ckopocTb nepeaaqm Auto v
KopoTkuit 3alyuTHbI MHTEpBan
STBC
Mepuog oTnpasku cnyxebHbix COOSLYEHUNA, MC 100
Mopor hparmeHTaymu 2346
Mopor RTS 2347
Arperaums

Kopotkas npeamGyna

Weitnep Broadcast/Multicast, nax/c
0
Legacy Rate Sets Rate (Mbps) 54 48 36 24 18 12 1 9 6 5.5 2 1
Supported
Basic
Wi-Fi Multimedia (WMM)

Pennukayna ARP

Pexum pabotel DHCP Snooping replace v

Onuus 82 dopmar CID APMAC-SSID v

Onuus 82 dpopmar RID ClientMAC v

®opmat MAC-agpeca AABB:CC:DD:EE:FF v

Brniounts QoS

e OBSS Coexistence — pexvM aBTOMaTUY4ECKOro yMEHbLUEHNS LUMPUHBI KaHaa Npu 3arpy>XeHHOM
paanoadmpe. MNpy ycTaHOB/IEHHOM chiare pexmm BKIKYEH;

* KaHa/ibHasi ckopocms nepedadyu — hMKCMpoBaHHas CKOPOCTb 6eCnpoBOAHOW Nepeaayn AaHHbIX,
onpepaensemas cneuudmkaunamm ctaHgaptos IEEE 802.11;

e Kopomkul 3awumHbIl uHmMepsas — NoaaepXKa YKOPOYEHHOTO 3allMTHOro nHTepeana. Touka goctyna
nepegaeT AaHHble, UCNOb3ys 3aluTHbIA nHTepBan B 400 He (BMecTo 800 HC) npu 06LLeHNM ¢
KIMeHTaMu, KOTopble Takke NoAAEePXMBAOT KOPOTKUIA 3alMTHBIA NHTepBaT;

e STBC — meTOoq, NPOCTPAHCTBEHHO-BPEMEHHOIO 6/104HOM0 KOAMPOBAHUS, HanpaB/IEHHbIA HA NOBbILIEHNE
HafeXHOCTW nepefauv faHHbIX. [lone 4OCTYNHO, TONIbKO eCNN BbIOPaHHbIN pexum paboTbl
pagnovHTepdelica BknovaeT B cebs 802.11n. Mpm ycTtaHOBNEHHOM hiiare yCTpoiCTBO nepegaeT oanH
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NOTOK [aHHbIX Yepe3 HEeCKO/IbKO aHTeHH. Ecnn donar He ycTaHOBNEH, YCTPOWCTBO He nepefaeT O4NH 1
TOT e MOTOK AaHHbIX Yepe3 HECKOJIbKO aHTEHH,;

e [Tlepuod omnpasKu c/1yebHbiX coobweHul — nepuog nocbisikn Beacon-thpeiimoBs. ®peimbl
nepeparoTcs Ana obHapyXXeHust ToUkM fgocTyna B acmpe. MapameTp npuHnmaeT 3HavyeHnus 20—2000 mc,
no ymonyaxuio — 100 mc;

e [Topoz chpaecmeHmayuu — nopor hparmeHTaunm opeinma B 6aiitax. NMpuHUMaeT 3HadYeHns 256—2346,
no ymonyaxuio — 2346;

e [Topoz RTS — yka3bIBaeT unc/io 6aiiT, yepes KOTopoe nocbliaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEeHVE [aHHOIr0 3HAUYEHWSA MOXET Y/y4ylunTb paboTy TOUKM A0CTyNa npyu 60/1bLLIOM
KO/INYeCcTBe NOAKMNHOUYEHHbIX K/IMEHTOB, O4HAKO 3TO YMeHbLUaeT 06LLYH NPOMYCKHY CNOCOOHOCTb
6ecnpoBofHoi ceTu. MpruHumaeT 3HayeHnsa 0—2347, no ymonyaHuo — 2347;

o Azpezayus — BknoveHne nogaepxkn AMPDU/AMSDU;

* Kopomkasi npeambysia — Ucnosib3oBaHe KOPOTKON npeamby bl NakeTa;

e lllelinep Broadcast/Multicast, nak/c — npu ycTaHOBNEHHOM chbnare BbINONHAETCS OrpaHnyeHmne
nepegaun LUMPOKOBeLLaTe/IbHOro/MyibTUKACTOBOro Tpadhmka no 6ecnpoBogHol ceTu. Jiumnt ans
LUMPOKOBELLLATE/ILHOTO TPaghmka MOXHO yKa3aTb B NOSBUBLLEMCA OKHe (nak/c);

e Legacy Rate Sets — nogaepXvBaemble 1 TpaHC/IMPyEMble TOYKOW A0CTyna Habopbl KaHaIbHbIX
cKopocTei;

» Wi-Fi Multimedia (WMM) — BkntoueHve nogaepxxkn WMM (Wi-Fi Multimedia);

e Penukayusi ARP — mexaHn3am KoHBepTupoBaHus ARP-3anpocoB n3 Broadcast B Unicast;

e Pexxum pabomsi DHCP Snooping — Bbl6op nonutunkn o6padotkm DHCP onuun 82. lIocTynHble 3HaYeHNs
Ana Bolbopa:

e jgnore — obpaboTka onuuun 82 oTkIoYeHa. 3Ha4YeHre No YMOJTHaHWIO;
* remove — To4Ka AOCTyna yganseTt 3HayeHve onuum 82;
* replace — Touyka focCTyna NOACTaBASET WM 3aMeHseT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHnA ONA pefakTUpPOBaHUA OTKPbIBAOTCA Creaylowue napaMmeTpsbl:
e Onyus 82 gpopmam CID — 3ameHa 3HaueHns napameTpa CID, MOXeT npuHMUMaTh 3Ha4YEeHUS:
o APMAC-SSID — 3ameHa 3Ha4veHus napameTtpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaueHne Mo YMOSTHaHUI;
e SSID — 3aMeHa 3Ha4veHunsa napameTpa Ha ums SSID, k KoTopoMy NOAKNOYEH K/TUEHT;
e custom — 3amMeHa 3HayeHus napametpa CID Ha 3HayeHve, yka3aHHOe B
napametpe «Onuusa 82 yHukasibHbIin CID»:

e Onyus 82 yHukasbHbIlU CID — npon3Bo/ibHasA CTpoKa 40 52 CMMBOJIOB, KOTOpas
oyaet nepegasatbes B CID. Ecnu 3HayeHe napameTpa He 3a4aHo, TO TouKa
poctyna éyget nameHsTb CID Ha 3HavyeHue no ymonyaHuio — APMAC-SSID.

e Onyus 82 gpopmam RID — 3ameHa 3HayeHus napameTtpa RID, MoxeT npuHumMaThb
crnefyoume 3Ha4yeHus:

e ClientMAC — n3meHsaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCTponcTBa.
3HayeHune Nno ymos4yaHuio;

e APMAC — n3meHATb cogepxmnmoe RID Ha MAC-agpec Toukun goctyna;

e APdomain — nameHaTb cogepxmmoe RID Ha JOMEH, B KOTOPOM HaxoAmMTCs Touka
[ocTyna;

e custom — n3MeHATb cogepxmmoe RID Ha 3HaveHune, ykazaHHOe B napameTtpe «Onuns
82 yHuKasibHbI RID»:

e Onyus 82 yHuka/bHbIU RID — npon3BosibHas CTpoka A0 63 CMMBOJIOB, KOTOpas
6ynet nepegasartbes B RID. Ecnv 3HavyeHne napaMeTpa He 3afaHo, TO ToUKa
poctyna éyaet nameHaTb RID Ha 3HadyeHne no ymonyanuto — ClientMAC.

e ®opmam MAC-adpeca — BblbOp pasgenuTeneli oktetoB MAC-agpeca, KOTopblil nepegaeTcs
8 CID n RID:
e AA:BB:CC:DD:EE.FF — B KayecTBe pasfenntens BbiCTynaeT 3HaK ABOETOUUSA.
3HayeHune Nno ymos4yaHuio;
e AA-BB-CC-DD-EE-FF — B KauecTBe pa3feniTesia BbICTyNaeT 3HaK TUpe.

e Bkrodumbs QoS — npu yCcTaHOB/IEHHOM dhnare AOCTyMNHa HacTPoKa yHKLUMIA o6ecrneyeHns KavecTsa

o6cnyxuBanua (Quality of Service).

[N HACTPOIiKN o6ecneyeHnst KauecTBa 06C/TyXXMBAHWUA AOCTYNHbI Creaytolme hyHKLUN:
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AP EDCA Parameters

Ouyepeae AIFS cwMin cwMax TXOP Limit
Data 3 (®oH) 15 v 1023 v
Data 2 (Best Effort) 1
3 6
Data 1 (Bugeo) 1 7 15 94
Data 0 (Tonoc) 1 3 v 7 v A7
3 7 4
Station EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7 15

Data 2 (Best Effort)

Data 1 (Buaeo)

Data 0 (Tonoc) 3 v 7 v A7

e AP EDCA parameters — Ta6/mua HacTpoek napaMmeTpoB TOUKM AocTyna (Tpadvk nepeaeTcsi OT TOUKM
[0CTYNa K K/IMEHTY):

e Oyepedb — NnpefonpeaeneHHble ouepean 418 pas/IMyHoOro poga Tpacdwvka:

e Data 3 (®OH) — HMU3KONPMOPUTETHASI OUYepe/b, BbICOKAsi MPONYCKHas CNoCO6GHOCTb
(npnoputeTsbl 802.1p: cs1, cs2);

» Data 2 (Best Effort) — cpeiHenproputeTHas ouepefpb, CPeAHss NPornyckHas CnoCo6HOCTb U
3agepxka. B gaHHyto ovepeapb oTnpasisieTcs 60/1bLUNHCTBO TPAANLMOHHbIX |P-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

e Data 1 (Budeo) — BbICOKONPUOPUTETHAS OUepe/lb, MMHUMAasIbHbIE 3aAepPXKU. B aaHHO
oyepeam aBTOMaTMyeCK/ obpabaTbiBalOTCA BUAEOAAHHbIE, YYBCTBUTEIbHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5);

e Data 0 (F'o/10c) — BbICOKOMPUOPUTETHAS oYepeb, MUHUMAa/IbHbIE 3a[1ePXKN. B AaHHO
oyepeaun aBTOMaTMYeCK/ 06pabaTbiBalOTCA AaHHble, HyBCTBUTE/IbHbIE K BDEMEHM, TaKMe Kak
VolIP, notokoBoe Buaeo (npuoputeTsbl 802.1p: cs6, cs7);

AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpemsi oxuaaHus kaapos (chpeiimoB)
AaHHbIX, U3MepPSeTcAa B cnoTax, NPUHUMaeT 3HadYeHna 1-255.

e cWMin — Havyas/IbHOE 3HaYeHVe BPeEMEHW OXMAaHUA nepes NoOBTOPHOW OTNPaBKon kaapa,
3afaeTcs B MUANUCEKYHAAX, NpuHMMmaeT 3HadveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HaudeHne cwMin He MOXeT npeBbIWwaTs 3HavyeHe cwMax;

e cwMax — MmakcumasibHOe 3Ha4YeHne BpeMeHn oXnaaHus nepes noBTOPHOM OTNpaBKoM Kaapa,
3ajaeTcs B MUANUCEKYHAAX, NpuHMMaeT 3HadveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax A0MKHO 6bITb 60/bLUE 3HAaYeHMs cwMin;

e TXOP Limit — napamMeTp UCMNONb3yeTCA TO/IbKO AN AaHHbIX, NnepegaBaeMbiX OT KfMeHTa [0 TOYKU
foctyna. Bo3amMoXHOCTb nepefayn — MHTepBasl BpeEMEHW, B MUIJIUCEKYHAAX, KOrAa KMeHTcKas
WME-cTaHums nmeeT npasa MHALMMPOBATL nepesady faHHbIX Mo 6ecnpoBOAHON cpefe K ToUke
AocTyna, MakcumMmasibHoe 3HavyeHne 65535 munnancekyHn,

e Station EDCA parameters — Tabnuua HacTpPoeK napameTpoB kveHTa (Tpaduk nepeaaeTcs oT KAveHTa
[10 TOYKM focTyna). OnucaHue nosein TabnuLbl NPMBEAEHO BbILLE.

[na BCTynneHns B cUly HOBOWM KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B 3HEProHe3aBUCKMYO NaMsATb
HaXXMUTE KHOMKY «MPUMEHNUTb». [1151 OTMEHbI U3MEHEHMWIA HAXXMUTE KHOMKY «OTMEeHa».
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5.5.2 MoameHto «Radio 5 Mu»

B noameHto «Radio 5 'y, » oCyLLeCTBASATCA HACTPOWKM OCHOBHbIX NapameTpoB pagnonHTepdgerica
YCTPOICTBa, paboTatowero B guanasoHe 5 'y,

=(TEX  WEP-2L

MoHUTOpUHT Radio VAP WDS CeTeBble HaCTPOIKK BHelLHue cepauCh! Cucrema - (BBIXOA,

Radio 2.4 Iy Obuwme

Radio 5 'y > Pexum |IEEE 802.11a/n/ac v
[ononHutensHo AsTOMaTHueckuit BbiGop kaHana

OrpaH14nTL CIMCOK KaHanos

Wnpwnna kanana, My 20 v

MouHocTb cursana, abm 19 v

[ononHutensHo v

e Pexxum — pexum paboTbl MHTepdeica cornacHo cTaHgapTam:
e |[EEE 802.114;
e |EEE 802.11a/n;
e |EEE 802.11a/n/ac.

e Asmomamuyeckuli 8bI60p KaHasia — Npu yCTaHOBNEHHOM priare Touka ocTyna 6yaeT aBToMaTnyecku
BblGMpaTh HAMMeEHee 3arpyXXeHHbli pagnokaHan ans paéotel Wi-Fi nHtepdpeiica. Mpu cHaTOM donare
OTKpbIBaeTCA JOCTYN [/1 YCTAHOBKM CTaTU4Yeckoro paboyero KkaHana,

e KaHas1 — BbIOOp kaHana nepefayv faHHbIX;

e Oz2paHu4ums CrucoK KaHas08 — Npu yCTaHOB/IEHHOM do/iare Toyka gocTyna 6yaeT Ucnosib3oBarb
OrpaHnYeHHbI Nonb3oBaTesIeM CNMCOK KaHas1oB /15 paboTbl B aBTOMAaTU4eCcKoM pexume Bbibopa
kaHana. Ecnu conar HanpoTtus «OrpaHNYnTb CNCOK KaHa/I0B» He YCTaHOB/IEH UN B CNINCKE
OTCYTCTBYIOT KaHaJlbl, TO TOUKa AOCTyna 6yaeT BbibpaTb pabounii kaHan 13 Bcex AOCTYMNHbIX KaHa/10B
AaHHOoro ananasoHa YacToT. KaHasbl gnanasoHa S 'Tu: 36—64, 132-144, 149-165;

e lllupuHa kaHasa, My — wunpmHa NoNockbl YacToT KaHas1a, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHuMaeT 3HadeHns 20, 40 n 80 MI'y;

e OCHOBHOU KaHa/1 — napamMmeTp MOXeT ObITb MU3MEHEH TOJIbKO MPW NPOMYCKHOM CNOCOBHOCTN CTaTUYeCKN
3alaHHOro kaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSALWMM U3 ABYX KaHasoB no 20
MI L, KOTOpble rpaHn4YaT B YaCTOTHOM 061acTu. 3Tn ABa kaHana 20 My Ha3bIBaOT NEPBUYHBIM U
BTOPWYHbIM KaHanamu. NMepBuYHbIA KaHas UCNOJb3yeTCs KNMeHTaMu, KOTopble NoAAepXNBatoT TONbKO
nosnocy nponyckaHusa kaHana 20 MIy;

e Upper — nepBu4YHbIM KaHasioM BygeT BepxHuii kaHan 20 MI'y, B nosioce 40 MIy;
e Lower — nepBUYHbIM KaHas1OM ByaeT HWxHUIA kaHan 20 MI'y, B nonoce 40 MIy,

e MowHocmb cueHasna, 0bm — perynnposka MoLLHOCTU curHana nepegaruvka Wi-Fi 8 gbm. MpuHnmaeT

3Ha4veHne oT 11 go 19 abm.
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© B cnyuae, ecnun B cncke «OrpaHNuMTL CINCOK KAHA/IOB» YKa3aH HeoCTYMHbI Ans BbiGopa kaHas, To

OH OyZeT OTMeYeH cepbiM UBETOM. [11A TOro Ytobbl HoBas KOH(UTypauns bbiia NpYMeHeHa Ha TOUKY
[ocCTyna, B cnuncke «OrpaHnynTb CMMCOK KaHaUu10B» AO/DKHbI ObITb YKa3aHbl TOMIbKO AOCTYMHbIE
(BblAENEHHBIE CUHUM LBETOM) KaHaslbl.
Mpumep. Ha Touke fgocTyna ewe He NPOM3BOAUMIOCH HUKAKMX HACTPOEK, N0 ymonyaHuo Ha Radio 5
My, yctaHoBneHa «WnpuHa kaHana» 20 Ml'y, a B cnucke «OrpaHnYmTb CMMCOK KaHaU10B» YKa3aHbl
kaHasbl: 36, 40, 44, 48.
[Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LLvpuHa kaHana», pasHblii 40 My, MNpu n3ameHeHun
JaHHoro napameTpa ¢ 20 My Ha 40 My, npoucxoguT cnegytoulee:

e OS5 peAakTUpoBaHNs OTKpbiBaeTcs napameTp «OCHOBHOW KaHas1», MPUHUMAIOLLMIA 3Ha4YeHne no

ymonyanuio «Upper»,
e kaHas1bl 36 1 44 B crnucke «OrpaHNYnTb CNINCOK KaHa/10B» MEHSAIOT CBOW LBET C CMHETO Ha CepbIl.

Ecnu nameHnTs napameTp «lUnpnHa kaHana» Ha 40 ML, 1 He yaanuTb «Ccepble» KaHaslbl U3 CNUCKa, TO
NPV HAXaTUK Ha KHOMKy «[puMeHNTb» B Gpay3epe NosiBUTCS oLuMOKa «BBefeHHble faHHble coaepxaT
OLWNGKN. MI3MEHEHNA He Bbl/IN NPUMEHEHbI». COOTBETCTBEHHO, KOHCDUIypaLMsa TOYKM focTyna
M3MEHEHA He ByAeT. DTO NPOUCXOAUT NO MPUYMHE TOTO, YTO KaHaslbl, BblAENEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHa/I0B» He NoAXoAsT nog onpeaeneHne «OCHOBHO kaHan» = Upper.

B pasgene «[JononHnTeIbHO» OCYLLECTBASAETCS HACTPOIiKa AONOMHMTENbHbLIX NapaMeTpoB paanonHTepdeica
yCTpoiicTBa.

[ONONHUTENBHO v

OBSS Coexistence
KaHanbHas ckopocTb nepeaasi Auto v
Moanepxka DFS Brnrouexo v

KOpOTKMA SaLUMTHBIA MHTEpPBAn

STBC
Mepuoa oTnpasku cnyxebHbix COOOLEHUNA, MC 100
Mopor doparmenTaymnm 2346

Mopor RTS 2347

Arperauma

Kopotkas npeambyna

Weinep Broadcast/Multicast, nak/c
Legacy Rate Sets Rate (Mbps) 54 48 36 24 18 12 9 6
Supported
Basic

Wi-Fi Multimedia (WMM)

Pennukauus ARP

Pexum pabotel DHCP Snooping replace v

Onuus 82 dopmar CID APMAC-SSID v

Onuus 82 dopmar RID ClientMAC v

®opmat MAC-aapeca AABB:CC:DD:EE:FF v

Brnwounts QoS

e OBSS Coexistence — pexum aBTOMATMYECKOrO YMEHbLLEHUSA LWMPUHbI KaHasta npu 3arpyXeHHoM
paanoadmpe. MNMpu ycTtaHoBNEHHOM ch/iare pexuim BK/THOYEH;

e KaHa/ibHasi cCKopocmb repedadyu — OMKCMpoBaHHasA CKOPOCTb 6eCnpoBOAHON Nepefayn AaHHbIX,
onpepensemas cneuudpmkaumamm ctaHgaptos IEEE 802.11;

* [lodoepxka DFS — mexaHn3M AMHamMn4eckoro Bbibopa 4yactoTbl. TpebyeT OT 6eCnpoBOAHbIX YCTPONCTB
CKaHMpoBaTb pagnoadoup v n3beraTb UCMNOSIb30BAHNA KaHa10B, COBMaaloLwmnx ¢ KaHaiamm, Ha KOTopbIX
paboTalT pagnonokaLoHHble cucTemMbl B 5 L, Anana3oHe:

* BbiK/1l04eHO — MexaHn3M BbikoYveH. DFS-kaHasbl He [OCTYNHbI AN BbI6opa;
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* BK/Il04EHO — MeXaHU3M BKJ/THOYEH,;
e [IpuHyoume/ibHO — MexaHu3m BblkNoveH. DFS-kaHanbl AOCTYMNHbI 4719 BblGopa.
Kopomkul 3awjumHbIli uHmepsas — NoAAepKKa YKOPOUYEHHOTO0 3aLlMTHOrO MHTepBavia. Touka gocTtyna
nepegaeT AaHHble, NCNO/b3ys 3aluTHbI nHTepBan B 400 He (BMecTo 800 HC) npu 06LLeHNM C
KIMeHTaMu, KOTopble Takke NoAAePXUBAOT KOPOTKUIA 3alMTHBIA NHTepBaUT;
STBC — meTof, NpOCTPAaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHUS, HanpPaB/IeHHbI HA NOBbILIEHNE
HafeXHOCTW nepefayuv faHHbIX. [1one 4OCTYNHO, TO/IbKO eCN BbIGPaHHbIN pexum paboTbl
pagnovHTepdelica BknovaeT B cebs 802.11n. Mpm yctaHOBNEHHOM hiiare yCTpoicTBo nepegaeT oanH
NOTOK [aHHbIX Yepe3 HEeCKO/IbKO aHTeHH. Ecnn donar He ycTaHOBNEH, YCTPOMCTBO He nepefaeT O4NH 1
TOT e MOTOK AaHHbIX Yepe3 HECKOJIbKO aHTEHH,;
lMepuod omnpasku c/1yxebHbix coobweHUl — nepuog nocbinkn Beacon-thpeimoBs. ®peimbl
nepeparoTcs Ana o6HapyXXeHUs TOUKM AocTyna B achmpe, npuHuMaeT 3HadeHnsa 20—-2000 mc, no
ymonyanuio — 100 mc;
lMopoe ¢hpazmeHmayuu — nopor oparmeHTaumm goperima B 6aitax. MNpuH1MMaeT 3HavyeHns 256—2346,
no ymonyaxuio — 2346;
Mopoe RTS — ykasbiBaeT uncno 6alit, yepes KoTopoe nocblaeTcsa 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHVE [aHHOTr0 3HAUYEHWSA MOXET Y/ly4ylunTb paboTy TOUKM A0CTyNa npyu 60/1bLLIOM
KO/INYeCTBe NOAKMHOUYEHHbIX K/IMEHTOB, O4HAKO 3TO YMeHbLUaeT 06LLYH NPOMYyCKHY CNOCOOHOCTb
6ecnpoBofHoii ceTu. MpuHMMaeT 3HaveHns 0—2347, no ymonyaHuno — 2347,
Aepezayusi — BktoveHne nogaepxkm AMPDU/AMSDU;
Kopomkasi npeambysia — ncnosib3oBaHe KOPOTKON npeamby bl NakeTa;
Llledinep Broadcast/Multicast, nak/c — npn ycTaHOBNIEHHOM do/iare BbINOIHAETCA orpaHmyeHme
nepegauun LWMpoKoseLlaTeIbHOro/MynbTUKacTOBOro Tpadumka no 6ecnpoBOfHON CETU. YKaXKUTE NUMUT
ANS LUMPOKOBELLATENBHOMO Tpadhvka B NOsIBUBLUEMCSI OKHe (Nak/c);
Legacy Rate Sets — nogaepXxvBaemble 1 TPAHCMPYyEMble TOUKOIM A0CTyNna Habopbl KaHA/IbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHmne nogaepxkn WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHn3M KoHBepTupoBaHusa ARP-3anpocoB u3 Broadcast B Unicast;
Pexum pabomsl DHCP Snooping — Bbl6op nonutukn obpabdotkn DHCP onunu 82. locTynHble 3HAaYeHUA
Ana Bolbopa:
e jgnore — obpaboTka onuun 82 oTkNoUeHa. 3HaYeHne No YyMOYaHWIo,
* remove — To4Ka AOCTyna yganseTt 3HayeHve onuum 82;
* replace — Touyka focCTyna NOACTaBASET WK 3aMeHseT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HaYeHnA ONA pefakTMpPOBaHUA OTKPbIBAOTCA Creaylowme napaMmeTpsbl:
e Onyus 82 gpopmam CID — 3ameHa 3HaueHuns napameTpa CID, MOXeT npuHnMaTh 3Ha4YeHUS:
e APMAC-SSID — 3ameHa 3HauyeHusa napametpa CID Ha <MAC-agpec Touku goctyna>-
<nmsa SSID>. 3HaueHne Mo YMOTHaHUI;
e SSID — 3ameHa 3HauyeHus napameTpa Ha umsa SSID, K KOTOPOMY MOAKNHOYUEH KITNEHT;
e custom — 3amMeHa 3HayeHus napametpa CID Ha 3HayeHVe, yka3aHHOe B
napametpe «Onuusa 82 yHukasibHbIin CID»:

e Onyus 82 yHUKa/ibHbIl CID — Nnpon3Bo/ibHasa cTpoka 4o 52 CMMBOJIOB, KOTOpas
oynet nepegasatbes B CID. Ecnu 3HayeHe napameTpa He 3a4aHo, TO TouKa
poctyna éyget nameHsTb CID Ha 3HavyeHue no ymonyaHuio — APMAC-SSID.

e Onyus 82 gpopmam RID — 3ameHa 3HavyeHua napametpa RID, moxeT npuHnmartb
crnefyrouime 3HavyeHus:

e ClientMAC — n3meHaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCTponcTBa.
3HayeHune Nno ymos4yaHuio;

e APMAC — n3meHATb cogepxmnmoe RID Ha MAC-agpec Toukun goctyna;

e APdomain — nameHaTb cogepxmmoe RID Ha JOMEH, B KOTOPOM HaxoAmMTCs Touka
[ocTyna;

e custom — n3MeHATb cogepxmmoe RID Ha 3HaueHune, ykazaHHOe B napameTtpe «Onuns
82 yHukasibHbI RID»:

e Onyus 82 yHUKa/ibHbIl RID — npon3BosibHasa cTpoka o 63 cMMBOJIOB, KOTOpas
6ynet nepegasartbes B RID. Ecnv 3HavyeHre napameTpa He 3afaHo, TO ToUKa
poctyna éyaet nameHaTb RID Ha 3HauyeHne no ymonyanutio — ClientMAC.
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e ®opmam MAC-adpeca — BblbOp pasgenuTeneli oktetoB MAC-agpeca, KOTopblil nepegaeTcs
8 CID n RID:
e AA:BB:CC:DD:EE.FF — B KauecTBe pasfenMtens BbiCTynaeT 3HaK ABOETOUUSA.
3HayeHune no yMos4aHuio;
e AA-BB-CC-DD-EE-FF — B KauecTBe pa3feniTesia BbICTyNaeT 3HaK TUpe.
e Bkrodumbs QoS — npu yCcTaHOB/IEHHOM dhnare AOCTyMNHa HacTpoiKa yHKLUMIA o6ecrneyeHns KavecTsa
o6cnyxusanua (Quality of Service).

[N HaCTPOIiKN o6ecneyeHnst KauecTBa 06C/TyXXMBAHWUA AOCTYNHbI CeaytoLme hyHKLU:

AP EDCA Parameters
Ouepens AIFS cwMin cwMax TXOP Limit

Data 3 (©oH)

Data 2 (Best Effort) 3 5 v 63 v 0

Data 1 (Buaeo; 4 S . 5. o

Data 0 (fonoc)

Station EDCA Parameters
Ouepeas AFS cwMin cwMax TXOP Limit

Data 3 (QoH) 7 5 v 023 v

Data 2 (Best Effort)

Data 1 (Buaeo,

Data 0 (fonoc)

e AP EDCA parameters — Ta6nmua HacTpoek napaMmeTpoB TOUKM AocTyna (Tpadmk nepeaeTcsi OT TOUKM
[0CTYNa K KTMEHTY):

e Oyepedb — NpefonpeaeneHHble ovepeamn 48 pasNMyHoro poga Tpaduka:

e Data 3 (®0oH) — HMU3KONPMOPUTETHAs OUYepe/b, BbICOKasi MPONYCKHas CNoco6HOCTb
(npnoputeTbl 802.1p: cs1, cs2);

e Data 2 (Best Effort) — cpeiHenproputeTHas ouepespb, CPeAHsA NPoMnyckHas CNoco6HOCTb U
3a4epxka. B gaHHylo ouepeab oTnpaBnseTcs 601bWMHCTBO TPAAMLMNOHHbIX IP-AaHHbIX
(npnoputeTbl 802.1p: cs0, cs3);

e Data 1 (Budeo) — BbICOKONPUOPUTETHASI O4Yepellb, MUHUMasIbHbIE 3aAePXKU. B aaHHO
ouyepeau aBToMaTUyeckn obpabaTbiBaloTCA BUAEOAAHHbIE, HYBCTBUTE IbHbIE K BPEMEHU
(npnoputeTbl 802.1p: cs4, cs5);

e Data 0 (F'os10c) — BbICOKOMPUOPUTETHAS ouepeb, MUHUMa/IbHbIE 3a[ePXKN. B AaHHOI
ouyepean aBToMaTUyeckn obpabaTbiBalOTCA AaHHbIE, HyBCTBUTEIbHbIE K BDEMEHU, TaKMe Kak
VolIP, notokoBoe Buaeo (npuoputeTsbl 802.1p: cs6, cs7).

AIFS — Arbitration Inter-Frame Spacing, onpeaenseT Bpemsi oxuaaHus kaapos (chpeiimos)
[aHHbIX, N3MepseTca B C0Tax, NpUHMMaeT 3HavyeHns 1-255;

e cwMin — HayaNbHOE 3HaYeHVe BPeMEHN OXnaaHusa nepes noBTOPHO OTNPaBKol Kaapa,
3afiaeTcsa B MUINCEKYHAAX, MpMHMMaeT 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXeT npeBbIWaTb 3Ha4YeHne cwMax;

e cwMax — MakCMMaslbHOE 3HaYeHne BpeMEHN OXnaaHus nepeg NnoBTOPHOM OTNPaBKoW kaapa,
3afiaeTcsa B MUNCEKYHAAX, MpMHMMaeT 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HaveHne cwMax J0/MKHO 6bITb 60/bLUE 3HaYeHnsa cwMin;

e TXOP Limit — napamMeTp UCNONb3yeTCs TONbKO ANS AaHHbIX, NepeAaBaeMbiX OT K/IMEHTA [0 TOYKU
foctyna. Bo3MOXHOCTb nepefayn — UHTepBasl BpEMEHW, B MUIIMCEKYHAAX, KOrAa KIMeHTckas
WME-cTaHUMa nMeeT npasa MHULMMPOBaTh nepegavy AaHHbIX N0 6ecnpoBOAHOIN cpeae K ToUke
[0CTyna, MakcmasibHoe 3HavyeHne 65535 MunnancekyHa.

e Station EDCA parameters — Tabnuua HacTPOeK napameTpoB kmeHTa (Tpaduk nepeaaeTcs oT KMeHTa
[10 TOYKM focTyna). OnucaHue nosei Tabnunubl NPMBEAEHO BbILLE.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOI KOHQOUIypaLun 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBUCKMYIO NaMsThb
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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5.5.3 MoameHto «[onoNHUTENbHO»

B nogmeHo «[LononHNTeNbHO» OCYLLECTBSETCSA HACTPOIiKa AOMONHUTE bHbLIX NapaMeTpoB
pagnovHTepdelicoB ycTpolicTaa.

elTEX  WEP-2L

MOHWUTOPUHT Radio VAP WDS CeTeBble HaCTPOWKK BHELWHWE CcepBUCHI Cuctema u ~ BbIX0[,

Radio 2.4 Ty [ononHutensHo

Radio 5y CrpaHa Poccua v [J Pasdnokuposats

rmofanbHaa uonayua O

[ONONHUTENBHO >

e CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOI paboTaeT Touka gocTtyna. s Bbibopa cTpaHbl HYXXHO
BbICTaBUTb (pnar «Pa3bnoknpoBatb». B 3aBUCUMOCTM OT yKa3aHHOrO 3Ha4YeHnsa 6yayT NpUMeHeHbI
OrpaHnyeHnst K MOsI0CE YacToT M MOLLHOCTUN NepeaaTtynka, KoTopble AeCTBYHOT B AaHHON cTpaHe. OT
YCTaHOB/IEHHOW CTPaHbl 3aBUCUT CMIMCOK AOCTYMHbIX YACTOTHbLIX KAHA/10B, YTO BNNSIET Ha
aBTOMaTtmyeckmii BbiIbop kaHana B pexume Channel = Auto. Ecnn kiveHTckoe 060pyaoBaHmne
NNLEH3MPOBAHO 4151 UCNOMb30BaHNS B APYroM PernoHe, BO3MOXHO, yCTAHOBUTb CBSI3b C TOYKO
[OCTyna B TaKkOM C/lyyae He yaacTcs.

€@ Hactpoiika nokasibHbIX (PervoHasbHLIX) OrpaHUYeHNiA, BKIoYas paboTy Ha paspeLleHHbIX YaCTOTHbIX
KaHa1iax U BbIXOZHOM MOLLHOCTU, ABSIETCA OTBETCTBEHHOCTbLIO UHCTA/IIITOPOB.

© BLI60p HenpaBMIBLHOTO PerMoHa MoXeT NPUBECTU K NPo6/1eMaM COBMECTUMOCTY C Pa3HbIMY
KNMEHTCKUMU YCTPOACTBaMI.

 [J106a/1bHasi u30/1syusi — NPV YCTaHOB/IEHHOM doiare BK/Ilo4aeTcs n3onaumsa Tpaduka mexay
KnneHtamm pasHbix VAP 1 pasHbix pagnonHtTepdeincos.

[ns BCTyNeHns B CUly HOBOW KOHMUrypauum 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBMCMMYH0 NaMsaTb
HaKMUTE KHOMKY «MpUMEHUTb». [/19 OTMEHbI MU3MEHEHUI HaXXMUTE KHOMKY «OTMeHa.



5.6 MeHto «VAP»

PykoBoacTBO no akcnnyartauun WEP-2L

B meHi0 «VAP» BbINO/HAETCS HAcTpolika BUPTyasibHbIX Touek goctyna Wi-Fi (VAP).

5.6.1 MNMogmeHo «CymmapHO»

B noameHto «CymmapHO» oTobpaxatoTcsi HacTpoiiku Bcex VAP Ha pagmounHTepdeicax Radio 2.4 'y, n Radio

5 Ty. MoXHO NOCMOTPETbL HACTPOIKN KaxKa0l BUPTyasibHOM ToUkM B pasgenax VAPO-VAP3.

CymMMapHo >

24TTy

50Ty

24TTy 5My

VAP BKOYeHo

VAPO (J

VAP1 (O

VAP2 (O

VAP3 (]

Mokasatb BCe

Pexum
PexXum TpaHcnuposate  Band
6e30MacHOCTH VLAN ID SsiD SsiD Steer

BbIKNK4eHO
BbIKNO4EHO
BbIKNO4EHO

BbIKNiO4EHO

Vsonsums
A6OHEeHTOB

e VAPO-VAP6 — nopsifKoBbIi HOMEpP BUPTYasIbHON TOYKU AOCTYNa;
* BK/1l04eHO — Npuv YCTAHOB/IEHHOM (priare BUpTyasibHasA TO4Ka A0CTYyna BK/I0YEHA, MHaue — BbIK/IHYEHa;

* Pexum 6e3onacHocmu — TN LWNPOBAHUA AaHHbIX, UCMO/Ib3YEeMbIl HA BUPTyaslbHOW TOYKe J0CTyna;

e VLAN ID — Homep VLAN, c koTOoporo 6yfeT cHMMaTtbCca MmeTka npv nepegadve tpaduvka Wi-Fi kineHtam,
NOAKNIOYEHHbIM K faHHoM VAP. Mpu npoxoxaeHun Tpadrika B 06paTHYt0 CTOPOHY Ha HETErMpPOBaHHbIM
Tpaduk oT KIMEeHTOB 6yaeT HaBewmBaTbest MeTka VLAN ID (npu oTkntoueHHoOM pexume VLAN Trunk);

e SSID — nms BUPTyasibHON 6ecrnpoBOAHON CeTy;

e TpaHcnuposamb SSID — npu ycTaHoBNeHHOM ¢hnare BK/loUYeHo BelaHue B achmp SSID, nHave —

BbIK/THOYEHO,

e Pexxum Band Steer — npu ycTaHOB/IEHHOM hyiare akTUBHO NPUOPUTETHOE NOAK/IIYEHMe KneHTa k 5 Iy,

cetun. [Ansa paboTbl yHKUUN HYXXHO co3aatb VAP ¢ ognHakoBbiM SSID Ha kagoM pagmonHTepdeince mn

aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer»;
* V30/14us abOHEHMOB — NPV YCTaHOB/IEHHOM db/1are BK/IloUeHa U30nsauma Tpadurka Mexay KnneHtamm

B npegenax ogHon VAP.

[Nna BCTynneHns B CUly HOBOWM KOHOUIypaLmmn 1 3aHeCEHNsI HACTPOEK B 3HEProHe3aBUCKMYO NaMsThb

HaXKMUTE KHOMKY «rlpVIMeHI/ITb». [Nna oTMeHb! N3MEHEHWIA HaXXMUTe KHOMKY «OTMeHa».
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5.6.2 MogmeHto «VAP»

CymmapHo VAP0  VAP1  VAP2  VAP3  VAP4  VAP5  VAPG
24TTy> OBLMe HaCTPOIIK1
5My BrnroueHo

VLAN ID

SSID

Tpancnupoeate SSID
Pexxvm Band Steer
WzonAuma aboHeHToB
Moppep:xka 802.11k/iv
Pennukauua Multicast
Mpuoputer DSCP v

Pesxum Minimal Signal

MuHMMankHbIil ypoBeHs curHana, Abm -100

Mopor ypoBHA curkana npu poyMuHre, -100
abm

Wutepean Minimal Signal, ¢ 10
MaKkcumankHoe KONMUYECTEO KITMEHTOBR

Pesxxum 6ezonacHocti BeixnioueHo v

Moppepxka 802.11r

O6LUMe HACTPOMKU:

* BKk/1l04eHO — Npuv YCTaHOBIEHHOM (hnare BUpTyasibHasa To4Ka A0CTyna BK/OYEHa, MHaye — BbIK/IOYEHa;

e VLAN ID — Homep VLAN, c KOTOpOro 6yaeTt CHUMaTbCs MeTka npu nepegade tpadmka Wi-Fi knmeHTam,
NoAKNHYEHHbIM K AaHHoW VAP. Mpn npoxoxaeHun Tpadguka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbI
Tpaduk OT KIMEeHTOB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu oTkntoueHHoM pexume VLAN Trunk);

e SSID — nms BUPTYasibHOM 6ecnpoBOAHON CeTY;

e TpaHcnuposams SSID — npu ycTaHoBNeHHOM di/iare BK/1HOUEHO BewaHue B agomp SSID, nHave —
BbIK/IHOYEHO;

e Pexum Band Steer — npu ycTaHOB/IEHHOM h/iare akTMBHO NPUOPUTETHOE NOAK/IOYEeHNE KnneHTa K 5 Ty,
cetn. Ans paboTbl yHKUMK HYXHO co3aaTtb VAP ¢ ognHakoBbiM SSID Ha kaxxaom pagmovHTepdeiice n
aKTMBMPOBATb Ha HUX napameTp «Pexum Band Steer»;

e /I30/1584usi abOHEHMOB — NMpPWU YCTaHOB/IEHHOM do/iare BK/IIOUEHa U3015AUMsS Tpadrka Mexay KmeHTamm
B Npeaenax oaHon VAP;

e [Todoepxka 802.11k/v — BkntounTb Noaaepxky ctaHaaptos 802.11k/v Ha BUPTyasibHOW TOUKE A0CTYNa;

e Pennukayusi Multicast — npu yctaHoBneHHoM chnare Multicast Tpadnk B CTOPOHY KnneHToB 6yaeT
npeobpasoBbiBaThbCA B Unicast 40 KaXXA0ro KNMeHTa, Npy OTKNKYEHHOM NPOXoAuTL 6€3 Mogndukauunii;

e [Ipuopumem — BbIGOP crnocoba npuopuTulauun. OnpegenseT nosie, Ha OCHOBaHUM KOTOPOro Tpaduk,
nepegaroLnincs B paamonHTepgeiic, byaeT pacnpeaensatbcsi no odepegam WMM:

e DSCP — 6ypeT aHanmsnpoBaTbcsa npuoputeT 13 nons DSCP 3aronoska IP-nakeTa;
e 802.1p — 6yneT aHanuanpoBaTbes npuoputeT 13 nons CoS (Class of Service) TermpoBaHHbIX
NnakeToB.

e Pexum Minimal Signal — npw yctaHoBneHHOM dhnare pyHKUMst OTKIHUeHNUst kKnneHTckoro Wi-Fi
o6opyi0BaHMsi Npu HU3KOM ypoBHe curHasnia (Minimal Signal) BkitoueHa. [Ans pa6oTbl oyHKUMOHANA
HeobXo4MMO HaCTPOUTb Creayowmne napaMmeTpsbl:

e MuHUMasibHbIU yPOBEHb CU2Ha/1a — YPOBEHb CUrHas1a B ABM, H/XKE KOTOPOro NpoucxoauT
OTK/THOYEHME K/TMEHTCKOro 060py0BaHns OT BUPTYasibHOW ceTy;

e [Topo2 ypoBHS cu2Hasla rnpu poyMuHae — YPOBEHb YyBCTBUTE/IbHOCTU pOyMUHra B ABM, HUXe
KOTOPOro MPOUCXOAUT NepPeEK/IOYEHNE KNTMEHTCKOro 060pyA0BaHMsa Ha APYryro TOUKy AOCTyna.
MapameTp AO/MKEH ObITh BbilE, YeM «MuHUMAasIbHbIU YPOBEHb CucHas1a». ecnn «MuHUMa IbHBbIU
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YPOBEHb Cu2Ha/ia» paBeH -75 ABM, To «[Topoe YpoBHs cueHana rnpu PoyMUH2e» [OMKEH 6bITb

paBeH, Hanpumep, -70 abwm;

PykoBoacTBO no akcnnyartauun WEP-2L

* YiIHmepsasn Minimal Signal — nepuog, BpPEMEHK, N0 UCTEYEHUM KOTOPOTO NPUHUMAETCA peLLeHKe 06

OTK/IIOYEHUN K/IMEHTCKOro 060pYA0BaHNsi OT BUPTYasIbHOW CEeTW.
* Makcuma/ibHoe KO/Iu4eCcmB0 K/IUEHMOB — MaKCMMasIbHO A0MYCTUMOE YMC/I0 NOAKMOUYAEMBIX K

BVIpTyEU'IbHOI\/'I CETU K/ITMEHTOB,

e Pexum 6e3zonacHocmu — PeEXNM 6e3onacHoCTH AocTtyna K 6eCI'IDOBO,EI,HOI7I ceTn:
® BbIK/1l04EeHO — He UCMNOo/b30BaTh LIJI/I(*)pOBaHI/Ie ONnAa nepefayn gaHHbIX. ToYka AOCTynHa Ana

noaKNr4YeHns NI06Oro KNueHTa.

o WPA, WPA2, WPA/WPA2 — cnocobb! lWndpoBaHus, npu BbiIbope o4HOro 13 cnocobos oyaet

[OCTYMHa crefyoLas HacTpolika:

e Koy WPA — knod/naposib, He06X0AUMbI /19 NOAKOYEHUSA K BUPTYa/IbHOWN TOUKe
poctyna. JsimHa kioya coctasnset oT 8 4o 63 CMMBOJIOB.

o WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise — pexum WwnpoBaHnsa kaHasia
6ecnpoBOAHOI CBA3M, NPV KOTOPOM K/IMEHT aBTOPU3yeTCH Ha LeHTpannsoBaHHoOM RADIUS-
cepsepe. 1A HAaCTPOVKN AaHHOro pexrmMa 6e30nacHoCTn TpebyeTcs yka3aTb napameTpbl
RADIUS-cepBepa. Takke TpebyeTcs ykasartb kioy gs1a RADIUS-cepsepa.

Mpw BbIGOpE onpefesIeHHOro pexumMa 6e30nacHOCTN 6yAyT AOCTYMHbI Cneayowme HacTPOKN:

Pexwim GezonacHocTu WPA2

Knou WPA | eeeeeees

MFP OrkntoueHo

Moanepxka 802.11r
BpyuHyio
FT-over-DS O

Kntou mobunsHoro goctyna RO root
Kntou moBuneHoro goctyna R1
WaexTudukatop MobuneHoro gomena 0

Bcrpeynbiit MAC-appec

MAC- YaaneHHbIW KN4 MODUNLHOTO
Ne appec poctyna RO
+ lo6asuts

®

YaaneHHbIH KN4 MOOUNLHOTO
npoctyna R1

RRB kntoy
RO

RRB kntoy4

R1

CeepHyTb
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PykoBoacTBO no akcnnyartauun WEP-2L

e MFP — 3awmta management-kaapoB (gocTynHo npu Pexume 6e3onacHoctv WPA2 n WPA2-Enterprise,
npv BblGope Apyrnx pexumos 6esonacHoctn MFP nepeBoguTtcs B coCTosIHUE OMK/IYEHO):
e OmkK/I04eHOo — 3aWwmTa management KagpoB OTK/IIOYEHS,
e OnyuoHa/IbHO — 3aluTa paboTaeT, ecniv KMeHT nogaepxusaet MFP. KnneHTtbl 6e3 noanepxkm
MFP mMoryT nogkniiounTbes K gaHHol VAP,
e Bk/1o4eHO — 3amTa BKIKOYEHA, KIMEHTDI, He noggepxvsarowme MFP, NoAKNIOUNTLCA HE MOTYT.

e PMKSA kawuposaHue — chnar ynpasnisieT BK/IH0YEHNEM K3LLMPOBaHUA NHGOpPMaLUn O MOAKTHYEHUN
Enterprise-knneHnTa. Mpun BKNOYEHUM JAHHON (DYHKUMM TOUYKa AOCTyna 3anoMyHaeT KIMeHTcKoe
YCTPOICTBO Nocne aBTopusalmmn Ha 12 yacos 1 He TpebyeT NOBTOPHON ayTeHTudunkauum Ha RADIUS-
cepsepe Nnpu NOAKIYEHNN B TEYEHME 3TOr0 BpeMeHW. BkioueHne AaHHOW (DYHKLMKN CoKpallaeT Bpems
poyMuHra npu BO3BpaLLeHNn KNneHTa Ha Touky goctyna B pexume WPA Enterprise. HacTpolika
[OCTYyMHa TONbKO Npu pexxmmax 6esonacHocTu Enterprise;

e 802.17r — doyHKUMOHa BbICTPOro POyMMHra, paboTaeT TOMbKO C KMEeHTaMK, KOTOpble NogaepXunsatoT
ctaHgapT IEEE 802.11r. PoymuHr 802.11r Bo3MOXxeH Tonbko mexay VAP ¢ pexxumom 6e3onacHocTu
WPA2 1 Bblwwe:

e [Toddepxxka 802.11r — BKIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOI TOUKe A0CTYNa;
e Bpy4Hyro — Npu yCTaHOB/IEHHOM ghniare nosiBAsSieTCA BO3MOXHOCTb PYYHON HACTPOVKN
napaMeTpoB POYMUHTa,;
e FT-over-DS — BkntoueHve pexnma «Over the DS»;
e Ksro4y Mo6usibHO20 docmyrna RO — yHUKaNbHbIV KoY onsa AaHHol VAP, Hanpumep, CepuiiHbIii
HOMep;
* Koy mobusibHoeo docmyna R1 — MAC-aapec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaH/bl
ifconfig);
e /ldeHmugbukamop MobusIbHO20 OMeHa — HOMEP FPyNMbl, B paMkax KOTOPO MOXET ObITb
coBepLleH PoyMuHr. NpuHnmMaeT 3HadeHnsa ot 0 go 65535;
e BcmpeyHbili MAC-adpec:
e MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUHOol ToUkn gocTtyna. MakcumasnbHoe
Konu4yecTtBo — 256;
* Y0a/sieHHbIU K/104 MObU/IbHO20 docmyrna RO — yHUKasIbHbIW KN, AO/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BCTpeyHol Touke AoCTyna;
e YOa/ieHHbIU K14 MobusibHo20 docmyna RT — MAC-agpec VAP Ha BCTpeUHOI Touke
[ocTyna;
* RRB k1104 RO — cnyvaiiHbiii kntod. He gomxeH coBnagatb ¢ «RRB kitoy R1», HO
06s3aTesIbHO A0/MKEH coBnagaTh ¢ «RRB knto4 R1» BCTpPEYHOW TOUKM gocTyna. AnnHa
Knoya — 16 CUMBO/IOB;
* RRB k1104 RT — cnyvaiiHbiii kntoy. He gomxeH cosnagatb ¢ «RRB kitoy RO», HO
06s3aTesibHO A0/MKEH coBnagaTh ¢ «RRB kntoy RO» BCTpeYHOW TOUKM gocTyna. AnnHa
Kntoya — 16 CMMBOJSIOB.
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PykoBoacTBO no akcnnyartauun WEP-2L

RADIUS:
RADIUS
[omeH root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapone RADIUS cepsepa | sseees @

Wcnone3oeate akkayHTUHT Yepes
RADIUS

Wcnonk3osate apyrie HacTponku AnA
aKKayHTuHra

Mopt RADIUS cepeepa ana 1813
aKKayHTuHra

HepHOALNECKaﬂ oTnpaeska
aKKayHTUHra

ViHTepean oTnpaeku akkayHTUHra 600

JlomeH — floMeH nonb3oBarerns;
» |P-adpec RADIUS-cepsepa — appec RADIUS-cepBepa;
e [Topm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbIi UCNONb3yeTcs ANs ayTeHTudmkaumm n
asTopu3auny;
e [aposb RADIUS-cepsepa — naponb ana RADIUS-cepBepa, Ucnosb3yemoro gns ayteHTuumkaumm n
asTopuauny;
* licnosib308amb akkayHmuHe 4yepe3 RADIUS — npu ycTaHoBNeHHOM doiare 6yayT OTrpaB/iaTbCA
coobueHns «Accounting» Ha RADIUS-cepBep;
* Vlcrosib308amb Opyaue HacmpouUKu 071 akkayHmuHaa:
e |P-adpec RADIUS-cepsepa 0/151 akkayHmuHz2a — agpec RADIUS-cepsepa, ncnonbL3yemMoro ans
aKKayHTUHTa;
e [laposib RADIUS-cepsepa 0719 akkayHmuHzaa — naponb on1sa RADIUS-cepBepa, ncnosnb3yemMoro ans
aKKayHTUHr;
e [Topm RADIUS-cepsepa 0/1 akkayHmuH2a — NopT, KOTOPbI ByAeT ncnosib3oBaH 418 cbopa
akkayHTuHra Ha RADIUS-cepsepe;
 [lepuoduydeckasi omrpaska akkayHmuHa2a — BKIIOUNTb NepuoanYecKyto OTnpasky COOOLLEHW
«Accounting» Ha RADIUS-cepBep. 3agaTb UHTEpBaUT OTNPaBKN COOBLLEHNIA MOXHO B nNone «<MHmepsas
Omnpasku akKkayHmuHaa».

46



PykoBoacTBO no akcnnyartauun WEP-2L

[MopTasibHasg aBTOPU3aALUA:

Mpu pexumax 6esonacHocTu: BoikntoueHo, WPA, WPA2, WPA/WPA2 Ha VAP gocTynHa HacTpoika nopTasibHOM
aBTopu3auunn.

ﬂOpTaﬂbHaﬂ aBTOpU3aymA
Brnioumuts
HaseaHwe eMpTyanbHOre noprana default

Anpec AnA nepeHanpasneHna hitp//192.168.0.1:8080/eltex_portal/

e BKk/1l04UMb — NMpU YCTAHOB/IEHHOM (o1are aBTopusauus nonb3oBartesneli B ceTn byaeT NpomM3BoAnTLCA
nocpeacTBOM BMPTyasibHOro noprana,;

e HasgaHue BUpmya/ibHO20 ropmasia — UMs BUPTYasIbHOIo NopTasia, Ha KOTopbIil 6yaeT nepeHanpas/ieH
nosib3oBaresib NPy NOAKIOYEHUN K CETK;

e Adpec 0/1 nepeHarnpas/ieHus — afpec BHELIHEro BUPTyasibHOro Noptasia, Ha KoTopbli 6yaeT
nepeHanpassieH Nosb3oBaTesib NPu NOAKIOHEHUN K CETU.

OrpaHu4eHne CKOpOCTU:

OrpaHu4eHuns CKOpPOCTH

BrnioumTs

VAP Limit Down 0 KBuT/c
VAP Limit Up 0 KBuT/c
STA Limit Down 0 KBut/c
STA Limit Up 0 KBuT/c

* BKk/1r04UMb — aKTVBMPOBATbL MOJIe HACTPOEK;

e VAP Limit Down — orpaHn4yeHve npomnyckHOM CNOCOBHOCTY B HanpaB/ieHun OT TOYKM JocTyna Ao
K/TMEHTOB (B CyMME), NOAK/THYEHHBIX K AaHHOW VAP, KonT/c;

e VAP Limit Up — orpaHnyeHmne NponyckHol CNOCOBHOCTY B HANpPaB/IEHUN OT K/IMEHTOB (B CyMME),
NOAKIYEHHbIX K gaHHoi VAP, oo Toukn goctyna, Keut/c;

e STA Limit Down — orpaH/yeHne nponyckHOM CNOoCOBHOCTM B Hanpas/ieHMM OT TOUKM AoCTyna Ao
KTMEHTOB (KaXXA0ro B OTAENBHOCTM), MOAKMOUYEHHbIX K AaHHO VAP, K6uT/c;

e STA Limit Up — orpaHuyeHne nponyckHoli Coco6HOCTY B HanpaB/ieHUN OT KIMEHTOB (KaxKAoro B
OT[eNbHOCTK), NOAK/UYEHHBIX K aHHol VAP, oo Toukn goctyna, Kéut/c.

47



PykoBoacTBO no akcnnyartauun WEP-2L

KoHTpoab goctyna no MAC:

B gaHHOM nogpasaenie BbINosIHAETCS HacTpoiika cnuckoB MAC-afipecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTU
OT BbIGPAHHOI MNONNTUKN AOCTYNA, Pa3peLLeHo Uy 3anpeLleHo NoAKIYaTbes K gaHHon VAP.

KoHTponb goctyna no MAC
BKNOYEHO

Monutuka 3anpetuTb v

Cnucok MAC-agpecoB

1 AABB:CC:DD:EE:FF - x

2 AA'BB:CC:DD:EEEE - x

e Bk/1104eHO — Npu ycTaHOB/IEHHOM (hnare 6yaeT paboTaTb BblOpaHHasA NOANTUKA OOCTYNa,;
e [Toslumuka — NosMTUKa Joctyna. Bo3mMoXHble 3Ha4YeHus:
e 3anpemums — K gaHHoi VAP 6yaeT 3anpeLieHo nogkayarbes knneHtam, MAC-agpeca KOTopbIxX
cofepxarcs B crnvcke. Bcem octanbHbIM AOCTYN OyAeT paspeLleH;
e Paspewums — K gaHHol VAP 6ygeT paspelleHo nogknivaTbCa To/IbKo TeM knuneHtam, MAC-
aZipeca KOTOpbIX CoAepxaTcs B cnvcke. Bcem ocTanbHbIM AOCTYN ByAeT 3anpeLLeH.
e Crniucok MAC-adpecos — cnncok MAC-aipecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1N 3anpeLueH 4oCTyn K
AaHHoin VAP. MoxeT cogepxatb o 128 agpecos.

s Toro uto6bl 106aBUTb aAPEC B CMMCOK, HAXXMUTE KHOMKY n 1 B nosiBuBLLEMCS nosne BeeanTe MAC-
aapec. UTobbl yaanutb agpec U3 Cnucka, HaXKMUTE KHOMKY B COOTBETCTBYHOLLEN CTPOKE.
Ecnu Bo3HMKNa HE06X0AMMOCTb A06aBUTbL B cniucok MAC-aapec KMeHTa, KOTOpbI B AaHHbIA MOMEHT

NOAKMKYEH K TOYKE A0CTYMNa, HAOKMUTE B KOHLUE CTPOKN KHOMKY [:] n BblﬁepI/ITe Hy)KHbII7I afpec n3 Crnnucka, oH
aBToMaTn4ecKun ,D,O68.BVITCFI B rnorsne.

Mo ymonuaHuio B cnvcke otobpaxaeTtcs Ao 10 aapecos. A1 TOro Yto6bl YBUAETH MOJHbIV CMIMCOK B Cyvae,
€C/I OH cofepXunT 6onee 10 agpecoB, HAXXMUTE KHOMKY «oka3aTb BCE».

10 AABB:.CC:DD:EE:AA v x

MNMokasaTb BCE

[Nsi BCTYN/IEHUSI B CU/Ty HOBOI KOHOUIypaLun 1 3aHECEHWSI HACTPOEK B 3HEPTOHE3aBUCHMYIO NaMsaThb
HaXKMUTE KHOMKY «[pUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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PykoBoacTBo no akcnnyataunm WEP-

5.7 MeHwo «WDS»

B meHto «WDS» BbINONIHAETCA HACTpoiika 6ecnpoBOoAHbIX MOCTOB Mexay WEP-2L.

5.7.1

Mpw koHUryprposaHun WDS-coeanHeHNss He06X0AMMO, YTOObI Ha YCTPONCTBaX, KOTopble ByayT
coeanHaTbea no WDS, B HacTpoiikax paguonHTepdeiica 6bi/1M BblopaHbl O4MHAKOBbIA KaHaus 1
LUIMPpMHA KaHana.

MoameHto «WDS»
clTEX WEP-2L

Monutopusr  Radio VAP~ WDS  Ceresbie HacTpoiikn  Brelwkve cepsucsl  Cvictema - (ebixon

WDS > 24TTy 5Ty

BrniodeHo

Pexum 6esonacHocTn WPA2 v

Knioy WPA  esesenee @
MAC-agpec paavounHTepdceiica 68:13:E2:1B:6B:40
WHTepdeiicel WDS
WHTepdheic BceTpeyHbin MAC-agpec KaHanbHas ckopocTb nepefayun
wlan0-wds0 (O Auto v
wlan0-wds1 () Auto v
wlan0-wds2 () Auto =
wlan0-wds3 () Auto 2

Bo Bknagkax «2.4 I'u» n «5 I'u» BbibupaeTcs pagmonHTepdenc ycTpoiicTea, Ha KOTOPOM HE06X0AMMO
nocTpouTb 6eCcnpoBOAHON MOCT.

Bksto4yeHo — npu yCTaHOB/IEHHOM doniare pexxkum 6ecnpoBOAHOr0 MOCTa BK/IHOUEH, MHAaYe — BbIK/THOYEH;
Pexxum 6e3onacHocmu — pexum 6e30nacHOCTM focTyna K 6ecnpoBogHoOl ceTu:

e BbIK/Il04UMb — HE UCNO/b30BaTh WNpoBaHNe Ans nepegayn gaHHbIX;

e WPA2 — cnoco6 wudpoBaHus, Npu BbIGOpe KOTOpOoro yaeT AOCTynHa cneaytowas HacTpoiika:

2L

e Koy WPA — kntou/naporib, HE06X0AMMbIN ANst NOAK/THUEHNS K BCTPEYHOI Touke JocTyna.

[nvHa knoya coctaBnseTt oT 8 4o 63 cMMBOJIOB.
MAC-adpec paduouHmepgpelica — MAC-agpec pagnovnHtepdelica 4aHHOro yCTPONCTBa;
VHmepabelic — BbIGop 1 BKAtoueHne WDS-nHTepdelica, Ha KOTopom GyaeT NOCTPoeH 6ecnpoBoAHON
MOCT;
BcmpeuHbili MAC-adpec — MAC-agpec pagnonHTepdeiica BCTPEYHOro yCTPOIiCTBa, 10 KOTOPOro
HacTpanBaeTcsi 6eCnpoBOAHOI MOCT;
KaHasibHasi ckopocms nepedadyu — oKcupoBaHHas CKOPOCTb 6eCcnpoBOAHON Nepefayn gaHHbIX,
onpeaensiemasi cneyndpmkaumamm ctaHgaptos IEEE 802.11. A kaxaoro nHTepdeica BobibnpaeTcs
NHAMBUAYASIbHO.

[nsi BCTYN/IeHUsI B CU/y HOBOI KOHQOUIypaLun 1 3aHECEHMS] HACTPOEK B 3HEPTOHE3aBUCKMYIO NaMsThb
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHA».
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5.8 MeHto «CeTeBble HACTPOIKN»

5.8.1 MogmeHto «CucteMHasi KOHUrypaumsa»

= TEX  WEP-2L

TOPUHT Radio VAP WDS CeTeBble HaCTPOHK! BHelUH1e cepBUCh Cuctema - BbIX0[

CuCTeMHas KOHUrypauusa 1ma xocta WEP-2L
Ooctyn reorpauyecknit JOMeH root

VLAN ynpasneHns Forwarding

VLAN ID

7}
[

Mpotokon
Cratuyeckun IP 192.168.1.10
CeTesan Macka 255.255.255.0

Wno3
MepBuyHbIit DNS

BTOpUy4HbIN DNS

m * Oena

* /IMsi xocma — ceTeBOe UMS YCTPOICTBa, 3aaeTcs cTpoka 1-63 CMMBOJIOB: NaTUHCKME 3ar/iaBHble 1
CTPOYHble BYKBbI, LMdpbl, 3HaK aednc «-» (aednc He MOXeT ObITb NOC/IEAHUM CUMBOJSIOM B UMEHM);

e [eozpachuyeckuli domeH — [OMEH y3/a AepeBa YCTPOWCTB cucTeMbl ynpasneHmsa EMS, B koTopom
pacrnonaraeTcsa Touka 4OCTyna;

e VLAN ynpasneHus:

e BoixsiroueHo — VLAN ynpaBs/ieHus He UCnosib3yeTcs,

e Terminating — pexwum, npu kotopoM VLAN ynpaBneHusi TEpMUHMPYETCSt Ha Touke gocTyna (B 3ToM
c/y4yae y KNIMEHTOB, MOAK/THYEHHbIX Yepe3 pagnonHTepdelic, HeT goctyna o gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke goctyna WDS, gaHHbI pexxum VLAN ynpasiieHus He 4OCTyneH Ans
BblGOpa);

e Forwarding — pexwum, npy kotopom VLAN ynpasiieHuns nepegaeTcs Takxke B paguonHTepgeric
(npu cooTBeTCTBYIOLLEN HacTpoiike VAP).

e VLAN ID — ngeHtudmkatop VLAN, ncnonb3syembliii 418 [OCTyna K yCTPONCTBY, NPUHUMAET 3HaYeHus 1-
4094,

e [Ipomoko/1 — BbIGOP NPOTOKO/A, N0 KOTOPOMY ByAeT OcyLecTBAATbCA nogknoyeHve no Ethernet-
NHTeppecy ycTpoicTBa K ceTv npefocTaB/ieHus ycnyr nposaingepa:

e DHCP — pexum paboTsl, Npu koTopoM IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YyMOJIYaHUIO U Apyrue napamMeTpbl, Heob6xoanmMble 418 paboTbl B ceTu, byayT nonyyeHsl ot DHCP-
cepsepa aBTOMaTUYECKY;

e Static — pexum paboTbl, Npy kKoTopoM IP-agpec 1 Bce Heobxoanmble napameTpbl Ha WAN-
nHTeppeinc HazHavatoTcs ctaTnyecku. MNpu Boibope Tuna «Static» AN pefakTMpoBaHUsA CTaHyT
[AOCTYMHbI C/iefytoLLme napameTpbl:

e Cmamud4eckul IP — IP-agpec WAN-nHTepdheiica ycTpoiicTBa B CETU NpoBaingepa;
e Cemesasi Macka — Macka BHeLUHeW NoaceTy;
e llIn03 — afpec, Ha KOTOPbI OTNPaBNsAEeTCA NakeT, ecnv A5 Hero He HadeH MapLupyT B
Tabsvue mapLipyTmusaumm.
e [lepsu4Hbili DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnn agpeca DNS-cepBepoB He
HasHavatoTcs aBTomatmyecku no npotokony DHCP, 3agaiite nx Bpy4Hyto.

[N BCTYNNEeHWs1 B CUYy HOBOIA KOHCOUIypaLMmn U 3aHECEHUSI HACTPOEK B 9HEPTOHE3ABUCKMYHO NaMSATb
HaXKMUTE KHOMKY «[TpUMEHUTL». 115 OTMEHbI U3MEHEHUI HAXXMUTE KHOMKY «OTMEHa».
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5.8.2 TMoameHto «JocTyn»

PykoBoacTBO no akcnnyartauun WEP-2L

B noameHio «4ocTyn» NPpon3BOAMTCA HACTPOIKa AOCTyna K yCTpoincTBy nocpeactsom Web-nHtepdeiica,

Telnet, SSH, NETCONF n SNMP.

e [1n5 BKOYEHUA AOCTYNa K YCTPOICTBY Yepe3 web-uHtepdeic no npotokony HTTP yctaHoBuTe donar
Hanpotue «WEB». B nosiBUBLLEMCS! OKHE €CTb BO3MOXHOCTb NoMeHATb HTTP-nopT (no ymonuaxuto 80).
[nanas3oH JonyCTUMbIX 3HAaYeHU A NOPTOB, NMOMUMO YCTAHOB/IEHHOTO MO YMon4YaHuto, ¢ 1025 no 65535

BKNHOUYNTENBbHO.

e [1n5 BKOYEHUA AOCTYNa K YCTPOICTBY Yepe3 web-uHtepdeic no npotokony HTTPS yctaHoBute donar
Hanpotus « WEB-HTTPS». B nosiBUBLLEMCS! OKHE €CTb BO3MOXHOCTb NoMeHATb HTTPS-nopT (no
ymonuanuto 443). inanasoH JonyCTUMbIX 3HAYEHUI A NOPTOB, NOMUMO YCTAaHOB/IEHHOIO MO YMOJTHaHWIO, C

1025 no 65535 BkIIOUMTENBHO.

o MopTbl ana npotokosioB HTTP n HTTPS He Ao/mkHbI UMETb 04MHaKOBOE 3HaYeHue.

e 11 BKNOYEHMA OOCTyna K ycTpoincTBy Yepes Telnet yctaHoBuTe thnar HanpoTtus «Telnet».
e 1A BKNOYEHMA OOCTYyNa K YCTponcTBY Yepe3 SSH yctaHoBuTe thrnar Hanpotue «SSH».
e 1nqa BKNtoveHus goctyna kK yctpoinctey yepe3 NETCONF yctaHoBuTe donar Hanpotns «NETCONF».

eLTeEX WeP-2L

CuCcTeMHan KoHpUrypauma WEB
Ooctyn > HTTP-nopt
WEB-HTTPS

HTTPS-nopt

Telnet

SSH

NETCONF

SNMP

Maponb Ha uTeHune

Maponk Ha 3anuck

Anpec ans npuéma Tpanos v1

Anpec Ans npuéma Tpanos v2

AZpec Ans npuéma cooLenmi Inform

CHCTeMHOE UMA YCTPOHCTBa

KOHTaKTHaA MH(OpMaLMA NPOM3BOANTENA
MecTononoxeHue ycTpoicTsa

Maponb B Tpanax

MOHUTOPUHT Radic VAF WDS CeTesble HaCTPONKM BHeLIHWE CepBuCHI

a

a

a

a

public

private

WEP-2L

Contact

Russia

trap

MporpammHoe o6ecneveHne WEP-2L no3B0ASIET M3MEHSTb KOHpMIypaLuio yCTPONCTBa, NPOBOANTb
MOHWUTOPWHI COCTOSAHWUSI TOYKN JOCTyNa 1 eé AaTyunkoB, a Takke ynpaBnATb YCTPONCTBOM, UCNO/b3YS NPOTOKON

SNMP.
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[na nameHeHns Hactpoek SNMP yctaHosuTe donar HanpoTtus «SNMP», nocne vero ansa pegakrmpoBaHus
CTaHyT JOCTYnNHbI cnegyowme napameTpsl SNMP-areHTa:

e [1aposib Ha YMeHuUe — Naposib Ha YTEHNE NapamMeTpPoB (06LWEeNPUHATBLIN: public);

e [1aposib Ha 3anuch — NapoJib Ha 3anMcb NapamMeTpoB (06LWENPUHATBIN: private);

e Adpec 015 npuéma mparnos vl — IP-agpec nnn goMeHHoe M npuemMHmnka coobueHnii SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

e Adpec 015 npuéma mparos v2 — IP-agpec nam oOMeHHoe nms npuemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

e Adpec 07151 npuéma coobuwjeHul Inform — IP-agpec nnn OMeHHOe UMS NpUeMHMKa coobLeHuii Inform B

thopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpolicmsa — UMS YCTPOWCTBa;

KonmakmmHasi uHghopmayusi npou3sooumesiss — KOHTakTHas nHdopmMalmsa NpomM3BoANTENS YCTPOICTBA;

e MecmonosoxeHue ycmpolcmsa — NH(opMaLmnsa 0 MeCTOMOJIOXKEHNN YCTPOICTBE;

Maposb 8 mpanax — naposib, CoAepxalyuniica B Tpanax (no ymosyaHuio: trap).

Hwxe npuBefeH CnMcok 06BbEKTOB, NOAAEPXKMBAEMBIX /19 YUTEHUSA Y KOH(DUTYPMPOBaHWA NOCpeACcTBOM
npotokona SNMP:

e eltexLtd.1.127.1 — MOHMTOPUHI NapameTpoB TOYKN AOCTyNa 1 NOAKMHUYEHHbIX KIIMEHTCKUX YCTPOICTB;
e eltexLtd.1.127.3 — ynpaBneHne TOYKOI AOCTYNa;
e eltexLtd.1.127.5 — koHchurypmpoBaHme To4kun gocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkatop npeanpuatns «JITEKC».
Mogpo6Hoe onncaHme OID WEP-2L goctynHo no cnegytowei ceobinke: Onvcarve 01D Ha WEP/WOP-xL.

,ﬂ.ﬂﬂ BCTYMJ/ieHNAa B CUny HOBOA KOH(*)I/IpraLIII/II/I N 3aHECEHNA HAaCTPOEK B IHEPIroHE3aBUCUMYIO NaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OTMeHa».
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5.9 MeHto «BHellHMe cepBUChI»

5.9.1 MNMopgmeHto «MopTasibHas aBTopm3auunsa»

MoameHio «MopTanbHaa aBTopU3alus» NpefHasHauYeHo 47151 BK/UYEHNS U HACTPOIiku ceparica APB Ha
TOuke JocTyna.

Cepsuc APB ucnonb3yeTcs ans o6ecneyeHmnsi NopTasibHOr0 POYMUHTa KNMEHTOB MeXAy Toukamiu A0CTyna,
MOAK/UYEHHBIMU K CEPBUCY.

2L

ELTEX  WEP-2L

MOHUTOPUHT Radio VAP WDS CeTeBble HACTPOHUKK BHELLHUE CEPBUCHI Cuctema u -~ (BbIXOA
MopTanbHaa asTopu3auus > BKIO4UTD
Apnpec cepsuca APB ws://192.168.1.1:8090/apb/broadcast

AirTune

e Bis1ro4umes — Npu ycTaHOB/IEHHOM doiare Touka gocTyna éyaeT nogkniodarecs kK cepsucy APB, agpec
KOTOPOro yka3aH B nosie «<Agpec cepsuca APB», on1a o6ecnevyeHns nopTasibHOro pOyMUHra K/IMeHTOB.

e Adpec cepsuca APB — appec cepsuca APB ans nogaepxky poyMuHra B pexume noptasibHOM
aBTopm3auun. 3agaetcs B chopmarte: «ws://<host>:<port>/apb/broadcast».

[N BCTYNNeHWs1 B CUy HOBOI KOHCOMIypaLmn 1 3aHECEHUSI HACTPOEK B 9HEPTOHE3ABUCKMYH NaMATb
HaXXMUTE KHOMKY «[pUMEHUTb». NS OTMEHbI U3MEHEHUI HAXXMUTE KHOMKY «OTMEHa».

5.9.2 MopgmeHto «AirTune»
MoameHto «AirTune» npegHasHa4yeHo 415 BK/IOYEHNUS U HacCTPoku cepsuca AirTune Ha Touke gocTyna.

Cepsuc AirTune ncnonb3yeTcs Ans onTuMmusaumm paamopecypco (Radio Resource Management) u
aBTOMAaTMYECKOl HACTPOKM 6eclioBHOro poymuHra 802.11 k/r.

ELTEX  WEP-2L

MOHWUTOPUHT Radio VAP WDS CeTeBble HaCTPOWUKU BHELIHKe cepBUCHI Cucrema -~ (BbIXOA,
MopTanbHasa aBTopu3aLma BKnOYnTL
Aldpec cepsuca AirTune ws://192.168.1.1:8099/apb/rrm

AirTune >

e Bk/1to4ums — Npuv YCTaHOB/IEHHOM dp/iare Touka gocTyna 6yaeT nogknoyarbes k cepsucy AirTune,
agpec KOToporo ykasaH B none «Agpec cepsuca AirTune», ans obecnevyeHuns oyHkumin Radio Resource
Management n/wnun poymuHra 802.11 k/r.

e Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B hopmaTe: «ws://<host>:<port>/apb/
rrmp».

,ﬂ.flﬂ BCTYMJ/ieHna B CUny HOBOIA KOHCbI/IpraLIII/II/I N 3aHECEHNA HaCTPOEK B IHEPIroHE3aBUCUMYIO NaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OTMeHa».
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5.10 MeH «Cucrema»

B MeHI0 «CucTema» BbINOHAKTCA HACTPONKN CUCTEMbI, BDEMEHH, AOCTYNA K YCTPOMCTBY MO Pa3/INYHbIM
NPOTOKO/1aM, NPOM3BOANTCS CMEHA Naposist U 0GHOB/IEHME NPOrpaMMHOro ob6ecneyeHunst ycTpoiicTaa.

5.10.1 MoameHto «O6HOBMEHME O ycTponcTBa»

MogmeHo «O6HOoBNEeHMe MO ycTpoiicTBa» NpegHasHavyeHo Ansi 06HOBEHMS NPOrpaMMHOro obecneyeHuns
yCTpoiicTBa.

OBHoBnenue MO ycTpoiicTsa > AKTMBHaA Bepcua Mo
PesepBHaa sepcua MO « Cpenarb akTUBHOM
KoHurypauua
Axkmyans+Has eepcus 10 docmynHa no adpecy: hitp-//eltex-
Mepe3arpy3ka co.ru/support/downioads/
Maponb ®aiin o6HosneHua No \ Bbibop daiina \ He BbiOpaH HW 0auH dainn
XKypHan ‘ : ‘

[Oara u Bpema

OtnagoyHas uHopmayua

e AkmusHasi sepcusi 10 — Bepcusi NporpammMHOro ob6ecneyvyeHns], yCTaHoOBIEHHOTO Ha YCTPOICTBE,
pa6oTatolas B AaHHbIA MOMEHT;
e PesepsHas sepcusi [10 — Bepcusi NporpammHoro obecneyveHunsi, yCTaHOBIEHHOTO Ha YCTPOICTBE, Ha
KOTOPYI MOXHO NepekniunTbes 6e3 3arpysku gaina MNo;
e Coesnamb akmusHOU — KHOMKa, N03BONSOLAA caenaTb pe3epBHyro Bepcuto MO akTUBHOW, A1A
3TOro noTpebyeTcs nepesarpyska ycTpoiicTea. AKTBHast Bepcus MO B 3TOM c/iyyae cTaHeT
pe3epBHO.

OG6HOBMEHME NPOrpamMMHOro obecneyeHuns

3arpysute tpaiin MO c cawita http://eltex-co.ru/support/downloads/, Bbiopas WEP-2L B cnucke o60pyaoBaHus,
N COXpaHUTe ero Ha komnbloTepe. ocne 3Toro HaxXMMTe KHOMKy «Bblbepute daiinx» B none dadls1 06HoBAEHUS
10 v ykaxxnute nyThb K panny MO B popmare .tar.gz.

[ns 3anycka npouecca 06HOBNEHUSA HEOOXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOBNEHUE». MNMpouecc
06HOB/IEHMS 3aliMET HECKOMbKO MUHYT (0 ero TekylleM ctaTyce 6yeT ykasaHo Ha CTpaHuLE), Noc/e Yero
YCTPONCTBO aBTOMATMYECKN Nepe3arpy3nTcs.

€@ He oTtkovaiite NUTaHWe yCTpoIAcTBA 1 He BLINOMHSATE ero nepesarpysky B npoLecce 06HOBNEHNS
Mno.
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5.10.2 MoameHto «KoHurypaums»

B nogmeHto «kKoHpurypauums» BbINOSHAETCA COXPaHeHKEe 1 0OGHOBEHME TEKYLLEW KOH(UTypaLmm.

OBHosnexue MO ycTpoiicTea Mony4uTs apxus 7 Cravatb
KOH(MrypaLuu ¢
KoHdurypaums > ycTpoiictea
Mepesarpy3ska 3arpy3uTb apxus \ Bbibop daiina \ He BbiOpaH HW oAuH dann
KOHMUrypauuu Ha
Maponb YCTPOHACTBO ‘ arpy3 h ‘

AKypHan
yP COpoC Ha 3aB0ACKIE CoxpaHuTb NapameTpbl AOCTYNa

HacTpOKn
Nara v BpeMa % Copoc

OTtnagoyHas uHopmauua

MNonyyeHne KoHdUrypaumm

UT06bl COXPaHUTb TEKYLLYHO KOHIUIYypaLMio YCTPONCTBA Ha /I0Ka/IbHbIN KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKavaTb».

O6HOBNEHWE KOHUTrypaLumm

[lnsi 3arpy3kn COXpaHEHHOr0 Ha I0KaJ/lbHOM KOMMbOTEpe haiina KoHUrypaumm ncnosib3yeTcs NyHKT
«3azpy3umsb apxus KOH¢huaypayuu Ha ycmpolicmso». Ans 06HOBNEHNS KOHUTYpaL MmN YyCTPOMCTBA HAXMUTE
KHOMKY «BblGepuTte goaiin», ykaxkute dhaiin (B hopmare .tar.gz) 1 HaXXMUTE KHOMKY «3arpy3nTb doaiiny.
3arpyxeHHast KOHUrypauusa npUMeHSEeTCst aBTomaTnyeckn 6e3 nepesarpysky yCTponcTea.

Cbpoc ycTpoiicTBa Ha 3aBOACKME HACTPOWKMU

UT06bI caenaTb C6pPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu aktnempoBaH dhnar «CoxpaHnuTb NnapaMeTpbl AOCTyna», To 6yAyT COXpaHeHbl Te napameTpbl
KOHDUrypaLumm, KoTopble 0TBEYAoT 3a A0CTYN K yCTPoiicTBY (HacTpoiika IP-agpeca, HacTpoiikv fgocTyna no
Telnet/SSH/SNMP/Netconf/Web).

5.10.3 TMogmeHto «lMepesarpyska»

[nsi nepesarpysku yCTPoiCcTBa HaXXMUTE Ha KHOTKY «lepe3arpyska». MNpoLecc nepesanycka ycTpoictea
3aHMMaeT NPUMEPHO 1 MUHYTY.

OGHoeneHue MO ycTpoicTea Mepesarpy3ska < Mepe3sarpyska
ycTponcTea
KoHurypauuma
Mepesarpyska >
Maponb
XKypHan
[ara v Bpema

OTtnagoyHas uHopmauua
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5.10.4 TloameHto «Maposib»

Mpw Bxoae yepe3 web-nHTepdelic agMmuHucTpaTtop (Naponb no ymonuyaHuio: password) MeeT NoJHbIN 4ocTyn
K YCTPOWCTBY: YTEHME 1 3annCb 0ObIX HACTPOEK, NOSHbLIA MOHUTOPUHI COCTOSAHUSA YCTPOWCTBA.

[na cmeHbl Nnapons BBeAMTE HOBbIN Naposib CHavana B none «Maposnb», 3aTem B none «foarsepxaeHue
napons» N HAXXMUTE KHOMKY «[MpUMEHNUTb» [/19 COXPaHeHUs HOBOro napons.

O6HoeneHue MO ycTpoicTBa Maponb @
KoHpurypauma MoareepxaeHue @

napons

Mepe3arpy3ka
Mapons > * Omeria
JKypHan

[Nara u BpeMa

OTnago4Han MHpopMaLma

5.10.5 ToameHto «KypHaut»

MoameHto «XKypHan» npegHasHavyeHo 419 HaCTPOVKM BbIBOAA PasHOro poga oT/1af0uHbIX COOOLEeHNIA
CUCTEMbI B LieNsiX 06HapyXeHus NpuynH npo6sieMm B paboTte yCTpolicTBa.

O6HoBnexue MO ycTpolicTea Pexum Cepsep 1 (aiin v
KoHurypauma Agnpec Syslog-cepsepa syslog.server
Mepesarpyska Mopt Syslog-cepsepa 514
Mapone Pa3mep daina, kb 1000
KypHan >

[ara v Bpema

OTtnagoyHas uHopmauuma

e Pexxum — pexum paboTbl Syslog-areHTa:
e Jloka/ibHbIl halizl — HhopMaLKMs XypHasia COXpaHaeTcs B /IOKa/IbHOM oainie n AoCTynHa B
web-uHTepdelice yctpoiicTBa Ha Bkiagke «MoHUTOpUHr/XKypHan cobbITuiiy;
e Cepsep u ¢halin — nHgopmauus XypHana oTnpasBasieTcs Ha yaaneHHblli Syslog-cepsep u
coXpaHsieTCcs B /lIOKa/IbHOM chaiine.
e Adpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepsepa;
e [lopm Syslog-cepsepa — NopT ANst BXoAALMX coobLieHnli Syslog-cepepa (no ymonuaHuto 514,
[l0NyCTUMble 3HauYeHuss 1-65535);
e Pasmep ¢halina, kb — MakcumasibHbI pasvep daiina xypHana (gonyctumble 3HadeHust 1-1000 kB).

[N BCTYNNeHWs1 B CUy HOBOI KOHCOUIypaLMmn 1 3aHECEHUSI HACTPOEK B 9HEPTOHE3ABUCKMYHO NaMSATb
HaXXMUTE KHOMKY «[pUMEHUTL». 115 OTMEHbI U3MEHEHUI HAXXMUTE KHOMKY «OTMEHa».
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5.10.6 MoameHto «[aTta 1 Bpems»

B nogmeHto «[lata u BpeMsi» MOXHO HACTPOWUTbL BPEMS BPYUHYHO UM C MOMOLLIbIO MPOTOKO/IA CUHXPOHM3aLMK
BpemeHn (NTP).

5.10.6.1 Bpy4Hyro

O6HoBneHue MO ycTpolicTea Pexum @ Bpyuryio O NTP cepsep

KoHdurypaums Rarau B_pem 21.10.2025 # Pegaktipogars
yCTpolCTBa 10:13:31

epesarpy3k v
Mepesarpyska Yacosoi noac MockBsa, Poccus v

Maponb
" BKNIOYUTL NEPEXOA Ha

neTHee Bpema
AKypHan
Mepexon Ha neTHee (He ebIbpaHo) (He ebi0paHo) (4e eblbpaHo) B

n BpeEMA
[ara U BpemMa > p

Mepexon Ha 3uMHee (He ebIbpaHo) (He ebi0paHo) (4e eblbpaHo) B
OTnapoyHas MHopMaLms BpemMa

CABWr BpEMEHU (MHH.) 60

e [lama u spemsi ycmpolicmsa — pata n Bpemsl Ha YCTPOWCTBE B AaHHbIi MOMeHT. Ecnn TpebyeTtcs
KOPPEKUUS, HOXKMUTE KHOMKY «PefaKkTmpoBaTby:
e [lama, spemsi — 3afainTe TeKyLLY0 AaTy ¥ BPEMS UM HAXXMUTE KHOMKY «Tekyllaa aata u Bpems»
AN ycTaHOBKM BpeMeHw MK Ha yCcTpoicTBo.
e Yacosol rosic — N03BOMSIET YCTAHOBUTb YaCOBOM NOSIC B COOTBETCTBMM C 6MKaLLIMM ropoAoM B
BalLEM pervoHe 13 3aaHHOro CrnncKa;
e Bk/1to4UMb r1epexod Ha /iemHee BpeMsi — Npu yCTaHOBNEHHOM dfiare nepexos Ha neTHee/3MMHee
Bpems 6yAeT BbINOMHATLCA aBTOMATMYECKN B 3a4aHHblii Nepuos BpeMEHM:
 [lepexod Ha 1emHee 8peMsi — AeHb N BPeMS, Korga 6yaeT BbINOMHATLCA Nepexos Ha neTtHee
Bpems;
* [lepexod Ha 3uMHee BpeMsi — AeHb U BpeMs, Koraa 6yaeT BbINOSHATLCSA Nepexos Ha 3MMHee
Bpems;
e CoBue sBpemeHu (MUH.) — Nepunoa, BpeMeHN B MUHYTaXx, Ha KOTOPbI BbINOSTHAETCA CABUT BPEMEHM.
MoxeT npuH1UMaTb 3HavyeHne oT 0 Ao 720 MuH.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBUCHMYIO NaMsaThb
HaXKMUTE KHOMKY «[pUMEHNTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHa».
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OBHoenexue MO ycTporcTBa

KoHurypauus

Mepesarpyska

Maponb

KypHan

[ara v Bpema >

OTnagoyHans uHpopmMauua

Pexum

[ata v Bpems ycTpoiicTea
Yacosoi#t noac

NTP cepsep

BKNIoYNTb Nepexog, Ha neTHee
BpeMs

Mepexoz Ha neTHee BpeMA

Mepexof Ha 3MMHee BpeMA

COBUI BPEMEHM (MMH.)

O Bpyuyhylo @ NTP cepsep
20.10.2025 07:37:19

Mocksa, Poccua

pool.ntp.org

(He ebI0paHo) (He ebIbpaHo)

(He eblI0paHo) (He ebIbpaHo)

60

Appeca gononHutensHeIXx NTP-cepeepos

1]

2

time.google.com

time.cloudflare.com

(He ebibparo)

(He ebibparo)

B @ [z

B =[5

e [lama u spemsi ycmpolicmsa — fata v BpeMs Ha YCTPOUCTBE B AaHHbIA MOMEHT;
e NTP cepsep — IP-agpec/n0OMeEHHOE NMA cepBepa CUHXPOHU3aLUMn BpemeHn. Bo3mMoXxHO 3aaaTb afpec
NN BbIGpaTh 13 CYLLECTBYHOLLErO CrUCKa;
e Yacosol rnosic — no3BoONSET YCTaHOBUTb YaCOBOW NOSIC B COOTBETCTBUN C G/IMXKaNLLIMM rOPOLOM B
BalleMm pervoHe u3 3alaHHoro Crnucka;
e Bk/o4umsb riepexod Ha /iemHee speMsi — Npu yCTaHoOBNEHHOM do/iare nepexos Ha fieTHee/3uMHee
BpeMsi OyeT BbINO/IHATLCHA aBTOMATUYECKN B 3aaHHbI NeproL BPEMEHN:
* [lepexod Ha /iemHee BpeMsi — [eHb U BpeMs, Koraa byaeT BbINO/IHATLCA Nepexop, Ha neTHee
Bpewms;
e [Tlepexod Ha 3uMHee BpeMsi — [eHb N BpeMs, Korga oyaeT BbINONHATLCA Nepexos Ha 3uMHee
Bpewms;
e CdBue sBpemeHu (MUH.) — Nepuop, BpeMEHN B MUHYTaXx, Ha KOTOPbI BbINOSTHSETCA CABUT BPEMEHM.
MoxeT npuHumathb 3HaveHne ot 0 o 720 MuH.

e Adpeca dornosiHumesibHbix NTP-cepsepos — B cniyvae Korfa OCHOBHOW cepBep CUHXPOHU3aLmmn
BPEeMeHM He[oCTyNeH, yCTPOUCTBO ByeT obpallarbCs K A0NOSTHUTENIbHbIM cCepBepaM CUHXPOHM3aUUn
BpemeHu. [1na Toro 4tobbl 406aBUThL afpec B CNUCOK, HAXMUTE KHOMKY «[106aBnTb» 1 B NOSABUBLLEMCS
none seeaute IP-agpec nav goMmeHHoe ums cepsepa. Ytobbl yaanmTtb agpec U3 Crnmcka, B

COOTBeTCTByI'OLLI,eVI CTPOKEe HaXXMUTE KHOMKY .

[na BCTynneHns B CUly HOBOWM KOHOUIypaLmmn 1 3aHECEHWUSI HACTPOEK B 3HEProHe3aBUCKMYO NaMsATb
HaXXMUTE KHOMKY «MpUMeHNUTb». [/19 OTMEHbI M3MEHEHUIA HAXKMUTE KHOMKY «OTMEHa».
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5.10.7 MogmeHto «OTMagovHas uHopmaLms»

OGHoBneHue MO yCTpoiicTsa ®aitn oTNaao4HoON * Cravatb
UHMOpMaLMK
KoHpurypauyuma
Mepesarpyska
Maponb
KypHan
[arta u Bpemsa

OTnago4Han uHdopmMauua >

daiin oTnagoyHor MHdopmauum

YTo6bl NonyunTtb apxus troubleshooting.tar.gz ¢ ycTpoiicTBa Ha NIOKas1bHbI KOMMNLIOTEP, HAXKMUTE KHOMKY
«CkayvaTb».
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6 YnpaB/ieHve yCTPOCTBOM C NOMOLLbH KOMaH/AHOW CTPOKM

© /115 oTo6paxeHNs UMEILLMXCS HACTPOEK OMpeaeneHHOro pasena KoHhUrypaLun BBeauTe KoMaHay
show-config.
[ns nonyyeHns NoAckaskn O TOM, Kakoe 3HaYeHne MOXET NMPUHMMATb TOT WK UHOM napameTp
KOHCQUIypaLmm ycTpoiicTBa, HAXXMUTE coueTaHne Knasuwl (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnvcka napameTpos, AOCTYMHbIX A1 pefakTMpoBaHua B AaHHOM pasjere
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HaCTpPOeK BBeAMTe KOMaHay save.
[ns nepexopa B npeablaywwinii pasgesn KoHdurypauuy BBeguTe kKomaHay exit.
[na nepexofa B KOPHEBOW pas3fen sBeaute komaHay end.

6.1 TMoaknyeHne K yCTPOUCTBY

Mo ymonuyaHuto yctpoinctso WEP-2L HacTpoeHo Ha nony4veHne agpeca no DHCP. Ecnv 3Toro He Nnpom3oLwunio,
NOAKIUNTLCS K YCTPONCTBY MOXHO MO 3aBoAcKoMy IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WEP-2L: 192.168.1.10, macka nogceTu: 255.255.255.0.
MoAakntoyeHne K yCTPOMCTBY OCYLLECTBASIETCS € nomoLlblo SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, ganee BBOAMM Naposib

telnet <IP-agpec ycTpoiicTBa>, BBOAUM /OTVIH U Napo/ib
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6.2 HacTpolika ceTeBbIX NapaMeTpoB

HacTpoiika cTaTMyecKux ceTeBbiX NapamMmeTpoB TOUKU AOCTyna

WEP-2L
WEP-2L

root):/# configure
config):/# interface

(

(
WEP-2L(config):/interface# bro
WEP-2L(config):/interface/br0# common
WEP-2L(config):/interface/br0/commont static-ip X.X.X.X (rae X.X.X.X — IP-agpec WEP-2L)
WEP-2L(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka nozcetn)
WEP-2L(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X — IP-agpec dns-cepsepa Nol)
WEP-2L(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — IP-agpec dns-cepsepa No2)
WEP-2L(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexviva pabotsl ¢ DHCP Ha Static-IP)
WEP-2L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

JoGaBneHue cTaTUYECKOro MapupyTta

WEP-2L(config):/interface/br0/common# exit

WEP-2L(config):/interface/br0# exit

WEP-2L(config):/interface# exit

WEP-2L(config):/# route

WEP-2L(config):/route# add default (rae default — HassaHve mapLupyTa)

WEP-2L(config):/route# default

WEP-2L(config):/route/default# destination X.X.X.X (rze X.X.X.X — IP-agpec ceTv unv y3na HasHadyeHuns, 15
MapLupyTa no ymonyaHuo — 0.0.0.0)

WEP-2L(config):/route/default# netmask X.X.X.X (rze X.X.X.X — macka ceTv HaszHavyeHus, 7159 MapLupyTa rno
ymMonyaHuio — 0.0.0.0)

WEP-2L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec Ln03a)
WEP-2L(config):/route/default# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbiX NapaMeTpoB no DHCP

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commoni# protocol dhcp
config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

—~ o~~~ —~ —

© Haunnas ¢ Bepcun MO 2.2.0 ecTb BO3MOXHOCTL 3agasaTb MTU uepes DHCP (option 26).
3HadveHvne MTU, nonyyeHHoe no DHCP, umeeT 6onbLniAi NPUOPUTET, YEM NapameTp, 3aZlaHHbIN B
KOHUrypaumu.

@ Pasmep MTU ana bridge gomkeH 6bITh He 6osbLLE, 4eM HauMeHbLI pasmep MTU Ha nHTepdeiicax,
KOTOpble HaxoasaTca B 3ToMm bridge.
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HacTpoliika pasmepa MTU Ha uHTepdpelice

WEP-2L
WEP-2L

root):/# configure

config):/# interface

WEP-2L(config):/interface# bro

WEP-2L(config):/interface/br0# common

WEP-2L(config):/interface/br0/common# mtu X (rge X — pasvep MTU B 6aritax. Bo3MOXxHble 3Ha4YeHus: 1-
2490. o ymon4yaHuto: 1500)

WEP-2L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

—_— e~ o~ —

6.2.1 HacTpoiika ceTeBbIX NapameTpoB C NMOMOLLbI0 YTUANTLI set-management-vlan-mode

HeTernpoBaHHbIii gocTyn

NonyyeHmne ceTeBbiX HACTpPoekK no DHCP:

WEP-2L(root):/# set-management-vlan-mode off protocol dhcp

CTraTtnyeckme HacTpPOKu:

WEP-2L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y gateway
Z.Z.Z.Z (rge X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — macka noacetn, Z.Z.Z.Z — LL/103)

[ocTtyn yepes VLAN ynpaBneHus B pexxume Terminating

[MonyyeHne ceteBbIX HACTPOeK no DHCP:

WEP-2L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rze X — VLAN ID,
MCNoMb3yeMblil 415 4OCTyna K YCTPOCTBY. BO3MOXHble 3HaUYeHus: 1-4094)

CraTunyeckme HacTPOMKMK:

WEP-2L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii Ans A0CTyna K yCTPONCTBY,
BO3MOXHble 3Ha4YeHus: 1-4094; X.X.X.X — cTaTuyeckuii IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — Lt03)

bocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[MonyyeHne ceteBbIX HACTPOeEK no DHCP:

WEP-2L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOAb3yeMbI 418 4OCTyna K yCTPOMCTBY. BO3MOXHbIE 3HaueHus: 1-4094)

CraTunyeckme HacTPONKNK:

WEP-2L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (e X — VLAN ID, ncnosib3yemslii A5 AOCTYNa K YyCTPONCTBY,
BO3MOXHble 3HaueHus: 1-4094; X.X.X.X — ctatuyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — LJI03)

3aBeplueHne n coxpaHeHue HacCTpoek

WEP-2L(root):/# save (coxpaHeHne HacTpPOek)
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6.2.2 HacTtpolika yaanéHHoro ynpasneHus

HacTtpoiika SSH

WEP-2L(root):/# configure

WEP-2L(config):/# ssh

WEP-2L(config):/ssh# enable true (ynpasneHuve yganéHHbIM JOCTYNoM no SSH. A OTKIYeHNA BBeUTe
false. 10 ymoniyaHuio: true)

WEP-2L(config):/ssh# port X (rae X — nopt SSH-cepsepa. 1o ymonyaHuio: 22)

WEP-2L(config):/sshi# session-limit X (rze X — makcumasibHoe KonnyecTso SSH-ceccuit. Mo ymonyaHuto: 5)
WEP-2L(config):/ssh# save (coxpaHeHne HacTpoek)

HacTtpoiika Telnet

WEP-2L(root):/# configure

WEP-2L(config):/# telnet

WEP-2L(config):/telnet# enable true (ynpaBneHve yganéHHbiM 4OCTYNOM Mo Telnet. NS OTKNHOYEHUS
BeeauTe false. [0 ymosiyaHuio: false)

WEP-2L(config):/telnet# port X (rae X — nopt. Mo ymonyaHunio: 23)

WEP-2L(config):/telnet# session-limit X (rge X — makcumvansHoe konmyecTso Telnet-ceccuid. 1o
YMOJTYaHUIO: 5)

WEP-2L(config):/telnet# save (coxpaHeHne HacTpoek)

6.2.3 HacTpoiika ceTeBbix NnapameTpoB IPv6

@ Mo ymonuaHuio AOCTYN K yCTPOACTBY MO NPoTOKony IPV6 Ha TOuKe JOCTyna OTK/IOUEH.

BKnloueHue gocTyna K ycTpoiicTBy no npoTokony IPvé

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
DHCP)
WEP-2L(config):/interface/br0/common/ipv6# enabled true (Bk/it0ueHe ocTyna K YCTPOUCTBY M0
npoTokony IPv6. [1ns oTknoueHnsi BBeaute false)

WEP-2L(config):/interface/br0/common/ipv6# save (COxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/common# ipv6

config):/interface/br0/common/ipv6# protocol dhcp (nosiyueHve ceteBbIx IPv6-napaMeTpos no

—~ o~~~ —~ —
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HacTpoiika cTaTuueckux ceTeBbiX NapameTpoB IPv6 TOUKM AOCTyna

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# bro

WEP-2L(config):/interface/br0# common

WEP-2L(config):/interface/br0/commont ipv6

WEP-2L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXXXXXXKXXXKXXXX XXX XXXXXXXX — cTaTmuueckuin IPve-aapec yctpoiictBa WEP-2L)
WEP-2L(config):/interface/br0/common/ipv6# address-prefix-length X (rae X — npecdpmke cratnyeckoro IPv6-
agpeca. lNpuHnmMaeT 3HadyeHne oT 0 Ao 128. o ymonyaHuto: 64)
WEP-2L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (ykasbiBaeTcs [Pv6-
npedukc, HanpumMmep 3211:0:0:1234::/64)

WEP-2L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rae XXXX:XXXX:XXXXXXXXXXXXXXXX:XXXX:XXXX/Y — IPve-agpec DNS-cepsepa Nel ¢ npedukcom)
WEP-2L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rae XXXX:XXXX:XXXXXXXXXXXXXXXX:XXXXXXXX/Y — IPve-agpec DNS-cepsepa Ne2 ¢ npetukcom)
WEP-2L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t0ueHVIe NCNO/IL30BaHNS CTATUYECKMX
ceTeBbIX IPv6-napamMmeTpoB. 15 nonyyeHns ceteBbix IPve napameTpos no DHCP BBeauTe dhep)
WEP-2L(config):/interface/br0/common/ipv6# enabled true (Bk/it0ueHve focTyna K yCTPOUCTBY M0
npoTokosy IPv6. AN oTkntoyeHns seeante false)

WEP-2L(config):/interface/br0/common/ipv6# save (coxpaHeHve HacTpoek)

6.3 HacTpolika BUpTyasibHbix Touek gocTtyna Wi-Fi (VAP)

Mpw HacTpolike VAP cnefyeT NOMHUTb, YTO Ha3BaHue HTepdeiicoB B Anana3oHe 2.4 Ty HaunHaeTcs ¢
wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 8 — KomaHgpl AN HaCTpoikn pexmma 6esonacHocT Ha VAP

Pexum 6e3onacHocT KomaHaa anst HacTpoiiku pexrma 6e30nacHoOCTU
Bes napons mode off

WPA mode WPA

WPA2 mode WPA2

WPA/WPA2 mode WPA_WPA2

WPA-Enterprise mode WPA_1X

WPA2-Enterprise mode WPA2_1X

WPA/WPA2-Enterprise mode WPA_WPA2_1X

Hwxe npeacTtasneHbl npumMepbl HACTPOkM VAP ¢ pa3nnyHbiMu pexmnmamu 6esonacHoctn ans Radio 5Ty,
(wlan1).
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6.3.1 HacTtpoliika VAP 6e3 wncpoBaHus

CospaHue VAP 6e3 wugpoBaHMAa ¢ Nnepnoamyveckoii oTnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan1-va0

WEP-2L(config):/interface/wlan1-va0O# vap

WEP-2L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-2L_open' (n3veHeHve nveHn SSID)
WEP-2L(config):/interface/wlan1-va0/vap# ap-security
WEP-2L(config):/interface/wlan1-va0/vap/ap-security# mode off (pexxum wndposaHmns off — 6e3 napons)
WEP-2L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t0ueHVIe OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)
WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yemMoro A/151 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i /e secret — naposb g1s RADIUS-
cepBepa, UCrnosb3yeMoro A/1s1 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/it0ueHvie neproanyeckol oTnpaskn
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas1 OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-2L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-2L(config):/interface/wlan1-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlan1l-va0/commoni enabled true (Bk/10HeHVE BUPTYa/IbHOM TOYKN LOCTYNA)
WEP-2L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—_— e~ —~ —
_ = = =
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6.3.2 HacTtpoiika VAP ¢ pexumom 6e3onacHoctn WPA-Personal

CospaHue VAP c pexumom 6e3onacHocTtu WPA-Personal ¢ nepnogunyeckoil oTnpaBKoO akKKayHTUHTa
Ha Radius-cepBep

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan1-va0

WEP-2L(config):/interface/wlan1-va0O# vap

WEP-2L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-2L_Wpa2' (n3veHeHne nveHn SSID)
WEP-2L(config):/interface/wlan1-va0/vap# ap-security

WEP-2L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexuvmv wndposaHuns — WPA/WPA2)
WEP-2L(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1t04/Maposib, He0OX0AUMbIN
0N NOAKNIYEHNS K BUPTYaslbHOM ToUke AocTyna. [avHa kada A0/HKHa CoOCTaBAsATb OT 8 A0 63
CVMBOJIOB)

WEP-2L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t0ueHVe OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — |P-agpec RADIUS-
cepBepa, UCrnosb3yeMoro A/151 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i /e secret — naposb g1s RADIUS-
cepBepa, UCrnosb3yemMoro A/151 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/it0ueHvie neproanyeckol oTnpaskn
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-2L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-2L(config):/interface/wlanl-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlan1l-va0/common# enabled true (Bk/10HeHV e BUPTYa/IbHOM TOYKN LOCTYNA)
WEP-2L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—_— e~ —~ —
_ = = =
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6.3.3 HacTtpoiika VAP c Enterprise-aBTopusauueri

CospaHue VAP ¢ pexumom 6e3onacHocTtu WPA2-Enterprise C nepuoguyeckon oTnpaBKow
aKkayHTUHra Ha RADIUS-cepBep

WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-2L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-2L_enterprise' (n3veHeHve nveHn SSID)
WEP-2L(config):/interface/wlan1-va0/vap# ap-security
WEP-2L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2_1X (pexvm wndgposanus — WPA/
WPA2-Enterprise)

WEP-2L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlanl-va0/vap/radius# domain root (r7e root — f0MeH nosib3oBaTesns)
WEP-2L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa)

WEP-2L(config):/interface/wlan1-va0/vap/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTopbIi
NCnonb3yeTca Ansa ayTeHTudukauum n astopmsaunn. Mo ymonyaHuo: 1812)
WEP-2L(config):/interface/wlan1-va0/vap/radius# auth-password secret (e secret — naposib 15 RADIUS-
cepBepa, UCnosb3yemMoro A5 ayTeHTUMKaL M1 1 aBTopusanmnn)
WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/110ueHVIe OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)

WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yeMoro A/151 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i /e secret — naposib g1s RADIUS-
cepBepa, UCrnosb3yemMoro A/151 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/it0ueHvie neproanyeckol oTnpaskn
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (1HTepBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-2L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-2L(config):/interface/wlan1-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlan1l-va0/common# enabled true (Bk/1t0HeHVE BUPTYa/IbHOM TOYKN LOCTYNA)
WEP-2L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—~ o~~~ o~ —~
_ = = =
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6.3.4 HacTtpoliika VAP ¢ nopTanbHoOi aBTopusaumei

KomaHAabl AN HacTPOMKM NOPTa/IbHOI aBTOpU3aLun ¢ OTNPaBKO akkayHTUHra Ha RADIUS-cepBep

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlan1-va0/vap/ap-security# mode off (pexxum LwndposaHms off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-2L' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazaTb URL BUpTyasibHOro noprasna)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykazatb nmsa noptana. Mo ymonyanuio: default)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# apb-mac-auth true (B/104NTE MAC-aBTOPM3ALNIO
NnopTasibHbIX NO/b30BaTeENEN Yepes APB cepBuC (AOCTYNHO TOMbKO € SoftWLC 1.34.1 1 Bblwwe). Mo
ymoiyaHuio: false)

WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-2L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlanl-va0/vap/radius# domain root (r7e root — f0MeH nosib3oBaTesns)
WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/110ueHVIe OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)
WEP-2L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCMNoJIb3yeMOro A1 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i /e secret — naposib g1s RADIUS-
cepBepa, UCMNoJIb3yeMOro A1 akkayHTUHra)

WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/it0ueHvie neproanyeckol oTnpaskn
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-2L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-2L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-2L(config):/interface/wlanl-va0/vap# exit

WEP-2L(config):/interface/wlan1-va0# common

WEP-2L(config):/interface/wlanl-va0/common# enabled true (Bk/104eHVE BUPTYa/IbHOM TOYKM [OCTYNA)
WEP-2L(config):/interface/wlan1l-va0/common# save (CoxpaHeHve HacTpoek)

e~ e~~~ o~~~ o~ —
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6.3.5 HacTpoiika VAP ¢ BHelLHel nopTasibHOM aBTopu3auueit

KomaHpgbl gnsa HACTPOVKU BHELLHE NopTa/sibHOI aBTOpU3aLumn

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlan1-va0/vap/ap-security# mode off (pexxum LwndposaHms off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WEP-2L(config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-2L' (n3veHeHne nveHn SSID)
WEP-2L(config):/interface/wlan1-va0/vap# captive-portal
WEP-2L(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (Bx/1t04eHne
noaaepXkn BHELLUHEN NopTasibHOM aBTopusauun. Mo ymonyaHuto: portal)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-
ip=<NAS_IP>&ap_location=<AP_LOCATION>&nas_id=<NAS_ID>" (yka3aTb URL BHELUHEero BMpTyasibHOro
nopTtana B COOTBETCTBMM C Tabsimuein 9)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# enabled true (Bk/1t0ueHVe doyHKUMOHaA captive-
portal)

WEP-2L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlan1-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCnosib3yemoro ans asTopusalmm)

WEP-2L(config):/interface/wlan1-va0/vap/radius# auth-password secret (e secret — naposib 19 RADIUS-
cepBepa, MCnosib3yemoro Ans asTopusalmm)

WEP-2L(config):/interface/wlan1-va0/vap/radius# exit

WEP-2L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

e~~~ o~~~ o~~~ o~ —~
_ o o O ==
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JononHuTtenbHbie KOMaHAbI A1 HACTPOKU BHELLHel NopTanbHOW aBTOpU3auumn

WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# preauth-filter-mode acl (napaveTp,
onpeaensioumii Ha 0OCHOBaHMK Yero byaeTt hunbTpoBaTbCsa TPaUK HEaBTOPU30BAHHBLIX K/IMEHTOB.
BoamoxHble 3HavyeHus: acl, white-list. 1o ymonyaHuio: white-list)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# ipv4-acl ipv4_list (rae ipv4_list — nmsa cnvcka
npasws ipv4-acl)

WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# url-acl url_list (rge url_list — vmvs crnvcka npasun
url-acl)

WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# filter-dns-by-acl true (Bk/1t0HeHVe ouibTpaLmm
DNS-3anpocoB no npasunam preauth-acl. Mo ymonyanutio: false)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# client-mac-format XX-XX-XX-XX-XX-XX (rze XX-XX-
XX-XX-XX-XX — chopmaT MAC-afpeca KNmeHTa, KOTopblii 6yaeT noactaBnisaTbcs BMecTo <AP_MAC> B
3anpocax Ha BHeLHNA nopTasl. BoaMoxHbie 3HaueHms: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXXXXXIXXXX, XXXXXXXXXXXX. [10 YMOMUAHNHD: XXXXXXXXXXXX)
WEP-2L(config):/interface/wlanl-va0/vap/captive-portal# nas-id-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-XX-
XX-XX — popmaT MAC-agpeca TOUKM A0CTyna, KOTopbI 6yaeT noacTaBnATbcsl BMecTo <NAS_ID> B
3anpocax Ha BHeLHNA nopTasl. BoamoxHbie 3HaueHms: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXXXXXIXXXX, XXXXXXXXXXXX. [10 YMOMUAHNHD: XXXXXXXXXXXX)
WEP-2L(config):/interface/wlan1-va0/vap/captive-portal# disconnect-on-reject true (napameTp, oTBevatoLLNl
3a OTK/II0YEHMe KIMeHTa nocne nosayyeHus Access-Reject. na oTkntoveHnst seeante false)
WEP-2L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-2L(config):/interface/wlanl-va0/vap# radius

WEP-2L(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepesgasats MAC-azpec
KnveHTa B kayecTBe naposd B RADIUS 3anpocax. o ymonyaHuto: false)
WEP-2L(config):/interface/wlan1-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-XX-XX-
XX — chopmat MAC-agpeca KneHTa, KoTopblin 6yaeTt domurypupoatb B RADIUS 3anpocax. ®yHKLUMOHas
paboTaeT TO/IbKO Mpu YCrioBMKM use-macaddr-as-password = true. BO3MOXHble 3Ha4eHMs: XX-XX-XX-XX-XX-
XX, XXX XX XX XX XX, XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XXIXXXXIXXXXXX, XXXXXXXXXXXX. [10
YMOTHAHUHD: XXXXXXXXXXXX)

WEP-2L(config):/interface/wlanl-va0/vap/radiust# exit

WEP-2L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

© /15 nonyyenna nHchopmaLm 06 anropuTMe B3aMMOECTBUSA C BHELLHUM NOPTa/IOM CM. CXEMy.
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Tabnuua 9 — Hactpoiika URL wabnioHa Ans BHeLWHe NopTasibHON aBTopm3aumm

MapameTtp

<NAS_ID>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>
<NAS_IP>
<AP_LOCATION>

OnucaHue

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnv He 3agaH Hu
OAIMH 13 3TUX NapameTpoB, To B kadecTBe NAS ID B RADIUS-
n HTTP(S)-naketax 6yaeT ucnosb3oatbca MAC-agpec
TOukM goctyna B chopmare "nas-id-format”

[ oMeHHOe UMS, KOTOPOE MOKa3bIBAETCS KIMEHTY MpW
nepeHanpasfieHun

MAC-agpec Toukn gocTyna

MAC-agpec knneHta

SSID

URL, KOTOpbI n3Ha4YaNbHO 3anpatumsan KInNeHT
IP-agpec Touku goctyna

AP-location Touku goctyna
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6.3.6 HacTtpolika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbiit hyHKUMOHa AOCTYNEH TONbKO A4J/19 PEXMMOB NOPTasibHON 1 Enterprise-aBTopmsaymm.

KomaHab! o151 HACTPOIKKN foNoIHUTEeNNbHOro RADIUS-cepBepa Ha VAP

WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-2L(config):/interface/wlan1-va0/vap# radius (HacTpolika ocHOoBHOro RADIUS-cepBepa)
WEP-2L(config):/interface/wlan1-va0/vap/radius# backup (HacTporika gononHuTesisHoro RADIUS-cepeepa)
WEP-2L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec gononHutenbHoro RADIUS-
cepBepa B KOHchurypauumn> (cosgaHune pasgesna KoHdurypawumm aononHntTensHoro RADIUS-cepBepa.
MakcmasibHOE KO/IM4YecTBO: 1)

WEP-2L(config):/interface/wlan1-va0/vap/radius/backup# X.X.X.X (rge X.X.X.X — IP-agpec fono/HUTEIbHOro
RADIUS-cepBepa B KOHaurypaumm)

WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — |P-agpec
RADIUS-cepBepa)

WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-cepBepa,
KOTOPbI CNOMb3yeTcsa ANa ayTeHTMdIMKaUmMm 1 aBTopusaunn. Mo ymonyaHumio: 1812)
WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-password secret (/e secret — naposib
Anst RADIUS-cepBepa, UCMnosib3yemMoro Ans ayteHTudunkaumm n asTopusaumm)
WEP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X.X.X.X — IP-agpec
RADIUS-cepBepa, NCNo/b3yeMOoro A5 akkayHTUHra)
WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-cepBepa,
KOTOPbI/ MCMNOMb3yeTcs AN akkayHTUHra. Mo ymonyaHuio: 1813)
WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-password secret (i /e secret — naposib
Anst RADIUS-cepBepa, UCMnosib3yemMoro A5 akkayHTUHra)
WEP-2L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# order 1 (e order — npuoputet RADIUS-
cepBepa. Ecnun npuoputeT He GblN yKasaH ABHO, TO CUMTAETCS YTO OH paBeH 0. B aTom cnyyae
o4yepenHOCTb BbiGOpa cepBepa byaeT COOTBETCTBOBATb NOPSAKY A06aBneHns RADIUS-cepBepa B
KOHdourypaumto )

WEP-2L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHve HacTpoek)

—~ o~~~ o~ —~

6.3.7 [ononHuTtenbHble HacTpoikmu VAP

HazHaueHue VLAN-ID Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# vlan-id X (rge X — Homep VLAN-ID Ha VAP)

Ha3HauyeHue VLAN-Group Ha VAP

WEP-2L(config):/interface/wlanl-va0/vap# vlan-group X,Y-Z (rge X,Y-Z — Homepa VLAN-ID, KOTOpble MOXHO
Ha3HaunTb Ha VAP. BO3MOXHble 3HavYeHus: 1-4094. Ecnn HacTpoeH napameTp vlan-group, TO 6yaet
nUrHopmpoBsartbcs napameTp vlan-id)
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BrtoyeHue pexuma Band Steer

WEP-2L(config):/interface/wlan1-va0/vap# band-steer-mode true (Bx/t0ueHve pexurmva Band Steer. 115
oTk/o4YeHna BeeguTe false)

BkntouyeHue VLAN trunk Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# vlan-trunk true (BxitoueHvie VLAN Trunk Ha VAP. ns oTkI04eHns
BeeauTe false)

BkntouyeHue General VLAN Ha VAP

WEP-2L(config):/interface/wlanl-va0/vap# general-vlan-mode true (BktoueHvie General VLAN Ha SSID. 15
oTKNoYeHnsa seeaute false)
WEP-2L(config):/interface/wlanl-va0/vap# general-vlan-id X (rae X — Homep General VLAN)

Bbi6op cnoco6a npuoputTusaymum

WEP-2L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHanv3 npuoputeTa 13 nonsa CoS (Class of
Service) TerMpoBaHHbIX NakeToB. 3HaYeHne No ymonvaHuio: true. B aTom criydyae aHanmsnpyeTcs
npuopuTeT 13 nona DSCP 3aronoska IP-nakeTa)

BknioueHue pexxuma MFP (802.11W)

WEP-2L(config):/interface/wlan1-va0/vap/ap-security# mfp required (Bk/1104MTL 3aLLMTY management-kaapoB
(dpeimos). required — TpebyeTca nogaepxka MFP OT KNMeHTa, KMEHTbI 6e3 MFP He cMoryT
noaxkntunTLCA. capable — coBmecTmMo ¢ MFP, KnneHTbl 6€3 noaaepXkn MFP MoryT nogkitounteea. Ans
oTkN4YeHns seeaute off)

Bk/itoueHne Ucnosib3oBaHus TLS npu aBTopu3sauum

WEP-2L(config):/interface/wlanl-va0/vap/radiust tls-enable true (1criosib3oBaTh TLS npu asTopusaLmn. s
oTko4YeHna BeeauTe false)

BkntoueHune ckpbiToro SSID

WEP-2L(config):/interface/wlan1-va0/vap# hidden true (BrtoueHve ckpbliToro SSID. 115 OTKH0YEHNS
BeeauTe false)

Bk/loueHne u3onsyum KNMeHToB Ha VAP

WEP-2L(config):/interface/wlanl-va0/vap# station-isolation true (Bk/1l0ueHNE N301ALMN TPaAINKE MEXIY
KNMeHTamu B npeaesnax ogHon VAP, [lna oTkntoueHnsi BBeauTe false)
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OrpaHuyeHne KoNmyecTBa K/IMEHTOB Ha VAP

WEP-2L(config):/interface/wlan1-va0/vap# sta-limit X (rge X — makcumasibHO JonyCTUMOoe Y1C/10
NOAKNIOYAEMbIX K BUPTYyasIbHOM CETU K/TMEHTOB)

BknioyeHue 3awntbl oT ARP Spoofing

WEP-2L(config):/interface/wlan0-va0/vap# arp-inspection true (Bik/1t04eHne NPoBepPKN TpaurKka Ha NogMeHy
IP-agpeca nctoyHvka B ARP-naketax. [1na otkioveHns seeauTe false. Mo ymonyaHuio: false)

BknoueHue penivkauumn myibTUKacToOBOro Tpaduka Ha VAP

WEP-2L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/1t0ueHvie pennukauy MybTUKACTOBOIO
Tpadomka Ha VAP. [ina oTkntoveHns seeauTe false)

BknroyeHue Minimal Signal u Roaming Signal

WEP-2L(config):/interface/wlan1-va0/vap# check-signal-enable true (Bk/110ueHVIe NCNOIL30BaHNSA
dyHKUMoHasia Minimal Signal. 19 oTkmoyeHns seeaute false)

WEP-2L(config):/interface/wlanl-va0/vap# min-signal X (re X — noporosoe 3HaveHune RSSI, npv AOCTVKEHNN
KOTOPOro TOYKa AocTyna 6yaeT OTKNYaTb KaveHTa oT VAP. MNapameTp MOXeT NpUHMMaTh 3HaYeHUst OT
-100 po -1)

WEP-2L(config):/interface/wlanl-va0/vap# check-signal-timeout X (re X — nepvos BpemeHn B cekyHaax, rno
NCTEYEHUN KOTOPOro NPUHNUMAETCH peLleHne 06 OTK/IKYEHUN KITMEHTCKOro 060pyA0BaHns OT
BMPTYaJ1IbHOW ceTn)

WEP-2L(config):/interface/wlanl-va0/vap# roaming-signal X (rge X — noporoeoe 3HaveHvie RSSI, npu
AOCTVXXEHMN KOTOPOro MPONCXOANT NEPEKIOYEHNE KITMEHTCKOro 060pyA0BaHMs Ha APYry TOUKY
goctyna. MNapameTp MOXeT NpuHMMaTh 3HaueHust oT -100 4o -1. MapameTp roaming-signal 4o/MKEH ObITb
BblLle, YeM min-signal: ecninm min-signal =-75 gbM, To roaming-signal 4o/mkeH ObITb paBeH, Hanpumep, -70
ABbwm)

WEP-2L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)

BknoueHue nepepaum aGoHeHCKoro Tpaduka BHe GRE-TyHHens

WEP-2L(config):/interface/wlan1-va0/vap# local-switching true (sk/t0ueHne nepegayy aboHeHTCKOro
Tpaduka BHe GRE-TyHHens. [ins oTktodeHns seegute false. 0 ymosi4aHmio BbIK/HOYEHO)
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HacTtpoiika orpaHMuYeHunst CKOPOCTHU

HacTpoiika Leiinepa B HanpaB/AeHUN OT K/IMEHTOB (KaXK40ro B OTAe/IbHOCTU), NOAK/THOUYEHHbIX K
AaHHoW VAP, 0 TOUYKK AOocTyna:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-sta-rx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (rge X — makcvmasibHasi CKOpoCTh B
KOUT/C NN NakeTbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (BritoueHve wernepa. MoxeT
npuHMMaTh 3HauyeHune: kbps — KouT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTtpoiika weiinepa B HanpaB/1EHUN OT TOYKM A0CTYNa A0 KMEHTOB (KaXKAO0ro B OTAENIbHOCTH),
NOAKNIOUYEHHbIX K AaHHOW VAP:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (rae X — makcumasibHas CKOpoCThb B
KOUT/C NN NakeTbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bx/1toueHne wennepa. MoxeT
npuHUMaTh 3HauyeHue: kbps — KouT/c, pps — NakeTbl/c, off — BbIK/THOUEHO)
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-sta-txi# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoiika weiinepa B HanpaB/1€EHUN OT KJIMEHTOB (B CyMMe), NOAKNIOYEHHbIX K aHHOW VAP, O
TOYKU gocTtyna:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rge X — MakcrumMasibHas CKOpoCTh B
KOUT/C NN NakeTbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bx/toueHne wennepa. Moxet
npuHUMaTh 3HauyeHue: kbps — KouT/c, pps — NnakeTbl/c, off — BbIK/THOUEHO)
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoiika Leiinepa B HanpaBAE€HUN OT TOYKU AOCTYNA A0 K/IMEHTOB (B CYMME), NOAK/IHYEHHbIX K
LaHHo VAP:

WEP-2L(config):/interface/wlan1-va0/vap# shaper-per-vap-tx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rge X — makcumasibHas CKOpoCTh B
KOUT/C NN NakeTbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (B/1t0ueHne weinepa. Moxet
npuHUMaTh 3HauyeHune: kbps — KouT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WEP-2L(config):/interface/wlan1-va0/vap/shaper-per-vap-txi# exit
WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HaCTPOﬁKa orpaHuyeHus wnpokoseljaTtesibHOro Tpa(plea

HacTpoiika weiinepa B HanpaB/iIEHUU OT KJIMEHTA A0 TOUYKU AOoCcTyna:
WEP-2L(config):/interface/wlan1-va0/vap# shaper-bcast-rx
WEP-2L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rge X — makcumasibHast CKOpOCTb B KOUT/
C WAn NakeTbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# mode kbps (Bi/t0ueHne weinepa. Moxet
npuHUMaTh 3HaveHne: kbps — KoUT/C, pps — nakeTbl/C, off — BbIK/THOYEHO)
WEP-2L(config):/interface/wlanl-va0/vap/shaper-bcast-rxi exit

WEP-2L(config):/interface/wlan1-va0/vap# save (coxpaHeHVe HacTPOeK)

HacTpoiika weiinepa B HanpaB/iI€eHUX OT TOUYKU AOCTYNA A0 KJINEeHTa:
WEP-2L(config):/interface/wlanl-va0/vap# shaper-bcast-tx
WEP-2L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rge X — makcumasibHasi CKOpoCTb B KOUT/
C WUAn NakeTbl/c)

WEP-2L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# mode kbps (Bx/1t0HeHne weinepa. MoxeT
npuHUMaTh 3HaveHne: kbps — KoUT/C, pps — nakeTbl/C, off — BbIK/THOYEHO)
WEP-2L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit

WEP-2L(config):/interface/wlan1-va0/vap# save (CoxpaHeHVe HacTPOeK)

HacTtpoiika orpaHMuYeHsi MHOroagpecHoro Tpadguka

HacTpoliika weiinepa B HanpaBJeHUM OT KIMEHTA A0 TOYKM AOoCTyna:
WEP-2L(config):/interface/wlan1-va0/vap# shaper-mcast-rx
WEP-2L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# value X (rge X — mMakcumasisHasi CKOpoCTh B KOUT/
C WAn NakeTbl/c)

WEP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bk/10ueHne wennepa. Moxet
npuHUMaTh 3HayeHue: kbps — K6uUT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit

WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoliika wevinepa B HanpaBJeHUM OT TOYKM AOCTyNa A0 K/AUEHTa:
WEP-2L(config):/interface/wlan1-va0/vap# shaper-mcast-tx
WEP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rae X — makcumasnbHas ckopocTb B KOUT/
C WAn NakeTbl/c)

WEP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# mode kbps (Bx/1t0HeHve wenepa. Moxet
npuHUMaTh 3HayeHue: kbps — K6uUT/c, pps — nakeTbl/c, off — BbIKIOUYEHO)
WEP-2L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit

WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTpoiika KoHTpons gocTyna no MAC

WEP-2L(config):/interface/wlanl-va0/vap# acl

WEP-2L(config):/interface/wlanl-va0/vap/acl# mac

WEP-2L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXX — MAC-
ajZipec yCTPoCcTBa, KOTOPOMY HEOOXOANMO pa3peLUnTb/3anpeTnTb A0CTyN. s yaaneHus agpeca uns
cnucka ncnonbaylite komaHay del)

WEP-2L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-2L(config):/interface/wlan1-va0/vap/acl# policy allow (BbI60p NoNnTUKM. BO3MOXHbIE 3HAYEHUS:
allow — paspeluaTb NOAKIOYEHME TOIBKO TEM K/IMEHTaM, MAC-aapeca KOTOPbIX COAEPXATCs B CMNCKE;
deny — 3anpewlatb NogxNHYEHNe KnneHTam, MAC-agpeca KOTOPbIX COAEPXaTCA B CAUCKE. 3HAYEHME MO
yMOJ14aHuo: deny)

WEP-2L(config):/interface/wlan1-va0/vap/acl# enable true (Bxit0ueHne KOHTPONA focTyna no MAC. Ang
oTKNoYeHnsa seeaute false)

WEP-2L(config):/interface/wlanl-va0/vap/acl# exit

WEP-2L(config):/interface/wlan1-va0/vap# save (coxpaHeHVe HaCcTPOeK)

HacTpoiika 6/10KMpOBKM NOAK/IOUEHUSA NoNb3oBaTeneil, nogMmeHsowmnx MAC-agpec ycTpoiictBa
NnpoBOAHOW ceTn

B cnyyae ecnun HeobxoaMmo No TpeboBaHMAM 6€30MacHOCTM peanin3oBaTb 3aLUUTy OT NOAKNHOYEHWI
nosb3oBaresniein gyonumpyowmx MAC-agpec NnpoBOAHOrO yCTpoincTBa (W3, MK n npoyee), To
HeobxoAumo Bocnosib3oBaTbcs HacTpoiikol fdb-filtering, koTopas umeeT cnegyowme pexrnmsl paboTbl:
on-connect — pexuM 6/10kMpyeT BCe NOMNbITKA NOAKIYEHUS YCTPONCTB Yepes Wi-Fi, B cnydae ecnv MAC-
azpec yxe nsyyeH Ha Ethernet-nopty Touku gocryna;

by-eth-event — pexvm oTk/Il04aET NOAKNIOYEHHOTO KiimeHTa no Wi-Fi, B cnyyae ecnm ero MAC-agpec ctavi
n3y4yeH Ha Ethernet-nopTy TOUKM AOCTyNa (peXMM NOMOraeT OunLLaTb CTapyo 3anucb O KITMEHTE MpK
pOyMUHre);

full — pexvm coBmeLLaeT B cebe Bce npeablayLine, To ecTb 6/10KMpyeT NOoAKNHUYEHNE HOBOMO
nonb3osaresia no Wi-Fi, a Takke OTKNHOYaET paHee NoaK/IH0YEHHOro B C/lyyae coBnageHus ero MAC-
ajpeca c yCTpoicTBOM 3a Ethernet-uHtepdeicom.

Q Mpw BbicTaBneHun pexrmos full n on-connect poymMunHr Wi-Fi KIIMEHTOB MOXET yXyALnTbCA. Tak B
xofe paboTbl BCe broadcast-nakeTbl OT K/MeHTa NonagatoT Ha OCTaulbHbIE TOUKN [OCTYyna cetu, 1
ero MAC n3yyaeTcs Ha BCexX ToYkax AOCTyrna CeTu, NO3TOMY Mpu pOYMUHIe KNneHTa, B cnyvyae
ecnu ero MAC-agpec HaxoauTcsa B cnvcke Ha Ethernet-nopTy, nepenogxntioyeHne MoxXeT
NPONCXoANTbL ANNTENLHOE BPEMS.

WEP-2L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-2L(config):/interface/wlan1-va0/vap/fdb-filtering # enabled true (Bx/1t0ueHne yHkuoHana. [ns
oTko4veHna eegute false. 3HayeHre nNo ymonyaHuto: false)
WEP-2L(config):/interface/wlan1-va0/vap/fdb-filtering #mode full (BLI60p pexrva paboTbl. 3HayveHve no
YMO/IYaHWHKO: by-eth-event)

WEP-2L(config):/interface/wlan1-va0/vap/fdb-filtering #exit

WEP-2L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA pOyMUHra AOCTYMNEH TONbKO A/18 TEX KNIMEHTCKNX YCTPOICTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3MOXeH Tonbko mexay VAP ¢ pexumom 6e3onacHocTn WPA2 v Bbliwwe.
C nHcTpyKumeii no Hactpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n gpyrumm
MOXHO 03HaKOMUTbCA B pa3gene Hactpoiika VAP ¢ pexvmvom 6e3onacHoctv WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XHO HacTpavBaTb MHAMBMAYaNbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) -« TA3(wlan1) n . .

Hwxe npeactasneH npumep HacTtpoikm 802.11r Ha ABYX Toukax goctyna: TA1 v TA2.

HacTtpoliika 802.11r Ha TA1

WEP-2L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-2L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-aapec VAP.
MOoXHO nocMOTpeThb B BbiBOAEe KoMaHAbl ifconfig)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yH1KabHLIA KIOY 419 AAaHHON
VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (noveH fo/pkeH coBnagarb Ha
BCTPEUHbIX VAP)

WEP-2L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP-
NHTephelica BCTPEUHOM Toukn goctyna — T/[2)

WEP-2L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa/IbHBIN
KNHOY BCTPeYHo VAP Toukn goctyna T2 — r0-key-holder-id)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0 (MAC-
ajzipec BCTpeyHol VAP Ha T[2)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIli KoY. He gomkeH coBnagath ¢ rl-kh-key T/11, HO 0653aTe/IbHO A0/MKEH coBnaaaTh C rl-kh-
key BCTpeuHoii TA2)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIli KoY. He gomkeH coBnagath ¢ r0-kh-key T/11, HO 0653aTeibHO A0/MKEH coBnaaaTh € ro-kh-
key BCTpeuHoii TA2)

WEP-2L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-2L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/it0ueHne paboTkl TOUKM AOCTYNA MO
npoToKos1y 802.11r)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOoXHO MOCMOTpPETHL B BbiBOAE KoMaHAb! ifconfig)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yHVKa /IbHbIV KITHOY /151 AaHHOTO
VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/pkeH coBnagarb Ha
BCTPeUYHbIX VAP)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdenca BCTPEYHON ToUKn goctyna — T/A1)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345 (yHVIKa IbHbIA K1Y
BCTpeuHow VAP Toukn goctyna T1 — r0-key-holder-id)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha TA1)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-key 0001020304050607
(cnyyanHbIi KoY. He gomkeH coBnagarth ¢ rl-kh-key T/12, HO 0653aTeibHO A0/MKEH coBnagaTh C rl-kh-
key BcTpeuHoit TA1)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-key 0102030405060708
(cnyyanHbIi KoY. He gomkeH coBnagarth ¢ r0-kh-key T/12, HO 0653aTeibHO A0/MKEH coBnagaTh ¢ ro-kh-
key BcTpeuHoit TA1)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-2L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/1t0ueHne paboTsl TOUKM AOCTYNa Mo
npoTokos1y 802.11r)

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoymuHr no npotokosny 802.11k MOXeT GbiTb OpraHM30BaH Mexay Nto6bIMU CeTIMU (OTKpPbITbIe/
LWNcppoBaHHbIEe). Ecnv Ha Touke AocTyna HacTpoeHa pa6oTa no npoTtokosy 802.11k, To Npy NoaKNtoUYEHNUM
K/IMeHTa Touka JocTyna nepegaeT eMy CNUCOK «ApYXeCTBEHHbIX» TOUEK AOCTYMNa, Ha KOTOPbIe K/TMEHT MOXET
NnepekIyYnTLCA B NpoLecce poyMuHra. Cnncok cogepxut nidopmaumio o MAC-agpecax ToHek focTyna un
KaHasiax, Ha KOTOpbIX OHM paboTator.

Mcnonb3oaHue 802.11k NO3BONAAET COKPATUTb BPEMSI HA MOWUCK APYrOil CETU NPU POYMUHTE, Tak Kak KIIMEHTY
HE HY>XHO MPOM3BOAUTb CKAHMPOBaHMNE KaHa/I0B, HA KOTOPbIX HET AOCTYMHbIX 418 NEPEK/IOYEHNS LLENEBbLIX
ToYek gocTyna.

[JaHHbI BUA, pOyMUHIa AOCTYNEH TOMIbKO A/151 TEX KITMEHTCKMX YCTPOWCTB, KOTopble noaaepxusatoT 802.11k.

Huxe npepactasnieH npumep HacTpoiikn 802.11k Ha TOUKe AOCTyMNa — COCTaB/IEHNE CMNCKA «APYXKECTBEHHbIX»
ToYek gocTyna.

HacTpoliika 802.11k

WEP-2L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (/e
E8:28:C1:FC:D6:90 — MAC-apec «aApy>XECTBEHHOWN» TOUKN AOCTYNA)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-2L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 —
KaHas, Ha KOTOPOM paboTaeT Touka gocTyna ¢ MAC-agpecoMm E8:28:C1:FC:D6:90)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (/e
E8:28:C1:FC:D6:70 — MAC-agpec «aApy>XECTBEHHOWN» TOUKN AOCTYNA)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (re 36 —
KaHas, Ha KOTOPOM paboTaeT Touka gocTyna ¢ MAC-aapecoMm E8:28:C1:FC:D6:70)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WEP-2L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/t0ueHVEe pabOThbl TOUKM
[0CTyrna no NpoTokosny 802.11Kk)

WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# save (CoxpaHeHVe HacTpoek)
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HacTpovika 802.11v

PoymuHr no npotokosy 802.11v MOXET ObITb OpraHM3oBaH Mexay NtoobIMU ceTamu (OTKpbITblE/
lundppoBaHHbIie). EC/iM Ha TouKe A0CTyna HacTpoeHa paboTa no npotokosny 802.11v, To B npoLiecce cBoei
paboThbl yCTPOIACTBO OTNpaB/IsieT cneynasnibHblii nakeT (BSS Transition) no komaHae agmuHucTpatopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C peKOMeHAALMER 06 OCYLLECTBNIEHNN KTMEHTOM POYMUHra.
MocnepyeT N KNMEHTCKOE YCTPOMCTBO COBETY TOUKM AOCTYNa UK HET, rapaHTUpoBaTb HEBO3MOXHO, TaK Kak B
KOHEYHOM cueTe peLleHne 0 Nepek/TiyYeHnn Ha APYTyi0 TOUKY AOCTyna NpUHMMAaET KMeHTcKasi CTopoHa. B
COBOKYMHOCTM co cTaHgapTom 802.11k, B cO06LLEHMN C pEKOMEHAAUMEN O NEPEKITHOUEHNN KITMEHTY TakKxKe
nepegaeTcs CNUCOK peKkoOMeHAyeMbIX /19 POYMUHIa To4ek AOoCTyna C ykasaHneM, Ha KakoMm kaHase paboTtaet
Kakaas Touka gocTyna v no kakomy ctaHgapty (IEEE 802.11n/ac/ax). Mocne yero KAMeHT aHannsnpyeT acmp
1 NPUHMMAaET peLLeHne B 3aBUCUMOCTM OT YPOBHS CUTHaU1a, 3arpy>XEHHOCTY KaHasia, KOH(Urypawmm BCTpeYHow
TOYKM JocTyna.

[JaHHbI BUA, pOyMUHIa AOCTYNEH TOIbKO A5t TEX KITMEHTCKMX YCTPOCTB, KOTopble noaaepxusatoT 802.11v.

HacTtpolika 802.11v

WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/t0ueHVEe pabOThbl TOUKM
AocTtyna no npoTtokosny 802.11k/v)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# save (CoxpaHeHVe HacTpOoek)
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6.4 Hactporika WDS

© pu koHuryprposaHu WDS-coeMHEHUS He06X0AMMO, UTOBbI Ha YCTPOCTBAX, KOTopble GyayT
coeanHaTbea no WDS, B HacTpoiikax pagnonHTepderica 6bi/1 BbliopaH 04MHAKOBbIA KaHaul 1 LWMpUHa
kaHana. bonee nogpo6HY MHhopMaLMio O HAaCTpoiike paavonHTepdpenica yepes KOMaHAHYH CTPOKY
MOXHO y3HaTb B pa3gesie Hactpoiiku Radio.

Huxe npepactasneHa HacTpoiika WDS-coemHeHns Ha uHTepdpeiice Radio 5 'y, (wlan1).

HacTtpoiika WDS

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan1-wds0 (Bb160p sivHKka WDS. Bo3MOxHbIe 3HaueHnsa 18 Radio 2.4 L
wlan0-wds0 — wlan0-wds3; anisi Radio 5 'y wlan1-wds0 — wlan1l-wds3)
WEP-2L(config):/interface/wlan1-wds0# wds

WEP-2L(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-azpec Radio-nHTtepcpeiica
BCTPEYHON TOYKM AOCTYNa, KOTOPbI MOXHO Y3HaTb, €C/IM BBECTW HA BCTPEYHOW TOUKe AocTyna
KomaHay monitoring radio-interface)

WEP-2L(config):/interface/wlan1-wds0/wds# exit

WEP-2L(config):/interface/wlan1-wds0# common

WEP-2L(config):/interface/wlan1l-wds0/common# enabled true (B/itoueHne nuHka WDS. 19 OTKIHOUEHNS

—_

)

)
BeeauTe false)
WEP-2L(config):/interface/wlan1l-wds0/common# exit
WEP-2L(config):/interface/wlan1-wds0# exit
WEP-2L(config):/interface# wlanl (npu HacTporike WDS Ha Radio 2.4 [Ty, BBegnTe wlan0)
WEP-2L(config):/interface/wlan1# wlan
WEP-2L(config):/interface/wlanl/wlan# wds

WEP-2L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (BL160p pexvma 6e3onacHocTy WPA2.
Bo3moxHble 3HaveHusa: WPA, off — 6e3 naposs)

WEP-2L(config):/interface/wlanl/wlan/wds# key-wpa password123 (k/1104/r1aposib, He0OX0ANMBIA [J15
NOAKNIOUYEHNST K BCTPEYHOW ToUKe gocTyna. [/iMHa kitoya Ao/mKHA COCTaB/IsaATb OT 8 /10 63 CUMBO/IOB)
WEP-2L(config):/interface/wlanl/wlan/wds# enabled true (BxtoueHvie WDS. [Ina oTkioveHus seeguTe false)
WEP-2L(config):/interface/wlanl/wlan/wds# save (coxpaHeHve HacTpoek)

HacTpoiika BCTpe4HOIi TOUKN AOCTYNa BbINOHAETCA aHa/IOTMYHO.
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6.5 HacTtpolika AirTune

HacTpolika AirTune

WEP-2L(config):/# airtune

WEP-2L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 — IP-agpec
cepBepa, Ha KOTOPOM YCTaHOB/IEH cepBuC AirTune)

WEP-2L(config):/airtune# dca true (Bk/1t04eHNE hyHKUMOHANA ANHAMUYECKOTO pacnpeneneHnst KaHaslos.
[ns otknoveHnsa seegute false)

WEP-2L(config):/airtune# tpc true (Bk1toUeHMe PyHKLMOHAIA aBTOMAaTUYECKOro ynpas/ieHNA MOLLHOCTbIO.
[ns otknoveHnsa seegute false)

WEP-2L(config):/airtune# load-balance-80211v true (Bk/104eHNE (DYHKLMOHANA 6anaHCpPOBKY KITMEHTOB.
[ns otknodeHnsa seegute false)

WEP-2L(config):/airtune# enabled true (Bk/1t04eHNE B3anmogencTems ¢ cepsucom AirTune. N OTKIHOYEHUSA
BBeguTe false)

WEP-2L(config):/airtune# save (coxpaHeHve HacTpoek)

[ns aBTomatnyeckoi HacTpoiikn 802.11r yepes cepsuc AirTune Ha Touke 4OCTyna Heo6Xo4MMO BKIOUNTb
doyHKumoHan 802.11r, ANns 3TOro BbINONHUTE CNeayoLne HaCTPOKN:

HacTtpolika 802.11r uepes AirTune

WEP-2L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bx/t0ueHve paboTbl TOYKM JOCTYNA MO
npoTtokosy 802.11r)
WEP-2L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHve HacTpoek)

[na asTomaTtnyeckoin Hactpolikn 802.11k/v yepes cepsuc AirTune Ha Touke fOCTyna He06X04MMO BK/IOUUTL
dbyHkumoHan 802.11k/v Ha SSID, Ans aToro BbINONHUTE CNeayoLmne HaCTPORKK:

HacTtpoiika 802.11k/v yepe3s AirTune

WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/1H0UeHVE MOAAEPKKN
npoTokosna 802.11k/v Ha BUPTYasibHOM TOUYKe AOCTyna)
WEP-2L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)

HacTpoiika cepBuca AirTune onucaHa B oKyMeHTauum koHTponnepa SoftWwLC.

83


https://docs.eltex-co.ru/display/doc/v1.33_AirTune

PykoBoacTBO no akcnnyartauun WEP-2L

6.6 Hactpoiiku Radio

Ha Radio no ymonuyaHuio ucnosb3yeTcs aBTomaTMyeckunin Bbibop paboyero kaHana. s Toro Ytobebl
YCTaHOBUTb KaHaus1 BPYUHYO WM CMEHUTb MOLLHOCTb, UCMO/b3YiTe cneayowme KomaHabl:

CmeHa paGouero KaHasia 1 MOLHOCTU paguonHTepdeiica

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan0

WEP-2L(config):/interface/wlan0# wlan

WEP-2L(config):/interface/wlan0/wlan# radio

WEP-2L(config):/interface/wlan0/wlan/radio# channel X (e X — HOMep cTatnyeckoro kaHasa, Ha KOTOpoMm
6yaeT paboTaTb TOUKa AOCTYyNa)

WEP-2L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1H04eHNe aBTOBLIOOPa KaHana. s
BK/IIOUYEHNA BBeAMUTE true)

WEP-2L(config):/interface/wlan0/wlan/radio# use-limit-channels false (0Tk/1l04eHVIE MCMO/IL30BAHNSA
orpaHM4YeHHOro cnucka kaHanos. [1Nsi BKIOYeHUs: BBeanTe true)
WEP-2L(config):/interface/wlan0/wlan/radio# bandwidth X (rze X — wvpunHa kaHana. lNapamveTp MoxeT
NpUHUMaTh 3HadeHune: Anda Radio 1: 20, 40; Radio 2: 20, 40, 80)

WEP-2L(config):/interface/wlan0/wlan/radio# tx-power X (rze X — ypoBeHb MOLHOCTL B ABM. [NapameTp
MOXET NpUHUMaTh 3HavyeHue: and Radio 1: 3-16 gbm; anda Radio 2: 11-19 obm)
WEP-2L(config):/interface/wlan0/wlan/radio# tx-power-min X (rge X — MYHMMa/IbHbIA YPOBEHbL MOLLHOCTN B
AbM. MapameTp MOXeT NpuHMMaThb 3HadYeHue: ansa Radio 1: 3-16 agbm; ansa Radio 2: 11-19 abm)
WEP-2L(config):/interface/wlan0/wlan/radio# tx-power-max X (rge X — MakcumMasibHbIA YPOBEHL MOLLHOCTY
B AbM. MapameTp MOXeT npuHMMaTb 3HadveHue: ans Radio 1: 3-16 aobm; a5 Radio 2: 11-19 abwm)
WEP-2L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

© Cnucku gocTynHbIX KaHaNoB

Ansa Radio 2.4 I'Ty ansa BbiGopa AOCTYMHbI criegytoume KaHa/bl:
e Mpwu WnpuHe kaHana 20 Mru: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
e Mpu WnpuHe KaHana 40 MIu;
e ecnn «control-sideband» = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
e ecnu «control-sideband» = upper: 5,6,7,8,9,10,11,12, 13.

Ansa Radio 5 'y ansa BbIGOpa AOCTYNMHbI ClieAylolmne KaHaslbl:
e Npu WnpuHe kaHana 20 Mrru: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
e Mpu WnpurHe KaHana 40 MIu;
e ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
e ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
e Mpu WnpuHe KkaHana 80 MI'u: 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

0 MapameTpsbl tx-power-min 1 tx-power-max NnpUMeHSAI0TCA TOSTLKO B pexnme paboTbl C CEPBUCOM
AirTune.
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6.6.1 [ononHutenbHble HacTpoiikn Radio

HacTtpoiika orpaHM4e€HHOro CNMUCKa KaHas10B

WEP-2L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1H04eHNE 1CMNO/IL30BAHNA
OorpaHM4YeHHOro cnucka kaHanoB B paboTe aBTOBbIOOpa kaHanoB. 11 oTkAoueHns BBeauTe false)
WEP-2L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (re 1,6, 11 — kaHa/ibl AManasoHa, B
KOTOPOM MOXeT paboTaTb HacTpanBaeMblli paanonHTepdelic)

N3meHeHne OCHOBHOro KaHasa

WEP-2L(config):/interface/wlan0/wlan/radio# control-sideband lower (napaveTtp MOXeT nNpuHMMaTh
3HauyeHue: lower, upper. o ymonyaHuto: and Radio 1: lower; onsa Radio 2: upper)

BknroyeHne ncnosib3oBaHUA KOPOTKOro 3allUTHOINo UHTepBaia

WEP-2L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1t0uEeHME NCNONB30BAHNA YKOPOYEHHOTO
3alMTHOro UHTEpBasia Anda nepegaym gaHHbIX — 400 HC, BMecTo 800 He. [Ansa oTkaoveHnsa eeaute false)

BkniouyeHue STBC

WEP-2L(config):/interface/wlan0/wlan/radio# stbc true (Bx/104eHVe MeTOAa NPOCTPAHCTBEHHO-BPEMEHHOIO
61104HOro KognpoBaHus (STBC), HanpaBNEHHOro Ha NOBbILWEHNE HAAEXHOCTM nepeaayun gaHHbIX. 45
oTkA4YeHnsa seeaute false)

BknioueHue arperayum

WEP-2L(config):/interface/wlan0/wlan/radio# aggregation true (Bk/it0ueHvie arperaumy Ha Radio —
nogaepxkm AMPDU/AMSDU. nsa oTkntoueHusi BBegute false)

BkiloueHne Ncnosib30BaHNA KOPOTKOW npeamoy bl

WEP-2L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1t04eHNE NCNONB30BAHNA KOPOTKOM
npeamo6ynbl Nnaketa. [nsa otkao4veHns seeanTe false)

BknioueHue Wi-Fi Multimedia (WMM)

WEP-2L(config):/interface/wlan0/wlan/radio# wmm true (BxtoueHne nogaepkkn WMM (Wi-Fi Multimedia).
[na otkntoveHns seeguTe false)
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HacTtpoiika mexaHusma DFS

HacTtpolika npon3BoanTca T0/bKo Ha Radio 5T L, (wlanl)

WEP-2L(config):/interface/wlanl/wlan/radio# dfs X (rge X — pexxum paboTsl MexaHmsma DFS. MoxeT
npuHMMaTh 3HadeHus: forced — mexaHW3M Bblk/HOYeH, DFS-kaHa bl 4OCTYMHbI 419 Bbl6bopa; auto —
MexaHun3m BkNtouveH; disabled — mexaHn3m BbIk/IOUYEH, DFS-KaHasibl HE AOCTYMHbI A1 BbI6GOPa)

BkniouyeHune pexnma aBTOMaTM4Y€CKOIi CMEeHbI LMPUHBbI KaHaa

WEP-2L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1l0ueHVIE pexMa aBTOMaTUHYeCKON CMEHbI
LWMPUHBI KaHasia ¢ 40 MI'y, Ha 20 MITL npu 3arpyXeHHom pazuoadupe. Ana oTknodeHns seegute false)

BknioueHue weiinepa Broadcast/Multicast

WEP-2L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (rge X — orpannyenve nepegayv
LLIMPOKOBELLLATE/IbHOTO/MYNbTMKACTOBOrO Tpadimka No 6ecnpoBOHON CeTH, yKa3blBaeTCS IMMUT A5
LLUMpPOKOBeELLLATETIbHOTO Tpaduka B Nak/c)

BkntoueHue QoS 1 n3MeHeHne NnapameTpoB

WEP-2L(config):/interface/wlan0/wlan/radio# qos

WEP-2L (config):/interface/wlan0/wlan/radio/qos# enable true (Bk/104eHNE NCMONB30BAHUSA (DYHKLNIA,
obecneumBaroLLmnx kauecTBo obcnykmeaHua (Quality of Service). As1a oTkNtoueHnsa seegute false)
WEP-2L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS TO4KM AOCTYNa,
Tpadhvk nepeaaeTcst OT TOUKM AOCTyNa K KNNEHTY)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS A/
HU3KOMPUOPUTETHOI 04Yepeamn C BbICOKOI NPOMYCKHOM CNOCOBHOCTLIO, NPUopuUTeThI 802.1p: csl, ¢s2)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxunaanus kagpos
(ppelimoB) AaHHbIX, U3MepsieMoe B cnotax. MpuHUMaeT 3HayeHns 1-255)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Haya/ibHOe 3Ha4YeHne BpemMeHn
OXWAaHnsa nepepg NnoBTOPHONM OTNPAaBKOW Kagpa, 3agaeTcs B MunancekyHgax. MpuHmMmaeT 3HauveHus: 1, 3,
7,15,31,63, 127,255,511, 1023. 3HayeHne cwMin He MOXET NnpeBbiWwaTb 3Ha4YeHne cwMax)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — MakcumasibHoe 3HavyeHne
BPEMEHM OXUAAaHNS nepen NOBTOPHON OTNPaBKOW kagpa, 3agaeTcs B MunnucekyHgax. NMpuHumaet
3HaueHus: 1,3, 7,15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax AO/HKHO ObITb 60/IbLUE 3HAYEHUS cwMin)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsas BpemeHu B
MUIIMCEKYHAAX, KOoraa kaveHTckasd WME-CTaHLmMa MMeeT npasa MHMLMUMPOBAaTb Nepegadvy AaHHbIX NO
6ecnpoBOAHOI cpeae K Touke gocTyna. MakcMmasibHoe 3HayeHne 65535 MUIMCEKYHA)
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-2L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-2L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpoB QoS kineHTa: Tpaduk
nepegaeTcs OT KIMeHTa A0 TOUYKM A0CTyna)

WEP-2L(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHne HacTpoek)

MeTogmka HacTpoiikn edca-sta aHasiormyHa meToguke HacTpoiikm edca-ap.
HacTpoiika napameTpoB gns ovepegeii be, vi, vo aHanornyHa HacTpoiike napameTpos a/1a ovepean bk.
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6.7 Hactpoiika DHCP onuumn 82

o HacTpoiika DHCP onuummn 82 nponsBoguTca OTAENBHO 419 KaXA0ro paguonHtepgeinca. B gaHHOM
pasfene nNpuBOASATCS NpUMepbl HAacTpoiku onuun 82 ana Radio 2.4 'y, — wlan0.

Pexvmbl paboTtel DHCP snooping:

e ignore — 06paboTka onummn 82 oTKNOYEHA. 3HAaYEHME MO0 YMOJTYaHUIO;
* replace — Touka gocTyna NnoAcTaBNAEeT UM 3aMeHsieT 3HavYeHne onummn 82;
e remove — Touka AOCTyna yganseT 3Ha4yeHne onuum 82.

N3meHeHue pexuma pa6oTbi DHCP onuyum 82

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan0 (HacTpoiika 6ygeT nponsBoanTbCsa s Radio 2.4 'y, Ecav Heo6xoaMmo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeauTe wlanl)

WEP-2L(config):/interface/wlan0# common

WEP-2L(config):/interface/wlan0/common# dhcp-snooping
WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (85160p paboThsl
DHCP snooping B pexume 3ameHbl U NoAcTaBfeHns onummn 82)
WEP-2L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHve HacTpoek)

—_

Ecnu Ha pagnonHTepdelice HacTpoeHa nonmTuka 06paboTkm onuun 82 replace, To Anst KOHUIyprMpoBaHUs
CTaHOBATCA AOCTYMHbI Cnegyowmne napameTpsbl:

HacTtpoiika napameTpoB onuuu 82

WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (1 /e custom
— 3amMeHa cogepxmmoro CID Ha 3HaueHue, ykasaHHoe B napameTtpe dhcp-option-82-custom-

CID. [TapameTp MOXeT npuHMMaTh 3HayeHusa: APMAC-SSID — 3ameHa cogepxumoro CID Ha <MAC-agpec
TOYKM goctyna>-<ums SSID>. SSID — 3ameHa cogepxXxumoro CID Ha nma SSID, K KOTOpPOMY MOAKHOYEH
KnneHT. Mo ymonyaHuto: APMAC-SSID)

WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (r/e custom
— 3amMeHa cogepxunmoro RID Ha 3HaueHne, ykaszaHHoe B napamvetpe dhcp-option-82-custom-RID.
MapameTp MOXET NpuMHMMaTh 3HaueHus: ClientMAC — 3ameHa cogepxmmoro RID Ha MAC-agpec
KNneHTCcKoro yctponictea. APMAC — 3ameHa cogepXxumoro RID Ha MAC-agpec Touku goctyna. APdomain —
3aMeHa cofepXxmmoro RID Ha AOMEH, B KOTOPOM HaxoAMTCA Touka gocTtyna. Mo ymonyaHuto: ClientMAC)
WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (rze
longstring — 3HaueHve OT 1 40 52 CMMBOJIOB, KOTOpoe ByaeT nepegaBaTbes B CID. Ecnn 3HavYeHne
napameTpa dhcp-option-82-custom-CID He 3a4aH0, TO TOYKa AOocTyna 6yaeT nsmeHsATb CID Ha 3HayYeHne
no ymon4yaHuo: <MAC-agpec To4ku goctyna>-<ums SSID>)
WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (e
longstring — 3HaueHve OT 1 40 63 CMMBOJIOB, KOTOpOe ByAeT nepefaBaTbcs B RID. Ecnn 3HavYeHne
napameTpa dhcp-option-82-custom-RID He 3a7aH0, TO TOUKa A0oCTyna 6yaeT namMeHsATb RID Ha 3HauYeHne
no ymon4yaHuo: MAC-agpec K/IMEHTCKOro yCTPONCTBa)
WEP-2L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (BL100p
pasgenutens oktetoB MAC-agpeca, KoTopblii nepegaetcs B RID u CID. radius — B kKauecTBe pasgenuress
BbICTynaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgenntesnis BbICTynaeT 3Hak
Asoetouns: AA:BB:CC:DD:EE:FF)

WEP-2L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHve HacTpoek)
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6.8 HacTtpolika pennukauum DHCP

© Hacrpoiika akTUBMpPYeT hyHKLMOHaN npeo6pa3oBaHus broadcast DHCP oTBeTOB OT cepBepa B unicast
npu nx nepegaye 6ecnpoBOgHOMY K/TUEHTY.
OT0 N03BO/ISAET NOBbLICUTL CTAbWU/ILHOCTL 06MeHa DHCP mexay KMeHTOM 1 cepBepoM B paanocpese.
HacTpolika rnobasnbHas, npumeHsieTcs Ha Bce VAP pagnouHTepdelica.

Hwuxe npepactasneHa HacTpoiika pennukauyun DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlanl

WEP-2L(config):/interface/wlan1# common

WEP-2L(config):/interface/wlanl/common# dhcp-snooping
WEP-2L(config):/interface/wlan1l/common/dhcp-snooping# dhcp-replication-mode true (Bk/10UeHVe
pennukauun DHCP. Mo yMo4aHuIo BbIK/KOYEHO, false)
WEP-2L(config):/interface/wlanl/common/dhcp-snooping# save (CoxpaHeHve HacTpoek)

6.9 Hactpolika pennukaunn ARP

© Hacrpoiika arp-suppression Npon3BoOANTCA OTAENLHO A5 KaX/40ro paguonHTepdelica. B gaHHOM
pasgerne NpUBOASATCS NPMMEPbI HACTPOViKK arp-suppression ansa Radio 2.4 My, — wlan0.

lMocne BKNOYEHUS arp-suppression npouncxogut nogmeHa MAC-agpeca nosnydartesnsi.

Hactpoiika pennunkauuun ARP

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# wlan0

WEP-2L(config):/interface/wlan0# common

WEP-2L(config):/interface/wlan0/common# arp-suppression
WEP-2L(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/104eHNe arp-suppression. 10
YMO/I4aHUIO BbIK/HOYEHO: false)

WEP-2L(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (yripasneHve
pennvkauuein ARP. Ecnn napameTp BK/IKOYEH true, TO NPOUCX0OAMT OTOpachkiBaHNe NakeToB C HEN3BECTHbIM
IP-agpecom HasHaueHus. Ecnv napameTp BbIk/odeH false, To nakeTbl 6yayT nepegaBaTtbCs
LUMPOKOBeLLaTesibHO. 10 yMos14aHuo BK/IIOYEHO: true. PaboTaeT TO/IbKO C BK/THOUYEHHbIM arp-suppression)
WEP-2L(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHVe HacTPOoekK)
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6.10 CuctemHble HaCTPOWMKK

6.10.1 O6HoBneHue MO ycTpolicTBa

OGHoBneHune MO Toukn goctyna no TFTP

WEP-2L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue cpavina MO> (npumep:
firmware upload tftp 192.168.1.15 WEP-2L-2.8.13_build_X.tar.gz)
WEP-2L(root):/# firmware upgrade

OG6HoBneHune MO Toukn goctyna no HTTP

WEP-2L(root):/# firmware upload http <URL gnsa ckaunmBaHusa cpavina MO> (npumep: firmware upload http
http://192.168.1.100:8080/files/WEP-2L-2.8.13_build_X.tar.gz)
WEP-2L(root):/# firmware upgrade

MepeknioueHne Ha pesepBHYIo Bepcuto MO ToUukn goctyna

WEP-2L(root):/# firmware switch

6.10.2 YnpaBneHue KOHUrypaumeii ycTpoiictea

C6poc KoHchurypaumm yctpoiictBa B fethontTHoe coCcTosiHNe 6e3 coXxpaHeHUA napamMeTpoB
poctyna

WEP-2L(root):/# manage-config reset-to-default

C6poc KoHdurypauum yctpoiictea B Aec)ONITHOE COCTOSIHNE C COXPaHEeHUeM napameTpoB
JocTyna

WEP-2L(root):/# manage-config reset-to-default-without-management

Ckauatb KOH(pUrypauuoHHbIii thaiin yctpoiictBa Ha TFTP-cepBep

WEP-2L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

Ckauatb KOHhUrypauuoHHblii dhaiin yctpoiictea Ha cepBep/lNK uepes SCP

scp <Monb3oBaTenb>@<IP-agpec yctTpoiicTBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. JaHHas KoMaHAa BbiNnonHaeTca Ha cepsepe/lK)
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3arpys3utb KOH(UrypaumMoHHblii (hpaiin Ha ycTpoiicTBO ¢ TFTP-cepBepa

WEP-2L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3zBaHue caitna
KOHdpurypauum=> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-2L(root):/# manage-config apply (nprimeHeHne KoHhurypaumum Ha ToUky AoCTyna)

6.10.3 Tllepesarpyska ycTpoicTea

KomaHga gns nepesarpysku ycTpoiicTea

WEP-2L(root):/# reboot

6.10.4 HacTtpoiika pexvma ayTeHTugmKaumm

YCTPOICTBO MMEET 3aBOACKYH YUYETHYHO 3anucb admin ¢ naponem password. YaannTb faHHY YYETHYH
3anncb HeMb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbIO YKa3aHHbIX HUXE KOMaHJ,

N3meHeHue napons Ans yyeTHoli 3anucu admin

WEP-2L(root):/# configure

WEP-2L(config):/# authentication

WEP-2L(config):/authentication# admin-password <HoBbIii Naponb ANA yyeTHoii 3anucy admin> (01 1 10
64 CMBOJ10B, BK/IHOYasA NaTUHCKNE 6YKBbI U LMdopbl)

WEP-2L(config):/authentication# save (coxpaHeHve HacTpoek)

B0O3MOXHO co3aaTb AOMOSTHUTE/IbHBIX NOJIb30BaTe e A5 /IOKaUTbHOM ayTeHTUMKaLmm, a Takxe
ayteHTudumkaumm yepes RADIUS.

© HosbiM nonb3oBaTeNaM JOMKHA GbITh HA3HAYEHA OJHA U3 ABYX poneii:
admin — nonb3oBaTe b C TakoW Posibio OyAeT UMEeTb NOJHbIA AOCTYN K KOHGOUIYPUPOBAHUIO 1
MOHUTOPWHTY TOYKW AOCTYNa;
viewer — nosib30Bare b C Takoi ponblo ByaeT NMeTb AOCTYN TOMIbKO K MOHUTOPUHIY TOYKM AOCTyna.

Jo6aBneHue HOBbIX NoNb30oBaTesnei

WEP-2L(root):/# configure

WEP-2L(config):/# authentication

WEP-2L(config):/authentication# user

WEP-2L(config):/authentication/user# add userX (rae userX — vMsi HOBOW Y4eTHON 3anucu. Ans ypaneHns
ncnonb3yiTte komaHay del)

WEP-2L(config):/authentication/user# userX

WEP-2L(config):/authentication/user/userX# login userX (rze userX — 1Msi HOBOI YYETHOW 3anuncu)
WEP-2L(config):/authentication/user/userX# password <Maponb Ans yueTHOW 3anucu userX> (0T 1 0 64
CVMMBOJIOB, BK/l0Yas NnaTuHCKMe 6ykBbl U Lndpbl)

WEP-2L(config):/authentication/user/userX# role admin (nosib30BaTeNt0 BLIAAKTCA NpaBa Ha
KOHoUrypupoBaHue. BoaMoXXHoe 3HauYeHne viewer — y4eTHON 3anucu byaeT AOCTyNeH TOMbKO
MOHWUTOPWHTI)

WEP-2L(config):/authentication/user/userX# save (coxpaHeHve HacTpoek)
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Ansa ayteHTudmkauum yepes RADIUS-cepBep HEOGXOAUMO HAaCTPOWTL NapameTpbl 4OCTyna K HEMy.

HacTpolika napameTpoB goctyna K RADIUS-cepBepy

WEP-2L
WEP-2L

root):/# configure

config):/# authentication

WEP-2L(config):/authentication# radius

WEP-2L(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepBepa)
WEP-2L(config):/authentication/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTOPbIA NCMN0/b3yeTcs
ANs ayTeHTudmkauumn n astopusaymun. Mo ymonyaHuio: 1812)

WEP-2L(config):/authentication/radius# auth-password secret (rge secret — ko4 a1 RADIUS-cepBepa,
MCNOb3YEMOro A/18 ayTEHTUIMKALMM 1 aBTOpU3aLnm)

WEP-2L(config):/authentication/radius# exit

WEP-2L(config):/authentication# radius-auth true (Bk/1t0ueHVe pexnma ayTeHTudrkalmm yepes RADIUS-
cepsep. Ana otkoveHus seegute false)

WEP-2L(config):/authentication# save (coxpaHeHVe HacTpoek)

—_— e~ o~ —

o Mpu ayTeHTUDMKaymm yepes RADIUS-cepBep HE06X0AMMO 065A3aTeNbHO CO3AaTb NTOKa/IbHYH0 YYETHYHO
3annce, KoTopas 6yaeT aHasniormyHa yvyeTHoi 3anucu Ha RADIUS-cepBepe.
Mpy 3TOM B NIOKa/IbHOW YY4ETHOI 3annucun 0b6a3aTtenibHO A0/HKHA ObITb Yka3aHa poJib, onpeaensowas
npasa goctyna (admin unm viewer).
B cnyuae, ecniv RADIUS-cepBep okaxeTcsi HeAOCTYMEeH, ayTeHTUMKaLMA NPpORAEeT NO I0KasIbHOM
YYETHOW 3anucu.

6.10.5 HacTtpolika gaTbl 1 BpeMeHu

KoMaHAb! A5t HACTPOKM CUXPOHU3aLUN BPeMeHU ¢ cepBepom NTP

WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1t0UeHMe pexrma paboTsl ¢ NTP)

config):/date-time# ntp

WEP-2L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoska NTP-cepsepa)
WEP-2L(config):/date-time/ntp# alt-servers (ycTaHOBKa 40MNONHUTE IbHBIX NTP-cepBepoB)
WEP-2L(config):/date-time/ntp/alt-servers# add <JomeHHOe umsi/IP-agpec NTP-cepBepa B
KOHdUrypauum=> (cosgaHue pasgesa KoHgurypauumn gononHuTtesnibHoro NTP-cepBepa. MakcumasibHoe
KoNun4yecTBo: 8. 1519 yaaneHus ncnosb3yiite komaHay del)

WEP-2L(config):/date-time/ntp/alt-servers# exit

WEP-2L(config):/date-time/ntp#exit

WEP-2L(config):/date-time# common

WEP-2L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHO
30Hbl)

WEP-2L(config):/date-time/common# save (coxpaHeHve HacTpoekK)

—~ o~~~ —~ —
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6.10.6 [ononHuTeNbHble HACTPONKM CUCTEMBI

BkntoveHue rnodéasibHON usonauumn

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# global-station-isolation true (Bk/1t0ueHNe r106a/1bHON N30ALMN TPparKa Mexay
KNneHTamm pasHbix VAP 1 pasHbix pagnovHTepdieiicos. ns oTkaouveHuns seeante false)
WEP-2Lconfig):/system# save (coxpaHeHne HacTpoek)

M3MeHeHne nmeHun ycTpoucTea

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# hostname WEP-2L_room2 (rze WEP-2L_room2 — HOBOE MMs YCTPONCTBA.
MapameTp MOXeT cogepXaTtb OT 1 10 63 CUMBOJIOB: /IATUHCKNE 3ar/iaBHble U CTPOYHble BYKBbI, LUGPBbI,
3HaK gednc «-» (aedmnc He MOXeET ObITb NOCNeAHUM CUMBOJIOM B UMeHM). Mo ymonyaHuo: WEP-2L)
WEP-2L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpadpuueckoro goMeHa

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# ap-location ap.test.root (rze ap.test.root — oMeH y3na gepesa ycTpoicTs
cuUcTeMbI ynpasneHus EMS, B KOTOPOM pacnosiaraeTcs To4ka goctyna. o ymonyaHmio: root)
WEP-2L(config):/system# save (CoxpaHeHne HacTpoek)

N3meHeHune Radius NAS-ID

WEP-2L(root):/# configure

WEP-2L(config):/# system

WEP-2L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rie Lenina_1.Novovsibirsk.root —
noeHTudmnKaTop AaHHOW ToYKM gocTtyna. MapameTp npeaHasHavyeH Anas naeHTudmkaumm ycTpocTea Ha
RADIUS-cepBepe, B ciydyae ecniv RADIUS oxungaeTt 3HadeHne, oTanyHoe ot MAC-agpeca. o ymonyaxmio:
MAC-agpec TOo4Ykn focTyna)

WEP-2L(config):/system# save (COxpaHeHne HacTpoek)

HacTpoliika LLDP

WEP-2L(root):/# configure

WEP-2L(config):/# lldp

WEP-2L(config):/Ildp# enabled true (BkntoueHue yHkumoHana LLDP. Ans otkntoveHus seeaute false. Mo
YMO/IYaHWIO: true)

WEP-2L(config):/Ildp# tx-interval X (rge X — nsmeHeHune nepuoga otrnpasku LLDP-coo6LeHnii. Bo3MOXHble
3HayeHus: 1-86400. Mo ymoniyaHuto: 30)

WEP-2L(config):/Ildp# system-name WEP-2L_reserv (rae WEP-2L_reserv — HOBOe UMs ycTpoicTea. 1o
ymonyanuio: WEP-2L)

WEP-2L(config):/Ildp# save (coxpaHeHne HacTpoek)
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N3meHeHue napons

WEP-2L(root):/# configure

WEP-2L(config):/# authentication

WEP-2L(config):/authentication# admin-password newpassword (e newpassword — HOBbIIN Naposib /1A
BX0Ja B CMCTEMY TOUKM AocTyna. o ymonyaHuto: password)

WEP-2L(config):/authentication# save (coxpaHeHVe HacTpoek)

6.11 HacTpolika napameTpoB NopTasibHOM aBTopU3aLnn

HacTtpoiika napameTpoB NOpTa/ibHOI aBTOpU3aLun

WEP-2L(root):/# configure

WEP-2L(config):/# captive-portal

WEP-2L(config):/captive-portal# ap-ip-alias < OoMeHHO€e UMS> ([OMEHHOE VMS, HAa KOTOpoe byaeT
coBepLUaTbCA nepeHanpas/ieHne KNMeHToB. Mo ymonyaHuto: redirect.loc)
WEP-2L(config):/captive-portal# tinyproxy-https true (Bx/1t04eHVe nepeHanpasneHs KINEHTOB Mo
npoTtokony HTTPS. inA nepeHanpasneHnsi no npotokony HTTP BBeauTe false. o ymonyaHuto: false)
WEP-2L(config):/captive-portal# save (coxpaHeHne HacTpoek)

© DNS-3anpoc JOMEHHOro UMeHW, ykasaHHoro B ap-ip-alias, 6yaeT nepexsaueH TouKoit gocTyna. Ha atoT
3anpoc 6yeT oTnpaB/ieH OTBET, U B 0TBeTe 6yaeT IP-agpec Touku gocTyna.

HacTtpoiika uMeH napaMeTpoB, NepegaBaeMbiX Be6-cepBepoM aBTopu3aLun

WEP-2L
WEP-2L

root):/# configure

config):/# captive-portal

WEP-2L(config):/captive-portal# web-redirector

WEP-2L(config):/captive-portal/web-redirector# param-names
WEP-2L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpoiika nvieHu
napameTpa, CoaepXallero cxoaHbiii URL, 3anpoLUeHHbIA KIMeHTOM. KnMeHT OyaeT nepeagpecoBaH Ha
AaHHbIM URL B c/lydae ycnewHom asTopum3aimm)
WEP-2L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTporika nveHu
napameTpa, cogepxatlero URL, Kyaa 6yaeT nepeagpecoBaH K/IMEHT B C/lyvyae OLIMOKN aBTOpU3aLInin)
WEP-2L(config):/captive-portal/web-redirector/param-names# username login (HacTporika nveHu
napameTpa, CogepxXallero /0rMH ANs KNneHTa)
WEP-2L(config):/captive-portal/web-redirector/param-names# password pass (HaCTpoVika nMeHn napamMeTpa,
cofepaLlero napob Ans KNneHTa)

WEP-2L(config):/captive-portal/web-redirector/param-names# save (CoxpaHeHVie HaCcTpPOek)

—_— e~ o~ —

© Hactpoiika HyxHa, ecnn UMeHa napamMeTpoB B oTeeTe http ¢ kogom 302 oTAnyaloTca oT AePONTHbIX
VIMEH, NPUHUMAIOLLIMXCSA TOUKOI A0CTyna.

© B 3HaueHusix napameTpos redirect_url, error_url, username, password MOXHO UCMOMb30BATb TOSLKO
NaTUHULY 060ro perncTpa, a Takke cumeosbl S\-_.1*'() annHoii ot 0 Ao 255 cMMBONOB.
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HacTtpoiika aganTMBHOro pexuma paboTbl NOpPTa/IbHOI aBTOpU3aLmn

WEP-2L(root):/# configure

WEP-2L(config):/# captive-portal

WEP-2L(config):/captive-portal# web-redirector

WEP-2L(config):/captive-portal/web-redirector# captive-adaptive true (Bk/1t04eHne afanTMBHOIO pexnma
paboTbl NOpTasibHOM aBTOpU3aL MM Ang ycTpoicTB iOS. [ns oTkaoueHus seeante false. [0 ymonyaHuio:
false)

WEP-2L(config):/captive-portal/web-redirector# save (CoxpaHeHne HacTpoek)

© Mpu BkOUEHHOM aaNTUBHOM PeXuMe pa6oThbl MPU CBOPAUMBAHN OKHA aBTOPU3ALIMMA Ha
ycTpoiicTBax iOS paspbiBa CoeANHEHNA NPOUCXOANTb He ByaeT.
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HacTtpoiika npaBun ipv4-acl

WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L
WEP-2L

root):/# configure

config):/# acl

config):/acl# ipv4

config):/acl/ipv4# add ipv4_list (co3naHve cnvcka ACL npaswui)

config):/acl/ipva# ipva_list

config):/acl/ipv4/ipv4_list# entry

WEP-2L(config):/acl/ipv4/ipv4_list/entry# add 0 (co3gaHne ACL npasuia)
WEP-2L(config):/acl/ipv4/ipv4_list/entry# 0

WEP-2L(config):/acl/ipv4/ipv4_list/entry/0# action permit (ykasaHve gencteus a1 npasuia. BosmoxHblie
BapuaHTbl: permit — paspelwnTs, deny — 3anpeTuThb)

WEP-2L(config):/acl/ipv4/ipv4_list/entry/0# protocol-mode any (HacTpolika pexuma paboTsl NpoToKoNa, Mo
KOoTopomy 6yaeT oTpabaTbiBaTb NpaBunio. Bo3aMOXHbIE 3HAUYEHNS: any — NHOO0I NPOTOKON, value —
KOHKPETHbIN NPOTOKO/)

WEP-2L(config):/acl/ipv4/ipv4_list/entry/0# protocol gre (BbI60p NpoTokoa. Bo3mMoxHbIe 3Ha4YeHs: gre,
icmp, igmp, tcp, udp)

WEP-2L(config):/acl/ipv4/ipv4_list/entry/0# src-port-start X (rae X — HavyasibHbIA NOPT UCTOYHNIKA)
WEP-2L(config):/acl/ipv4/ipv4_list/entry/0# src-port-end X (rae X — KOHEYHbIV NOPT UCTOYHNUKA.
Wcnonb3yeTca TonbKo Ans src-port-mode range)

WEP-2L(config):/acl/ipv4/ipv4_list/entry/0# src-mode host (HacTpoiika pexunmva hunbTpaLumn NCTOYHNKA.
Bo3MOXHbIe BapuaHTbl: any — 1060 UCTOYHMK, host — unbTpaunsa no agpecy xocta, network —
domnbTpaymsa no agpecy cetn)

WEP-2L(config):/acl/ipv4/ipv4_list/entry/0# src-ip X.X.X.X (rae X.X.X.X — IP-afpec xocTa ncTovHmKa)
WEP-2L(config):/acl/ipv4/ipv4_list/entry/0# src-mask X.X.X.X (rge X.X.X.X — mMacka noiceTn xocta UCTOYHUKa)
WEP-2L(config):/acl/ipv4/ipv4_list/entry/0# src-port-mode any (HacTpoiika pexvmva paboTsel nopTa
NCTOYHMKA. BO3MOXHble 3Ha4YeHus: any — /10601 pexunm, eq — paBHo, gt — 6o/bLue, lt — MeHbLUe, neq — He
paBHO, range — Anana3oH NopToB)

WEP-2L(config):/acl/ipv4/ipv4_list/entry/0# dst-mode host (HacTpoiika pexuma punsTpauun HasHavyeHms. B
03MOXHbIE€ BapuaHTbl: any — /10601 NCTOUHKK, host — dounbTpauunsa no agpecy xocta, network —
domnbTpaumsa no agpecy cetn)

WEP-2L(config):/acl/ipv4/ipv4_list/entry/0# dst-ip X.X.X.X (rae X.X.X.X — IP-afpec xocTa HasHa4yeHns )
WEP-2L(config):/acl/ipv4/ipv4_list/entry/0# dst-mask X.X.X.X (rae X.X.X.X — mMacka nogceTn xocrta
Ha3Ha4YeHus)

WEP-2L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-mode any (HacTpolika pexvmva paboTsl nopra
HasHayeHus. Bo3MOXHbIe 3Ha4YeHNs: any —N60in pexnm, eq — paBHo, gt — 6o/bLue, it — MeHbLUEe, neq —
He paBHO, range — Anana3oH NnopTos)

WEP-2L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-start X (rze X — HavasibHbIN NOPT HazHavYeHns)
WEP-2L(config):/acl/ipv4/ipv4-acl/ipv4_Llist/entry/0# dst-port-end X (rae X — KOHEYHbLIV MOPT HA3HAYEHNS.
Vicnonb3yeTca Tonibko N5 dst-port-mode range)

WEP-2L(config):/acl/ipv4/ipv4-acl/ipv4_Llist/entry/0# save (coxpaHeHne HacTpoek)

e~ o~~~ o~~~ —~
_— O o=
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HacTpoiika npasun url-acl

WEP-2L(root):/# configure

WEP-2L(config):/# acl

WEP-2L(config):/acl# url

WEP-2L(config):/acl/url# add url_list (cozpaHve crivcka ACL npasu)

WEP-2L(config):/acl/url# url_list

WEP-2L(config):/acl/url/url_list# action permit (ykazaHve gencteus ans cnvcka. BoamoxHble BapraHThl:
permit — paspelnTs, deny — 3anpeTuTh)

WEP-2L(config):/acl/url/url_list# entry

WEP-2L(config):/acl/url/url_list/entry# add 0 (co3gaHne ACL npasuia)
WEP-2L(config):/acl/url/url_list/entry# 0

WEP-2L(config):/acl/url/url_list/entry/0# domain <JoMeHHOe UMA> (yKazaHne foMeHa NN PerynspHoro
BblpaXkeHus)

WEP-2L(config):/acl/url/url_list/entry/0# save (coxpaHeHve HacTpoek)

6.11.1 ¥YnpasneHue nopTasibHbIM CEPTUUKATOM

3arpyska ceptucukata gnsa pegupekta no HTTPS no tftp

WEP-2L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <Ha3sBaHue
chaitna> (npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska cepTudukaTta gns pegupekta no HTTPS no http

WEP-2L(root):/# manage-certificates portal upload http <URL ansa ckaumBaHua daiina MNO> (npuvep:
manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CTtupaHue ceptudmkata

WEP-2L(root):/# manage-certificates portal erase

6.12 HacTtpolika cepsuca APB

Cepsuc APB ncnosnb3yeTcst ans obecneyveHms NopTasibHOrO POYMUHIa KAMEHTOB MexXay ToYKaMu A0CTyna,
NOAK/TYEHHbIMY K CepBuCy.

KomaHab! ans HacTpoiiku cepeuca APB

WEP-2L(root):/# configure

WEP-2L(config):/# captive-portal

WEP-2L(config):/captive-portal# apbd

WEP-2L(config):/captive-portal/apbd# roam_service_url <Agpec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-2L(config):/captive-portal/apbd# enabled true (BxtoueHne cepsrca APB. [Ins OTKIIOYEHNS BBEAUTE
false)

WEP-2L(config):/captive-portal/apbd# save (coxpaHeHne HacTpoek)
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6.13 HacTtpolika DAS-cepsepa

®yHkumoHan DAS-cepBepa obecrneumBaeT 06paboTKy 3anpocoB AnHamuyeckoin asTopu3auum RADIUS Toukamm
Joctyna.

KomaHpbl ans HacTpoiikn DAS-cepBepa

WEP-2L
WEP-2L

root):/# configure

config):/# das-server

WEP-2L(config):/das-server# enabled true (sk1toueHne DAS-cepeepa. 1515 oTkoyvenns seegute false)
WEP-2L(config):/das-serveri# port X (rae X — nopt DAS-cepsepa. 1o ymonyaHnio: 3799)
WEP-2L(config):/das-server# auth-password secret (rze secret — naposes a715 DAS-cepsepa, UCrnosib3yeTcs
npuv wudoposaHnn RADIUS-3anpocos)

WEP-2L(config):/das-server# save (coxpaHeHne HacTpoek)

—_— e~ o~ —
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6.14 MOHUTOPUHT

6.14.1 Wi-Fi knneHTbl

N5 BbIBOAA MOHUTOPUHIA NOAKAUYEHHbIX Wi-Fi KNMMEHTOB 1CNoNb3yeTcsl KomaHa:

monitoring associated-clients <mac-agpec knneHTta 1> ... <mac-agpec kameHta N> filter <napameTtp 1> ...
<napameTp N>,

roe <mac-aZipec kKimeHTa 1> ... <mac-agpec kiMeHTa N> — mac-agpeca KJIMeHTCKUX YCTPOMCTB,
NOAK/TOYEHHbIX K TOUKe AocTyna. [1ns Toro 4to6bl BbIBECTU MHPOPMALIMIO N0 BCEM K/IMeHTaM, BBeauTe
BMeCTO <mac-ajgpeca knveHta> all;

filter — cneumanbHoe c/I0BO, NOC/IE KOTOPOro YKa3biBaOTCA NapaMeTpbl MOHUTOPUHIa, HEO6XOAUMbIEe
[N BbIBOAA MO K/IMEHTY/KIMEHTAM;

<napameTp 1> ... <napameTp N> — napaMeTp/napamMeTpbl MOHUTOPUHIA, HEO6X0AVMbIE A5 BbiBOA MO
KNUEHTY/KMEeHTaM.

[ns BbiBOAA cnmncka NOAKMHYEHHBIX K TOUKe A0CTyna K/IMEeHTOB HaXXMuUTe nocne monitoring associated-
clients knasuwy Tab.

WEP-2L(root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all

[N nonyyeHus cnvcka napameTpoB MoHuTopuHra nocre filter HaxxmuTe knasuwy Tab.

WEP-2L(root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

vlan-id
ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
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BbiBOA UH)OpPMALMKM N0 BCEM NMOAK/MHOUYEHHbIM KIMeHTaMm

WEP-2L(root):/# monitoring associated-clients (1711 monitoring associated-clients all)

index (0]

state ASSOC SLEEP AUTH_SUCCESS
hw-addr 32:5b:60:62:e0:a4
interface wlan@-va0

rfid 0

wid (0]

band 2.4

ssid WEP-2L_2.4GHz
vlan-id 100

ip-addr 192.168.1.15
hostname client

username TOXXXXXXXXX
domain root

authorized true
captive-portal-vap true
enterprise-vap false

radius-mac-auth
portal-auth

not-required
authorized

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|
portal-auth-time | 00:04:09
wlan-auth-type | Open
wlan-auth-status | authorized
wlan-auth-time | 00:04:43
rx-retry-count | 1055
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 1972
rssi-1 | -36
rssi-2 | -36
rssi | -36
snr-1 | ©
snr-2 | ©
tx-rate | MCS7 SGI 72.2
rx-rate | MCS7 NO SGI 65
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 20M
mfp | false
uptime | 00:04:43
multicast-groups-count | 1
wireless-mode | n
using-802.11r | no
using-802.11k | yes
using-802.11v | yes
perftest-capable | false
dhcp-request-status | obtained
dhcp-start-packet-type | discover
dhcp-start-delay | 238
dhcp-start-duration | 2
dhcp-end-duration | 1
link-capacity | 100
link-quality | 100
link-quality-common | 88
actual-tx-rate | 1
actual-rx-rate | 1
shaped-rx-rate | 1
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actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:

Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

Multicast groups:
MAC

01:00:5E:00:00:FB

O NN

Transmitted

100
8100637
7611
7902315
10

436

0

0

0

Transmitted

739
832
2004
4022

XXX.0.0.251
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Received
8515
1203939
7166
982376
1349
407
0]
0]

Received

1359

0]

0]

84

1508

1613

3950
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BbiBog MHhopMaLm N0 KOHKPETHOMY/KOHKPETHbIM K/INEHTY/KNTMeHTam

WEP-2L(root):/# monitoring associated-clients bc:2e:f6:cc:85:46 (€CTb BO3MOXHOCThL YKa3aTb HECKO/IbKO
mac-aZlpecoB, Hanprvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:€0:a4)

index 1

state ASSOC SLEEP AUTH_SUCCESS
hw-addr bc:2e:f6:cc:85:46
interface wlanl-va0

rfid 1

wid (0]

band 5

ssid WEP-2L_5GHz
vlan-id 100

ip-addr 192.168.1.20
hostname client

username TOXXXXXXXXX
domain root

authorized true
captive-portal-vap true
enterprise-vap false

radius-mac-auth
portal-auth

not-required
authorized

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|
portal-auth-time | 00:03:57
wlan-auth-type | Open
wlan-auth-status | authorized
wlan-auth-time | 00:04:27
rx-retry-count | 227
tx-fails | ©
tx-period-retry | 71
tx-retry-count | 1801
rssi-1 | -43
rssi-2 | -46
rssi | -46
snr-1 | 14
snr-2 | 10
snr | 10
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 20M
mfp | false
uptime | 00:04:27
multicast-groups-count | 1
wireless-mode | ac
using-802.11r | no
using-802.11k | yes
using-802.11v | yes
perftest-capable | false
dhcp-request-status | obtained
dhcp-start-packet-type | discover
dhcp-start-delay | 571
dhcp-start-duration | 4
dhcp-end-duration | 1
link-capacity | 90
link-quality | 95
link-quality-common | 94
actual-tx-rate | 481
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actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Dropped Packets:

Dropped Bytes:
Lost Packets:

ofdmé
ofdm24
nssl-mcsoO
nssl-mcs7
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

Multicast groups:

MAC

01:00:5E:00:00:FB

w
(9]

Transmitted

100
15799559
15678
15391546
8

385

0

0

0

Transmitted

213
42

82
1465
13843

XXX.0.0.251
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Received
12372
13827531
11759
13506889
613
364
(0]
(0]

Received

10

602

4

0

1

2

19

180

31

11522
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dunbTpauus napameTpPoB MOHUTOPUHTA

WEP-2L(root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOJ, OrpaHNYEHHOr0 KOSIMYECTBA NapamMeTPOB MOHUTOPMHIA NO ONpeaesieHHOMY KIIMEHTY, eCTb
BO3MOXHOCTb YKa3aTb HECKO/IbKO MAC-aapecos)

hw-addr | 32:5b:60:62:e0:a4
ip-addr | 192.168.1.15
tx-rate | MCS4 NO SGI 65
rx-rate | MCS6 NO SGI 65
uptime | 00:09:51

WEP-2L(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBO/, OrpaHMUYEHHOr0 KOMYyecTBa napaMeTpoB MOHUTOPUHIA MO BCEM KIMEHTaM)

hw-addr | 32:5b:60:62:e0:a4
rssi-1 | -34

rssi-2 | -34

wireless-mode | n

interface | wlan@-va0

hw-addr | bc:2e:f6:cc:85:46
rssi-1 | -44

rssi-2 | -31

wireless-mode | ac

interface | wlanl-va0
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6.14.2 WDS

Ana moHutopuHra WDS-coeguHeHWii ncnonb3yeTcs cnegyrolas komaHaa:

monitoring wds-entries <mac-agpec BCTpeYHO TOUKM foCTyna 1> ... <mac-apec BCTPEUYHOMN TOUKM
poctyna N> filter <napameTp 1> ... <napameTp N>, rae <mac-aZpec BCTPEYHOW TOUKM JocTyna 1> ... <mac-
afpec BCTPeYHOM ToUkM gocTyna N> — mac-apeca BCTPeUHbIX TOYEK A0CTYnNa, C KOTOPbIMW MNOCTPOEHbI
WDS-moCTbI. [1151 TOro 4to6bl BbIBECTVM MHDOPMALIMIO MO BCEM BCTPEYHLIM TOYKaM, BBEAUTE BMECTO <mac-
agpeca BCTPeYHOoI Toukn goctyna> all;

filter — cneunansHoe €oBo, NOC/E KOTOPOTO yKa3biBAOTCA NapaMeTpbl MOHUTOPUHTA, HEO6X0ANMbIE
L7151 BbIBOZAA MO OAHON UM HECKObKMM BCTPEYHBIM TOUYKaM A0CTYNa;

<napameTp 1> ... <napameTp N> — napameTp/napameTpbl MOHUTOPUHra, HEO6X0AMMbIE A5 BbIBOAA NO
OZIHOVA /TN HECKOJIbKUM BCTPEYHbIM TOUKaM A0CTyna.

[nsa BbIBOAA cnvcka TOYEK A0CTyNna, C KOTopbIMU NocTpoeHbl WDS-MOCTbI, HaXmuTe nocsie monitoring wds-
entries knasuwy Tab.

WEP-2L(root):/# monitoring wds-entries <Tab>

e8:28:cl1:d1:43:15
e8:28:cl:da:ch:80
all

[Nsi noNyyeHnst cnnucka napameTpoB MoHUTopuHra nocne filter HaxxmuTe knasuwy Tab.

WEP-2L(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBOoA UH)OpMaLMK MO BCeM BCTPEUYHbIM TOUKaM AocTyna

WEP-2L(root):/# monitoring wds-entries (1711 monitoring wds-entries all)

index

state

hw-addr

interface

rfid

wid

band

ssid

ip-addr

hostname
radius-mac-auth
portal-auth
wlan-auth-type
wlan-auth-status
wlan-auth-time
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi

snr—-1

snr-2

snr

wds-interface
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

mfp

uptime
multicast-groups—-count
wireless-mode
using-802.11r
using—-802.11k
using—-802.11v
eltex-firmware-version
eltex-board-type
dhcp-request-status
perftest-capable
dhcp-start-packet-type
dhcp-start-delay
dhcp-start-duration
dhcp-end-duration
link-capacity
link-quality
link-quality-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps

0

WIFI_WDS
e8:28:c1:d1:43:15
wlanl

-1

-1

5

192.168.1.15
WEP-2L
not-required
not-required
Open
authorized
00:02:51

36

(0]

(0]

12

-30

-42

-42

39

36

36

wlanl-wdsO
VHT NSS2-MCS8 SGI 173.3
VHT NSS2-MCS8 NO SGI 156
20M

20M

20M

false
00:02:30

(0]

ac

no

no

no

2.8.13 build x
WEP-2L

not requested
false

no
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name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Dropped Packets:

Dropped Bytes:
Lost Packets:

ofdmé

nss2-mcso
nss2-mcsl
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

Multicast groups:

| ©

Transmitted

100
577458
1462
529722
15

952

0

0

0

Transmitted

131

1195

none
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Received
1578
968817
1563
918036
15
765
(0]
(0]

Received

19

4

4

4

9

4

5

31

179

1318
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BbiBOoA UH)OpMaLMK MO OAHOW UM HECKO/IbLKMM BCTPEUYHbIM TOYKaM AocTyna

WEP-2L(root):/# monitoring wds-entries e8:28:c1:da:cb:80 (ecTb BO3MOXHOCThL YKa3aTb HECKO/IbKO MAC-
afpecos, Harnpumep, monitoring wds-entries e8:28:c1:da:ch:80 8:28:¢1:d1:43:15)

index 1

state WIFI_WDS

hw-addr e8:28:cl:da:cb:80
interface wlanl

rfid -1

wid -1

band 5

ssid

ip-addr 192.168.1.20
hostname WEP-2L

radius-mac-auth
portal-auth

not-required
not-required

|

|

|

|

|

|

|

|

|

|

|

|
wlan-auth-type | Open
wlan-auth-status | authorized
wlan-auth-time | 00:04:34
rx-retry-count | 2
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 4
rssi-1 | -30
rssi-2 | -24
rssi | -30
snr-1 | 35
snr-2 | 32
snr | 32
wds-interface | wlanl-wdsl
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS1-MCS2 NO SGI 19.5
rx—bw | 26M
rx-bw-all | 26M
tx—bw | 20M
mfp | false
uptime | 00:03:52
multicast-groups-count | ©
wireless-mode | ac
using-802.11r | no
using-802.11k | no
using-802.11v | no
eltex-firmware-version | 2.8.13 build x
eltex-board-type | WEP-2L
perftest-capable | false
dhcp-request-status | not requested
dhcp-start-packet-type | no
dhcp-start-delay | ©
dhcp-start-duration | ©
dhcp-end-duration | ©
link-capacity | 60
link-quality | 100
link-quality-common | 99
actual-tx-rate | ©
actual-rx-rate | ©
shaped-rx-rate | ©
actual-tx-pps | ©
actual-rx-pps | ©
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shaped-rx-pps | ©
name | 1

Counter Transmitted

Total Packets: 316
TX success: 100
Total Bytes: 35549
Data Packets: 262
Data Bytes: 22788
Mgmt Packets: 54
Mgmt Bytes: 4377
Dropped Packets: 0
Dropped Bytes: 0
Lost Packets: 0

Rate Transmitted

nssl-mcsoO
nssl-mcsl
nssl-mcs2
nss2-mcso
nss2-mcs2
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8 196

I S ©) BN ) B0 BN O BN O BN O I

N
N

Multicast groups: none

Received

14475
16
1879
53
12084

Received
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dunbTpauus napameTpPoB MOHUTOPUHTA

WEP-2L(root):/# monitoring wds-entries €8:28:c1:d1:43:15 filter hw-addr ip-addr tx-rate rx-rate uptime (
BbIBO/, OrpaHMUYeHHOro KoainyecTea napamMeTpoB MOHUTOPUHIA MO onpeaeneHHon ToYke A0CTyna, eCTb
BO3MOXHOCTb YKa3aTb HECKO/IbKO MAC-aapecos)

hw-addr | e8:28:c1:d1:43:15
ip-addr | 192.168.1.15

tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
uptime | 00:06:32

WEP-2L(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-interface (851807,
OrpaHNYEeHHOro KoIMYecTBa NapaMeTpoB MOHUTOPMHIA MO BCEM TOYKaM [0CTyna)

hw-addr | e8:28:c1:d1:43:15
rssi-1 | -30

rssi-2 | -42

wireless-mode | ac

wds-interface | wlanl-wds®

hw-addr | e8:28:cl:da:ch:80
rssi-1 | -30
rssi-2 | -24
wireless-mode | ac
|

wds-1interface wlanl-wdsl
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6.14.3 NHbopmauumsa 06 ycTpoinctee

WEP-2L(root):/# monitoring information

08:16:34 24.04.2025
8 d 21:29:58
WEP-2L

2.8.13 build X
2.8.13 build X
2.8.13 build X

system-time
uptime
hostname
software-version
secondary-software-version
boot-version

memory-usage 70
memory-free 32
memory-used 76
memory-total 108
cpu-load 2.0
cpu-average 1.33
is-default-config false
vendor Eltex
device-type Access Point
board-type WEP-2L
hw-platform WEP-2L

68:13:E2: XX XX 1XX
68:13:E2: XX XX 1XX

factory-wan-mac
factory-lan-mac

factory-serial-number WP XXXXXXXX
hw-revision 1v3
session-password-initialized false

ott-mode false
last-reboot-reason firmware update
test-changes-mode false
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6.14.4 ViHcbopmaLma o cepTudomkarax

WEP-2L(root):/# monitoring certificate

ott:

status: present
url:

file 'cert.pem':

correctness: true

PykoBoacTBO no akcnnyartauun WEP-2L

issuer: /CN=OTT Certification Root/O=Eltex Enterprise Ltd./OU=Wi-Fi/C=RU/
L=Novosibirsk

serial: 6813E201DO50DO5FC2D0332908COF9FF
subject: /CN=68:13:E2:01:D0:50/0=eltex
not-before: Jan 1 00:00:00 1999 GMT
not-after: Jan 1 00:00:00 2100 GMT

file 'key.pem':

wlc:

correctness: false

status: present
url: https://192.168.1.15:8044
file 'ca.pem':

correctness: true

issuer: /CN=WLC

serial: F15E65D33604010D

subject: /CN=WLC

not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT

file 'cert.pem':

correctness: true

issuer: /CN=WLC

serial: 6813E201D050

subject: /CN=68:13:E2:01:D0:50
not-before: Jan 1 00:00:00 1970 GMT
not-after: Mar 31 14:28:02 2125 GMT

file 'key.pem':

web:

correctness: false

status: present
file 'host.pem':

portal:

correctness: true

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

serial: AD4C597BEGD04958

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:44 1970 GMT
not-after: Jan 18 00:00:44 2038 GMT

status: present
file 'portal.pem':

correctness: true

issuer: /CN=redirect.loc/0=Eltex Ent
serial: DDDDOOB627AEO3BC

subject: /CN=redirect.loc/O=Eltex Ent
not-before: Apr 24 07:46:06 2025 GMT
not-after: Mar 31 07:46:06 2125 GMT

redirector:
status: present
file 'redirector.pem':
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correctness: true

issuer: /CN=x.x/0=Eltex Ent

serial: 8737D51F860832B2

subject: /CN=x.*/0=Eltex Ent
not-before: Jul 9 13:26:36 2024 GMT
not-after: Jun 15 13:26:36 2124 GMT

PykoBoacTBO no akcnnyartauun WEP-2L

112



PykoBoacTBO no akcnnyartauun WEP-2L

6.14.5 CeteBasd nHgopmauus

WEP-2L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | 68:13:€2:xX:XX:XX
rx-bytes | 623207607
rx-packets | 2750425
tx-bytes | 15454709
tx-packets | 74220
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WEP-2L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-2L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WEP-2L(root):/# monitoring route

Destination Gateway

0.0.0.0
192.168.1.0

192.168.1.1
0.0.0.0

WEP-2L(root):/# monitoring lldp

6.14.6 becnpoBoAHble NHTEP(ENCHI

0.0.0.0
255.255.255.0 U

Port ID

System Name

WEP-2L(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power
connection status
operation mode
noise-1

noise-2
utilization
channel

frequency
bandwidth

mode

thermal

name
rfid

status

band

hwaddr

tx-power
connection status
operation mode
noise-1

noise-2
utilization
channel

frequency
bandwidth

mode

thermal

wlano

0

on

2.4 GHz
68:13:E2 XX XX XX
16 dBm
AP mode
vap

-100 dBm
-100 dBm
50%

11

2462 MHz
20 MHz
b/g/n

32

wlanl

1

on

5 GHz
68:13:E2 XX XX XX
19 dBm
AP mode
vap

-100 dBm
-100 dBm
10%

48

5240 MHz
20 MHz
a/n/ac
37
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Interface
bro
bro
Capabilities TTL
120
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6.14.7 XXypHan cobbITuii

WEP-2L(root):/# monitoring events

Jan 1 03:00:10 WEP-2L daemon.info syslogd[1018]: started: BusyBox v1.21.1

Jan 1 03:00:12 WEP-2L daemon.info configd[1031]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WEP-2L daemon.info networkd[1061]: Networkd started

Jan 1 03:01:17 WEP-2L daemon.info networkd[1061]: DHCP-client: Interface br0® obtained
lease on 192.168.1.15.

Oct 29 05:28:57 WEP-2L daemon.info configd[1031]: The AP running configuration was updated
successfully by admin

Oct 29 05:28:59 WEP-2L daemon.info configd[1031]: The AP startup configuration was updated
successfully by admin

Oct 29 05:30:25 WEP-2L daemon.info monitord[1190]: event: 'authenticated' mac:
GE:BB:0OA:xx:xXx:xXx ssid: 'WEP-2L_5GHz' 1interface: wlanl-va® channel: 48 rssi-1: -64 rssi-2:
-62 location: 'root' auth-method: 'Open' captive-portal: 'disabled'

Oct 29 05:30:25 WEP-2L daemon.info monitord[1190]: event: 'IP address was updated by DHCP
packet' dip: 192.168.1.20 mac: 6E:BB:OA:xx:xx:xx ssid: 'WEP-2L_5GHz' interface: wlanl-va0
channel: 48 rssi-1: -63 rssi-2: -65 location: 'root' reason: 0

6.14.8 CkaHupoBaHue achmpa

€@ Bo Bpems ocyllecTBNEeHNA cKaHMPOBaHUSA advpa paavonHTepdelic yeTpoiicTsa 6yaeT OTKIIUEH, YTO
npvBeAeT K HEBO3MOXHOCTM nepeaaun AaHHbix A0 Wi-Fi KTMeHTOB Bo Bpemsi CKaHPOBaHMS.

WEP-2L(root):/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm Bandwidth, MHz
AP wpa/wpa2-1x 11 -45 20
AP wpa2-1x 6 -46 20
AP wpa2 11 -47 20
AP wpa2 6 -48 20
AP wpa2/wpa3-1x 6 -49 20
AP off 1 -50 20
AP off 11 -51 20
AP off 1 -53 20
AP wpa2-1x 6 -53 20
AP wpa2/wpa3-1x 44 -38 20
AP wpa2 36 -39 20
AP off 36 -41 20
AP wpa2-1x 44 -41 20
AP wpa/wpa2-1x 48 -41 20
AP wpa2 40 -42 80
AP off 44 -42 20
AP wpa2 44 -43 80
AP off 40 -50 20
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6.14.9 CnekTpoaHasmsaTop

CnekTpoaHasM3aTop npefoctasnseT MHPOoOPMaLMIO 0 3arpy>KeHHOCTU KaHau10B B ananasoHax 2.4 n 51Tu.
PesynbTtaT BbIBOAUTCSA B NPOLIEHTAX.

@ Bo Bpems pa6oThl cNekTpoaHaM3aTopa NPOUCXOAUT OTK/KOUEHNE BCEX KIMEHTOB OT TOUKM A0CTyNa.
KnuneHTbl Nogk/It4aTCs CHOBA TOJIbKO TOrAa, Korga CrekTpoaHan3aTop 3akoHUYUT CBOK paboTy.
Bpemsi aHann3a Bcex pagnokaHasioB ABYX AManas3oHOB COCTABASIET MPUMEPHO 5 MUHYT.

© CnexrpoaHanusatop NPOU3BOAUT aHaIM3 BCEX KAHA/IOB A1ana3oHa BHe 3aBYCMMOCTM OT HACTPOEK Ha
pagnonHTepgeiice.
C 6o0nee noapobHon nHhopmawlmein o HacTpolike paanovHTepdeiica yepes CLI MoXHO
03HaKOMUTbCA B pasaene «Hactpoiiki Radio».

WEP-2L(root):/# monitoring spectrum-analyzer

Channel|Frequency [MHz]|Utilization [%]

1] 2412 | 67

2] 2417| 44

3 2422 | 7

4| 2427| 7

5] 2432 | 19

6| 2437| 58

7] 2442 | 24

8| 2447 | 24

9| 2452 | 29
10| 2457 | 38
11 2462 | 53
12| 2467 | 15
13| 2472 6
36| 5180 | 8
40| 5200 | 15
44| 5220 9
48| 5240 | 10
52| 5260 | 38
56| 5280 | 4
60 | 5300 | 2
64| 5320 10
132] 5660 | 2
136 5680 | 0
140 | 5700 | 2
144 | 5720 1
149 5745]| 18
153 5765]| 3
157 5785| 4
161] 5805 | 1
165] 5825]| 1
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6.15 MonyyeHne oTnago4Hoi nHopmaLmm

KomaHpa pna coopa otnagouHov nHcpopmaymnm

WEP-2L(root):/# get-troubleshooting-file

Mocne BbINOMHEHUS KOMaHAbl 6yAeT co3aaH apxuB troubleshooting.tar.gz, cofepxallunii 0TNaA0uHbIE AaHHbIE
11 CBE[IEHMSI O COCTOSIHIM YCTPOIACTBA.

MonyunTb apxmB troubleshooting.tar.gz ¢ ycTpoiicTBa Ha cepBep/MK MoxHo no npoTtokony TFTP:

WEP-2L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |********************************| 62755 0:00:00 ETA

MonyunTb apxmB troubleshooting.tar.gz c ycTpoiicTBa Ha cepBep/MK MoXHO no npoTokosny SCP:

scp <Monb3oBarenb>@<IP-agpec Touku gocrtyna>:troubleshooting.tar.gz
troubleshooting.tar.gz (npymep: scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz.
[daHHasa komaHa BbinosiHAeTcs Ha cepBepe/TK)
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/ BcnomorartesibHble YTUNNTBI

7.1 YTunnuta traceroute

YTunuTa nokasblBaeT, yepes Kakme y3nbl (MapLupyTU3aTopbl) NPOXoAMT NakeT, CKOSIbKO BPEMEHM 3aHUMAaET
06paboTka nakeTa Ha KaxaoMm y3ne.

KomaHga 3anycka TpacCUpOBKU

WEP-2L(root):/# traceroute <TecTUpyeMbIii XOCT>

Mpumep ncnonb3oBaHUsA

WEP-2L(root):/# traceroute eltex-co.ru

7.2 Ytvnuta tcpdump
Ytnnuta tcpdump NO3BOJIAET 3axXBaTbIiBaTb NMakeTbl HA YKa3aHHOM MHTepd)ef/Ice.

Mony4nTb NOACKA3Ky No paboTe C YTU/IMTON MOXHO KOMaH/0IA:

WEP-2L(config):/# tcpdump --help

7.2.1 3axsart Tpadmka c aKkTMBHOIO nHTepdelica

3axsaTt nakeToB Ethernet-uHtepdceiica.
WEP-2L(root):/# tcpdump -i eth0
3axBaT nakeToB Ethernet-uHTtepdeiica ¢ coxpaHeHnem B chaiin.

WEP-2L(root):/# tcpdump -i eth0 -env -w tcpdump.pcap

7.2.2 CHudpep adhupa

© Ha Touke gocTyna fomKeH 6bITh BKOYEH M0G0l VAP B TOM AnanasoHe, 0TKy4a HE06X0AMMO
3axBaTbIiBaTb TpaduKk.

HeobxoamMmo BKAKUYMTb CnelmasnbHblil HTEPMENC, KOTOPLI ynaBnnBaeT NakeTbl U3 adiupa, Ha padboyem
KaHasie Touku goctyna.

KomaHAabl

WEP-2L(root):/# configure

WEP-2L(config):/# interface

WEP-2L(config):/interface# radioX (115 fuanasoHa 2.4 [T, — radio0, 115 5 [T — radiol)
WEP-2L(config):/interface/radioX# common

WEP-2L(config):/interface/radioX/common# enabled true
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3axeaT nakeToB achmpa Ha radio0-uHTepgeiice.
WEP-2L(root):/# tcpdump -i radio0
3axeaT nakeToB ahmpa Ha radio0-uHTepdeice ¢ coxpaHeHnem B doain.

WEP-2L(root):/# tcpdump -i radio0 -env -w tcpdump.pcap

7.2.3 HacTpolika yaaneHHoi 3anncu gamna tpadmka

B pa3gene remote-capture BbINO/HAETCA yAasieHHasa 3annucb gamna Tpaduka.
Touka gocTyna nogaepxunsaeT npotokos RPCAP, no3BonsoWwmiA NpomM3BoAnTb 3anncb gamna Tpadiuka ¢
NMHTepdeiica yCTPONCTBA Ha yAaNIEHHON MaLLUHE B PEXUME OHMaliH.

© /115 ynanéHHoro 3axeata NakeToB C payronHTepdelicoB He06X0A1MMO NOAHATL UHTepelchl
radio0 n/vnu radiol u3 npeablAyLLErO NyHKTA.

KomaHab! An1s HacTPOIiKM remote-capture

WEP-2L(root):/# configure

WEP-2L(config):/# remote-capture

WEP-2L(config):/remote-capture# enabled true (true — BrtoueHve. 115 oTkoveHns seegute false)
WEP-2L(config):/remote-capturet# disable-authentication true (onuus nossonseT oTkIUNTL TpeboBaHne
ayTeHTudmKaumm npu gobasneHnn yaaseHHoro nHitepgeica Ha ygasieHHoM xocte. o ymonyaHuio: false
— ayTeHTudomKauua 3anpallmsaeTcs)

WEP-2L(config):/remote-capture# port 2002 (2002 — HOMep NopTa, KOTOPbIA CAYXUT A1A NOAKTHYEHUSA
yAa/IEHHOM MalLVHbl. BO3MOXHbIe 3HauYeHns: 1025 - 65530. o ymonyaHuio: 2002)
WEP-2L(config):/remote-capture# save (CoxpaHeH/e HacTpoek)

[na yaanéHHoro nogxnoyeHnsa Heobxoammo ncnosibzosate RPCAP-npoTokon, ykasath IP-agpec Touku
AocTyna v nopT. /11 3Toro, Hanpumep, MOXHO Mucnosib3oBaTb nporpammy Wireshark. 3atem Heo6xoaMMO
NoslyYnTb CNCOK MHTepPhelicoB as1a CHUMHra OT TOUKM AOCTYNa, BbIopaTh OAUH N3 HUX U 3anyCTUTb CHATUE
famna ¢ yaasieHHoro uHtepdeiica.

7.2.4 Bbirpyska thaiina gamna tpadmka ¢ TOYKM 4OoCTyna Ha cepsep
[aHHaa komaHga BbinosiHAeTcA Ha cepsepe/TK.
scp <Monb3oBaTenb>@<IP-agpec yctpoiicTtBa>:tcpdump.pcap tcpdump.pcap (nprvep: scp

admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)

7.3 Ytunuta iperf

[aHHas yTunmTa ncnonb3yeTcs AN 3anycka notoka Tpadika ¢ 04HOro yCTpoiicTBa Ha [pyroe.
OTnpaBnsioLLas CTOPOHA Ha3bIBAETCS K/IMEHTOM, MPUHMMALOLLLAS — CEPBEPOM.

MonyunTb NoAckasKy No paboTe ¢ yTUANTOM MOXHO KOMaHAO0M:
WEP-2L(root):/# iperf --help

MpumMep 3anycka NoToka Tpadouka ¢ TOUKM JOCTyna Ha cepBep:
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HacTtpoiika cepBepa Ha npuém Tpaduka

root@server:/# iperf -s

3anyck Tpadmka ¢ Th-client B CTOPpOHY cepBepa

WEP-2L(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-agpec cepsepa)

7.4 HacTtpolika pexuma Radar

®YHKUMOHaN NpeAHasHauveH ans c6opa MHhopMaLmy 0 KIIMEHTCKUX YCTPOCTBAX B 30HE AECTBUS TOUKM
ZocTyna n nepefayn AaHHbIX Ha cepBep-KONNeKTop.

7.4.1 HacTtpoiika pagapa c 0TnpaBKoi AaHHbIX No npoTtokony HTTP

KomaHabl ansa HacTpoiiku oyHKunoHana Radar (HTTP/HTTPS)

WEP-2L(root):/# configure

WEP-2L(config):/#radar

WEP-2L(config):/radar# enabled true (Bk/1t0ueHve doyHKumMoHana radar. Ans oTkioueHns seegute false)
WEP-2L(config):/radar# url http://host:port/service (yka3biBaeTca URL-CCbI/IKa Ha CepBUC, KOTOPLIN byaeT
npuHMMaTb faHHble OT ToYkM gocTtyna B JSON-chopmare. MNepenaya Bo3aMoxkHa no HTTP/HTTPS)
WEP-2L(config):/radar# scan-interface all (rze all — nHTepdeiic, Ha koTopom byaeT paboTtaTb
CKaHMpoBaHue. Bo3aMoXxHble 3HadyeHus: wlan0 — nHtepdoeiic 2.4 I'ru, wlanl — nHtepdperic 5 ML, all —
OAHOBPEMEHHO0 2.4 Ty 15Ty, Mo ymonyaHuto: all)

WEP-2L(config):/radar# send-interval X (r4e X — nHTepBas1 OTNpaBkM AaHHbIX Ha KO1eKTOP. BO3MOXHbIe
3Ha4yeHus: 1-3600. Mo ymonyaHuto: 5 cekyHn)

WEP-2L(config):/radar# mac-source"probe data" (r/e probe data — BbIOOp TMNa faHHbIX, cobrpaembIxX B
adupe. Bo3mMoxHble 3Ha4YeHus: probe — TO/IbKO probe request, assoc — TOJIbLKO assoc, data — TO/bKO
data, all — Bce Tunbl nakeTos. o ymonvaHuto: all)

WEP-2L(config):/radar# scan-channel-timeout X (e X — Bpems, Bble/IeHHOe Ha CKaHMpoBaHme 04HOro
KaHas1a. Bo3aMoxHble 3HauveHust: 100-60000. Mo ymonyaHuto: 200 Mc)

WEP-2L(config):/radar# scan-limit-channels-2g "1 6 11" (rge 1,6, 11 — kaHa/lbl /19 CKaHMpPOBaHWA B
AnanasoHe 2.4 ['Tu. MNMycToe 3Ha4YeHne — CKaHUPYTCS BCe AOCTYMHbIE KaHasbl)

WEP-2L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (i e 36, 40, 44, 48 — KaHasIbl 419
CKaHMpoBaHus B AnanasoHe 5 Ty, [ycToe 3HavYeHne — CKaHMpYTCA BCe AOCTYMHbIE KaHaslbl)
WEP-2L(config):/radar# save (coxpaHeHve HacTpoek)

120



PyKOBOACTBO Mo 3kcnayaTauum WEP-2L

7.4.2 HacTpoiika pafapa c 0TnpaBKoi AaHHbIX No npoTokony MQTT

KomaHgbl ans HacTpoukun pyHKumoHana Radar (MQTT)

WEP-2L(root):/# configure

WEP-2L(config):/# radar

WEP-2L(config):/radar# url mqtt://host:port/service (yka3biBaeTca URL-CCbI/Ika Ha cepBuC, KOTOPLIN ByaeT
NnpUHMMaTb AaHHble OT TOYKM AOCTyna rno npoTtokony MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WEP-2L(config):/radar# mqtt-username eltex (rze eltex — vivs nonb3osatens. Heobxoaumo an1s
aBTopu3aunmn Ha cepBuce-KosIekTope)

WEP-2L(config):/radar# mqtt-password password (/e password — naposib. Heobxoanm 515 aBTopr3samm
Ha cepBuUCEe-KONEKTOPE)

WEP-2L(config):/radar# mqtt-topic qtracker_input_mqtt (yxassiBaetca URL-naeHTurkaTop cyLHoOCTelN B
0OMeHe Mex/y TOUKOM A0CTyna 1 KOJIeKTOPoM no MQTT-NPOTOKOANY)

WEP-2L(config):/radar# scan-mode passive (rge passive — pexum paboTbl pagapa. Bo3mMoXHble 3Ha4eHUs:
active — TouYka fOCTyna TOJIbKO CKaHUPYeT ahmp 1 He NpefocTaBisAeT CePBUC KIMEHTaM; passive — TOUka
[oCTyna npefocTasisieT CepBuUC KaneHTam, aoup He cKkaHupyeT, nepegaeT AaHHble MO MNOAKNHYEHHbIM
KnueHTam. o ymonuaHumio: active)

WEP-2L(config):/radar# scan-interface all (rze all — nHTepdeiic, Ha koTopom byaeT paboTats
CKaHupoBaHue. BoamoxHble 3HaueHns: wlan0 — nHtepdoeic 2.4 I'u, wlanl — nHtepdeic 5 Mu, all —
OZIHOBPEMEHHO 2.4 Ty 1 5 'Tu. Mo ymonyaHuto: all)

WEP-2L(config):/radar# send-interval X (rae X — nHTepBas1 OTnpaBkM AaHHbIX Ha KO1eKTOP. BO3MOXHbIe
3HayeHus: 1-3600. Mo ymonyaHuto: 5 cekyHn)

WEP-2L(config):/radar# mac-source"probe data" (r/e probe data — BbIOOP TUNa faHHbIX, cCObMpaembIxX B
adhmpe. Bo3mMoxHble 3Ha4YeHus: probe — TO/IbKO probe request, assoc — TO/IbKO assoc, data — TO/bKO

data, all — Bce Tunbl nakeTos. o ymonvaHuto: all)

WEP-2L(config):/radar# scan-channel-timeout X (e X — Bpems, Bble/IeHHOe Ha CKkaHupoBaHue 04HOro
KaHas1a. Bo3aMoXHble 3HayeHust: 100-60000. Mo ymonyaHuto: 200 Mc)

WEP-2L(config):/radar# scan-limit-channels-2g "1 6 11" (rge 1,6, 11 — kaHa/lbl /19 CKaHMPOBaHWA B
AnanasoHe 2.4 ['Tu. MNMycToe 3HayYeHne — CKaHUPYTCS BCe AOCTYMHbIE KaHasbl)

WEP-2L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (i e 36, 40, 44, 48 — KaHaJlbl 419
CKaHMpoBaHus B AnanasoHe 5 Ty, [ycToe 3HavyeHne — CKaHMpPYOTCA BCe AOCTYMHbIE KaHaslbl)
WEP-2L(config):/radar# scan-min-signal X (re X — nopor ypoBHs curHasia. Ecniv Touka goctyna BuanT
K/IMeHTa C YPOBHEM HWKe ykasaHHOro, To MAC-afpec k/iMeHTa He nepefaeTcs Ha KOIIEKTOP, U K/TUEHT He
cuntaeTcs 06HapyXeHHbIM. BO3MOXHble 3HauYeHus: -100-0. o ymonyaHuio: 0, PyHKLMOHa OTK/IOYEH)
WEP-2L(config):/radar# enabled true (Bk/1t0ueHve doyHKumMoHana radar. Ans oTkoveHns seegute false)
WEP-2L(config):/radar# save (coxpaHeHve HacTpoek)
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TEXHNYECKAA NMOAOEPXKA

[nsa nonyyeHnss TeXxHMYECKol KOHCYIbTaumm No Bonpocam akcnsyaraumm obopygosaHms OO0
«Mpegnpusatue «3NTTEKC» Bbl MOXeTe 06paTuTbcs B CepBUCHbIN LEHTP KOMNAHWK:

dopma ob6paTHO cBA3M Ha caiiTe: hitps://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochmumanbHOM calite KoMNaHMM Bbl MOXETe HalTU TEXHUYECKYIO JOKYMEHTaLMo 1

nporpaMmmMmHoe obecneveHue ana npoaykumm OO0 «MpeanpuaTtne «/ITEKC», obpatutbcs K 6ase
3HAHWI NN OCTaBUTb UHTEPAKTUBHYHO 3a5BKY:

OdmuymanbHbIn caint komnanuu: https://eltex.ru/
Ba3sa 3HaHwuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpysok: https://eltex.ru/download
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