Ethernet-kommyTtaTopbli

MES2300-xx, MES3300-xx, MES35001-08P, MES35001-10P,
MES3500I1-8P8F, MES3500I1-24F, MES5312, MES5316A, MES5324A,
MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48,
MES5320-24, MES5400-24, MES5400-48, MES5410-48,
MES5500-32, MES5700-32

PykoBoacTtBO no aKkcnayatayuu, sepcua MO 6.6.12

D @ cltex.ru
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Bepcua aokymeHTa JAlaTa BbinycKa CopaeprkaHue usmeHeHui
Bepcusa 1.42 09.06.2026 fo6asneHbl pasaensbi:
5.29 KoHdurypauus PPPoE Intermediate Agent
NPUNOKEHUE E. MaTpuua npoxoxaeHua TpadurKa mexay noptamu ¢
BK/IIOYEHHOW u3onauue
U3meHeHuA B paspenax:
2.3 OCcHOBHble TeXHUYEeCKUe XapaKTepuCcTuKu
4.4 Pexkum paboTbl KOMMYTaTOpa
5.1 ba3oBble KOMaHAbI
5.3 HacTpoiika MakpoOKOMaHg,
5.6 KomaHabl AnA HacTPOIKM NapameTpoB AnA 3aAaHUA naponei
5.7 Paborta c dpaitnamu
5.9.1 Napamertpbl Ethernet-uHtepdeiicos, Port-Channel u Loopback-uH-
Tepdeiicos
5.9.2 Hactpoiika VLAN u pexxmumoB KommyTaLuu uHTepdeiicos
5.11 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.17.1 ®yHKuMA nocpegHUKa npotokona IGMP (IGMP Snooping)
5.17.3 MLD Snooping — NnpOTOKO/ KOHTPO/IA MHOroaAapecHoro TpaguKa B
IPv6
5.18.1 NMpotokon PIM
5.18.4 ®dyHKuua IGMP Proxy
5.19.7 Hactpoiika gocTtyna
5.20 }KypHan aBapwmii, npoTtoKon SYSLOG
5.24 IP Service Level Agreements (IP SLA)
5.26.2.2 PacwumpeHHan npoBepKa NoA/IMHHOCTU
5.26.5 KoHTponb npotokona DHCP u onuua 82
5.32.1 KoHdurypauma cTaTUuecKon mapLupyTmMsaumm
5.32.3 Hacrpoiika npotoKona OSPF, OSPFv3
5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.32.6 Hactpoiika Route-Map
5.32.10 Hacrpoiika Virtual Router Redundancy Protocol (VRRP)
5.33 KoHpurypauua VXLAN
Jo6aBneHo onucaHue mogenu Kommyrtatopa MES2310-12XU
Bepcua 1.41 22.05.2026 CuHXpoHU3auua c sepcmeit N0 6.6.11.3
Bepcua 1.40 08.05.2026 fAo6aBneHbl pasaensbi:
2.2.2 Ucnonb3osaHue TCAM
2.2.6 dyHKuum B VRF
4.5.2 JlnueHsnposaHue
5.36 KoHdurypauua MPLS
U3meHeHUA B paspgenax:
2.3 OCHOBHbI@ TEXHUYECKUE XapaKTEPUCTUKMU
2.4.4 CBeToBaA UHAUKaUMUA
3.2.3 YcraHoBKa ycrpoiicte MES35001-08P, MES35001-10P, MES35001-8P8F
Ha DIN-peiiky
4.4 Pexxum paboTbl KOMMYyTaTOpa
5.6.4 KomaHab! ana paboTbl KAaHAUAAT-KOHPUrypauum
5.11 Mpynnbi arperauum KaHanos — Link Aggregation Group (LAG)
5.15.3 Hacrtpoiika npotokona GVRP
5.18.1 NMpotokon PIM
5.19.2 NMpotokon RADIUS
5.19.4 MpoTokon ynpasneHus cetbto (SNMP)
5.19.7 Hactpoiika goctyna
5.20 }XypHan aBapwmii, npoToKon SYSLOG
5.31.1 Hacrpoiika QoS
5.32.3 Hacrtpoiika npoTtokona OSPF, OSPFv3
5.32.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35 KoHpurypauua VXLAN
fo6aBneHo onucaHue moaeneii kKommyraropos MES5320-24, MES5700-32
Bepcusa 1.39 05.12.2025 U3meHeHUA B paspgenax:
2.3 OCHOBHbIE TeXHUYECKUEe XapaKTePUCTUKU
5.4 KomaHgbl ynpaB/ieHUA cUcTemoi

2 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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5.6.1 OnucaHne aprymeHTOB KOMaHA,

5.6.3 KomaHabl ans pesepBupoBaHuA KOHPUrypaumm

5.7 Hactpoiika cucteMHOro BpemeHu

5.11 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.11.3 Hacrpoiika TexHonoruu Multi-Switch Link Aggregation Group
(MLAG)

5.15.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+
5.16 Voice VLAN

5.24 IP Service Level Agreements (IP SLA)

5.26.6 3awuTa IP-agpeca kKnameHnTa (IP source Guard)

5.27 KoHdurypauma ACL

5.30.3 Hacrtpoiika npoTtokona OSPF, OSPFv3

5.30.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.30.12 Npotokon GRE

[o6asneHo onucaHnme mogenn Kommyrtaropa MES3500I1-24F

Bepcua 1.38

07.10.2025

fo6asneH pasaen:
5.26 dnekTponutaHue no nuHuam Ethernet (PoE)

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYECKUe XapaKTepuUCTuKn

4.4 Pexkum paboTbl KOMMYTaTOpa

5.7.3 KomaHpabl ans pesepBupoBaHna KOHPUrypaumum

5.10.2 Hactpoiika VLAN u pexxumoB KOMMYyTaLuum nHTepdeiicos
5.16.4 MexaHusm o6Hapy»xeHua netenb (loopback-detection)
5.16.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.20.7 Hactpoiika gocrtyna

5.27.2 MpoBepKa NOAMHHOCTU K/IMEHTa Ha OCHOBe NopTa (cTaHpapT
802.1x)

5.27.2.1 ba3oBas npoBepKa NOAJIMHHOCTH

5.27.2.2 PaclumpeHHasa nposepKa NOA/IMHHOCTH

5.27.5 KoHtponb npotokona DHCP u onuua 82

5.28 ®dyHkuumn DHCP Relay areHTa

5.31.2 KoHdurypauua ACL Ha 6a3e IPv6

5.34.1 KoHurypauma ctaTUuecKo mapLupyTusaumm

5.34.4 Hactpoiika npoTtoKkona BGP (Border Gateway Protocol)

Bepcua 1.37

02.09.2025

U3meHeHUA B pasgenax:
2.3 OCHOBHbIe TEXHUYECKUE XapaKTEPUCTUKHN
4.4 Pexxum paboTbl KOMMYTaTOpPA

JAo6aBneHo onucaHue moaenu Kommyrtatopa MES35001-8P8F

Bepcua 1.36

23.07.2025

CuHXpoHUu3auua c sepcueit N0 6.6.8.2

Bepcua 1.35

21.05.2025

M3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHUYECKNEe XapaKTepuUCTUKu

5.6.2 KomaHgbl ana pabotbi ¢ paitnamm

5.23 dyHKumA sFlow

5.25 IP Service Level Agreements (IP SLA)

5.34 KoHdurypauma npoToKos08 MmapLUpyTM3aLmm
5.34.3 Hacrpoiika npotoKosa OSPF, OSPFv3

[o6aBneHo onucaHe mogenn Kommyrtatopa MES2300-24P DC

Bepcua 1.34

11.04.2025

N3meHeHun B paspenax:

2.1 HasHaueHue

2.3 OCHOBHbI@ TeXHUYECKUE XapaKTEPUCTUKUN

4.4 Pexxum paboTbl KOMMYTaTOpPA

5.6 KomaHgbl ynpaBieHus cuctemoi

5.10.1 Napamertpbl Ethernet-untepdeliicos, Port-Channel n Loopback-ux-
Tepdeiicos

5.12.2 MpoTtokon arperaummn KaHanos LACP

5.12.3 Hacrtpoiika TexHonoruu Multi-Switch Link Aggregation Group
(MLAG)

5.27.2 MpoBepKa NOAAMHHOCTU K/IMEHTa Ha OCHOBe nopTa (ctaHaapT
802.1x)

5.28 ®dyHkuumn DHCP Relay areHTa

5.29 KoHdurypauus DHCP-cepsepa

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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5.34.3 Hacrtpoiika npotoKosa OSPF, OSPFv3
5.34.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Do6aBneHo onucaHue mogeneit Kommytatopos MES2300-08,
MES2300-08P, MES5300-24, MES5300-48, MES5305-48

Bepcusa 1.33

23.12.2024

[o6aBneHbl pasaensi:
5.34.12 Npotokon GRE

N3meHeHus B paspenax:
5.20.4 MpoTokon ynpasneHua cetbio (SNMP)
5.34.11 Hactpoiika npotokona Bidirectional Forwarding Detection (BFD)

Bepcusa 1.32

01.11.2024

N3meHeHun B paspenax:

2.1 HasHauyeHue

2.3 OCHOBHbIE TEXHUYECKNE XapaKTEPUCTUKHU

3.2.3 YcraHoBKa ycrpoiicte MES35001-08P, MES35001-10P Ha DIN-peitky
2.4.4 CeeTOBaA UHAUKALUA

5.8 HacTpoiika cucteMHOro BpemeHu

5.20.1 MexaHusm AAA

5.20.2 NMpoTtokon RADIUS

5.20.3 NpoTtokon TACACS+

5.20.7 Hactpoiika goctyna

5.21 XypHan aBapuii, npotokon SYSLOG

5.34.4 Hactpoiika npoTtoKkona BGP (Border Gateway Protocol)
0 Hactpoiika npoToKona IS-IS

5.34.6 Hactpoiika Route-Map

5.35 KoHdurypauua VXLAN

[o6aBneHo onucaHue mogeneii kKommyrtatopos MES2300-24F,
MES35001-08P

Bepcusa 1.31

12.08.2024

[o6asneHbl pasgensi:

3.2.3 YcraHoBKa ycrpoiictBa MES35001-10P Ha DIN-peiiky
5.24.1 finarHoCTMKa megHoro Kabensa

4.5.1.2 PaclumpeHHan HaCTPOMKa YPOBHA A0CTyna

5.24.1 lnarHocTMKa megHoro Kabens

U3meHeHUA B paspgenax:

2.1 HasHauyeHue

2.2.10 flononHuUTenbHble GYHKLUN

2.3 OCHOBHbIe TeXHUYECKNEe XapaKTepuUCTUKu

2.4.4 CeeToBaA uHAMKaLUA

4.4 Pexxum paboTbl KOMMYTaTOpPA

5.9 KoHurypaumua BpeMmeHHbIX UHTepBanoB time-rang
5.10.4 Hactpoiika untepdoeiica IP

5.12.3 Hacrpoiika TexHonorum Multi-Switch Link Aggregation Group
(MLAG)

5.13 Hacrpoiika IPv4-agpecauumn

5.16.5.1 Hactpoiika npotokona STP, RSTP

5.20.4 MpoTokon ynpasneHus cetbio (SNMP)

5.33.1 Hactpoiika QoS

5.34.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.34.6 Hactpoiika Route-Map

fAo6aBneHo onucaHue mogeneit kKommyrtatopos MES2300B-24,
MES2300DI-28, MES2300D-24P, MES35001-10P, MES3300-48F, MES5310-48

Bepcusa 1.30

21.05.2024

M3meHeHus B paspenax:

2.4.4 CBeToBaA MHAUKaUMUA

5.10.1 MNapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback-
UHTepodeiicos

4 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Bepcusa 1.29

18.04.2024

fAo6asneH pasaen:
5.27.8 ®dyHKumoHan First Hop Security

N3meHeHus B paspenax:

5.10.3 Hacrpoiika Private VLAN

5.20.1 MexaHusm AAA

5.34.3 Hacrtpoiika npoTtokona OSPF, OSPFv3
5.35 KoHdurypauma VXLAN

[o6aBneHo onucaHue mogeneii Kommytatopos MES2300-24P,
MES2300B-24F, MES3300-08F, MES3300-16F

Bepcusa 1.28

15.03.2024

fo6aBneHo onucaHMe mogenn Kommyrtatopa MES5410-48

Bepcusa 1.27

29.02.2024

CuHXpoHu3auma c sepcuei N0 6.6.2.9

Bepcusa 1.26

15.12.2023

U3meHeHusA B pasgenax:

5.12.2 MpoTtokon arperaummu KaHanos LACP

5.15.1 Mpotokon IPv6

5.34.1 KoHpurypauma cTaTUdeCcKoU mapLupyTusaumm

5.34.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.34.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

fo6aBneHo onucaHue mogeneit Kommytatopos MES2300-48P,
MES2300B-48, MES3300-48

Bepcua 1.25

09.10.2023

[o6aBneHo onucaHue mogeneit Kommyraropos MES2300-24, MES3300-24

Bepcua 1.24

07.09.2023

U3meHeHUA B paspenax:
2.3 OCHOBHbIe TEXHUYECKUE XapaKTEPUCTUKU
5.34.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.23

26.07.2023

U3meHeHusa B paspenax:

2.2.4 GyHKUUM BTOPOrO YPOBHA ceTeBoi mogenu OS|

5.5 KomaHAbl ynpaBnaeHusa cuctemoii

5.11 Storm Control gna pasnuuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.16.5.2 Hactpoiika npotokona MISTP

5.18.5 Radius-aBTopusauua sanpocos IGMP

5.19.1 NMpotokon PIM

5.33.1 Hactpoiika QoS

5.34.3 Hacrpoiika npotokona OSPF, OSPFv3

5.34.12 KoHdwurypauuma BupTyanbHoii o6aactu mapwpytusauuu (VRF lite)

Jo6asneHo onucaHue mogeneii kKommyrtatopos MES3300-24F

Bepcua 1.22

7.04.2023

U3meHeHun B pasgenax:
5.16.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+
5.20.7 Hactpoiika aoctyna

Bepcua 1.21

10.03.2023

[o6aBneHbl pasaenni:
5.19.2 ®dyHKuma PIM Snooping

U3meHeHunA B pasaenax:

2.3 OCHOBHbI@ TeXHUYECKUE XapaKTEPUCTUKN

4.4 Pexkum paboTbl KOMMYTaTOpa

5.16.2 HacTtpoiika npotokona ARP

5.17 Voice VLAN

5.18.1 ®yHKuMA nocpegHuKa nporokona IGMP (IGMP Snooping)
5.19.1 Npotokon PIM

5.19.4 ®dyHKuua IGMP Proxy

5.20.7.1 Telnet, SSH

5.27.2 MpoBepKa NOAIMHHOCTU K/IMEHTA HAa OCHOBE nopTa (cTaHaapT
802.1x)

5.34.1 KoHdurypauma ctaTUuecKon mapLupyTusaumm

5.34.3 Hacrtpoiika npoTtokona OSPF, OSPFv3

5.34.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)
5.31 KoHdurypauua VXLAN

Bepcusa 1.20

11.11.2022

U3meHeHuA B pasaenax:
5.10.1 Napamertpbl Ethernet-untepdeliicos, Port-Channel n Loopback-ux-
Tepdeiicos

Bepcusa 1.19

30.09.2022

U3meHeHuA B pasaenax:
5.15.5.1 Hactpoiika npotokona STP, RSTP

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 5
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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5.34.1 KoHdurypaumsa cTaTU4eCcKo MapLupyTMsaumm

Bepcus 1.18

29.07.2022

fAo6asneHbl pasaensbi:
5.31 KoHdurypauma VXLAN

N3meHeHun B paspenax:

2.3 OCHOBHbIe TEXHUYECKUE XapaKTEPUCTUKH
2.4 KOHCTPYKTUBHOE UCNONHEHne

5.15.5.1 Hactpoiika npotokona STP, RSTP
5.18.1 MpoTtokon PIM

fo6aBneHo onucaHmne mogeneii kommyratopos MES5400-24, MES5400-48

Bepcusa 1.18

05.03.2022

[o6aBneHbl pasgenbi:

5.16.8 Hactpoiika ¢pyHKuum Flex-link

5.12.3 Hacrpoiika TexHonoruu Multi-Switch Link Aggregation Group
(MLAG)

5.25 IP Service Level Agreements (IP SLA)

N3meHeHun B pasgenax:
5.12 Mpynnbi arperaumm KaHanos — Link Aggregation Group (LAG)
5.13 Hacrpoiika IPv4-agpecaunmn

Bepcua 1.17

31.01.2022

[o6asneHbl pasaensi:
5.16.8 Hactpoiika ¢pyHkuum Flex-link
5.15.9 Hactpoiika ¢pyHKkuum Layer 2 Protocol Tunneling (L2PT)

U3meHeHus B paspgenax:

4.3 3arpy3ouHoe meHio

5.10.2 Hactpoiika VLAN u pexxumos KommyTauum uHtepdeiicos
5.18.1 dyHKUMA NnocpegHUKa npoTokona IGMP (IGMP Snooping)
5.22 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

5.33.1 Hactpoiika

6.1 MeHio Startup

Bepcua 1.16

18.06.2021

U3meHeHUA B paspgenax:

2.3 OCHOBHbIe TEXHUYECKUE XapaKTEPUCTUKHU

5.12 Hacrpoiika IPv4-agpecauun

5.16.5 CemeiicTBo npoToKonos STP (STP, RSTP, MISTP)

Bepcua 1.15

09.02.2021

fAo6asneHbl pasaensbi:

5.7.3 KomaHgbl ana pesepsupoBaHMa KoHdurypaumum

5.18.4 ®yHKuMA orpaHuueHua multicast-tpaduka

5.18.5 RADIUS-aBTopm3auua sanpocos IGMP

5.34.6 Hactpoiika Route-Map

5.30.7 Hacrpoiika Prefix-List

5.34.9 banaHcupoBKa Harpy3ku Equal-Cost Multi-Path (ECMP)

U3meHeHUA B paspgenax:

2.2.4 dyHKLUM BTOPOro ypoBHA ceTeBo moaenn OSI|

2.3 OCHOBHble TeXHUYECKUEe XapaKTepUCTUKN

2.4.4 CBeToBaA UHAUKaUMUA

4.5.1 ba3oBaA HACTPOiIiKa KOMMyTaTopa

5.5 KomaHAbl ynpaBaeHusa cuctemoii

5.6.2 KomaHab! ana pabotbl ¢ paiinamu

5.10.1 Napamertpbl Ethernet-untepdeliicos, Port-Channel n Loopback-ux-
Tepdeiicos

5.10.2 Hactpoiika VLAN u peXxumoB KOMMYTauum nHTepdeiicos

5.11 Storm Control gna pasanuHoro Tpaduka (broadcast, multicast, un-
known unicast)

5.16.1 Hacrpoiika npotokosa DNS — cuctembl AOMEHHbIX UMEH

5.16.5 CemeiictBo npoTtoKonos STP (STP, RSTP, MSTP)

5.18.1 ®yHKuMA nocpegHuKa nporokona IGMP (IGMP Snooping)

5.20.1 MexaHusm AAA

5.21 }ypHan aBapui, npotokon SYSLOG

5.27.1 ®yHKuMM obecneyeHuna 3aWmTbl NOPTOB

5.33.2Cratuctnka QoS

5.34.3 Hacrtpoiika npoTtokona OSPF, OSPFv3

Bepcua 1.14

24.11.2020

U3meHeHus B pasgenax:

2.3 OCHOBHbIE TeXHUYECKUEe XapaKTePUCTUKU
5.6.2 KomaHgbl ana pabotbl ¢ paitnamm

5.28 KoHpurypauua DHCP-cepsepa

6 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Bepcusa 1.13

12.06.2020

fo6asneHbl pasaensbi:
5.34.8 HacTpoiiKka cBA3KK Katoueit

U3meHeHusA B pasgenax:

2.2 dyHKUMM KOMMyTaTopa

2.3 OCHOBHbIE TEXHUYECKUE XapaKTEPUCTUKHU
5.1 ba3oBble KOMaHAbI

5.9 KoHpurypauua untepodeiicos u VLAN
5.18 NpynnoBasa agpecauus

5.20 ®yHKUMM ynpaBaeHUsA

Bepcusa 1.12

20.11.2019

N3meHeHun B paspenax:
2.3 OCHOBHbIE TeXHUYECKME XapaKTepUCTUKU

Bepcua 1.11

15.10.2019

U3meHeHuna B pasaenax:

5.12 Mpynnb! arperaumm KaHanos — Link Aggregation Group (LAG)

5.19.4 MpoTokon ynpasneHus cetbio (SNMP)

Bepcusa 1.10

20.05.2019

fNo6aBneHo onucaHue moaeneii Kommytatopos MES5316A, MES5324A,

MES5332A

Bepcua nporpamm-
Horo obecneyeHus

6.6.12

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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YC/TOBHbIE OBO3HAYEHUA

O603HaueHue OnucaHue
B KBagpaTHbIX CKOBKax B KOMAHAHOW CTPOKe YyKa3blBatoTcA HeobA3aTesbHble
[1 napameTpbl, HO UX BBOJA NPenoCTaBAAeT OnpeaesieHHble AONOSHUTENbHbIE
onuum.
0 B ¢uMrypHbix CKOBKax B KOMaHAHOM CTPOKE YKa3blBalOTCA BO3MOXKHble 06A3a-
Te/ibHble NapameTpbl. Heobxoanmo BbIGpaTb OANH M3 NAPaMETPOB.
«,» [aHHble 3HAKMN B ONUCAHUN KOMaHZAbl UCMONb3YOTCA ANA YKA3aHWA AManaso-
«» HOB.
«|» [aHHbIN 3HAK B ONUCaHMM KOMaHAbl 0603HaYaeT KUANY.
«f» [aHHbI 3HaK B ONMCaHNEe KOMaHAbl YKa3blBaeT Ha 3HAaYEHME NO YMOIYAHUIO.
K Calibri Kypcneom Calibri ykasbiBatoTca nepemeHHble MAM NapaMeTpbl, KOTOpble HEO6-
ypcue Calibri o
XOZAMMO 3aMEHUTb COOTBETCTBYHOLMM CTOBOM MU CTPOKOW.
MNonyKupHobiii Mony*KMpPHbIM WPUPTOM BblAENEHBI NPUMEYAHUA N NPeaYNPEXAEHUS.
<lMonyxcupHoliii MoNyXMPHbIM KYPCUBOM B YI/10BbIX CKOOKaXx yYKa3blBAlOTCA Ha3BaHMA KNaBULL
Kypcue> Ha KNaBuaType.
Courier New MonykupHbim LWpndTtom Courier New 3anmcaHbl NpMmepbl BBOAA KOMAHA,
. Wpndptom Courier New B pamKe € TEHbIO yKa3aHbl pe3yabTaTbl BbINOJHEHUA
Courier New
KOMaHA.

MpumeyaHua 1 npegynpexaeHus

30BaHMIO U HACTPOIiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30OBATENA O CUTYALMAX, KOTOPble MOTYT HAaHECTH
Bpeps, YCTPOMCTBY MM YeNoBeKYy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoiicTBa Mamn no-

/5' MpumeyaHua cogeprKaTt BaXKHY MHPOPMALMIO, COBETbI UM PEKOMEHAALMMU NO UCNO/b-
e
Tepe AaHHbIX.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 11
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1 BBEAEHMUE

B nocnegHue ropbl Habaopaetca TEHOEHUMA K OCYLLECTBAEHUIO MACWTAbHbIX MPOEKTOB NO
NMOCTPOEHMUIO ceTel CBA3U B COOTBETCTBMMU € KoHuenuueit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/AbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX U BbICOKOMPOU3BOAUTENBbHBIX
TPAHCMNOPTHbIX CETEN, KOTOPblE ABAAKTCA ONMOPHLIMW B MHOTOCNOMHOW apXUTEKTYpPE CETEN CAeayloLLero
NOKONEHUA.

MNepepgaya wMHPoOpmaUMM Ha BOMbLIMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro maciutaba,
noapa3symeBaeT BbI6GOpP TaKo TOMONOTMKN CETU, KOTOPaA NO3BOMAET MTMBKO OCYLIECTBAATL pacrnpeaeneHune
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTatopbl cepuin MES2300, MES3300, MES53xxA, MES5310-48, MES5400-xx, MES5410-48,
MES5500-32 MoryT MCMONb30BATLCS HA CETAX KPYMHbIX NPeAnpUATUIA U NPeanpuaATUIA MANoro U cpeaHero
6usHeca (SMB), B onepaTopckux ceTax. OHM obecneymBaloT BbICOKYIO MPOWU3BOAUTENIbHOCTb, TMOKOCTD,
6€30MacHOCTb, MHOFOYPOBHEBOE KauyecTBO 06C/yKMBaHUA (QoS).

KommyTaTopbl MES5300-24, MES5320-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24,
MES5400-48, MES5410-48, MES5500-32 oTtBeyatoT TpeboBaHUAM LLEHTPOB 06paboTKn aaHHbIX K Top-of-
Rack n End-of-Row-kommyTaTopam 1 TpeboBaHWAM OMepaTopoB K 06opyAOBaHWIO ceTeld arperaumu u
MarncTpanbHbIX ceTell, obecneymMBas BbICOKYIO MPOU3BOAUTENLHOCTb WM 3KOHOMMUYECKU 3ddEeKTUBHOE
peleHue.

MpomblwneHHble KommyTaTtopbl MES35001-08P, MES35001-10P, MES35001-8P8F n MES2300DI-28
npegHasHavyeHbl ANA OpraHM3auuu 3alMLLEHHbIX OTKA30yCTOMYMBBLIX CeTel nepefayvy [AaHHbIX Ha
00bEKTAX, rae HeobXoAMMO BbINONHEHWE TPeboBaHWMA NO 0becneYeHUIo YCTOMYMBOCTU K BO3AENCTBUAM
pas3fIYHOro BUAA: TeMnepaTypHbIM, MEXaHUYECKMM, BUOpauuun n ap.

B HacToALleM pyKOBOACTBE M3/10XKEHbl Ha3HauYeHne, TeXHUYECKMEe XapaKTepPUCTUKN, peKoMmeHaaummn
Nno HayasibHOM HaCTpOﬁKe, CMHTAKCNC KOMaHA4 AnAa KOHd)MpraLI,MM, MOHUTOPUHIA ¢ obHoBNEHUA
nporpammHoro obecneyeHus KOMMYTATOpPOB.

12 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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2 OINUCAHUE U3AENUNA

2.1 HasHaueHmue

KommyTtatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24,
MES5400-48, MES5410-48, MES5500-32 — 3TO BbICOKOMNPOU3BOAUTE/IbHbIE YCTPOICTBA, NPeAHa3HaYeH-
Hble A1 UCMONb30BaHMUA B LeHTpax 06paboTkn aaHHbix (LLOA) B KayectBe Top-of-Rack nan End-of-Row
KOMMYTaTOpPOB, a TaK}Ke B CETAX arperaumm n MarncTpaabHbIX CETAX ONepaTopoB CBA3W.

KommyTtatopbl MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5400-24, MES5400-48
ocHalleHbl nHTepdeicamm 1000BASE-X/10GBASE-R 1 40GBASE-R/100GBASE-R4. B pexxunme paclienneHus
HG-uHTepdeica nogaepskmsaertca paboTa Ha ckopocTax 1 Féut/c, 10 Féut/c n 25 réut/c. Pexkum pacuien-
NeHnA nNo3sonseT pacllennTb Ao 6 HG-uHtepdeiicos, 4to B cymme gaet 24 TWE-untepdeiical.

KommyTaTtopbl MES5320-24, MES5410-48 ocHalleHbl uHTepdeicammn 10GBASE-R/25GBASE-R wu
40GBASE-R/100GBASE-R4. B pexkume paclienneHuns HG-uHTepoeiica nogaepskmsaerca paboTta Ha CKOpo-
ctax 1 Féut/c, 10 F6ut/c 1 25 rémut/c. Pexkum paclienneHma no3BoaseT pacllennutb Ao 6 HG-uHTepdelicos,
yTo B cymme aaet 24 TWE-uHTepdelica.

KommyTaTtop MES5500-32 ocHauleH uHTepdeiicamm 10GBASE-R u 40GBASE-R/100GBASE-R4. B pe-
XUMe pacwenneHns HG-uHtepdelica noaaep>kmsaetca paborta Ha ckopoctax 1 [6ut/c, 10 Iéut/c n 25
r6ut/c. Pexxum paclienneHmsa nossonset pacenntsb g0 30 HG-uHTepdeicos, yto B cymme aaet 120 TWE-
UHTepoelicos.

MopTbl KOMMYTaTOPOB MoAAepP*KMBalOT paboTy Ha ckopoctax 1 Iéut/c (SFP), 10 éut/c (SFP+),
25 Iéut/c (SFP28), 40 Iéut/c (QSFP+) 1 100 réut/c (QSFP28). Hebnokmpyemas KoMMyTaLMOHHaA MmaTpuLa
No3BOAAET OCYLWECTBAATb KOPPEKTHYIO 06paboTKy NaKeToB MPU MAKCMMasbHOM HarpysKe, COXpaHAaa npwu
3TOM MMHMUMabHbIE U NPeACKasyemble 3a4ePKKM ANa BCeX TUNOB TpaduKa.

KoMmyTaTopbl MMEKT BO3MOXHOCTb MCMOJIb30BaHUA cxem BeHTUnAuuu Front-to-Back u Back-to-
Front?, uto obecneunsaet 3GpdHEKTUBHOE OXNAXKAEHNE NPU UCNONb30BAHMUM YCTPOWUCTB B YCIOBUAX COBpe-
MeHHbIX LLOJ, ¢ pasHbIMU CUCTEMaMM OXNaXKLEHUA.

OTKa30yCTOMYMBOCTb YCTPOICTB 0becneuymnBaeTcs pes3epBMpoOBaHMEM UCTOYHWUKOB NuTaHua (1+1) u
NPYMEHEHWEM CMEHHbIX MOAYNel BEHTUAALUN. KOMMYTaTOPbl UMEIOT BO3MOXKHOCTb ropsiyei 3amMmeHbl Mo-
Aynen NUTaHUS U BEHTUAALMOHHBLIX Moaynen, obecneumsaa becnepeboiiHoe ¢GyHKLMOHUPOBAHUE CeTU
onepaTopa.

KommyTaTtopbl arperaunu cepmin MES2300, MES3300, MES53XXA — 3TO BbICOKONPOU3BOANUTE/IbHbIE
YCTPOMCTBA, OCHAlWeHHble WHTepdencamm 10GBASE-R, 1000BASE-X w1 npegHasHayeHHble Ana
MCNONb30BaHUA B OMEPATOPCKUX CETAX B KayecTBe YCTPOWCTB arperaumm M B HeBONbLUMX LEHTpax
06paboTkK AaHHbIX (LLOA4).

MopTbl ycTpoicTBa noaaepusatoT paboTy Ha ckopoctax 1 Iéut/c (SFP), 10 réut/c (SFP+), uto
obecneymBaeT rMbGKOCTb B UCMO/Ib30BaHUM M BOSMOXKHOCTb NMOCTENEHHOMO nepexosa Ha 6onee BbICOKME
CKOPOCTM Mepefayv AaHHbiX. Hebnokupyemas KOMMYTAaUMOHHAs MaTpuua NO3BOJIAET OCYLLEeCTBAATb

1 lna mopgenn MES5400-24 B peskume paclienneHna AocTynHbl uHTepdelicsl HG3—HG6. Ana mogenn MES5400-24
rev.B faHHOro orpaHnYeHuns Her.

2 KommyTaTopbl MES5410-48 1 MES5500-32 BO3MOHbI B ABYX UCMONHEHUAX: C BeHTMAAUMeN Front-to-Back nan Back-
to-Front.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 13

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
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KOPPEeKTHyto 06paboTKy NakeToB MPU MaKCMMabHbIX Harpy3Kax, COXpaHsaa Mpu 3TOM MUHWMAaNbHbIE U
npeackasyemble 3a4epXKN Ha BCcex TMnax Tpaduka.

OTKa30yCTOMYMBOCTb YCTPOMCTB 0becneynBaeTcs pesepBUpPOBaHMEM UCTOYHUKOB NUTaHuA (1+1) u
NPUMEHEHUEM CMEHHbIX MOAy/iel BEHTUAALMU. KOMMYTaToOpbl MMEIOT BO3MOMKHOCTb ropsyeli 3ameHbl
MoAynen NUTaHuA U BEHTUIALMOHHBIX Moaynein, obecneynsan becnepeboitHoe GyHKUMOHUPOBAHNE CETU
onepaTopa.

HoBoe nokoneHne kommyTtaTopos gocrtyna cepmn MES2300 ocyuwectsanaeT NoAKAOYEHNE KOHEYHbIX
Nno/sb30oBaTesiel K CeTU KPYMHbIX NPeanpuaTuii, npeanpuaTnMii Maaoro U cpeaHero 6MsHeca M K cetam
onepaTtopoB CBA3M C nomoulblo UHTepdericos 1G/10G. Kommytatopbl MES2300 Takke MoryT
NCMNO/Ib30BaTbCA B ONEPATOPCKUX CETAX B KAYECTBE KOMMYTAaTOPOB YPOBHS arperaummnm uam TPaHCNOPTHbIX
KOMMYTaTOpPOB.

MopTbl YCTPOWCTB NogaepXuBatoT paboTy Ha ckopocTax 1 Iéut/c n 10 Féut/c, uto obecneumsaer
rTMOKOCTb B MCMOJIb30BAaHWMM M BO3MOXKHOCTb MOCTEMEHHOIO Nepexoga Ha 6osiee BbICOKME CKOPOCTU
nepefayn AaHHbiX. Hebnoknpyemas KOMMyTaLMOHHAA MATpULA NO3BOAET OCYLLECTBAATb KOPPEKTHYIO
o6pa60TKy NaKeToB NP MaKCUMaJIbHbIX Harpy3Kax, CoOXxpaHAaAa npu aToM MMHUMa/IbHble U NpeacKa3dyemblie
334€ePKKM Ha BCeX TMNAxX TpaduKa.

MpomblwneHHble KommyTaTtopbl MES35001-10P, MES35001-08P, MES35001-8P8F n MES2300DI-28
npesHasHayvyeHbl 419 OPraHM3aLMM 3aLLUMLLEHHbBIX OTKA30YyCTOMYMBDLIX CeTel nepeaaym AaHHbIX HA 0ObeK-

Tax, rae HeobxoAMMO BbINOIHEHWE TPeboBaAHMI MO YCTOMYMBOCTU K BO3AENCTBUAM PAa3IMYHOIO BUAA TEM-
nepaTypHbIM U MEXaHUYECKMM BO3AENCTBMAM, BUOpaLmn 1 ap.

2.2  ®YHKUMM KOMMYyTaTOpA

2.2.1 basosble hyHKYUU
B Tabnnue 1 npuBeaeH cnMcok 6a3oBbix GyHKUWUI YCTPOMUCTB, 4OCTYNHbIX ANA aAMUHUCTPUPOBAHUSA.

Tabnnua 1 — basoBble yHKUUM YCTPOMCTBA

3awyuma om BOKMPOBKa BO3HMKAET B C/ly4anx Neperpyskn BbIXOAHbIX MOPTOB yCTPOMCTBA Tpadu-
610KUpoBKuU o4Yepedu KOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 3a4ePKKam nepesayun SaHHbIX
(HOL) M noTtepe NaKkeToBs.

Moddeprcka CnocobHoCTb Nogaep*KnBaTb Nepenady CBEPXAAMHHbLIX KaapoB, YTO NO3BOAAET ne-
C8epX0UHHbIX KAOPOo8 | pefaBaTb AaHHble MEHbLIMM YMC/NOM NAKETOB. ITO CHUMKAeT 06bem CNyKebHOW UH-
(Jumbo frames) dopmaunm, Bpems 06paboTKM 1 NepepbIBbI.

YnpasseHne NOTOKOM MO3BOJIAET COeANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [N NpenoTBpalleHus nepenonHeHnsa bydepa HU3KOCKOPOCTHOE

YnpaeneHue nomokom .
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaB/ATb NnakeT PAUSE, Tem cambim MHbOpmUpys

(IEEE 802.3X) BbICOKOCKOPOCTHOE YCTPOWCTBO O HEOBX0AMMOCTU caenaTb naysy npu nepegaye na-
KeToB.
KommyTaTop noaaepskvmsaer obbegmHeHNEe HECKOIbKUX YCTPOMCTB B CTEK. B aTom
C/lyyae KOMMYTaTOPbl PAaCCMaTPMBAIOTCA KaK eanHoe YCTPOMCTBO C 06LWMMM HACTPOM-
Paboma e cmeke Kamu. BO3MOKHbI AB€ TONONOIMU NOCTPOEHNA CTEKA — KONbLO M LienoyKa. Mpu atom
ycmpoiicme napameTpbl NOPTOB BCEX YCTPOWCTB, BKAKOYEHHBIX B CTEK MOYKHO 334aTb C KOMMYTa-

Topa, paboTaloLero B pexxnume «macrtep». CTeKMpoBaHue yYCTPOMCTB NO3BOAET CHU-
3UTb TPYAOEMKOCTb YNPaBAeHUs CETbIO.

14 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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2.2.2 MWUcnonvzosaHue TCAM

TCAM (Ternary Content-Addressable Memory) — TpoM4Has namaTb C agpecalmeit No coaepHRumomy.
Mcnonb3yetca pgas  ObICTPOro MOWCKa JaHHbIX B Tabauuax Mo Heo4HO3HayHO onpegesieHHoMY
COOEPKUMOMY 3/IEMEHTOB, HeobxoAMma A/ BbICOKOMPOM3BOAUTE/NbHBIX MPUIOMKEHUI Nepexsarta,
OUNbTPALMM, MHKANCYNALUN U NEePECHIIKMA AAHHbIX.

KntoueBoit ocobeHHocTblo TCAM ABAseTcA HanAnume TPex COCTOAHWI pe3yabTaToB MOWUCKA, YTO
NO3BOISIET BbINOAHATb NapannefibHblA NOUCK MO BCEM 3aNUCAM MMEA TOJIbKO MACKy BO3MOXHbIX 3HaYeHU 1
MCKOMOrO 3/1eMEHTa A0 NoayyYyeHusa Hanbonee TOYHOro pesynbTata NoOUCKa.

MouncK BbINONHAETCA MapannenbHo no Bcem saveikam TCAM, NosTomy ero Bpema He 3aBUCUT OT
KOAM4ecTBa Avyeek NamaTU. ITo Heobxoaumo Ans obecnedyeHna nepexsaTta, GUAbTpaLMM, moamdUKauuu,
TYHHE/NIMPOBAHUA W MepecblIKU AaHHbIX Ha MaKCUMaNbHOW CKOpOCTM uHTepdeica, orpaHUyYeHHOM
XapaKTepUCTUKamMM cpeapl nepeaadn AaHHbIX (wire-speed).

— TCAM rules — dopmaTt 3anosHeHUa 3HaYeHun adeikun TCAM gnsa BbIMOJIHEHMWU MOWUCKA
cosnageHuii (lookup). MoaaepKMBaoTCA CTaHAAPTHbLIE U paclUMPEHHbIe Npasuaa AanHol 30
1 60 6aliT, COOTBETCTBEHHO.

— PCL (Policy Control List) — mexaHuM3m, onpeaenstowmn anroputm noucka cosnageHuii B
npasunax TCAM. OH Heobxoaum ana ngeHTMPUKaumm n kKnaccudmkaumm Tpadmka, KoTopble
obecneunBaloT paboTy ceTeBbIX CEPBUCOB.

— IPCL (Ingress Policy Control List) — PCL gns nepexBaTta, ¢punbTpaumm u moaunduKaumm
TpadurKa BO BXOAALLEM HAMNpPaBAEHUN.

— EPCL (Egress Policy Control List) — PCL gna nepexsata, ¢uabTpaumm n moamndukaumm
TpaduKa B UCXOAALLEM HAMPABIEHUM.

— TTI (Tunnel Termination Interface) — wabnoH metoaos B3aumoaenctena ¢ TCAM ans
nepexsaTa, PUaAbTPaLMKU, MHKANCYNALUM M aNNAPaATHOrO TYHHENPOBaHMA TpaduKa.

— UDB (User-Defined Bytes) — nononHutenbHas annapatHasa Tabauua, Kotopasa MoXKeT 6biTb
3a4eicTBOBaHA [A/1Aa paclWMpeHns Bo3MOXKHocTe pabotbl ¢ TCAM rules B PCL ¢
NCNONIb30BaHWEM ONpeaensemMblx Nosb3oBaTenem 3Ha4YeHui nonei: offset, port-range u T.n.

— Komnapatop — 3nemeHT UDB, cpaBHMBaIOWMI 3HAYeHUA npu ncnonb3osaHumu TCP/UDP
port-range. OAMH KOMMNapaTop MOMKET BbIMO/IHUTL TOJIbKO O4HY ONEepauuto CpaBHEHUA:
60/blUe, MeHbLIE, HEPABHO.

V’ TCAM aBnsetca pasgensembim pecypcom gnsa scex PCL-cepBucoB Ha ycrpoiictee. Mpwu 3a-
rpyskKe yctpoiictea 6poHupylotca 74 ctaHgapTHbix TCAM-npaBuaa ana ocywecTsieHua ne-
pexBaTta TpaduKa cny>Keb6HbIX NPOTOKONO0B U AeUCTBUIA NO YMOSYAHUIO U 6a30BbIX GYHKLMNI
KOMMYyTaTopa. 3TU NpaBwuia He MOTyT 6biTb 0CBOBOXKAEHDI B AabHelllemM AAs NPOYMNX ce-

TeBbIX CEPBUCOB.

Mpu 06begnMHEHUN YCTPOICTB B CTEK, pecypcbl TCAM yTUAU3UPYIOTCA NapannenbHo U He
CYMMMPYIOTCA ANA YCTPOCTB CTEKa.

L

Ha kommyTtaTtopax MES5400-48, MES5410-48, MES5500-32, MES5700-32 TCAM umeer cer-
MEHTAPHYI0 CTPYKTYpY U Kaxkabiii PCL u TTl-cepBuc pesepsupyet 610Ku no 512 ctaHgapTHbIX
TCAM-npaBun, KoTopble He MOryT 6biTb MCcNOb30BaHbl Npouynmu PCL n TTI-cepeucamu.

%

V’ @DYHKUMM YCTPOCTBA UCNOAL3YIOT 5 pa3anuHbix PCL-cepBUCOB:
— pna 0bpaboTku BxogAawero Tpaduka (IPCL_O, IPCL_1, IPCL_2);
— 1 pna o6pabotkm ucxogauwero tpadpuka (EPCL);
— 1 ana paboTbl ¢ cepBucamm TyHHenuposauua (TTI).

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 15
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DYHKLUMM KOMMYTATOPa, ucnonb3ytowme cepsucbl PCL, TTI u UDB, a Tak:ke popmynbl pesep-
BMPOBAHMUA PEeCypcoB A/A CeTeBbIX CEPBUCOB NpuBeaeHbl B pasgene MpunoxkeHue . PyHK-
LMoHan KommyTaTopa, ucnoabsytowmii TCAM n UDB.

V Ha kommyrtatopax MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P,

‘ MES35001-8P8F, MES3500I-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24,
MES5300-48 PCL-cepBucbl IPCL_0 u IPCL_1 o6beguHeHbl B 04HY rpynny U UCNo/b3yoT 06-
LLee NPOCTPAHCTBO A/1IA 3anUCK NPaBU/ CETEBbIX CEPBUCOB.

V Mpu ucnonbzosaHuun nuueHsnpyemoro ¢pyHkumoHana EVPN/VXLAN n MPLS npoucxoaut
6poHMpoBaHMe YacTu annapaTtHbix pecypcos TTI cepeucos B TCAM. OrpaHuyeHusa no mopge-

Nam cm. B pasgene 4.5.2.3 BoigeneHue annapaTtHbIX pecypcoB noa AMueH3upyemblt GpyHK-
yuoHan.

2.2.3 ®yHkyuu npu pabome ¢ MAC-adpecamu
B Tabnnue 2 npuseaeHbl GyHKUUKN YCTPOMCTB Npu paboTe c MAC-agpecamu.

Tabnumua 2 — PyHKuMKM pabotbl ¢ MAC-agpecamu

KOMMyTaTOp COCTaB/IAET B NaMATU Ta6J1VILI,y, B KOTOpOVI YCTaHaB/IMBaAE€TCA COOTBET-

Tabauya MAC-adpecos
ctere mexgy MAC-agpecamu u y3namum NnOpToB KOMMYTaTOpa.

B oTcyTcTBME 06yYeHMA AaHHbIE, MOCTYNaoLWMe Ha Kako-1Mbo NopT, NepeaatoTcs Ha
BCE OCTa/ibHble MOPTbl KOMMYyTaTOpa. B pexxume oby4eHNa KOMMyTaToOp aHaAM3npyeT
Pexcum obyveHus Kagpbl 1, onpeaenvs MAC-aapec oTnpasuTens, 3aHOCUT ero B TabanLy KOMMyTaunu.
Bnocneacteun Kagp Ethernet, npeaHasHayeHHbI ana xocta, MAC-aapec KOTOporo
ye ecTb B Tabanue, nepeaaeTca TO/IbKO Yepes yKasaHHbIi B Tabavue nopr.

Mododepxka nepedavu

Ha Heckonbko MAC- LaHHanA d)yHKLI,Mﬂ NO3BONIAET YCTaHaB/MBATb CcoeAUMHEHUA «OAWMH KO MHOTMM» U

«MHOTME KO MHOrmm». Takum o6pa3om, Kaap, aApecoBaHHblii MHOroaapecHom

adpecos (MAC rpynne, nepeAaeTca Ha KaxKabli NOPT, BXOAALLMI B Fpynny.

Multicast Support)

Asmomamuyeckoe

epemsa xpaHeHusa MAC- | Ecan ot yctpoiictaa c onpeaeneHHbim MAC-aapecom 3a onpee/ieHHbIN nepuog spe-
adpecos MEHM He MOCTYMaloT NaKeTbl, TO 3aMnCb ANA AAaHHOTO agpeca ycTapeBaeT M yAanaeTca.
(Automatic Aging for 370 NO3BONAET NOAAEPHKMBATD TabOAULY KOMMYTaLMW B aKTYalbHOM COCTOAHUMU.
MAC Addresses)

CmamuyecKue 3anucu .

MAC (Static MAC CeTeBOlM KOMMYyTaTOp MO3BOAAET NOJ/Ib30BATE/NO ONPeAe/nTb CTaTUYeckme 3anucu

Entries) cooTBeTcTBMI MAC-aapecoB, KOTOpble COXPAHAIOTCA B Tab/MLe KOMMYTaLWK.
ntries,

2.2.4 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|
B Tabnnue 3 npuseaeHbl pyHKLUN M 0COBEHHOCTU BTOPOro YpoBHSA (ypoBeHb 2 OSI).

Tabnumua 3 — OnucaHme GyHKUMIA BTOPOro ypoBHA (yposeHb 2 OSI)

Peanusauua npotokona IGMP nossonseT Ha ocHoBe MHPOPMaLUK, MOAYYEHHOM
npv aHanuse cogepxumoro IGMP-nakeToB, onpeaennTb, Kakue yCTPOMCTBA B CETU
y4acTBYIOT B rpynnax MHOTroaApecHOM pacchiaiku1, U aapecoBaTb TPaduUK Ha COOTBET-
CTBYIOLLME NOPThI.

®yHKyua IGMP Snooping

Peanusauua npotokona MLD nossosseT ycTpoicTBY MUHUMM3NPOBATL MHOIoa4-

@yHKyuA MLD Snooping pecHblit IPv6-Tpaduk.

1 6 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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3awjuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LWTopm» — 31O pasmHoXKeHue broadcast-, multicast-, unknown unicast-nakeTos B
KaXK4OM y3/1e, KOTopoe NPMBOAUT K 1IaBMHOOBPA3HOMY POCTY MX YnCna M napanu-
3yeT paboTy ceTn. KommyTaTopbl UMEIOT GYHKLMIO, MO3BONAIOLLYIO OFPAaHUYUTL CKO-
pOCTb Nepesaym MHOr0aAPECHbIX U LIMPOKOBELLATENbHbIX KaAPOB, NPUHATbIX U ne-
peAaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKanupoBaHue NOPTOB NO3BOAAET Ay6AnpoBaTh Tpaduk HabaogaEMbIX NOPTOB,
nepecbiian Bxogawme n/Mam ucxoaawme nNakeTbl Ha KOHTPOAMPYIOWMIA nopT. Y
No/Ib30BaTE/NIA KOMMYTATOPA €CTb BO3MOMKHOCTb 3343aTb KOHTPOJIMPYIOLWMIA U KOH-
TpoAnpyemble NopTbl M BbIGpaTb TMM TpaduKa (BXOAAWMI N/UAN NCXOAALLMIA), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYHOLLMI NOPT.

U3zonayusa nopmos
(Protected ports)

[aHHaa dyHKLUMA no3BoAAET Ha3HAuYUTb NopTy ero uplink-nopT, Ha KoTopbIn Hes-
ycnoBHo ByaeT nepeHanpaBaaTbcsA Becb TpadumK, obecneynsan Tem caMbiM U30A-
LMIO C APYrMMK NopTamu (B Npegenax o4HOro KOMMYTaTopa), HaXo4ALMXCA B 3TOM
e WupokosewatenbHom gomeHe (VLAN) B npegenax ogHoro KommyTaTopa.

Private VLAN Edge

[aHHana dyHKLMA NO3BONAET M30AMPOBATL FPYyNny NOPTOB (B Npeaenax 04HOro KOM-
MyTaTopa), HaXOAALWMXCA B OAHOM LUMPOKOBELLATE/IbHOM AOMEHE MeKay cobol,
No3B0/AA NPU 3TOM 06MeH TPadUKOM C A4PYTMMMU NOPTaMM, HAXOAALLMMMUCA B STOM
e WMPOKoBeLLaTe/IbHOM AOMEHE, HO HENPUHAANEXKALLMMM K 3TON rpynne.

Private VLAN (light
version)

ObecneuynBaeT U30NALMIO MEXAY YCTPOMCTBAMM, HAXOAALWMMMUCA B O4HOM LUMPO-
KoBeLlaTe/IbHOM LlOMeHe, B Npeaenax Bceit L2-ceTn. PeannsoBaHbl TOAbKO 4Ba pe-
XuMMa paboTbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT obmeHu-
BaTbCA APYr C APYrom).

Moddepxcka npomokKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoW NPOTOKOJ, OCHOBHOM 3aZa4yeit KOTOPOro ABSA-
eTca npuseaeHue cetu Ethernet ¢ M36bITOYHBIMKU COEgUHEHUAMM K APEBOBUAHOM
TOMNONOMMK, UCKAKOYatoLWel neTan. KommyTaTopbl 06MeHMBaOTCA KOHOUTYPALMOH-
HbIMM COOBLLEHNAMMN, UCNONb3YA Kaapbl cneyuanbHoro ¢opmarta, U BbIBOPOUHO
BK/IIOYAIOT M OTK/IIOYAIOT Nepegayy Ha nopTbl.

Moddepxka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — AaBnsieTcA ycoBeplLUeHCTBOBaHMEM NpoToKona STP, xa-
paKTepM3yeTca MeHbLIMM BpeMeHeM NPUBEAEHWNA CETU K APEBOBUAHOMN TONOAOTMN
1 MMmeeT 6oee BbICOKYH YCTOMYMBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoToKOA NpeaHasHayYeH AN NOBbIWEHMA YCTOMYMBOCTA U HAZEKHOCTM CeTU ne-
pepaun AaHHbIX, UMeloLWein KoNbLEBYIO TOMOJIOMMIO, 33 CYET CHUMKEHNA BPEMEHM
BOCCTAHOBJ/IEHMA CETU B C/ly4Yae aBapun. Bpema BOCCTaHOB/AEHMA He npesbiwaeT 1
CeKYHAbl, YTO CYLLECTBEHHO MEHbLLE BPEMEHW NEePECTPOMKMN CETU NPU UCMO/b30Ba-
HMM NPOTOKO/I0B CEMEICTBA spanning tree.

Moddepxka VLAN

VLAN —3T0 rpynna nopToB KOMMYTaTopa, 06pasyoLLMX O4HY LUIMPOKOBELLATENbHYIO
obnactb (AomeH). KommyTaTop noaaepunBaeT passindHble cpeacTsa Knaccuduka-
LMW NaKeToB A4N1A onpeaeneHnsa ux NnpuHaanerKHocTH K onpeaeneHHoin VLAN.

Moddepxcka npomokKona
OAM (Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
bYHKLUMM YpOBHA KaHana nepegayv faHHbIX NpeacTaBAAloT coboil npoToKon
MOHUTOPUHIA COCTOAHMA KaHana. B aTom npoToKone ana nepegaym nidopmaumm o
COCTOAHUWN KaHasa MeXAy HenocpeacTBEHHO MNOAKAOYEHHBIMU YCTPOMCTBaMMU
Ethernet ncnonb3ytotca 610KM gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoii-

802.3ah) CTBa A0/1KHbI NoaaepXuBatb cTaHaapT IEEE 802.3ah.

Mpotokon peructpaunn GARP VLAN obecneumBaeT guHamuueckoe pobasne-
Moddeprxcka GVRP (GARP | vue/ypanenve rpynn VLAN Ha noptax KommyTaTopa. ECAM BK/IIOYEH MPOTOKON
VLAN) GVRP, KommyTaTop onpesenseT, a 3aTeM PacnpocTpaHAeT JaHHble O NPUHAANEXK-

HocTu K VLAN Ha Bce nopTbl, ABNAIOLMECH YACTbiO aKTUBHOM TOMOIOTUM.

Moddepxcka VLAN
Ha 6a3ze nopmoe
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbinoaHAETCA NO BXoAAWMM nopTam. JaHHoe
pelleHve No3BoNAET UCMO/Ib30BaTb Ha KaXKAOM NOpTy TONbKO oaHy rpynny VLAN.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 17
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Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbIV CTaHA4APT, KOTOPbIN ONWUCbIBAET NpoLeAypy TermpoBaHus
Tpaduka gna nepesaum nHbopmaumm o npuHagaexkHoctn K VLAN. MNossonseT umc-
nonb30BaTb HeckobKo rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHUe KaHan08
c ucnone3zoeaHuem LACP

MpoTtokon LACP obecneunBaeT aBTomaTU4eckoe ob6beAnNHEHNE OTAE/bHbIX CBA3EN
MeXAy ABYMS YCTPOMCTBAMW (KOMMYTaTOP—KOMMYTATOp WM KOMMYyTaTop—cep-
BEp) B e4UHbIN KaHan nepesayn AaHHbIX.

B npoToKone NOCTOAHHO OnpenenaeTca BO3MOXKHOCTb 06beANHEHNA KAaHANOoB, U B
C/ly4ae O0TKasa CoOegUHEHUS, BXOAALLEro B 06beANHEHHbIV KaHan, ero Tpaduk aBTo-
MaTUYECKM nepepacnpesensieTcqd No He OTKA3aBLWMM KOMMOHEHTaM 06beauHeH-
HOro KaHana.

Co3daHue 2pynn LAG

B ycTpoicTBax noaaepkmeaetca GyHKLMA CO34aHMA rPYNN KaHanoB. Arperauns Ka-
Hanos (Link aggregation, trunking) nnn IEEE 802.3ad — TexHosorMa o6beanHeHus
HECKONbKMX QU3NYECKUX KaHanoBa B OAWMH NOrMYecKUi. 3To cnocobeTByeT He
TONbKO YBE/IMYEHUIO MPOMYCKHON CNOCOBHOCTU MArncTPanbHbIX KAHA/I0B KOMMYTA-
TOP-KOMMYTaTOP WM KOMMYTaTOP-CEPBEP, HO U MOBbLILIEHWUIO UX HaAeXHOCTH. Bos-
MOKHbI TPM TMNa 6anaHCMPOBKM — Ha ocHoBaHUKM MAC-agpecos, Ha ocHOBaHuMM |P-
aZipecoB M Ha ocHOBaHMK NopTa (socket) HazHayeHwMs.

lpynna LAG coCTOMT U3 NOPTOB C O4MHAKOBOW CKOPOCTbIO, paboTaloLwmx B AynieKc-
HOM pexunme.

Moddepicka Auto Voice
VLAN

MpepocTaBnAeT BO3MOXKHOCTb NAEHTUGULMPOBATL FONOCOBOW TpadUK Ha OCHOBa-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecan
B MAC-Tabnnue kommyTaTopa npucytcreyet MAC-agpec ¢ OUl ronocoBoro wto3a
unn xe IP-tenedoHa, To AaHHbIN NOPT aBTOMaTMYECKM aobasnseTca B voice vian
(naeHTMdMKauma no npotokony SIP unum ke no MAC-agpecy nosnydyatens He noa-
AepKuBaetca).

2.2.5 ®yHKyuu mpemeoe2o yposHsa cemeeoii modenu OSI

B Tabnumue 4 npuseaeHbl GyHKUMM TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnvua 4 — OnucaHune GyHKUNIA TpeTbero ypoBHs (Layer 3)

Knuexnmeoi BootP

u DHCP

(Dynamic Host
Configuration Protocol)

YcTpoiicTBa  cnocobHbl  aBTOMaTMUYeCKM noaydaTb IP-agpec no  nNpoToKony
BootP/DHCP.

Cmamuyeckue
IP-mapwpymei

AAMWHNCTPATOP KOMMYTaToOpa MMEET BO3MOMKHOCTb A06aBNATb U yAaNATb cTaTUye-
CKMWe 3anucu B Tabanuy mapLupyTmsaumm.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conocTtasaeHus IP-agpeca n pusmnyeckoro agpeca yctponcrea. CooT-
BETCTBME YCTAHAB/IMBAETCA HAa OCHOBE aHa/M3a OTBeTa OT y3/1a CeTH, aapec y3na 3a-
npalmrBaeTca B LUIMPOKOBELLLATE/IbHOM MakKeTe.

lpomokon RIP
(Routing Information
Protocol)

MPOTOKON ANHAMMUYECKOW MApLLPYTU3aLIMM, KOTOPbIM NO3BOASET MapLIPyTM3aToOpam
06HOBNATL MapPLIPYTHYI MHGOPMALMIO, MO/TyYas ee OT COCeAHNX MapLIPyTU3aTOPOB.
B 3a4,auM NpoTOKONA BXOAUT ONpeseneHne ONTMMaabHOrO MapLUpyTa Ha OCHOBAHMUU
[AaHHbIX O KO/IMYECTBE MPOMENKYTOUHbIX Y3/108B.

@®yukyusa IGMP Proxy

IGMP Proxy — ¢yHKUMA ynpoOLWEeHHOW MaplpyTM3aLMM MHOroagpecHbIX AaHHbIX
mexagy cetamu. [ns ynpaBaeHus mapLlipytusaumnein ncnonbsyetca npotokon IGMP.

Mpomokon OSPF

MPOTOKOAN AMHAMMYECKON MapLUpyTM3aL MK, OCHOBAHHbIA HA TEXHONOTMWN OTCIEXMU-
BaHWsA cocTosiHMA KaHana (link-state technology) n ncnonb3yowmii Ana HaxoxKaeHus
KpaTtyanwero nytu anroputm eikcTpsl. Mpotokon OSPF pacnpocTtpaHsaeT nHdopma-
UMIO O AOCTYMHbIX MApLUPyTax MeXAy MapLlipyTM3aTopamMun OLHOW aBTOHOMHOMN Cu-
cTeMbl.

Mpomokon BGP

BGP (Border Gateway Protocol — npoTOKOA rpaHMYHOrO WA03a) ABAAETCA NPOTOKO-
JIOM MapLpyTU3aumMmn Mexay aBTOHOMHbIMK cuctemamu (AS). MapLupyTmsaTopbl 06-
MEHWNBAlOTCA MHPOPMaALUMEN O MapLIPyTaxX K CETAM Ha3HaYeHus.

18 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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lpomokon VRRP

MpoTtokon VRRP npegHasHayeH gna pesepBMpoOBaHNA MApPLLPYTM3aTOPOB, BbIMOJIHA-
IOLLMX POAb W03 NO YMOJIYaHUIO. 3TO AoCTUraeTca NyTém obbeanHeHus IP-nHTep-
dbeicoB rpynnbl MapLIpyTM3aTOPOB B OAMH BUPTYasibHbIM, KOTOPbIN ByAeT cnonb3o-
BaTbCA KaK LU/O3 N0 YMONYAHUIO ANA KOMMbIOTEPOB B CETH.

PIM-npoToKon mHoroaapecHou maplipytusaumm ansa IP-ceteit, co3gaHHbIn ana pe-
WweHus npobsiem rpynnoBoit mapwpytmsaunun. PIM 6asumpyeTca Ha TPaAULMOHHbBIX
MapLIpPyTHbIX MpoTokonax (Hanpumep, Border Gateway Protocol), Bmecto ToOro,

lpomokon PIM 4yTObObI CO34aBaTb COBCTBEHHYIO ceTeByto Tonosiormto. PIM ucnonb3yeT unicast-tab-
MUy MaplipyTusaumm ana nposepku RPF. 3Ta nposepka BbINOAHAETCA MapLIpyTM3a-
Topamu, 4Tobbl Y6eamTbcs, YTO nepesada MHOroaZpecHoro TpaduKa BbiNoHAETCA
no nytn 6e3 netens.
MpoToKon ana obmeHa Hbopmaumelt 06 UCTOYHMKAX MYIbTUKACTA MEX as3nny-
lpomokon MSDP P A bopma, 4 AY P

Hbimu RP B PIM.

2.2.6 ®yHKkyuu e VRF

Tabanuya 5 — PyHKuMK, nogaepxusatowme paboty ¢ VRF

DyHKYUA

Moddepicka pabomei 8 | lModdeprcka pabomel 8

Mpomokon/cepsuc VRF-Lite MPLS IPVPN

Unmepdpeliicor

OO0B-uHTepdoeic (Out Of + -
Band)

+
+

dusnuecknit nHTepoeiic

VLAN (Switch Virtual

+
+

Interface)

Port-Channel

loopback

IP interface

ICMP

Ping

Traceroute

ICMP Type 3

Mapwpymusayusa

++ |+ [+ ||+ |+
++ |+ [+ |+ [+ ]+

Cratnyeckas
MapLIpyTM3aLma

PBR (Policy-based routing)

BGP

OSPF

PIM

AAA

TACACS+ KnneHT

RADIUS-KnneHT

YnpasneHue

Telnet-cepsep?

SSH-knneHT/cepsep

SNMPv2/v3-cepsep

HTTP-cepsep!

HTTPS-cepsep?!

MoHumopuHe

sFlow

Syslog

Omka3soycmoliivueocmeo

BFD (ana OSPF n BGP)

VRRP

|+ [+ | F |||+ |+ |+ [+ ]|+ |+]|+ ]|+

IP SLA

peer-detection (gns VPC)

Cepeucsbl

NTP-knueHT/cepsep

SNTP-knuneHTt

e I o I I e R e I I o I ol I o I I B e e e S

+ |+ |+

DHCP Relay

! Telnet, HTTP, HTTPS-cepBepa BKAtoYaloTca/oTKAOUAOTCA robanbHo ansa Bcex VRF, Bkatoyaa VRF no ymonuaHuio.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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DNS-knunent + +
TFTP-knueHT/cepsep + +
Mepedaya ¢aiinos SCP-knueHT/cepsep + +
SFTP kKnneHTt + +

2.2.7 ®yHkyuu QoS
B Tabauue 6 npuBeaeHbl OCHOBHble GYHKLMM KavecTBa obcnykunsaHusa (Quality of Service).

Tabnmua 6 — OCHOBHble PYHKLUMM KayecTBa 0O6CNYKUBaAHMUA

Mododepxka YCTPOWCTBO NOAAEPXKNBAET NPUOPMTM3ALMIO CXOAALLErO TPadUKa MO ouepessam Ha
npuopumemHoix Kax4om nopTty. PacnpegeneHune nakeTos no odepeasm MOXKeT NPOn3BOAMTLCA B pe-
oyepedeli 3y/ibTaTe KaaccuduKaumMm NakeTos Mo Pas/MYHbIM MoJIAM B 3aro/I0BKax NaKkeTos.

CraHgapT 802.1p cneunduumpyeT MeTOL yKasaHMA NpMOpUTETa Kagpa M anroputm
MCMNO/Ib30BaHMA NPUOPUTETA B LLEeNAX CBOEBPEMEHHOM AOCTaBKM YYBCTBUTE/IbHOTO K
BPEeMEHHbIM 3aepKkam Tpaduka. CtaHaapT 802.1p onpenenset BOCEMb YPOBHEM
npuopuTeTos. KOMMyTaTOpbl MOTFYT UCNONb30BaTb 3HaYeHUe npuoputeta 802.1p gna
pacnpeaeneHua Kagpos No NPUOPUTETHbLIM ovepeaam.

Moddepicka Knacca
obcnyrueaHusa 802.1p

2.2.8 ®yHKyuu obecnevyeHusa 6ezonacHocmu

Tabnvua 7 — PyHKUMKM obecneyeHns 6e3onacHOCTU

PyHKUMA KOMMYTATOpPa, NPefiHa3HaYeHHAA 414 3alUnUTbl OT aTak C UCMOb30BaHNEM
npotokona DHCP. O6ecneunsaet ¢punbrpauntio DHCP-coobuieHMiA, NOCTyNUBLINX C
HeHafeXHblX MOPTOB MyTEM MOCTPOEHUA U NOAAEPNKaHUA 6a3bl AAHHbIX NPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbiNOAHAET AencTeus

DHCP snooping 6paHaMayapa MexKay HeHaaeKHbIMKU nopTamu 1 cepsepammn DHCP.

Onuwus, KoTopas nossonsetr npouHbopmuposatb DHCP-cepBep o Tom, C Kakoro
DHCP-peTpaHcnaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Onyus 82 npomokKona . )
Mo ymon4yaHMIO KOMMYTaTOp, UCNONb3YLWMIA PyHKUMo DHCP snooping, obHapyKu-

DHcp BaeT 1 oTbpacbiBaeT Ntoboi DHCP-3anpoc, coaepralymii onumio 82, KOTopbliA OH No-
Nly4nn yepes HeHaaéxHbll (untrusted) nopr.

UDP relay MepeHanpasneHue wnpokosellatenbHoro UDP-TpadmKa Ha yKasaHHbIn IP-agpec.

®yHKyuu DHCP- DHCP-cepBep ocyuiecTBaseT LeHTPaAn30BaHHOE yrnpaB/ieHWe CEeTEBbIMU aZpecamu

cepeepa W COOTBETCTBYHOLUMMMU KOHOUTYPALMOHHBIMM NapaMeTpaMm, aBTOMaTUYECKN Npeso-

CTaBNAA UX KIMEHTaM.

®yHKUMA KOMMYTaTOpa, KOTopas orpaHuumBaeT IP-Tpadumk, PuabTpya ero Ha ocHoBa-
HUK TabmLbl cOOTBETCTBUI 6a3bl aHHbIX NpuBsA3kn DHCP — DHCP snooping u ctaTtn-
Yecku cKoHPUryprpoBaHHbIX IP-agpecos. PyHKLMA ncnonb3yeTca AnA 6opbbbl € Noa-
meHoit IP-agpecos.

IP Source address guard

®PyHKLMA KOMMYTATOpPa, NpeAHa3HavYeHHaa A1A 3alWMTbl OT aTaK C UCMOb30BaHNEM
npoTokona ARP. CoobuieHune, KOTOpoe NOoCcTynaeT ¢ HeHaAeXHoro nopTa, noasepra-
eTcs MpoBepKe — cooTBeTcTBYeT an IP-agpec B Tene npuHsToro ARP-coobuieHus
IP-agpecy otnpasuTens. Ecam agpeca He coBNaaloT, TO KOMMyTaTop oTbpacbiBaeT
naker.

Dynamic ARP
Inspection (Protection)

2 0 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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L2 - 13— L4 ACL (Access
Control List)

Ha ocHoBe MHbOPMaLIMK, COAEPKALLENCA B 3ar010BKax ypoBHen 2, 3 1 4, y aAMUHK-
CTpaTopa ecTb BO3MOXHOCTb HAaCTPOUTb MpaBu/a, COMAacHO KOTOPbIM MakeT byaeT
ob6paboTtaH mbo oTHpoLeH.

Time-Based ACL

Mo3BonseT ckoHGUryprMpoBaTb BPEMEHHbIE PaMKW, B TEHEHWE KOTOPbIX AaHHbIA ACL
byaeT AelcTBOBaTh.

Moddepxka OcHoBHasnA GyHKUMA 6OKUPOBKM — NOBbICUTL 6HE30MaCHOCTb CETU, NPeaOoCTaBAAA A0-
3a6ﬂ0KUp08aHHle CTyn K NOPTY KOMMYTATOpPa TONbKO ANA yCTpOVICTB, nmerownx MAC-a,u,peca, 3aKkpen-
nopmoe NIeHHble 32 STUM MOPTOM.

lpoesepka Mposepka noganHHoctu IEEE 802.1x npeactaBaset coboit mexaHM3m KOHTPOAA 40-

nodsaAuHHOCMU Ha
ocHoee nopma (802.1x)

CTyna K pecypcam 4epes BHelWHuit cepsep. Mpolwealune nNpoBepKy NoaAMHHOCTU
Nno/ab30BaTe M NOAYHAOT AOCTYN K pecypcam BbibpaHHOM ceTw.

2.2.9 ®yHKYuU ynpasseHus KOMmMmymamopom

Tabnnua 8 — OcHOBHble GYHKLMM YPaBAEHNA KOMMYTaTOPamMM

3azpy3Ka u ebiepy3Ka
¢aliina Hacmpoliku

MapameTpbl YCTPOMCTB COXPaHAOTCA B Ppaliie HAaCTPOIMKN, KOTOPbIM COAEPKUT AaH-
Hble KOHWIypaL MK Kak BCe CUCTEMbI B LIEJIOM, TaK M ONpeaeneHHOro nopTa ycTpoit-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtoKkon TFTP ncnonb3ayetca gns onepaumin 3anmcu v yteHuns dpainos. MpoTtokon oc-
HOBaH Ha TpaHcNopTHOM npoToKoae UDP.

YcTpoiicTBa NOAAEPMKMBAIOT 3arpysKy U nepefady no AaHHOMY NpoTokony dainos
HaCTPOMKKN 1 06pa3oB NporpammHoro obecneyeHus.

Mpomokon SCP (Secure
Copy)

MpoTtoKkon SCP ncnonb3yetca Ana onepauumii 3anucu u uyteHua daiinos. MNpoToKon oc-
HOBAH Ha ceTeBOM NpoToKosne SSH.

YcTpoiicTBa NoAAepsKMBAOT 3arpy3ky M nepegady no AgaHHOMY npoTokony ¢ainos
HaCTPOMKKN M 06pa3oB NporpammHoro obecneyeHus.

YoaneHHsiii
MoHuUmopuHz (RMON)

YaaneHHblh MOHUTOPUHT (RMON) — cpeficTBO MOHUTOPMHIA KOMMbIOTEPHbIX CETEN,
pacwmpeHne SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAIOT cObMPaTb AMArHOCTUYe-
CKMe [laHHble C MOMOLbIO CTaHUMK ynpaBneHua cetbto. RMON — aTo cTaHgapTHaA
6a3a MIB, B KOTOpOI onpeaeneHbl TEKYLLAA M NpeablayLas cTaTUcTuKa yposHsa MAC
1 06bEKTBI YNpaBaeHUA, NPeaocTaBaAoWwmMe AaHHbIE B PealbHOM BPEMEHM.

lpomokon SNMP

Mpotokon SNMP ncnonb3yetca Ana MOHUTOPUHIA M yNPaBAEHUA CETEBbIM YCTPOWA-
cTBOM. [1A ynpaBneHUs AOCTYNOM K CUCTEME Onpeaenserca CNUCoK 3anunceit coob-
LEeCTBA, KaXK4an M3 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNa.

Unmepdpeiic
KomaHOHoOUi cmpoKu
(CLI)

YnpasneHne kommyTaTopamu nocpeactsom CLI ocylecTBaseTcA NoKanAbHO yepes no-
cnepoBatenbHbi nopT RS-232, anbo yaaneHHo yepes Telnet, SSH. UHTepdeiic Ko-
MaHZHOM CTPOKM KoHconu (CLI) ABnAeTca NpombilWAEHHbIM CTaHAAapTOM. MHTepnpe-
TaTtop CLI NnpeaocTaBAfeT CNMCOK KOMaHA, U K/oYeBbIX C/108 A1 MOMOLLM N0Ab30Ba-
Te/Il0 M COKPaLLEHN0 06bema BBOAMMbIX AAHHbIX.

Syslog — npoToKo, obecneynBatowmii nepeaaydy coobLLEHNA O NPOUCXOAALLMX B CU-

Syslog o
cTeme cobbITUAX, @ TaKKe yBeJOMNEHUI 06 OLWIMBKaxX yaaneHHbIM cepBepam.
SNTP Mpotokon SNTP — NnpOTOKON CUHXPOHU3ALUN BPEMEHMU CETU, FaPaHTUPYET TOYHOCTb
(Simple Network Time CUMHXPOHM3aLUN BPEMEHU CETEBOTO YCTPOMCTBA C CEPBEPOM L0 MUANIUCEKYHADI.
Protocol)
Traceroute — cny>kebHan dyHKUMA, NpegHa3HavYeHHas AnA onpesefieHna MapLupyToB
Traceroute y dyHKUMA, Npes, A peA pwpy
nepeaayun AaHHbIX B IP-ceTax.
YnpaeneHue .
AZMMHUCTPATOP MOXKET onpeaennTb ypOBHM NpUBUAETUIA A0CTyNa ANA NoNb3oBaTe-
KOHMponaupyemoim . . .
Nen yCTPOMCTBA U XapaKTePUCTUKWN AR KaXKAOro YPOBHA NpUBUAErnin (TONbKO anA
docmynom — ypoeHu M
» yTeHus — 1 ypoBeHb, NOMHbIN AocTyn — 15 ypoBeHb).
npusunea2uu
Ethernet-xommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES3500i-10P, MES3500I-8P8F, MES35001-24F, MES5312, 21
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KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy WHTepdency
ynpasnenus (SNMP, CLI). 3anpeT moKeT 6biTb YCTAaHOBNEH OTAENbHO ANA KaXKA0ro

baokuposka
o TMNa gocTyna:
UHme, euca .
pb Telnet (CLI over Telnet Session);
ynpaenexua Secure Shell (CLI over SSH);
SNMP.
JlokaneHasa [na nokanbHol ayTeHTUdUKALMM NOAAEPIKMBAETCA XpaHEHWe naponeli B 6ase gaH-
aymeHmudgukayus HbIX KOMMYyTaTOpa.

duaempayus IP-

Joctyn no SNMP paspewaetca ana onpeaeneHHbix |IP-agpecos, ABNAKOLWUXCA Yne-

adpecoes dna SNMP Hamu SNMP-coobecTsa.
MpoTtokon RADIUS ucnonb3yetca ana ayTeHTMGUKaumm, asTopmsaumm u yyeta. Cep-
Bep RADIUS ncnonb3yeT 6a3y AaHHbIX NO/sb30BaTesIel, KOTopan COAEPKUT AaHHble
Knuexm RADIUS P YET basy A , HOTOPAA COACPHUT A
NPOBEPKU NOANMHHOCTU ANIA KaXKA0ro nosib3osatend. KommytaTopbl cogepkat Kam-
E€HTCKYIo YacTb npoTokona RADIUS.
TACACS+ YCTpPOMCTBO NpeaocTaBnAeT Noanep KKy NPOBEPKM NOAJIMHHOCTU KNMEHTOB nNocpea-
. cTBom npoTokosia TACACS+. MpoTtokon TACACS+ obecneunBaeT LLeHTPaNN30BaHHYIO
(Terminal Access .
cuctemy 6e30MacHOCTM A/1A MPOBEPKM MONb30BATeNEN, MOJyYaloWMX AOCTYN K
Controller Access .
YCTPOWMCTBY, @ TaK¥Ke LEHTPANM30BAHHYIO CUCTEMY YNpaBieHUs npu cobaoaeHum
Control System)
cosmectumocTtn ¢ RADIUS n apyrumun npoueccamm NpoBepKu NOAJAUHHOCTU.
dyHKuma cepsepa SSH nossonset kKaneHTy SSH ycTaHOBUTbL C YCTPOMCTBOM 3aLUMLLEH-
Cepeep SSH YHKL, peep y Yy ycTp Lniy,
HOe coeAuHEeHWe ANA YNpaBaeHNA UM.
Mododepxka JaHHasa yHKLMA nNpefocTaBnAeT BO3MOXKHOCTb CO3/aBaTb MaKPOKOMaHAbl, nNpea-
MAKpPOKOMAHO cTaBnsAoLwWwme coboli Habop KOMaHA, U NPUMEHATb UX A5 KOHOUTYPALUKM YCTPOMCTBA.

2.2.10 fononxumenobHble pyHKYyUU

B Tabanue 9 npuseaeHbl 4ONONHUTENbHbIE PYHKLIMWN YCTPOICTBA.

Tabnnuya 9 — lononHuTenbHble GYHKUUM YCTPOMUCTBA

AuazHocmuka
onmuy4yecKoz20
mpaHcusepa

YCTPOICTBO NO3BOIAET TECTUPOBATL ONTUYECKUIA TpaHcueep. Mpu TeCTUPOBAHUK OT-
CNEXMBAOTCA TakMe MapameTpbl, Kak TOK WM HanpsaKeHue MuTaHuA, Temnepartypa
TpaHcuBepa. Ansa peanvsaummu TpebyeTca noaaepka sTux GyHKLUMIM B TpaHCKBepe.

Green Ethernet

[aHHbIA MexaHM3M MO3BOAAET KOMMYTAaTOPY CHW3UTbL SHepronoTpebaeHne 3a cyet
OTKJ/IIOYEHNA HEAKTUBHBIX 3/IEKTPUHECKUX MOPTOB.

Coomseemcmeue
cmaHdapmy M3K
61850

KommyTaTop 06nagaet Bcemu HeobBXoAMMbIMU XapaKTepUCTUKamu ans paboTbl ¢
npotokonamu MMS, GOOSE, SV:

- Manas BennuunHa 3agepkn GOOSE-coobuieHuns npu nepegaye;
- YmeHue pacno3sHasaTtb Ethertype GOOSE-coobuieHus;

- YmeHue paboTtaTb C Terom BMPTYanbHOM ceT u Terom npuoputeTta IEEE 802.1Q
GOOSE-coobuieHuns;

- Nopaep»kka nepegaum multicast-coobLLeHN U BOSMOXKHOCTb paboTbl C onpeaeneH-
HbIM cTaHgapTom M3K 61850 gmMana3oHOM rpynn BeLaHKWA.

2 2 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

2.3 OCHOBHbIe TEXHUYECKMNE XapaKTepPUCTUKHU

OCHOBHble TEXHMYECKME NapamMeTPbl KOMMYTAaTOPOB NpuBeAeHbl B Tabaumue 10.

Tabnnua 10 — OCHOBHbIE TEXHUYECKME XapPaKTEPUCTUKM

O6wue napameTpbl

NHTepdeichl

MES2300-08

10 x 10/100/1000BASE-T
2 x 1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-08P

2 x 10/100/1000BASE-T

8 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
2 x 1000BASE-X (SFP)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES2300-24

24 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-24

24 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-24F

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300-24P

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300D-24P

24 x 10/100/1000BASE-T (RJ-45) PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300DI-28

24 x 10/100/1000BASE-T

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES2300-48P

48 x 10/100/1000BASE-T PoE/PoE+
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES2300B-48

48 x 10/100/1000BASE-T
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

MES2310-12XU

12 x 10/100/1000/2.5G/5G/10GBASE-T PoE++

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

1 x KoHconbHbIN nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 23
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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4 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

MES3300-08F 4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

12 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

MES3300-16F 4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

24 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-24

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
MES3300-24F 4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbI nopT RS-232 (RJ-45)

48 x 10/100/1000BASE-T

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES3300-48

48 x 1000BASE-X/100BASE-FX (SFP)

4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3300-48F

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)

2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-
45/SFP) Combo

1 x KoHconbHbI nopT RS-232 (RJ-45)

MES35001-08P

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
MES35001-10P 4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)

8 x 10/100/1000BASE-T PoE/PoE+ (RJ-45)
8 x 100BASE-FX/1000BASE-X (SFP)
MES35001-8P8F 2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1xUSB 2.0

1 x KoHconbHbIN nopT RS-232 (RJ-45)

20 x 1000BASE-X/100BASE-FX (SFP)

4 x 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
4 x 10GBASE-R (SFP+)/1000BASE-X (SFP)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES35001-24F

1 x 10/100/1000BASE-T (OOB)
MES5312 12 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1 x 10/100/1000BASE-T (OOB)

16 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
1xUSB 2.0

MES5316A

2 4 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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MES5324A

1 x 10/100/1000BASE-T (OOB)

24 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB 2.0

MES5332A

1 x 10/100/1000BASE-T (OOB)

32 x 10GBASE-R (SFP+)/1000BASE-X (SFP)
1 x KoHconbHbI nopT RS-232 (RJ-45)
1xUSB 2.0

MES5300-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES5300-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbI nopT RS-232 (RJ-45)

1xUSB 2.0

MES5305-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5310-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5320-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

2 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5400-24

1 x 10/100/1000BASE-T (OOB)

24 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES5400-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

MES5410-48

1 x 10/100/1000BASE-T (OOB)

48 x 1000BASE-X (SFP)/10GBASE-R (SFP+)/25GBASE-R
(SFP28)

6 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)

1 x KoHconbHbIN nopT RS-232 (RJ-45)

1xUSB 2.0

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32

25




HELTEX

MES5500-32

1 x 10/100/1000BASE-T (OOB)

2 x 10GBASE-R (SFP+)

32 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

MES5700-32

32 x 40GBASE-R4 (QSFP+)/100GBASE-R4 (QSFP28)/
400GBASE-R8 (QSFP56-DD)

2 x 10GBASE-R (SFP+)

1 x 10/100/1000BASE-T (OOB)

1 x KoHconbHbIM nopT RS-232 (RJ-45)

1xUSB 2.0

CKopoCTb Nepeaayn AaHHbIX

OnTunyeckme nHTepdelicol 1/10/25/100 rémt/c
dneKTpuyeckme nHTepodelicsl 10/100/1000 M6éut/c

MponyckHasa cnocobHOCTb

MES2300DI-28 56 T6uT/c
MES3300-08F 96 I6uT/C
MES3300-16F 112 T6ut/c
MES2310-12XU 440 T6uT/c
MES2300-24

MES2300B-24

MES2300-24F

MES2300B-24F

MES2300D-24P 128 T6uT/c
MES2300-24P

MES3300-24

MES3300-24F

MES35001-24F

MES2300-48P

MES2300B-48

MES3300-48 176 [ow/c
MES3300-48F

MES5700-32 25,6 Téut/c
MES35001-08P 20 I6uT/c
MES2300-08

MES2300-08P 24 T6uT/c
MES35001-10P

MES35001-8P8F 72 T6uT/c
MES5312 240 T6uT/c
MES5316A 320 réut/c
MES5324A 480 r6uT/c
MES5332A 640 [6uT/c
MES5300-24

MES5400-24 1,68 Tou/c
MES5320-24 1,6 T6uT/C
MES5300-48

MES5305-48

MES5310-48 2,16 Tout/c
MES5400-48

MES5410-48 3,6 T6uT/c
MES5500-32 6,4 T6uT/c

2 6 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

Mpon3BoANTENbHOCTb Ha Na-
KeTax A/MHOM 64 Baiital

MES2300DI-28 41,6 MPPS
MES3300-08F 71,4 MPPS
MES3300-16F 88,3 MPPS
MES2300-24P 94,49 MPPS
MES2300-24

MES2300B-24

MES2300-24F

MES2300B-24F 95,2 MPPS

MES2300D-24P
MES3300-24
MES3300-24F
MES35001-24F

MES2300-48P
MES2300B-48
MES3300-48

MES3300-48F

130,95 MPPS

MES35001-08P 14,8 MPPS
MES35001-8P8F 53,57 MPPS
MES2300-08

MES2300-08P 17,8 MPPS

MES35001-10P

MES2310-12XU

327,38 MPPS

MES5312 178 MPPS
MES5316A
MES5324A 238 MPPS
MES5332A
MES5300-24 593,7 MPPS
MES5300-48 552,15 MPPS
MES5305-48 575,80 MPPS
MES5310-48 1028,5 MPPS
MES5320-24 406,25 MPPS
MES5400-24 878,3 MPPS
MES5400-48 1041,5 MPPS
MES5410-48 2467 MPPS
MES5500-32 1398 MPPS
MES5700-32 5426 MPPS

! 3HaueHus yKasaHbl ANA OAHOCTOPOHHEN Nepesaym.

Ethernet-kommymamopbi ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F, MES5312, 27

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28 1,5 Mb6ait
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

MES5312 2 Mbaut

MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-48
MES3300-48F
MES5316A
MES5324A
MES5332A

O6bem bydepHo namaATK

3 M6aiit

MES5300-24

MES5300-48 6 Mbaiir

MES5320-24 8 Mbait

MES5305-48 10 M6aiit

MES5310-48
MES5400-24 12 Mb6aut
MES5400-48

MES5410-48

MES5500-32 24 Mbaiir

MES5700-32 48 Mb6ant

MES5312
MES5316A 1 T6air?
MES5324A
MES5332A

O6bem 03Y (DDR3)

1 06bém 03Y gna mogeneit MES5316A rev.C, MES5324A rev.C, MES5332A rev.C — 2 6air.

2 8 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

O6bem 03Y (DDR4)

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

2 F6ant

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

8 bant

O6bem M3Y (NAND Flash)

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300-24F
MES2300B-24F
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

512 M6aut

MES5312

MES5316A
MES5324A
MES5332A

1 réant

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 29
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

O6bem M3Y (embedded
uSsD)

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32

8 bant

O6bem M3Y (SSD)

MES5700-32

32 réant

Tabnnua MAC-agpecos

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300-48P
MES2300B-48
MES2300DI-28
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

16384

MES2310-12XU
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

32768

MES5305-48
MES5320-24

131072

MES5310-48
MES5400-24

65536

MES5400-48

262144

MES5410-48
MES5500-32
MES5700-32

131072%/262144%

1 MaKkcmanbHoe 3HauYeHne ANA pexnma pacnpeaeneHmsa cucTemHblx pecypcos mid-I13-mid-12.
2 MaKcrManbHoe 3HauYeHne A1 peXnma pacnpegeneHma CMCTEMHbIX pecypcos min-13-max-12.

3 0 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES2300-08*
MES2300-08P*
MES2300-241
MES2300B-24!
MES2300-24F!
MES2300B-24F*
MES2300-24P1
MES2300D-24P*
MES2300DI-28*
MES2300-48*
MES2300-48p*
MES2300B-48*

1981

MES3300-241
MES3300-08F!
MES3300-16F*
MES3300-24F!
MES3300-48?
MES3300-48F*
MES35001-08P*
MES35001-10P*
Konunyectso ARP-3anucem MES3500]-8PSF!

MES3500I-24F"

4029

MES2310-12XU? 8180

MES5312

MES5316A!
MES5324A!
MES5332A!

8125

MES5300-241

MES5300-48" 16317

MES5305-481
MES5310-48* 32701
MES5400-241

MES5400-48" 131005

MES5320-24" 65469

MES5410-48*
MES5500-321 65469%/982373
MES5700-321

Nopaepxka VLAN CornacHo 802.1Q po 4094 aktmsHbIX VLAN

! Ana kaxporo xocTta B ARP-TabanLe co3paerca 3anuch B Tabnue mapipyTmsaumn. 3HadeHne XapakTepUCTUKN MOXKeT
M3MEHUTLCA NPU yCTaHoBKe AnueH3anit EVPN/VXLAN uan MPLS B 3aBUCMMOCTM OT TUMA AIMLEH3MU U MOAEAN YCTPOW-
ctBa. Cm. pasgen 4.5.2.3 BoigeneHune annapaTHbIX PECYPCOB MO ANLEH3NpYyeMblit GyHKLMOHaN.

2 MaKcumanbHoe 3HauYeHne 419 peXnma pacnpeaeneHma cMcTemHbix pecypcos mid-13-mid-12.

3 MakcumanbHoe 3HauYeHMe A/1A PeXMma pacnpeeneHmsa CUCTEMHbIX pecypcos min-13-max-12.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 31

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 246
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F 374
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

MaKcMmanbHoe Koan4YecTBo
VLAN c ¢pyHKumeir DHCP
Snooping?

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24
MES5410-48
MES5500-32
MES5700-32

758

MES5400-48 1526

MES5320-24 3039

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MakcmmanbHoe Konmdectso | MES2300-24F
VLAN ¢ pyHKuUMel PIM MES2300B-24F 493
Snooping? MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1 dyHKuMK ncnonbsyloT obume annapatHble pecypcol TCAM, cm. pasaen 2.2.2 Ucnonb3osaHme TCAM. 3HadyeHue xa-
PaKTEPUCTUKMN MOXKET MU3MEHUTLCA NPU ycTaHoBKe AnueH3nii EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TUMNa NULLEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BblaeneHure annapaTHbIX PeCcypcoB Nog NMLLEH3NpyeMblit pyHKLMOHAN.

32 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F 749
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24
MES5410-48
MES5500-32
MES5700-32

1517

MES5400-48 3053

MES5320-24 4058

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 493
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MaKcumanbHoe Konn4ecTso

VLAN c dyHKumeit ARP MES3300-24
inspection? MES3300-24F
MES3300-48

MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F 749
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

1 dyHKuMK ncnonbsyloT obume annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHme TCAM. 3HayeHue xa-
PaKTEPUCTUKMN MOXKET MU3MEHUTLCA NPK ycTaHoBKe AnueH3nii EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TUMNA NULLEH-
31N U mogenm ycTpoiictea. Cm. pasgen 4.5.2.3 BoigeneHve annapaTHbIX PeCYpcoB Nog, ANLUeH3npyemblii GyHKUMOHAAN.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 33

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24
MES5410-48
MES5500-32
MES5700-32

1517

MES5400-48

3053

MES5320-24

4077

MakcumanbHoe Konmnyectso Subnet-Based VLAN?

256

MakcumanbHoe konmuectso MAC-Based VLAN?

256

MakcumanbHoe Konndectso Protocol-Based VLAN?

12

MakcumanbHoe Konndectso port/LAG/VLAN c
dyHKumeln IP Source Guard?

512

CTaTUYEeCKnNX 1

Source Guard?

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1966

MakcrmanbHOe KonnyecTso

AVNHAaMMYecKunx 3anucen IP

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

2990

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24

6063

MES5410-48
MES5500-32
MES5700-32

5082

MES5400-48

10730

MES5320-24

10240

1 dyHKuMK ncnonbsyloT obuime annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHme TCAM. 3HauyeHue xa-
PaKTEPUCTUKN MOXKET MU3MEHUTLCA NPK ycTaHoBKe nnueH3nii EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TUMA NULEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BblaeneHure annapaTHbIX PeCcypcoB Nog NMLLEH3NpyeMblit pyHKLMOHAN.

34 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MaKcMMmanbHoe KoIM4ecTBo
cynankanTos 802.1x
Multi-Session®

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1973

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

2998

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24

6070

MES5410-48
MES5500-32
MES5700-32

5068

MES5400-48

10706

MES5320-24

16310

Konnyectso rpynn L2
Multicast (IGMP snooping)

MES2300-08
MES2300-08P
MES2300-24
MES2300-24P
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 35
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48

4092

MES5410-48
MES5500-32 2046
MES5700-32

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
Konnuectso npasmn SQinQ' | MES2300B-24F 1320 (ingress), 654 (egress) / 654 (ingress), 1320 (egress)?
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

L dyHKUMK ncnonb3syloT oblwme annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHme TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOXKET MU3MEHUTLCA NPK ycTaHoBKe AnueH3nii EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TUMNA NULLEH-
3UKM U Mmogenm ycTpoiictea. Cm. pasaen 4.5.2.3 BoigeneHre annapaTHbIX PeCYpcoB Nog ANLUeH3Mpyemblii GyHKLMOHAN.
2 Bcero 1974 npasuna. [Jenatca B pasHbIX NPONOPLMAX MEXKAY BXOAAMMM U UCXOAALLMMU NPaBUNaMu, HO He Bosee
1320 gna kaxgoro.

3 6 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5700-32

1320 (ingress), 1320 (egress)

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1974/1974

Konunuectso npasun
MAC ACL input/output?

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5316A!
MES5324A!
MES5332A!
MES5300-24!
MES5300-48"

2997/2997

1 3HayeHMe XxapaKTepPUCTUKN MOXKET M3MEHUTLCA NP ycTaHoBKe AnueH3nit EVPN/VXLAN nan MPLS 8 3aBMcMMOCTH OT
TMNa IMLEH3UN U MoZenn ycTpoiicTea. Cm. pasgen 4.5.2.3 BolgeneHune annapaTHbIX PecypcoB Noj, AMUEH3NpPYEMbIA

dYHKUMOHAN.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 37
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

MES2310-12XU
MES5312

MES5305-48* 6070/6070
MES5310-48*
MES5400-241

MES5400-48" 10737/10740

MES5410-48*
MES5500-321 5089/5108
MES5700-321

MES5320-24" 16310/16310

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1974/1974 1Pv4
987/987 IPv6

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F

MES35001-08P
Konnyectso npasun MES35001-10P 2997/2997 IPv4

1499/1499 IP
!Pv4 nnm IPv61ACL MES35001-8PSF 99/1499 IPv6
input/output

MES3500I-24F
MES5316A2
MES5324A2
MES5332A2
MES5300-242
MES5300-482

MES2310-12XU
MES5312?
MES5305-482
MES5310-482
MES5400-242

6070/6070 IPv4
3035/3035 IPv6

16310/16310 IPv4

N 2
MES5320-24 8155/8155 IPv6

10737/10740 IPv4

292
MES5400-48 5368/5370 IPv6

L dyHKUMK ncnonb3yloT oblwme annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHme TCAM. 3HayeHue xa-
PaKTEPUCTUKN MOMKET U3MEHUTLCA NPU ycTaHoBKe nnueH3nit EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TUNA NIULLEH-
31N U Mmogenm ycTpoiictea. Cm. pasgen 4.5.2.3 BoigeneHve annapaTHbIX PeCYpcoB Nog, AnLUeH3npyemblii GyHKUMOHAN.
2 3HaueHue XapaKTePUCTUKM MOXKET U3MEHUTLCA NPU ycTaHoBKe anueHsnii EVPN/VXLAN nan MPLS 8 3aBUcMMOCTH OT
TMNa IMLEH3UN U MoZenn ycTpoiicTea. Cm. pasgen 4.5.2.3 BolgeneHune annapaTHbIX PecypcoB Noj, AMUEH3NPYEMbI
dYHKUMOHAN.

3 8 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES5410-482
MES5500-322
MES5700-322

5089/5108 IPv4
2544/2554 |Pv6

Konunuectso ACL

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

2048

MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

3072

MES2310-12XU
MES5312
MES5305-48
MES5310-48
MES5400-24
MES5410-48
MES5500-32
MES5700-32

6144

MES5320-24

9970

MES5400-48

12288

Konnyectso npasun ACL B ogHom ACL

512

Konnyectso mapwpyTtos L3

Unicast?!

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

4063 IPv4
1014 IPv6

! MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonbsytoT oblime annapaTtHble pecypcsbl.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 39

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

MES3300-24

MES3300-08F
MES3300-16F
MES3300-24F

Konnyectso mapwpyTos L3
Multicast (IGMP Proxy, PIM)?

MES3300-48 13279 IPv4
MES3300-48F 3317 IPv6
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES53121
MES5316A!
MES5324A! 16351 IPv4
MES5332A1 4085 IPv6
MES5300-24
MES5300-48

28639 IPv4
MES5305-48 158 1PE
MES2310-12XU
MES5400-24 32735 IPv4
MES5400-48 8181 IPv6
MES5310-48

118756 IPv4
MES5320-24 59687 IPVE
MES5410-48 2948841/163362 IPv4
MES5500-32 736881/40562 IPv6
MES5700-32
MES2300-08
MES2300-08P
MES2300-24

MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

1981 IPv4
505 IPv6

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

4027 IPv4
1656 IPv6

MES2310-12XU

8180 IPv4
4088 IPv6

1 3HayeHme XxapaKTePUCTUKN MOXKET M3MEHUTLCA NPU ycTaHoBKe anueH3nit EVPN/VXLAN nan MPLS 8 3aBMcMMOCTH OT
TMNa IMLEH3UN U MoZenn ycTpoiicTea. Cm. pasgen 4.5.2.3 BolgeneHune annapaTHbIX PecypcoB Noj, AMUEH3NpPYEMbIA
dYHKUMOHAN.

2 MapuwpyTbi IPv4/IPv6 Unicast/Multicast ucnonb3sytot obwme annapatHble pecypcbl.

40 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

Konnyectso

VRRP-mappyTt1saTopos

MES5312
MES5316A
MES5324A 8174 IPv4l
MES5332A1 2040 IPv6!
MES5300-24
MES5300-48

14318 IPv4
MES5305-48 3577 IPV6
MES5400-48 16336 IPv4
MES5310-48 4088 IPv6

16370 1Pv4
MES5320-24 12309 1PV6

12278 IPv4
MES5400-24 2088 IPE
MES5410-48 245641/81002 IPv4
MES5500-32 245641/40562 IPv6
MES5700-32
MES2300-08
MES2300-08P
MES2300-24

MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES3300-24
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

255

1 3HayeHMe XxapaKTePUCTUKN MOXKET M3MEHUTLCA NPU ycTaHoBKe anueH3nit EVPN/VXLAN nan MPLS 8 3aBMcMMOCTH OT
TMNA IMLEH3UN U MoZenn ycTpoiicTea. Cm. pasgen 4.5.2.3 BolgeneHune annapaTHbIX PecypcoB Noj, AMUEH3NpPYyeMbIi

dYHKUMOHAN.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 41
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

MES2310-12XU
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48 127
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-08F 16 (BkAto4an VRF no ymonuyaHuio)
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48
Konnuectso VRF MES3300-48F
MES35001-08P
MES35001-10P
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

251 (Bkntouyas VRF no ymonyaHuio)

42 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 2032
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F

MES3300-48
Konuuecrso MES3300-48F
L3-unTepdeiicos MES35001-08P

MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A 2050
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

MES5316A
MES5324A
MES5332A 2476
MES5300-24
MES5300-48

MaKcumanbHoe Konn4ecTso MES5305-48

MES5320-24
MES5400-24
MES5400-48
MES5500-32
MES5410-48
MES5700-32

4093

MES5316A
MES5324A 4127
MES5332A

MaKcMmaibHOe KONMYecTso
MPLS-TyHHenen Bcex TUNOB,

1 dyHKuMK ncnonbsyloT obume annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHme TCAM. 3HaueHue xa-
PaKTEPUCTUKN MOXKET U3MEHUTLCA NPK ycTaHoBKe anueH3nin EVPN/VXLAN nam MPLS B 3aBUCMMOCTM OT TMNA ANLEH-
31N U mogenm ycTpoiictea. Cm. pasgen 4.5.2.3 BoigeneHve annapaTHbIX PeCYpcoB Nog, ANLUeH3npyemblii GyHKUMOHAAN.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 43

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

WHKancynauma/ MES5300-24

Aekancynaumal MES5300-48 4346

MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5410-48
MES5500-32
MES5700-32
MES5400-48

4362

MES5316A
MES5324A 2048
MES5332A

MES5300-24

MES5300-48 2032

MakcrmanbHOe KonnmyecTso

TpaHCNopTHbIX MPLS-TyHHe- | MES5305-48
neu, nekancynaums/ MES5310-48
Aekancynauma? MES5400-24
MES5410-48
MES5320-24
MES5500-32
MES5700-32
MES5400-48

2048

MES5316A
MES5324A
MES5332A
MES5300-24

MES5300-48
MakcmMmanbHoe KOAUYeCTBO | \ES5305-48

2048/15

cepBUCHbIX MPLS-TyHHenew,

nHKancynauus/ MES5310-48
pekancynaumus? MES5400-24

MES5410-48
MES5320-24 2048/250
MES5500-32
MES5700-32
MES5400-48

MakcmumanbHoe Konnyectso GRE-TyHHenein? 16

! NoppobHyto nHbopmaLmio No pacnpeseneHuio pecypcos ana MPLS-TyHHenel cm. Tabanua 36 — BoigeneHune anna-
PaTHbIX PECYPCOB NOA TMLEH3NPYEMbIN PYHKLMOHAN.

2 NoapobHyto MHGOPMaLMIO NO pacnpeaeneHunto pecypcos ana MPLS-TyHHeneit cm. Tabanua 36 — BoigeneHue anna-
paTHbIX PecypcoB nog, NnueH3npyemblii dyHKLMoHan. Tabamua 1 — baszoBble GyHKUMM YCTPOICTBA

3 dyHKUMKM ncnonb3yloT obuime annapaTHble pecypcbl TCAM, cm. pasaen 2.2.2 Ucnonb3osaHne TCAM. 3HaueHue xa-
PaKTEPUCTUKMN MOXKET MU3MEHUTLCA NPU ycTaHoBKe AnueH3nii EVPN/VXLAN nan MPLS B 3aBMCMMOCTM OT TUMNa NULLEH-
31K U mogenu yctporictea. Cm. pasgen 4.5.2.3 BblaeneHure annapaTHbIX PeCcypcoB Nog NMLLEH3NpyeMblit pyHKLMOHAN.

44 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MakcrMmanbHoe Koan4ecTBo
ECMP-rpynn

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

1024

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5320-24

4096

MES5400-24

6144

MES5310-48

8192

MES5305-48
MES5400-48
MES5410-48
MES5500-32
MES5700-32

12288

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 45
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48 8
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F

MakcrmanbHOe KonnyecTso MES35001-08P

nyteii 8 ECMP-rpynne MES35001-10P
MES35001-8P8F

MES35001-24F

MES2310-12XU
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48 64
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

MakcrmanbHoe konmnyectso OSPF-npoueccos 20

MaKcumanbHoe Konnvectso OSPF-coceacts 64

MakcmmanbHoe Konmyectso IS-1S-coceacTs 32

46 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F 32
MES3300-24F
MES3300-48
MakcumanbHoe konnuectso | MES3300-48F
BGP-coceacts MES35001-08P
MES3500I-10P
MES3500I-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48

MES5310-48
MES5320-24
MES5400-24
MES5400-48 64
MES5410-48
MES5500-32
MES5700-32

MakcumanbHoe konnyectso BFD-cocepcTs? 128

MakcmanbHoe kKonmyecTtso RIP-nupos 64

MaKcumanbHoe Konnvectso PIM-nupos 64

MakcmanbHoe Konmyectso MSDP-nnpos 32

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F 2048
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48

MaKcnumanbHoe KOAn4ecTso
SA-3anucen B8 MSDP-cache

1 dyHKuMK ncnonbsyloT obume annapatHble pecypcbl TCAM, cm. pasgen 2.2.2 Ucnonb3osaHme TCAM. 3HaueHue xa-
PaKTEPUCTUKN MOXKET U3MEHUTLCA NPK ycTaHoBKe AnueH3nii EVPN/VXLAN nan MPLS B 3aBUCMMOCTM OT TUNA ANLEH-
31N U mogenm ycTpoiictea. Cm. pasgen 4.5.2.3 BoigeneHve annapaTHbIX PeCYpcoB Nog, ANLUeH3npyemblii GyHKUMOHAAN.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 47

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

6656

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48

8192

MES5305-48 14336

MES2310-12XU
MES5320-24

MES5400-24 16384
MES5400-48
MES5310-48

MES5410-48

MES5500-32 147456/8192

MakcumanbHoe Koandectso MSDP mesh-group 32

Konnuectso BupTyanbHbix Loopback-nHtepdeiicos | 64

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

Arperaumsa KaHanos (LAG) 123 rpynnbl, 0 8 NOPTOB B Ka*Ka0Mn

48 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24

128 rpynn, A0 8 NOPTOB B KaXK40M

MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

128 rpynn, 0o 32 NOPTOB B KaxK40M

Konnyectso sk3emnnapos
PVST

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F
MES2300B-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2300B-48
MES2310-12XU
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A

64

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

255

Konnuyectso aksemnaapos MSTP

64

Konunyectso DHCP pool

32

KayecTBo 06cnyxmBaHMA QoS

8 BbIXOAHbIX ouepeaeit 4Na Kaxaoro nopra

CBepxanvHHble Kagpbl (jumbo frames)

MakcumanbHbI pasamep naketos 10240 6aiT

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

49

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

CTeknpoBaHue [Jo 8 yctpoticte (Kpome MES35001-08P, MES3500I-10P)

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

CooTBeTcTBME CTaHAAPTaM IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

M3K 61850
YnpasneHue
JlokanbHoOe ynpasneHue Console
YpaneHHoe ynpasneHue SNMP, Telnet, SSH, web

dusnueckne XxapaKTepUCTUKM U YCI0BUA OKpYIKatoLel cpeabl

MES2300-08 CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y,

CeTb NnepemeHHOro Toka: 100-240 B,

47-63 Ty, ans PM165-220/12

CeTb nepemeHHOro Toka: 100-240 B,

47-63 Ty, ans PM160-220/12

CeTb nepemeHHoOro Toka: 100-240 B,

47-63 'y, ana PM65-220/122

CeTb NocToAHHOrO ToKa: 120-370 B ana PM65-220/122
CeTb NOCTOAHHOrO ToKa: 36—72 B ana PM100-48/12
BapuaHTbl nuTaHuA:

- OOVH UCTOYHUK NUTaHMA NOCTOAHHOTO AW NepeMeHHOoro
TOKaQ;

- ABA UCTOYHMKA NUTaHWUA NOCTOAHHOIO WM NEePEMEHHOro
TOKa C BO3MOXKHOCTbH ropsyeit 3ameHbl.

MES2300DI-28
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-24
MES3300-48

MCTOYHMKM NnuTaHmAal CeTb nepemeHHOro Toka: 100-240 B,

47-63 'y, ana PM165-220/12

CeTb nepemeHHOro Toka: 100-240 B,

47-63 'y, ana PM65-220/122

CeTb nocToAHHOro Toka: 120-370 B gna PM65-220/122
MES35001-24F CeTb NOCTOAHHOrO TOKa: 36—72 B ana PM100-48/12
BapuaHTbl NUTaHuA:

- OZVH UCTOYHUK NUTAHUA NOCTOAHHOIO UAWN NEePEMEHHOro
TOKa;

- 1Ba UICTOYHMKA NUTAHUA NOCTOAHHOIO UM NEPEMEHHOI0
TOKA C BO3MOXHOCTbIO FropsAYeit 3ameHbl.

CeTb nepemeHHoOro Toka: 100-240 B, 50-60 I'y,

MES2300-24 CeTb NOCTOAHHOrO TOKa: 36—72 B

MES2300-24F

MES2300-24P DC CeTb NOCTOAHHOrO TOKa: 36—72 B

! Ana ycrpoiicte MES2300-08 AC, MES2300-24 AC, MES2300B-24 AC, MES2300B-24F AC, MES2300B-48 AC agonycka-
€TCA 31IeKTPOonuUTaHMe OT NOCTOAHHOIO HanpAaXKeHua, gmanasoH 120-370 B DC

2 Nna 6noka nutaHma PM65-220/12 gonyckaeTca aNeKTPonuTaHne oT CeTU NOCTOAHHOMO TOKa C HanpAXKeHWeM B Ana-
nasoHe 120-370 B DC

50 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES2300-08P
MES2300-24P AC
MES2310-12XU

CeTb NnepemeHHOro Toka: 200-240 B, 50-60 I'y,

MES2300B-24
MES2300B-24F
MES2300B-48

CeTb NnepemeHHOro Toka: 100-240 B, 50-60 I'y,
CeTb NOCTOAHHOrO TOKa: 12 B
XapaKTepuUCTUKM 3apAaHOro YyCTPOMUCTBa:
- TOK 3apaga:
1+0.1 A — MES2300B-48.
- HanpAXeHWe cpabaTblBaHWA pacuenuTens Harpyskm —
10-10,5 B;
- MOPOroBoe HanpsAXKeHWe UHAMKAUUM HU3KOTo 3apAga —
11B.
/' CeueHue npoBoaa AnA nogknoueHnsa AKb He meHee
V 1,5 mm. Ana MES2300B-48 pekomeHayeTca UCNONb-
30BaTb AKB emKoCTblo He meHee 9 Ah.

MES2300D-24P

CeTb NnepemeHHOro Toka: 200-240 B,

47-63 Ty, ans PM450-220/12

CeTb nepemeHHoOro Toka: 200-240 B,

47-63 'y, ans PM380-220/12

CeTb NOCTOAHHOTO TOKa: 36—72 B ana PM380-48/12
BapunaHTbl nUTaHuA:

- O4VH UCTOYHUK NUTaHUA NOCTOAHHOTO AN NepemMeHHOoro
TOKa;

- ABa UCTOYHWMKA NUTAHMA NOCTOAHHOIO MW NepeMeHHOro
TOKa C BO3MOXKHOCTbHO ropsyeit 3aMmeHbl.

MES2300-48P

CeTb nepemeHHoOro Toka: 200-240 B,

47-63 'y, ana PM950-220/56

CeTb NOCTOAHHOrO ToKa: 36—72 B ana PM950-48/56
BapuaHTbl NUTaHMA:

- 0 ABYX UCTOMHMKOB NMUTAHMS C BO3MOXKHOCTbIO ropsyei
3aMeHbl

MES35001-08P
MES35001-10P
MES35001-8P8F

CeTb NOCTOAHHOTIO TOKa:
C BKAtOYeHHOW PpyHKumel PoE: 45-57 B;
C OTKAtoYeHHOW pyHKumel PoE: 20-57 B

MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

CeTb nepemeHHoOro Toka: 100-240 B,

47-63 Ty, ansa PM165-220/12

CeTb nepemeHHoOro Toka: 100-240 B,

47-63 'y, ana PM160-220/12

CeTb NMOCTOAHHOrO TOKa: 36—72 B ana PM100-48/12
BapuaHTbl NnnTaHuA:

- O4VH UCTOYHUK NUTaHMA NEPEMEHHOrO TOKa;

- 4Ba UCTOYHMKA NUTAHUA NepeMeHHOro TOKa C BO3MOXHO-
CTblO ropAYein 3aMeHbl.

MES5300-24
MES5400-24

CeTb nepemeHHoOro Toka: 100-240 B,

47-63 'y, ans PM165-220/12

CeTb NnepemeHHOro Toka: 100-240 B,

47-63 'y, ans PM160-220/12

CeTb NMOCTOAHHOrO TOKa: 36—72 B ana PM160-48/12
BapuaHTbl nuTaHuA:

- OAMH UCTOYHMK MUTAHUA MOCTOAHHOIO WUAWN NEepemMeHHOro
TOKa;

- 1Ba UCTOYHMKA NUTAHUA NOCTOAHHOIO UM NEPEMEHHOTO
TOKa C BO3MOXKHOCTbIO ropaYveit 3aMeHbl.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 51

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

MES5300-48
MES5305-48
MES5310-48
MES5400-48

CeTb nepemeHHOro Toka: 200-240 B,

47-63 Ty, ans PM350-220/12

CeTb NMOCTOAHHOrO TOKa: 36—72 B ana PM350-48/12
BapunaHTbl NUTaHuA:

- OOVH UCTOYHUK NMUTAHWUA MOCTOAHHOrO UAN MEPEeMeHHOro
TOKa;

- ABa UCTOYHWMKA NUTAHMA NOCTOAHHOIO MW NepPeMeHHOro
TOKa C BO3MOKHOCTbH ropsyeit 3aMeHbl.

MES5410-48
MES5500-32

CeTb NnepemeHHOro Toka: 200-240 B,
47-63 'y, ans PM600-220/12
CeTb NOCTOAHHOIO TOKa: 36—-72 B ans PM600-48/12

MES5320-24

CeTb nepemeHHoOro Toka: 100-240 B, 50-60 I'y,

CeTb NOCTOAHHOrO TOKa: 36—72 B

BapuaHTbl NUTaHuA:

- OOVH UCTOYHMK NUTaHMA NEPEMEHHOTO TOKa;

- ABa UCTOYHMKA NUTAaHUA NePEMEHHOI0 TOKa C BO3MOXHO-
CTbiO FOpAYEN 3aMeHblI.

MES5700-32

CeTb nepemeHHOro Toka: 100-240 B, 50-60 I'y,

BapuaHTbl NUTaHMA:

- OOVH UCTOYHMK NUTaHMA NEPEMEHHOTO TOKa;

- ABA UCTOYHMKA NUTaHUA NePEMEHHOr0 TOKa C BO3MOXHO-
CTbiO FOpAYEN 3aMeHblI.

[ycKkoBble TOKKU

MES2300-08

AC: SPM30-220/12, 50 A, 5 mc

MES2300-08P

AC: SPM270-220/56, 36 A, 5 mc

MES2300-24

AC: SPM35-220/12, 34 A, 6 mc
DC: SPM30-48/12, 120 A, 0,6 mc (72 B)

MES2300B-24

AC: SPM45B-220/12 rev.B, 15 A, 6 mc

MES2300B-24F AC
MES2300-24F DC

AC: SPM60B-220/12, 40 A, 1 mc
DC: SPM100-48/12, 150 A, 0,6 mc (72 B)

MES2300-24P AC

AC: SPM380-220/56, 25 A, 8 Mc
DC: SPM380-48/56, 200 A, 0,5-1,0 (72 B)

MES2300D-24P

AC: PM380-220/56, 16 A, 15 mc
AC: PM450-220/56, 15 A, 4 mc

MES2300B-48

AC: SPM60B-220/12, 40 A, 1 mc

MES2300-48P

AC: PM950-220/56, 41 A, 10 mc
DC: PM950-48/56, 52 A, 4 mc (72 B)

MES2300DI-28

AC: PM65-220/12, 30 A, 4 mc

AC: PM160-220/12, 50 A, 8 mc

AC: PM165-220/12, 23 A, 5 mc

DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48

AC: PM65-220/12, 30 A, 4 mc

AC: PM160-220/12, 50 A, 8 mc

AC: PM165-220/12, 23 A, 5 mc

DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

AC: PM160-220/12, 50 A, 8 mc
AC: PM165-220/12, 23 A, 5 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

52 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

MES35001-08P
MES35001-10P
MES35001-8P8F

DC: DRS-270-56, 300 A, 1 mc

MES35001-24F

AC: PM65-220/12, 30 A, 3 mc

DC: PM100-48/12, 140 A, 4 mc (48 B)
DC: PM100-48/12, 200 A, 4 mc (72 B)
AC: PM165-220/12, 50 A, 8 mc

AC: PM160-220/12, 50 A, 8 mc

MoTpebaseman MOLHOCTb

MES>300-24 DC: PM160-48/12, 250 A, 0,2 mc (72 B)
AC: PM160-220/12, 27 A, 5 mc
MES5320-24 DC: PM160-48/12, 180 A, 0,2 mc (48 B)
DC: PM160-48/12, 250 A, 0,2 mc (72 B)
MES5300-48
MES5305-48 AC: PM350-220/12, 100 A, 4 mc
MES5310-48 rev.B | DC: PM350-48/12, 320 A, 0,14 mc (72 B)
MES5400-48
AC: PM160-220/12, 50 A, 8 mc
MES5400-24 AC: PM165-220/12, 23 A, 5 mc
DC: PM160-48/12, 250 A, 0,2 mc (72 B)
MES5410-48 AC: PM600-220/12, 18 A, 17,5 mc
MES5500-32 DC: PM600-48/12, 40 A, 4 mc (728B)
MES2300-08 He 6onee 13 BT

MES2300-08P

He 6onee 267 BT

MES2300-24

He 6onee 20 Bt

MES2300-24F
MES35001-24F

He 6onee 35 Bt

MES2300B-24

He 6onee 50 Bt

MES2300-24P AC

He 6onee 445 BT (c yyeTom Harpysku PoE)

MES2300-24P DC

He 6onee 480 BT (c yueTom Harpysku PoE)

MES2300D-24P

He 6o0nee 850 BT (c yueTom Harpysku PoE)

MES2300DI-28

He 6onee 31 Bt

MES2300-48P

He 6onee 1600 BT (c yueTom Harpysku PoE)

MES2300B-24F
MES2300B-48

He 6onee 55 Bt

MES2310-12XU

He 6onee 1050 BT (c y4yeTom Harpysku PoE)

MES3300-24

He 6onee 33 Bt

MES3300-08F

He 6onee 29 Bt

MES3300-16F

He 6onee 37 Bt

MES3300-24F

He 6onee 45 Bt

MES3300-48

He 6onee 45 BT

MES3300-48F

He 6onee 89 BT

MES35001-08P
MES35001-10P
MES35001-8P8F

He 6onee 270 BT (c y4éTtom Harpysku PoE)

MES5312

He 6onee 25 BT

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 53

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

MES5316A He 6onee 58 BT
MES5324A He 6onee 73 Bt
MES5332A He 6onee 85 BT
MES5300-24 He 6onee 118 Bt
MES5300-48 He 6onee 157 Bt
MES5310-48 He 6onee 170 BT
MES5320-24 He 6onee 155 Bt
MES5305-48
MES5400-24 He 6onee 150 BT
MES5400-48 He 6onee 170 BT
MES5410-48 He 6onee 360 BT
MES5500-32 He 6onee 400 BT
MES5700-32 1350 Bt
MES2300B-24 24 Bt
MoTpebnsemas MOLWHOCTb
6e3 yyeTa 3apaga AKb MES2300B-24F 40 BT
MES2300B-48
MES2300-24P 380 Bt
MES2300D-24P 720 Bt
MES2300-48P 1450 Bt
MES2310-12XU 800 Bt
MES2300-08P
broppket PoE MES35001-08P 540 Br
MES35001-10P
MES35001-8P8F
MES2300-08P
MES35001-08P
MES35001-10P 240 BT
MES35001-8P8F
[N CME@HHbIX MCTOYHUKOB
AC, W DC, W
2x AC, W 2x DC, W
MES35001-08P DC - 8 - -
MES35001-10P DC - 9 - -
MakcumanbHas notpebnse- MES2300-08P 11 . . i
Masi MoLHOCTb 6e3 yyeTa
Harpysku PoE MES2300-24P AC 12 - - -
MES2300D-24P 18 i 57 i
rev.Cl
MES2300-48P AC 31 30 34 40
MES2310-12XU - - 60 -
MES2300-08 13 Bt
Tennosblgenexune!
MES2300-24 20 Bt

! YkaszaHo TennosbigeneHne npu noaHoM HarpyskKe.

54 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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MES2300-08P

Dying Gasp

MES2300B-24F
MES2300B-48

MES23008-24 27 BT
mizgiggffﬂ 3587
MES2300-24P AC | 70 Bt
MES2300-24P DC | 100 Bt
MES2300D-24P 130 BT
MES2300DI-28 31 BT
MES2300-48P 150 BT
o
MES2310-12XU 1050 BT
MES3300-24 33 B7
MES3300-08F 29 B
MES3300-16F 37 Br
viosooss | 5T
MES3300-48F 39 BT
e |
MES35001-8P8F 50 BT
MES5312 25 BY
MES5316A 58 Br
MES5324A 73 Br
MES5332A 85 Br
MES5300-24 118 BT
MES5300-48 157 Br
MES5310-48 170 Br
MES5320-24 155 BT
e Lo
MES5400-48 170 Bt
MES5410-48 360 BT
MES5500-32 400 BT
MES5700-32 1350 BT
MES2300-08

AnnapatHan noAAepKa MES2300-08P
MES2300-24 ocTh

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 55
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MES2300B-24
MES2300-24F
MES2300-24P
MES2300D-24P
MES2300DI-28
MES2300-48P
MES2310-12XU
MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F
MES3300-48
MES3300-48F
MES35001-08P
MES35001-10P
MES35001-8P8F HeT
MES35001-24F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300DI-28 NaccMBHOE OXN1axKaeHune
MES35001-08P
Bentnnauma MES35001-10P
MES35001-8P8F
MES35001-24F

MES2300-24P
MES2300B-48 Front-to-Back, 2 BeHTUAsATOpA
MES3300-08F

5 6 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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MES2300-24F
MES2300B-24F
MES2300D-24P
MES2300-48P
MES2310-12XU
MES3300-24
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A
MES5300-24
MES5300-48
MES5305-48
MES5320-24
MES5400-24
MES5400-48

Front-to-Back, 4 BeHTMNATOpaA

MES5310-48

Front-to-Back/
Back-to-Front?, 4 seHTunATOpa

MES5410-48
MES5500-32

Front-to-Back/
Back-to-Front!, 5 cABOEHHbIX BEHTUAATOPOB

MES5700-32

Front-to-Back/
Back-to-Front?, 6 cABOEHHbIX BEHTUAATOPOB

MaKcumanbHbIi ypoBeHb
aKyCTMYECKOro Wyma

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300DI-28
MES35001-10P
MES35001-08P
MES35001-8P8F
MES35001-24F

c nepegHen naHenu, max < 33 ab
C 3afiHel naHenu, max < 33 ab

MES2300-24P
MES2300D-24P

C nepegHen naHenn, max < 49,5 ab
C 3aaHen naHenu, max < 54 ab

MES2300B-48

C nepegHen naHenn, max < 52,1 nb
C 3afiHei naHenu, max < 53,7 ab

MES2300-48P

c nepegHen naHenu, max < 52,1 gb
C 3aAHen naHenu, max < 53,7 nb

MES2310-12XU

c nepegHen naHenn, max < 47,1 ab
C 3afiHei naHenu, max < 54,2 nb

MES2300-24F
MES2300B-24F
MES3300-08F
MES3300-16F
MES3300-24
MES3300-24F

C nepegHen naHenn, max < 53,9 ab
C 3aHel naHenu, max < 54,2 nb

! Mo ymonuaHuio yctaHoBneHa BeHTUAAUMA Front-to-Back. [1na yctaHoBKM Moy el seHTunaumm Back-to-Front o6pa-

TUTECH B KOMMep"IeCKVIﬁ oTaen.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 57
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
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HELTEX

MHTepsan pabounx
TemnepaTyp

MES3300-48 c nepegHen naHenu, max < 53,9 gb
MES3300-48F C 3agHei naHenn, max < 54,2 nb
MES5312
MES5316A C nepegHen naHenn, max < 65,6 ab
MES5324A C 3afiHei naHenu, max < 71,2 nb
MES5332A
MES5300-24 c nepep,ljem naHenn, max < 62,8 ab
C 3agHen naHenu, max < 69,1 ob
MES5300-48 c nepegHen naHenu, max < 61,4 b
MES5305-48 C 3afiHei naHenu, max < 69,3 ab
MES5320-24 c nepeﬂ,?em naHenu, max < 55 ab
C 3agHen naHenu, max < 62 gb
MES5400-24 C nepep,?em naHenu, max < 65 ab
c 3agHen naHenu, max< 71,2 ab
MES5310-48 C nepegHen naHenn, max < 62,5 ab
MES5400-48 C 3aaHen naHenn, max < 70,8 ab
Front-to-back:
c nepegHen naHenn, max < 73,5 gb
MES5410-48 c 3agHen naHenn, max < 85,1 ab
Back-to-Front:
c nepegHelt naHenn, max < 78,8 gb
C 3aaHel naHenn, max < 85,4 nb
Front-to-back:
c nepegHei naHenn, max < 75,9 b
MES5500-32 c 3agHen naHenu, max < 87,6 ab
Back-to-Front:
c nepegHel naHenn, max < 80,4 ab
C 3agHel naHenn, max < 85,4 ab
Front-to-back:
MES5700-32 c nepegHei naHenn, max < 80,3 ob
C 3agHel naHenn, max < 89,2 ab
MES2300-08
MES2300-08P
MES2300-24

MES2300B-24
MES2300D-24P
MES2300B-48
MES2300-24P
MES2310-12XU

OT1-20 po +50 °C

MES2300-24F
MES2300B-24F

OT1-20 po +65 °C

MES2300DI-28

OT1-40 po +60 °C

MES2300-48P

OT1-10 po +50 °C

MES35001-08P
MES35001-10P
MES35001-8P8F
MES35001-24F

OT1-40 po +70 °C

58 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5312
MES5316A
MES5324A
MES5332A

OT1-10 po +45 °C

MES5300-24
MES5300-48
MES5305-48
MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32

OT10 o +45 °C

MHTepsan TemnepaTypbl XpaHeHMA

MHTepBan Temnepatypbl XpaHeHus ot -50 ago +70 °C (ot -50
go +85 °C gna  MES35001-08P, MES3500I-10P,
MES35001-8P8F)

MNepepn nepsBbiM BK/IOYEHUMEM MOCNE XpPaHeHUA
npu TemnepaTtype meHbluei, yem -20 °C, unu npu
6onblen, yem +50 °C, TpebyercAa BbiaepKaTb
KOMMYTaTop Npu KOMHaATHOW Temnepatype He
MeHee YeTbIpéx Yacos.

OTHOCUTEIbHAA BNAXKHOCTb MPU SKCMyaTaLmm
(6e3 obpaszoBaHKNs KOHAEHcaTa)

He 6onee 80 % (o1 5 no 95% ansa MES35001-08P, MES3500I-
10P, MES35001-8P8&F)

OTHOCKTEIbHAA BNAXKHOCTb MPU XpaHEHUN
(6e3 obpaszoBaHKNs KOHAeHcaTa)

Ot 10 oo 95 % (oT 5 Ao 95% ana MES35001-08P, MES3500I-
10P, MES3500I1-8P8F)

lFabapuTHble pasmepbl
(lWxBxT)

MES2300-08

310 x 44 x 159 mm

MES2300-08P

430 x 44 x 159 mm

MES2300-24

430 x 44 x 204 mm

MES2300B-24

430 x 44 x 158 mm

MES2300-24F
MES2300B-24F

430 x 44 x 305 mm

MES2300-24P

430 x 44 x 203 mm

MES2300D-24P

440 x 44 x 425 mm

MES2300-48P

440 x 44 x 490 mm

MES2300B-48

440 x 44 x 280 mm

MES2310-12XU

440 x 44 x 342,7 mm

MES3300-24

430 x 44 x 330 mm

MES2300DI-28
MES3300-08F
MES3300-16F
MES3300-24F
MES35001-24F

430 x 44 x 305 mm

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 59
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

mgzzggj; 440 x 44 x 330 Mm
MES35001-08P 85 x 152 x 115 mm
MES35001-10P 85 x 175 x 115 mm
MES35001-8P8F 150 x 175 x 124 mm
MES5312 430 x 44 x 230 mm
MES5316A
MES5324A 430 x 44 x 275 mm
MES5332A
mg:ggg:;i 440 x 44 x 309 Mm
MES5400-24 440 x 44 x 321 mm
m:ggg:ﬁ 440 x 44 x 425 mm
e oerooa 440 x 44 x 447 mm
MES5410-48 440 x 44 x 536 Mm
MES5500-32 440 x 44 x 534 mm
MES5700-32 440 x 44 x 530 mm
MES2300-08 1,61 kr
MES2300-08P 2,6 K&
MES2300-24 2,94 kr
MES2300B-24 2,79 kr
MES2300-24F 4,03 kr
MES2300B-24F 4,08 kr
MES2300-24P 3,2 kr
MES2300D-24P 6, 85 Kr
MES2300DI-28 4,95 Kkr
MES2300-48P 9,98 kr
MES2300B-48 4,1 kr

Macca
MES2310-12XU 6,45 Kr
MES3300-24 5,13 kr
MES3300-08F 4,64 kr
MES3300-16F 4,89 Kkr
MES3300-24F 5,04 kr
MES3300-48 5,67 Kkr
MES3300-48F 5,68 Kr
MES35001-08P 1,4 kr
MES35001-10P 1,76 kr
MES35001-8P8F 2,8 Kr
MES35001-24F 5,5 Kr

60 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

CpoK cny»bbl

MES5312 3,8 Kr
MES5316A 3,6 Kr
MES5324A 3,7 kr
MES5332A 3,8 Kr
MES5300-24 6,11 Kr
MES5310-48 8,7 kr
MES5320-24 6,1 Kr
MES5400-24 6,36 Kr
MES5300-48
MES5305-48 8,7 kr
MES5310-48
MES5410-48 12,1 kr
MES5500-32 11,8 kr
MES5700-32 12,23 kr
He meHee 15 net

-
V . Tun nuTaHUA yCTPOIACTBA onpeaenseTca Npu 3aKase.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 61
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

2.4 KOHCTpYyKTUBHOE UCNONHEHue

B naHHOM pa3gene onuUcaHo KOHCTPYKTUBHOE UCMOJIHEHME YCTPOCTB. MpeactaBneHbl N30bpaxkeHus
nepeaHemn, 3agHeit 1 6OKOBbLIX NaHeNen yCTPOMCTBA, ONUCAHbI Pa3bemMbl, CBETOANOAHbIE MHANKATOPbI U Op-
raHbl ynpasaeHums.

Ethernet-kommyTtatopbl  MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F,
MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48,
MES2310-12XU, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F, MES3300-48, MES3300-48F,
MES3500I1-24F, MES5312, MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48,
MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
BbIMOJIHEHbI B META/I/INYECKOM KOpPMyce C BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl MES35001-08P, MES35001-10P, MES35001-8P8F BbinoNHEHbI B MEeTanAnye-
CKOM Kopnyce ana kpenaeHua Ha DIN-peliky.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea
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PucyHoK 26 — lNMepegHaa naHenb MES5332A
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PucyHok 29 — lNepeaHAasa naHenb MES5305-48
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PucyHok 30 — NepeaHAas naHenb MES5310-48
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PucyHok 31 — NepeaHaa naHenb MES5320-24
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PucyHok 33 — lNepeaHAas naHenb MES5400-48
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PucyHok 34 — MNepepHaa naHenb MES5410-48
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PucyHok 35 — lNepeaHas naHens MES5500-32
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PucyHok 36 — lNepeaHas naHens MES5700-32
Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 67

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

B Tabnumue 11 npuBeaeH nepeyeHb pasbemos, CBETOANOAHbIX MHANKATOPOB M OPraHOB ynpaBieHus,

pacnonoXeHHbIX Ha NepegHei NnaHean KOMMYTATOPOB.

Tabanuya 11 — OnucaHue pa3beMOB, MHANMKATOPOB M OPraHoOB ynpasaeHns nepeaHei naHenm MES2300-08,
MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P,
MES2300DI1-28, MES2300-48P, MES2300B-48, MES2310-12XU, MES3300-24, MES3300-08F, MES3300-16F,
MES3300-24F, MES3300-48, MES3300-48F, MES35001-24F, MES5312, MES5316A, MES5324A, MES5332A,
MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-
48, MES5500-32, MES5700-32

No dnemeHT nepeaHeln naHenn OnwucaHwne
Unit ID NHAMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOWMCTBA.
1 Master NHauKaTop pexxuma paboTbl yCTPOMCTBa B COCTaBe CTeka (master — Beay-
wmin, backup — segomblit).
Fan NHanKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKATOp pe3epBHOro 3/1eKTPONUTAHUA.
dyHKLMOHaNbHAA KHONKA ANA nepes3arpysku ycTponcTea u cbpoca K 3a-
BO/ZCKMM HaCTPOMKam:
) . - MPY HaXKaTUM HA KHOMKY AAUTENIbHOCTbIO MeHee 10 ¢ npoucxoguT nepe-
3arpysKa yCTpOKCTBa;
- MPM HAXKaTMM Ha KHOMKY gauTenbHoCcTbio 6bonee 10 ¢ npouncxoaut copoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIrypauuu.
KoHCObHbIV NOPT ANA NOKANBHOTO YNpaBAeHUA YCTPONCTBOM.
PacnnHoBKa pasbema cneayroLLan:
1 He ncnonb3yeTca
2 He ucnonb3yeTcA
3RX
4 GND
I
3 Console 5 GND
6 TX
7 He ucnonb3syeTca
8 He ncnonbsyeTca
Pacnalika KOHCO/IbHOTO Kabena npueepeHa B pasgene «lpunoxexue b.
KOHCO/IbHbIV Kabenb.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpasne-
4 00B HUA YCTPOMUCTBOM.
YnpaBneHne ocCyLLEeCTBAAETCA MO CETU, pa3fe/lbHO C KaHaNoM nepeaayn
OaHHbIX.
[1-12] MES5312
[1-16] MES5316A
[1-24] MES5324A
[1-32] MES5332A
5 MES5300-24 CnoTbl Ana ycTaHOBKM TpaHcnsepos 10G SFP+/1G SFP.
[1-24] MES5320-24
MES5400-24
MES5310-48
[1-48] MES5400-48
[XG1-XG2] MES5500-32

68 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32




HELTEX

[XG1-XG4]

MES2300-24F
MES2300B-24F
MES2300-24P
MES2300-48P
MES2300B-48
MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES35001-24F

[XG1-XG2]

MES5700-32

MES5316A
MES5324A
MES5332A
MES5320-24
MES5400-24
MES5500-32
MES35001-24F
MES5700-32

USB-nopr.

[HG1-HG6]
[HG1-HG32]

MES5310-48
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32

CnoTbl ana yctaHoBKM TpaHcusepos 40G QSFP+/100G QSFP28.

[1-20]

MES2300-24F
MES2300B-24F
MES3300-24F
MES35001-24F

[1-4]

MES3300-08F

[1-12]

MES3300-16F

[1-48]

MES3300-48F

CnoTbl gna yctaHoBKM TpaHcnsepos 1000BASE-X/100BASE-FX (SFP).

(5-8]

MES3300-08F

[13-16]

MES3300-16F

[21-24]

MES2300-24F
MES2300B-24F
MES3300-24F
MES35001-24F

4 nopta 10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo.

10

[1-24]

MES2300-24
MES2300B-24
MES2300DI-28
MES3300-24

[1-48]

MES2300B-48
MES3300-48

[1-10]

MES2300-08
MES2300-08P

MopTbl 10/100/1000BASE-T.

11

100-240 V AC
50-60 Hz

MES2300-08
MES2300-08P
MES2300-24
MES2300B-24F

Pasbem AnAa NOAKNIOYEHUA K UCTOYHUKY SNEKTPONUTAHUA NepemeHHOro
TOKa.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 69
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

36-72 VDC MES2300-24 Pasbem AnAa NOAKAOYEHUA K UCTOYHWUKY SNEKTPOMUTAHMA NOCTOAHHOMO
MES2300-24F TOKa.
[1-24] MES2300-24P
12 MES2300D-24P | noprei 10/100/1000BASE-T (RJ-45) PoE/PoE-+.
[1-48] MES2300-48P
[1-4] MES2310-12XU
13 [1-48] MES5410-48 CnoTbl pna ycTaHOBKM TpaHcueepoB 1G SFP/10G SFP+/25G SFP28.
14 | 12V DC MES2300B-24F Knemmbl gna nogkntoueHna akkymynatopHoli 6atapen 12 B.
15 200-240 V AC MES2300B-24 Pasbem AnAa NOAKNIOYEHUA K UCTOYHUKY S1EKTPONUTAHUA NepeMeHHOro
50-60 Hz MES2300-24P TOKa.
16 | Link/Speed MES2300DI-28 CBeToBan MHAMKALMA COCTOAHUA ONTUYECKMX MHTEPDENCOB.
MES2300-08
[ — i
17 = MES2300-08P Knemma gna 3asemneHuns yCTpoucTBa.
MES2300-08
18 | [11-12] MES2300-08P Cnotbl Ana yctaHoBKM TpaHcuBepoB 1000BASE-X (SFP).
CnoTbl Ana ycTaHoBKM TpaHcusepos 40GBASE-R4 (QSFP+)/100GBASE-R4
1 1-32 MES5700-32
9 | 1-32] 55700-3 (QSFP28)/400GBASE-R8 (QSFP56-DD).
20 | [1-12] MES2310-12XU EQEI_T [N yCTaHOBKM TpaHcmeepos 10/100/1000/2.5G/5G/10GBASE-T

— WES35001-10P
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PucyHok 37 — NepeaHas naHenb MES35001-08P

7 0 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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PucyHok 38 — NepeaHas naHeno MES3500I1-10P
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PucyHok 39 — NepeaHas naHenb MES3500I-8P8F
B Tabnnue HUKe NpuBeseH NepeyeHb pa3beMoB, CBETOAMOAHbIX MHAMKATOPOB M OpraHoB ynpas/e-

HUMA, PAaCMOJIOXKEHHbIX HA NepeaHen NnaHenn KommyTtaTopos MES35001-08P, MES35001-10P,
MES3500I1-8P8F.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 71

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

Tabnanua 12 — OnucaHve pasbemoB, WMHAMKATOPOB WM OPraHOB ynpaB/ieHUa nepeaHel naHenu
MES3500I1-08P, MES35001-10P, MES35001-8P8F

No dnemeHT nepeaHeit naHenu

OnucaHue

®yHKLMOHaNbHAA KHONKA ANA nepes3arpysku ycTponctea u cbpoca K 3a-
BOACKMM HAaCTPOMKaM:

- MPM HA*KATMUM HA KHOMKY A/ IMTeNbHOCTbI0 meHee 10 ¢ npoucxoauT nepe-
3arpysKa yCTpoKncTBa;

- MPM HAXKaTUM Ha KHOMKY ANuTenbHoCTbio 6bonee 10 ¢ nponcxoanT cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKON KOHOUTYypaL K.

2 Console

KOHCONbHbIM NOPT ANA NOKANBbHOTO YNpaB/ieHNUaA YCTPOUCTBOM.

PWR1, PWR2 MHAMKaTOpbl NUTAHWA YCTPOMCTBA.
3 Alarm NHankaTop asapuu.
Temp UHpMKaTop TemnepaTypsl.
4 [1-8] CseToBasn MHAMKauua PoE.
5 [1-8] MopTbl 10/100/1000BASE-T PoE/PoE+ (RJ-45).
6 [9-12] MES35001-10P | MopTbl 100BASE-FX/1000BASE-X (SFP).
7 [9-10] MES35001-08P MopTbl 10/100/1000BASE-T/100BASE-FX/1000BASE-X (RJ-45/SFP) Combo
8 [XG1-XG2] MES35001-8P8F | CnoTbl ans yctaHoBKM TpaHcmBepos 10G SFP+/1G SFP.
9 L MES35001-8P8F | USB-nopT.

BHewHWn BMA BepxHelt naHenn kommyTtatopos MES35001-08P, MES35001-10P, MES3500I-8P8F
NpuBeAeH Ha PUCYHKE HUXKe.

B ——

PucyHok 40 — BepxHaa naHenbs MES35001-08P, MES3500I1-10P

7 2 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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PucyHok 41 — BepxHaa naHenbs MES35001-8P8F

Tabnmua 13 — OnucaHue pasbemMoB, MHAMKATOPOB M OPraHOB YMpaB/ieHUA BEPXHEeM naHenu
MES3500I1-08P, MES3500I1-10P, MES3500I-8P8F

Ne dNeMeHT nepeaHeln naHenm

OnucaHue
1 =i Knemma ana 3asemneHua ycTpoicTaa.
PasbeMbl 418 NOAKAOYEHMA K UCTOYHUKAM 3N1EKTPONUTAaHUA NOCTOAHHOTO
2 | PWR1, PWR2 ANATIOA P

TOKa.

PenewHbIi Bbixog, curHanmnsaumm 1 A, 24 B DC ¢ HOpMasibHO 3aMKHYTbIM

(NC — Normal Closed) n HopmanbHo pa3omkHyTbiM (NO — Normal Open)
KOHTaKTaMu.

3 Dry contact

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 73
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

2.4.2 3a0HAaa naHenb ycmpolicmea

BHewHMn BuA 3agHenm naHenu KommyTtatopos MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P, MES2300D-24P, MES2300DI-28,
MES2300-48P, MES2300B-48, MES2310-12XU, MES3300-24, MES3300-08F, MES3300-16F, MES3300-24F,
MES3300-48, MES3300-48F, MES35001-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24,
MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32 npuBefieH Ha pUCYHKaX HUXKe.
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PucyHok 46 — 3agHaa naHenbs MES2300-24P

7 4 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



PucyHok 47 — 3agHaa naHenb MES2300D-24P, MES2310-12XU
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PucyHok 52 —3aaHaa naHenb MES3300-08F

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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PucyHok 55 — 3aaHaa naHenb MES3300-48, MES3300-48F
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PucyHok 56 — 3agHaa naHenb MES35001-24F

Lo

PucyHok 57 — 3agHaa naHenb MES35001-08P, MES3500I1-10P

7 6 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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PucyHok 62 —3agHAaa naHenb MES5320-24, MES5400-24

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 77

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32
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PucyHok 63 — 3agHaa naHenb MES5400-48

@ Oq) o SITO IO fo) P00 fo)
o R e Al ’
Nl OB et OF:vseeni] O
© Omo [ = T=]" T=] [=T J=sTaT- s ] le
3 2 2 2 2 2 6 571 4
PucyHok 64 —3agHaa naHenb MES5410-48
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PucyHok 66 — 3aaHAaa naHenb MES5700-32

B Tabnvue 13 npuBepeH nepeveHb PasbeMoB, PACMOJIOMKEHHbIX Ha 33aAHeil MNaHeNn KOMMYTaTopoB
MES2300-08, MES2300-08P, MES2300-24, MES2300B-24, MES2300-24F, MES2300B-24F, MES2300-24P,
MES2300D-24P, MES2300DI-28, MES2300-48P, MES2300B-48, MES3300-24, MES3300-08F, MES3300-16F,
MES3300-24F, MES3300-48, MES3300-48F, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F,
MES5312, MES5316A, MES5324A, MES5332A, MES5300-48, MES5305-48, MES5310-48, MES5320-24,
MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32.

Tabnnua 14 — OnucaHne pasbemoB 3a4Hel NaHean KOMMYTaToOpPOB

Neo D/IeMEeHT 3a4Hel naHenu OnucaHue
—_— “
1 Knemma 3asemneHuns = Knemma pns 3a3emneHuns ycTpomcTsea.
2 BeHTMnATOpPSI BeHTUNATOPbI ANA OXNaXKAEHWA YCTPOUCTBA.
3 CNOTbI AN1A YCTAHOBKM 610KOB CnotT ans ycTaHOBKM pe3epBHOro 61o0Ka nutaHma AC uam DC.
4 NUTaHnA CNoT ANA YyCTaHOBKM OCHOBHOTO 610Ka nuTaHua AC nam DC.
5 Console MES5300-48 KOHCO/IbHbIV NOPT AN1A NOKANbHOIO YNPaBAEHUS YCTPOMCTBOM.

7 8 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

MES5305-48 MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpas-
6 00B MES5310-48 JIEHNA YCTPOCTBOM.
MES5410-48 YnpasaeHue ocyLLecTBAAETCA NO CeTU, pa3aes/ibHO C KaHanoM nepeaayun
MES5400-48 OaHHbIX.
7 - USB-nopT.
MES35001-08P KpoHLWTENH AnA ycTaHOBKM ycTpoicTBa Ha DIN-peitky.
8 KpoHwTeiH MES35001-10P
MES35001-8P8F

2.4.3 bokoeble naHenu ycmpolicmea

PucyHok 69 — flesaa 6okoBas naHenbs MES2300-24, MES2300B-24, MES2300-24P
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PucyHok 68 — Jlesaa 6okoBas naHens MES2300-08P
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PucyHok 70 — Jlesasa 6okoBan naHenb MES2300-24F
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PucyHok 71 — lMNpasasa 6okoBasa naHenb MES2300-24F
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PucyHok 72 — /leBas 6okoBasa naHesib MES2300B-24F

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

79

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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PucyHok 73 — JleBasa 6okoBana naHenb MES2300D-24P, MES2310-12XU
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PucyHok 74 — leBas 6okoBasa naHesnb MES2300DI-28
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PucyHok 77 — JleBasi 6oKoBana naHenb MES3300-24
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PucyHok 78 — Jlesasa 6okoBan naHenb MES3300-08F
®
PucyHok 79 — Jlesasa 6okoBaa naHenb MES3300-16F, MES35001-24F
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PucyHok 80 — JleBasa bokoBasa naHenb MES3300-24F

80 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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PucyHok 81 — JleBasa 60KoBaa naHenb MES3300-48
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PucyHok 82 — flesasa 6okoBas naHenb MES5316A, MES5324A, MES5332A
N
]
Joveioueieaiowsiaceny
PATA L AT yeTele e o8
o GBROTOOTVOTTO0TT0
PucyHok 83 — NpaBasa 6okosas naHenbs MES5316A, MES5324A, MES5332A
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PucyHok 84 — Jlesaa 6okoBas naHenb MES5312
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PucyHok 85 — JleBas 60KkoBasa naHenb MES5300-24
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PucyHok 86 — Jlesaa 6okoBas naHenb MES5300-48, MES5305-48, MES5310-48

o ®
@ o ®
PucyHok 87 — Nlesana 6okoBas naHenbs MES5400-24, MES5400-48
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PucyHok 88 — NpaBasa 6okoBas naHenb MES5300-24, MES5320-24, MES5400-24, MES5400-48

81

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32
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PucyHok 90 — flesasa 6okosas naHenbs MES5700-32
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PucyHok 91 — NpaBasa 6okoBas naHenb MES5500-32

Ha 60KoBbIX NnaHensx yCTpOVICTBa pacnonoXeHbl BEHTUNALUMOHHbDbIE PELUETKN, KOTOPblE CAyXaT ONA
oTBoaa Tenna. He 3aKprBal71Te BEHTUNAUNOHHbIE OTBEPCTUA NMOCTOPOHHMMU NpeaMeTamM. JTO0 MmoXKeT
npumeBecTn K neperpesy KOMMNOHEHTOB YCTpOﬁCTBa M BbI3BATb HapyLWweHNA B €ro pa60Te. PekomeHpgauum no
YCTaHOBKe YCTpOﬁCTBa pPacnonoXeHbl B pa3gene «YCTQHOBKA 1 NOAKOYEHMEY.

82 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

2.4.4 Ceemoeasn uHOUKayusa

CocTonAHue uHtepdeiicos Ethernet nHaMumpyeTca AByms ceeToanmoaHbIMKU MHAUKaTopamu, LINK/ACT
3esieHoro ugeta u SPEED aHTapHOro ugeTta. PacnosioxeHne CBETOANOA0B NOKA3aHO Ha PUCYHKAX HUXKe.

Link@ O Speed
TT ol

]

PucyHok 92 — BHeluHuMIA BUA oamMHapHoro pasbema SFP/SFP+
[ bo

| o
VA VAR

LINK/ACT SPEED

PucyHoK 93 — BHellHKI1 BUA cABOeHHOro pasbema SFP/SFP+/SFP28

LINK/ACT SPEED

PucyHok 94 — BHewHW BMA pa3bema RJ-45

LINK/ACT ~ SPEED

00 A¥ 00O

PucyHok 95 — BHewwHuIA Bug, pasbema QSFP+ 1 QSFP28 ans MES5300-48, MES5305-48, MES5310-48,
MES5400-xx, MES5410-48

Ons  momenn MES5500-32 coctosiHMe uWHTepdeicoB QSFP28  umHaMumpyetcs  YeTbipbMs
CBETOANOAHBIMU UHANKATOPAMM 3e/1€HOT0 U AHTAPHOIO UBETOB: AaHHble MHAMKATOPbI MOTYT NPUHUMATb
Kak posb LINK, Tak n SPEED, ux coctosiHua onucaHbl B Tabanuax 21, 22, 22. 1na KaxKA0ro pexxmma paboTsl
nopta WMHAMKATOPbl MMEIT pas/nyHoe HasHauyeHue. Beuay storo B Tabauuax 21, 22, 22 paHHble
WHAMKATOPbI OyAyT NPOHYMEpPOBaHbl Kak «MHAMKATOP 1», KUHAMKATOP 2%», KMHOMKATOP 3», KMHANKATOP 4».

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 83

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32
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CoctoaHMe uHTepdencoB XG-nopToB WMHAMUMPYETCA ABYMSA CBETOAMOAHbIMU WMHAMKATOPamu,
LINK/ACT 3eneHoro useta 1 SPEED aHTapHOro uBseta. PacnosioyeHne cBETOAMOA0B NOKa3aHOo Ha PUCYHKax
HUXe.

Wupukarop 1 1 A V 2 Nuamkatop 4
WHaukatop 2 O Q C|) O WHaukaTtop 3
WMHaukaTtop 1 WMugukaTtop 4

WHpaukatop 2 i - WHaukatop 3
OO0O0O0

PucyHoK 96 — BHewHMI Bug, pasbema QSFP+ 1 QSFP28 ans MES5500-32

Tabnunua 15 — CeBeToBan MHAMKaLMA cocTosHMA MHTepdeincoB QSFP56-DD ana MES5700-32

BbikntoueH loput loput loput MwuraHune
NOCTOAHHO NOCTOAHHO NOCTOAHHO
BbikntoueH loput loput loput -
NOCTOAHHO NOCTOAHHO NOCTOAHHO
BbikntoueH BbikntoueH foput foput -
NOCTOAHHO NOCTOAHHO

84 Ethernet-kommymamopesi ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



AELTEX

BbikntoueH

BbikntoueH

BbikntoueH

loput
NOCTOAHHO

MopT BbIKAOYEH
WU coeuHeHue
He YCTaHOBJIEHO.

YCcTaHOBNEHO CO-
enHeHne Ha
ckopoctn 40 naun

YCcTaHOB/IEHO CO-
eAnHeHne Ha
CKOpOCTH 200

YCcTaHOBNEHO CO-
eAuHeHue Ha
CKOpOCTH 400

MpeT nepegava
OAHHbIX.

100 réwur/c.

réur/c.

réeur/c.

Tabanua 16 — CeeToBaA MHAMKaLMA cOCTOAHMA MHTepdeicos QSFP28 ana MES5300-48, MES5305-48,
MES5310-48, MES5400-xx, MES5410-48

BbikntoueH

BbikntoueH

BbikntoueH

BbikntoueH

MopT BbIKAOYEH MAN COeauHe-
HMWe He YCTaHOB/1IEHO.

FopnT nocToAHHO

FopnT NOCTOAHHO

FopnT NnocToAHHO

BbikntoueH

YCTaHOBNEGHO COeAMHeHMe Ha
ckopocTtu 40 réut/c.

FopnT nocToAHHO

FopnT NOCTOAHHO

FopnT NoCTOAHHO

FopuT NOCTOAHHO

YcTaHOBNEHO coeAuMHEeHWe Ha
ckopocTn 100 Féut/c.

Mwuranue

MaeT nepepaya AaHHbIX.

Tabnunua 17 — CBeToBan MHAMKALMA COCTOAHUA MHTepdeicoB SFP28

BbIkntoueH BbikAtoueH MopT BbIKNOYEH NN COEAUHEHUE HE YCTAHOB/IEHO.
FopwuT NOCTOAHHO BbikAtoueH YcTaHOBAEHO coeanHeHne Ha ckopoctu 1 Iéut/c.
lopuT nocTtoAHHO BbikntoueH YcTaHOB/IEHO coeanHeHne Ha ckopoctv 10 Féut/c.

lopuT nocTtoAHHO

[opuT nocToAaHHO

YcTaHOBMEHO coeanHeHne Ha ckopocTtu 25 Feut/c.

MwuraHune

NpoeT nepegaya AaHHbIX.

Tabnnuya 18 — CBeToBan MHAMKaLMA COCTOSHUA UHTepdeicoB SFP+

BbikntoueH

BbikntoyeH

MopT BbIKNOYEH AW COeaNHEHME He YCTAaHOBAEHO.

lopuT nocTtoAHHO

BbikntoueH

YcTaHOBAEHO coeagnHeHne Ha ckopoctu 1 Iéut/c.

lopuT nocToAHHO

[opuT nocToAHHO

YcTaHOBAEHO coeanHeHue Ha ckopocTu 10 Méut/c.

Mwuranue

MpeT nepesaya AaHHbIX.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 85
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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Tabnnua 19 — CeBeToBan MHAMKALMA COCTOAHUA UHTepdelicoB SFP

BbikntoyueH BbikntoueH MopT BbIK/OYEH AN COEAUHEHME HE YCTaHOBAEHO.
FopnT NnoCcToAHHO BbikntoyeH YcTaHOB/IEHO coeamHeHune Ha ckopocti 100 M6éuTt/c.
lopwuT nocTtoAHHO [opuT noctoaHHO YcTaHOB/IEHO coeanHeHne Ha ckopoctu 1 Feut/c.
MwuraHune - MpeT nepenava AaHHbIX.

Tabnuua 20 — CeeToBasA MHAMKaLMA cocToaHuA Ethernet-noptos 10/100/1000BASE-T

BbikntoyueH BbikntoueH [MopT BbIKAOYEH AN COeAUHEHME He YCTaHOBAEHO.
YcTaHOB/IEHO coeanHeHune Ha ckopoctn 10 Méut/c unm
FopnT nocToAHHO BbikntoueH
100 M6wuT/c.
FopnT nocToAHHO FopuT NnocToAHHO YcTaHOBNEHO coeAnHeHmne Ha ckopocTu 1000 M6éuTt/c.
Mwuranue - MpeT nepenayva AaHHbIX.

Tabnunua 21 — CBeToBan MHAMKaLMA cocTosHUA UHTepdelicoB QSFP28 ans MES5500-32

MopT BbLIKAKOYEH WAU COefMHEHMe He
BbikntoueH BbikntoueH BbikntoueH BbikntoyeH

YCTaHOB/EHO.
loput loput loput

YCTaHOB/MIEHO COeAMHEHNE Ha CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO BbikntoueH 40 r6ut/c
3e/1eHbIM AHTAPHbIM AHTAPHbIM ’
loput loput loput Foput

YCTaHOBNEHO cOoeAMHEHNE Ha CKOPOCTH
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO

100 réwmr/c.
3e/IeHbIM AHTAPHbIM AHTapPHbIM AHTApPHbIM
MwuraHune - - - MaeT nepenaya AaHHbIX.

Tabnnua 22 — CeeToBas UHAMKAUMA cocToAHUA MHTepdelicoB QSFP28 ana MES5500-32 B pexkume paciuen-
neHus

MopT BbIKNIOYEH WAU cOoefUHEeHWe He
BbikntoueH BbikntoueH BbikntoueH BbikntoueH

YCTaHOBNEHO.
lopur lopur lopur loput

YCTaHOBNEHO cOoeAMHEHNE Ha CKOPOCTU
NOCTOAHHO NOCTOAHHO NOCTOAHHO NOCTOAHHO

1/10/25 réut/c.
3e/1eHbIM 3e/1eHbIM 3e/1eHbIM 3e/1eHbIM
MwuraHune MwuraHune MwuraHue MwuraHue NpeT nepenaya AaHHbIX.

86 Ethernet-kommymamopesi ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32
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Tabnunua 23 — CBeToBas UHAMKALUMA COCTOAHUA MHTepdeiicos QSFP56-DD ans MES5700-32 B pexxume pac-
wenneHus

BbikntoyeH lopur lopur loput MwuraHue
NOCTOAHHO NOCTOAHHO NOCTOAHHO
BbikntoueH loput loput loput -
NOCTOAHHO NOCTOAHHO NOCTOAHHO
BbikntoueH BbikntoueH loput loput -
NOCTOAHHO NOCTOAHHO
BbikntoueH BbikntoueH BbikntoueH loput -
NOCTOAHHO

MopT BbIKAOYEH
MU coeguHeHne
He YCTaHOB/EHO.

YcTaHoOB/IEHO CO-
efnHeHune Ha
ckopoctn 40 unun
100 réwmr/c.

YcTaHOB/IEHO CO-
eauHeHune Ha
CKOpOCTH 200
réur/c.

YcTaHOB/IEHO CO-
eauHeHne Ha
CKOpOCTH 400
réur/c.

MpeT nepegava
OaHHbIX.

Tabnnua 24 — CBeToBaA MHAMKaLMA COCTOAHMA MHTepdeicos SFP+ gna MES5500-32

BbikntoueH

BbikntoyeH

MopT BbIKNOYEH AN COeANHEHME HE YCTAaHOBAEHO.

lopuT nocToAHHO

[opuT nocToAHHO

YcTaHOBIEHO coeanHeHne Ha ckopoctu 10 Feut/c.

Mwuranue -

MaoeT nepegaya gaHHbIX.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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MES5700-32
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NHuankatop Unit ID (1-8) cayxut ans obo3HayeHUa Homepa yCTpomcTBa B cTeKe. CUCTEMHble
nHankatopbl (Power, Master, Fan, RPS) cay»at ana onpeaeneHma cocTossHUA paboTbl y310B KOMMYTAaTOPOB.

Tabnuua 25 — CeeToBas MHAUKALMA CUCTEMHbIX MHANKATOPOB

Ha3eaHue DyHKYUA .
CocmosHue uHOuUKamopa CocmosaHue ycmpolicmea
uHOukKamopa uHOukamopa
BbikntoyeH MuTaHWe BbIKAOYEHO.
o MuTaHne BKAOYEHO, HOPMa/bHasA
3eneHbll, ropuUT NOCTOAHHO N
paboTa ycTpoicTea.
OTcyTCTBME NEPBUYHOrO NUTAHUA
MES5312 . | ocHoBHOro McTOUYHMKa (NPU NUTaHUK
MES5316A Oparixesbik YCTPOWCTBa OT pe3epBHOro
MES5324A MCTOYHMKA).
MES5332A o
KpacHbin ABapuA BTOPUYHOIO UCTOYHMKA.
MES2300-08
MES2300-08P
MES2300-24
MES2300B-24
MES2300-24F KpacHbin ABapua BTOPUYHOIO MCTOYHMUKA.
MES2300DI-28
MES2300B-24F
Cocroarue MES2300-24P
Power WCTOYHWKOB MES2300B-48
nnTaHnA MES3300-24
MES3300-08F
MES3300-16F
MES3300-24F
MES3300-48
MES3300-48F
MES5300-24 OTCyTCTBME NEPBMUYHOIO NUTAHMA
MES5300-48 KpacHbiii OCHOBHOIO UCTOYHMKA (NpY NUTaHUK
MES5305-48 YCTPOICTBa OT pe3epBHOro UCTOYHMKA)
MES5310-48 WU aBapuA BTOPUYHOTO MCTOYHUKA.
MES5320-24
MES5400-24
MES5400-48
MES5410-48
MES5500-32
MES5700-32
Mpu3Hak . YCTpolCcTBO ABNAEGTCA «MacTeEPOM» B
3eneHbliA, ropuT NOCTOAHHO
Master BeayLiero cTeke.
yCTpOICTBa Npu YCTPOICTBO He ABNAETCA «KMacTeEpPOM»
BbikntoyeH
paboTe B cTeKe B CTEKe.
MES2300-24F fsss:bm' Bce BHyTpeHHMe cuctembl paboTatoT B
MES2300B-24F HOCTOAHHO LWTAaTHOM pexume.
MES2300-24P
MES2300D-24P ) Bo3moxKHaa HeMcnpaBHOCTb
MES2300B-48 KpacHbin, BEHTUIATOPOB, BbICOKAA TemnepaTypa
WhavkaTop MES2300-48P roput Ha OLHOM W13 TEPMOJATYUKOB.
Status COCTOAHMA MES2310-12XU MOCTOARHO Ownbku POE (ronbko AnA
. MES2300-48P).
yCcTponcTBa -
MES2300-08 fsss:bm' Bce BHYTpeHHWe cnuctembl paboTatoT B
MES2300-08P HOCTORHHO LWTAaTHOM pexume.
MES2300-24 "
KpacHbin,
MES2300B-24 ropuT BbicoKkaa TemnepaTtypa Ha O4HOM 13
MES2300DI-28 TePMOLATYMNKOB.
NOCTOAHHO
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CocTosiHue 3eneHbli, ropuT NOCTOSHHO Bce BEHTUAATOPbLI MCMPABHbI.
Fan BEHTUNATOpPA . OTKas ogHoro unu 6onee
KpacHbIn, ropuT NOCTOAHHO
oxXnaxkgeHus BEHTUNATOPOB.
Pe3epBHbIN UCTOYHUK YCTAHOB/IEH,
3eneHbli, ropuT NOCTOAHHO NUTaHWe BKAOYEHO, paboTaeT
Pexum paboTbl
HOPMa/bHO.
€3epBHOro
RPS pesep OTcyTCTBME NEPBMYHOIO NUTaHMA
MCTOYHMKA o
KpacHbIN, ropuT NOCTOAHHO pe3epBHOro UCTOYHUKA UK ero
nuTaHus
HEeNCnpPaBHOCTb.
BbikntoueH Pe3epBHbIN UCTOYHUK HE MOAK/OYEH.
3eneHbii
ropuT ’ MopgKkntoyeH notpebutens PoE xoTa 6bl
PoE P B OAMH NOPT.
MES2300-08P MOCTOAHHO
R KpacHbii
CoctosHue PoE MES2300-24P ré’ - , Asapus PoE (NOpT 8 COCTOAHMM
P neperpysku, rnobanbHan aBapus PoE).
NOCTOAHHO
BbikntoyeH MoTpebutenn PoE He NOAKNIOYEHDI.
3eneHsbin, AKB nogKntoyeHa, NUTaHWe B HOpPMe.
ropur
NOCTOAHHO
3eneHsbin, AKE 3apsrkaeTtcs.
muraet
KpacHbin- OcHoBHOE nNuTaHue oTkato4eHo, AKB
MES2300B-24 3:neHb|ﬁ paspsaxaetca ,
Battery Coctoanne AKE | MES2300B-24F raer ’ '
MES2300B-48 " =
KpacHbin, Hu3kmn yposeHb 3apaga AKB.
muraet
KpacHbii, ABapus PTBE (pacuenuTtensa Toka
roput 6aTapen).
NOCTOAHHO
BbikntoueH AKB oTKntoueHa.
3eneHbll,
DT BnoK NUTaHWA yCTaHOBAEH B C/10T,
P nUTaHWe BKIOYEHO.
NOCTOAHHO
MES2300-48P BnoK NUTaHWA yCTaHOBAEH B C/NOT, HO
PSs1 Coctoanue 6noka | MES2300D-24P KpacHbin nNUTaHWe OTKAUYEHOo; 610K I'IMTaH’Mf-I
nuTakmA Main MES2310-12XU rcE) uT ’ CTaHOB/EH B CNOT I';MTaHVIe
MES35001-24F P y ’
NOCTOAHHO BK/IHOYEHO, HO MMeeTCA
HEeNCNpPaBHOCTb.
BbikntoueH BNOK NUTaHWA He YCTaHOB/IEH B C/IOT.
3eneHsbin,
ropuT BnoK NMTaHWA yCTaHOBAEH B C/OT,
P nuUTaHWe BKAOYEHO.
NOCTOAHHO
CocTtosiHue 610Ka MES2300-48P BNoK NUTaHWA yCTaHOBNEH B C/OT, HO
nuTaHua MES2300D-24P KpacHbin nNUTaHWe OTKAYEHOo; 610K I'IVITaH,VIH
pPS2 Redudant MES2310-12XU rc[)o uT , CTQHOBJ/IEH B CNOT I';MTaHI/Ie
MES35001-24F P y ’
NOCTOAHHO BK/IHOYEHO, HO MMeeTcA
HencnpaBHOCTb.
BbikntoyeH BNoK NUTaHWA He YCTaHOB/EH B C/IOT.
3eneHbln,
roput MopaHo nutaHue Ha BBog PWR1.
PWR1 VHAMKaTOpbI NOCTOAHHO
COCTOAHUA MES35001-08P BbikntoyeH MutaHue Ha BBog PWR1 He nogaHo
AUTaHMA MES35001-10P ’
. MES35001-8P8F | 3€N1€Hbid,
ycTpouncrea roput MoaaHo nutaHue Ha ssog PWR2.
PWR2 NOCTOAHHO
BbikntoueH MutaHue Ha BBog PWR2 He noaaHo.
Ethernet-kommymamopel cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES35001-10P, MES35001-8P8F, MES35001-24F, MES5312, 89
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KpacHbii
r: - ! nobanbHan aBapus PoE-KoHTponnepa
UHaukaTop I'IOF;TOHHHO (He oTBeyvaet PoE-KoHTpoON/IEP).
Alarm aBapum
BbikntoyeH HopmanbHana paboTa ycTpoiicTaa.
KpacHbiin,
NHauKaTop roput Meperpes ycTpoiicTBa.
Temp Temneparypbl NOCTOAHHO
BbIKAtOYEeH HopmanbHas paboTa, neperpesa Her.
3eneHbi
ropuT ’ MoaxntoyveH notpebutens PoE B
NHauKaTOopbI COOTBETCTBYHOLLMIA NOPT.
PoE A P MOCTOAHHO yrot P
cocToaHuA PoE
MoTtpebutens POE He noakoyeH B
BbikntoyeH o
COOTBETCTBYIOLLMIA NOPT.
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2.5 KomnnekTt nocraBKku

B 6a30BbIii KOMMNAEKT NOCTAaBKM BXO4AT:

— Ethernet-kommyTatop;

— KomnnekKT Kpenexa B CTOMKY;

— WHyp nuTaHms EBpoBunka-C13, 1.8m (Tonbko ana MES2300-08, MES2300-08P, MES2300-24,
MES2300B-24, MES2300B-24F, MES2300-24P, MES2300B-48);

— WHyp nutanHms NBC 2x1.5, 2m (Tonbko ana MES2300B-24, MES2300B-24F, MES2300B-48,
MES3500I1-08P, MES35001-10P);

— Pa3bem KabenbHol YyacTn 2EDGK-5.08-02P-14-00AH — 2 wr. (Tonbko ana MES3500I1-08P,
MES3500I-10P, MES3500I-8P8F);

— Pa3bem KabenbHol Yactu 2EDGK-5.08-03P-14-00AH — 1 wrT. (Tonbko ana MES35001-08P,
MES3500I-10P, MES35001-8P8F);

— MamAaTKa 0 AOKYyMeHTaumu;

— CepTudurKaT COOTBETCTBUS;

— MNacnopr.

Mo 3aKa3y NoKynaTenA B KOMMIEKT MOCTaBKM OMUMOHANbHO MOTYT 6biTb BK/IIOYEHbI:

— PykoBoacTtBo no skcnayatauum Ha CD-gucke;

— KoHconbHbIN Kabenb;

—  Mogaynb nutanma PM65-220/12 (ana MES2300DI-28, MES3300-24, MES3300-08F,
MES3300-16F, MES3300-24F, MES3300-48, MES3500I-24F);

—  Mogaynb nutaHma PM160-220/12 (gna MES3300-08F, MES3300-16F, MES3300-24,
MES3300-24F, MES3300-48, MES5312, ana cepum MES53xxA, MES5300-24, MES5320-24,
MES5400-24);

— Mogaynb nutaHma PM350-220/12 (ana MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Mogaynb nutaHma PM600-220/12 (ana MES5410-48, MES5500-32);

— Mogaynb nutaHma PM450-220/56 (ana MES2300D-24P);

— Mogaynb nutaHma PM950-220/56 (ans MES2300-48P);

— WHyp nuTaHms EBpoBuaka-C13, 1.8m (B cnyyae KomnaekTaumMm moaynem nUTaHus
PM160-220/12, PM350-220/12, PM600-220/12 nnu PM950-220/56);

—  Moaynb nutavmua PM100-48/12 (ana MES3300-08F, MES3300-16F, MES3300-24, MES3300-24F,
MES3300-48, MES5312, ans cepum MES53xxA);

—  Moaynb nutaHua PM160-48/12 (ana MES5300-24, MES5320-24, MES5400-24);

—  Moaynb nutavma PM165-220/12 (ans MES2300DI-28, MES3300-08F, MES3300-16F,
MES3300-24, MES3300-24F, MES3300-48, MES3300-48F, MES3500I1-24F, MES5300-24,
MES5312, MES5316A, MES5324A, MES5332A, MES5400-24);

—  Moaynb nutavua PM350-48/12 (ana MES5300-48, MES5305-48, MES5310-48, MES5400-48);

—  Moaynb nutaHua PM600-48/12 (ana MES5410-48, MES5500-32);

—  Moaynb nutaHma PM950-48/56 (ana MES2300-48P);

—  WHyp nutanua NBC (B cayvae KoMmnaekTaumm moaynem nutaHna PM100-48/12,
PM160-48/12, PM350-48/12, PM600-48/12 unn PM950-48/56);

—  SFP/SFP+/SFP28/QSFP+/QSFP28 TpaHcuBepbl.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 91
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3 YCTAHOBKA U NOAKNIOYEHUE

B naHHOM pasaene onucaHbl NpoLeaypbl YCTaHOBKM 060pyA0BaHMA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

3.1 KpenneHue KPOHWTENHOB

B KOMNAEKT NOCTaBKW YCTPOMCTBA BXOAAT KPOHLUTENHbI A5 YCTAHOBKM B CTOMKY M BUHTbI A41A Kpen-
JNIEHNA KPOHLUTEMHOB K KOpNycy YCTPOMCTBA. Ha KpOHLITEMHAX PAcnoN0XKEHbI LECTb KPeneKHbIX OTBEPCTUIM
A5 Pa3HbIX BAPUAHTOB KPEMJIEHMA, YTO NO3BOJIAET PEryIMPOBATb PACCTOAHME MeXAY nepeaHel NaHe N bto
W aBepLel cepsepHoro wrada. A ycTaHOBKM KPOHLWTENHOB BbibepuTe OANH U3 BapMAHTOB KpPenieHuA:

PucyHok 98 — BapuaHT KpenaeHua KpoHwTenHoB No2

1. CoBmecTuTe BblibpaHHble YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKMMU }Ke OTBep-
CTUAMM Ha BOKOBOW NMaHen yCTPOICTBA.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOpMycy.

3. MosTopuTe geicTeus 1, 2 Ans BTOPOro KPpoHLWTENHa.

92 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
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PucyHok 99 — BapuaHT KpenneHua KpoHwTenHos ana MES5410-48, MES5500-32

Ons petaneit KpoHWTeMHA NpeaycMOTPEHO HECKOJIbKO MOJIOKEHUIA, 3aBUCALUMX OT TNyOUHbI
NCNosib3yeMon CTOMKU. MuHMManbHas rnybuHa, Ha KOTOPYH PacCyMTaH KPOHWTEWH — 537.5 mm,
MaKcumanbHaa — 787.5 mm.

1. BbibepuTte HeobxoaMMOe nonoxeHne agetann 1 (aBa BapmaHTa nonoxeHus). CoemecTute ye-
Tbipe OTBEPCTUA Ha AeTann 1 c YeTbipbMa OTBEPCTUAMMU Ha BOKOBOM NaHenu ycTpoicrea. C
NOMOLLbIO OTBEPTKU NPUKPENUTE AETaNb KPOHLUTEMHA BUHTAMM K KOpMycy.

2. Bblbepute HeobxoaMMOe NoNoXKeHUe aeTtann 2 (4Ba BapMaHTa nonoxeHus). CoBmecTuTe BO-
CeMb OTBEPCTUIN Ha AeTann 2 C BOCEMbIO OTBEPCTMAMKU Ha BOKOBOWM MaHenu yctpoiictea. C
NOMOLLbIO OTBEPTKU NPUKPENUTE AETaslb KPOHLITENHA BUHTAMM K KOpRycy.

3. Bblbepute HeobXx0aMMOE NONOXKEHUE AeTann 3 (Y4eTbipe BapuaHTa nonoxKeHus). Coemectute
TPU OTBEPCTMA Ha AEeTaNM 3 C TaKUMMU Ke BblIOpaHHbIMK OTBEPCTUAMM Ha AeTanun 4. C nomo-
LLIblO OTBEPTKM COEANHUTE AETa/IM BUHTAMW C BHYTPEHHEN CTOPOHbI KPOHLUTEMHA, 3aKpy4m-
BaA TONIbKO KpalHWe BUHTDI.

4. MNostopute warn 1-4 c apyroit 6GOKOBOWM NaHENbIO YCTPOMCTBA.

5. [anee npou3BoAUTCA YCTaHOBKa YCTPOWCTBA B CTOMKY (CcM. pa3gen 3.2).

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 93
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3.2 YcTaHOBKA YCTPOICTBA B CTOMKY

3.2.1 YcmaHoeka ycmpoiicme MES2300-xx, MES3300-xx, MES5312, MES53xxA,
MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24,
MES5400-xx

| V YcTpoiicTBa yCTaHAB/IMBAIOTCA B CTOMKM raybuHoii ot 600 mm go 1000 mm.

[nA ycTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKnTe yCTPOMCTBO K BEPTUKAIbHbIM HAaNPaBASIOLWMM CTOMKM.

2. CoBMeCcTUTE OTBEPCTUA KPOHLUTEMHOB C OTBEPCTUAMM HA HanpasAAIOLWMX CTOMKMK. Mcnosb-
3yiiTe OTBEpCTUA B HaMPaBAAOWMX HA OAHOM YPOBHe C 06enx CTOPOH CTOMKM, ANS TOro
4TO6bl YCTPONCTBO PACNONaranocb ropu3oHTaAbHO.

3. C nomoLLbto OTBEPTKMU MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.

\Wﬁﬁﬁﬁﬁﬁﬁ

ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ/

PucyHok 100 — YcTaHOBKa YCTPOMCTBA B CTOMKY

3.2.1 YcmaHoeka ycmpolicme MES5410-48, MES5500-32, MES5700-32

[ns ycraHoBKK ycTpolicte MES5410-48, MES5500-32, MES5700-32 B CTOMKY:

3aduKcupyiite geTanb 4 Ha HanpasAAOLWEN CTOMKN C MOMOLLbIO BUHTOB.

BcTaBbTe YCTPOMCTBO B CTOMKY, UCNONb3YA AETab 3 KaK HamnpasasioLyo.
3aduKcupyiite getanb 1 Ha HanpaBAAOLWEM CTOMKMN.

Mcnonb3ysa oTBEPTKY, 3aPUKCUPYITE LLEHTPANbHbIN BUHT, COEAMHAOWMIA geTanm 2 1 3.

pwNPE

94 Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I-08P, MES35001-10P, MES35001-8P8F, MES3500I-24F, MES5312, MES5316A,
MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32, MES5700-32



HELTEX

I iniaintatainl

PucyHok 101 — YcTaHOBKa yCTpOMCTBa ME555-60-32 B CTOMKY

3.2.2 PasmeweHUe KOMMymamopos 8 cmoiike

Ha pucyHKe HUKe NpuBeaeH Npumep pasmeLleHms KommyTtaTopos MES5312 B cToiike.

o MES-5312 N1 o
(o] KabenbHbiii opraHaiisep o
o] MES-5312 N2 o
(o] KabenbHblit opraHaiiaep o
o MES-5312 N3 °
o KabenbHbiii opraHansep o
o MEsssizna o
(o] KabenbHbiit opraHaiisep o]
o] MES-5312 N5 )
o KabenbHblii opraHaiisep o

PucyHok 102 — PasmeleHne kommytatopos MES5312 B cToiKe

AHaNOrM4yHoO NPOUCXOAUT pasmell,eHUe OCTasibHbIX KOMMYTaTOPOB B cToiiKe.

'] He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, a TaKKe BEeHTUNATOPbI, PACNO/IO}KEHHbIE HA
' 3aAHel NnaHenu, NOCTOPOHHUMMU NpeameTamu Bo u3bexkaHue neperpesa KOMMNOHEHTOB KOM-
MyTaTopa M HapyLweHuA ero paboTbl.
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3.2.3 YcmaHoeka ycmpoiicme MES35001-08P, MES3500I-10P, MES3500I-8P8F Ha
DIN-peiiky

'I Ycrpoicrsa MES35001-08P, MES35001-10P, MES35001-8P8F ycTaHaBAMBalOTCA BEPTUKANBHO,
' TaK KaK 60KoBble NaHenu o6ecneuymnBaloT TeN100TBOA. YCTaHOBKA YCTPOMCTB BO3MOXHA HA
DIN-peitky cTaHaapTa IEC60715 — noapep:kuBatoTca ToNbKo npodunm TS35x7,5 n TS35x15.

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. HaKnoHWUTb Kopnyc yCTpoWCcTBa BEpXHEn YacTbio oT ceba 1 npunoxutb K DIN-pelike Tak,
YTOObI €€ BEPXHAA KPOMKA OKasasiacb 3a NPOBOIOYHOMN NPYKMUHOM KpenaeHus.

2. HapaBwuTb Ha KOpNyC YCTPOMCTBA CBEPXY, KaK NpeAcTaBaeHo Ha pucyHKe 103 — MNepBbIi 3Tan
nHctannaumm MES Ha DIN-peiky.

3. He cHMMasA gaBneHus, NpUXKaTb HUMKHIOK YacTb Kopnyca ycTpoicTea K DIN-pelike Ao 3a-

LLLEe/IKUBAHUA, KaK NpeacTaBAeHo Ha pucyHKe 104 — Btopon atan uHctannsumm MES Ha DIN-
pemnky.

PucyHok 103 — NepB.biit aTan uHctannaumm MES Ha DIN-peiky
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PucyHok 104 — Btopow atan nHctannauum MES Ha DIN-peiky
[Ons pemoHTaxKa ycrporictea ¢ DIN-peliku:

1. HapgaBwuTb Ha KOpPMyC YCTPOMCTBA CBEPXY.
2. He cHMMas AaBneHuA, NOTAHYTb HUMKHIOK YacTb YCTPOMCTBA Ha cebs.
3. [MpunoaHAB KOpMyc, CHATb ycTpoicTBo ¢ DIN-peliku.

MoakntoueHne NnpomblwneHHbIX KommyTatopos MES35001-08P, MES35001-10P, MES3500I1-8P8F k
610Ky nuTaHma DRS-270-56

1. Y6egutbea, uto nuTaHMe 230 B oTKatodeHo oT 610Ka nuTaHua DRS-270-56.

2. CoepuHuTb Kabenem oTpuUUATENbHbIN Noatoc 6/0Ka NUTAHUA U OTPULATENBHBIN MOKOC
KOMMYTATOpa Yepes KIeEMMHble KONOAKMU.

3. AHanornmyHoim ob6pasom coeanHUTb NOSIOKMUTEbHbIE NOIOCHI.

4. Hape)XHOo 3aTAHYTb BMHTbI HA KJAEMMHbIX KOM04Kax U YCTAHOBUTb MX B COOTBETCTBYHOLLME
pa3bembl Ha 6/10Ke NUTaHMA U KomMyTaTope. Pe3ynbTaT npeacTaBneH Ha pucyHke 105 —
MNoaknoyeHne nuTaHUA KommyTaTopa ot DRS-270-56.

5. Moakniountb Kabenb nutanma 230 B K knemmHol Konoake DRS-270-56 ¢ cobnoaeHnem
dasbl (L), Hyna (N) v 3a3emnenmna (£). HagexHo 3aTAHYTb BUHTbI Ha KNIEMMHOMN Konoaxe u
YCTaHOBMUTb €€ B pa3beM C MapKkuposkoi 110-240V~ 3A 50-60Hz Ha 61oKe NUTaHWUSA B COOT-
BETCTBUM C puCyHKOM 106 — MNMogKntoueHmne nutaHua K DRS-270-56.

6. YbeauTbca, YTO BCE KOHTAKTbl MOAKAOYEHDBI BEPHO U UCKIHOYEHO 3aMblKaHME HUMMU, Nocne
yero noaaTtb NUTaHue Ha DRS-270-56.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 97
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PucyHok 105 — MNoaknatoyeHne nutaHna Kommytatopa ot DRS-270-56

PucyHok 106 — MNogxntodeHme nutaHna Kk DRS-270-56

Mpumep NOAKNIOYEHUS MPOMBbIWIEHHONO KOMMYTaTopa OT oAHoro 6s0Ka nuTaHua DRS-270-56
npeacTaB/eH Ha PUCYHKE HUXKeE.
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PucyHok 107 — MNoaknatoyeHne nutaHna kKommytatopa ot DRS-270-56

Mpumep NOAKNIOYEHMA MPOMbBILIEHHOIO KOMMYyTaTopa OT AByx 6/0KoB nuTaHua DRS-270-56
NpeacTaB/eH Ha PUCYHKE HUXKe.

PucyHok 108 — lMoaKntoyeHre NpoMbIWAEHHOro KOMMyTaTopa oT AByX 610KoB nuTaHMA DRS-
270-56

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 99
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3.3 YcraHoBKa mogynein NnUTaHuA

KommyTaTtop moxkeT paboTaTb C OAHUM UM ABYMA MOAY/IAMU NUTAHUA. YCTaHOBKA BTOPOro mMoayn
NUTaHWA HeobxoaMMa B C/y4ae MCMNO/b30BaHUA YCTPOMCTBA B YCAOBUAX, TPeOYOLWMX MOBbILEHHOM
HageXHoCTHU.

MecTa gns yCTaHOBKM MoOAy/NeN MUTAHUA C SNIEKTPUYECKOM TOYKM 3PeHUA pPaBHOLEHHbI. C TOYKM
3pEHUA UCNOJIb30BAHMA YCTPOUCTBA, MOAY/1b MUTaHMA, HaXO4AWMNCA BAMIKE K Kpato, CYUTAETCA OCHOBHbIM,
6/1MKe K LLeHTPY — pe3epBHbiM. Moaynm NMTaHUA MOTyT YCTaHaB/IMBATLCA M U3B/IEKaTbCA 6e3 BbIK/IoYeHuA
ycTpoictea. [pu  yCTaHOBKE WAM  M3BAEYEHUW AOMOJIHUTENIbBHOIO MOAYAA MUTAHMA KomMMyTaTop
npoaonxaet paboty 6e3 nepesanycka.

’ ' Mepea 06cny>KMBaHMEM U3AENNA, PEMOHTOM MU APYFMMM aHANOTUUHBIMU AEeNCTBUAMM OT-
e K/IlOUMTE U3genmne ot BCeX UCTOYHMKOB NUTaHUA.
. BAOKU NUTaHUA A0NMKHbI 6bITb BCTaBNEHbI B KOMMYTaTOp A0 ynopa. Mpu nogkaoueHnn 6.10-
’ KoB nutaHua PM600-48/12, PM600-220/12, PM950-48/56, PM950-220/56 pomxeH 6biTb
-

C/IbllLUEH WeN4yoK.

PucyHok 109 — YcTaHOBKA moayieit nuTaHus

CocToAiHMe MoZyNelt MUTAHWUA MOXKET ObiTb MPOBEPEHO MO WMHAMKALMM Ha nepegHelt naHenu
KommyTaTopa (cm. pasgen 2.4.4) uav no OmMarHoCTMKe, OOCTYMHOM yepe3 MHTepdeicbl ynpasieHus
KOMMYTaTOPOM.

UHauKauma asapum moayna NnUTaHUA MOXKeT 6bITb BbI3BaHA HE TO/IbKO OTKA3oMm mopayna, Ho
ol n OTCyTCTBMEM NepBnNYHOro NnUTaHuA.

3.4 MopgKnioueHue nuTaloLei ceTn

1. TMpexae 4em K yCTpOMCTBY OyAeT MOAKAOYEHA NUTAOWAA CeTb, HEOOXOAUMO 3a3eMANTb
KOpMyC YCTPOICTBa. 3a3emneHne HeobxoAMMO BbINONHATL U30/IMPOBAHHBIM MHOTOXW/Ib-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eMJIEHUA U CEYEHME 3a3eM/IAIOLLEFO NPOBOAA AO/KHbI CO-
OTBETCTBOBaTb TpeboBaHuaM Y. PyHKUMOHANBHOIO 3a3emieHmMa Ha KommyTtaTtopax MES
HeT. HeobxoaMmo noaKAtoYaTb TONbKO 3aLWMTHOE 3a3eM/IEHME B COOTBETCTBMU C PEKOMEH-
Jaumamu.
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’ MoaknoueHUe AO0MKHO OCYLLLEeCTBAATLCA KBanMdJMU,MpOBaHHbIM cneynanncTtom.
-

2. Ecav npeanonaraeTcA NOAKNIOYEHME KOMMbIOTEPA MAM MHOTO 0BOPYAOBaHUA K KOHCOAb-
HOMY NMOPTY KOMMYTATOPa, 3TO 060PYyA0BaHUE TaKKe AOMKHO ObITb HALEKHO 3a3eM/IEHO.

3. TMopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMJIEKTALLMMU YCTPOMCTBA,
NMUTaHME MOXKET OCYLLLECTBAATLCA OT CETU NEPEMEHHOTO TOKa IMB0 OT CETU NOCTOAHHOTO TOKa.
Mpn NOAKNIOYEHUN CETU NMEPEMEHHOro TOKa CleAyeT MCMO/Ib30BaTb Kabenb, BXOAALLMIA B
KOMNIEKT ycTponcTea. MNMpu NOAKAIOYEHMM K CETU MOCTOAHHOFO TOKa MCMO/b3yMTe NPOBOA,
ceyeHnem He meHee 1 Mm% 1 cobntoaaiTe NONAPHOCTb, YKa3aHHYK Ha 6/10Ke NUTaHuA.

Ha ycTpoiicTBax co cMeHHbIM 6/10KOM NMUTaHUA PEKOMEHAYETCA 3a3eMAATb KaK Kopnyc ca-
MOro KOMMYTaTopa, Tak U 610K NuTaHuA. 3To obecneunsaeT 3awWwMUTy OT Npoboa Ha Kopnyc.
3asemneHue 610Ka NUTAHUA OCYLLECTBAAETCA NYTEM NOAK/AIOUEHUA TPEXXKUAbHOro Kabenn
B PO3ETKY C 3a3eM/IAIOLLMM KOHTAaKTOM.

.‘

Bo nsbexkaHme BO3HUKHOBEHUSA KOPOTKOro 3aMblKaHMA NpU NOAK/NIOYEHUU K CeTU NOCTOAH-
HOro TOKa peKomeHayeTca npon3secTtu 3a4nUCTKY nposoAia Ha A/IUHY 9 mm.

.‘

Llenb NnUTaHMA NOCTOAHHbIM TOKOM A,0/1XKHa copgepiKaTtb yCTpOVICTBO OTK/IIO4YEHNA NUTaHUA C
¢M3VI‘-IECKMM pa3beguHeHnem coeguHeHua (BbIKl"O‘-IaTEHb, pa3bem, KOHTAKTOpP, aBTOMATU-
YecKuit BbiKAloYaTenb U T.0.).

.‘

4. BKAOYMTE NUTAHMeE YCTPOWUCTBA U ybeanuTech B OTCYTCTBMM aBapuiA MO COCTOSHUIO MHAMKATO-
pOB Ha nepegHein NnaHenu.

3.5 YcraHoBKa u yaaneHue SFP-TpaHcuBepoB

TonbKo gna MES5500-32: Bo u3berxkaHue noBpeXxAeHUsA yCTPOMCTBA NPU OAHOBPEMEHHOM
ucnonb3oBaHuu noptoB XG1 n XG2 HeobxoaMmMo 1cnonb3oBaTb SFP+ TpaHcuBepbl ¢ TUNOM
pasbema LC unun SFP+ Direct Attached Cable (DAC).

.‘

/" YCcTaHOBKa ONTUYECKUX MOAY/1Ied MOXKeT NPOM3BOAUTLCA KaK NP BbIKJAIOYEHHOM, TaK U Npu
BK/IIOYEHHOM YCTpOiicTBE.

1. BcraBbTe BepxHuit SFP-moay/b B CIOT OTKPbLITOM YacTbio pa3sbemMa BHU3, @ HUKHUIA SFP-mo-
AY/Nb OTKPbLITOW YacTblo pa3bema BBEpX.

PucyHok 110 — YcTtaHoBKa SFP-TpaHcmBepos
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2. Hapasute Ha moaynb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILIWUTE XapaKTEPHbIN LENYOK.

PucyHok 111 —YcTtaHoBAneHHble SFP-TpaHcuBepbl

[0na yaaneHna TpaHcmsepa:

1. OTKpoiiTe 3alenky moayna.

PucyHok 112 — OTKpbITue 3awenku SFP-TpaHcmeepos

2. W3BnekuTe Mmogynb U3 cNoTa.

PucyHok 113 — N3BneveHune SFP-TpaHcuBepoB
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4 HAYA/NIbHAA HACTPOMKA KOMMYTATOPA

4.1 HacTtpoiika TepMmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsaumm tepmuHana (HyperTerminal, TeraTerm, Minicom)
N NPOU3BECTMU CAeayroLme HaCTPOMKM:

— BblbpaTb COOTBETCTBYIOLWMI NOCAeA0BaTENbHbINA NOPT;

—  YCTaHOBWUTb CKOPOCTb Nepeaayn aaHHbix — 115200 604;

—  3agaTtb GopMaT AaHHbIX: 8 BUT AaHHbIX, 1 CTONOBbLIM 6UT, 6e3 KOHTPOAA YETHOCTY;

—  OTK/IKOYUTb annapaTHoe 1 NPOorpammHoe yrnpasaeHMe NOTOKOM AaHHbIX;

—  334aTb pPeXum smynauum TepmuHana VT100 (MHOrMe TepmMHaNbHbIE MPOrpPamMMbl
NCNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMMHANA B KAYECTBE PEKMMA MO YMONYAHUIO).

4.2 BKnwuyeHue yCcTpoiicTea
YcTaHOBUTb coegnHeHne KOHCOZIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatesibHoOro

MHTepdDEVICH KOMMNbOTEPQA, HA KOTOPOM YCTAaHOB/1IEHO NMNPOrpaMmmMHoe obecneyeHune IMYyNAUnUnN TEPMUHANA.

BKAouUTb  ycTpoicTBo. [pM  KaXkOoM BK/AIOYEHMM KOMMyTaTopa 3anyckaetcs npoueaypa
«TeCTUPOBAHMA CUCTEMbI NpU BKAOYeHMM» (POST), KoTopaa No3BoaseT onpeaennTs paboTocnocobHOCTb
YCTPOICTBA Nepes 3arpy3Koit UCNOHAEMOM NPorpammbl B onepaTMBHYO namaTs (O3Y).

OTobpaxeHune xoaa BbINoAHeHMA npoueaypbl POST Ha KommyTaTopax MES5312:

BootROM 1.43
Booting from SPI flash

General initialization - Version: 1.0.0

Serdes initialization - Version: 1.0.2

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

PEX: pexIdx 0, detected no link

DDR3 Training Sequence - Ver TIP-1.55.0

DDR3 Training Sequence - Switching XBAR Window to FastPath Window
DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

ROS Booton: Jun 13 2018 17:16:12 ver. 1.0
Press x to choose XMODEM...
Booting from SPI flash

Tuned RAM to 512M

Running UBOOT...

U-Boot 2013.01 (Jun 22 2018 - 10:36:009)

Loading system/images/active-image

Uncompressing Linux... done, booting the kernel.
Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
Ethernet-kommymamopel cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 103
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CnycTa aBe cekyHAbl Noc/e 3aBeplieHna npoueaypbl POST HauMHaeTcs aBTo3arpysKa nporpammHoro
obecrneyeHna KommyTtatopa. [1A BbINOAHEHMA cheuManbHbIX Npoueayp UCnosib3yetca meHto Startup,
BOMTM B KOTOPOE MOXHO, MpPepBaB 3arpysKy Haxkatmem Knasuwwu <Esc> wnu <Enter> B TeyeHue 3TOro
BPEMEHMU.

Mocne ycnewHoM 3arpy3kM KoMMyTaTopa MOABUTCA CUCTEMHOE npuraalweHne uHTepdeinca
KOMaHAHoM cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/':f' [ns 6bicTpOro BbI30Ba CNPaBKU O A0CTYNHbIX KOMaHAaX UCNONb3YiTe KOMBMHALMIO KNaBuULL
- <Shift>n <?>.

4.3 3arpy3o4yHoe MeHIo

[na BxoAa B 3arpy3ovHoe MeHI0 c/iedyeT NOAKAUUTLCA K YCTPOMCTBY Yepes nHTepdelic RS-232,
nepesarpysuTb YCTPOMCTBO U B TeYeHMe ABYX CeKyHA nocse 3aseplueHuns npoueaypbl POST HaxaTb «ESC»
mnn «<ENTER»:

U-Boot 2013.01 (Jul 05 2021 - 13:21:16) Eltex version: 2014 T3.0 eng dropvét 6.2.2

Loading system/images/active-image
Uncompressing Linux... done, booting the kernel.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Image menu

[2] Restore Factory Defaults

[3] Boot password

[4] Password Recovery Procedure

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnunua 26 — GyHKUMKN MHTepdeica 3arpy304HOro MeHo

dyHKyua OnucaHue
Image menu BbibpaTb akTMBHbIVM 06pasza cuctemHoro MO.
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HAaCTPOMKM.
Boot password YcTaHoBUTL/YyAannTb Naposib Ha bootrom.
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTEHTUPUKALUMN.
Back MpoAoMKNTb 3arpy3Ky.
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4.4 Pexunm paboTbl KOMMyTaTOpa

KommyTatopsl cepmin MES2300-xx, MES3300-xx, MES5312, MES53xxA, MES5300-24, MES5300-48,
MES5305-48, MES5310-48, MES5320-24, MES5400-xx, MES5410-48, MES5500-32, MES5700-32 paboTatot
B PeUME CTEKMPOBAHUA.

CteK QYHKLUMOHMPYET KaK egMHOe YCTPOMCTBO M MOXKET 00beANHATb A0 8 KOMMYTAaTOPOB OAHOMN UK
pasHbiX Mogenei (pernamMeHTUpPOBaHO MaTPULEA CTEKMPOBAHUA), MMEIOWMX Caeaylolme posu,
onpeaensemble Ux nopsaxkosbimm Homepamu (UID):

—  Master (UID ycTtpoiictBa oT 1 A0 8) — C HEro npomncxoamuT ynpasaeHne BCEMU YCTPOMUCTBAMM B
cTeke. Ponb MOXHO Ha3HAYUTb BCEM YCTPOMCTBAM, HO aKTMBHbIM master npu aTom byaer
OAIMH, oCTanbHble byayT GyHKLMOHUPOBaATb B posn backup.

—  Backup (UID ycTpoiictea oT 1 ao 8) — ycTpoiicTeo, noadmHAoweecs master. lybanpyer sce
HaCTPOMKMK, W, B C/lyd4ae BbIXOAa YNpaB/AlOWEro ycTpolhcTBa M3 cTpos, bepeT Ha cebs
dYHKLMM ynpaBaeHUA CTEKOM. POsib MOMKHO Ha3HauYNTb MAaKCUMYM CEMMW YCTPOMCTBaM.

— Slave (UID ycTpoliicTte oT 1 go 8) — ycTponcTBo, noaunHsatoweeca master. He moxkeT pabotatb
B aBTOHOMHOM pexume (ecnm oTcyTcTByeT master). Pofib MOXKHO Ha3HauMTb MaKCMMyM
LecTm ycTponcTeam. [lonycTuma KoppeKTHan paboTa cTeka 6e3 yCTPOMCTB € AaHHOM posblo.

’ DOnsa KOppeKTHOI paboTbl cTeKa HeobXxoauMm XOTA 6bl OAWH IOHUT C PONbI0O Master U 0AUH
N IOHUT ¢ ponbto backup.

Mo ymon4yaH1UI0O KOMMYTATOP YXKe COCTOUT B CTEKe, MMeeT PoJib MacTep, HO NPU 3TOM Bce
NOpPTbl Y4ACTBYIOT B Nepeagave AaHHbIX 40 TOro MOMEHTa, NMOKa He 6yp,y1' HaCTPOEHbI CTEKO-
BbIMMU.

UHTepdeiicbl B perkMme CTEKUPOBAHMA PaboTaloT TO/IbKO Ha MAaKCUMa/IbHO CKOPOCTU UH-
Tepdeiica.

Mpwu cteknposaHMn KommyTtatopos mogenu MES2300-xxP ¢ oTanyaloWmMmnUca Bepcuamm
MO Heo6X0AMMO YUUTbLIBATb, YTO CTEK BO3MOKHO COBPaThb TONIbKO B CNeAYIOWUNX CAydanX:
- Bce pobaBnsembvle B cTeK 1OHUTbI umetoT Bepcuio MO 6.6.9.3 1 HoBee;
- Bce gobaBnsemble B CTEK IOHUTbI MMetoT Bepcuio MO Huke 6.6.9.3.

< < <

B pekvme CTEKMPOBAHWA A/ CUHXPOHU3AUMM KOMMYTATOPbI SOJ/IKHbI UCMO/1b30BaTb C/eaytolme
nopTbl:

1. MES2300-08, MES2300-08P: 1G (1000BASE-T u/vnv 1000BASE-X)

2. MES2300-24, MES3300-24, MES3300-24F, MES3300-48, MES3300-48F, MES5312,
MES5316A, MES5316A rev.C, MES5316A rev.C1l, MES5324A, MES5324A rev.C, MES5324A
rev.Cl, MES5332A, MES5332A rev.C: XG (ucnonb3oBatb 10G wam 25G  TpaHcwu-
Bepbl/DAC/AQC);

3. MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24,
MES5400-48, MES5410-48,  MES5500-32: HG (ucnonb3oBatb  TOAbKO 100G
TpaHcusepbl/DAC/AOC);

4. MES5700-32: FO (ncnonb3osatb TonbKo 400G TpaHcusepbl/DAC/AOC).

Mpn 3TOM yKasaHHble MOPTbl HEe y4yacTBYHOT B nepegadve AaHHbiX. CTeKMpoOBaTb KOMMYyTaTOpPbI
MES53xxA ¢ KommyTtatopamu MES53xxA rev.C u MES53xxA rev.Cl HEBO3MOMKHO BBMAY anmnapaTHbIX
pasnnunin 3TUX Moaenen ycTPomcTB. BO3MOKHbI ABE TOMONOMMU CUHXPOHU3UPYIOLLMUXCA YCTPOMUCTB —
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KOMbLiEBaA M /MHenHana. PeKoMeHAyeTcA MCMNO/b30BaTb KO/bLEBYH TOMONOIUIO AN MOBbILEHUA
OTKa30YyCTOMYMBOCTM CTEKA.

KommyTtatopbl nopaepxuBatoT ¢yHKUmoHan NSF (Non-Stop Forwarding) B cTeke. [aHHbIl
dYHKLMOHAN no3BOAAET MWMHMMM3IMPOBATL MOTEPU TPAH3UTHOFO HEMAPLIPYTU3MPYyeMoro TpaduKa B
MOMEHT MepPeKNOYEHNA PON KOMMYTATOpPa ¢ master Ha backup.

MpuHumn pabotbl NSF: B momeHT, Korga backup 6epet ynpaBneHue Ha cebs M 3anyckaeT npouecc
AOVHMLUMAAM3aLnKM 4o poan master, 3anyckaetca Taimep NSF n ¢pukeupytotca STP-cTaTycbl NOPTOB, NOPThI
B LACP, uneHctBo noptoB Bo VLAN, cKopocTb noptoB U T.4. OCTasibHble HAaCTPOMKM MPUMEHAIOTCA Ha
KOMMYyTaTope, CTaBlem master, B peasibHOM BpemeHMu.

Mpn stom BO Bpema npouecca NSF mameHeHue crtatyca nopTtoB B STP Ha cTeKe MOAHOCTbIO
urHopupyeTca. TakKe 3anpeLLaeTca BbINOJHEHME KOMAHZA NPOCMOTPa KoHburypaumm (KomaHgapl “show
running-config, show startup-config” B pexume EXEC), uameHeHMe COCTOAHMS NOPTOB (KOmMaHAbl
“shutdown, no shutdown” B KOHTEKCTHOM MeHI0 KoHbUrypaumm nHtepderica) u VLAN (KomaHaa “vlan 2”7 B
KOHTEKCTHOM MmeHio “vlan database”), ckopoctu noptos (“negotiation, speed” B KOHTEKCTHOM MEHIO
KoHdurypaummn uHtepdeinca), oumctka FDB (“clear mac address-table dynamic” B pexxkume EXEC),
nepesarpyska ycrponctea (“reload” B pexumme EXEC), nsmeHeHue mmeHu ycTpoictea (“hostname” B
pexume rnobanbHOW KoHUrypaumm), BratodeHue/sbiknoyeHme STP (“no spanning-tree” B pexume
rnobanbHoi KoHdUrypauum).

Koraa uctekaeT Talimep NSF, Bce paHee 3adMKCMPOBaHHbIE HACTPOMKU MPUMEHAIOTCA K CTEKY B
peasbHOM BpeMeHM!.

V MNoppepikaHa npoueaypa aBToo6HOBNEeHMA HA Bepcuuio MO ¢ master-kommyTtaTtopa npu
A06aB/1€HNU HOBbIX FOHUTOB B YXKe CYLL,eCTBYIOLLUIA CTEK.
V Onsa kommyratopos MES2300/3300 pa6ota creka u3 4-8 IOHUTOB Noapep’KaHa C BEpCUn
‘ 6.6.5.5.
V dyHKumnoHan NSR (Non-Stop Routing) 6yaet peannsosaH B 6yaywmnx sepcuax NO.
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Tabnunua 27 — MaTtpuua ctekmpoBaHus ana MES2300-xx, MES2310-12XU
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Tabnnuya 28 — MaTtpuua ctekmpoBaHua ana MES3300-xx

(79 'S (79 (79
-] (-] < < o) 2]
Q - o o g g
o o o o o o
o o o o o [=]
(2] [v2] (12} [12] [12] o
[42] [12] [12] [12] [12] [0
(7] wv wv wv wv v
w w w w w w
s s s S S S

[*9

o0

e

o

=} + + + + - -

(2]

[12]

(%]

wl

s

(¥ 9

[(-]

-

[=]

<] + + + + - -

(2]

[42]

(7]

w

s

<

N

o

=} + + + + - -

(2]

[12]

(7]

w

=

('8

<

N

o

=} + + + + - -

[12]

[12]

(7]

w

=

o0

g

o

o - - - - + -

(2]

m

(7]

w

s

(79

=]

I

o

o - - - - - ar

[12]

[12]

[7,]

w

=

108 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

Tabnunua 29 — MaTtpuua ctekmpoBaHua ana MES53xxA
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Tabnnua 30 — MaTtpuua ctekmposaHua ans MES5300-xx, MES5400-xx, MES5500-32, MES5700-32
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Hacmpolika cmeKkuposaHuUa KOMMymamopos

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;
console (confiqg) #

Tabnuua 31 — ba3oBble KOMaHAbl

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

stack configuration links te
te_port | hu hu_port

Ha3HauuTb MHTepdencbl ANA CUHXPOHU3ALMKN PaboTbl KOMMYTa-
Topa B cTeke. MUHMMa/IbHOE KO/IMYecTBO — 1, MakcMmManbHoe —
2.

stack configuration unit-id

Ha3HauMTb HOMep YCTPOMCTBA «unit-id» NOKaNbHOMY yCTPOMNCTBY

unit_id unit_id: (1..8, (Ha KoTOpom BbINONHEHa KOoMaHAa). CMeHa HoMepa ycTpoicTBa
auto)/auto NPoOn3oNAET Nocae nepesarpyskn KOMMyTaTopa.

no stack configuration YpanuTb HaCTPOMKM CTeKa.

stack unit unit_id unit_id: (1..8, all) Mepexon K KOHPUTYPUPOBAHUIO OHUTA B CTEKE.

stack configuration role {slave
| master}

no stack configuration role

role: (master/slave)/1-
2 toHUTblI — master, 3-8
HOHUTbI — slave

HasHauuTb ponb KOMMyTaTopa B cTeKe. Ponb master npegnona-
raeT BO3MOXHOCTb IOHWUTY CTaHOBUTLCA MacTepom B cTeke. Mpu
3TOM B CTEKE MOXKET ObITb TOJIbKO O4HO YCTPOUCTBO C PO/IbI0 Mas-
ter. Bce ocTanbHble C HACTPOEHHOW POJ/IbIO Master BO3bMyT Ha
cebs ponb backup.

| Pone master nonyuur YCTPOICTBO € Haubonbwnm

o uptime. Ecam uptime 6yper oauHakoBblii (pasHuua
MeKay loHMTamu meHee 20 CeKyHA), TO ponb master noayumnt
IOHUT C HAUMEHbLUMM HOMEpPOoM.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

stack nsf

no stack nsf

-/BbIK/IIOYEHO

PaspewunTb HenpepbiBHYO nepegaydy AaHHbix (NSF) npu cmeHe
master-ycTpoiicTea.

3anpetuTb HenpepbiBHYO nepeaady AaHHbix (NSF) npu cmeHe
master-ycTponcraa.

stack nsf timer value

no stack nsf timer

value: (60..600) ¢/120 ¢

3apatb Bpems, B TedeHune Kotoporo anutca NSF.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

.‘

[na nopaepaHua KoppeKTHOW paboTbl cTeKa NpU cMeHe master-ycTPoicTea Npu MCNoJib-
30BaHuMKM Bonblie ABYX IOHMTOB € posblo master/backup HacToAaTenbHO pekomeHayeTca uc-

nonb3oBatb NSF.

’ MuHuMmanbHO pekomeHayemoe 3HaueHune NSF timer coctaBnsaert 120 cekyHa.
-

[pumep

O6begMHUTL B CTEK ABa KommyTaTopa MES5312. HasHaunTb BTOPbIM IOHUTOM, UCMO/1b30BaTb MHTepdeNchbI
tel-2 B KayecTBe CTEKMPYIOLLMX.

console#config
console (config) #stack configuration unit-id 2 links tel-2
console (config) #

111
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KomaHObi pexcuma Privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET CeayoWmn BUA,:

console#

Tabnunua 32 — basoBble KOMaHAbl, OCTYMNHblE B pexxnume EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

show stack

OTobparkaeT MHPopMaLMio 06 YCTPOMCTBAX, BXOAALWMX B CTEK.

show stack configuration

OTobparkaeT MHPOPMaLMIO O CTEKUPYIOWNX UHTEepdERcax HOHN-
TOB B CTEKe.

show stack configuration role

OTobparkaeT pacliMpeHHyo MHOOPMALMIO O POAAX OHUTOB B
cTeke.

show stack links [details]

PaclumpeHHoe oTobpaxkeHne MHPOPMALMKN O CTEKMUPYHOLLMX WH-
Tepdelicax.

Mpumep ncnonb3osaHMa KomaHAabl show stack links:

console# show stack links

Topology is Chain

Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links

1 tel/0/1 te2/0/2 10G tel/0/2

2 te2/0/2 tel/0/1 10G te2/0/1

YcTpoiicTBa ¢ oguHaKoBbiMu ugeHtudukatopamm «Unit ID» He moryT paboTtatb B ogHOM

ol CTeke.

4.5 Hacrtpoiika GpyHKuMiIi KommyTaTopa

®YHKLMKN NO HaYaibHOMY KOHOUIYPUPOBAHMIO YCTPOMCTBA MOXKHO Pa3ae/iuTb Ha A4B8a TUna.

— basoBas HacTpoiMKa — BK/oYaeT B ceba onpeaeneHne 6a3oBbix GyHKLMIA KOHPUTYpaLmm n

HaCTPOWKY AMHaMMUYecKkux IP-agpecos.

— Hactpoiika napameTpoB cuctemMbl 6e30MacHOCTM — BKJ/OYaeT ynpaBAeHWe CUCTEMOW
6e30nacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpwu nepesarpysKe ycTPOICTBA BCe HECOXpaHeHHble AaHHble ByayT yTepaHbl. AnA coxpaHe-
HUA N106bIX BHECEHHDbIX U3MEHEHUW B HACTPOIMKY KOMMYTaToOpa UCNob3yeTca c/eaytowan

KOmMaHAa:

console# write
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4.5.1 bas3osasa Hacmpolika Kommymamopd

[Ona Hayana KOHPUIrypaLUmMmM ycTpoicTBa HEO6X0AMMO NOAKAOYUTL YCTPOMCTBO K KOMMbIOTEPY Yepe3
nocaefoBaTebHbIN NOPT. 3aNyCTUTb HA KOMMbIOTEPE NPOrpaMmMy IMYIALMM TEPMUHANA COFNACHO MYHKTY
4.1 «HacTpolika TepmuHana».

Bo Bpemsa HayanbHOM HAaCTPOMKN MOXKHO onpeaennTb MHTepdeinc, KoTopbii byaeT NCNOob30BaTbCA
ONA NOAKNOYEHNS K YCTPOMCTBY YAaNeHHO.

ba3oBan HacTPOMKA BKAKOYAET cneayioLlee:

1. 3agaHue napona ans nonbsosatens «admin» (c ypoBHem npusunernin — 15).
Co3paHue HOBbIX NOJ/Ib30BaTeNEMN.
HacTtpolika cTaTuyeckoro IP-agpeca, Macku NOACETM U LWAO33 NO YMOYAHUIO.
MonyyeHune IP-agpeca ot cepsepa DHCP.
Hactpoika napameTtpoB npotokona SNMP.

vk wnN

4.5.1.1 3adaHue naponsa 014 nonv3osamesns «admin» u co30aHue HoB8bIX NMosb3osamerel

[na ob6ecneyeHnA 3alWULLEHHOrO BXOAA B CUCTEMY HEO06X0AMMO HA3HAUYMTb NAPO/Ib NPUBU-
e JlerupoBaHHOMY noJsib3oBaTento «adminy.

Mma nonb3osatena wu naposb BBOAUTCA Npu BXOoAe B CUCTeMy BO BpemAa CeaHCOoB
AAMUHUCTPUPOBAHUA yCTpOVICTBa. [na co3gaHmMAa HOBOro Nonb3oBaTeNA CUCTEMbI U HaCTpOVIKM noboro
13 NapameTpoB — UMEHU NOJ/1Ib30BaTENA, MAPO/A, YPOBHA anvaerMﬁ, MCNONb3YHOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I1-15}

V‘ YpoBeHb npuBuaeruii 1 paspewaeT A0CTyN K YCTPOICTBY, HO 3anpeLyaeT HacTPoiKy. Ypo-
BeHb NpuBuaerunii 15 paspelwaer Kak 40CTyN, TaK U HACTPOMKY YCTPOMUCTBA.

Mpumep KoMaHa, Ana 3ajaHuna noab3osatento «admin» naponsa «eltex» 1 cosaaHua nonb3osaTens
«operator» c naponem «pass» 1 ypoBHeM npusunernin 1:

console# configure

console (config)# username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2 PacwupeHHaa Hacmpolika yposHsa docmyna

Ha ycTpoiicTBe cyLiecTByeT BO3MOXKHOCTb pacnpeaeneHuns npas nosb3osaTtenel B 3aBUCMMOCTHU OT
YPOBHSA MNPUBWUAErMIA, Ha KOTOPOM KaxKAblM M3 nosib3osaTesnel bl co3gaH. KOHKPETHOMY YPOBHIO
NpuBWUErUiA NPpUCBaMBaeTCA Habop KOMaHA, KOTOPbIE MOTYT BbIMOIHATLCS MO/1b30BATENAMM C YPOBHEM HE
HUKe 3a4aHHOrO.

’ ' KommyTtaTop nogaeprKuBaeT cuctemy HacnepoBaHus Habopa KomaHA oT 6osee HU3KMUX
e YPOBHe npuBuneruii.

’ ' MpuBunernn BbICTPAMBAIOTCA TOJIbKO A1 KOHKPETHO 3aAaHHOro y3na. Kaxkayio KomaHay

- Heo6X0AMMO NPONUCbIBaTb ABHO, HE UCMO/Ib3yA COKPaLLeHHble GopMbl.
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KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobasnbHOro KOHGUrypupoBaHMA MMEET C/ieayoWnin BUA,:
console (confiqg) #

Tabnnua 33 — KomaHab! 4N HACTPOMKM paclUMpPeHHOro 4ocTyna

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymosn4aHuro
privilege context level MpuceanBaeT yKasaHHOMY YPOBHIO NPUBUAETUIA 33aHHYIO KO-
command MaHay.
level: (1..15); .
. - context — pexxum paboTbl KOMaHAHOMN CTPOKM;
/ypoBeHb npuBunerni o
- level — ypoBeHb npuBuaervii, Ha Kotopom byaer AocTynHa
KOMaHA, pexuma EXEC
HacTpaMBaemas KOMaHAa;
— 1, BCcex ocTanbHbIX
- command — KomaHaa.
o KomaHg — 15
no privilege context level YaanaeT 40CTYN K KOMaHAEe C YPOBHA, HA KOTOPOM KOMaHAa bbina
command paspelueHa.

Mpumep HacTpoiKkM Habopa KomaHa 41 nosb3osatens «admin» ¢ 4 yposHeM npusuaernin n Habopa
KOMaHZ Ana nonb3oBartens «user» ¢ 10 ypoBHeM NpuBUAErUiA:

console# configure

console (config)# username admin password passl privilege 4
console (config)# username user password passZ privilege 10
console (config)# privilege exec 4 configure terminal
console (config)# privilege exec 4 show running-config
console (config)# privilege config 10 vlan database

console (config)# privilege config-vlan 10 vlan

HH= H= H H

Tenepb ANA NOKanbHbIX MOAb30BaTeNeN, Yeil ypoBeHb NPUBWMAEINIA Bbille UAWM paBeH 4, cTaHeT
JOCTyneH BbiBOA KomaHabl show running-config, Ho He 6ygeT pocTynHa Hactpoiika vlan. [Ona
nosib3oBaTesiell, ypoBeHb NPUBMAETNIA KOTOPbIX cooTBeTcTByeT 10 M Bbiwe, ByAeT AOCTYNHA HACTPOWKa u
vlan, v BbiBOog KoMaHAbl show running-config.

4.5.1.3 Hacmpolika cmamuueckozo IP-adpeca, macku nodcemu U Wwist03a 1o yMoa4aHuro

[Ons BO3MOMKHOCTU ynpaB/eHUs KOMMYyTaTOPOM M3 CeTM HeobxoaAuMMOo HasHauuTb ycTponctey IP-
agpec, MacKy NoAceTW U, B C/ly4ae ynpasaeHUAa M3 APYroi ceTu, W3 Mo yMmon4daHuto. IP-agpec moxKHO
Ha3HaunTb ntobomy uHTepdeicy — VLAN, ¢usmuyeckomy nopTy, rpynne noptoB (MO yMOAYaHMIO Ha
nHtepdelice VLAN 1 HasHayeH IP-aapec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a A0MKeH
NpuHagNeXxKaTb K TON e NoaceT, 4To U oanH u3 IP-nHTepdeincos ycTpoicTaa.

V B cny4yae ecnu IP-aapec HacTpanBaeTca gna uHtepdeiica pusnyeckoro nopTa uam rpynnbl

o S nopToB, 3TOT MHTepdeic yaanaeTca us rpynnbl VLAN, KOTOpoii OH npuHagnexan.

V IP-agpec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha nobom mHTepdeice cTaTUUecKu
unm no DHCP He co3aaH apyroii IP-agpec.

V Mpu ypaaneHun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTBaAaTbea no IP-
aapecy 192.168.1.239/24.

Mpumep KomaHg, HacTpolku IP-agpeca ana nHtepodeica VLAN 1.

MapameTpbl MHTEpdeiica:
IP-adpec, HazHayaemeolli 0na uHmepegpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winro3a rno ymonyaHuro —192.168.16.1
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console# configure

console (config) # interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config)# exit

console#

[nsa Toro utobbl yoeanTsea, UTo agpec 6bin HasHayYeH MHTepdEiCy, BBeAMTE KOMaHAY:

console# show ip interface vlan

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [onyuyeHue IP-adpeca om cepsepa DHCP

Ona nonyyeHuna IP-agpeca moXKeT ucnonb3oBatbca npotokon DHCP, B cnyvyae ecan B cetu
npucytcTeyeT cepsep DHCP. IP-agpec ot cepepa DHCP moxHo nonyyatb Yyepes ntoboi uHtepdeiic — VLAN,

du3mnyeckunii nopT, rpynny NopToB..

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mprmep HaCTPOMKK, NpeaHa3HAYeHHOW AN1A NoNYyYeHUs AMHamnyeckoro IP-agpeca ot DHCP-cepBepa

Ha uHTepdelice vlian 1:

console# configure

console (config)# interface vlan 1
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl ybeanTbea, YTo agpec H6bil1 HazHauyeH UHTepdelicy, BBeAMTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlian 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempos npomokona SNMP 0aa docmyna K ycmpolicmay

YCTPOMCTBO COAEPIKUT BCTPOEHHbIN areHT SNMP 1 nogaep»kusaer sepcun npotokona vl/v2c/v3.

AreHT SNMP nogaepkmaeT Habop cTaHAAPTHbIX nepemeHHbix MIB.

[nA BO3MOXKHOCTM aAMUHUCTPUPOBAHMA YCTPOWCTBA NOCPEACTBOM NpoTokosa SNMP Heobxoanmo
cOo34aTb XOTA bbl 0A4HY CTPOKY coobliecTBa. KoMmyTaTopbl MOAAEPKMBAOT TPY TUMA CTPOK coobLiecTBa:

— ro-—onpegendaet AOCTYN TO/IbKO Ha YTEHMUeE;
— rw-—onpeaenaert A0CTYN Ha YTEHUE U 3aNuChb;
— su-onpegenaet poctyn SNMP-agmuHucTpaTopa;
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Hanbonee pacnpocTpaHeHO MCcnosib3oBaHME CTPOK coobuiecTBa public — ¢ fOCTYyNoOM TOMbKO AN
yTeHMA obbektoB MIB U private — ¢ fOCTynom Ha 4YTeHuMe U nameHeHue obvektoB MIB. [na Kaxaoro
coobuiectBa MOXKHO 3a4aTb IP-agpec cTaHUUKM ynpasaeHus.

Mpumep co3gaHua coobuiecTBa private ¢ AOCTYNOM Ha YTeHWe W 3anucb M IP-agpecom cTtaHuum
ynpasneHna 192.168.16.44:

console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config)# exit

console#

[na npocmoTpa co3aaHHbIX CTPOK coobluectBa M HacTpoek SNMP ncnosib3yeTtca KomaHAa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:
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4.5.2 JluyeH3uposaHue

KommyTatopsbl cepun MES nogaepKnsatoT MUeH3npoBaHme GyHKUMOHanNa, Takoro Kak BGP, EVPN,
MPLS.

dain NMUEH3MU MOXKET cofepaTb MHOPMaLMIO Kak 06 0gHOM GYHKLMK, Tak U 06 MX KOMBMHaLUK,
Hanpumep, BGP/EVPN.

JlnueHsmna solgaeTca Ha KOHKpeTHOoEe yCTpOﬁCTBO.

[na 3arpyskn AMUEH3MN NPUMEHAETCA KOMaHAaA:
console#boot license tftp://X.X.X.X/{name}
npOCMOTp 3arpy*>eHHbIX B NaMATb yCTpOVICTBa !'IMLI,EH3M171 BO3MOXXeH C NOMOLWbO KOMaHA4bl:

console#show license

Features installed:
Licenses Licenses
Feature installed used Active

Licenses installed:

License name: ES7A001107
License version: 1.0
This license has no limited expiration date
Valid for device: ES7A001107 (e4:5a:d4:40:46:80)
Status: Active
Features:

BGP

B namATK yCTpOMCTBA MOMYT OAHOBPEMEHHO XPAHUTLCA Kak aKTUBHbIE, TaK N HEAKTUBHbIE JINLLEH3UN,
M3MmeHeHuA cTaTyca NNLLEH3MIN BCTYNAKOT B CUAY TOIbKO NOC/E nepesarpysKku yCTPOoCTBa.

B Tekywen Bepcun MO ¢yHKLUMM EVPN u MPLS aBnatoTCA B3aMMOUCKAOYAOWMMKU Npu paboTte Ha
ofHOM ycTporictee. OgHOBPEMEHHAA YCTAaHOBKA ABYX B3aMMOWCK/IOHAOWMX JULLEH3UA UAWN NINLEH3UN C
KombuHaumelr ¢yHKuMn EVPN u  MPLS Bo3amMo)KHa. J[lonyckaeTrcA oOAHOBpeMeHHass YCTaHOBKaA
COOTBETCTBYOLUUX JIULLEH3UI UK IULLEH3UU C KOMBUMHaLMel 3TUX GYHKLMIA, HO NpuU 3arpy3Ke Takoro ¢anna
cucTema BbiBeaeT cooblieHme 0 KOHOAUKTE:

%LICENSE-I-FEATURE-CONFLICT: Feature conflict: EVPN and MPLS. To choose a feature, use the command
"system vpn-encapsulation" after reload the device.

Mocne nepesarpysku yCcTponicTBa aKTMBHOWM Bceraa byaet BbibpaHa anueHsma EVPN.
BblbOp aKTMBHOM AMUEH3MM NPOM3BOAMUTCS C MOMOLLbID KOMaHAbl ynpasiaeHua pexmmom VPN-
MHKancynaumm. [laHHaa KomaHaa aoctynHa B CLI TOAbKO Npy HAaIMUMKM INLEH3UIA C B3UMOMUCKHOYAIOLLMM

dYHKLMOHaNom.

JIMueH3nmM pasaenaoTca No BpemeHn paboTbl U MOTYT BbiTb BpeMEHHbIMM (AeMO) 1 NOCTOAHHbBIMMU.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT caeayowmii Bua,:

console (confiqg) #

Tabanua 34 — KomaHabl ynpaBaeHUs CUCTEMOM B perkMme rnobanbHOM KOHUrypaLumm

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue

no ymosn4aHuro
system vpn-encapsulation { YCTaHOBUTb PEXKMM UHKANCYNALNM:
vxlan | mpls } - EVPN: yCcTaHOBUTb aKTUBHOW AnueH3uto Ha EVPN;

- MPLS: yCTaHOBWUTb aKTUBHOW NLEH3UI0 Ha MPLS/
vxlan, mpls/vxlan .
HacTpoiika BCTynuT B cMNy TONbKO Nocae nepesarpysku
. ycTpoicTBa.

no system vpn-encapsulation YCTaHOBUTL PEKMM MHKAMNCYNALMUM MO YMOAYAHMIO.

KomaHOb1 pexcuma EXEC

3anpoc KOMaHAHOM CTPOKK B pexkume EXEC cneaytowmii Bua;

Console>

Tabnunua 35 — KomaHabl ynpasneHus cuctemom B pexkmme EXEC

3HayeHue/3HavyeHue »
KomaHoa / Aelicmeue
no ymoa4YaHuro
show system OTtobpaszunTb pexknmbl VPN-MHKancynaumm:
vpn-encapsulation - TEKYLMIA;

- LOCTYNHbI;
- yCTaHaB/AMBaEMbIl NOC/e nepesarpysku.

4.5.2.1 YnpasneHue spemeHHbIMU (demo) nuyeHsuamu

®YHKUMOHAN NO BPEMEHHOMN NNLEH3UN AOCTYMEH NoC/ae ee aKTMBaUMK. Bpems KU3HU NULEH3UN
ymeHbLIaeTcsa npu paboTe ycTpoiicTea. Nepesarpy3ka He 06HOBAAET AaHHbIN TaliMep, TaKKe KaKk U npoLecc
yAaNeHUn NIMLEH3UU U NOBTOPHAnA ee 3arpyska. lMocie UCTeYEHUSA BPEMEHM KU3HWU INLLEH3UN B CUCTEME

6yAaeT BbiBeAeHbl yBeAOMIEHUA U KOMMYTaTop ByeT NpUHYANTENLHO NepesarpyKeH, Nocae nepesarpysKku
BpPEMEHHAA AnLEeH3MA byaeT yaaneHa.

Mpumep oTobparkeHUs BPEMEHHOMN NMLEH3UN:

Licenses installed:
License name: ESHF000793.demo
ELM License
Trial license with time-limited expiration
Total duration: 2 months, 10 days
Time to expire: 2 months, 8 days, 14 hours, 54 minutes, 13 seconds
Valid for device: ESHF000793 (90:54:b7:16:d4:c0)
Status: Active
Features:
BGP
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4.5.2.2 YnpaeneHue 6eccpoYHbIMU AUYEH3UAMU

®yHKUMOHAN No 6eccpoyHOl /UULEH3UM [OCTYNEeH Mnocse ee akTMBauuu. Bpema JKU3HU He
YyMeHblUaeTca npu paboTte ycTponcTsa. JIMLEH3NI0 MOXKHO Y4a/NUTb U MOBTOPHO 3arpy3uTb Ha 3TO e
YCTPOICTBO.

Mpumep oTobparkeHMa 6eccpoYHOM NULLEH3NN:

Licenses installed:
License name: constant-ESHF000793
ELM License
This license has no limited expiration date
Valid for device: ESHF000793 (90:54:b7:16:d4:c0)
Status: Active
Features:
BGP, EVPN

4.5.2.3 BoblOeseHue annapamHsix pecypcos rnood AuyeH3upyemoll ¢pyHKYUOHAN

BblgeneHue 1 3aHATUE PECYPCOB NPOUCXOAMUT Ha 3Tane MHULMAAN3ALMN YCTPOMCTBA B NpOLLecce ero
3arpysku. ®OyHkumoHan EVPN/VXLAN n MPLS, npenoctasifgembii C COOTBETCTBYIOWMMMU JIMLEH3UAMM,
TpebyeT ana ceoelt paboTbl NpeaBapUTENbHOTO BPOHMPOBAHMA YacTW annapaTHbIX PECYpPCOB.

Ons obecneyeHna oyHkumoHupoBaHua VXLAN u MPLS TyHHenei BblAenawTca U 3aHUMMalOTCA
pecypcol TCAM 1 ARP-Tabanubl - 3TO OTPAXKAETCA HA KOIMYECTBEHHbIX XapaKTePUCTMKaX APYrMX CETEBbIX
CepBu1CoB.

3aHATHe pecypcCcoB BbIMNO/HAETCA ABYMA METOOaMU:

— CraTuyecku, M3 pacyeTa Ha MAKCUMAJIbHble KONNYECTBEHHbIE XapPaKTEPUCTUKU OYHKLMIA
TYHHENIMPOBaHUA U H6e3 BO3MOXKHOCTM COBMECTHOTO WMCMO/b30BAaHWUA MPOYMMU CETEBLIMM
cepBucamu;

— [OvHamunuyeckn, C BO3MOXKHOCTbIO COBMECTHOFO WCMO/b30BaHUA MPOYMMK  CETEBLIMM
cepBuCcCamMMm.

Tabauua 36 — BblaeneHne annapaTHbIX PecypcoB nog, NMLeH3npyemblit GyHKLMOHaN

Tun nuyeH3suu
Modenb
Xapakmepucmuka EVPN/VXLAN MPLS
Kommymamopa | bes nuyeHsuu VXLAN
VXLAN co30aH (LDP omKnioveH| LDP eKnroueH
lomcymcmeyem
MES5316A
MES5324A
MES5332A 374 374 310 374 76
MES5300-24
MaKkcumanbHoe MES5300-48
KOM4ecTso MES5305-48 758 758 694 758 588
VLAN ¢ dyHKumeln
DHCP MES5310-48
) 758 758 694 758 758
Snooping MES5400-24
MES5410-48
MES5500-32 758 758 694 758 421
MES5700-32
MES5400-48 1526 1462 1462 1526 1362
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MES5320-24 3039 3039 2943 3039 2562
MES5316A
MES5324A
MES5332A 749 749 621 749 152
MES5300-24
MES5300-48
MakcmmanbHoe
KONMMYECTBO MES5305-48 1517 1517 1389 1517 1176
VLAN ¢ dyHKumein MES5310-48
PIM 1517 1517 1389 1517 1517
) MES5400-24
Snooping
MES5410-48
MES5500-32 1517 1517 1389 1517 843
MES5700-32
MES5400-48 3053 2925 2925 3053 2725
MES5320-24 4058 4058 3930 4058 3421
MES5316A
MES5324A
MES5332A 749 749 621 749 152
MES5300-24
MES5300-48
MakcmmanbHoe
KONMYECTBO MES5305-48 1517 1517 1389 1517 1176
VLAN c dyHKumemn MES5310-48
ARP 1517 1517 1389 1517 1517
MES5400-24
inspection
MES5410-48
MES5500-32 1517 1517 1389 1517 843
MES5700-32
MES5400-48 3053 2925 2925 3053 2725
MES5320-24 4058 4058 3949 4058 3437
MES5316A
MES5324A
MES5332A 512 512 512 512 452
MES5300-24
MES5300-48
MaKcumanbHoe
KONMYECTBO MES5305-48 512 512 512 512 512
port/LAG/VLAN c MES5310-48 512 512 512 512 512
byHKumen IP Source MES5400-24
Guard
MES5410-48
MES5500-32 512 512 512 512 512
MES5700-32
MES5400-48 512 512 512 512 512
MES5320-24 512 512 512 512 512
MES5316A
MES5324A
MakcumansHoe MES5332A 2990 2499 2476 2990 451
KO/IMYecTBO
CTaTUYECKUX U MES5300-24
OVUHAMUYECKUX MES5300-48
3anuceit IP
MES5305-48 6063 5572 5549 6063 3523
Source Guard
MES5310-48
6063 6063 5549 6063 6063
MES5400-24
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MES5410-48
MES5500-32 5082 5082 4570 5082 2523
MES5700-32
MES5400-48 10730 10218 10218 10730 8172
MES5320-24 10240 10240 10240 10240 10240
MES5316A
MES5324A
MES5332A 2998 2505 2485 2998 457
MES5300-24
MES5300-48
MakcumanbHoe MES5305-48 6070 5565 5523 6070 3529
KO/IMYEeCTBO MESS310-48
cynaukaHTos 802.1x 6070 6070 5523 6070 6070
Multi-Session MES5400-24
MES5410-48
MES5500-32 5068 5068 45515 5068 2520
MES5700-32
MES5400-48 10706 10194 10194 10706 8172
MES5320-24 16310 16310 15798 16310 13750
MES5316A
MES5324A 1320 (ingress), | 1320 (ingress),
1320 (ingress), | 1185 (egress)/ | 1162 (egress)/ | 1320 (ingress), | 456 (ingress)/
MES5332A . .
1320 (egress) 1185 (ingress), | 1162 (ingress), 1320 (egress) 456 (egress)3
MES5300-24 1320 (egress)' | 1320 (egress)?
MES5300-48
MES5305-48
Konuuectso npasun | b e 21648 1320 (ingress), 1320 (egress)
SQinQ
MES5400-24
MES5410-48 1320 (ingress),
1320 (ingress), | 1320 (ingress), | 1320 (ingress), | 1320 (ingress), | 1209 (egress)/
MES5500-32 .
1320 (egress) 1320 (egress) 1320 (egress) 1320 (egress) | 1209 (ingress),
MES5700-32 1320 (egress)*
MES5400-48
1320 (ingress), 1320 (egress)
MES5320-24
MES5316A
MES5324A
MES5332A 2997/2997 2505/2505 2484/2484 2997/2997 457/457
MES5300-24
Konunuecteo npasun MES5300-48
MAC ACL input/
output MES5305-48 6070/6070 5577/5577 5556/5556 6070/6070 3529/3529
MES5310-48
6070/6070 6070/6070 5556/5556 6070/6070 6070/6070
MES5400-24
MES5410-48
5089/5108 5089/5108 4577/4596 5089/5108 2529/2548
MES5500-32

! Bcero 2505 npasua. [enatca B pasHbiX MPONOPLMAX MEXAY BXOAALMMMU U UCXOAALLMMM NPaBUAAMK, HO He Bonee

1320 gna kaxgoro.

2 Bcero 2482 npasuna. [lenaTtca B pasHbiX NPONOPLIMAX MEXKAY BXOAALMMM U UCXOAALLMMM NPaBUnamm, Ho He 6onee

1320 gna Kaxkgoro.

3 Bcero 456 npasu. [lenatca B pasHbIX NPONOPLUMAX MEXKAY BXOAALMMM U UCXOAALMMU NPaBUAaMK.
4 Bcero 2529 npasuna. [lenatca B pasHbIX NPONOPLMAX MEXAY BXOAALLMMM U MCXOAALMMMK NPaBuaamMm, Ho He 6onee

1320 gna Kaxkgoro.
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MES5700-32
MES5400-48 10737/10740 | 10225/10228 10225/10228 10737/10740 8177/8180
MES5320-24 16310/16310 | 16310/16310 15798/15798 16310/16310 | 13750/13750
MES5316A
2997/2997 IPv4 | 2505/2505 IPv4 | 2484/2484 IPv4 | 2997/2997 IPv4 | 457/457 IPv4
1499/1499 IPv6 | 1252/1252 IPv6 | 1242/1242 IPv6 | 1499/1499 IPv6 | 228/228 IPv6
MES5324A
MES5332A
MES5300-24
MES5300-48
Konuuecrso npasun MES5305.48 6070/6070 IPv4 | 5577/5577 IPv4 | 5556/5556 IPv4 | 6070/6070 IPv4 [3529/3529 IPv4
IPv4 van IPv6 ACL 3035/3035 IPv6 | 2788/2788 IPv6 | 2778/2778 IPv6 | 3035/3035 IPv6 |1764/1764 IPv6
input/output
put/outp MES5310-48 | 6070/6070 IPv4 | 6070/6070 IPv4 | 5556/5556 IPv4 | 6070/6070 IPv4 |6070/6070 IPv4
MES5400-24 | 3035/3035 IPv6 | 3035/3035 IPv6 | 2778/2778 IPv6 | 3035/3035 IPv6 |3035/3035 IPv6
MES5410-48
VESS500.32 5089/5108 IPv4 | 5089/5108 IPv4 | 4577/4596 IPv4 | 5089/5108 IPv4 [2529/2548 IPv4
2544/2554 [Pv6 | 2544/2554 I1Pv6 | 2288/2298 IPv6 | 2544/2554 IPv6 [1264/1274 IPv6
MES5700-32
10225/ 10737/
ssiooss [T sonipe (OB o (BT
5112/5114 IPv6 5368/5370 IPv6
16310/ 16310/ 16310/ 13750/
MES5320-24 16310 IPv4 16310 IPv4 1%22;;2;2?;5;4 16310 IPv4 13750 IPv4
8155/8155 IPv6 | 8155/8155 IPv6 8155/8155 IPv6 |6875/6875 IPv6
MES5316A
MES5324A 8125 6085 8183
MES5332A
MES5300-24
16317 14277 16375
MES5300-48
MES5305-48
ARP-3anucy MES5310-48 32701 30661 15317
MES5400-24
MES5410-48
MES5500-32 65469/98237 63421/- 48085/-
MES5700-32
MES5400-48 131005 128965 113621
MES5320-24 65468 63420 48084
MES5316A
MES5324A 8174 6085 8174
MES5332A
MES5300-24
8174 8174 8174
MES5300-48
MapuupyTbi L3 MES5305-48 14318 14318 14318
Multicast, IPv4 MES5310-48 16366 16366 15317
MES5400-24 12278 12278 12278
MES5410-48
MES5500-32 24564/8100 24564/- 24564/-
MES5700-32
MES5400-48 16366 16366 16366
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A ELTEX

| mEss32024 16370 16371 16371

XX L

.‘

Ona

DOna pekancynaumm tyHHenen VXLAN n MPLS ucnonb3ytorca pecypcbl TCAM. bnoku no 512
CTaHAAPTHbIX NPABW/1 3aHUMAIOTCA CTAaTUYECKU Cpa3y ANA BCeX TYHHeNeil u He MoryT 6biTb
pasaeneHbl c NPOYUMU CETEBbIMU CEpPBUCAMMU.

DOna vHkancynauuu VXLAN-TyHHeneit ucnonb3ytorca pecypcbl TCAM, KoTopble BblAenatorca
¥ 3aHMMAIOTCA AUHAMUYECKU U MOTYT BbITb pasaeneHbl C NPOYUMM CEeTeBbIMU CepBUCAMM.
Ona vHkancynaumm VXLAN-TyHHenei ucnonb3ylotca pecypcbl ARP-Tabaunubl, 3KBMBaNEHT-
Hble 2040 ARP-3anucam, KoTopbie 3aHMMAIOTCA CTaTUYECKU Cpa3y ANA BCeX TYHHeneu n He
MOTyT 6bITb pasaeneHbl C NPOYUMU CeTeBbIMU CepBUCAMM.

DOna nakancynauum MPLS-TyHHeneit ucnonb3syotca pecypcbl ARP-Tabaunubl, KOTopble 3aHK-
MaloTCA KaK CTaTUUYECKU, Cpasy ANA BCeX TYHHeNel, Tak U AMHaMu4yecku: 1 TyHHenb notpe6-
NAeT pecypcbl, 3KBMBaneHTHbie 4 ARP-3anucAm B 3aBUCMMOCTM OT MOAENMU YCTPOICTBA
(cm.Tabnuuy Bbiwe — BblgeneHne annapaTHbIX PecypcoB Nog AvueH3upyembid GyHKLUMO-
Han).

Ona kommytatopos MES5410-48, MES5500-32, MES5700-32 pa6ota ¢yHKLMIA TYHHEAupo-
BaHMA OrpaHMYeHa HaCTPOMKOM Npoduaa nepepacnpeseneHna annapaTHbiX pecypcos. MNpu
ucnonb3oBaHuu npodpuna min-13-max-12 paborta pyHKUMOHANA TYHHENUPOBAHUA B TEKYLL el
sepcuu NO HeBO3MOXKHa.

4.5.3 Hacmpolika napamempos cucmemol 6e3onacHocmu

obecneyeHnna 6e30MacHOCTU CUCTEMbI MCMOAL3YETCA MexaHusm AAA (ayTeHTUdMKaLms,

aBTopu3aums, ydeT). Ana wmudpoBaHMA AaHHbIX UCNOAb3yeTca mexaHu3m SSH.

Authentication (ayTeHTUdMKaLMA) — COMOCTaBAEHME 3amnpoca CyLLecTBYOWen y4ETHOM
3anucu B cucteme 6€30MacHOCTU.

Authorization (aBTopu3auua, NPoBepKa YPOBHA A0CTYyNa) — conocTasBieHne y4ETHOM 3anmcu
B cucTeme (npowealiein ayTeHTUOUKALMIO) U onpeaeéHHbIX NOJTHOMOYUIA.

Accounting (y4éT) — cnexeHue 3a NnoTpebeHneM pecypcoB MnoJib30BaTesIeM.

MpK MCNONb30BaHMM HACTPOEK YCTPOWCTBA MO YMOMYAHMIO UMA Nosib3oBaTens — admin, naponb —
admin. MNaponb HasHayaeTcA Nonb3oBaTesemM. B ciyyae ecan naponb yTpayeH, MOXKHO Mepesarpysutb

YCTpOICTBO

M Yyepes cepuiiHbIi NOPT NpPepBaTb 3arpysKy, HaXKaB Knasuwy <Esc> unu <Enter> B TeyeHue

nepBbIX ABYX CEKYHZ Noc/e NosABAeHUA COobLLeHnn aBTo3arpysku. OTKpoeTcs meHto Startup, B KOTOpom
HY»KHO 3aMyCTUTb NpoLEeAypY BOCcCTaHoBAeHUA naponsa ([2] Password Recovery Procedure).

Y
Y

Monb3osaTtenb no ymonuauuio (admin/admin) cywecteyer Ao Tex nop, NoOKa He CO34aH Aio-
601 gpyroii nonb3oBaTteNb C ypoBHeM npusunerui 15.

Mpu yaaneHun Bcex co3gaHHbIX Nonb3oBaTenen ¢ 15 yposHem npusuaeruin ocTyn K Kom-
myTaTopy byaeT ocywiecTBaATbLCA NOA Nosb3osaTtesniem no ymonudawuio (admin/admin).

Ana obecneyeHus nepBOHaqaanoﬁ 6e3onacHoCTH napo/Jib B CUCTEME MOXHO 3a4aTb ANA CEPBUNCOB!

KoHconb (noaxntoyeHme yepes cepuitHblin NopT);
Telnet;
SSH.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 123
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4.5.3.1 YcmaHoeKa naposs 0718 KOHCoAu

console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# line console

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password console

B oTBeT Ha npuraaleHne BBECTU NapO/b BO BPEMS PErMCTPALLIMM B YCTPOMCTBE Yepes ceaHC KOHCOMN
BBEAUTE Naponb — console.

4.5.3.2 YcmaHosKa napons 0ns Telnet

aaa authentication login default line
aaa authentication enable default line

console (config)
console (config)
console (config)# ip telnet server

( #

( #

(
console (config)# line telnet

(

(

(

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password telnet

B oTBeT Ha NpurnalleHne BBECTU Napoab BO BPeMAa perncrpauum B yCTpoicTee Yepes ceaHc Telnet
BBeAuTe naposb — telnet.

4.5.3.3 YcmaHoska napons onsa SSH

console (config) # aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# ip ssh server

console (config) # line ssh

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

B oTBeT Ha npuraaweHne BBECTM Napo/b BO BPeMS PerMcTpauMu B YCTPOMCTBe yepes ceaHc SSH
BBeguTe Naposb — ssh.

4.5.4 Hacmpoiika 6aHHepa

[na ynobcTBa aKCnyaTaumm yCTPoOMCTBa MOXKHO 3a4aTb 6aHHep — cooblieHne, cogepKallee ntobyio
nHdopmaumto. Hanpumep:

console (config) # banner exec;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPABJEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHAHOM CTPOKMU

Ona KoHPUrypauumn HacTPOEK KOMMYTATOPA UCMOJIb3YETCH HECKOIbKO PEXKMMOB. B KaXKaoM pexnme
OOCTyrneH onpeaeneHHbli CNMCOK KOMaHA. BBoa cMMBONA «?» CAYXKUT gns nNpocmoTpa Habopa KomaHg,
OOCTYTMHbIX B KaXK40M U3 PEXUMOB.

[na nepexoda M3 04HOTO peXxuma B APYroi MCNoNb3ykoTCA cneumanbHble KoMaHgbl. MepedeHb
CYLLLECTBYIOLLMX PEXMMOB U KOMaH/, BXOAa B PEXKMM:

KomaHOHbili pexcum (EXEC), naHHbIM pexXum AOCTyNeH cpasy nocae yCcnewHol 3arpy3km KommyTa-
TOpa M BBOAA MMEHM NOb30BaTENS U NapoAs (418 HENPUBMAETMPOBAHHOTO NoAb30BaTens). MNpurnawexne
CUCTEMbI B 3TOM PEXMME COCTOMT U3 MMeHn ycTpoiicTBa (host name) u cumsona “>”.

console>

Mpuesune2uposaHHbiii KOMaHOHbIl pexcum (Privileged EXEC), naHHbIN pesknm AOCTYNeH cpasy no-
C/e ycrewHoM 3arpy3kM KoMmyTaTopa, BBOAa MMEHU MoJib30BaTeNn U napons. NpurnaleHne cuctemol B
3TOM peXume COCTOUT U3 MMeHU ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanwvHoli KoHpu2ypayuu (global configuration), naHHbIN peXxnum npegHasHayYeH anq 3a-
OaHMA 06LWMX HacTpoeK KommyTaTopa. KomaHab! pexxnma rnobanbHOM KOHOUTypaumm AOCTYNHbI U3 to-
60ro nogpexunuma KoHdUrypaumun. Bxog B perknm ocyLLecTBaseTcA KOMaH4OM configure.

console# configure
console (config) #

Pexcum KoHgpuzypayuu mepmuHana (line configuration), paHHbli pexxMm npeaHasHayveH Aa KoH-
durypaumm, ceasaHHoM ¢ paboToit TepMmuHana. Bxoa B pexmMm ocyliecTBaseTcs U3 pexuma rnobanbHom

KOHbUrypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOobl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;
console>

Tabnunua 37 — ba3oBble KOMaHAbl, AOCTYMNHbIE B pexxume EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
o ymoa4aHuro
enable [priv] priv: (1..15)/15 MepeknoUnTLCS B NPUBUAETMPOBAHHDBIN PEXMUM (€CN 3HAYEeHne
He yKa3aHo — TO ypOBeHb npusuaerni 15).
login - 3aBepLUeHue TEKYLLEW CECCUM U CMEHA NOb30BaTeN .
exit - 3aKpbITb aKTUBHYIO TEPMUHAJ/IBHYIO CECCUIO.
help 3anpoc cnpaBo4HoOW MHPopmauum o paboTe mHTepdelica Ko-
i MaHAHOW CTPOKM
Ethernet-kommymamopel cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES35001-10P, MES3500I-8P8F, MES35001-24F, MES5312, 125
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show history

MoKasaTb UCTOPUIO KOMaHZA, BBEAEHHbIX B TEKYLLEN TePMUHANb-
HOM ceccum.

show privilege

MoKasaTb ypOBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

-/dYHKLMA BKAKOYEHA

BKAOUNTL OYHKLMIO COXPAHEHMA UCTOPUMN BBEAEHHbIX KOMaHA,
08 TEKyLLeN TEPMUHANbHOW CECCUU.

OTKNOUUTL GYHKLMIO COXPAHEHUA UCTOPUN BBELEHHbIX KOMAHA,
ANA TEKyLel TepMUHANbHOM ceccuum.

terminal history size size

terminal no history size

size: (10..207)/10

M3meHUTb pasmep Bydepa NCTOpMM BBEAEHHbIX KOMaHA ANA Te-
Kylien TEpMUHANbHOM ceccuu.

YCTaHOBWUTb 3HAYEHME NO YMO4aHUIO.

terminal datadump

terminal no datadump

-/BblBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OT06pa3nTb BbIBOA KOMaHA, 6e3 pa3aeneHusa Ha CTpaHuubl (pas-
OeNeHne BbIBO4A CMPABKM MO CTPaHMLLAM OCYLLECTBAAETCA CTPO-
Koi: More: <space>, Quit: q or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

terminal prompt

terminal no prompt

-/byHKUMA BRAKOYEHA

BK/IOUUTB MOATBEPXKAEHMNE Nepes, BbINONHEHNEM HEKOTOPbIX KO-
MaHA,

OTK/IOUYNUTb MOATBEPXKAEHME Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6baHHepoB.

KomaHOwb1 pexcuma Privileged EXEC

3anpoc KoMaHAHOW CTPOKM UMEET C/ieayoLmnin BuA,

console#

Tabnunua 38 — basoBble KoMaHAbl, 4OCTYMNHblE B pexkume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbcA B KOMaHAHbIV pexum (EXEC) u3 npusmaerMpoBaHHoro
KOMaHAHoro pexkmma (Privileged EXEC).

configure[terminal]

MepeiTn B pemm KoHOUrypaumm.

debug-mode

MepeiTn B peXXMM OTNALKM.

KomaHObI, 0ocmyrnHbie 80 8CeX peXUMax KOH@du2ypayuu

3anpoc KOMaHAHOW CTPOKM MMEET OAMH M3 CleayoLLmMX BUOOB:

console#
console (config) #

console (config-line) #

Tabnnua 39 — ba3oBble KOMaHAbI, AOCTYMHbIE BO BCEX PEKMMAX KOHOUTypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit BbIliT 13 n06Oro pexkmma KOHPUrypaLmm Ha ypoBeHb Bbllle B
i mnepapxmmn komang, CLI.

end BbIliTV U3 nt060ro perkMuma KoHOUrypauum B KOMaHAHbIN pexrum
) (Privileged EXEC).

do ) BbINONHWUTbL KOMaHAY KOMaHAHOro ypoBHa (EXEC) u3 noboro pe-

KMMa KOHOUrypaumu.
help - BbIBOAWT CNpaBKy NO UCMONb3yeMbIM KOMaHAAM.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua;
console (confiqg) #

Tabnunuya 40 — ba3oBble KOMaHAbl, 4OCTYMHbIE B peXXnme KoHdUrypaumm

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymosn4aHuro

banner exec d message_text d 3apaTb TeKCT coobLLeHUa exec (Mpumep: NoNb3oBaTeNb yCNewHo
BOLLEN B CUCTEMY) U BK/IOYUTL BbIBOZ, Ha 3KPaH.
- d — pa3genutens;
- message_text — TEKCT coobuieHnn (B cTpoke 4o 510 cMmBo/I0B,
o6uee 2000 cMmBONOB).
MoapepKnBaemble NepemeHHble U UX 3HaYeHUA B KOHUrypa-
uuu:
- $(hostname) — hostname;

- - $(domain) — ip domain name;

- S(location) — snmp-server location;
- S(contact) — snmp-server contact;
- $(mac-address) — MAC-aapec ycTpolicTBa;
MNoapepxnsaemble GopmaTMpOBaHME TEKCTA:
- S(inverse)<TEXT>S(inverse) — no3sonseT MHBEPTMPOBATbL LiBET
CUMBONA;
- $(bold)<TEST>$(bold) — yTonwset cumsonn.

no banner exec YAanuTb TEKCT COOBLLEHUNA exec.

banner login d message_text d 3apaTb TeKcT coobuieHun login (MHPopmaumoHHoe coobuyeHme,
KOTOpoe oTobparkaeTcs nepes BBOAOM UMEHMU MO/b30BaTeNs U
napoAs), U BKAOYUTb BbIBOA, HA IKPaH.
- d — pasgenutens;
- message_text — TeKCT coobuieHnn (B cTpoke Ao 510 cumBo0B,
o6uee 2000 cumBONOB).
MoffepKrBaeMble NMepemeHHble U UX 3HaYeHWUsA B KOHOUrypa-
TIZE
- S(hostname) — hostname;
- $(domain) — ip domain name;

) - $(location) — snmp-server location;
- S(contact) — snmp-server contact;
- $(mac-address) — MAC-agpec ycTpoicTsa.
MNoapepxnBaemble GoOpMaTUPOBAHME TEKCTA:
- $(inverse)<TEXT>S$(inverse) — no3BonseT MHBEPTUPOBATb LBET
CUMBONA;
- $(bold)<TEST>$(bold) — yTonwset cumsonn.
’ | Npu nogknioueHnn no SSH popmatupoBaHue Tekcra
N He pabortaert.
no banner login Y8anuTb TekcT coobuieHun login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

3anpoc KOMaHAHOM CTPOKU B peKnme KoOHGUrypaumm TepmmHana MMeeT cieayowmnin Bua;.
console (config-line) #

Tabnuua 41 — ba3oBble KOMaHAbI, AOCTYMHbIE B PEXMME KOHPUTYPALMM TEPMUHANA

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymona4vyaHuro
history BKtoUNTb GYHKLMIO COXPAHEHUA NCTOPUU BBEAEHHbBIX KOMaHA,
- -/dYHKLMA BKAKOYEHA
no history BbIKNHOUNTL PYHKLMIO COXPAHEHUSA MCTOPUMN BBEAEHHbIX KOMAHA,.
history size size size: (10..207)/10 N3meHunTb pasmep bydepa ncTopun BBeAEHHbIX KOMaHA,
Ethernet-kommymamopel cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312, 127
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no history size YCTaHOBWTb 3HAYEHME MO YMONYAHWIO.
exec-timeout timeout timeout: (0..65535)/10 | 3agaTb TallmM-ayT TeKylLen TEPMUHANbHOW CECCUUN B MUHYTaX.
no exec-timeout MWHYT YCTaHOBWTb 3HAYEHME MO YMONYAHWIO.

5.2 ®unbrpauyma coobuieHnii KoOMaHAHOM CTPOKKU

dunbTpauma coobLLEeHN NO3BONAET YMEHbLWUTL 06bemM 0TObparkaemblxX 4aHHbIX B OTBET Ha 3aMnpochl
no/sib3oBaTensa U 0bnerynTb NONCK HeobxoaANMoN MHbopmaLmun. Ans punbTpaunm MHGopmauum Tpebyercs
[06aBUTb B KOHEL, KOMaHAHOM CTPOKM CMMBOA «|» M MCNO/Mb30BaTb OAHY M3 ONUMA GUAbTPaLMM,
nepeyncaeHHbIx B Tabamue.

5.3 MNepeHanpaBneHue BbiBoga KoMmaHpg, CLI B npousBonbHbiN ¢pann Ha MN3Y

NHTepdelric KomaHAHOW CTPOKKU NPeaoCcTaBAsET BO3MOMXKHOCTb NepeHanpaBieHna BbIBOAA KOMaHA,
B NPOM3BObHbIM $alin Ha M3Y.

[nsa Toro 4ytobbl KONMPOBaTL BbIBOA, KOMaHAbl B Gpaiin (nepesanucatb ¢pain, ecam Takow yKe cy-
LecTeyer), TpebyeTtca nocne Habopa KomaHAabl 0TobpaXKeHUs MHGopPMaUUKM 406aBUTb CUMBON «>» U YKa-
3aTb umsa daina. [lns Toro, 4Tobbl KONMPOBATb BbIBOA KOMaHAbI B KOHel, ¢alina, nociae Habopa KoMaHapb!
oTobpaxeHna MHPopMaLumn 406aBUTb CUMBOA «>>» U YKazaTb Uma daitna. Nprumep MCnob3oBaHUA:

console# show system >> flash://directory/filename

MNepeHanpaBnATb BbIBOG, KOMaHA, B ¢aiin MOXKeT TONbKO Nonb3osaTtenb ¢ 15 yposBHem npu-
BUANErvid.

.‘

Tabnunua 42 — KomaHabl perkmnma rnobanbHoM KoOHGUrypauum

Memod 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
begin pattern MweT nepBoe coBnageHue ¢ WaboHOM B Ha4asie CTPOKM U BbIBO-
AWT BCE CTPOKM 3a Hell.
include pattern ) BbIBOAMT BCE CTPOKM, cogeprKalyme WwabioH.
exclude pattern BbIBOAUT BCE CTPOKM, He cogepsKalume WwabnoH.

5.4 HacTpoiiKa MaKpOKOMaHJA,

[aHHas dyHKUMA no3BonseT co3gasatb yHUMUMpPOBAHHbIEe HABOPbl KOMaHA — MaKpOoChl, KOTOpble
MOXHO BNOCNeACTBUN NPUMEHATbL B MPoLEecce KoHOUrypaumum.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnnua 43 — KomaHabl perkrma rnobanbHom KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

macro name word [ track
object-id [ state _
activation_state_]]

no macro name word

word: (1..32)
CUMBO/IOB;
object: (1..64);
activation_state:
(any, up, down)/any

Co3paeT HOBbI HAboOp KOMaHA, ecnn Habop C TaKUM UMEHeM Cy-
LecTByeT — nepesanucbiBaet ero. Habop KomaHg, BBOAMUTCA MO-
CTPOYHO. 3aKOHYMTb MaKPOC MOMKHO C NMOMOLLbIO cMMmBOAa “@”.
MaKcumanbHaa annHa makpoca — 510 cumBosios. B Tene mak-
poca MOXHO MCNO/Ab30BaThb A0 TPEX NepeMeHHbIX B KOHUrypa-
unn. Ecnam 3agaH napametp track, makpoc bygeTt akTMBMpPOBaH
npu nameHeHmm TRACK-ob6bekTa ¢ Homepom object-id B cooTBeT-
CTBMM C NnapameTpom state (Up — aKkTMBaUMA NpWU nepexope U3
coctosiHna DOWN B coctosHue UP, down — aKTuBauus npu ne-
pexoge u3 coctoaHua UP B coctoaHne DOWN, any — akTtuBauusa
npv Ntlobom M3meHeHUn cocTosHUA). MaKkpoc He MOXKeT BbITb aK-
TMBMpOBaH M3MmeHeHnem TRACK-ob6bekTa npu Hanumumm nepe-
MEHHbIX B Tene.

Ypanaert ykasaHHbI Makpoc.

macro global apply word

word: (1..32) cumBonos

Mp1MMeHAEeT yKasaHHbI MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro global description word

no macro global description

word: (1..160)
CUMBOIOB

Co34aeT CTPOKY-AECKPUNTOP rNobanbHOro makpoca.

YpanseT cTpOKy-AeCcKpmnTop.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 44 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

macro trace word

word: (1..32) cumBonos

MpuMmeHAEeT yKasaHHbI MaKpocC.

MpoBepseT yKasaHHbIM MaKpoC Ha BaIMAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]
| name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
word: (1..32) cumsonos

OTo6pa>KaeT napameTpbl HACTPOEHHbIX MAaKPOCOB Ha yCTpOﬁCTBe.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KoMaHAHOWM CTPOKM pexxnma KoHdUrypaumm nHtepoeinca:

console (config-if)#

Tabnunua 45 — KomaHapl pexknma KoHburypaumm nHtepdeitca

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuio

Aeiicmeue

macro apply word

word: (1..32) cumsonos

MpumeHseT yKasaHHbIN MaKpoc.

macro trace word

word: (1..32) cumsonoB

MpoBepseT yKazaHHbI MaKpOC Ha BaANAHOCTb.
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macro description word

word: (1..160)

no macro description

CMMBO/1I0B

YcTaHaB/MBaeT CTPOKY-AECKPUNTOP MaKpoca.

YpansaeT cTpoKy-4eckpunTop.

5.5 KomaHpgbl ynpaBaeHUA cuctemom

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 46 — KomaHapl ynpaBaeHua cuctemon B pexknume EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [vrf
vrf_name] [size size] [count
count] [timeout timeout]
[source A.B.C.D] [df]

vrf_name: (1..32) cumsona;
host: (1..158) cumBonoB;
size: (64..9000)/64 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/
2000 mc

KomaHaa cnyxuT ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY y3ny CeTH, a TaKXKe ANA KOHTPonA
nocrynatowmx otsetos (ICMP Echo-Reply).

- vrf_name — ums BUPTyanbHON 06nacTn maplupyTU3aumu;

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — pomeHHOEe UMA y3na ceTw;

- Size — pa3mep NakeTa ANA OTNPaBKK, KoanyecTBo BaWT B NakeTe;
- count — KOIMYECTBO NAKETOB ANA Nepesayu;

- timeout — Bpema 0XXnAaHWA O0TBETa Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBonos;
size: (68..1518)/68 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
MC

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npoTtokona ICMP ykasaHHOMY Y31y CeTW, a TaKKe A1A KOHTPOANA
nocrtynatowux oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-appec y3na cetu;

- host — pomeHHOE UMA y3na ceTu;

- Size — pa3mep NakeTa ANs OTNPaBKKU, KOAMYECTBO BalT B NakeTe;
- count — KONNYeCTBO NaKeToB ANA nepenayn;

- timeout — Bpema 0XKMAaHWA OTBeTa Ha 3anpoc.

traceroute ip {A.B.C.D | host}
[vrf vrf_name] [size size] [ttl
ttl] [count count] [timeout
timeout] [source ip_address]

vrf_name: (1..32) cumBona;
host: (1..158) cumBoN0B;
size: (64..1518)/64 6aur;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;

OnpepeneHne maplupyTa Tpaduka L0 y31a Ha3HaYeHUs.
- vrf_name — ums BUpPTyanbHOM 061aCTM MapLLpyTU3aLNK;
- A.B.C.D — IPv4-apgpec y3na cetu.
- host — pomeHHOE UMA y3na ceTu;
- Size — pa3mep NakeTa ANA OTNPaBKK, KonYecTBo BaWT B NakeTe;
- tt/ — MaKcMmanbHOe KONMYECTBO Y4acTKOB B MapLUpyTe;
- count — KONMYeCTBO MOMbITOK Mepefayn MNakeTa Ha KaXKaom
yyacTke;
- timeout — Bpema OXunAaHUA oTBeTa Ha 3anpoc;
- IP_address — |P-agpec uMHTepdeiica KommyTaTopa, MCNob3lye-
MblIVi 417 Nepefayv NakeTos;
V OnucaHue owU60K NPU BbINONHEHUU KOMAHA U pe3yb-

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonos;
size: (66..1518)/66 baitr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 c;

TaToOB NpuBeAeHo B Tabanuax 48, 49.
OnpeaeneHne maplpyTta TpadurKa 40 y3na HazHaAYeHUs.
- A.B.C.D.E.F — IPv6-agpec y3na cetu.
- host — pomeHHOe UMA y3na ceTu;
- Size — pa3mep NakeTa ANs OTNPABKKU, KOAMYECTBO BalT B NakeTe;
- tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLLpyTe;
- count — KONWYeCTBO MOMbITOK Mepefayn NakeTa Ha Kaxgom
yyacTke;
- timeout — BpemMA 0XKMAaHWA OTBETa Ha 3anpoc;
- IP_address — |IP-appec uHTepderica KommyTaTtopa, UCNosb3ye-
Mblli ANA Nepesayn NakeTos.

OnucaHue oWwn60K NPK BbINOHEHUN KOMAHA, U pe3yb-
V TaToB NpuBeAeHo B Tabaunuax 48, 49.
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telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OT1kpbiTMe TELNET-ceccumn gns y3na cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — pomeHHOE UMA y31a ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cnyxba Telnet;
- keyword — knto4eBoe cnoBo.
V OnucaHue cneuuanbHbiXx KomaHga Telnet u KnloueBbIxX

ssh {A.B.C.D | host} [port]
[vrf vrf_name] [keyword1...]

host: (1..158) cumsonos;
port: (1..65535)/22;
vrf_name: (1..32) cumBonos

CNoB npuBepeHo B Tabauuyax 50, 51.
OTKpbITMe SSH-ceccumn gns y3na cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — LoMeHHOE UMsA y3Na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT ciyxba SSH;

- vrf_name — ums BUPTyanbHON 061acTN MapLupyTU3aLmuK;
- keyword — KntouyeBoe cnoBso.

V OnucaHue KnoveBbiX CNOB NpuseaeHo B Tabauue 51.

resume [connection]

connection:
(1..5)/nocneaHss
YCTAaHOB/IEHHAA ceccus

MepekntoyeHWe Ha Apyryto ycTaHoBAeHHyto Telnet-ceccuio.
- connection — HoMep ycTaHOB/IeHHOM telnet-ceccum.

show users [accounts]

OTtobparkeHne MHOOPMALMM O NOL30OBATENAX, MCMONb3YHOLLNX
pecypcbl yCTpoicTBa.

show sessions

OTobparkeHne MHPopMaLMKM 06 OTKPBITLIX CECCUAX K YAaNEHHbIM
yCTpoKCTBaM.

show system

BbiBOA, CUCTEMHOWN MHPOPMALUN.

show system id [unit unit]

OTobparkeHne cepmMitHOro Homepa yCTPOMCTBa.

unit: (1..8)/- . o
- Unit — HOMep yCTPOICTBa B CTEKE.
show system [unit unit] unit: (1..8)/- OTo§pameHme CMCTeIY\HoD'I MHbOpPMaLMM KOMMyTaTopa.
- Unit — HOMep yCTPOICTBa B CTEKE.
show system fans [unit unit] unit: (1..8)/- OTo§pameHme l/IHCbOEME]LI,VIVI 0 COCTOAHUU BEHTUNATOPOB.
- unit — HoMep yCTPOWCTBa B CTEKe.
show system power-supply - OtobparkeHne MHGOPMaLMU O COCTOAHUN UCTOYHUKOB MUTAHWUA.
show system sensors - OTobparkeHne MHGOPMALMU TEMMNEPATYPHbIX AATYMKOB.
show version OTobparkeHne TekyLLel BEPCUMN CUCTEMHOTO NPOrpammHoro obec-
i neyeHunsa ycTpomncTea.
show hardware version - OtobparkaeT nHdopmaumio o6 annapaTHOW Bepcum nnatbl
show system router OTobparkeHne pazmepa 1 3aHATOCTM annapaTHbIX TabauL, yCTPon-
resources CTBa (MapLupyTU3auum, cocesiei, nHtepoelicos).
show system tcam utilization OTobparkeHne 3arpysku pecypcoB namsatm TCAM (onpepeneHHo
[unit unit] unit: (1..8)/- agpecyemasn namaTb).

- unit — HOMep YCTPOICTBa B CTeKe.

show tasks utilization

OTo6parkeHne YPOBHA 3arpy3Ku PecypcoB LLeHTPaAbHOro npouec-
Copa KOMMYTaTOpa 414 KaXK40ro CUCTEMHOrO npoLecca.
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show tech-support [config | OTobparkeHne nHdopmaLmm 0b ycTpolicTee, Heobxoanmon gns
memory] HaYyaNbHOM AMArHOCTUKKM Npobaem.
BbiBO4 KOMaHAbI NpeacTaBaseT coboit KombuHauuo

V BbIBOAOB NEePeyYnC/eHHbIX HUXKe KOMaHA:

e show clock

e show system

e show version

e  show bootvar

e  show running-config

e show ip interface

e  show ipv6 interface

e  show spanning-tree active

e  show stack

e show stack configuration

e  show stack links details

e show interfaces status

e show interfaces counters

o show interfaces utilization

e show interfaces te1/0/xx

e show fiber-ports optical-transceiver

e show interfaces channel-group

e show cpu utilization

e show cpu input-rate detailed

e show tasks utilization

e show mac address-table count

e showarp

e show errdisable interfaces

e showvlan

e show ip igmp snooping groups

e  show ip igmp snooping mrouter

e show ipv6 mld snooping groups

e  show ipv6 mld snooping mrouter

e show logging file

e show logging

e show users

e show sessions

e show system router resource

e  show system tcam utilization

show system forwarding OTo6pasnTb TEKYLLMI, YyCTaHABAIMBAEMbI NOCAE Nepe3arpysku u
resources - [JOCTynNHble ANA UCMNONb30BAHUA PEXUMbI pacnpeaeseHuns anna-
paTHbIX pecypcos.

KomaHpa «show sessions» 0106pa)KaeT BCe yaasieHHble coeagunHeHNA TOJIbKO U3 TEKyI.IJ,EVI
vad ceccuu. [laHHaA KOMaHAA UCNONb3yeTCA CneayoWwmum 06p830M:

1. BbINOAHUTb NOAKNIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYTaTOpa € NOMOLLbIO
Telnet nnun SSH;

2. BepHyTbcAa B poauTeNnbCKylo ceccuio (Ha KommyTatop). [nA 3TOro HaXartb
KombuHauuio knasuw <Ctrl+Shift+6>, oTnyctutb M HaxaTtb <x> (MKc). Mpousongéer
nepexoA B pOAUTE/NIbCKYIO CECCUIO;

3. BbinonHuUTb KomaHgy «show sessions». B Tabnuue [0AXHbI NPUCYTCTBOBaTb BCe
ucxopsduume coegMHeHUn B TeKylei ceccum;

4. Ana TOro utobbl BEpPHYTbCA K CEcCMU YyAanéHHoOro ycTpoiictea, Heob6xogumo
BbINO/IHUTb KOMaHAy «resume N», rae N — Homep coeaguMHeHUA U3 BbIBOAA KOMaHAbI
«show sessions».
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KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexume Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 47 — KomaHabl ynpaBaeHus cuctemomn B pexkmme Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

reload [unit unit_id]

KomaHaa cny»KuT ana nepesanycka ycTponcTaa.

unit_id: (1..8)/- L o
- unit_id — Homep ycTpoWCTBa B CTEKE.
reload in {minutes | hh:mm} minutes: (1..999); YCcTaHOBKa NPOMEXKYTKa BPEMEHM, Yepe3 KOTOopbli npousoinger
hh: (0..23), mm: (0..59). | oT/n0XeHHas Nnepesarpyska ycTPoOMcTea.
reload at hh:mm hh: (0..23), mm: (0..59). | YcTaHOBKa BpemMeHM nepesarpyskun ycTpoicTea.

reload cancel -

OTmeHa OTNI0KeHHOro nepesanycka.

boot password password

no boot password

YcTaHoBKa napos Ha bootrom.

YpaneHue napons Ha bootrom.

show cpu utilization

OTo6paskeHne CTaTUCTUKM MO YPOBHIO 3arpy3kuM PecypcoB LieH-
TpanbHOro Npoteccopa.

show cpu input rate

OTobparkeHWe CTaTUCTUKM MO CKOPOCTU BXOAALLMX Kagpos, obpa-
6aTbiBaEeMbIX NPOLLECCOPOM.

show cpu input-rate detailed

OTOb6parkeHne CTaTUCTMKM MO CKOPOCTM BXOAALLMX KaapoBs, obpa-
6aTbiBaeMbIX MPOLLECCOPOM MO TUMY TpaduKa.

show cpu thresholds -

OTobparkeHne cn1cka HacTpoeHHbIX noporos gns CPU.

show memory thresholds -

OTobparkeHWe cN1cKa HacTPOEeHHbIX Noporos aasa RAM.

show sensor thresholds -

OTO6parkeHne cnuncka Noporos 419 AaTYMKOB.

show storage thresholds -

OTobparkeHne cn1cka Noporos A5 pas3fenioB YyCTPOUCTB.

show storage devices -

OTobparkeHne 3HayeHut ob6bema 1 ceoboaHoi namaTtu MN3Y.

Mpumep ncnoab3oBaHUA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Type Esc to abort.

3 x * %

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets

1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec
2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec

Tabnnuya 48 — OnucaHue pe3ynbTaToB BbINOJIHEHUA KOMaHAb! traceroute

Mone OnucaHue
1 MopAAKOBbLIA HOMEP MapLIPYTM3aTopa B MYTU K YKa3aHHOMY Y31y CeTu.
gateway.eltex CeTeBO€e MMA 3TOrO MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a riompoe nakeT 6bln NepeAaH M BEpHY/CA OT MapLlwpyTnsaTopa. YKasbiBaeTca
ONA KaXKA0M NonbITKM nepesayn nakera.
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Mpw BbINOSIHEHUN KOMaHAbI traceroute moryT I'IpOM30l\/'1TM OLLIVI6KM, onucaHue ownboK npmneeaeHo B

Tabnuue 49.

Tabnmua 49 — OWMBKM Npu BbINOIHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* Tanm-ayT Npu NONbITKE Nepeaayn naketa.
? HeunsBecTHbIM TN NakeTa.
A ALMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NPU BAOKMPOBAHMMU UCXOAALLErO
Tpaduka no npasuaam B Tabanue goctyna ACL.
F TpebyeTca pparmeHTaumna n yctaHoBKka 6mTos DF.
H Y3en cety HeOCTyMeH.
N CeTb HegOCTYMHa.
P MpoTOKON HeaOoCTyNEH.
Q NCTOYHMK NnoaasneH.
R NcTekno Bpems NOBTOPHOM cbopKu dparmeHTa.
S OwnbKa ncxoasallero mapLupyTa.
U MopT HepocTyneH.

MporpammHoe obecneyeHre Telnet KOMMyTaToOpoB NOAAEPKMBAET cheuuanbHble KOMaHAbl —
dYHKLMM KOHTPOANA TepMMHana. aa BXoZa B PEXUM creumanbHbiX KOMaHg, BO Bpems akTMBHOM Telnet-
CECCMU UCMOIb3YEeTCA KOMOUHAUMA Knasuw <Ctrl+shift+6>.

Tabnuua 50 — CneumanbHble KomaHabl Telnet

CrieyuanbHAA KOMAHOA Ha3HayeHue
A b Mepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN h Mepeaatb no telnet yganeHue cumsona (EC).
Ao Mepeaatb no telnet npekpalyeHne Bbisoaa (AO).
AN Mepeaatb no telnet coobuwieHne «Are You There?» (AYT) ANA KOHTPOAA NOAKNOYEHMS.
ANy Mepepaatb no telnet ctupanue ctpoku (EL).
AN X Bo3BpaT B peMM KOMaHAHOMN CTPOKMU.

TaKKe BO3MOXKHO MCMO/Ib30BaHME AOMNOHUTE/IbHBIX ONLMIA Npu OTKPbITMKM Telnet- n SSH-ceccui:

Tabnunua 51 — Knrouesble cnoBa, McNosib3yemble Npu oTKpbITUKM Telnet- n SSH-ceccnit

Onyusa OnucaHue
/echo JloKanbHO BKAtOYaeT pyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCO/b).
/password Onpegendaet naponb Ana Bxoaa Ha SSH-cepsep.
/quiet He ponycKaet BbIBOA Bcex coobuieHunit nporpammHoro obecneveHus Telnet.

/source-interface

OnpeaensieT MHTePdENC-UCTOYHUK.

BktoyaeT 06paboTKy MOTOKa, KOTOPbIN paspellaeT HesawwmweHHoe TCP-coeguHeHne
6e3 KoHTpona nocnegosatensHocTtei Telnet. MoTokoBoe coegnHeHue He obpabaTbiBaeT

/stream Telnet-onumn 1 MoXKeT NCNONB30BaTbLCA ANA NOAKAOYEHMA K NOPTAM, HA KOTOPbIX 3any-
LeHbl nporpammbl KonuposaHua UNIX-to-UNIX (UUCP) nnbo apyrve npoTOKObI, He fiB-
naowmecs Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena gnAa exoga Ha SSH-cepsep.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoM KOHGUTypauum MmeeT caeayowmii Bua,:
console (confiqg) #

Tabnnua 52 — KomaHabl ynpaBaeHWs CUCTEMOM B perKMMe rNob6anbHOM KOHPUrypaLmm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymon4aHuio

hostname name name: (1..160) KomaHza cnyuT ana 3afaHus ceTeBoro MMeHM yCTPOMICTBA.

no hostname CMMBO/I0B/- BepHyTb ceTeBOe MMA YCTPOMCTBA B 3HAYEHUE MO YMOYAHUIO.

service tasks-utilization PaspewnTb yCTPOMCTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
pPecypcoB LEHTPANbHOIO NpoLeccopa KOMMyTaTopa A/a Kaxaoro
CUCTEMHOrO npouecca.

- — -/BKAtOYEHO —

no service tasks-utilization 3anpeTuTb YCTPOWCTBY MPOrPAaMMHO M3MEPATb YPOBEHb 3arpy3ku
pPecypcoB LEHTPaNbHOIo NpoLeccopa KOMMYTaTopa 418 KaxK4oro
CUCTEMHOrO npouecca.

service cpu-utilization PaspewnTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pPecypcoB LLEHTPaAbHOro NpoL,eccopa KOMMyTaTopa.

- — -/BKAtOYEHO -

no service cpu-utilization 3anpeTnTb YCTPOMCTBY NPOrpaMmMHO U3MepPATb YPOBEHb 3arpy3ku
pPecypcoB LLEHTPaAbHOrO NPoL,Eeccopa KOMMyTaTopa.

service cpu-input-rate PaspewnTb ycTpOMCTBY NPOrpaMMHO M3MEPATb CKOPOCTb BXOAA-
LLMX KagpoB, 06pabaTbiBaeMblX LLEHTPaAIbHbIM NPOLECCOPOM KOM-
myTaTopa.

-/BKAtOYEHO

no service cpu-input-rate

3anpeTuTb YCTPOMCTBY NPOrPaMMHO U3MEPATb CKOPOCTb BXOAALLMX
Kagpos, o6pabaTbiBaeMbiX LLEHTPaAIbHbIM NPOLLECCOPOM KOMMYTa-
Topa.

service cpu-rate-limits traffic
pps

no service cpu-rate-limits
traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options, other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YcTtaHoBKa Ha CPU orpaHnyeHMa CKOPOCTM BXOAALMX KagpoB AnA
onpeaeneHHoro Tuna Tpadpuka.
- pps — NaKeTOB B CEKYHAY.

V Peanusyert ¢pyHKumio CoPP (Control plane protection).

BoccTaHaB/MBaeT 3HaYeHWe pps Mo YMONYAHUIO ANA OnpeseneH-
Horo TpaduKa.

syn);
pps: 8..2048

service password-recovery PaspewnTb BOCCTaHOB/IEHWE MAPOAsA 4Yepe3 3arpy3ouHoe MeHHo

«password recovery procedure» ¢ coxpaHeHnem KoHbUrypauuu.
no service password-recovery /enabled PaspewnTs BOCCTaHOB/MIEHWE MApPONA 4Yepe3 3arpy3oyHoe MeHHo

«password recovery procedure» ¢ yaaneHmem KoHoOUrypauuu.
link-flap prevention enable BKntounTb NpegoTepalieHme GaannuHra IMHKa.
link-flap prevention disable /enabled OTKNOYUTL NpeaoTBpalleHne GaannuHra MHKa.
service mirror-configuration Co34aBaTb pe3epBHYHO KOMUIO TEKYLWEN KOHPUTypauun.
no service -/enabled OTKNOYUTL KONUPOBaHWUE TeKyLLEe KoHbUTypauuu.

mirror-configuration
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cpu threshold index index inter-
val relation value [flap-interval
[severity level]
[notify {enable | disable}] [re-
covery-notify {enable | disa-

flap_interval]

ble}]

no cpu threshold index index

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apatb nopor gas 3arpysku CPU.

- index — NPoOn3BO/IbHBIN MHAEKC NOPOra;

- interval — nHTepBan namepeHua 3arpysku CPU. 3HaueHme 3a-
rpy3ku CPU 3a 3TOT MHTEpBan byaeT cpaBHMBATLCA C NOPOrOBbLIM;
- relation — oTHoweHWe mexay 3arpy3kon CPU 1 noporosbim 3Ha-
YeHuem, Heobxoanmoe ana cpabaTbiBaHMA NOPOra;

- value — 3HayeHwue nopora;

- flap_interval — 3Ha4yeHwue, onpegensatoLLee MOMEHT BOCCTaHOB-
NeHuns nopora nocne cpabatbiBaHuUs;

- severity — ypOBeHb BaXHOCTM TPanoB A/1a 3TOro nopora;

- notify — BK/ItoYaeT/oTKAOUaET OTNPABKY Tpanos o cpabaTbiBa-
HUK nopora;

- recovery-notify — BK/lo4aeT/oTkNOUAET OTNPABKY TPAnos o BOC-
CTaHOBNEHMM Mopora.

Y4anunTb NOPOr ¢ 3aaHHbIM UHAEKCOM.

memory threshold index in-
dex relation value [flap-in-
terval flap_interval] [sever-
ity /level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,

equal-to, not-equal-to);
value: (0..100) npoueH-

TOB;

flap_interval:

(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3agatb nopor ans obbema ceobogHOM namatv RAM.

- index — NPOU3BONbLHbIN MHAEKC NOPOra;

- relation — oTHoweHWe mexay o6beMom cBOH6OAHOM NamMATU U
NoporoBbiM 3HaYEHNEM, Heobxoanmoe ana cpabaTtbiBaHMA MO-
pora;

- value — 3Ha4yeHue Nopora;

- flap_interval — 3HayeHue, onpegenstoliee MOMEHT BOCCTaHOB-
NleHnA nopora nocse cpabatbiBaHUA;

- severity — ypOBEHb BaXXHOCTM TPaNoB As 3TOro Nopora;

- notify — BK/louaeT/oTKAOYaET OTNPaBKy TPanos o cpabaTbiBa-
HUM Nopora;

- recovery-notify — Bk/l0YaeT/OTKIOYaEeT OTNPaBKY TPanos o BOC-
CTaHOBNEHMM Mopora.

Y4anunTb NOPOr ¢ 3a4aHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id in-
dex index relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no sensor threshold fan
fan_num unit-id unit_id in-
dex index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060p0oTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apaTb NoOpor ANA AaTYMKa CKOPOCTU BpaLLeHMA BEHTUAATOPA.

- fan_num — Homep BEHTUNATOPA;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaXOAUTCA BEHTUAATOP;

- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — OTHOWEHWE MeXAY CKOPOCTbIO BpaLLEeHUA BEHTUAA-
TOpa M NOPOroBbIM 3HaYeHMEM, Heobxoanmoe s cpabaTbiBaHUA
nopora;

- value — 3Ha4YeHWe Nopora;

- flap_interval — 3HayeHue, onpeaensatolLee MOMEHT BOCCTAHOB-
NeHnA nopora nocne cpabatbiBaHus;

- severity — ypOBeHb BaXXHOCTM TPaNoB Aa 3TOro Nopora;

- notify — BKAtouaeT/oTK/IO4aEeT OTNPaBKy TPanos o cpabaTbiBa-
HWKW nopora;

- recovery-notify — BKto4YaeT/oTKOUaeT OTNPaBKy TPanos O BOC-
CTaHOBNEHMM nopora.

YanuTtb Nopor ¢ 3af,aHHbIM UHAEKCOM ANA BeHTUAATOpa fan_num
Ha toHUTe unit_id.

sensor threshold thermal-

sensor sensor_num unit-id

unit_id index index relation
value [flap-interval flap_in-
terval] [severity level] [no-

tify {enable | disable}] [re-

covery-notify {enable | dis-
able}]

no sensor threshold ther-
mal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3afaTb Nopor AN AaTyMKa TeMnepaTypbl.

- sensor_num — HOMep TEPMOAATYMNKa;

- unit_id — Homep 1OHWTa, Ha KOTOPOM HaXOAUTCA TePMOAATUMK;

- index — Npoun3BO/IbHbINA MHAEKC NOPOra;

- relation — OTHOLEHWE MeXKay TemMMnepaTypoi U NOPOroBbIM 3Ha-
YeHuem, Heobxoanmoe ansa cpabaTbiBaHWUA NOPOra;

- value — 3Ha4eHue nopora;

- flap_interval — 3HauyeHue, onpegensatoLLee MOMEHT BOCCTaHOB-
NeHus nopora nocne cpabaTbiBaHuUs;

- severity — ypoBeHb Ba)KHOCTU TPanoB 4/14 3TOro Nopora;

- notify — BK/loYaeT/oTK/IOYaeT OTNPABKY TPanos o cpabaTbiBa-
HWW nopora;

- recovery-notify — BKtouYaeT/oTKOUAET OTNPABKY TPanos 0 BOC-
CTaHOB/IEHMM Nopora.

YAanuTb nopor ¢ 3a4aHHbIM UHAEKCOM A1 TepmogaTymKa sen-
SOr_num Ha oHuTe unit_id.
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storage threshold index in-
dex interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recovery-
notify {enable | disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal, less-
than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert;

3agatb nopor ans obvema cBobogHOM NamaTh Ha M3Y.

- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — oTHoweHMe mexxay obbema cBob6oAHOM NamATU U Mo-
pPOroBbiM 3HaYeHUem, Heobxoammoe a5 cpabaTtbiBaHWA NOPOra;

- value — 3HayeHwWe nNopora;

- flap_interval — 3HauyeHue, onpeaensaoL,ee MOMEHT BOCCTAHOB-
NeHusA nopora nocne cpabatbiBaHus;

- severity — ypOBEHb BaXXHOCTM TPANoB Aa 3TOro Nopora;

- notify — BKAtouaeT/oTK/IKO4aET OTNPABKY TPanos o cpabaTbiBa-
HUK Nopora;

- recovery-notify — BKAtoYaeT/oTKAOUaeT OTNPABKY TPanos o BOC-
CTAHOBNEHMM Mopora.

Y4anunTb NOPOr € 3alaHHbIM UHAEKCOM.

reset-button {enable | disable
| reset-only}

-/enable

HacTpolika peakuyu KommyTaTopa Ha HaxaTve KHOMNKK F.

- enable — npu Ha)aTMK Ha KHONKY AAnTeNbHOCTbIO MeHee 10 cek,
NnpoucxoauT nepesarpyska yCTPOMCTBa; NPU HaXKaTUKM Ha KHOMKY
anutenbHocTtbio 6onee 10 cek, nponcxoauT cbpoc ycTpoicTea Ao
3aBOACKOM KOHOUrypaumm;

- disable — He pearupoBaTb (0TK/OYEHa);

- reset-only — TonbKo nepesarpyska.

system forwarding resources
mode {mid-I13-mid-12 | min-I3-
max-12}

mode:
mid-13-mid-12,
min-13-max-12/
mid-I13-mid-12

YcTaHOBUTb
mid-I3-mid-12:

- 06bvem Tabanubl MAC po 128K agpecos;

- 06bem Tabanupl FIB ao 288K mappyTos;

- 06bem Tabaumubl ARP oo 64K 3anuceit.
min-13-max-12:

- 06bem Tabanubl MAC po 256K agpecos;

- 06bem Tabanupl FIB ao 16K mapLupyTos;

- 06bem Tabanupbl ARP oo 96K 3anucei.

’ KomaHaa nopgepXaHa TONMbKO Ha

H MES5500-32, MES5700-32.

peXum pacnpegesneHus  annapaTtHbiX  Pecypcos

MES5410-48,

’ HacTpoiika BCTynuT B CMAY TONbKO Moc/ie nepesarpysku
N ycTpoiicTBa.

I [na KoppekTHOW paboTbl yCTPOiCTBA C nepepacnpege-

H NeHHbIMU pecypcamMu B COOTBETCTBUM C npodunem min-
I13-max-I2 HacTpoiiku TyHHenupoBaHua (GRE/VXLAN/
MPLS) A0nKHbI OTCYTCTBOBATb B KOHGUrypaLumu.

no system forwarding
resources

YCTaHOBWTb PEXUM pacnpegeneHus annapaTtHbiX PecypcoB nNo
yMOANYaHuto.

5.6 KomaHApbl ANA HACTPOIKKN NapamMeTpoB ANA 3aAaHUA naposei

,ﬂ,aHHblﬁ KOMNJIEKC KOMaHA npeaAHa3Ha4YeH 414 3a4aHNA MWHMMAJIbHOM C/IOXKHOCTH napoifa, a TakxKe
AnAa 3aaHnAa BpemeHun AGVICTBMH naponAa.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoM KOHPUTypauum MMeeT cneayowmii Bua;

console (config) #
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Tabnuua 53 — KomaHapl ynpaBaeHMa cUCTemMoi B pexknume rnobanbHom KoHdurypauymm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

passwords aging age

no passwords aging

age: (0..365)/180 aHei

3apaeT Bpemsa KU3HW naponei. Mo ucteyeHUn 3aflaHHOrO CPOKa
byaeT NpesioXKeHo CMeHUTb Naposib. 3HadeHne 0 roBOpuT O TOM,
YTO BPEeMSA KM3HW Naponei He 3afaHo.

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO.

passwords complexity enable

no passwords complexity
enable

-/BbIK/IOYEHO

BK/itoyaeT orpaHuyeHve Ha dopmart napons.

BbIK/lOYaEeT orpaHuyeHne Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BK/ilO4aeT orpaHuyeHue, 3a4alolee MMHUMAbHOE KOJIMYEeCTBO
KNaccoB CMMBOJIOB (CTPOYHble BYKBbI, 3ariaBHble 6yKBbI, LUbPbI,
CMMBO/bI).

BoccraHaBnuBaeT 3HaYeHMeE MO YMONYAHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BkAtoyaeT orpaHUyYeHne Ha MMHUMANbHYIO ANNHY NaponAa.

BocctaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

passwords complexity
no-repeat number

no passwords complexity
no-repeat

number: (0..16)/3

BkatouaeT orpaHuyeHue, 3ajaloliee MaKCMManibHOE KOJM4YecTBO
nocnenosaTe/ibHO NOBTOPAKOLWMXCA CUMBO1I0OB B HOBOM Napone.

BocctaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

passwords complexity
not-current

3anpeLaeT NpM CMeHe Mapo/is UCMO/Ib30BaTh B Ka4ecTBe HOBOMO
CTapblii.

no passwords complexity /enabled PaspelaeT ncnonb3oBaTh CTapbli NAPO/b NPU CMEHE.

not-current

passwords complexity 3anpeLaeT UCNONb30BaTb B Ka4ecTBe Napos UMA Noab3oBaTeNs.

not-username Jenabled

no passwords complexity PaspeluaeT MCNONb30BaTh B Ka4ecTBe Napois MMA NoNb30BaTeNs.

not-username

passwords lockout value 3aZaeT orpaHMYeHne Ha KOIMYECTBO HEBEPHbIX MOMbITOK BXO4a Ha
value: KommyTaTop. Mocne nocnegHeit HenpaBWUAbHOM MOMbITKM BBECTU

no passwords lockout

(1..5)/BbIKNtOYEHO

naponb NO0/sb30BaTeb 610KM pyeTca.

BbIK/IlOYaET OrpaHMYeHME Ha KOIMYECTBO HEBEPHbIX MOMbITOK BXO-
aa.

passwords time block seconds

no passwords time block

seconds: (0..7200)/0

YcTaHasAnBaeT Bpems OJIOKMPOBKM JIOKA/IbHOW YYETHOM 3anucu
nonb3osaTens.

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

Tabnunua 54 — KomaHabl ynpasneHus cuctemon B pexkmme Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show passwords configuration

OT06parkaeT MHPopMaLUuto 06 orpaHUYEHUAX Ha Napoaun.

set username name active

name: (1..20) cumBosioB

Pa36n0KMpyeT nonb3osaTtena, 3a6ﬂOKMDOBaHHOFO nocne Heypgad-
HbIX MONbITOK BXOA4a Ha KOMMYTATOP.

5.7 Pabora c painamm

5.7.1 OnucaHue apeaymeHmoe KomMaHo

Mpu ocyliecTeneHnnN onepaunin Hag dainamu, B KauecTBe apryMeHTOB KOMaHA, BbICTynatoT agpeca

URL — onpepenutenn MmecTOHaxXOXAeHUA pecypca.
onepauuax, npuseaeHo B Tabaunue 55.

OnuncaHue KAKOYEBbLIX CNOB, NUCNOoN1Ib3yemMblX B

Tabnunua 55 — CNMCcoK KNroueBbIX C0OB N UX ONUCaHKe
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Knrouesoe cnoso

OnucaHue

flash://

McxoaHbIvi agpec uav agpec MecTa HasHayeHna Ana SHeProHe3aBUCUMONM NaMATU. IHeproHesasu-
CMMan NaMATb UCMNOb3yeTcsa No yMmoadaHuio, ecam agpec URL onpegeneH 6e3 npedukca (npeduk-
camu ssastoTcs: flash:, tftp:, scp:...).

running-config

daiin TekyLLel KoHoUrypaumm.

mirror-config

Konus ¢aiina Tekyuwien KoHourypaumm.

startup-config

®aiin nepBoHaYaibHOM KOHOUTypauuu.

active-image

daiin c akTMBHLIM 0bpasom.

inactive-image

®daliin c HeakTMBHbIM 0bpasom.

ftp://

UcxopHbI agpec unm agpec mecta HasHadyeHua ana FTP-cepsepa.
CuHtakcuc: ftp://[username[:password]@host/[directory/] filename
- username — MMSA NOJIb30BATENS;

- password — naposib N0Nb30BaTENS;

- host — IPv4-agpec unu ceteBoe MMsA yCTPOMCTBA;

- directory — kaTtanor;

- filename — umsa daina.

tftp://

UcxogHbI agpec unm agpec mecta HasHadyeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host[:port]/[directory/] filename [ vrf vrf_name]
- host — IPv4-aapec nnv ceteBoe UMA yCTPOWMCTBA;

- port — NopT Ha3Ha4YeHus;

- directory — kaTanor;

- filename — uma daina;

- vrf_name — Ha3BaHue vrf.

V Ecau vrf He ucnonbayercs, KomaHay vrf name MoOXKHO He yKa3sblBaTb.

sftp://

UcxopHbIV agpec unv agpec mecta HazHadeHua ana SSH-cepsepa.

Cuntakcuc: sftp://[username:[password]@]host[:port][directory/]/filename [ vrf vrf_name]
- username — UMA NoONb30BaTENS;

- password — naponb NoNb30BaTeNs;

- host — IPv4-agpec unm ceteBoe MmA yCTPOICTBa;

- port — NopT Ha3Ha4YeHus;

- directory — katanor;

- filename — ums daina;

- vrf_name — Ha3BaHue vrf.

http://

UcxopHbIV agpec unv agpec mecta HasHadeHusa ana HTTP-cepsepa.
CunTakcuc: http://host[:port]/filename [ vrf vrf_name ]

- host — IP-agpec nnu ceteBoe MMA YCTPOWCTBA;

- port — NopT Ha3Ha4YeHuUs;

- filename — vma danna;

- vrf_name — Ha3BaHue vrf.

scp://

UcxopHbIV agpec unv agpec mecta HasHadeHua ana SSH-cepsepa.

CuHtakcuc: scp://[username[:password]@]host[:port]/[directory/] filename [ vrf vrf_name]
- username — UMA NoNb30BaTeNs;

- password — naponb NoNb30BaTeNs;

- host — IPv4-agpec unm ceTeBoe MMA YCTPOICTBA;

- directory — KaTanor;

- filename — vims ¢paiina;

- vrf_name — Ha3BaHue vrf.

logging

daiin c uctopument KomaHa,

IPv6-apgpec UCTOYHMKA [O0/MKEH YKasblBaTbCA B KBaApaTHbIX CKOB6Kax B ¢dopmare

2 < [XXXX:XXXX::XXXX].
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5.7.2 KomaHObI dna pabomei ¢ halinamu

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 56 — KomaHabl ans pabotbl ¢ pannamm B pexkmme Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

copy source_url
destination_url

copy source_url {running-
-config| candidate-config}

copy running-config
destination_url

copy startup-config
destination_url

source_url: (1..160)
CMMBOJIOB;
destination_url: (1..160)
CMMBOJIOB;

KonuposaHue ¢aina n3 MectonosioxKeHns UCTOYHMKA B MEeCTOMNo-
NOXKeHWe HasHavyeHus.

- source_url — mecTononoxeHune Konvpyemoro ¢aiina;

- destination_url — appec mecTa Ha3Ha4yeHus, Kyaa daiin byaeT cko-
nMpoBaH.

KonupoBsaHue dalina KoHoUrypaumm c cepsepa B TEKYLLYH KOHOU-
rypaumio.

CoxpaHeHwue TeKyLein KoHdUrypaLmm Ha cepaepe.

CoxpaHeHWe nepBOHaYaNbHOM KOHOUIypaLLmMK Ha cepBepe.

copy running-config
startup-config

CoxpaHeHue TekyLen KoHUTrypauumu B NnepBoHavanbHyt KOHOUry-
pauutio.

copy running-config file

CoxpaHeHue TeKywen KOoHPUrypauum B 3aZaHHbIA pe3epBHbIN
daiin KoHduUrypauum.

copy startup-config file

CoxpaHeHWe nepBOHaYabHO KOHOUIYpaLMK B 3afaHHbIN pe3eps-
HbI dain KoHPUrypaumu.

delete candidate-config

Yaanenue daina KaHAMAAT-KOHOUTYpaLUK.

boot config source_url

KonuposaHue ¢aiina KoHdurypauum c cepsepa B ¢palin nepsoHa-
YanbHOM KOHbUrypauuu.

dir [flash:path | dir_name]

OTobparkaeT cnMcoK ¢aiinos B yKasaHHOM KaTanore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image
| inactive-image | logging |

file}

file: (1..160) cumBonos

OTobparkaet cogeprkumoe dalina.

- startup-config — oTobparkaeT coaepkumoe daiina nepsoHavanb-
HOM KOHUrypaumm;

- running-config — otobparkaeT cogeprkumoe daina TekyLLen KoH-
durypauuu;

- flash: — oTobparkaeT dainbl ¢ dnew-namaTh yCTpPoOMCTBa;

- mirror-config — oTobpakaeT cogepkmumoe daina TekyLen KoH-
durypauuu c 3epkana;

- active-image — oTobpakaet Bepcuto Tekyliero daiina obpasa Mo.
- inactive-image — otobparkaeT Bepcuio HeaKTuBHoOro ¢darina ob-
pasa 0.

- logging — oTobpakaeT cogepkunmoe daina KypHana.

- file — vums daiina.

l ®aiinbl otobpakarorca B popmare ASCII.
.o

delete ur/

Ypanenue ¢aiina.

delete startup-config

YpaneHun daiina nepsoHavanbHOM KoHdUrypaumu.

boot system source_url

KonuposaHue ¢daitna MO c cepsepa B HeakTMBHYO 061acTb NamATH
Ha mecTo pe3epsHoro MNO.

boot system inactive-image

3arpysuTbCca ¢ HeakTUBHOrO 06pasa MOo.
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show {startup-config |
running-config | candidate-
config} [brief | detailed |
interfaces

{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob | port-channel
group | vlan vlan_id | tunnel
tunnel_id | loopback
loopback_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
tunnel_id: (1..16);
loopback_id: (1..64)

OTobparkaeT cogepRnmoe palina nepBoHayanbHOM KOHOUIypauum
(startup-config) unu Tekywei KoHpurypaumm (running-config).

- interfaces — KoHdUrypauus nHTepdeicos KommyTaTopa - pusnde-
CKux MHTepdeicos, rpynn uHtepdeiicos (port-channel), VLAN-uH-
Tepdeiicos, oob-nopTta, UHTepdelica 3amblkaHUA Ha cebs, TyHHe-
new.

Cnepylolme onumm SOCTYMNHbI NPU BbiBOAE TeKylelh KoHbuUrypa-
Luu:

- brief — BbIBOA, KOHUTYpaLMKM 6E3 ABOUYHBIX AaHHbIX, HANPUMED,
SSH u SSL Kkntouen.

- detailed — BbIBOA, KOHOUIYpALUK C BKNHOYEHUEM ABOWYHbIX AaH-
HbIX

show bootvar

MoKa3blBaeT akTUBHbIN dalin cuctemHoro MO, KOTOPbIA YCTPONCTBO
3arpy»aeT npu 3anycke.

write [memory]

CoxpaHeHue TeKylel KoHourypaumm B ¢aii nepBoHavanbHOM
KOHUrypaumm.

boot license source_url [unit
unit_id] [vrf vrf_name]

unit_id: (1..8);
vrf_name: (1..32)
cMmBona

3arpyykaeT Ha yCTPOMCTBO Galin NULLEH3UN.
- unit_id — Homep OHWUTA B CTEKE;
- vrf_name — ma BUPTyanbHOM 061aCT MapLIpyTU3aALLUN.

’ | daiinbl AMLEH3UN MOTYT 6bITb YCTaHOB/IEHbI Ha YCTPOW-
e CTBO C posbto master u backup.

delete license [ word ] [unit
unit_id]

word: (1..160) cumsona;
unit_id: (1..8)

Ypansaer ¢ ycTpoMCTBa BCE YCTAaHOB/IEHHbIE dali/ibl INLEH3UN.
- word — uma daina NMLEeH3nn, KOToPbIN A0KEH BbITb yaaneH;
- unit_id — Homep OHUTA B CTEKe.

show license [unit unit_id]

unit_id: (1..8)

MoKa3bIBaeT yCTaHOB/EHHbIE daliibl ANLEH3UN.
- unit_id — Homep tOHWTa B CTEKe.

rename url new_url

url, new_url: (1..160)
CYMBOIOB

MN3meHeHne umeHu daiina.
- url — Terywee uma daina;
- new-url — HoBoe uma daiina.

Cepep TFTP He MoOKeT 6biTb agpPecomM MCTOYHMKOM M aApPecoM Ha3HaueHUa ANA OAHOWM
e KOMaHAbl KONUPOBaHUA.

[pumepbl UC016308AHUA KOMAHO

Ypanutb dann test ns sHeproHesaBUCUMON NAMATH:

console# delete flash:test
Delete flash:test? [confirm]

Pe3yanaT BbIMOJIHEHNA KOMaHAbI: NoC/sie noATBepAEeHUNA ¢a17|n 6YFI,ET yYAaneH.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKU B peknme rnobanbHoM KOHOUTypaLMmM UMeeT creayroLLnini Bua;
console (config) #

Tabnunua 57 — KomaHabl ansa paboTbl ¢ pannamm B pexkmme rnobanbHOM KOHGUrypauum

3HayeHue/3Ha4yeHue
no ymoa4YaHuro

KomaHoa Aelicmeue

MNepeBos cuctembl KonupoBaHus yepes TFTP B onpeaeneHHbin VRF.
- vrf_name — ums BUPTyanbHOM 061aCTM MapLLPyTM3aLuUu.

MNepesop cuctembl KonuposaHua vyepes TFTP B VRF no ymonyaHuto.

ip tftp source-vrf vrf_name vrf_name: (1..32)

CMMBOJIOB

no ip tftp source-vrf
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ip ftp source-interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /loopback_id | tunnel
tn_port | vlan vian_id }

no ip ftp source-interface

-/BbIK/IIOYEHO

OnpeaenseT IP-uHTepdelic UcTouyHMKa ana naketos FTP IPv4.

YcTaHaBAMBAET 3HAYeHUE No YMON4YaHUIO.

5.7.3 KomaHObI 0na pe3epsuposaHua KoOHgu2ypayuu

B OaHHOM pasgene onucaHbl KOMaHApl, npeAHasHayeHHble AN HACTPOMKWM pe3epBMpOoBaHMSA
KOHdUrypaLmm no TaliMmepy AN Npu COXpaHeHUn TekyLen KoHdurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHON KOHOUTypaLMmM MMEET CeayoWnin BUA,:

console (config) #

Tabnnua 58 — KomaHabl ynpaBaeHUsA CUCTEMOM B peXKMMe rnobanbHOM KOHUrypaLumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

backup server server format

no backup server

server: (1..22) cumBonos

YKasaHue cepBepa, Ha KOTopbli byaeT Npon3BoAUTLCA pe3epBUpo-
BaHWe KoHdUrypaumm.

CTpoka B popmare:

«tftp:// XXX XXX XXX XXX »

«scp://[[username][:[password]]]host»
«sftp://[[username][:[password]]]host»

YpaneHue cepsepa 41 pe3epsBrpoBaHus.

backup server server port port [
vrf vrf_name ]

no backup server [ vrf vrf_name

]

server: (1..22)
CMMBOJIOB,
port: (0..65535)/nopt no
YMOYaHUIO
(tftp — 69, scp u sftp —
22)

YKasaHue cepBepa, Ha KOTopbli 6yaeT NpoM3BOANTLCA Pe3epBMpo-
BaHWe KOHdUrypaumm.

- server — cTpoKa B popmare «tftp://XXXXXX.XXX.XXX»,
«scp://username:password @XXX. XXX.XXX.XXX» n
«sftp://username:password@XXX. XXX. XXX.XXX»

- vrf_name — uma BUpTyasbHOM 061aCcTM MapLIpyTU3aLMK.

YpaneHue cepsepa ANA pe3epBUpoBaHUsS.

backup path path

no backup path

path: (1..128) cumsonos

YKasaHue nyTM pacnonoxeHua daina Ha cepsBepe U npedukca
dainna. Mpu coxpaHeHun K npeduKkcy byaeT aobaBnsaTbca Tekywan
AaTa v Bpems B popmaTe rrrrMmagy4mmcc.

YpaneHue nytm ans pesepsupoBaHus.

backup history enable

no backup history enable

-/BbIKNOYEHO

Bkatountb COXpaHeHUne UCTOPUKN pe3epBHbIX KOMWN.

OTKAOYUTD COXpaHeHUEe NCTOPUN pe3epPBHbIX KOMWWA.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKaszaHue NPOMeXKYyTKa BpemeHu, No UCTted4eHMn KoToporo 6y,a,eT
OCyLLeCTBNATbCA aBTOMAaTU4YECKOE pe3epBnupoBaHne KOH(bVII'ypaLI,VIVI.

BoccTaHaBnmBaeT 3HaveHuMe no YMON4YaHUIKO

backup auto

no backup auto

-/BbIK/IIOYEHO

BK/ItOYEHME aBTOMATUYECKOTO Pe3epBUPOBaHUA KOHOUTYpaLMMK.

YcTaHOBKa 3Ha4YeHuna no YMOI4aHUIO.

backup write-memory

no backup write-memory

-/BbIK/IIOYEHO

BK/loYeHWe pe3epBUPOBAHUA KOHOUIypaLuumM Mpu  COXPAHEHUU
nosb3oBaTenem KoHourypaumm Ha flash-Hakonutens.

YCcTaHOBKa 3HAY€HUA NO YMOYAHUIO.

usb {enable/disable}

-/enable

HacTpolika BO3MOXXHOCTM ncrnonb3oBaHua USB-nopTta kommyTaTopa.
- enable — ncnonb3osaHne USB-nopTa paspeLleHo;
- disable — ncnonbsoBane USB-nopTa 3anpeLueHo.
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Tabnuua 59 — KomaHap! ynpaBneHua cuctemoin B perkume Privileged EXEC

3HayeHue/3HayeHue
no yMmoA4aHuio

KomaHda

Aelicmeue

show backup

OTob6parkaeT UHGOPMALLMIO O HACTPOLKaxX PE3EPBUPOBAHUA KOH-
durypauum

show backup history

OTOb6parkaeT UCTOPUIO YCNELLHO COXPAaHEHHbIX Ha cepBep KOHOU-
rypauum.

5.7.4 KomaHObiI 0na pabomesil kKaHOUAamM-KoHgu2ypayuu

B AaHHOM pasgene onucaHbl KOMaHAbl, NpeAHa3HaYeHHble A1a paboTbl C KaHAMAAT-KOHOUIYypaLum

u rollback-Taiimepom.

B cucteme cyllectByeT HECKO/IbKO TMMNOB

CANDIDATE

KOHUrypaumii: penakTupyemas

KoHdurypauma. RUNNING — peicreytowan KoHpurypaums. MNog ynpasaeHnem stoi KoHGUrypauum ysen

goctyna pabotaer B AaHHbIM MomeHT. BACKUP —

XPaHUT OEeNCTBOBAHHYIO paHee KoHourypauuio u

NCnosb3yeTcsa A1A OTMEHbl MPUMEHEHUA KOHOUIYpaL K.

Ana Toro yTO6bl BHECEHHbIE B KOH(I)MpraLI,MIO U3MeHeHNA BCTYNUIU B CUANY, OOJ1IXKHa 6bITb

BbINO/IHEHA OMepauns NPUMEHEHUs KOHUrypauum

commit. Mpu aTom pgencreytowana KoHdUrypauma

ctaHoBuTCA pe3epsHoit, a RUNNING konupyetcsa 8 BACKUP. 1n1a 0oTMeHbl BHECEHHbIX USMEHEHWI MO KaKoM-

nmbo npnunHe ncnonbsyetca onepayms rollback.

[na noaTBEPIKAEHUA KOPPEKTHOCTU MPUMMEHEHHON KOHdUrypaumm oT onepaTopa Tpebyetca BBOA
KOMaHZbl noATBep:KaeHua confirm, ecan noaTseprkaeHWe He MOCTYNWUT B TeYyeHWe AeWCTBMA Talmepa
noateepXaeHua (N0 YMONYaHUIO YCTAaHOBAEHO 5 MUHYT), TO KOHOUIypauma ycTPOMCTBA aBTOMaTUYECKM
BEPHETCA K COCTOAHMIO, KOTOpoe 6b1710 40 BBOAA NOC/AeAHEN KOMaHAbl commit.

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeeT cneayolwmin BuAa;

console#

Tabanuya 60 — KomaHabl ansa paboTbl ¢ pannamm B pexkmme Privileged EXEC

3HayeHue/3HayeHue
110 YyMOAYAHUIO

KomaHda

Aelicmeue

show candidate-config status

OTtobpakaeT MHbOpPMaALMIO O COCTOAHMM commit, Tamepa
rollback n coctosHUM BNOKMPOBKM KaHAMAAT-KOHOUTYpaLUW.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXMME KaHAMAAT-KOHOUTYpaLUM UMEET CeayroLWmii BUa;

console (config) #

Tabnunua 61 — KomaHabl ansa paboTbl ¢ dannamm B pexkmume KaHanaaT-KOHPUrypaumum

KomaHda 3HayeHue/3HayeHue Aelicmeue
no ymon4YaHuro
commit [at timer ] timer: MpumeHsaeT KoHdUrypaumio 3 candidate-config.
(1...1200)/600 - timer — pNUTeNbHOCTb TallMepa OTKaTa B CEKyHAaX. 3HayeHue

«0» yKasblBaeTca ANA NOATBEPKAEHWUA NMPUMEHEHUSA KOHOUry-
paumn 6es HeobxoammocTn BBoga confirm.

confirm

MNoaTeepKaaeT npumeHeHue candidat-config, yaanset rollback
Tanmep.
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5.7.5 KomaHObI 013 asmomamuyecko2o 06Ho8neHUA U KOHpu2ypayuu

[Mpouecc asmomamu4yecko2o 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npoLecc aBTomatmydeckoro obHosneHuna, 6asmnpytowmiica Ha DHCP, ecam oH
BK/OYEH U uma TeKkcToBoro ¢anna (DHCP-onuma 43, 125), copepskauiero umsa obpasa MO, 6bino
npegocrasneHo cepsepom DHCP.

I'Ipou,ecc aBTOMaTMYECKOro 06HOBNEHUSA COCTOUT U3 cneayroumnx asTanos:

1. KommyTaTop 3arpyKaeT TeKCTOBbIN dain 1 yMTaeT us Hero nmsa daina obpasa MO Ha TFTP-cep-

Bepe;

2. KommyTtaTop ckaumBaeT nepsblii 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM CO-
aepxutca sepcus MO;
3. KommyTaTtop cpaBHUBaeT Bepcuto daina obpasa MNO, nonyyeHHoro ¢ TFTP-cepBepa, c Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. ECnM OHM OTAIMYAOTCS, KOMMYTATOP 3arpykaeTt obpas MNO
¢ TFTP-cepBepa BMecTo HeaKTMBHOro ob6pasa NO KommyTaTopa U AenaeT AaHHbli 06pa3 akTuB-

HbIM;

4. Ecnv obpa3s MO 6bin1 3arpyKeH, TO KOMMYTaToOp Nepe3arpyrkaertcs.

[pouecc asmomamu4ecko20 KOHU2YPUPOBaHUS

KommyTaTop 3anycKaeT NpoLecc aBTOMaTUYEeCKOro KOHGUrypuposaHus, 6asupytowmiics Ha DHCP,
NP BbINOJHEHUN CeAYHOWMX YCAOBUIA:

— B KOHOUIypaumm paspelleHo aBTOMATMYeCKOe KOHOUTYPUPOBAHUE;
— otBer DHCP-cepBepa coaepxut IP-agpec TFTP-cepsepa (DHCP-onuua 66) u uma daiina
KoHdurypaumum (DHCP-onuma 67) B dopmate ASCIL.

’ MonyuyeHHbIN dpaitn KoHPUrypauum gobasnseTtca K TeKyLwei (running) KoHourypauum.
-

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

3anpoc KoOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmnii Bua;

console (config) #

Tabnnuya 62 — KomaHabl ynpaBaeHUs cucteMomn B pexkmme rnobasnbHoM KOHGUrypaumnm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

boot host auto-config

BK/toueHMe aBTOMATMYECKOM KoHUrypauum, Hasmpytolierica Ha
DHCP.

no boot host auto-update

- -/BKNIOYEHO — —
no boot host auto-config BbIkNtoueHWe aBToMaTn4ecKol KoHdurypaumm, 6asupytoweiica Ha
DHCP.
boot host auto-update BkntoyeHne aBTomatuyeckoro obHosneHua MO, 6asumpytoweroca
Ha DHCP.
-/BKAOYEHO

BbikntoueHne aBTomatuyeckoro obHoeneHua MO, 6asumpytowerocs
Ha DHCP.
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HELTEX

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnunua 63 — KomaHabl ynpaBneHus cuctemomn B pexkmme Privileged EXEC

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aelicmeue
no ymoan4yaHuro

show boot MPOCMOTP HacTPOEK aBTOMATUYECKOro 0B6HOBAEHUA U KOHdUrypa-
unu.

Mpumep KoHpUrypaumm ISC DHCP Server:

option image-filename code 125 = {

unsigned integer 32, #enterprise-number. MmeHTudMKATOP NPOM3BOOUTENIS, BCerma pPabBeH
35265 (Eltex)

unsigned integer 8, #data-len. [nmMHa BCeX HAHHHX ONUMM. PaBHa IOJIMHE CTPOKM sub-
option-data + 2.

unsigned integer 8, #sub-option-code. Kopm nomomnuuy, BCerma paBeH 1

unsigned integer 8, #sub-option-len. InuHa cTpoku sub-option-data

text #sub-option-data. Umsa TexcToBOTO Oanna, comepxamero uMs
obpaza IIO

}i

host mes2124-test {
hardware ethernet a8:f£9:4b:85:a2:00; #mac-agpec KoMMmyTaTopa

filename "mesXXX-test.cfg"; #uMa KOHOMI'ypaLMM KOMMyTaTopa
option image-filename 35265 18 1 16 "mesXXX-401l.ros"; #/MSI TEKCTOBOTO
banna, comepxamero mMsa obpasza 10
next-server 192.168.1.3; #IP-ampec TFTP cepBepa
fixed-address 192.168.1.36; #IP-ampec KOMMyTaTopa

5.8 HacTtpo#Ka cuctemHOro BpemeHum

/ Mo ymonuaHMI0O aBTOMaTUYECKUIA Nepexoa Ha NeTHee BPpemMsa OCYLLECTBAAETCA B COOTBET-
cTBUM co cTaHAapTamu CLUA u EBponbl. B KoHdUrypauum moryTt 6biTb 3aaaHbl Nt06ble gata
1 Bpemsa ANna nepexoAa Ha ieTHee BpemMsa U o6paTHo.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHAHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmii sua;:
console#

Tabnnua 64 — KomaHabl HACTPONKM CUCTEMHOIO BpeMeHU B pexxume Privileged EXEC

Komanda 3HaueHue/3Ha4yeHue Neiicmeue
Mo ymMmoa4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHas ycTaHOBKa CWUCTEMHOrO BpPeEMeHM (KomMaHaa [AOCTynHa
year mm: (0..59); TONIbKO AN NPUBUIETMPOBAHHOIO NOAb30BaTeNs).
ss: (0..59); - hh —4acbl, mm — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecau,; year — rog.

month: (Jan..Dec);
year: (2000..2037)

show sntp configuration vrf_name:(1..32) MokasbiBaeT KoHdUrypaumio npotokona SNTP.
[ vrf {vrf_name | all}] CMMBOOB - vrf_name — ums BUpPTyanbHOM 061aCTM MapLUpPyTM3aLuu.
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HELTEX

show sntp status
[ vrf {vrf_name | all}]

vrf_name:(1..32)
CMMBOJIOB

MoKa3biBaeT cTaTyc NnpoToKkoaa SNTP.
- vrf_name — ums BUPTyanbHOM 061aCTU MapLLpyTM3aLum

show ntp

MoKa3bIBaeT TEKYLLLEE COCTOAHME U CTAaTUCTUKY CYKObI NTP.

show ntp status

lMoKasbiBaeT cTaTyc NPOTOKONA CUHXPOHM3aumn BpemeHn NTP no
ceTu.

show ntp associations [ vrf
vrf_name | all ]

MNMokasbiBaeT MHPOpPMaLMIO O coriacoBaHMM ycTpoictBa ¢ NTP-
cepBepamu U OAHOPaAHTOBbIMU Y3/1aMW.
- vrf_name — ums BUpTyanbHOW 061aCTM MapLLpyTM3aLuu.

show ntp statistics

MNoKa3blBaeT CTaTUCTUKY pa6OTbI NpPOTOKOAa.

KomaHOwbl pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;

console>

Tabnvua 65 — KomaHAabl HACTPOMKK CUCTEMHOTO BpeMeEHM B pexknme EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show clock

show clock detail

MNoka3sbiBaeT cucTtemMHOE Bpema u Aaty.

JonoaHutensHo 0To6pa>+(aeT napameTpbl 4acoBOro noAaca u nepe-
X04a Ha neTHee Bpema.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHoM KOHOUTYpaLMN MMEET CAeayioWnin BUA,

console (config) #

Tabanua 66 — CNMCOK KoMaHA, AN1A HAaCTPOMKN CUCTEMHOTO BPEMEHM B PeXKMMeE rnobanbHOM KoHOUTypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp |
browser}

-/BHELWHUA UCTOYHUNK
He ucnonb3yerca

Mcnonb3yeT BHEWHMWI UCTOYHMK A1 YCTaHOBKM CMCTEMHOrO Bpe-
MEHM.
B cnyuyae Ha3HaYeHUA MCTOYHUKOM ntp ycTpolicTeo 6yaer
V No YMO/IYaHMIO BbIMOJIHATb PONb ntp-cepBeepa,
oTBeyYas Ha 3anpocbl KAUEHTOB.

3anpeLu,aeT MUCNO/Ib30BaHUE BHeELWHero UCTOYHUKa OANA YCTaHOBKU
CUCTEMHOIO BpeMeEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT ON1caHuA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBaEeT 3HaYeHMe YacoBoro rnosca.

- zone — cnoBo, CPOPMMPOBAHHOE M3 MepBbIX BYKB CNOBOCOYETA-
HUA, KOTOPOE OHO 3ameHAEeT (onNncaHue 30Hbl);

- hours-offset —yacoBoe cmeLl,eHNe OTHOCUTESIbHO HYJIEBOTO MepU-
amaHa UTC;

- minutes-offset — MUHYTHOE CMeLLeHe OTHOCUTENbHO HY/NEeBOro
mepuamnaHa UTC.

YcTaHaBAMBaeT 3HaYeHne o YMOAYaHUIO.

date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date

date year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month

zone: (1..4) cumsona/
HeT onmncaHua 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MWH;

3apaeT Jaty u Bpema 418 aBTOMATMYeCKOro nepexoga Ha fetHee
BpemMs 1 Bo3BpaTa 0bpaTHO (AnA onpeseneHHOro roga).

MepBbiM B KOMaHAe YKa3blBaeTCA ONUCaHWE 30Hbl, BTOPbIM Bpems
ANA Nepexoja Ha IeTHee BpeMsA M TPeTbUM Bpema A1a BO3BpaTa.

- zone — cnoBo, cpopMUPOBaHHOE M3 NepBbix ByKB cnosocoyeTa-
HWA, KOTOPOE OHO 3aMeHAET (ONUCaHME 30Hbl);

- date —uncno;

- month — mecsu;

- year —rop;

- hh —4acbl, mm — MUHYTbI;

- offset — KONIMYECTBO MUHYT, fl0BaBAAEMbIX MPU Nepexoae Ha neT-
Hee Bpems.
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HELTEX

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

Mo ymonyaHuio
nepexon, Ha neTHee
BPeMsA BbIK/OYEH

3apaeT faty v Bpema AN aBTOMATUYECKOro nepexoda Ha seTHee
Bpems 1 Bo3BpaTa 06paTHO B peXxmnme exxerogHo.

- zone — cnoBo, chopMMpoBaHHOE U3 NepBbiX BYKB COBOCOYETa-
HUSA, KOTOPOE OHO 3ameHsAEeT (onuncaHue 30Hbl);

- usa — yCTaHOBMTb NPaBWA Nepexosa Ha JIeTHee Bpems, UCMONb-
3yemble B CLLA (nepexop, BO BTOpOe BOCKpeceHbe MapTa, 0bpaTHO
B NepBoe BOCKpeceHbe HoAbpA, B 2 Yaca yTpa N0 MeCTHOMY Bpe-
MeHH);

- eu — yCTaHOBMUTb NPaBu/Ia Nepexosa Ha IeTHee Bpems, UCMNO/b3y-
emble EBpocoto3om (nepexos B nociegHee BOCKpPeCEHbe MapTa,
06paTHO B NocnegHee BOCKpeceHbe OKTAbpa, B 1 yac yTpa no MpuH-
Buuy);

- hh —y4acbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hegenw;

- month — mecau;

- offset — KonnyecTBo A06aBASEMbIX MUHYT NPU NEPEXOAE Ha NeT-
Hee Bpems.

OTKtOYaET aBTOMATUYECKUI nepexoj Ha NeTHee spema.

(1..4294967295);
Mo ymon4yaHuio

sntp authentication-key number: YcTaHaBAMBaET K4 MPOBEPKU MOAAMHHOCTUM A/A MPOTOKOAA
number md>5 value (1..4294967295); SNTP.
encrypted sntp value: (1..32) - number — Homep KAtoYa;
authentication-key number CMMBOJI0B; - value — 3HaYeHne KNou4a;
md5 value Mo ymonyaHuio - encrypted — 3a4aTb 3HaYeHWe KNtoYa B 3aWMdpPoOBaHHOM BUAE.
no sntp authentication-key npoBepka Yaanaet KAy NnpoBepKu NOAANHHOCTU Ana npoTokona SNTP.
number noa/IMHHOCTN
OTK/ItOYEHA
sntp authenticate -/npoBepka TpebyeT NpoBepKy NOAANHHOCTM AN NOAYYeHUA MHPopmaLumn ot
NOA/IMHHOCTU He NTP-cepBepoB.
no sntp authenticate Tpebyetca YCcTaHaBAMBAET 3HAYEHME N0 YMONYAHUIO.
sntp trusted-key key _number key_number: OcyuiecTBnseT NpoBepKy NogJMHHOCTU CUCTEMbI, OT KOTOPOWN CUH-

XpOHM3upyetca c nomouwbto SNTP no 3agaHHOMY Katouy.
- key_number — Homep Kntova.

no sntp anycast client enable

no sntp trusted-key npoBepKa YcTaHaBAMBAET 3HAaYEHME MO YMOMYAHMIO.
key_number NoA/IMHHOCTH
OTK/IlOYEHa
sntp broadcast client enable PaspewwaeT paboTy wupokosewatenbHbix SNTP-KANMeHTOB.
both | ipv4 | ipv6
{ | ipv4 | ip }, -/3anpelueHo
no sntp broadcast client YcTaHaBAMBAET 3HAaYEHME MO YMOMYAHMIO.
enable
sntp anycast client enable Paspewaet paboty SNTP-KAvMeHTam, MoAfepKUBAOLMM METOL
both | ipv4 | ipv6 ACCbIIKM MaKeToB, MO3BOMAOWMI NOCbINaTh AaHHble OMMKan-
{ | ipv4 | ipv6} /3anpetLieno p ,

Lemy yCTPOWCTBY U3 rpynnbl NoayyaTenei.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id}

no sntp client enable
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id}

gi_port: (1..8/0/1..48);

te_port: (1..32);
twe_port:
(1..8/0/1..120);

hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);

group: (1..128);
vlan_id (1..4094)
/3anpelyeHo

PaspewaeT paboty SNTP-knneHTam, NoALepKMBAIOLLMM METOZ,
PacCbIZIKM NaKeToB, MO3BO/AIOLWMIA MOCbINATL AaHHble BanxKai-
LIeMy YCTPOMCTBY U3 rPynnbl NoAyyaTesien, a TakxKe WMPOKoBeLLa-
TenbHbIM SNTP-KMeHTam ans BbibpaHHOro nHTepdelica.

- noapobHoe onucaHune NHTepdhencoB U3N0XKEHO B pasaene «KoH-
durypaums nHtepdelicos».

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHUIO.

sntp unicast client enable

-/3anpeLyeHo

PaspewaeT paboTy ogHoaapecHbix SNTP-KAMEHTOB.
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HELTEX

no sntp unicast client enable

YcTaHaBAWBaeT 3HaYeHne Mo YMOAYaHUIO.

sntp unicast client poll

no sntp unicast client poll

-/3anpelueHo

PaspeluaeT nocnenosaTeNbHbIN ONPOC 3aAaHHbIX O4HOAAPECHbIX
SNTP-cepBeposB.

YcTaHaBAMBaET 3Ha4YeHWe no YMONYaHUIO.

sntp server {ipv4_address |
ipv6_address |

ipv6_link local_address%{vlan
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

[ vrf vrf_name]

no sntp server {ipv4_address |
ipv6_address |

ipv6_link local_address%{vlan
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [ vrf vrf_name]

hostname: (1..158)
CUMBO/IOB;
keyid: (1..4294967295);
vrf_name: (1..32)
CUMBOIOB

3apgaet agpec SNTP-cepsepa.

- ipv4_address — |Pv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na ceTu;

- ipv6z-address — IPv6z-appec y3na cetu ans ping.

dopmart agpeca ipv6_link_local_address%interface_name:
ipv6_link local_address — nokanbHbI IPV6 agpec KaHana;
interface_name —nma ncxopaero nHtepdeiica 3agaerca B ce-
aytowem popmarte: vian {integer} | ch {integer} | isatap {integer}
| {physical_port_name}

- hostname — pomeHHOE UMA y3na ceTu;

- poll — BKAtoyaeT onpoc;

- keyid — vaeHTUdUKATOP KAtoua;

- vrf_name — ma BUPTYyanbHOM 061aCT MapLLPYTU3aALLUW.

YpaneHue cepsepa us cnucka NTP-cepsepos.

sntp source-interface

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | tunnel
tn_port | vlan

vlan_id | oob} [ vrf vif_name]

no sntp source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
vrf_name: (1..32)
CMMBOJI0B/BbIK/IIOYEHO

OnpegenseT IP-untepdelic uctoyHmKa ana naketos NTP IPv4.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

sntp source-interface-ipvé

{ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group
| loopback loopback_id |
tunnel tn_port | vlan
vlan_id}

no sntp source-interface-
ipv6

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
tn_port: (1..16);
group: (1..128);
vlan_id: (1..4094)
/BbIK/IOYEHO

Onpeaenset IPv6-uHTepdeiic McTouHnKa ana naketos NTP IPv6.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

sntp source-port [udp_port]

no sntp source-port

udp_port: (1..65535)/
M0 YMONYaAHMIO
ucnonbsyetca
C/ly4aiHbIN NopT

YcraHasnusaeT SRC UDP-nopt gns naketos NTP.
Mpu ncnonbzosaHum UDP-nopTtoB U3 auanasoHa 1-1024
npeABapUTeNbHO HYXXHO y6eauTbCA, YTO AaHHbIU nopT
cBob60gEeH M He uconb3yetca Apyrumu cepsucamu. Mopt
50000 sBnsetca pedontHbim pAna (PyHKUMOHana peer
detection ipaddr.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

clock dhcp timezone

no clock dhcp timezone

-/3anpelueHo

PaspeluaeT nonyyeHne TakMx AaHHbIX KaK YacOBOW MOAC U NeTHee
Bpemsa ot DHCP-cepsepa.

3anpeLaeT NoayvyeHUA TakMX AaHHbIX KaK YacoBOWM MOAC M eTHee
Bpemsa ot DHCP-cepsepa.
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HELTEX

ntp {server | peer}
{ipv4_address | ipv6_address
| hostname } [ version version ]
[ vrf vrf_name ]

no ntp {server | peer}
{ipv4_address | ipv6_address |
hostname } [ vrf vrf_name ]

version: (1..4)/4
hostname: (1..158)
CUMBO/IOB;
vrf_name: (1..32)
CUMBO/I0B

3apaet agpec NTP-cepBepa UM 04HOPAHIOBOrO y3na.

- ipv4_address — IPv4-aapec y3na cetu;

- ipv6_address — IPv6-aapec y3na cetu;

- hostname — [oMeHHOE MMA y31a CeTH;

- version — onpefenseT BepCUIo NPoToKoAa ntp;

- vrf_name — umsa BUPTyaNbHON 061acTN MapLupyTU3aLun.

Ypanset cepsep u3 cnmucka NTP-cepsepos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

3anpoc KOMaHAHOM CTPOKK B pexume KOHPUrypauum nHtepdeiica MMeeT cieayowmn BUA,:

console (config-if) #

Tabanua 67 — CNUCOK KOMaHA ANA HACTPOMKM CUCTEMHOTO BPEMEHW B PEKMME KOHPUTYpaLumm nHTepdelica

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

sntp client enable

no sntp client enable

-/3anpelueHo

Paspewaet paboty SNTP-KAMEHTY, KOTOPbIM NOAAEPKUBAET METOL,
PACCbIIKM MAKeToB, MO3BONAIOWMIA NOCLIIATL AAHHbIE YCTPOWUCTBY
6nKaiwemy 13 rpynnbl NoayyaTesen, a TakKe LNMPOKoBeLLaTe b-
HoMy SNTP-KnueHTy Ha HacTpamBaemom uHTepdeice (Ethernet,
port-channel, VLAN).

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

[pumepbl 8bIN0AHEHUS KOMAHO

OT06pa3nTb CUCTEMHOE BPEMS, AaTy M AaHHbIE N0 YaCoBOM 30He:

console# show clock detail

15:29:08 PDT (UTC-7)
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:
Acronym is PDT

Jun 17 2009

Recurring every year.
Begins at first Sunday of April at 2:00.

CTaTyC npouecca CUMHXPOHU3aLUMN BpeEMEHU OTO6pa)-KEETCF| C NoOMouWbO AONO/THUTE/IbHO CMMBO1A

nepeg sHa4eHnem BpemeHu.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

MCI'IOﬂb3yI-OTCﬂ cneagywouimne ob03HayeHuA:

— TouKa (.) 03HauaeT, YTo BPEMSA AOCTOBEPHO, HO HET CUHXPOHM3aLUNUN ¢ cepBepom SNTP;
—  OTCYTCTBME CMMBO/Ia 03HAYaeT, YTO BPEMSA AOCTOBEPHO M CUHXPOHM3ALIMA eCTb;
— 3Be304Ka (*) o3HayaeT, YTO Bpemsi He4O0CTOBEPHO.
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HELTEX

3agaTb AAaTy M BPeEMA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32

console# clock set 13:32:00 7 Mar 2009
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HELTEX

OTobpasuTb cTaTyc NpoTokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum : 3
Status :up
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bbllle CUCTEMHOE BPEMA CUMHXPOHM3MpPOBaHO oT cepsepa 10.10.10.1, nocneaHuii oTeer
nonyyeH B 10:37:38, HecoBnageHmne CUCTEMHOIO BPEMEHM C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

5.9 KoHopurypaumsa spemeHHbIX MHTepBanoB time-range

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:
console (config) #

Tabauua 68 — KomaHabl pexkuma rnobanbHol KoHdUrypauum

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
Mo yMmoA4YaHuio
time-range time_name Co3gaHue time-range v BXO4 B PEXUM KOHOUIypauum BpeMeHHbIX
time_name: MHTEpPBasoB.
(0..32) cumBona - time_name — uma npo¢duna HacTpoekK time-range.
no time-range time_name Y4anutb BpeMeHHOM MHTepBa.
KomaHObI pexcuma KoHu2ypayuu spemMeHHbIX UHMepsasnos
console# configure
console (config)# time-range range name
console (config-time-range) #
Tabnnuya 69 — KomaHabl pernma KoHoUrypaLmm BpeMeHHOro MHTepBana
3HayeHue/3HavyeHue ”
KomaHda / Aelicmeue
no ymon4aHuro
absolute {end | start} hh:mm hh: (0..23); 3agaTb Havyano U (MAK) KoHel, BpeMeHHOro MHTepsana B ¢popmare:
date month year mm: (0..59); Yyac: MMHYTa AeHb MecsL, roA,
no absolute {end | start} date: (1..31); Y8anuTb BpemeHHOM nHTepBsan.
month: (jan..dec);
year: (2000..2097)
periodic list hh:mm to hh:mm hh: (0..23); 3a4aTb BpEMEHHOW MHTEPBa B TEYEHUE OAHOTO U3 AHEW Heaenun unm
{all | weekday} mm: (0..59); Ka)KAoro AHA Heaenu.
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HELTEX

no periodic list hh:mm to weekday: (mon...sun)
hh:mm {all | weekday}

Yanutb BpeMeHHOM MHTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BpEMEHHOWN MHTEPBaA/ B TEYEHUE HELENN.

YAanuTb BpeMeHHOM UHTepBa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet u Port-Channel

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMme KOHUrypauumn nHTepdeicos:

console (config-if) #

Tabanuya 70 — KomaHabl perknma KoHourypaumm nHtepdeicos Ethernet n Port-Channel

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

operation time time_name
time_name: (0..32)
cumBona

no operation time

3apatb time-range, onpeaensAoWwmii BpeMeHHOW UHTepBas, B KOTO-
pom uHTepdeic byaet HaxoauTca B coctosiHum Up.
- time_name — uma npoduna HacTpoek time-range.

Y0anutb BpeMeHHOM MHTepBa.

5.10 KoHpurypauua uHrepoeicos u VLAN

5.10.1 NMapamempeol Ethernet-uHnmepdpelicos, Port-Channel u Loopback-

uHmepaelicos

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (OQuanasoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | twentyfivegigabitethernet twe port | hundredgigabitethernet
hu port | fourhundredgigabitethernet fo port | oob | port-channel group |

range (..} | loopback loopback id }
console (config-if)#

[aHHbIA pexnm JOCTyneH U3 pexkMma KoHOUrypaumm 1 npefHasHavyeH Aaa 3afaHuA NapameTpos
KOHduUrypaumm uHTepdeiica (nopta KommyTaTopa WAWM TpPynnbl MOPTOB, PaboTaloWMX B pexume
pasaeneHus Harpysku) ninbo ananasoHa HTepdencos.

Bbibop MHTepdeica ocyLwecTBASETCA NPY NOMOLLM KOMAHZ U3 Tabanubl HUXKe.

Tabnunua 71 — KomaHabl Bbibopa MHTepdenca AN KOMMYTaTOpOB

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

[nsa HacTpolikn 1G-uHTepdeicos.

interface tengigabitethernet te_port

[na HacTponkn 10G-nHTepdelicos.

interface twentyfivegigabitethernet twe_port

[na HacTpoiikn 25G-nHTepdelicos.

interface hundredgigabitethernet hu_port

[na HacTpoikun 100G-mHTepdencos.

interface fourhundredgigabitethernet fo_port

Ona HacTpolikm 400G-uHTepdelicos.

interface port-channel group

[N HaCTPOWMKM rpynn KaHanoB.

interface oob

[na HacTpoiku uHTepderica ynpasneHns (MHtepdeic ynpasieHus
MPUCYTCTBYET HE Ha BCEX KOMMYTaTOpax).

interface loopback loopback_id

[na HacTpoiKu BUPTYyanbHbIX MHTepdecoB.

152 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




A ELTEX

roe:

— group —nopsAKoBbI HOMep rpynnbl, obliee KonmMyecTso cornacHo Tabanue 10 (cTpoKa «Arperaums
KaHanos (LAG)»);

— gi_port—nopaaKosbiit Homep 1G-nHTepdeliica, 3agaerca 8 suae: 1..8/0/1..48;

— te_port — nopagKosbli Homep 10G-nHTepdeliica, 3agaetca B suae: 1..8/0/1..48;

— twe_port — nopaaKosbliit Homep 25G-nHTepdeiica, 3agaetca 8 snge: 1..8/0/1..120;

—  hu_port — nopaakosbii Homep 100G-nHTepdeiica, 3apaetca B8 suae: 1..8/0/1..32;

— fo_port — nopaakoBsbiii Homep 400G-uHTepdeiica, 3agaetca B Buae: 1..8/0/1..32;

— loopback_id — nopaakoBblit HOMep BUPTYaabHOro MHTepdeiica, obLliee KOMYeCcTBO COrNacHo Tab-
nvue 10 (ctpoka «Konnyectso BupTyanbHbix Loopback-uHtepdeicos»).

3anucb nHtepdeiica

1..8/0/1..N

HOMEp YCTPOMCTBA B CTEKE HOoMep c/oTa HOomep uHTepodeica

KomaHapl, BBeAeHHble B pexume KoHpurypaumm uHtepdelica, NPUMEHAIOTCA K BblbpaHHOMY
nHTepdelicy.

HuKe npuBeaeHbl KOMaHAbl ANA BXOAA B PEXKMM HacTpoWku gecatoro Ethernet-uHtepdeiica nep-
BOTO YCTPOWCTBA B CTEKE U BXO4A B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface hundredgigabitethernet 1,/0/10
console (config-if) #

console# configure

console (config)# interface port-channel I

console (config-if) #

Bbibop gManasoHa nHTepdencoB ocyLLecTBAAETCA NPU MOMOLLM KOMaHA,:

interface range gigabitethernet portlist — pna HacTpoku pAuanasoHa gigabitethernet-
MHTepoelicos;

— interface range tengigabitethernet portlist — gns HacTpolikm amanasoHa tengigabitethernet-
nHTepdelicos;

— interface range twentyfivegigabitethernet portlist — pns HacTpoliku amnanasoHa twentyfivegiga-
bitethernet-untepdeliicos;

— interface range hundredgigabitethernet portlist — gna HacTpolikm gmuanasoHa hundredgiga-
bitethernet-untepdeliicos;

— interface range fourhundredgigabitethernet portlist — pna HacTpoikn ananasoHa fourhundredgi-
gabitethernet-uHtepdeiicos;

— interface range port-channel grouplist — nns HacTpoMKK gmManasoHa rpynn NopToB..
KomaHzbl, BBegeHHble B JAaHHOM peXKMMe, NPUMEHAIOTCA K BbIBpaHHOMY AManasoHy UHTepdeiicos.

Huke npuBeseHbl KOMAHAbI AN BXOAA B PEXUM HACTPOMKM ananasoHa Ethernet-uHtepdeiicos c 1
no 10 sBcex rpynn NOpToOB.
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HELTEX

console# configure
console (config) # interface range gigabitethernet 1/0/1-10
console (config-if)#

console# configure
console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config) # interface range twentyfivegigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config) # interface range hundredgigabitethernet 1/0/1-10
console (config-if)#

console# configure
console (config) # interface range fourhundredgigabitethernet 1/0/1-10
console (config-if)#

console# configure

console (config)# interface range port-channel 1-10
console (config-if)#

Tabnunua 72 — KomaHapl perknma KoHourypaumm nHtepdeincos Ethernet n Port-Channel

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymon4aHuio
shutdown BbIKntounTb  KOoHOUrypupyembii  nHtepdeiic (Ethernet, port-
-/BKAOUEH channel)
no shutdown BkAtounTb KOHOUTYypUpyembli MHTEpdeNic.
description descr descr: (1..64) [o6asunTb onucaHue nHTepoeiica (Ethernet, port-channel).
no description CMMBO/IOB/HeT .
OnUCaHNS Ypanutb onvcaHue uHtepdeiica.
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepesayn faHHbIx (Ethernet).
no speed 10000) YCTaHOBUTb 3HaYEHME MO YMONHAHMIO.
duplex mode 3afaTb pexum aynnekca uHTepdelica (NnosHoaynneKcHoe coeau-
mode: (full, half)/full HeHuWe, NnonyaynaekcHoe coeguHenue, Ethernet).
no duplex YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
negotiation [cap1 BK/touaeT aBTOCOr1acoBaHME A1 CKOPOCTU U AynaeKca Ha HacTpa-
[cap2...cap5]] nBaeMom uHTepoerice. MoXKHO yKasaTb onpeseneHHble COBMeCTU-
cap: (10f, 10h, 100f, MOCTM NapameTpa aBTOCOM1acoBaHUA, eCAN NapameTpbl He 3a4aHbl,
100h, 1000f, 10000f) TO NoaAepXunBatoTca Bce coemectumocTu (Ethernet, port-channel).
no negotiation BbIK/lOYUaeT aBTOCOr/NacoBaHWe AN CKOPOCTM M AynaeKkca Ha
HacTpanBaemom uHTepdeiice.
negotiation bypass PexxMm ycTaHOBNeHWs cBA3M B 06Xx04 npoleaypbl aBTOCOMNa-
COBaHWA, CNM NapTHep Ha BCTPEYHOWM CTOPOHe He OTBevaeT Co
CTaHAAPTHbIM TaliMayTOM Mpoliecca aBTocornacosaHus (negoti-
| ation timeout long).
negotiation bypass forced /long Pesxxmm ycTaHoBneHWA cBA3M B 06X04 npoleaypbl asTocoria-
COBaHWA, ecAu MapTHepP Ha BCTPEYHOW CTOpPOHe He oTBevaeT C
MWHUMANbHBIM TalMayTOM NpoLLecca aBTOCOrNacoBaHuA (negoti-
ation timeout short).
flowcontrol mode 3apaTb pexmm ynpasnaeHua notokom flowcontrol (BkatounTs, OT-
KNOYUTb UK aBTOCOrnacoBaHue). ABTocornacosaHue flowcontrol
mode: (on, off, paboTaeT TONbKO B C/yyae, €CAM PEXMM aBTOCOrNacoBaHUA
auto)/off negotiation BKAloueH Ha HacTpanBaemom uHTepodeiice (Ethernet,
port-channel).
no flowcontrol OTKNOYNUTD PEXUM YNPABAEHMA NOTOKOM.
back-pressure BkatoyaeT ¢yHKUMIO «0BpaTHOro AaB/eHMUA» Ha HAaCTpaMBaeMoM
nHtepoerice (Ethernet).
-/BblKIOYEH
no back-pressure BblKk/toYaeT QyHKUMIO «0BPaTHOro A4aBNEHUA» HA HacTpaMBaemom
UHTepodeiice.
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A ELTEX

load-average period

no load-average

period: (5..300)/15

YCTaHOBWTb Nepuoa, B TeYeHMe KOTOPOro cobupaeTcs CTaTUCTUKA O
Harpyske Ha uHTepodeiice.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

unidirectional send-only

no undirectional

-/BbIK/IIOYEHO

BK/IlOYaeT NOpPT, OCHALLEHHbIN ABYHaNpaB/ieHHbIMM Nemonepe-
AaT4MKaMU, B PEXUM O4HOHANPaBAEHHOM nepeaayn.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

hardware profile portmode
{1x100g | 4x25g}

-/1x100g

MNepekntounTb pexkum nHTepoeincos HG.
/1 Hactpoiika npumensetcsa nocne coxpaHeHUs KoHdUrypa-
LM U NepesarpysKu ycTpoiicrTea.

V NoppepxkuBaerca  pabota ¢
100G-4x25g n 40G-4x10g.

breakout-kabenamm

feccl74

fec cl91

-/BbIKNIOYEH

BK/IOUMTL pexrMm MNpAMOIN KoppeKuun owmnbok cl74 Ha uHTep-
deiice 25G.

BKAOUNTL PEXUM NPAMOIN KOppeKuumn owmnbok cl91 Ha uHTep-
deiice 25G.

fec off

OTKNOYUTD PEXUM NPAMON KOPPEKLUMN OLLNOOK.

speed mode

no speed

mode: (10, 100, 1000,
10000, 25000, 40000,
100000)

3a4aTb CKOPOCTb Nepeaaun gaHHbix (Ethernet).
[ ocTynHOCTb KOHPUTYPUPOBAHUA CKOPOCTHDIX PEXXUMOB
33aBUCUT OT TMNa UHTepdelica ycTpoiicTBa.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

%

Ha MES5400-24 B pexxume paciiensieHua moryt paboratb 100G-uHtepdeitcbi HG3-HGS6.
Ha uHTtepdeiicax HG1, HG2 aaHHbIM pexxum He noaaep)kusBaerca. Ha MES5400-24 rev.B

noAaAep:KKa pacwenieHuns ectb Ha Bcex 100G-uHtepdeiicax.

%

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Ha MES5500-32 B pexxume paclyensieHusa 4octynHo makcumym 30 100G-uHtepdeiicos.

Bug, 3anpoca KOMaHAHOMW CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 73 — KomaHabl perkmma obLmx Hactpoek nHtepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port jumbo-frame

PaspewaeT KommyTaTopy paboTaTh C Kagpamu 6oNbLIOro pasmepa.
V 3HaueHue maximum transmission unit (MTU) no ymonua-
Huto 1500 6aiit.

Hactpoiika BCTynuT B CMAy TONbKO Mocne nepesarpysku
-/3anpelleHo V .
ycTpoliicTBa.
3HaueHne maximum transmission unit (MTU) npu
V HacTpoiiKe port jumbo-frame 10240 6aiir.

no port jumbo-frame 3anpelaeT KommyTaTopy paboTaThb ¢ Kagpamu 60/1bLIOrO pasmepa.
errdisable recovery cause {all | BK/IOUMTL aBTOMATMYECKYHO aKTUBALMIO MHTepdeiica nocae ero oT-
loopack-detection | KHOYEHUS B CIeAYOWMX CAyYanX:
port-security | - loopback-detection — 06Hapy»keHWe netenb;
dotlx-src-address | acl-deny | - port-security — HapyweHue 6e3onacHocTK ans port security;
stp-bpdu-guard | - dotlx-src-address — HenpoxoxaeHve ayTeHTMdMKaL MM, OCHOBAH-
stp-loopback-guard | udid | HoW Ha MAC-agpecax nosib3oBaTtenei;
storm-control | link-flapping | - acl-deny — HecooTBeTcTBME cnnckam goctyna (ACL);
evpn-core-tracking} -/3anpeLyeHo - stp-bpdu-guard — aktmBauma sawmuTbl BPDU Guard (nepeaaya He-

CaHKLMOHMPOBaHHOro naketa BPDU yepes nHTepdeic);

- stp-loopback-guard — o6HapyKeHue netenb npoTokosom STP;

- udld — akTBauus 3awmTsel UDLD;

- storm-control — 3aWuTa OT «WTOPMA» A8 PA3IMYHOIO TPadUKa;
- link-flapping — nannuHr nnHKa;

- evpn-core-tracking — mexaHM3M 3alMTbl OT M30AAUMM AAPa B
EVPN.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

155

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

no errdisable recovery cause
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping |
evpn-core-tracking}

YCTaHOBWTb 3HaYeHMe Mo YMOJIHAHUIO.

errdisable recovery interval
seconds

no errdisable recovery interval

seconds:
(30..86400)/300 cekyHa,

YCTaHOBWUTb BPEMEHHOW MHTepBasa A/ aBTOMATUYECKOro NOBTOp-
HOTO BKAlOYEHUA NHTepdelica.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

snmp trap link-status

no snmp trap link-status

-/BKIOYEHO

BkntouaeT otnpaBky SNMP trap-coobuieHuii 0 COCTOAHUM UHTEp-
bencHbIX IMHKOB.

OTKntoyaeT otTnpaBky SNMP trap-coobuieHnin.

default interface [range] {ip
ip_address | oob |
gigabitethernet gi_port |
TenGigabitEthernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | Port-Channel group |
Loopback loopback _id | Vlan
vlan_id}

ip_address: A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
loopback_id: (1);
vlan_id: (1..4094)

Cbpoc HacTpoek UHTepdelica au rpynnbl MHTepdencos Ha 3Have-
HWA, YCTaHOB/IEHHbIE MO YMONYaHWIO.

KomaHOb1 pexcuma EXEC

BuAa 3anpoca KomaHAHON CTPOKM B pexxkunme EXEC:

console#

Tabnunua 74 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

clear counters

C6poc cTaTUCTMKKN ANA BCex MHTepdeiicos.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Cbpoc cTaTUCTUKKM ana uHTepdelica.

set interface active {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

AKTMBMPYET NOPT MAW TPYNNY MOPTOB, BbIKAOYEHHbIX KOMaHAO0M
shutdown.
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show interfaces configuration
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKas3aTb KOHPUTYpaLMIO MHTEpPdENCoB.

show interfaces status

MokasaTb cocToAHUE Bcex MHTepdencos.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MokasaTb cocTosiHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

MoKasaTb NapameTpbl aBTOCOrNAcoBaHUA, 06bABAEHHbIE A1A BCEX
MHTepdencos.

show interfaces advertise
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

loKa3aTb napameTpbl aBTOCOr/1acoOBaHMA, 06bABNEHHbIE ana

Ethernet-nopta, rpynnbl NopToB.

show interfaces description

MoKa3aTb onMcaHnA Bcex UHTepPGENCcoB.

show interfaces description
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

lNoKasaTb onucaHune Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces counters

MoKasaTb CTaTUCTUKY N5 BCEX UHTEePdEliCcOoB.

show interfaces counters
{oob | gigabitethernet gi_port
| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Moka3aTb CTaTUCTUKY A4NA UHTepdeitca.

show interfaces utilization

MoKasaTb CTaTUCTUKY NO HarpysKe A5 BCex nHTepdelcos.

show interfaces utilization {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Moka3aTb CTaTUCTMKY MO Harpyske ansa Ethernet-untepdeiica.
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show interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb CBOAHYH MHOOPMALLMIO O COCTOAHWUM, HAaCTPOIKe U CTaTu-
CTUKe nopTa.

show ports jumbo-frame

MokasaTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HAaCTPOMKM A/1A aBTOMATUYECKOM MOBTOPHOM aKTUBaLUK
nopra.

show errdisable interfaces {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb NPUYMHY OTKIIOHMEHUA MOPTa, rPynMbl NOPTOB U COCTOA-
HWe aBTOMATUYECKOM aKTUBALUW.

show hardware profile
portmode

MoKasaTb pekum paboTbl POAUTENLCKOTO MHTEpdeica U Homepa
NopTOB, Ha KOTOPbIEe POAUTENbCKUIA MHTepdENC pacLLenaeH.

show interfaces fec {
gigabitethernet gi_port

| tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port '}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MoKaszaTb peXKMm u cTaTyc paboTbl NPAMON KOPPEKLUM OLIMOOK Ha
MHTepoeice.

[pumepbl 8b1M0MHEHUS KOMAHO

MoKa3aTb cocToOAHME UHTEpPdEICOoB:

console# show interfaces status

Flow Link Back Mdix

Port Type Duplex Speed Neg ctrl State Pressure Mode
Port Mode
tel/0/3 10G-Fiber Full 1000 Disabled Off Up Disabled Off
Access
tel/0/4 10G-Fiber -- -- -= -- Down -= -=
Access
tel/0/5 10G-Fiber -- -- -= -- Down -= -=
Access
tel/0/6 10G-Fiber -- -- -= -- Down -= -=
Access
tel/0/7 10G-Fiber -- -- -= -- Down -= -=
Access
tel/0/8 10G-Fiber -- -- -= -- Down -= -=
Access
tel/0/9 10G-Fiber -- -- -= -- Down -= -=
Access
tel/0/10 10G-Fiber - - - --  Down - -
Access
tel/0/11 10G-Fiber -- -- -= -- Down -- -=
Access
tel/0/12 10G-Fiber -- -- -= -- Down -- -=
Access

Flow Link
Ch Type Duplex Speed Neg control State
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Pol -= -= -= -= -= Not Present
Po2 - - - - -- Not Present
Po3 - - - - -— Not Present
Po4d -= -= -= -= -= Not Present
Pob5 -= - - - -= Not Present
Po6 — - - -— -= Not Present
Po7 -= - - - -= Not Present
Po8 — - - -— -= Not Present
Po9 - - - - -— Not Present
Pol0 — - - -— -= Not Present
Poll - - - - -— Not Present
Pol2 — - - -— -= Not Present
Pol3 - - - - -— Not Present
Pol4d — - - -— -= Not Present
Polb -= - - - -= Not Present
Pol6 — - - -— -= Not Present
Pol7 _— - - - -= Not Present
Pol8 —— - - -— -= Not Present
Pol9 - -- -- -- - Not Present
Po20 —— - - -— -= Not Present
Po21 - -- -- -- - Not Present
Po22 —— - - -— -= Not Present
Po23 - -- -- -- - Not Present
Po24 —— - - -— -= Not Present
Po25 —— - - -— -= Not Present
Po26 - -- -- -- - Not Present
Po27 —— - - -— -= Not Present
Po28 - -- -- -- - Not Present
Po29 —— - - -— -= Not Present
Po30 - -- -- -- - Not Present
Po31 -= -= -= -= -= Not Present
Po32 - -- -- -- - Not Present
Link
Oob Type Duplex Speed Neg State
oob 1G-Copper - - -= Down

lMoKa3aTb NnapameTpbl aBTOCOr/1aCOBaHMUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/3 10G-Fiber Disabled -- -
tel/0/4 10G-Fiber Disabled -- -
tel/0/5 10G-Fiber Disabled -- --
tel/0/6 10G-Fiber Disabled -- --
tel/0/7 10G-Fiber Disabled -- --
tel/0/8 10G-Fiber Disabled -- --
tel/0/9 10G-Fiber Disabled -- --
tel/0/10 10G-Fiber Disabled - -
tel/0/11 10G-Fiber Disabled -= -
tel/0/12 10G-Fiber Disabled -= -=
Ch Type Neg Preferred Operational Link Advertisement
Pol Unknown Enabled Slave --
Po2 Unknown Enabled Slave -
Po3 Unknown Enabled Slave --
Po4d Unknown Enabled Slave -
Po5 Unknown Enabled Slave -=
Pob Unknown Enabled Slave -
Po7 Unknown Enabled Slave -=
Po8 Unknown Enabled Slave -
Po9 Unknown Enabled Slave -=
Pol0 Unknown Enabled Slave -
Poll Unknown Enabled Slave -=
Pol2 Unknown Enabled Slave -=
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Pol3 Unknown Enabled Slave -=
Pol4 Unknown Enabled Slave -=
Pol5 Unknown Enabled Slave -
Poléb Unknown Enabled Slave -=
Pol7 Unknown Enabled Slave -=
Pol8 Unknown Enabled Slave -=
Pol9 Unknown Enabled Slave -
Po20 Unknown Enabled Slave -=
Po21 Unknown Enabled Slave -
Po22 Unknown Enabled Slave -=
Po23 Unknown Enabled Slave -
Po24 Unknown Enabled Slave -=
Po25 Unknown Enabled Slave -
Po26 Unknown Enabled Slave -=
Po27 Unknown Enabled Slave -
Po28 Unknown Enabled Slave -=
Po29 Unknown Enabled Slave -
Po30 Unknown Enabled Slave -
Po31 Unknown Enabled Slave -
Po32 Unknown Enabled Slave -
Oob Type Neg Operational Link Advertisement
oob 1G- Enabled -

MoKasaTb CTaTUCTUKY MO UHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

0O0B InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

lMoKa3aTb CTaTUCTUKY MO rpynmne KaHanos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
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Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

MoKas3aTb HacTpolKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset
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MokasaTb pexkum paboTbl PpoAUTENLCKOrO MHTepdeica 1 HoMepa NOPTOB, HAa KOTOPbIE POAUTENLCKUIA UH-
Tepdelic paclwenseH:

console# show hardware profile portmode

Interface Port Mode after reset Port Mode Expanded interfaces
hul/0/1 4x25G 4x25G twel/0/1-4
hul/0/2 4x25G 4x25G twel/0/5-8
hul/0/3 1x100G 1x100G twel/0/9-12
hul/0/4 1x100G 1x100G twel/0/13-16
hul/0/5 1x100G 1x100G twel/0/17-20
hul/0/6 1x100G 1x100G twel/0/21-24
hu2/0/1 4x25G 1x100G twe2/0/1-4
hu2/0/2 1x100G 1x100G twe2/0/5-8
hu2/0/3 1x100G 1x100G twe2/0/9-12
hu2/0/4 1x100G 1x100G twe2/0/13-16
hu2/0/5 1x100G 1x100G twe2/0/17-20
hu2/0/6 1x100G 1x100G twe2/0/21-24
hu3/0/1 1x100G 1x100G twe3/0/1-4
hu3/0/2 1x100G 1x100G twe3/0/5-8
hu3/0/3 1x100G 1x100G twe3/0/9-12
hu3/0/4 1x100G 1x100G twe3/0/13-16
hu3/0/5 1x100G 1x100G twe3/0/17-20
hu3/0/6 1x100G 1x100G twe3/0/21-24
hu4/0/1 1x100G 1x100G twed/0/1-4
hu4/0/2 1x100G 1x100G twed/0/5-8
hu4/0/3 1x100G 1x100G twed/0/9-12
hud/0/4 1x100G 1x100G twed4/0/13-16
hu4/0/5 1x100G 1x100G twed/0/17-20
hu4/0/6 1x100G 1x100G twed/0/21-24
hu5/0/1 1x100G 1x100G tweb5/0/1-4
hu5/0/2 1x100G 1x100G twe5/0/5-8
hu5/0/3 1x100G 1x100G twe5/0/9-12
hu5/0/4 1x100G 1x100G twe5/0/13-16
hu5/0/5 1x100G 1x100G twe5/0/17-20
hu5/0/6 1x100G 1x100G twe5/0/21-24
hué6/0/1 1x100G 1x100G twe6/0/1-4
hué6/0/2 1x100G 1x100G twe6/0/5-8
hué6/0/3 1x100G 1x100G twe6/0/9-12
hu6/0/4 1x100G 1x100G twe6/0/13-16
hu6/0/5 1x100G 1x100G twe6/0/17-20
hu6/0/6 1x100G 1x100G twe6/0/21-24
hu7/0/1 1x100G 1x100G twe7/0/1-4
hu7/0/2 1x100G 1x100G twe7/0/5-8
hu7/0/3 1x100G 1x100G twe7/0/9-12
hu7/0/4 1x100G 1x100G twe7/0/13-16
hu7/0/5 1x100G 1x100G twe7/0/17-20
hu7/0/6 1x100G 1x100G twe7/0/21-24
hu8/0/1 1x100G 1x100G twe8/0/1-4
hu8/0/2 1x100G 1x100G twe8/0/5-8
hu8/0/3 1x100G 1x100G twe8/0/9-12
hu8/0/4 1x100G 1x100G twe8/0/13-16
hu8/0/5 1x100G 1x100G twe8/0/17-20
hu8/0/6 1x100G 1x100G twe8/0/21-24
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Tabnuua 75 — OnucaHMe cHeTYMKOB

Cyuemyuk OnucaHue
InOctets Konnuectso NpuHATbIX 6aliToB.
InUcastPkts Konnyectso NPUHATBLIX 04HOAAPECHbIX NAKEeTOB.
InMcastPkts Konnyectso NPUHATLIX MHOFOaApeCcHbIX NaKeToB.
InBcastPkts Konnyectso NPUMHATBIX WWMPOKOBELLAaTeNbHbIX NAaKEeTOB.
OutOctets Konnuectso nepeaaHHbIX 6aiToB.
OutUcastPkts Konunyectso nepefaHHbIX O4HO3APECHbIX MAKETOB.
OutMcastPkts Konnuyectso nepefaHHbIX MHOTOaApeCHbIX MaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX LWUMPOKOBELLLATe/IbHbIX MAaKeToB.

Alignment Errors

KonnyectBo NpMHATLIX KaAPOB C HAPYLUEHHOM LeNOCTHOCTLIO (C KoMYecTBOM HalT He
COOTBETCTBYIOLMM AJIMHE) U He NPOoLIeAWNX MPOBEPKY KOHTPOIbHOM cymmbl (FCS).

FCS Errors

Konnyectso npuHATLIX KaAPOB C KONNYECTBOM BaT, COOTBETCTBYIOWMM AJIMHE, HO He
npoLueALWwmnx NPOBEepPKY KOHTPOAbHOM cymmbl (FCS).

Single Collision Frames

Konnyectso KaZpoBs, BOBNEYEHHbIX B €AMHUYHYIO KOIM3MIO, HO BNOC/IeACTBMMN nepe-
AaHHbIX yCneLwHOo.

Multiple Collision Frames

Konnyectso Kagpos, BOB/IEYEHHbIX 6onee yem B OA4HY KONINU3UKO, HO BNocs1eaACTBUU Mne-
pPenaHHbIX yCnewHo.

Deferred Transmissions

Konnyectso Kagpos, 4NA KOTOPbIX NepBas NonNbITKa nepegadn oTA0XeHa U3-3a 3aHATO-
CTU cpegbl nepenayu.

Late Collisions

Konmuectso cnydaes, Korga Konnmnsma sadmMKcMpoBaHa nocsie Toro, Kak B KaHan cBA3M
yKe 6blnn nepegaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bbian nepeaaHbl N3-3a M36bITOYHOrO KONMYECTBA KO-
NN3UN.

Carrier Sense Errors

Konunuyectso cnyyaes, Koraa COCTOAHME KOHTPOA HecyLwel 6bin0 noTepaHo, AnMbo He
YTBEPXKAEHO MPM NOMbITKE Nepeaayn Kagpa.

Oversize Packets

Konnyectso NpMHATLIX NaKeTOB, pa3mep KOTOPbIX NMPEeBbILLAeT MaKCUMasbHbI paspe-
LUEHHbIN pasmep Kagpa.

Internal MAC Rx Errors

Konnuectso KagpoBs, KOTOpble He BblN NPUHATLI YCNELWHO U3-3a BHYTPEHHEN oWwnbKM
npuema Ha yposHe MAC.

Symbol Errors

[na nutepdeiica, pabotatowero B pexkmume 100 M6/c — KOAMYECTBO CyYaes, Koraa
MMesICA HeAOMYCTUMbIV CUMBOA AaHHBIX, B TO BPEMS KaK NpaBu/bHasa HecyLllan bbina
npeacrasieHa.

Ona vHuTepdelica, paboTatoliero B noayaynnekcHom pexkume 1000 M6/c — KonnyecTso
C/ly4aeB, KOraa cpeacTBa NPMEMA 3aHATbI B TEUEHWE BPEMEHU, PaBHOMY UK Bonbluemy
yem pasmep csoTa (slotTime), u B Te4eHME KOTOPOrO MMENOCb XOTA 6bl 0AHO CObbITHE,
KoTopoe 3acTasnset PHY BblgaBaTth owWMBKy npuema gaHHbIX (Data reception error) nau
owmnbKy Hecyuiel (Carrier extend error) Ha GMII.

[na vuTepdeiica, paboTatoLiero B NoJIHOM AynaeKkcHoM pexkume 1000 M6/c — konnye-
CTBO CNy4YaeB, KOrAa CPesCcTBa NpMemMa 3aHATbI B TEHEHWE BPEMEHU, PpaBHOMY uan 60b-
Lemy 4eM MUHUMAbHBIN pasmep Kagpa (minFrameSize), n B Te4yeHMe KOoToporo nme-
Nocb XoTA 6bl 04HO CObbITME, KOTOpOoe 3acTaBnAeT PHY BbigaBaTth oWMBKY Npuema AaH-
HbIx (Data reception error) Ha GMII.

Received Pause Frames

Konnyectso npuHATbIX ynpasaarowmx MAC-Kkagpos ¢ Kogom onepaumm PAUSE.

Transmitted Pause
Frames

Konnuyectso nepepaHHbIx ynpasaawowmx MAC-kagpos ¢ kogom onepaumn PAUSE.
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5.10.2 Hacmpoiika VLAN u pexcumos kommymauyuu uHmepdgelicos

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bua 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:
console (config) #

Tabnnua 76 — KomaHabl perknma rnobanbHoM KOHPUrypauum

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no yMmosa4YaHurw
vlan database - MepeiiTn B pexxmnm KoHdurypaumm VLAN.
vlan prohibit-internal-usage - add — no6aBuTb yKasaHHbie VLAN ID B nepeyeHb 3anpeLeHHbIX
{add VLANIist | remove ONA BHYTPEHHEro UCno/ib3oBaHus;
VLANIist | except VLANIist | - remove — yaanuTb ykasaHHble VLAN ID 13 nepeuHn 3anpelyeH-

HbIX A1 BHYTPEHHEro NCnoab30BaHuA;

- except — 06aBUTb B NepeyYeHb 3anpeLleHHbIX A1 BHYTPEeHHero
mncnonb3osaHma sce VLAN ID, 3a MCKAtOYEHMEM YKA3aHHbIX B Ka-
yecTse NapameTpa;

- none — ouncTuTb nepeyeHb VLAN ID, 3anpeleHHbIX ANA BHYT-
PEHHEero Ncnosib3oBaHmA.

BKN1OYMUTL BO3MOXKHOCTb f06aBneHMA Ha GU3MYECKOM UHTEp-

none}
VLANIist: (2..4094)

vlan mode {basic | tr101}

/basic delice B pexxmme customer cpasy AByx naeHTndurkatopos VLAN.
vlan tr101 map inner-vlan CHATb Ha ¢du3MYeckom uMHTepdeice cpasy 2 uaeHTUdUKaTopa
c_vlan_id interface { giga- VLAN (B pexkmme customer), 6asupytoscb Kak Ha s_vlan_id, Tak u
bitethernet gi_port | tengi- Ha c_vlan_id. Mpu sTom aeincTeme BbINONHAETCA TO/IbKO A1A Tpa-
gabitethernet te_port | duKa, nayuiero c nHTepdelica, ykasaHHOro B JaHHOW HacTPOWMKe.
port-channel group} - c_vlan_id — naeHTMdMKaLMOHHbIM HoMmep BHyTpeHHeln VLAN.

- interface — cnucoKk nHTepdeincos, K Bxoaawemy TpaduKy KoTo-
pbIX BO3MOXHO NPUMEHEHWNE AaHHOTO Npasuaa. juanasoH Home-
- pPOB MHTEPENCOB MOXKHO 334aTb MepedyncieHnem yepes 3ana-

gi_port: TYIO UK YKa3aTb Haya/bHOE M KOHEYHOe 3Ha4YeHus AuanasoHa
(1..8/0/1..48); uepes aeduc.

te_port: V [ns paboTbl AaHHOM KOMaHAbI HEOBX0ANMA HACTPOIKa

c_vlan_id: (1..4094);

(1..8/0/1..4); pexxuma «vlan mode tr101».
group: (1..123)
V NoapepaHo ansa cepuii MES2300-xx/MES3300-xx.
no vlan tr101 map inner- Ypanutb npasunio.

vlan c_vlan_id interface

{ gigabitethernet gi_port |
tengigabitethernet te_port
| port-channel group}

KomaHObI pexcuma KoHgpuaypayuu VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm VLAN:

console# configure
console (config)# wvlan database
console (config-vlan) #

[aHHbIN peXxum LOCTYMNeH U3 pexxnma rnobanbHoM KOHPUrypauumn u npegHasHadeH ana 3agaHus
napameTpos KoHourypaumm VLAN.
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Tabnunua 77 — KomaHapl pexknma KoHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

Lo6asutb VLAN nan Heckosibko VLAN.

Ypanutb VLAN naun Heckonbko VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb NPOTOKO/ K rpynne MpoOTOKO/0B, acCOLMUPOBAHHbIX
BMeCTe.

YpanuTb NpuBA3Ky.
*- Homep nNpoToKona (16 6umT).

map mac mac_address {host |
mask} macs-group group

Mpusasate MAC-agpec nan auanasoH MAC-agpecoB no macke K
rpynne MAC-aapecos.

no map subnet ip_address
mask

group: (1..2147483647)

mask: (9..48)
no map mac mac_address Y8anuTtb NpuBasky.
{host | mask}
map subnet ip_address mask MNpusasaTtb IP-agpec nav ananasoH IP-agpecos No macke K rpynne
subnets-grou rou, IP-agpecos.
grouip grodp mask: (1..32); AP

YaanuTb NpuBA3sKy.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU B perxnume KoHourypaumm nutepdeinca VLAN:

console# configure

console (config) # interface {vlan vlan id |range vlan VLANIlist}
console (config-if) #

[aHHbIA pexnm JOCTYyNeH U3 pexMma KoOHOUrypaumm M npefHasHavyeH Aaa 3aAaHuMA NapameTpos
KoHoUrypaumm nntepoerica VLAN nmbo gmanasoHa nHtepdeicos.

Bbibop uHTepdelica ocywecTBAAETCA NPU NOMOLLM KOMaHAbI:

interface vlan vian id

Bbibop AnanasoHa MHTePPENCOB OCYLLECTBAAETCA NPU NOMOLLM KOMAHAbI:

interface range vlan VLANIist

HuKe npuBeaeHbl KOMaHAbl 415 BXOAA B peXMM HacTpoiikn nHtepderica VLAN 1 1 Bxoaa B pexum
HacTponku rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan 1

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnunua 78 — KomaHabl pexknma KoHourypaumm nHtepdeinca VLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

name name [o6asutb ums VLAN.
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no name name: (1..32) YCTaHOBUTb 3HAYEHME MO YMONHYAHMUIO.
CMMBO0B/UMA
COOTBETCTBYET HOMEpPY
VLAN

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-
¢elica epynnsl Mopmos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if) #

[aHHbIV peXum JOCTYNEH U3 perrnma KoOHOUrypaumm v npeaHasHavyeH gns 3a4aHua napameTpos
KOHOUrypaumMm wuHTepdelica (nopta KomMmyTaTopa WAW Tpynnbl MOPTOB, paboTaloWMx B pexume
pa3feneHus Harpysku) nmbo ananasoHa uHTepdeiicos.

MopT MoXeT paboTaTb B YETbIpEX pPeXxnmax:

— access —nHTepdenc gocTyna — HeTErMPOBaHHbIN UHTepdelic ana ogHon VLAN;

—  trunk — nHTepdenc, NPUHUMAIOLWNIN TONBKO TETMPOBAHHbLIN TPadKK, 32 UCKAKOYEHNEM O4-
Horo VLAN, KoTopbIh MOXKET 6bITb f06aB/IeH C NOMOLLbIO KOMaHAbl switchport trunk native
vlan;

— general — nHTepdeWnc c nonHoi noaaepkko 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTermpoBaHHbIN Tpaduk;

— customer — Q-in-Q uHTepdeic.

Tabnnua 79 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
switchport mode mode mode: (access, trunk, 3apath pexkum paboTbl nopta 8 VLAN.
general, - mode — pexxum paboTbl nopta B8 VLAN.
no switchport mode customer)/access YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
switchport access vlan vian_id Oo6asutb VLAN ansa nHtepdeiica goctyna.
vlan_id: (1..4094)/1 - vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

no switchport access vlan YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.
switchport access accepta- MpUHMMaTb Ha nHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:

- untagged-only — To/bKO HeTerMpoBaHHble;
- all — Bce Kagpol.

ble-frame-type {untagged-

only I a"} -/I'Ipl/IHMMaTb BCe Tunbl

- Kaapos >
no switchport access ac- MpuHMMaTL Ha MHTepdeiice Bce TUMbI KaAPOB.
ceptable-frame-type
switchport trunk allowed vlan YKazatb cnvcok VLAN ana uHtepodeiica.
vlan_list - vlan_list — cnnucok VLAN ID. AunanasoH Homepos VLAN MOXHo 3a-

[AaTb NepeyncaeHnem yepes 3anAaTyto MM yKasaTb HauyaNbHOe U Ko-
HeYHoe 3HayeHus AManasoHa Yepes gepuc "-".
/| Tekywuii cnucok VLAN Ha uHTepdeiice 6yaeT 3ameHEH Ha

yKaSaHHbIﬁ B KOMaHAe.

vlan_list: (2..4094)

no switchport trunk allowed Ypanute cnucok VLAN gns uHtepdeiica.

vlan

switchport trunk allowed vilan [o6asutb cnncok VLAN ana nHtepoerica K Tekywmm VLAN.

add vian_list - vlan_list — cnncok VLAN ID. inana3oH Homepos VLAN MOXKHO 3a-

AaTb nepeyncieHnem 4epes 3anAaTyro Uin ykasaTtb Ha4yasibHOE U KO-

vlan_list: (2..4094, all) Won
- He4yHoe 3HauyeHus anana3oHa yepes aeduc "-".

switchport trunk allowed vlan Ypanute cnucok VLAN gns nntepdelica.

remove vian_list

switchport trunk native vlan Lob6asnaet Homep VLAN B kayectse Default VLAN ans gaHHoro uH-
vlan_id Tepdelica. Becb HeTermpoBaHHbIN TpaduMK, NOCTyNaoLWMA Ha AaH-

vian_id: (1..4094)/1 HbIW NOPT, onpeaenseTca B AaHHyo VLAN.

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.
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no switchport trunk native
vlan

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

switchport trunk allowed vlan
all

no switchport trunk allowed
vian all

-/BbIK/IIOYEHO

ABTOMaTM4Yeckn gobasnset Bce fAoctynHble VLAN gns AaHHOMO UH-
Tepdelica.

OTK/oYaeT aBTomaTtuyeckoe aobasneHme VLAN.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

Oo6asutb cnuncok VLAN ansa nHtepoeiica.

- tagged — nopt 6yaeT nepepaBaTb TerMpoBaHHbIE NaKeTbl ANA
VLAN;

- untagged — nopT 6yaeT NnepesaBaTb HETErMPOBAHHbIE NaKeTbl AN
VLAN.

-vilan_list — cnucok VLAN ID. Aunana3oH VLAN Mo»KHO 3aaaTb nepe-
yucneHmem 4yepes 3anATyH MW yKa3aTb Haya/lbHOE U KOHeyHoe
3HayeHuna AuManasoHa Yepes aepuc "-".

Ypanute cnucok VLAN gns nntepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
N0 YMO/4aHUIO

Oob6asutb ngeHtuoukatop VLAN nopta (PVID) Ana 0OCHOBHOrO MH-
Tepdelica.
- vlan_id —wpeHTndunKaumnoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbtpaums
BK/IlOYEHA

BbIKNOUNTL ANA OCHOBHOIO MHTepdenca puabTpaLmio BXOAALLMUX
NaKeToB HA OCHOBE NPUCBOEHHOIO UM 3HaveHuA VLAN ID.

BKNHOUMTD A/19 OCHOBHOTO MHTepdelica GUAbTPALUIO BXOAALLMX Na-
KeToB Ha OCHOBE NPUCBOEHHOro Um 3HaveHumsa VLAN ID.

Ecan dunbTpauma BKAOYEHA, M NaKeT He BXxoauT B rpynny VLAN c
NpPUCBOEHHbIM NakeTy 3HayeHuem VLAN ID, To nakeT oTbpacbiBa-
eTca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHUMaTb BCE TUMbI
Kagpos

MpUHMMaTbL Ha MHTepdeice TONbKO Kaapbl onpeaesieHHoro Tuna:
- tagged-only — To/IbKO TerMpoBaHHbIE;

- untagged-only — TONbKO He TerMpoBaHHbIe;

- all — Bce Kagpbl.

MpUHMMaTb Ha UHTepdelice Bce TUMbI KagpoB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTbL NpaBuno Knaccudurkaumm VLAN ana uHtepoeiica, oc-
HOBaHHOE Ha NPMUBA3KE K MPOTOKONY.

- group — aeHTUGUKALMOHHbBIV HOMep rpynnbl;

- vlan_id — wpeHTndnKaumnoHHbIi Homep VLAN.

YAanuTb NPaBuao KnaccuduKkaumm.

switchport general map
macs-group group vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group: (1..2147483647)

YcTaHoBUTbL NpaBuno Knaccudurkaumm VLAN ana uHtepoeiica, oc-
HOBaHHOe Ha npuneaske K MAC-agpecy.

- group — aeHTUGUKALMOHHbBIV HOMeEp rpynnbl;

- vlan_id — vaeHTndUKaumoHHbIi Homep VLAN.

YaanuTb NPaBuao KnaccuuKkaumm.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTL NpaBuno Knaccudurkaumm VLAN ana uHtepoeiica, oc-
HOBAHHOE Ha NPUBA3KE K MPOTOKOAY.

- group — naeHTUGUKaLMOHHbI HOMep rpynnbl;

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YAanuTb NPaBuao KnaccubuKaumm.

switchport general map
subnets-group group vlan
vlan_id

no switchport general map
subnets-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YcTaHoBUTL NpaBuno Knaccudukaumm VLAN ana uHtepoeiica, oc-
HOBaHHOe Ha npwuBeA3Ke K IP-agpecy.

YaanuTb NpaBmao KnaccubuKaumm.

switchport customer vian
vlan_id

vlan_id: (1..4094)/1

Oo6asutb VLAN ana nonb3oBaTeIbCKOro MHTepdeiica.
-vlan_id — npeHTMdMKaLuMoHHbIN Homep VLAN.
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switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vlan

[ 06aBuTb K BXOAALLMM HETETMPOBAHHbLIM MaKeTaM Ha KAMEHTCKOM
nopty BHyTpeHHui 802.1q 3aronosok — C-VLAN (inner-vlan) u
BHewHui 802.1q 3aroN0BOK, coaeprKawmii pvid foNoNHUTENBbHOM
VLAN (S-VLAN).
Ans paboTbl 3TO KOMaHAbI HEO6XOAMMO BKAKOYUTD F10-
H 6anbHO pexxum «vlan mode tr101».

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelwaeT NpUHMMATL MHOrOaZpecHbli TPadUK U3 yKa3aHHbIX
VLAN (He sBnsawowmxca VLAN nonb3oBaTteibCcKoro nHtepdeiica) Ha
HacTpaMBaeMom UHTepdelice, COBMECTHO C NOb30BaTENAMMN ApY-
rMX MONb30BaTE/IbCKMX MOPTOB, NMPUHMMAIOLWMX MHOTO3aAPECHbIN
TpaduK 13 gaHHbIx VLAN.

- vlan_list — cnucok VLAN ID. inana3soH VLAN Mo»KHO 3a4aTb nepe-
YyncneHnem 4yepes 3anATYHO UKW yKa3aTb Haya/lbHOE U KOHEeYHoe
3HayeHuna AuManasoHa Yepes aepuc "-".

3anpeTuTb NMPUHMMaTb MHOFOAZPecHbIM TpaduK Ha HacTpauBae-
MOM UHTepdeiice.

switchport protected-port [
isolate-group group_id |
community group_id]

no switchport protected-port

group_id: (1..8)/
BbIK/IOYEHO

MepeBecT NOPT B PEXKMUM U301ALMKN, OOBEAMHAA UX B TPyNny.
- isolate-group — po6assieHne B rpynny M30/JMPOBAHHbIX MeXay
coboii nopTos.;
- community — nob6assneHne B rpynny cBA3aHHbIX mexay coboit
NOPTOB, HO U30/IMPOBAHHbIX OT APYIUX, C BKAOYEHHbIM PEXKMMOM
n3o0naumn.
’ isolate-group u community He moryT UmeTb OAUH U TOT
. »Ke group_id.
V MpoxoxxaeHue TpaduKa mexay noptammu B pasHbIX pe-
KMMaX M30/1ALMM YKa3aHO B MaTPULLE NPOXOXKAEHUA Tpa-
duka (cm. Mpunoxkenue E. MaTpuua NnpoxoxkAeHUa Tpa-
duKa mexxay noptTamm ¢ BK/IHOUEHHOM usonauueit).

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymonyaHuio
YNeHCTBO B AedONTHOM
VLAN pa3pelieHo

3anpetutb gobasnerHne gedpontHon VLAN nopry.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBWUTb NOPT Kak Ternpytowmii B aedontHol VLAN.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHMUIO.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq ethertype
egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax naketos,
NCXOAALMX C AaHHOTO MHTepdelica.
DOonyctumble 3HaueHusa EtherType cm. MpunoxeHue B.
. NopaepmBaemblie 3HaueHun Ethertype.

3ameHuTb ethertype ucxoasuiero ¢ uHTepdeiica NnakeTa Ha 3Ha-
YeHWe No YMOoHaHuio.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove ethertype

ethertype: (1..ffff)
(hex)

[o6asutb TPID B Tabanuy KnaccuduraTopos VLAN.
Donyctumblie 3HaueHua EtherType cm. MpunoxkeHue B.
. NoapepknBaemblie 3HaueHus Ethertype.

Yaanute TPID 13 Tabauubl Knaccudukatopos VLAN.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 80 — KomaHapl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vlan

MNokasatb MHopmauuto no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHpopmauuto no VLAN, nouck no naeHtudukaTopy.
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show vlan internal usage Mokasatb cnncok VLAN gna BHYTPEHHEro Mcnoib30BaHMA KOMMY-
TaToOpPOM.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 81 — KomaHabl perxknma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

Mokas3aTb MOPTbI-UCTOYHUKU U MPUEMHUKN MHOFOagpecHoro Tpa-
¢uKa B aaHHoi VLAN. MopTbl MCTOYHUKM MOTYT Kak nepenasaThb,
TaK U NPUHMMaTb MHOIOaAPEeCHbI TpaduK.

show vlan protocols-groups

MoKasaTb MHbOPMALMIO O rpynnax NPOTOKO/I0B.

show vlan macs-groups

MokasaTb nHpopmaumio o rpynnax MAC-agpecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKasaTb KOHOUIypaLuuto NopTa, rPynnbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MokasaTb cocToAaHMe nopToB: B pexkume Private VLAN Edge, B
private-vlan-edge-coobuwecTse.

[pumepbl 8b1M0AHEHUS KOMAHO

MNMokasatb nHpopmaumio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by

1 1 tel/0/1-12 D

Pol-16

2 2 S

3 3 S

4 4 S

5 5 S

6 6 S

8 8 S

MNMoKa3aTb NOPTbl UCTOYHMKN N MPUEMHUKN MHOTroagpecHoro Tpaduka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports

Receiver ports:

te0/1
te0/2,te0/4,te0/8
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Moka3aTb MHGOPMaLMIO O rpynnax NPOTOKOOB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvob) Ethernet

MokasaTb KoHpUrypaumio nopta TenGigabitEthernet 1/0/1:

console# show interfaces switchport TengigabitEthernet 1/0/1

Gathering information...

Name: tel/0/1
Switchport: enable
Administrative Mode: access
Operational Mode: not present
Access Mode VLAN: 1
Access Multicast TV VLAN: none
Trunking Native Mode VLAN: 1
Trunking VLANs: 1-3
4-4094 (Inactive)
General PVID: 1
General VLANs: none
General Egress Tagged VLANs: none
General Forbidden VLANs: none
General Ingress Filtering: enabled
General Acceptable Frame Type: all
General GVRP status: disabled
Customer Mode VLAN: none
Customer Multicast TV VLANs: none
Private-vlan promiscuous-association primary VLAN: none
Private-vlan promiscuous-association Secondary VLANs: none
Private-vlan host-association primary VLAN: none
Private-vlan host-association Secondary VLAN: none

Classification rules:

Classification type Group ID VLAN ID

5.10.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) no3BonseT Npou3BOAUTb pasrpaHuyeHne Tpaduka Ha BTOPOM
yposHe mogenu OSI mexkay nopTamu KOMMyTaTopa, KOTOpble HAaXO4ATCA B OAHOM LUMPOKOBELLATe/IbHOM
AomeHe.

Ha KommyTaTopax MOKeT 6bITb CKOHPUryprposaHo Tpu Tuna PVLAN nopTos:

— promiscuous — MOPT, KOTOPbIKM cnocobeH OOMEHMBATLCA AaHHbIMKM MeXay AbbiMu
nHTepdericamu, Bkatoyas isolated n community-noptel PVLAN;

— isolated — nopT, KOTOPbIA NONHOCTBIO M30/IMPOBAH OT APYTUX NMOPTOB BHYTPU OAHOMO U TOFO
ke PVLAN, Ho He oT promiscuous-nopTtoB. PVLANbI 610KMpyOT Becb TpaduKk, naywmn s
CTOpoHy isolated-nopToB, Kpome TpaduKa CO CTOPOHbI PromiscuOUsS-NOPTOB; NAKETbl CO
CTOpOHbI isolated-nopToB MOryT NnepeaBaTbCA TONbKO B CTOPOHY Promiscuous-nopTos;
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— community — rpynna nopToB, KOTOpble MOryT 06MeHMBaTbCA AaHHbIMU Mexay coboi m
promiscuous-nopTamu, 3TM MHTepPeNChbl oTAeNeHbl HA BTOPOM ypoBHe moaesnn OSI oT Bcex
oCTanbHbIX community MHTepdeiicoB., a TakKe isolated-nopTtos BHYTpM PVLAN.

Mpouecc BbINONHEHMA QYHKLMN AONOAHUTENBHONO Pa3aeieHMA NOPTOB C MOMOLLLIO TeXHO0rMKM Private
VLAN npepactaBneH Ha pucyHke 114.

Promiscuous ports

Trunk ports
Switch A / \

O U

VLAN 201

VLAN 100 VLAN 100

Switch B

-

U

VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 114 — Mpumep paboTbl TexHonormum Private VLAN

Bunpa 3anpoca KOMaHAHOW CTPOKU B pernme KoHourypaumm uHtepdelica Ethernet, uHtepdeliica Vian,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnuua 82 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda Aelicmeue

switchport mode private-vian
{promiscuous | host} _

3apaTtb pexkum paboTbl nopTta B8 VLAN.

no switchport mode YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.

switchport mode private-vian
trunk {promiscuous |
secondary} -

3apaTb pexkum paboTbl nopta B VLAN Trunk.

no switchport mode
private-vlan trunk

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport private-vlan
mapping [trunk] primary_vlan
[add | remove secondary_vlan]

no switchport private-vian
mapping

primary_vlan:
(1..4094);
secondary_vlan:
(1..4094)

[Oo6aBuTb (y4anuTb) OCHOBHYO W BTOpoOCTeneHHble VLAN Ha
promiscuous nHTepdeliic.
/0 Ha oauH promiscuous uHtepdeiic Henb3n Aob6asnTb

6onblue oaHoi primary vlan.
Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
host-association primary_vian
secondary_vlan

no switchport private-vlan
host-association

primary_vlan: (1..4094)
secondary_vlan:
(1..4094)

[o6asunTb primary u secondary vlan Ha host nHtepdeiic.
/" Ha oauH host uHtepdeiic Henb3a f06aBuTb 60nbLUIE
¥ opHoi secondary vlan.

Y[anutb OCHOBHYO M BTopocTeneHHble VLAN.

switchport private-vlan
association trunk primary_vian
secondary_vlan

primary_vlan:
(1..4094);
secondary_vlan:
(1..4094)

[o6asutb primary u secondary vlan Ha wuHTepdelic trunk-
secondary.
/1 Ha oauH promiscuous untepdeiic trunk-secondary

Henb3A Ao6aBuTb 60nblie oaHol secondary vian.
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no switchport private-vlan
association trunk

Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
trunk allowed vlan add
vlan

switchport private-vlan
trunk allowed vlan remove

vlan: (1..4094)

[Oo6asutb Ha PVLAN Trunk-unTepdeitc VLAN, He yyacTsyloweit B
PVLAN.

Yaanutb Ha PVLAN Trunk-uHTtepdeiice VLAN, He ydyacTeylowein B
PVLAN.

vlan

[Oo6asutb Homep VLAN, He yyacTtsylowei B PVLAN, B Kayectse
Default VLAN ana PVLAN Trunk-uHTtepdeiica.

switchport private-vlan
trunk native vlan vlan

vlan: (1..4094)/1

no switchport private-vian YCTaHOBUTb 3HAYE€HME N0 YMONYAHUIO.

trunk native vlan

Tabnunua 83 — KomaHabl perknma KoHourypaumm nHtepdenca VLAN

3HayeHue/3HayeHue
no yMmoa4aHuo

KomaHda Aeiicmeue

private-vlan {primary | Bkntountb mexaHu3m Private VLAN 1 3aaatb TMn nHTepdeiica.

isolated | community}

no private-vlan OTKNIOUNTb MexaHn3m Private VLAN.

[o6aeuTb (yaanutb) npmeasky BTopocteneHHoin VLAN K OCHOBHOIA.
HacTpolika npumeHnma TonbKo ans primary VLAN.

private-vlan association [add |

remove] secondary_vlan

(1..4094)

no private-vlan association Yaanutb npusAsky BTopocteneHHol VLAN K OCHOBHO.

, MakcumanbHoe Konuyectso BTopocteneHHbix VLAN — 256.
V MakcumanbHoe Koandecteo community VLAN, KoTopble MmoryT 6biTb acCCOLMMPOBAHbI C 0AHOM
ocHoBHoM VLAN - 8.

[Mpumep Hacmpoliku uHmepgelicos Kommymamopa Switch A (pucyHok 70 — [lpumep pabomebi
mexHonoauu Private VLAN)

e promiscuous-nopT — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopTt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan host

description Community-2

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/4
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switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan

exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

[Mpumep Hacmpoliku uHmepagelicos npu pabome mexHosa02uu

e trunk-isolated nopt — interface gigabitethernet 1/0/1;
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3;
e trunk-promiscous nopt — gigabitethernet 1/0/4

interface gigabitethernet 1/0/1

switchport mode private-vlan trunk secondary
description Trunk-Isolated

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit

!

interface gigabitethernet 1/0/2

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/3

switchport mode private-vlan trunk secondary
description Trunk-Community

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit

!

interface gigabitethernet 1/0/4

switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
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exit

!

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2
switchport forbidden default-vlan
exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

!

interface vlan 201

name isolate

private-vlan isolated

exit

!

interface vlan 202

name community

private-vlan community

5.10.4 Hacmpolika uimepgpelica IP

IP-uHTEPpdENC CO3maéTca npu HasHaveHuu |IP-agpeca Ha nwobon M3 UHTepdelicoB yCTpoICTBa
gigabitethernet, tengigabitethernet, hundredgigabitethernet, fourhundredgigabitethernet, oob, port-
channel nawn vlan.

Bupg, 3anpoca KOMaHAHOM CTPOKU B pexnume KoHurypaumm nHtepdeica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexxnm OCTYNeH U3 pexkMuma KOHOUrypaumm 1M npeaHasHavyeH Aaa 3a4aHuA NapameTpos
KOHOUrypauum nHtepoelica IP.

Tabnnua 84 — KomaHapl pexknuma KoHdurypaumm nHtepdeica IP

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuio
directed-broadcast BkntouaeT pyHKUMIO nepeBoaa IP directed-broadcast nakeTa B cTaH-
[JapTHbBIN LUMPOKOBELLATENbHbIN MaKeT U paspellaeT nepegady ye-
-/BbiknIO4EHO pes BblbpaHHbIN HTepdeiic.
no directed-broadcast 3anpewaet TpaHcnaymto IP directed-broadcast nakeTos.
helper-address ip_address BkAtoyaeT nepeaspecaumio WnpoKoseLatenbHbix UDP-nakeToB Ha
onpefeneHHbIn agpec.
ip_address: A.B.C.D - ip_address — IP-apgpec HasHayeHUsA, Ha KoTopbll ByayT nepeHa-
NPaBAATLCA NaKeTbl.
no helper-address ip_address OTKAloYaeT nepeagpecaunto WnpokosewatenbHbix UDP-nakeTos.
ip redirects BKkAtoyaeT reHepauuio MapupyTusatopom coobuieHnin ICMP
-/BKAIOYEHO Redirect.
no ip redirects OTkntoyaeT oTnpasKy ICMP Redirect.
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Hpumepbl 8blMNo/IHEeHUA KOMGHG

Bkatountb PpyHKumto directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #fexit

console (config) # interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.10.5 Selective Q-in-Q

[aHHbIM  GYHKUMOHAN NO3BONAET Ha OCHOBE CKOHOUIYPUPOBAHHbLIX MNpaBun ¢uabTpaumm Mo
Homepam BHyTpeHHUX VLAN (Customer VLAN) npoussoautb gobasneHue BHewHero SPVLAN (Service
Provider’s VLAN), nogmeHsTb Customer VLAN, a TakKe 3anpeLLaTtb NpoxoxaeHue Tpadpuka.

[nsa ycTpolicTBa cO34aeTca CNMCOK NPaBW/l, Ha OCHOBAHMM KOToporo byaeT 06pabaTtbiBaTbes TPadmK.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepgelicog) Ethernet u
Port-Channel

BunA 3anpoca KoMaHAHOW CTPOKM pexmMma KoHoUrypaumm nntepoeiica Ethernet, uHtepdelica rpynnol
NnopTOB:

console (config-if) #

Tabnuvua 85 — KomaHabl pexxunma KoHdurypauumn nHtepoeiica (amanasoHa nHtepdeliicos) Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

selective-qinq list ingress Co3pzaeT NpaBuIo, Ha OCHOBAHUKM KOTOPOTO K BXOAALLEMY NAKETy
add_vlan vlan_id [ingress_vlan vian_id: (1..4094) C BHelHeW meTKol ingress_vlan_id 6yanet gobaBnaTbca BTOpas
ingress_vlan_id ) - meTKa vlan_id. Ecam ingress_vlan_id He yKa3biBaTb — npasuo 6y-
gress_vian_id] ingress_vlan_id: (1..4094) - gress_vian_ y P y
- = AET MPUMEHATLCA KO BCEM BXOAALLMM NaKeTam, K KOTOPbIM He

6bI2IM NPUMEHEHbI Apyrue Npasuaa («NPaBMIo MO YMOAYAHUION).

selective-qingq list ingress deny Co3pgaeT 3anpellatollee NpaBuIo, Ha OCHOBAHMM KOTOPOTO BXO-
[ingress_vlan ingress_vlan_id] . ) AAlLMe NaKeTbl C BHeLLHel meTKol Tera ingress_vlan_id 6yayT oT-
ingress_vlan_id: (1..4094) ] .
- - 6pacbiBaTbea. Ecam ingress_vlan_id He ykasbiBaeTca — byayT oT-
6pacbiBaTbCs BCE BXOAALLME NAKETbI.

selective-ginq list ingress Cosgaert paspeluatolee Npasuao, Ha OCHOBaHMMU KOTOPOro BXO-

permit [ingress_vlan AAlLMe NAaKeTbl C BHeWHen meTKow Tera ingress_vlan_id 6yayT ne-

ingress_vlan_id] ingress_vlan_id: (1..4094) | pepaBatbca 6e3 usmeHeHuit. Ecam ingress_vlan_id He yka3biBa-
eTca — byayT nepenaBaThcs BCe BXOAALLME MaKeTbl 6e3 u3meHe-
HURA.

selective-qinq list ingress Co3paeT NpaBuao, Ha OCHOBAaHMM KOTOPOTO BHELIHAA MeTKa in-

override_vlan vlan_id vlan_id: (1..4094); gress_vlan_id BxoaAuwero naketa 6yaet 3ameHATbcA Ha vlan_id.

[ingress_vlan ingress_vlan_id] ingress_vlan_id: (1..4094) | Ecau ingress_vlan_id He yka3biBaTb — npasuno 6yaeTt npume-
HATHCA KO BCEM BXOAALMM NaKeTam.

no selective-qinq list ingress Ypanser ykasaHHoe npasuo selective qing ansa BXxoasAwmx nake-
[ingress_vlan vlan_id] vlan_id: (1..4094) ToB. KomaHga 6e3 napametpa «ingress vlan» yaansert npasuno
Mo YMONYaHMIO.

selective-qinq list egress
override_vlan vlan_id
[ingress_vlan ingress_vlan_id]

vlan_id (1..4094); CosfaeT NpaBuUO, Ha OCHOBaHWUM KOTOPOTO BHELHAA MeTKa in-
ingress_vlan_id: (1..4094) | gress_vlan_id ncxoasuiero naketa 6yaet sameHaTbca Ha vlan_id.

no selective-qinq list egress

. . id: (1- Ypanaet cnucok npasuA selective ging Ana NcxoaaLmx nakeTos.
ingress_vlan vlan_id vian_id: (1-4094) A P qing A AALLY
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 86 — KomaHab! perkmma EXEC

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
show selective-ging - OTobparkaeT cn1cok npasun selective ging.
show selective-qinqg interface { OTobparkaeT cnucok npasBun selective ging Ana ykasaHHoro
gigabitethernet gi_port | nopra.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);

tengigabitethernet te_port |
twentyfivegigabitethernet

twe_port |

~ . hu_port: (1..8/0/1..32);
hundredgigabitethernet - ; !
hu_port | fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group}

[pumepbl 8b1M0AHEHUS KOMAHO

CosaaTtb NpaBuao0, Ha OCHOBaHWM KOTOPOro, BHELIHAA METKa BXoAdAllero naketa 11 6yaer 3ameHATbCA Ha
10.

console# configure
console (config) # interface tengigabitethernet 1/0/1

console (config-if) # selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

5.11 Storm Control gna pasaunuHoro Tpadpuka (broadcast, multicast, unknown
unicast)

«lLTopm» BO3HMKaeT BCNeACTBME 4Ype3mepHoro KosmyectBa broadcast-, multicast-, unknown
unicast-coobLeHni, 0 LHOBPEMEHHO NepeAaBaeMbIX MO CETU Yepes OAMH NOPT, YTO MPUBOIMT K Neperpyske

PecypcoB CETU 1 NOABAEHMIO 3adepsKek. «LLITopM» MOMKET BO3HUKHYTb NPU HAaIMUMKN «33KObLLOBAHHbIX»
cermeHToB B ceTu Ethernet.

KOMMYTaTop namepAaeTr CKOPOCTb MNPUHMMaeMOoro wnpokoBewaTeNbHOro, MHOroagpecHoro wu
Hen3BeCTHOro oaHoagpecHoro Tpad)MKa ANA NopPTOoB C BK/KOYEHHbIM KOHTPOJ1IEM LWWMPOKOBELWATE/NIBHOIO
«wTopma» un OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbIWaEeT 3a4aHHOE MaKCMMaJ/IbHOE 3Ha4YEeHUE.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #
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Tabnunua 87 — KomaHapl pexknma KoHdurypaumm nHtepdeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps} [trap]
[shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/IlOYaeT KOHTPOIb MHOTOaapecHoro TpaduKa:

- registered — 3aperncTpnpoBaHHOro;

- unregistered — He3aperncTpUpPoOBaHHOrO.

- level — 06bem TpadurKa B NpOLLEHTAX OT NPOMNYCKHOM cnocobHOCTH
MHTepodeica;

- kbps - 06bem TpaduKa.

Mpw 0bHapy»KeHMM MHOroaapecHoro TpadurKka nHTepdeinc moxer
6bITb OTKAtoYeH (shutdown) nnmn nobasneHa 3anmchb B XKypHan co-
obuweHui (trap).

BbIK/IlOYaET KOHTPO/Ib MHOFOA4PecHoro Tpaduka.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/tO4aET KOHTPO/Ib MHOTOaApPecHoro TpaduKa:

- registered — 3apervcTpmMpoBaHHOro;

- unregistered — He3aperncTpPMPOBaHHOTO.

- pps — KOAMYECTBO MAKETOB B CEKYHAY.

Mpw 0bHapy»KeHMM MHOroaapecHoro TpadurKka MHTepdEnc MoxKeT
6bITb OTKAtOYEH (shutdown) nnu gobasneHa 3anumch B XKypHan co-
obLieHnii (trap).

BbIK/IlOYAET KOHTPO/Ib MHOFOA4PecHoro TpaduKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/tOYaET KOHTPO/Ib HEU3BECTHOMO O4HOAAPECHOrO TpaduKa.

- level — 06bem TpadurKa B NpOLLEHTAX OT NPOMNYCKHOM cnocobHoCTH
MHTepoeica;

- kbps — ob6bem TpaduKa.

Mpu 06HapyKeHUM HEM3BECTHOTO OAHOAAPECHOTO TpadUKa UHTEP-
delic moxeT 6bITb oTKAOYeH (shutdown) unu pobasneHa 3anucs B
KypHan coobuieHunit (trap).

BbIKtOYAET KOHTPO/Ib OAHOAAPECHOTO TPadUKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/tOYaET KOHTPO/Ib HEU3BECTHOMO O4HOaAPECHOro TpaduKa.

- pps — KOMYECTBO MAKETOB B CEKYHAY.

Mpu 06HapyKeHUM HEU3BECTHOrO OAHOAAPECHOTO TpaduKa UHTepP-
deic moxeT 6bITb oTKAtoYeH (shutdown) naun nobasneHa 3anuch B
KypHan coobuieHunit (trap).

BbIKtOYaET KOHTPO/Ib 0AHOAAPECHOTO TpaduKa.

storm-control broadcast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BKtOYAET KOHTPO/b LMPOKOBELLATeIbHOro TpaduKa.

- level — 06bem TpadurKa B NPOLLEHTAX OT NPOMYCKHOM CNocobHOCTH
MHTepdeica;

- kbps — o6bem TpaduKa.

Mpu 06HapyKeHMM WNPOKoBeLLaTeNlbHOro TpadurKa uHTepdenc mo-
eT 6bITb oTKNto4eH (shutdown) nnn gobasneHa 3anuch B KypHan
coobuieHuit (trap).

Bbikntoyaet KOHTPO/1b LUMPOKOBELWaTeNNIbHOIO Tpad)vn(a.

storm-control broadcast {pps
pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/ItOYaeT KOHTPO/b LIMPOKOBELLATENIbHOTO TpaduKa.

- ppS — KOAMYECTBO MAKETOB B CEKYHAY.

Mpu 06HapyKeHUM WMPOKoBeLLaTeIbHOro TpaduKa nHTepdeinc mo-
eT 6bITb oTKNto4eH (shutdown) nan gobasneHa 3anuch B KypHan
coobuieHuit (trap).

Bbikntoyaet KOHTPO/1b LWUMPOKOBELWAaTeNNIbHOIO Tpad)vn(a.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

178 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

Tabnuua 88 — KomaHap! pexkmuma EXEC

3HaveHue/3HayeHue .
KomaHoa / Aeiicmeue
no yMmoA4aHuo

show storm-control interface MokasbiBaeT KOHOUrypaunio GyHKLUN KOHTPOA «LITOPMA» AA YKa-
[gigabitethernet gi_port | 3aHHOro nopta AMbo BCeX NOPTOB.

tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe. port | twe_port:

—Portt (1..8/0/1..120);
Zzng;fff'gab'tethemet | hu_port: (1..8/0/1..32);
foarhundredgigabitethernet fo_port: (1..8/0/1..32)
fo_port]

[pumepbl 8b1M0AHEHUS KOMAHO

BK/IOUMTb KOHTPO/Ib LUMPOKOBELLLATENBbHOFO, MHOrOAAPECHOMO M O4HOAAPECHOTO TPAadUKA Ha TPETbEM UH-
Tepdeiice Ethernet. YcTaHOBUTb CKOPOCTL AN KOHTPOAMPYyemoro Tpaduka — 5000 K6/c: ana wmpokoseLa-
TenbHoro, 30% nNonocbkl NPOMNYyCKaHUA ANA BCero MHoroaapecHoro, 70% ana Hen3BeCTHOro 04HOaAPEeCHOTO.

console# configure

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if) # storm-control multicast level 30 trap
console (config-if) # storm-control unicast level 70 trap

5.12 lFpynnbl arperauum KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneymBatoT nNoagep KKy rpynn arperauum KaHanos LAG B KOMYeCTBE COMMacHO
Tabnuue 10 (cTpoka «Arperaums KaHanoB (LAG)»). Kaskgas rpynna noptoB AOJ/KHA COCTOATb U3
nHTepdelicos Ethernet c ogMHaKoBOW CKOPOCTbIO, paboTamoWwmx B AynjaekcHoM pexunme. O6beanHeHne
NopToB B TPYynny YBe/NMYMBAET MPOMYCKHYIO CMOCOBHOCTb KaHajla MeKay B3aMMOLenCcTBYOWUMU
YCTPOMCTBAMM M MNOBbIWAET OTKA30yCTOMYMBOCTb. pynna MopToB ABASETCA A8 KOMMYyTaTopa OAHWUM
JIOTUYECKMM NMOPTOM.

YcTpoiicTBO noaaeprKMBaeT ABa pexunma paboTbl rpynnbl NOPTOB — CTaTMYeCKadA rpynna u rpynna,
paboTatowas no npotokony LACP. PaboTta no npotokosny LACP onucaHa B COOTBETCTBYHOLLEM pa3gene
KOHbUrypaumu.

/ Ecam ana nHtepdeiica nponsseaeHbl HaCTPONKKU, TO ANA A06aBNeHUA ero B rpynny ciegyer
BEPHYTb HAaCTPOMKM NO YMONUYAHMUIO.

[obaBneHne nHTepdelicos B rpynny arperaLymm KaHanoB JOCTYNHO TO/IbKO B peXKnme KoHUrypauum
nHTepoelica Ethernet.

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:
console (config-if)#

Tabnunua 89 — KomaHapl pexknma KoHburypaumm nHtepdeica Ethernet

3HaveHue/3HayeHue »
KomaHoa / Aelicmeue
10 yMOA4YaHUIo

channel-group group mode [o6asutb ethernet-nHtepdeiic 8 rpynny nopTos.

roup: (1..128);
mode group: ( )i - on — pob6aBuTb NOPT B KaHan 6e3 LACP;
mode: (on, auto) .
- auto — no6aBuTbL NOPT B KaHan ¢ LACP B pexxnme «active».
Ethernet-kommymamopei cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 179
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| no channel-group |

| Yaanutb Ethernet-untepdeiic n3 rpynnbl NOpTOB.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm nHtepdelica:

console (config-if) #

Tabanuya 90 — KomaHabl pexknma KoHourypaumm nHtepdeica Port-Channel

3HayeHue/3HayeHue
1o ymMoA4YaHuro

KomaHda

Aeiicmeue

lacp min-links min-links

min-links: (1..32)/1

no lacp min-links

3afaTb MUHUMA/ZIbHOE YUC/IO AKTUBHbLIX JIMHKOB B COCTaBe
Port-Channel, npu koTopom oH nepexoauT B8 coctosaHue Up.
7 Hactpoitka Bo3moXHa Tonbko npu pabote Port-

Channel B pexxume LACP.
YCTaHOBWTb 3HaYEHME NO YMOJYAHMIO.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHoM KOHGUIypauum:

console (config) #

Tabnnua 91 — KomaHabl perkmnma rnobanbHoM KoOHGUrypauum

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

port-channel load-balance
{src-dst-mac-ip | src-dst-
mac | src-dst-ip | src-dst-
mac-ip-port | dst-mac |
dst-ip | src-mac | src-ip}
[mpls-aware]

—/src-dst-mac-ip

no port-channel load-balance

3apaeT mexaHn3m 6anaHCMPOBKM HArpysku ana ctpaterun ECMP
W ONA rPYNNbl arpernpoBaHHbIX NOPTOB.

- src-dst-mac-ip — mexaHM3m 6aNlaHCUPOBKM OCHOBbLIBAETCA Ha
MAC-agpece u IP-agpece;

- src-dst-mac — mexaHn3m 6asaHCMPOBKM OCHOBbIBAETCA Ha
MAC-agpece;

- src-dst-ip — mexaHu3m 6anaHCMPOBKM OCHOBbIBaEeTCA Ha IP-aa-
pece;

- src-dst-mac-ip-port — mexaHu3m 6anaHCMPOBKM OCHOBbIBA-
eTca Ha MAC-agpece, IP-agpece n TCP/UDP-noprTe;

- dst-mac — mexaHn3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha MAC-
agpece nony4yartens;

- dst-ip — mexaHn3m 6anaHcMpPoOBKM OCHOBbLIBAeTCA Ha IP-aa-
pece nonyyaTens;

- src-mac — mMexaHu3m 6anaHCcUMpPOBKM OCHOBbIBaeTcA Ha MAC-
afipece oTnpasuTens;

- src-ip — mexaHu3m 6anaHCMPOBKKM OCHOBbIBaeTCA Ha IP-aapece
oTnpasuTens;

- mpls-aware — sKatoueHue napcuHra L3/L4-3aronoBKoB nake-
ToB ¢ MPLS-MeTKamu Ans BCero ycTponcTBa. AKTyaslbHO TO/IbKO C
peskmmamu 6anaHcposKK no L3/L4-3aronoskam nakeTa.

Bo3BpaT K HacTpoikam 6anaHCMPOBKM HArpy3Ku No yMONYAHUIO.

port-channel load-balance
hash {seed | salt}

seed (1..4294967295);
salt (1..4294967295)
/BbIKNIOYEHO

no port-channel load-balance
hash {seed | salt}

3afaeT napameTp BblUMCAEHUA X3L-PYHKLMM, KOTOPbIV ByaeT nc-
noNb30BaTbCA ANA USMEHEHUA pe3ynbTaTos eé pacyéTa, 3To AacT
YCTPOMCTBY BO3MOMXHOCTb HasaHCMPOBKM paHee oTbanaHcupo-
BaHHOro TpaduKa:

- salt — nocnenoBaTeNbHOCTb AAHHBIX, KOTOpaa npubaenaeTca K
pes3ynbTaTy BblYMCAEHUA X3LW-QYHKLNW;

- seed — MHUUManM3npyloLee 3HaYeHNe A9 BbIYMCIEHUA X3LU-
cymmbl no anroputmy CRC32.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

port-channel load-balance

-/static
mode static [resilient] /

3afaet pexnm 6anaHCUPOBKM Harpy3Ku A5 rpynn arpernposax-
HbIX MOPTOB.
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- static — peXKMm cTaTMyeckoi 6anaHCUPOBKMY;

- static resilient — pexkum cTaTyeckol 6anaHCMPOBKM C UCNOJb-
30BaHWem anropuTtma resilient hashing ana ycroitumsoro pacnpe-
[AeNeHnA HarpysKun Npu oTKasax y3/1os.

no port-channel load-balance YcTaHaBAMBAET 3HAYEHME MO YMOIYAHMIO.
mode

KomaHObl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnnua 92 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

show interfaces channel-group MokasbiBaeT MHOPMaLMIO NO rpynne KaHanos..

roup: (1..128
lgroup] group: ( )

KomaHObl uHmepaelica LAG

Bupg, 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepoeiica LAG:

console# configure
console (config)# interface port-channel 1
console (config-if)# hold-time up 30

Tabnunua 93 — KomaHabl perknma KoHourypaumm nHtepderica LAG

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

HasHauvaet 3a4epKRy ,D,O6aB/1€Hl/Iﬂ nopta B arpernpoBaHHYyo

hold-time up time .
time: (0..300) cekyHa/0 | rpynny.

no hold-time up YcTaHaBAMBaeT 3Ha4YeHMEe N0 YMOAYAHUIO.

3afaeT pexknum 6anaHCMPOBKU Harpy3Ku 4N rpynn arperMposax-
HbIX NOPTOB NIOKaNbHO B pamKax Port-Channel.
7 Mo ymonuaHutio ucnonbyerca pexxnm 6anaHcMpoBKuy,

. HaCTPOEHHbII rnobanbHo.
load-balance mode static

[resilient] -/default . o
- static — peXKMm cTaTMyeckoin 6anaHCUPOBKMY;
- static resilient — pexxum ctaTmyeckoit 6anaHCUPOBKM C UCNOb-
30BaHMem anroputma resilient hashing gnsa ycroitumsoro pacnpe-
AeNeHns HarpysKu Npu oTKasax y3/os.

no load-balance mode YcTaHaB/MBAET 3HAYEHME MO YMOYAHMIO.

5.12.1 Cmamuyeckue 2pynnol azpeaayuu KaHan0e

®yHKUuMel cTaTuyeckunx rpynn LAG sasnsetca o6beguHeHUe HECKONbKMX pU3MYECKUX KaHaN0B B OA4MH,
YTO MO3BO/IAET YBE/NUYNTL MPOMNYCKHYIO CNOCOBHOCTb KaHana M NOBbICUTb €r0 OTKAa30yCTOMYMBOCTb. A
CTaTUYECKUX rpynn NPUOPUTET UCMO/b30BAHNA KaHaN0B B 06begMHEHHOM MyYKe He 3a43eTcs.

/ DOna BKkAoueHua paboTtbl MHTepdeiica B cOCTaBe CTaTUYECKOM rpynnbl UCNONb3yiiTe KOMaHAY
channel-group {group} mode on B pexxume KOH$UrypaLunm cooTBeTCTBYIOL,Ero MHTepdeiica.
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5.12.2 pomokon azpezayuu KaHanoe LACP

dyHKUmen npoTokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHeHNe HECKONbKUX
dn3nYeCcKMX KaHanoB B OAMH. ArperMpoBaHMe KaHa/loB MCMOAb3yeTcA ANA YBE/AMYEHMA MNPOMNYCKHOM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctonmumsocTu. LACP nossonseT nepegasatb TpaduK no
06beAMHEHHDBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETAMMU.

V Ona BKnoueHua pabotbl uHTepdeiica no npotokony LACP wucnonb3yite KomaHay
channel-group {group} mode auto B pexXume KoHdUrypaumum coOTBETCTBYIOLLETO UHTEP-
deiica.

KomaHObI pexcuma 2a06ana6Hol KOHgu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXnMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabanua 94 — KomaHab! perkmma rnobanbHomM KoOHGUrypaumum

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
Mo yMmoan4YaHuo
lacp system-priority value YcTaHaBAMBAET NPUOPUTET CUCTEMDBI.
— value: (1..65535)/1
no |an system-prlorlty YcTaHaBAMBaeT 3Ha4YeHue no YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua, 3anpoca KOMaHAHOM CTPOKM B peskume KoHdurypauum nHtepdeiica Ethernet:
console (config-if) #

Tabnunua 95 — KomaHapl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymon4aHuio
lacp timeout {long | short} YcTaHaBAMBaeT aAMUHUCTPATUBHBIM TaliMayT npoTokosa LACP:
Mo ymonyaHuio o .
- long — anutenbHoe Bpems TalimayTa;
ncnonbsyertcs o
- short — manoe Bpems TailimayTa.
- 3HauyeHue long
no lacp timeout YcTaHaBAMBaeT 3HaYeHMe NO YMOIYAHUIO.
lacp port-priority value YcTaHaBauBaeT npuoputeT nHtepdeliica Ethernet.
—— value: (1..65535)/1
no lacp port-priority YcTaHaBAMBaeT 3HaYeHMe N0 YMOAYAHUIO.
lacp force-up YCTaHOBUTb PEXUM NPUHYAUTENBHOTO AobaBneHns uHTepderica B
-/BbIKNOYEHO LACP, BHe 3aBUCMMOCTM OT Hannumsa lacp pdu c OTBETHOMN CTOPOHbI.
no lacp force-up YcTaHaBAMBaeT 3HaYEHME N0 YMONYAHUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 96 — KomaHap! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
show lacp {gigabitethernet Moka3sbiBaeT MHPopmauuio o npotokone LACP gna nHtepdeiica
gi_port | tengigabitethernet Ethernet. Ecan pononHWTenbHble NapameTpbl HEe WCMO/b3y-
te_port | toTcA, To byeT nokasaHa Bca MHGopmauma.

gi_port: (1..8/0/1..48);

twentyfivegigabitethernet te_port: (1..8/0/1..48);

- parameters — noKasblBaeT MapameTpbl HaCTpOVIKM npoTo-

twe_port Kona;
_port |~ twe_port: (1..8/0/1..120); i
hundredgigabitethernet - statistics — noka3bIBaeT CTaTUCTUKY paboTbl NPOTOKONA;
hu_port: (1..8/0/1..32);
hu_port | - protocol-state — nokasbiBaeT cocTosAHMe pPaboTbl NPOTOKONA.

fourhundredgigabitethernet fo_port: (1..8/0/1..32)

fo_port} [parameters |
statistics | protocol-state]

show lacp port-channel [group] MNokasbiBaeT MHPopmaumio o npotokone LACP pgns rpynnbl

group: (1..128) -

[pumepbl 8bINOAHEHUS KOMAHO

Cos3pgatb nepBylo rpynny noptos, paboTtatoulyto no npotokoay LACP v BKAlovatowyto ABa uHTepdelica
Ethernet — 3 1 4. CkopocTb paboTbl rpynnbl — 1000 Méut/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6, NPUOPU-
TeTbl 12 n 13 ana noptos 3 n 4 COOTBETCTBEHHO.

console# configure
console (config)# lacp system-priority 6

console (config) # interface port-channel 1
console (config-if)# speed 1000

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/3
console (config-if) # speed 1000

console (config-if) # channel-group 1 mode auto
console (config-if)# lacp port-priority 12

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/4
console (config-if) # speed 1000

console (config-if) # channel-group 1 mode auto
console (config-if)

console (config-if)

# lacp port-priority 13
# exit
5.12.3 Hacmpolika mexHonozauu Multi-Switch Link Aggregation Group (MLAG)

Kak un LAG, BupTyanbHble LAG no3BonstoT 06begMHUTL O4HY AN HecKonbKo Ethernet-nnHnin gns
yBe/IMYEHMA CKOPOCTM M obecnedyeHna oTKasoycToiumocTn. MLAG Tak ke usBecTHa Kak VPC (Virtual
port-channel). Mpu o06blMHOM LAG arperMpoBaHHble JIMHUK [O/MKHbI 6bITb Ha OgHOM ¢U3NYEecKoM
ycTpoicTee, B cay4ae e ¢ VPC arperMpoBaHHble IMHUW HAaXoAATCA Ha PasHbIX GU3NYECKUX YCTPOMCTBAX.
®yHKuMA VPC no3sondeT coeAnHUTDL ABa GU3MYECKMX YCTPONCTBA B O4HO BUPTYasbHOE.

/" Mpun HacTpoiike VPC Ha 0AHOPaHroBbiX KOMMYyTaTOpax A0/KHa 6bITb 0AMHaKOBasA Bepcus
nporpammHoro obecneuyeHus.

’ ' O6HoBneHue MO Ha KommyTaTopax VPC-napbl A0NXKHO NPOU3BOAUTLCA NOC/NEA0BaTENbHO:

vt CHauya/Na Ha O4HOM YCTPOIACTBE, a NOC/e ero nepesarpysku — Ha gpyrom. B npouecce 06-

HOBJIEHUA U Mepe3arpy3ku KOMMyTaTopa C pPosibto Primary ero ¢yHKUMM aBTOMATUYECKHU
nepexoanT K YCTPOMCTBY € posbio Secondary.

/’- VPC Port-Channel KOHTPOAMPYIOTCA TOIBKO KOMMYTAaTOPOM C PO/IbIO Primary, KommyTtatop
Secondary ucnosb3yert HacTpoiiku Primary.
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’ | Henb3a ucnonb3soBatb HacTpoiKy switchport forbidden default-vlan ana peer-link, Tak Kak
e Tpaduk npotokona VPC xoaut untagged B default vian.

" B VPC rpynne B BbiBoge show port-channel orobpaKaloTca NOKanbHbIA U yAaNEeHHbIM
V nopTbl. B KauecTBe yaaseHHOro NopTa cornacHo aoruke pab6otbl VPC ncnonbsyerca ifindex
' ' HecyLl,ecTByloLero 3-ro KHUTa.

KomaHOb! pexcuma 2n06aa6HoU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 97 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Cospaet VPC-gomeH.
) Ha ogHOM ycTpoicTBE MOXKET BbITb CO3AaH TONIbKO
V oauH gomeH VPC. Ha napHbIX yCTPOMUCTBAX A0/MKEH
6bITb 0gMHaKOBbIM VPC-AOMEH.

Ypansaet VPC-goMeH c ycTpoiicTBa.

vpc group group_id

no vpc group group_id

group_id: (1..63)

Cospaet VPC-rpynny. [1na Kaxaoro arpermpoBaHHOro UHTep-
delica pomKHa bbITb coO3gaHa oTaenbHaa VPC-rpynna. Ha nap-
HbIX ycTpoicTBax Homepa VPC-rpynn fo/KHbI COBNAAaTb.
CymmapHoe Konuyectso VPC-rpynn He moXKeT npe-
V BbICUTDb 48.

Yaanaet VPC-rpynny c ycTpoicTea.

vpc

no vpc

—/BbIK/OYEHO

BkntoyaeT pexxum VPC. Ucnonb3lyeTtca nocne KoHouUrypaumm
VPC.

Bbikntoyaet pexkum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaummn VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabnnua 98 — KomaHabl pexkmma KoHourypaumm VPC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauaeT Port-Channel B KauyecTtse peer-link.

Wckntouaet Port-Channel us yyactua 8 VPC.

peer detection

no peer detection

— /BbIKAOYEHO

BkntouaeT peer detection protocol.
Peer-detection — [0OMNOAHUTENbHDLIA MEXaHU3M,
V o6ecneunsarowmii pyHKunoHuposaHue VPC B cny-
yae o6pbiBa peer-link. Moatomy 3anpewaerca uc-
nonb3oBaHue peer-link ana opraHusauuu uHTep-
deiica peer-detection.

BbikntovaeT peer detection protocol.

peer detection interval
msec

msec: (200..4000 )/700
ms

3agaeT MHTepBan oTnpasBKK coobuieHunit peer detection pro-
tocol.
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no peer detection interval

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3apaTtb Bpema 0XKuaaHua oteeTa peer detection protocol.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port] [vrf vrf_name]

no peer detection ipaddr

udp_port:
(1..65535)/50000;
vrf_name: (1..32) cumBona

HacTtpawnsaet IP-agpec nonyyatensa naketos, IP-agpec otnpa-
sButens, VRF u UDP nopt gns peer detection protocol.
- vrf_name — ums BUpTyanbHO 061aCTM MapLUpPYTU3ALNN.

YcTaHaBAMBaET 3HaUYeHWe No YMONYaHUIO.

peer keepalive

no peer keepalive

BkntouaeT cnyxby keepalive.

BoikntoyaeT cnyxby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3ajaTb BPemMA OXMAaHMA OTBETa Ha 3anpoc LEeSO0CTHOCTU
peer-link.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

role priority value

no role priority

value: (1..255)/100

YcTaHaBAMBaET NPUOPUTET YCTPOMCTBA. YCTPOICTBO C MEHb-
LWKM 3HaYeHnem byaeT HazHavyeHo Primary.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

system mac-addr mac_ad-
dress

no system mac-addr

YcraHasnusaer MAC-agpec cuctembl ana otnpasku B VPC
nopTbl.

YcTaHaBAMBaEeT 3HAYeHWe no YMOANYaHUIO.

system priority value

no system

value: (1..65535)/32767

YcTaHaBAMBaeT NpuUopuTeT cuctembl ana otnpaskn B VPC
nopTbl. JonxkeH 6bITb 0ANHAKOBbIN Ha 060MX YCTPOICTBAX.

YcTaHaBAMBaEeT 3HAYeHWe no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bua 3anpoca KOMaHAHOW CTPOKM perkmma KoHourypaumm VPC-group:

console (config) # vpe group group-id

console (config-group) #

Tabnunua 99 — KomaHabl pexkuma KoHourypaumm VPC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YcraHasnusaet VPC-group yneHom VPC-gomeHa.

Uckntouvaet VPC-group us VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

Lobasnsaet Port-Channel 8 VPC-rpynny.

Wckntouaet Port-Channel us VPC-rpynnbi.

KomaHOobl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 185

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

Tabnmua 100 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show vpc

OtobpaxkaeT nHbopmaumio o KoHdurypauum VPC.

show vpc group id

OTobparkaeT MHPopmMauuto o Tekylem coctosiHum VPC Group id.

show vpc peer-detection

OTobpaxkaeT cocTosHue cnybbl peer detection protocol.

show vpc role

OTobparkaeT MHGOPMALMIO O POSIU YCTPOMCTBA.

show vpc statistics peer {
keepalive | link | detection}

OTo6paXkaeT coCTOAHME CYETUMKOB CAy»K6bl VPC.

5.13 Hacrpoiika IPv4-agpecauumn

B OaHHOM pa3sgenie onucaHbl KOMaHAbl AN HACTPOWMKWM CTaTUYECKMX napameTpos IP-agpecaumuy,
TaKMX KaK IP-agpec, Macka noaceTu, WAto3 Nno ymoayaHuio. Hactpoiika npotokonos DNS 1 ARP onvcaHa B
COOTBETCTBYIOWMX Pa3genax AOKYMEHTaUNUN.

KomaHObI pexcuma KoHguaypayuu uHmepgetica Ethernet, unHmepdgelica epynnsl nopmos, VLAN,

Loopback

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl nopTtoB, nHTepdeiica VLAN, uutepdelica Loopback.

console (config-if) #

Tabnuua 101 — KomaHabl pexxnma koHdurypauumn nHtepdeiica

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

ip address ip_address {mask |
prefix_length}

no ip address [/P_address]

prefix_length: (8..32)

HasHauyeHue 3agaHHOMY MHTepdelicy IP-aapeca u macku nog-
cetun.
3HaueHMe MacKM MoOXKeT b6biTb 3anucaHo nmbo B $pop-
V mare X.X.X.X, nm6o B8 popmarte /N, rge N — Konnuecrso
eAWHUL B 4BOUYHOM NpeacTaB/IeHUM MACKU.

Ypnanenue IP-agpeca nHtepdelica.

ip address dhcp

no ip address dhcp

MonyyeHue IP-agpeca ANA HacTpauBaemoro WHTepdelica oT
DHCP-cepsepa.
V He ucnonb3syetca gna loopback—uHTtepdeiica.

3anpeT mMcnonb3oBaHMA npoTtokona DHCP pns nonyyeHms |IP-
afpeca BblbpaHHbIM NHTEPdEeicom.

ip unnumbered {vlan vian_id |
loopback loop-back_id}

no ip unnumbered

vlan_id:
(1..4094);loopback_id: (1)

PaspeluaeT KoHPUrypupyemomy uHTepdeicy 3anmcteosatb IP-
appeca VLAN n Loopback-uHtepodeiica.

OTkAntovaet (I)yHKLI,VIPO 3aMMCTBOBaHUA agpeca.

ip icmp unreachables
disable

BbIKkntoueHume oTnpasku icmp unreachable.

no ip vrf

(1..32) cumBona

— -/BKAKOYEHO
no ip icmp unreachables .
. BKntoueHune oTnpasKku icmp unreachable.
disable
ip vrf {vrf_name} vrf_name: LobasneHue nHtepdelica B ykasaHHbii VRF.

Ona nHtepdeiica OOB u gedonTtHoli VLAN nepep, go-
6asneHnem B VRF Heobxogmumo BBectu «no ip address
dhcp». Tak:ke «no ip address dhcp» Hy}XHO noBTOpPATHL
npu ouepeaHbix cmeHax VRF.

MNonyyeHune IP-agpeca ana HacTpavBaemoro uHTepdeica oT
DHCP-cepsepa.
V YpaneHue untepdeiica U3 paHee ykasaHHoro VRF.
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ip tcp adjust-mss value

value:
(500..1460)/1460 6ait

HasHauutb ¢usmyeckomy uHTepoeiicy Ethernet pasmep TCP
Maximum segment size.

’ Ucnonb3yetca npu Haanuum IP address Ha uHTepodeiice.
.

no ip tcp adjust-mss

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanuya 102 — KomaHabl pexkmma rnobanbHo KoHurypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

ip default-gateway ip_address -/WNt03 MO YMONYAHUIO

3afaeT 419 KOMMYTaTopa afpec WJI03a Mo YMOIYaHMIO.

no ip default-gateway He 3a4aH

Ypanaet Ha3HaYeHHbIN ajpec WwWn3a No YMOIHaHUIO.

ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

-/BbIK/OYEHO

BkntouaeT nepeagpecaumio wmpokosewatenbHbix UDP-nakeTos
Ha onpeaenieHHbIN agpec.

- ip_interface — IP-agpec nHtepdeica, aa KOTOPOro BbINOJHAETCA
HacTpoMKa;

- all — nossonseT BbIOpaTh BCe IP-MHTEpPdENCHI YCTPONCTBA;

- ip_address — |IP-agpec HazHauYeHuUsA, Ha KOTopbIN bByayT NnepeHa-
npaBaaTbca nakeTbl. 3HavyeHune 0.0.0.0 oTKNtOYaeT Nnepeagpeca-
uuio;

- udp_port_list — cnnucok noptos UDP. LLInpoKosewaTenbHbIi Tpa-
bUK, HanpaBNEHHbIV Ha NepeyYncieHHble B CNIMCKe NOpPTbl, NoABep-
raeTca nepeagpecaumnun. MakcmanbHoe obLuee KonmyecTso nop-
TOB M afipPecoB Ha ycTponcTeo - 128.

no ip helper-address
{ip_interface | all} ip_address

OTMmeHsAeT nepeapecaLmio Ha 3a4aHHbIX MHTepdencax.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnuua 103 — KomaHab! pexxunma Privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

clear host {* | word}
word: (1..158) cumBonos

Ypanaet us namATv noay4veHHble no npotokoay DHCP 3anucu co-
OTBETCTBUIN UMEH MHTepdencos 1 ux IP-agpecos.
* — y[anuTb BCe COOTBETCTBUA.

renew dhcp {gigabitethernet
gi_port | tengigabitethernet

te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | vlan vian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)
vlan_id: (1..4094)

OtnpasnseT 3anpoc kK DHCP-cepBepy Ha o6HoBNeHMe IP-agpeca.
- force-autoconfig — npu obHoBNeHUN IP-agpeca 3arpykaetcs
KoHourypauus c TFTP-cepsepa.

show ip helper-address

Otobparkaetr Tabnuuy nepeagpecauumn LIMPOKOBELLATENbHbIX
UDP-nakeToB.
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show ip unnumbered interface
[vlan vian_id]

vlan_id: (1..4094)

MoKasbiBaeT KoHOUrypauumto ip unnumbered Ana yKazaHHOO UH-
Tepdelica.

KomaHObi pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>

Tabnmua 104 — KomaHap! pexkmuma EXEC

3HayeHue/3HayeHue o

gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | vlan
vlan_id | tunnel tunnel | oob]

te_port: (1..8/0/1..48);
group: (1..128);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id : (1...64);
tunnel: (1..16);
vlan_id: (1..4094)

KomaHoa Aelicmeue
YMOAYAHUIO
show ip interface [vrf vrf_name: (1..32) MokasbiBaeT KoHoUrypaumio IP-agpecauum gns yKasaHHOTO WH-
vrf_name | all} | CMMBON3; Tepdeiica uam obnactm BUpTyanbHon mapwpyTtmsaumm (VRF).

5.14 HactpoukKa Green Ethernet

Green Ethernet — TexHo/0rMA, NO3BOAAIOLWLAA CHU3UTbL 3HepronoTpebsieHMe ycTPOMCTBA 3a cyeT
OTKZIIOYEHUA NUTAHMNA ONA HEaAKTUBHbLIX 3N1eKTPUYECKUX MOPTOB U U3IMEHEHUA YPOBHA MNepenaBaemoro
CUrHaNa B 3aBUCMMOCTY OT AJIMHbI Kabens.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnuua 105 — KomaHabl pexknma rnobanbHoN KoOHPUrypawmm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

green-ethernet energy-detect

Bkntouaet 3Heproc6eperarou.|,m71 PeXnm AnAa HeakKTUBHbLIX NOPTOB.

no green-ethernet short-reach

no green-ethernet -/BbIKNIOYEH OTKNtOYaeT aHeprocbeperaomii pexkum ANa HeaKTUBHbIX Nop-
energy-detect TOB.
green-ethernet short-reach BKtouaeT sHeprocbeperaowmnii pekmum 418 nopToB, K KOTOPbIM
NOAKNIOYAKOTCA YCTPOWCTBA C AJIMHOW Kabens NoAKoYeHUs
MeHbLLEe MOPOroBoro 3HauYeHwus, yCTaHaBIMBAEMOro C MOMOLLbIO
-/BbIK/IOYEH

KomaHabl green-ethernet short-reach threshold.

OTKAoYaeT sHeprocbeperatowmini pexxmMm Ha OCHOBaAHUM AJINHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume KoHpurypaumm nHtepoderica Ethernet:

console (config-if) #
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Tabnunua 106 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymoa4aHuro

green-ethernet energy-detect Bk/itovaeT sHeprocbeperatowuii pexxum ansa nHtepderica.
no green-ethernet -/BKNtO4EH OTKAtoyaeT sHeprocbeperatowmii pexxmum aas nHtepdelica.
energy-detect
green-ethernet short-reach Bk/itovaeT sHeprocbeperaoWmnin pexxum Ha OCHOBaHUW ANHbI

Kabens.

-/BKNOYEH —

no green-ethernet short-reach OTKNtOYaeT aHeprocbeperarowmnii PeXKMM Ha OCHOBAHUU A/NHbI

Kabens.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexxume Privileged EXEC:
console#

Tabanuya 107 — KomaHabl perkmma Privileged EXEC

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
110 yMOAYAHUIO

show green-ethernet OTobparkaeT cTaTUCTUKY green-ethernet.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

twe_port |

- (1..8/0/1..120);
hundredgigabitethernet . .
hu_port | hu_port: (1..8/0/1..32);

fourhundredgigabitethernet fo_port: (1..8/0/1..32)

fo_port | detailed]

green-ethernet power-meter CbpacbiBaeT CYETYMK U3MEPUTENSA MOLLHOCTH.
reset

[pumepbl 8b1M0AHEHUS KOMAHO

OT06pa3uTb CTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Disable Port LEDs mode: Disabled

Power Savings: 0% (0.00W out of maximum 0.00W)
Cumulative Energy Saved: 0 [Watt*Hour]

* Estimated Annual Power saving: NA [Watt*Hour]
Short-Reach cable length threshold: 50m

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off Unknown on off off NP

tel/0/3 on off LT on off off LT

tel/0/4 on off LT on off off LT

tel/0/5 on off LT on off off LT

tel/0/6 on off LT on off off LT

tel/0/7 on off LT on off off LT
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tel/0/8 on off LT on off off LT
tel/0/9 on off LT on off off LT
tel/0/10 on off LT on off off LT
tel/0/11 on off LT on off off LT
tel/0/12 on off LT on off off LT
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5.15 HacTpoiiKa IPve-agpecauum

5.15.1 Npomokon IPv6

KommyTtatopbl noaaepusator paboty no npotokony IPv6. MNMoaaeprkka IPv6 ABnsetcAa BarKHbIM
LOCTOMHCTBOM, MOCKONIbKY NpOTOKOAN |IPv6 npu3BaH, B NepcneKkTuse, NOJAHOCTbIO 3aMeHUTb ajgpecauumto
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeet pacwmpeHHoe agpecHoe NpocTpaHcTeo — 128
6uTt Bmecto 32. Aapec IPv6 npeactasnnet coboit 8 6,10K0B, pas3aeneHHbIX ABOETOUYMEM, B KaXKaoM 610Ke

16 61T, 3aNMCaHHbIX B BUAE YeTblpex LWeCcTHaALuaTePUYHbIX Yncen.

MoMMMO yBeNMYEHMA aApPecHOro NPOCTPaHCTBa MNPOTOKOA IPV6 MMeeT MepapXUyeckylo cxemy
aapecaumn, obecneuymBaer arperauyio MapLIpyToB, ynpouiaer Tabauuy MapLipyTU3aummn, npu 3TOM
3¢pPeKTUBHOCTL PaboTbl MapLLPYTM3aTOPa NOBbLILLAETCA 33 CHET MEXaHM3Ma ODHapy»KeHUA coceHNX Y3/108.

NoKkanbHble agpeca IPv6 (IPv6Z) B KommyTaTope HasHauyaloTca WHTepdeiicam, nosTomy npu

Mcnonb3oBaHUK IPv6Z-agpecoB B CMHTAKCUCE KOMaHA, UCNoib3yeTca cieaytowmii dopmar:

<ipv6-link-local-address>%<interface-name>

roe:

interface-name — nma nHTepdeica:

interface-name = vlan<integer> | ch<integer> |<physical-port-name>
integer = <decimal-number> | <integer><decimal-number>

decimal-number=0|1]2|3|4|5|6]|7]|8]9
physical-port-name = tengigabitethernet (1..8/0/1..32)

V Ecnan 3HauyeHMe rpynnbl UAU HECKOZIbKUX FPynn noapaa B agpece nporokona IPvé pasHo

HyAto — 0000, To AaHHbIe FpynMnbl MOryT 6bITb ONYLLEHDI.

Hanpumep, agpec FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT 6biTb COKpalleH A0
FE40::AD21:FE43. CoKpalieHutio He MmoryT 6biTb NoABeprHyTbl 2 pasgenieHHble HyneBble

rpynnbl n3-3a BOSHUKHOBEHUA HEOAHO3HAYHOCTMU.

V’ EUI-64 — 310 naeHtudumkatop, co3gaHHbli Ha 6ase MAC-agpeca uHtepdeiica, ABnaoWmninca
64 mnagwummu 6utamu IPvb-agpeca. MAC-agpec pasbuBaeTtca Ha gBse yactu no 24 6ura,

MeXKay KoTopbimu ao6asnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2a06anab6HolU KoOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnuya 108 — KomaHab! perkuma riobanbHOM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ipv6 default-gateway
ipv6_address

no ipv6 default-gateway
ipv6_address

3apaeT 3HaYeHue NI0KaNbHOro ajgpeca IPv6-wnto3a no ymonya-

HUIO.

Yaanser HacTpoliKu IPv6-Lunt03a Mo yMOYaHUIO.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 191

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

ipv6 neighbor ipv6_address {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id} mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..12);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Co3paeT cTtaTMyeckoe cooTBeTcTBME Mexay MAC-agpecom co-
cefiHero ycTpolicTea 1 ero IPv6-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

Ypanaet ctatuyeckoe cootBeTcTBue mexgy MAC-agpecom co-
ceaHero ycTpoiicTea u ero IPvb-aapecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3agaeT orpaHuyeHune ckopoct ana ICMPv6-cooblieHuii o6
owmnbKax.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ipv6 route prefix/prefix_length
{gateway} [metric] [distance
distance]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

Job6asneHune ctatuyeckoro mapupyta IPv6

- prefix — ceTb Ha3HaYeHus;

- prefix_length — npeduKc macku cet (KONNMYECTBO egMHUIL B Ma-
cKe);

- gateway — W03 ANA JOCTYNa K CETU Ha3HAYeHUs;

- metric — MeTpWKa 419 aHHOTO MApLUPYTa;

- distance — afMWHUCTPATMBHAA AUCTAHUMA MapLUpyTa.

YpaneHwe ctaTnyeckoro mapLupyta IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIK/IIOYEHO

Bkntouvaet nepeHanpasaeHne ogHoOaAPECHbIX NAaKeToB..

OTKANtOYaEeT NepeHanpasieHne 04HOALPECHbIX MAKETOB.

ipv6 distance {ospf {inter-as |
intra-as} | static} distance

no ipvé6 distance {ospf {inter-as
| intra-as} | static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YcTaHaB/MBaeT 3Ha4YeHe agMUHUCTPATUBHOW AucTaHumm (AD)
ONA BCEX MAPLUPYTOB YKa3aHHOro Tuna.

- ospf inter-as — yctaHaBnuBaeT 3Ha4YeHWe AD ans merK30HaNb-
HbIX MapLLPYTOB, NPUHATbLIX No NpoTokoay OSPF;

- ospf intra-as — yctaHasnnBaeT 3Ha4YeHue AD ana BHyTpU30-
Ha/IbHbIX MapLLPYTOB, MPUHATbIX NO npoTokony OSPF;

- static — yctaHaBaunBaeT 3HauyeHMe AD AN CTaTMYEeCKMX MapLl-
pyToB.

YcTaHaBAMBaeT 3HaYeHUe o YMOAYAHUIO.

KomaHObI pexcuma KoHgpuaypayuu uHmepgetica (VLAN, Ethernet, Port-Channel)

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHbUrypauum nHtepdeica:

console

(config-if) #

Tabnumua 109 — KomaHAabl pexkuma KoHourypaumm nHtepoeiica (Ethernet, VLAN, Port-channel)

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIK/IIOYEHO

BkntouaeT nopaepxky IPv6 Ha uHtepdelice.

OTKAtoYaeT noaaepsKKy IPv6 Ha nHTepdelice.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymon4yaHuio
aBTOMaTUYecKas
KoHbUrypauus
BK/IIOYEHA, agpeca He
Ha3Ha4eHbl.

BKkntoueHMe aBTOmMaTMyeckon KoHourypauuu IPv6-agpecoB Ha
nHTepderice. Anpeca HaCTPaMBaKOTCA B 3aBUCUMOCTU OT NpeduK-
COB, KOTOpPbIe No/y4eHbl B coobleHnax «Router Advertisement».

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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ipv6 address
ipbv6_address/prefix_length
link-local

no ipv6 address
[ipv6_address/prefix-length
link-local]

Mo ymon4yaHuo
3HaYeHue IOKaIbHOro
appeca: (FE80::EUI64)

3agaeT nokanbHbIM IPv6-agpec nHtepdelica. Crapwme 6uTbI no-
KanbHbIX IP-agpecos B IPv6 — FE8O::

Ypanset nokanbHbIN IPv6-aapec.

ipv6 nd dad attempts
attempts_number

3afaeT KoOMYecTBO COO0bLEeHUI-TpeboBaHMIA, NepeaaBaemMbixX
MHTepdeiicom B3aMMOLENCTBYOWEMY YCTPOWCTBY B Cay4vyae 06-

(0..600)/1 HapyXeHus gybaunkaumm (konnmsum) IPve-agpeca.

no ipv6 nd dad attempts Bo3BpalyaeT 3Ha4YeHWe No YMOHAHUIO.

ipv6 unreachables BkntoyeHne ICMPV6 coobuieHuit o HegoCTUKMMOCTM agpecaTta
-/enabled npu nepegaye NakeTos Ha onpeneneHHbIV MHTepdeic.

no ipv6 unreachables

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

OnpepeneHuve sepcuum npotokona MLD ana nHtepdeiica.

YcTaHaBAMBaeT 3HaYeHNe No YMOAYAHUIO.

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 110 — KomaHabl perkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aeiicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3blBaeT HAaCTPOKM NpoToKona IPv6 Ansa yKazaHHOro UHTep-
deica.

show ipv6 route [summary |
local |connected | static |
ospf | icmp | nd |
ipv6_address[ipv6_prefix |
interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
group: (1..128);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
vlan_id: (1..4094)

MokasbliBaeT Tabauuy IPv6-mapLipyTos.

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
group: (1..128);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
vlan_id: (1..4094)

Moka3sbiBaeT MHd)OpMaLI,VHO O coceaHUX
cofeprKallyroca B Kalle.

IPV6-ycTpoiicTBaXx,
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clear ipv6 neighbors

OuvuaeT Kaw, codepXawmin uHbOpMauMiO O coceaHux
yCTpoicTBax, paboTatowmx no npotokony IPv6. MHdopmaums o
CTaTMYECKMX 3aMUCAX COXPaHAETCA.

show ipv6 distance

MoKasaTb 3HayeHMEe ALMWHUCTPATUBHOW AUCTaHUMM  ANA
PasANYHbIX UCTOYHMKOB MapLLpyTa.

5.16 HacTpo#Ka npoToKonoBs

5.16.1 Hacmpoiika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHoW 3agayelt npoTtokosa DNS saBnsetca onpegeneHue IP-agpeca y3na cetn (xocta) no 3anpocy,
cogeprKalemy ero AomMeHHoe umA. Basa AaHHbIX COOTBETCTBMM [AOMEHHbIX WMMEH Y3/10B CETU MU
cooTeeTcTBYOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabanuya 111 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
ip domain lookup PaspewaeT ncnonbsosaHue npotokona DNS.
-/BKAOYEHO
no ip domain lookup 3anpeluaeTt ucnonb3osaHue npotokona DNS.
ip name-server Onpegensert IPv4/IPv6-aapeca ana aoctynHbix DNS-cepsepos.
{serverl_ipv4_address | - vrf_name — ums BUPTyanbHOM 061aCTU MapLIpyTU3aL K.
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...] [vrf
vrf_name]
no ip name-server Ypansaet IP-agpec DNS-cepBepa 13 cnucka AOCTYMHbIX.
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...][vrf
vrf_name]
ip domain name name [vrf OnpepenseT LOMEHHOE UMA MO YMOHaHWUIO, KoTopoe byaeT uc-
vrf_name] NnoNb30BaTbCA MNPOrPamMmoi, ANA AONOSHEHUA HEenpaBWUIbHbIX
AOMEHHbIX UMEH (LOMEHHbIX UMeH 6e3 TOUKM). [ AOMEHHbIX
name: (1..158) MMeH 6e3 TOUKM B KoHeL, UMeHW byaeT f,06aBNATLCA TOUKA U YKa-
CUMBOJIOB 3aHHOEe B KOMaHAe JOMEHHOe UMA.
- vrf_name — ums BUPTyanbHOM 061aCTU MapLLpPyTM3aLUu.
no ip domain name [vrf Yoanaer gomeHHOoe MMA N0 YMONYaHUIO.
vrf_name]
ip host name address1 OnpegaenseT cTaTUYecKkmMe COOTBETCTBMA MMeEH Y3108 ceTu IP-aa-
[address2 ... address4] [vrf pecam, pobaBnseT yCTaHOBJAEHHOE COOTBETCTBME B  K3L.
vrf_name] DyHKLMA nokanbHoro DNS. Mo»HO onpeaenntb 00 BocbMU IP-
name: (1..158) afipecoB Ha OAHO UMSA.
thmeonos - vrf_name — ums BUPTyanbHOM 061aCTM MapLLpPYTM3aLUu.
no ip host name [vrf vrf_name] Ypanaer ctaTMyeckme COOTBETCTBMA MMEH y3/10B ceTu IP-agpe-
cam.
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KomaHObi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexxkunme EXEC:

console#

Tabnmua 112 — KomaHap! pexkuma EXEC

CMMBO/10B

3HavyeHue/3HayeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro
clear host {name | *} name: (1..158) Yaanaer 3anucb COOTBETCTBMA MMEHM y3na ceTu IP-agpecy Kawa

nmbo Bce 3anmck (*).

vrf_name]

show hosts [name] [vrf

name: (1..158)
CUMBO/I0B

OTobparkaeT LOMEHHOE MMA N0 YMONYaHUIo, cnncok DNS-cepse-
pOB, CTaTUYECKME U KIWWMPOBAHHbIE COOTBETCTBUA MMEH Y3/10B
cetn n IP-agpecos.

Mpun cnonb3oBaHMU B KOMaHAe MMEHM y3/1a ceTu, oTobparkaeTca
cooTBeTcTBYOWMIN emy IP-agpec.

- vrf_name — ums BUPTyanbHOM 061aCTM MapLLpyTM3aLmu.

[pumepbl UC016308AHUA KOMAHO

Mcnonb3osaTtb DNS-cepsepa no agpecam 192.168.16.351192.168.16.38, ycTaHOBUTb AJOMEHHOE UMSA

Nno YMO/ZT4aHUIO — Mes:

console# configure

console (config)# ip name-server 192.168.16.35 192.168.16.38

console (config)# ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBME: Y3/ CETU C UMeHeM eltex.mes nmeert IP-agpec
192.168.16.39:

console# configure

console (config) # ip host eltex.mes 192.168.16.39

5.16.2 Hacmpolika npomokona ARP

ARP (Address Resolution Protocol — npoToKon paspelueHua aapecoB) — MPOTOKO/ KaHa/IbHOro
YPOBHA, BbIMONHAKOWMIN PyHKUMIO onpeaeneHma MAC-agpeca Ha OCHOBaHMM COAEpPrKaLLLerocsa B 3anpoce

IP-agpeca.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkume rnobanbHon KoHGUrypaumm:

console (config) #

Tabnnua 113 — KomaHab! perkuma riobanbHoM KoHGUrypaumm
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KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id | oob]

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

[ob6asnseT cTaTuyeckyto 3anucb cootsetctaua IP- 1 MAC-agpe-
coB B Tabsmuy ARP gna ykasaHHOro B KomaHze nHTepdeitca.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cTaTMyecKyro 3anucb cooTtsetctema IP- 1 MAC-agpecos
13 Tabnunupl ARP ans ykasaHHOro B KOMaHae nHtepdeiica.

arp timeout sec sec: HacTpauBaeT Bpems KU3HM AMHAMUYECKUX 3anuceit B Tabauue
(1..40000000)/60000 ARP (cek).
no arp timeout ceK YcTaHaBAMBaAET 3HaYEHMeE N0 YMOYAHWUIO.
ip arp proxy disable OTKAtoYaeT pexkum npokcnposaHma ARP-3anpocos ana KommyTa-
. TOpa.
-/OTKNIOUEH

no ip arp proxy disable

BkntouaeT pexkum npokcmposaHua ARP-3anpocos gna KommyTa-
Topa.

anycast-gateway
mac-address mac_addres

no anycast-gateway mac-
address

dopmat mac_address:
H.H.H vav H:H:H:H:H:H
mnun H-H-H-H-H-H /
BMPTYyanbHbIi MAC-
ajpec He 3a4aH

3agaeT BupTyanbHbii MAC-agpec, KOTOpblit 3ameHseT 6aso-
Bblt MAC-agpec KommyTaTopa B ucxoaawmx ARP-coobue-
HUAX.
- mac_address — MAC-agpec.
B kauectBe BuptyanbHoro MAC-agpeca Henb3a MUC-
V nonb3oBatb cneaywowme MAC-agpeca: multicast,
broadcast, VRRP MAC, 6a3oBbiit MAC-agpec KommyTa-
Topa, 6asosbii MAC-agpec Kakoro-nmbo HuTa U3
cTeKa.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

KomaHOwbI pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

Tabnnua 114 — KomaHgabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

clear arp-cache

YaanaeT sce AMHamu4yeckue 3anmcun ns ARP-tabanubl (KomaHaa ao-
CTYNHa TO/IbKO 419 NPUBUAETMPOBAHHOIO NoJsib3oBaTeNs).
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show arp [ip-address
ip_address] [mac-address
mac_addres] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H van H:H:H:H:H:H
nnun H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT 3anucu ARP-Tabauubl: Bce 3anucu, ¢punbTp no IP-aa-
pecy; dounbTp Nno MAC-agpecy; dunbTp no nHtepdelicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show arp configuration

Moka3biBaeT rnobanbHyto KoHourypaumo ARP n KoHoUrypaumio
ARP gns nntepdelicos.

show ip anycast-gateway

MokasbiBaeT KOHOUrypauuio anycast gateway.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bua 3anpoca KomaHAHOM cTPOKKM B pexume interface configuration:

console (config-if) #

Tabnunuya 115 — KomaHabl perkuma nHtepoeica Ethernet, rpynnbl nHtepdeicos nHtepdeiica VLAN

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

ip proxy-arp

Bkntoyaet pexum npokcuposaHua ARP-3anpocos Ha HacTpausae-
MOM MHTepodeice.

- -/BKAOYEHO
no ip proxy-arp

OTKAlOYaeT pexkmm npokcmposaHua ARP-3anpocoB Ha HacTpaunBae-
MOM MHTepdeiice.

anycast-gateway

-/BbIK/IIOYEHO

BkntouaeT onumto anycast gateway Ha uHTepdelice. B ncxoaaimx
ARP-coo06uieHx 6a3oBbii MAC-agpec KOMMYyTaTopa 3aMeHSEeTCs Ha
BUPTyanbHbin MAC-agpec.
V BupTtyanbHbiii MAC-agpec AonKeH 6biTb 3aAaH KOMaH-
Boi1 anycast-gateway mac-address.

no anycast-gateway

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

[pumepbl UC016308AHUS KOMAHO

[Jo6aBuTb cTaTnyeckyto 3anucb B ARP-Tabanuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBUTb BPEMS KU3HU AMHAMUYecKmx 3anmceit B ARP-Tabaunue — 12000 ceKyHa;:

console# configure

console (config)# arp 192.168.16.32
1/0/2

console (config)# arp timeout 12000

MokasaTb cogepkmmoe ARP-Tabnmubi:

console# show arp

00-00-0c-40-0f-bc tengigabitethernet

vlan 1 te0/12 192.168.25.1

02:00:2a:00:04:95

HW address

status

dynamic

5.16.3 Hacmpolika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaummn. NMpoTokon nossonsieTt

pacnpocTpaHnTb No cetn maeHtudukatopol VLAN.

OcHoBHOM ¢YyHKUMen npoTokona GVRP asnsetca

obHapyKeHne nHbopmauumn o6 oTcyTcTBYOWMX B 6a3e gaHHbIXx KommyTaTopa VLAN-ceTax npu noayvyeHuu
coobuieHnint GVRP. Monyuns nHdopmaumio 06 otcytcteyrowmx VLAN, kKommyTaTtop A06aBasieT ee B CBOHO

6a3y AaHHbIX.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoM KOHGUrypaumm:

console (config) #
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Tabnmua 116 — KomaHap! pexkmma rnobanbHon KoOHGUrypaumm

3HayeHue/3Ha4yeHue »
KomaHda / Aeiicmeue
no ymoa4yaHuro
gvrp enable / BkntoyaeT ncnonbsosaHune npotokona GVRP-kommyTaTopom.
-/BbIK/OYEH
no gvrp enable BbikntoyaeT ncnonb3oBaHme npotokona GVRP-kommyTaTopom.
gvrp static-vlan BknitovaeT pobasneHune VLAN nonyyeHHbix no GVRP Bo VLAN
database.
- -/BbIKIOYEH
no gvrp static-vlan OTkntoyaeT pobasneHune VLAN nonyyeHHbix no GVRP Bo VLAN
database.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnvua 117 — KomaHap! pexkuma KoHourypauum nHtepdeiica Ethernet, rpynnsl nHTepdeiicos

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4yaHuro
gvrp enable BkntoyaeT ncnonb3osaHue npoTtokosa GVRP Ha HacTpansaemom
uHTepoelice.
-/BbIK/IIOYEH
no gvrp enable BbikntoyaeT ncnonb3oBaHme npotokona GVRP Ha HacTpansaemom
nHTepoelice.
gvrp vlan-creation-forbid 3anpewaeT AMHammM4yeckoe nameHeHme nnum cosganme VLAN ana
HacTpanBaemoro nHTepdeica.
- - -/paspelueHo
no gvrp vlan-creation-forbid Paspewaer guHamumyeckoe mameHeHue mnu cosgaHue VLAN pna
HacTpanBaemoro nHTepdeica.
gvrp registration-forbid Mo ymonyaHuio BbinonHaet cHATue pernctpaumm ana scex VLAN 1 He gonyckaert co-
co3faHve n 34aHMA unm pernctpaumm Hosbix VLAN Ha gaHHOM nHTepdeiice.
no gvrp registration-forbid peructpauna VLAN Ha | YcTaHaBAMBaeT 3HaUeHMe MO YMOYaHMIO.
MHTepodeice
paspelieHa

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:
console#

Tabnunua 118 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48); OuunLaeT HaKONJIEHHYIO CTaTUCTUKY NpoTokona GVRP.

te_port: (1..8/0/1..48);

. . twe_port:
twentyfivegigabitethernet (1..8/0/1..120);
twe_port |
hundredgigabitethernet hu_port:
hu port | (1..8/0/1..32);

fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group]
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KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 119 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MokasbiBaeT KoHdUrypauuto npotokona GVRP gns yKasaHHOToO MH-
Tepdelica, inbo ana scex MHTepdencos.

lNoKka3biBaeT HAKOMJ/IEHHYIO CTAaTUCTUMKY no npotokony GVRP ana
yKa3aHHOro uHtepdelica, iMbo ansa Bcex MHTepdencos.

MoKa3blBaeT CTaTUCTUKY NO OlMbKam npu paboTe npoTokona GVRP
AN yKa3aHHOro uHtepodelica, MmMbo gna Bcex UHTEpPdENCcos.

5.16.4 MexaHu3m obHapy»ceHusa nemeno (loopback-detection)

[aHHbIN MexaHW3M MO3BONAET YCTPOMCTBY OTCAEXKMBATL 3aKO/bLOBaHHbIe NOPTbI. [eTnsa Ha nopTy
OobHapyKMBaeTca NyTEM OTCbIIKM KOMMYyTaTopom Kagpa (frame) ¢ MAC-agpecom nopta KommyTaTopa B
none Source MAC u wnpoKoseLlaTenbHbIM (N0 ymondaHuto) agpecom B nose Destination MAC.

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypauumu:

console (config) #

Tabnunua 120 — KomaHabl pexkrma rnobanbHOM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection enable

-/BbIK/IIOYEHO

BkitouaeT mexaHu3m o6Hapy>+(eva neTenb ANAa KOMMyTaTopa.

BoccTaHaBnvBaeT 3HavyeHMe No YMOTHAHWUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (1..60)/
30 cekyHA,

YcTaHaBavBaeT HTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHun mexay LBD-kagpamu.

BoccTaHaBivBaeT 3HavYeHMe No YMOJTHAHWUIO.
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loopback-detection vlan-based BKkntouaeT pexum obHapyxkeHua netam o VLAN. Mpu Hanuumm

netnu Bo VLAN gaHHaa VLAN 6yaeT 3a6/10KkMpoBaHa Ha NnopTy, Ha
-/BbIKAOYEHO KoTopom 6bina obHapy:keHa neTns.

no loopback-detection vlan- OTKNOYUTL pexkum obHapyKeHus netim Bo VLAN.

based

loopback-detection vlan-based 3afatb Bpemsa 610knposku VLAN.

recovery-time value - value — Bpems, no ucteyeHune Kotoporo VLAN aBTOMaTUYECKU

value: (30..1000000)/
pa3bnokunpyercs.
- BbIK/IOYEHO
no loopback-detection vlan- 3abnokupoBaHHble VLAN He 6yayT BOCCTaHaBAMBATbLCA aBTOMATU-
based recovery-time YecKu.

KomaHObI pexcuma KoHguaypauuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
gelica 2pynnbl MOpmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 121 — KomaHabl pexuma KoHourypaumm nHtepdelica Ethernet, rpynnsl nHTepdelicos, nHTep-
demnca VLAN

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4aHuro
loopback-detection enable / BkatoyaeT mexaHU3mM 0bHapyKeHUA netenb Ha NOPTY.
-/BblK/1lOYEeH
no loopback-detection enable BoccTaHaBAMBaET 3HAYEHME MO YMONYAHUIO.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 122 — KomaHabl pexkmma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMoa4aHuio
show loopback-detection OTobparkaeT cocTosiHMe mexaHuama loopback-detection.
[gigabitethernet gi_port |
tengigabitethernet te_port |

twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

twe_port |

— — (1..8/0/1..120);
hundredgigabitethernet X )
hu_port | hu_port: (1..8/0/1..32);

fo_port: (1..8/0/1..32);

fourhundredgigabitethernet aroup: (1..128).

fo_port | port-channel group |
detailed]

5.16.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoOW 3agaveit npotokosa STP (Spanning Tree Protocol) aBnsetca npuseaeHue cetu Ethernet c
MHOXEeCTBEHHbIMW CBA3AMM K APEBOBUAHON TOMOMOMMN, UCKAOYAIOWEN LMKAbI NakeToB. KommyTaTopbl
obmeHnBatOTCA KOHPUIYPaLMOHHbIMU COOBLLEHMAMM, WUCMOAb3YA KaZpbl cneunanbHoro dopmata, U
BbIOOPOYHO BK/IOYAIOT M OTKAKOYAOT Nepeaayvy Ha NopTol.

Rapid (6bicTpbiii) STP (RSTP) ABnseTca ycoBepllieHCTBOBaHMEM MNPOTOKona STP, xapakTepusyetcs
MEHbLWNM BpeMeHemM MpuBEeSEHNA CeTU K LPEeBOBMAHOWM TOMONAOMMM U UMeeT 6osee BbICOKYHO
YCTONYMNBOCTb.
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MpoTtokon Multiple STP (MSTP) saBsnaetca Haubonee coBpemeHHoOM peanusauueinr STP,
noaaepxupawwen ucnonb3dosaHne VLAN. MSTP npeanonaraer KoHourypauuto Heobxogmmoro
KO/IMYEeCTBa 3K3EeMNNAPOB CBA3YIOLLLEro AepeBa (spanning tree) BHe 3aBUCUMMOCTM OT uncna rpynn VLAN Ha
KommyTaTope. Kaxablii aK3eMniap MOXKeT cogepkaTb HeckonbKo rpynn VLAN. HegoctaTkom npoToKkona
MSTP aBnsieTcA To, YTO Ha BCEX KOMMYyTaTopax, B3anmogencrayrowmx no MSTP, onxKHbl 6bITb 04MHAKOBO
CKOHOUrypupoBsaHbl rpynnbl VLAN.

V MaKcumanbHO A0NyCcTUMOE KoInYecTBo 3k3emnaspoB MSTP ykasaHo B Tabauue 10.

MexaHu3m Multiprocess STP npeaHasHa4yeH AN co34aHna HesaBUCUMbIX gepesbes STP/RSTP/MSTP
Ha MopTax yCTPoMCTBa. MI3MeHeHMs CoCTosIHMA OTAENbHOIO AepeBa He OKa3blBaloT BAMAHUA Ha COCTOAHUE
APYrvX AepeBbeB, YTO NO3BOJIAET MOBbLICUTb YCTOMYMBOCTb CETU U COKPATUTb BPEMSA NEepecTpoeHns agepesa
B C/yyae OTKasoB. MMpu KOHOUIYypUpPOBaHMUM cresyeT UCKAUYUTb BO3MOMKHOCTb BO3HMKHOBEHMA KoJel,
MeXKAy NopTaMmU-4fieHaMn pasHbIX aepeBbeB. 1A 06CNyKMBAHUA M30AMPOBAHHbIX AEPEBLEB B CUCTEME
CO34aETCA OTAeNbHbIA npouecc Ha Kaxpoe aepeso. C Npoueccom COMOCTaBAAKTCA MOPTbl YCTPOMCTBA,
npuHagaexawme gepesy.

5.16.5.1 Hacmpoliika npomokona STP, RSTP

KomaHObI pexcuma 2a06anab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHoOM KOHGUIypauum:
console (config) #

Tabnunua 123 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

KomaHoa 3HaveHue/3HaveHue Aelicmeue
o ymMoa4aHuro
spanning-tree /BKAioUEHO Pa3spelsaet ucnonb3oBaHMe KOMMYTaTOPOM MPOTOKoa STP.
no spanning-tree 3anpewaeT UCnoNb30BaHME KOMMYTAaTOPOM NpoToKoa STP.
spanning-tree mode {stp | YcTaHaBAMBaET pexxum paboTbl npoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
-/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol;

- pvst — Cisco Per Vlan Spanning Tree Protocol;

- rapid-pvst — Cisco Rapid Per Vlan Spanning Tree Protocol.
no spanning-tree mode YcTaHaBAMBaeT 3HaYeHMe No YMOAYAHUIO.
spanning-tree forward-time YcTaHaBMBaET MHTEPBa/ BPEMEHM, 3aTPAYMBAEMbIV Ha MPOCAYLLK-
seconds BaHMeE M U3yYeHMe COCTOAHMUI nepes, NepekntoyeHnem B COCTOAHNE

seconds: (4..30)/15 cek nepegauu.

no spanning-tree YcTaHaBAMBaeT 3HaYeHMe No YMOAYAHUIO.
forward-time
spanning-tree hello-time YcTaHaBAMBaET MHTEPBAN BPEMEHU MEX Y Nepefadyamu LWMPOKoBe-
seconds seconds: (1..10)/2 cex LaTenbHbIX coobweHnin «Hello» K B3anmoaencTeyowmMm KOMmyTa-

TOpaMm.
no spanning-tree hello-time YcTaHaBAMBaeT 3HaYeHMe N0 YMOAYAHUIO.
spanning-tree PaspelwaeT 3alWmTy, BblKAOYAlOWYO WHTEpdenc npu noayvyeHum
loopback-guard csoero BPDU.

- -/3anpelieHo -

no spanning-tree 3anpewaeT 3aluTy, BbIK/OYaOWY MHTepdeirc npu noayyeHuu
loopback-guard csoero BPDU.
spanning-tree max-age YcTaHaBAMBaET BPeMSA KU3HU cBA3ytowero aepesa STP.
seconds seconds: (6..40)/20 cek
no spanning-tree max-age YcTaHaBAMBaeT 3HaYeHMe No YMOAYaHUIO.
spanning-tree priority rior val: Hactpausaet npuoputet caAsytoLero gepesa STP.
prior_val (0 6p1440_)/32.768 3HayeHWe NpuopuTeTa A0KHO bbITb KpaTHO 4096.
no spanning-tree priority " YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.
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spanning-tree pathcost YcTaHaBAMBaET METOA onpeseneHUn LLeHHOCTU NyTu.
method {long | short} - long — 3HaueHwue LeHHOoCTM B AnanasoHe 1..200000000;
-/long - short — 3HaueHue ueHHOCTU B AnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBaeT 3HaYeHMe No YMOAYAHMIO.
method
spanning-tree bpdu Onpeaenset pexmm obpaboTkm naketoB BPDU-uHTepdeicom, Ha
{filtering | flooding} KOTOPOM BbIK/tOYEH NpoTOKOoA STP.
- filtering — Ha wHTepdelice ¢ BbIKNOYEHHbIM NpoTOKoNOM STP
/flooding BPDU-I-'IaKETbI d)manpyr?Tc;l;
- flooding — Ha nHTepdelice c BbIKAOYEHHBIM NPOTOKOOM STP HeTe-
rmpoBaHHble BPDU-naKeTbl NnepegatoTcs, TerMpoBaHHble — GUAbTPY-
toTcA.
no spanning-tree bpdu YcTaHaBAMBaET 3HaYeHMeE N0 YMONYAHMUIO.
spanning-tree loopguard BkntoyaeT ¢pyHKuUmio Loop Guard ansa Bcex NopTos.
default Ha aaHHbIi MOMeHT dyHKUMOHan Loopguard peanuso-
-/BbIK/IIOYEHO . BaH AnA pexxumos STP, RSTP, MISTP.
no spanning-tree loopguard OTkntovaeT dpyHKumto Loop Guard.
default
Mpu 3agaHun STP napameTpos forward-time, hello-time, max-age Heo6xogumo BbiNnosHEHUE
e ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, uHmepdaelica epynnsi mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 124 — KomaHabl pexknma KoHoburypaumm nHtepoeica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

spanning-tree disable

3anpewaeT paboTy npoTokona STP Ha KOHPUrypupyemom UHTep-
deiice.

- " -/paspeLeHo
no spanning-tree disable /pasp Paspewaet paboTy npotokona STP Ha KOHbUTypUpyemom MHTep-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBAET LLEeHHOCTb NYTU Yepes AaHHbIW MHTepdeic.
' - cost — LLeHHOCTb NyTH.
: (1..200000000)/cm. . Y
no spanning-tree cost a6y 96 YcTaHaBAMBaeT 3HaYeHUe, onpeaensiemoe Ha OCHOBAHWUM CKOPOCTU

nopTta v MeToAa onpeaeneHusa LeHHOCTU NyTH, cM.Tabanuy 125

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT MHTepdeiica B cBasytolem aepese STP.

V 3HaueHue NpuMopuTeTa [0/KHO 6bITb KpaTHO 16.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYaHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

-/auto

BKNIOYAET pexknm, B KOTOPOM NOPT NPU NMOAHATAM Ha HEM JINHKA
Cpa3y CTaHOBMUTCA B COCTOAHME Nepesayu, He AOXMAANACH UcTeve-
HUA Talimepa.

- auto — f06aBnAeT 3a4ePKKY 3 CEKYHAbI Nepes, Nepexosom B Co-
CTOfIHWE Nepesayn.

BbIKNtOYaeT peXxmMm MOMEHTaNbHOro nepexoa B COCTOAHME nepe-
a4 NO NOAHATUIO KJIMHKa».
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spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/Mcnonb3oBaHue
rno6anbHOM HaCTPOMKK

BK/ItoYaeT 3alMTy KKOPHA» A4 BCeX CBA3YIOLWMX AepeBbeB STP BbI-
6paHHOro nopra.

- root — 3anpeLaeT uHTepdeicy 6biTb KOPHEBBIM MOPTOM KOMMY-
TaTopa;

- loop — BKAtOYaeT Ha MHTepdelice AONONHUTE/IbHYIO 3aLLMTY OT
netenb. B cnyyae ecav nHtepdeic HaxoAUTCA B COCTOAHUM, OTINY-
Hom oT Designated 1 npu sTom nepecrtaet nony4ate BPDU, uHTep-
deiic bnokupyertcs;

- none — oTKAto4YaeT Bce Guard-oyHKUMKM Ha nHTepdelice.

Mcnonbayet rnobasbHyH HAaCTPOMKY.

spanning-tree bpduguard
{enable | disable}
no spanning-tree bpduguard

-/BbIK/IIOYEHO

PaspelaeT 3aWwuTy, BbIK/IHOYaOLLYIO0 MHTEpdENC Npy NpUéme nake-
TOoB BPDU.

3anpeLuaeT 3aLlmTy, BbIK/IHOYAKOLLY0 MHTepdelc Npy Npuéme nake-
To8 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/BNA pynnexkcHoro
nopTa «TOYKa-TOUKAY,
ONA NONYyAYNIEKCHOTO

— «Pa3BETBNAEHHbIN»

YcTtaHaBauBaeT npoTtokon RSTP B nepeaatouiee coctoaHue u onpe-
AenaeT TMN cBA3M AN BbIbpaHHOro nopTa:

- point-to-point — To4Ka-TouKa;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBaEeT 3HaYeHue no YMO4YaHUIO.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

OnpeaenneT pexxnm obpaboTkn naketos BPDU-nHTepdeiicom, Ha
KOTOPOM BbIKAKOYEH NpOTOKoAN STP.

- filtering — Ha uHTepdelice ¢ BbIKNOYEHHbIM NpoTOKonom STP
BPDU nakeTbl dpunbTpytoTcs;

- flooding — Ha uHTepdeiice c BbiKNOYEHHBIM MpoTOKo/NOM STP
HeTermposaHHble BPDU-nakeTbl nepeparoTca, TerMpoBaHHble —
dunbTpyoTCA.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

spanning-tree mac-address
{dot1d | dotlad}

no spanning-tree mac-address

-/dot1d

N3meHsaeT MAC-agpec, C KOTOPbIM OTNPABAAKOTCA U NPUHMMAIOTCA
BPDU.

- dotld — oTnpasnsatTca M npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — oTnpasnatoTca M npuHMmatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YcTaHaBAMBaEeT 3HAYeHue no YMO4YaHUIO.

spanning-tree restricted-tcn
no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
weH

3anpeuwaet npuem BPDU c ¢narom TCN.

Paspewaet npuem BPDU c ¢narom TCN.

Tabauua 125 — LleHHOCTb NyTK, yCTaHOBAEHHAA NO YMOAYaHUIO (spanning-tree cost)

Unmepaeiic Memoo onpedeneHus yeHHocmu nymu
Long Short
GigabitEthernet (1000 Mbps) 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
TwentyFiveGigaEthernet (25000 Mbps) 800 1
FortygigabitEthernet (40000 Mbps) 500 1
HundredGigabitEthernet (100000 Mbps) 200 1
V' Dna nnrepdeiicos Port-channel HayanbHas ctroMmocTb onpeaenaeTca CTOMMOCTbIO NepBOro
JINHKa, BoLleALero B CoCtaB Port-channel. an AOG&BHEHMM dKTUBHbIX IMHKOB, Ha4a/ibHaA

ctoumocTtb Port-channel AeNnTca Ha X Konn4yecTso.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console#
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Tabnunua 126 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

lNoKa3biBaeT cocTosiHne npoTokona STP.

show spanning-tree detail
[active | blockedports]

MokasbiBaeT NoApobHy0 MHPOPMaLMIO O HACTPOMKaxX MPOTOKO/A
STP, nHPOpMaLMio 06 aKTUBHBIX UK 3a6/I0KMPOBAHHBIX NOPTAX.

clear spanning-tree
detected-protocols [interface {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MepesanyckaeT NPOLEcC MUrpaLym NPOTOKo1a. 3aHOBO NPOMUCXO-

OUT nepecyéT aepesa STP.

KomaHOobl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 127 — KomaHabl pexxknma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuo

Aeiicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Moka3sbliBaeT perkmm 06paboTkmn naketos BPDU Ha uHTepdericax.

5.16.5.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (confiqg) #

Tabnnua 128 — KomaHab! perknma riobanbHOoM KoHGUrypaumm

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymon4YaHuro
spanning-tree -/pa3pelseHo Pa3spelaet ucnonb3oBaHme KOMMyTaTOpPOM NpoToKkoaa STP.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32

205
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no spanning-tree

3anpeLyaeT UCNONb30BaHWE KOMMYTaTOPOM NPoToKona STP.

spanning-tree mode {stp |

YcTaHaBAMBAET pexkmMm paboTbl npoTokona STP.

rstp | mstp} -/RSTP

no spanning-tree mode YcTaHaBAMBAET 3HAYEHUE NO YMONYAHMUIO.

spanning-tree pathcost YcTaHaBAnBaeT MeToA onpeaeneHna LeHHOCTU NyTu.

method {long | short} - long — 3HayeHuMe ueHHOCTM B gManasoHe 1..200000000;
-/long - short — 3HaueHwWe LeHHOCTM B AnanasoHe 1..65535.

no spanning-tree pathcost
method

YcTaHaBAMBAET 3HAYeHUE No YMO4YaHUIO.

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBAMBAeT MNpPUOPUTET ANA AAHHOTO KOMMyTaTopa nepej,
0OCTaNIbHbIMU, UCMONb3YHOLLMMM 0BWMIA 3K3emnasap MSTP.

- instance_id — aksemnaap MST;

- priority — npuopuTeT KOMMyTaTOpa.

V 3HaueHuMe npuopuTeTa A0MKHO 6bITb KpaTHO 4096.

YcTaHaBAMBAET 3HAYEeHUE No YMOYaHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBaeT MakKCMMasibHOe KONMYECTBO TPAH3UTHbIX Y4aCcTKOB
ana naketa BPDU, Heobxoammbix gns GOpMUPOBaHUA AepeBa U
yaepKaHua nHdopmaLmm o ero ctpoeHun. Ecam naker yxke npowen
MaKCMMasibHOE KOJIMYECTBO TPAH3UTHbIX Y4aCTKOB, TO Ha Cleayto-
LLlem yyacTKke OH oTbpacbiBaeTcs.

- hop_count — MmakCMManbHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
AnAa naketa BPDU.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

spanning-tree mst
configuration

Bxog, B pexxum KoHburypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypauuu npomokoada MSTP

Bupg 3anpoca KOMaHAHOM CTPOKU B perxnume KoHdurypaumm npotokona MSTP:

console# configure
console
console

(config)# spanning-tree mst configuration
(config-mst) #

Tabnnua 129 — KomaHabl pexknuma KoHourypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..63);
vlan_range: (1..4094)

Co3gaeT COOTBETCTBME MeXA4y dK3eMnaapom npotokona MSTP u
rpynnamu VLAN.

- instance-id — naeHTUPUKATOP 3K3emnasipa npoTokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaet cOOTBETCTBME MENKAY 3K3eMNAApom npotokona MSTP un

vlan_range rpynnamm VLAN.

name string 3apaeT uma KoHourypaumm MST.
string: (1..32) cumsona | - string —vuma KoHdurypaumumn MST.

no name Yaanser umsa KoHdurypauym MST.

revision value

no revision

value: (0..65535)/0

3apaeT Homep peBu3unN KoHoUrypauum MST.
- value — Homep peBusnn KoHdurypaumm MST.

YcTaHaBAMBaEeT 3HayeHue No ymonyauutio (value).

show {current | pending}

Moka3sblBaeT TeKyLLyto (current) nMbo oxugatowwyto (pending) KoH-
odurypaumio MST.

exit ) Bbixoa u3 pexmma KoHdurypauum npotokona MSTP c coxpaHe-
HUEeM KOHOUrypaLmu.
abort Bbixog, U3 pexknma KoHPurypaumm npotokona MSTP 6e3 coxpaHe-

HUA KOHOUIypaLmu.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagpelica Ethernet, uHmepdgelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, untepdelica

rpynnbl NOPTOB:

console (config-if)#

Tabanua 130 — KomaHzabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnoel noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

spanning-tree guard {root |
loop | none}

no spanning-tree guard root

-/ucnonb3oBaHue
rnobanbHoOM HaCcTPOIKK

BkAtouaeT 3awmTy «KKOPHA» ANA BCex CBA3YOLWMX aepesbeB STP Bbl-
6paHHOro nopra.

- root — 3anpewaeT uHTepdency 6bITb KOPHEBLIM MOPTOM
KOMMYTaTopa;

- loop — BKAtOYaET Ha MHTepdece 4ONONHUTENbHYIO 3aLWMUTY OT
netenb. B cnyyae ecam nHtepdeinc HaxoanTCA B COCTOAHUM,
oTM4yHom oT Designated v npu aTom nepectaet nosy4atb BPDU,
MHTepdeinc baokupyercs;

- none — oTKAto4YaeT Bce Guard-oyHKUMKM Ha nHTepdeiice.

YcTaHaBavBaeT rnobasibHyo HAaCTPOMKY.

spanning-tree mst instance-id
guard root

no spanning-tree mst instance-
id guard root

instance_id: (1..63);
/3aWwumTa BbIKNOYEHa

BKkntoyaeT 3almTy «KOpHA» yKasaHHOro sk3emnasapa MSTP gna Bbl-
6paHHOro MHTepdenca. [JaHHaa 3awuTa 3anpeLllaeTt nHTepdency
6bITb KOPHEBBIM MOPTOM KOMMYTATOPA.

- instance-id — naeHTUdUKaToOp 3K3emnaAapa npoTokosa MSTP.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBauBaeT npuopuTeT nHTepdeiica B sksemnnape MSTP.
- instance-id — naeHTUPUKATOP 3K3emnaspa npoTokona MSTP;
- priority — npuopuTeT nHTEpdeiica.

V 3HaueHue npuopuTeTa A0/MKHO bbITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YcTaHaBAMBaET LEHHOCTb MyTH Yepes BblOpaHHbIV MHTepdeic ana
onpeaeneHHoOro aksemnasapa npotokona MSTP.

- instance-id — naeHTUPUKATOP 3K3emnaspa npoTokona MSTP;

- €OSt — UEeHHOCTb NyTH.

YcTaHaBAMBaeT 3HauyeHue, onpeaensemoe Ha OCHOBAHUM CKOPOCTH
nopTa U meToda onpegeneHna LeEHHOCTU NyTU.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT nNpuopuTeT MHTepdeiica B KOPHEBOM CBA3YIOLLEM
pepese MSTP.

V 3HaueHue NpuopuUTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/npuem BPDU ¢
¢dnarom TCN paspe-
WweH

3anpeuwaet npuem BPDU c ¢narom TCN.

Paspewaet npvem BPDU c dnarom TCN.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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SHELTEX
Tabnnua 131 — KomaHabl pexkuma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymMoA4YaHuto
show spanning-tree Moka3sbiBaeT KoHUrypauuio npotokona STP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | - instance_id — naeHTudMKaTOp 3K3emnaspa npotokona MSTP.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | fo_port: (1..8/0/1..32);
fourhundredgigabitethernet group: (1..128);
fo_port | port-channel group] instance_id: (1..63)
[instance instance_id]
show spanning-tree detail MoKasbiBaeT NoApPobHYIO MHPOPMALMIO O HACTPOMKE MPOTOKO/A
[active | blockedports] STP, MHPOPMaLMIO 06 aKTUBHBIX UM 3a6IOKMPOBAHHBIX MOPTaX.

[instance instance_id] - active — npocmoTp MHbOPMaLMM 06 aKTUBHbIX NOPTaXx;

inst id: (1..63
instance_id: ( ) - blockedports — npocmoTp MHbGopMauunmM 0 3a610KMPOBAHHbIX NOP-

Tax;
- instance_id — naeHTUdUKATOP 3K3emnasipa npoTokona MSTP.

show spanning-tree MokasbiBaeT MHGOPMALMIO O CKOHOUTYPUPOBAHHbBIX IK3EMNAAPAX

mst-configuration ) MSTP.

clear spanning-tree MepesanyckaeT Npouecc MMrpaLumn nNpoToKoia. 3aHOBO MPOMUCXO-

detected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

gi__port: (1..8/0/1..48); OVWT NpocyéT aepesa STP.

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

twe_port |

~ . hu_port: (1..8/0/1..32);
hundredgigabitethernet - s
hu_port | fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group}

[pumepbl 8b1M0AHEHUS KOMAHO

BkntounTtb noaaepkkKy npotokona STP, ycTaHOBUTL 3HaYeHWe NnpuopuTeTa ceasytowero aepesa RSTP —
12288, nntepsan forward-time — 20 ceKyHA, MHTEPBA/ BPEMEHU MEKAY NepesadamMu LWMPOKoBe-
LaTenbHbIX coobueHnin «Hello» — 5 cekyHA, BpemMa KU3HU cBA3YIOLLEro aAepesa — 38 ceKyHa. MNo-
Ka3aTb KOHOUrypaumio npotokona STP:

console (config)# spanning-tree

console (config)# spanning-tree mode rstp
console (config) # spanning-tree priority 12288
console (config)# spanning-tree forward-time 20
console (config)# spanning-tree hello-time 5
console (config) # spanning-tree max-age 38
console (config) # exit

console# show spanning-tree

)
)
)
)
)
)

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled
Root ID Priority 32768
Address aB:£9:4b:7b:e0:40

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type
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tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -
enabled 128.1000 4 Dsbl Dsbl No -

5.16.5.3 Hacmpoliika npomokosnos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa 13 pa3sHoBMAHOCTEN NPOTOKOAa Spanning
Tree, pacwupamowan ¢yHKUMOHaAbHOCTb STP ana ncnonb3osaHuA B otaenbHbix VLAN. MpumeHeHne
[AHHOro NPOTOKO/1a No3BosieT B Kaxkaom VLAN co3aaTb OTAesbHbIN 3k3emnaap STP. PVSTP+ coBmecTtum

c STP.

Rapid (bbicTpbiit) PVSTP+ (RPVSTP+) saBnaeTca ycoBepLueHCTBOBaHMEM NpoTokoaa PVSTP+, xapakTe-
pU3yeTcA MEHbLIMM BPEMEHEM NPUBEAEHMUA CETU K APEBOBUAHOM TONOAOTMK U UMeeT 6oiee BbICOKYHO
YCTONYMBOCTD.

/

.‘

.‘

.‘

MakcumanbHoe uucno PVST/RPVST-uHctaHcoB pna  MES5300-XX, MES5305-48,
MES5310-48, MES5400-24, MES5400-48, MIES5410-48, MES5500-32 — 255, ana Bcex ocTa/ib-
HbIX mogeneit — 64 Mpu aTom HyneBo ucnoablyetca gaa scex VLAN, B KOTOPbIX OTKOYEH
PVST/RPVST. Kaxkgomy VLAN c BkatoueHHbim PVST/RPVST cooTtsercreyeT oanH PVST/RPVST
MHCTaHC.

MopTbl, Ha KoTopbiXx KonuyectBo VLAN npeBbiwlaeT MaKCMMa/JIbHOE KOJIMYEeCTBO
PVST/RPVST-uHcTaHcoB npu nepexoge 8 pexkum PVST/RPVST spemeHHO 610KupytoTca, no-
aTomy nepegp, skntoueHnem PVST/RPVST Heobxogumo pacumtaTtb KOAMYECTBO UCMO/b3ye-
mbix VLAN Ha KonbLeBbIX nopTax KommyTtaropa. Ecam aaHHoe 3HayeHue npesbiwaer 64, To

nepBoHaYaNbHO HYXHO OTKAoUNUTb PVST/RPVST B 136bITouHbIX VLAN/RPVST KOMaHAaol "no
spanning-tree vlan <VLAN ID>".

Mpu BKkAoueHHOM pexkume PVST/RPVST kommyTatopbl MES obpabarbisator PVST bpdu Bo
Bcex VLAN. MNoatomy B cnyyanax, Korga B KOJbLe UCNOJb3YHOTCA KOMMYTATOPbl C KOauye-
crBom PVST/RPVST VLAN, npesbiwaowem makcumanbHoe Konundectso PVST/RPVST-uH-
CTaHCOB, C/ieayeT pacwuputb AMMuTbl 06pabotkn PVST bpdu-tpaduka Ha CPU. Ana 3toro
Mcnonb3yetca KomaHga "service cpu-rate-limits other-bpdu 1024".

Ecnm B npouecce 3Kcnyatauumn noHagoburca yépatb VLAN s PVST/RPVST-UHCTaHCOB 1 A0-
6aBUTb HOBblE, HYXXHO NPOU3BECTU CaeaylowMme AeACTBUA:

1) Otknountb STP B HeHyxHbix VLAN (KomaHpa «no spanning-tree vlan vlan_list» B rno-
6anbHOM peXkume KOHPUrypupoBaHUA);

2) Bkniountb STP B HOBbIX VLAN (KomaHga «spanning-tree vlan vian_list» B rno6anbHom pe-
}KUMe KOHPUrypupoBaHus).

KomaHObI pexcuma 2a06asab6Hol KoOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoOM KOHGUrypauum:

console (config) #

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 209
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Tabnunua 132 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

spanning-tree vlan vian_list

no spanning-tree vlan
vlan_list

vlan_list: (1..4094)/ no
YMOIYAHUIO BCE MHCTaHCbI
BKJIIOYEHbI

BKkntoumTb paboTy npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTKAoYaeT paboty npotokona PVSTP+, RPVSTP+ B yKasaHHbIX
VLAN.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YcTaHaBAMBaET MHTEPBa BPEMEHM, 3aTPaunBaEeMbIii Ha NPOCay-
LWMBAHWE U U3yYeHNe COCTOAHWUI Nepes, NepekntoyeHem B Co-
CTOAHWE nepegayun gnAa ykasaHHbix VLAN.
Talimepbl AONKHbI COOTBETCTBOBATb CNeAyio-
V wei dpopmyne:
2 * (Forward-Time - 1) 2 Max-Age 2 2 * (Hello-
Time + 1).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YcTaHaBAMBaeT MHTEPBaAN BPEMEHN MeXAY nepegayamu Wupo-
KoBeLlaTesibHbIX coobuenunit «Hello» K B3anmogencTeyowmm
KOMMYyTaTOpam AN1A yKa3aHHbIX VLAN.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree vlan vian_list
max-age seconds

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpeMa XU3HU cBasylowero gepesa STP gna yKa-
3aHHbIX VLAN.

no spanning-tree vlan
vlan_list max-age

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

spanning-tree vlan vian_list
priority priority_value

no spanning-tree vlan
vlan_list priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HacTtpansaeT npunoputet ceasytowero gepesa STP.
V 3HaueHue BblbUpaeTca U3 AManasoHa C LWa-
rom 4096.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dunbTpaLmMA OTKAOYEHa

dunbTpyer uAM nponyckaet Bxoaslme Kaapbl PVST/RPVST-

BPDU.

- filtering — BKAOUMTL PUNBTPaLMIO;

- flooding — oTkAtounTL dUAbTPaLMIO.

V [aHHasa KomaHga AeucTByeT B TOM ciayyae,

ecnu STP oTKAtoueH 60 BKAKOYEH B O4HOM
u3 pexxumos: STP/RSTP/MST. Ecam BKaloueH
pexkum PVST/RPVST, To gaHHaa KomaHaa 6y-
AeT AeicTBOBATb TO/IbKO B TOM C/y4yae, ecam
B YKa3aHHoi VLAN oTtkntoueH STP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BuA 3anpoca KOMaHAHOWM CTPOKM pexxmnma KoHdurypaumm nHtepdeinca:

console (config-if)#

Tabnnua 133 — KomaHgbl pexkuma KoHdurypaumm nutepdeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YcTaHaB/MBaeT LLeHHOCTb MyTW Yepes3 AaHHbI UHTepdelic ana
yKa3aHHbIx VLAN.
- cost — LLeHHOCTb NyTw.

YcTaHaBAMBaeT 3HaAYeHUe, onpeaenaemoe Ha OCHOBaHMUM CKOPO-
CTVM NopTa U MeToAa OnpeaeneHna LEHHOCTU NyTU A1A yKa3aH-
Hbix VLAN.
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spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan

vlan_list: (1..4094);
priority_value:
(0..240)/128

YcTaHaBAMBaeT NpuopuTeT MHTepdeica B KOPHEBOM CBA3YHOLLEM
nepese STP.
/ 3HaueHue BblbMpaeTca M3 AManasoHa C wa-

rom 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

vlan_list port-priority

spanning-tree vlan
vlan_list restricted-tcn

3anpewaeT npuem BPDU c dpnarom TCN gns ykasaHHbIX VLAN.
-/npuem BPDU c ¢pnarom

TCN pa3speweH;

no spanning-tree vlan vlan_list: (1..4094)

vlan_list restricted-tcn

Paspewaet npuem BPDU ¢ dpnarom TCN ansa yKasaHHbIx VLAN.

spanning-tree vlan vian_list dunbTpyeT uauM nponyckaeT Bxogslwme kagpsl PVST/RPVST-

bpdu {filtering | flooding} BPDU.

- filtering — BKAtOUMTL PUNbTPaALMIO;

- flooding — oTkAOUMTL dUAbTPaLMIO.

V [AaHHaA KomaHAa AeicTByeT B TOM cayyae,

ecnu STP oTkAtoueH 60 BKIOUYEH B O4HOM
u3 pexkumos: STP/RSTP/MST. Ecam BkaloueH
pexum PVST/RPVST, To gaHHaa KomaHaa 6y-
AeT AeicTBOBaTb TO/IbKO B TOM C/lyyae, ecam
B yKa3aHHoi VLAN oTKntoueH STP.

vlan_list: (1..4094)/
bunbTpauma oTKAOYEHa

no spanning-tree vlan
vlan_list bpdu

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

5.16.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHaveH Ans NOBbILEHUA YCTONYUBOCTHU
W HAZEKHOCTU CeTU Mepeaadun AaHHbIX, UMEeloLWelr KO/bLEBYIO TOMOJ/IOTUIO, 33 CYET CHUMKEHUSA BPEMEHU
BOCCTAaHOB/IEHMA CETM B Cayyae aBapuu. Bpemsa BocCTaHOBNAEHWs He npeBblwaeT 1 cekyHAbl, 4TO
CYLLECTBEHHO MEHbLLE BPEeMEHU NepPecTPoMKN CETU NPU NCNOIb30BAHUM NPOTOKO/I0B CEMEICTBA spanning
tree.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxunma rinobanbHoM KoHbUrypaumm:
console (config) #

Tabnuua 134 — KomaHabl pexxknma rnobanbHoN KoHPUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda Aeiicmeue

erps PaspewaeT paboTy npoTokona ERPS.

-/BbIKNIOYEHO

no erps 3anpewaet paboTty npoTtokona ERPS.

erps vlan vian_id Co3panue ERPS-konbua ¢ ngeHtuoukatopom R-APS VLAN, no
KoTopoi ByaeT nepegaBaTbcs cayxebHaa MHGoOpmauma 1 ne-
pexop, B peskMm KoHbUrypauum Konbla.

- vlan_id — Homep R-APS VLAN.

vlan_id: (1..4094)

no erps vlan vian_id YpaneHue ERPS-Konbua ¢ ngeHtuoukatopom vian_id.

KomaHObI pexcuma KoHgu2ypayuu Koasbyad

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXKUME KOHPUIypaLmm KoabLa:

console (config-erps) #

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 211
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Tabnunua 135 — KomaHabl perknuma KoHourypaumm ERPS-konbLa

KomaHda

3HayeHue/3Ha4yeHue
Mo ymon4yaHuro

Aelicmeue

protected vlan add vian_list

vlan_list:(2..4094, all)

[Oobasnaet ananasoH VLAN B cN1COK 3aLmieHHbIX VLAN.
-vlan_list —cnucok VLAN. inanasoH VLAN mMoKHO 3azaTb ne-
peuncieHnem Yyepes 3anAaTyto UAKM yKa3aTb HayasbHOE U KO-
HeYHoe 3HayeHus guanasoHa yepes gedpuc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnucka 3awmweHHbix VLAN.
- vlan_list — cnucok VLAN pgns yaanenus.

port {west | east}{
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
group}

no port {west | east}

te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Bbibop west (east)-mopTa KommyTaTopa, BKAHOYEHHOrO B
KO/IbLLO.

YaaneHue west (east)-nopta KOMMyTaTopa, BKIOYEHHOTO B
KOJIbLLO.

rpl {west | east} {owner |
neighbor}

no rpl

-/no rpl

Bbi6op RPL-nopTa KoMmyTaTOpa M €ro posiu.

- west — RPL-nopTom 6yaeTt HasHayeH west-noprt;

- east — RPL-noptom byaeT Ha3zHayeH west-nopT;

- owner — KommyTaTop byaeTt ABnATbCA Bnagenbuem RPL-
nopra;

- neighbor — kommyTaTop byaeT ABAATLCA COCEA0M BNALENb-
ua RPL-nopra.

YpaaneHune RPL-nopTa KommyTtaTopa.

level level

no level

level: (0..7)/1

HacTpolika ypoBHsa coobuweHuin R-APS. Heobxoaumo ans
NnpoxoxaeHus coobweHnin yepes CFM MEP.
- level — ypoBeHb coobuieHuit R-APS.

YCTaHOBKA 3HAYeHUA N0 YMOAYAHUIO.

ring enable

no ring enable

-/BbIKNIOYEHO

BkAtoYeHne GyHKLMOHNPOBAHNA KOMbLa.

BblKkAtoYeHNe GYHKLMOHNPOBAHUA KOMbLa.

version version

no version

version: (1..2)/2

Bbibop pexxnma coBMECTUMOCTM C APYrMMU BEPCUAMM MPO-
Tokona G.8032.
- version — Bepcua npotokona G.8032.

YCTaHOBKA 3HAY€HUA N0 YMONYAHUIO.

revertive

no revertive

-/revertive

Bblbop pexnma paboTbl KoabLa.

YCTaHOBKA 3HAYeHUA No YMONYaHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHue noAKonbLa ANA JaHHOTO KobLa.
- vlan_id —Homep VLAN.

YaaneHue nogKonbLa.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAOUYUTL OTNPABKY CUrHana ounctkm MAC-Tabauubl B Ooc-
HOBHOE KO/bLO NPV NepecTpoeHnmn NoAKobLA.

OTKNIOYNUTb OTNPABKY CUTHaNa ouncTku MAC-TabamLbl B OC-
HOBHOE KO/IbLLO NPV NepecTpoeHnn NoAKOoNbLa.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBKa Talimepa, b1okupytouiero ycrapeswune R-APS co-
obueHua.

YcTaHOBKa 3Ha4YeHus no YMONYaHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 ¢ TOYHOCTbIO
5 mc/0 mc

YcTaHOBKa TaliMepa 3a4epKKu peakuuMu KommyTatopa Ha
M3MEHEHWE B COCTOAHUWU. BmecTo peakuuuM Ha cobbiTve
BK/IIOYAETCA TallMep, MO UCTEYEHUU KOTOPOTo KOMMYTaTop
uHbopmMpyeT o cBoem cocTosaHuW. [peaHasHayeH Ans
ymeHblueHus Gayaa naketos nNpu GpaannuHre nopros.

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

timer wtr value

no timer wtr

value:(1..12) MuH/5 MUH

YcTaHOBKa Taimepa, KOTopbli 3anyckaetca Ha RPL Owner
KOoMMmyTaTope B revertive-pexxume. MWcnonbsyetca ana
npeAoTBPALLEHMA YaCTbIX 3aWMUTHBIX NEPEKOYEHUN M3-3a
CUTFHAN0B O HEUCNPABHOCTAX.

YcTaHOBKa 3Ha4YeHUA no YMOI4aHUIO.

switch forced {west | east}

no switch forced

-/no

dopcupyeT 3anycKk 3alWMTHOIO NepPeKoYeHUsa Koabla, Npu
aTOM 610KMPYETCA YKasaHHbIW NOpT.

OTMmeHa GopCHPOBaHNA NEPEKIIOYEHUA KObLA.
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switch manual {west | east}

no switch manual

-/no

PyuHoe 610KMpoOBaHMeE yKa3zaHHoOro west (east)-nopTa u pas-
610KMpoBaHue east (west).

OTmeHa py4HoW 610KUPOBKM.

abort

OTKaTUTb M3MEHEHMsA, BHECEHHble C MOMEHTa BX04a B pe-
UM KOHUTypaLmm KonbLa.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 136 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show erps [vlan vian_id]

vlan_id: (1..4094)

3anpoc nHdopmaumm 06 obuem coctosiHum ERPS naum cocro-
AHUW YKa3aHHOTO KOoJbLa.

5.16.7 Hacmpolika npomokKona LLDP

OcHoBHOW ¢yHKumen npotoKona Link Layer Discovery Protocol (LLDP) aBnseTca obmeH mexay
CEeTeBbIMW YCTPOICTBAMM O CBOEM COCTOAHUM U XapaKTepucTuKax. MHpopmauma, cobpaHHan nocpeacTsom
npoToKona LLDP, HaKan/iMBaeTcsa B YCTPOMCTBAX M MOXKeT ObITb 3anpoLleHa ynpas/isatowmMm KOMMNbIOTEPOM
no npotokony SNMP. Takum obpa3som, Ha OCHOBaHWM COOpPAHHOM MHPOPMALMKU, Ha YMPaABAAIOLLEM
KOMMbIOTEPE MOXKET BbITb CMOAENNPOBAHA TOMNOJIOMUS CETU.

KommyTaTtopbl noagep*KMBatOT nepefady Kak CTaHOAPTHbIX NapameTpoB, TaK M OMNUMOHANbHbIX,

TaKUX KaK:

—  MMA YCTPOKCTBA M €ro ONucaHue;
—  WMA NOpTa U ero onucaHue;
—  uHdopmauma o MAC/PHY;

- uT.A.

KomaHObI pexcuma 2a06anab6Hol KoOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexmnma rnobanbHoM KOHGUrypaumm:

console (config) #

Tabnnua 137 — KomaHzabl pexkmma rnobanbHol KoHurypaumm

3HavyeHue/3Ha4yeHue .
KomaHda / Aeilicmeue
no ymoa4yaHuro
lidp run /paspeleHo PaspelsaeT KoMMyTaToOpy UCNOb30BaHMe NpoTokona LLDP.
no lidp run pasp 3anpelLaeT KOMMYTAaTOPY UCNONAb30BaHWe NpoToKkona LLDP.

lldp timer seconds

no lidp timer

seconds: (5..32768)/30
cek

OnpepenseT, Kak YacTo yCTPONCTBO byeT oTnpasaaTb 06HOBNEHWE
nHbopmaumm LLDP.

YcTaHaBAMBaeT 3HaYeHue no YMON4YaHUIO.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 213

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3afaeT BeIMYMHY BPEMEHW ANA NPUHMMAIOLLErO YCTPOICTBA, B Te-
YeHWe KOTOPOro HYXKHO yAepKnBaTtb NpMHUMaemble naketbl LLDP
nepez ux cbpocom.

[aHHaa BeAnYMHa nepegaeTca Ha NPUHUMAEMYLO CTOPOHY B LLDP
update nakeTax (nakeTax o6HOBNEHWA), ABNAETCA KPATHOCTbIO ANs
Tanmepa LLDP (lldp timer). Takum obpasom, Bpems Kun3Hu LLDP na-
KeToB paccumTbiBaeTtca no popmyse TTL = min (65535, LLDP-Timer
* LLDP-HoldMultiplier).

YcTaHaBAMBAET 3HAYeHUE No YMONYaHUIO.

lldp reinit seconds

no lidp reinit

seconds: (1..10)/2 cek

MuHUManbHoe Bpems, Kotopoe LLDP-nopT bygeT oxuaats nepes
NoBTOPHOW UHULManu3aumen LLDP.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2
cek

YcTaHaBAMBAET 3afepXKKy Mexay nocieayrolmnmm nepegavamm
naketos LLDP, MHMLMMPOBAHHbIMU U3MEHEHUAMM 3HAYEHUN WU
CTaTyca B /IOKaNbHbIX 6a3ax gaHHbIXx MIB LLDP.
V PekomeHayetca, uTobbl gaHHAA 3agep)kKa 6bina
MeHblue, Yem 3HauyeHue 0.25* LLDP-Timer.

YcTaHaBAMBaEeT 3HaYeHue no YMO4YaHUIO.

lidp lldpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpeaenneT pexum obpaboTkn naketosB LLDP, Koraa npoTokon
LLDP BbIK/OYEH HAa KOMMYTaTOpE:

- filtering — yka3sbiBaeT, yTo LLDP-nakeTbl pUAbTPYIOTCA, €CAN Npo-
TOKO/ LLDP BbIk/IlOYEH Ha KOMMYTaTOpE;

- flooding — yka3sbiBaeT, uto LLDP-nakeTbl nepeaatoTca, ec/iv npoTo-
Kon LLDP BbIKAtOYEH HA KOMMYyTaATOpe.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

lldp med fast-start
repeat-count number

no lidp med fast-start
repeat-count

number: (1..10)/3

YcTaHaBAMBaeT uncno nostopeHunin PDU LLDP ana 6bicTporo 3a-
nycKa, onpegensemoro nocpeactsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

no lidp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegenseT npasuao ana napametpa network-policy (cetesas no-
NIMTMKA yCTPOMCTBA). [laHHbIM NapameTp ABAAETCA ONLMOHANbHbIM
ONA pacwmpeHuna npotokosa LLDP MED.
- number — NnopaaKoBbI Homep npasuaa network policy;
- application — rnaBHan GyHKUMA, onpeaeneHHas 419 AaHHOro npa-
Buna network policy.
- vlan_id — npeHntndukatop VLAN ana gaHHoro npasuna;
- tagged/untagged — onpegenser TerupoBaHHON UM HETEMMPOBaH-
Hol 6ygeT VLAN, ncnonb3yemas AaHHbIM NpPaBuIoM.
- priority — npuopuTeT AAHHOIO NpaBuaa (MCNoab3yeTca Ha BTOPOM
yposHe moaenn OSl);
- value — 3HauyeHne DSCP, ucnonbsyemoe gaHHbIM npasuaom. Ecam
He yKa3blBaTb 3Ha4YeHMe DSCP, no ymonyaHuo KommyTatop byaer
oTtnpasnaTtb napametp DSCP 0.
V U3meHeHHne network-policy BO3MOXHO TONbKO no-
cne CHATUA NONUTUKU CO BCeX MHTepdeiicos, rae
OHA NPUMEHeHa.

Ypansaet co3gaHHoe npasuao ansa napametpa network-policy.

lldp notifications interval
seconds

no lldp notifications interval

seconds: (5..3600)/5
ceK

YctaHaBauBaet MaKCUMaNbHYO CKOPOCTb Nnepeayun yBep,omneHmﬁ
LLDP.

- seconds — nepuoa spemeHun, B Te4eHne KoToporo yCTpOVICTBO MO-
XKEeT OTNPaBUTb He bonee O4HOro yseaoMNeHUA.

YcTaHaBAMBaeT 3HaYeHne no YMON4YaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumum uHtepdericos Ethernet:

console (config-if)#
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Tabnmua 138 — KomaHapl pexkmma KoHourypaumnm nHtepoeliica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

lldp transmit

no lldp transmit

lidp receive

no lldp receive

Paspewaet nepegayy naketoB no npoTtokony LLDP Ha wHTep-
deiice.

MO YMONYaHUIO paspeLleHo
Mcnosib3osaHume B 060mx

3anpelaet nepegayy naketoB nNo nNpoTokony LLDP Ha uHTep-
deiice.

HanpaBneHUAX

PaspelwaeT npvem nakeToB no npoTokony LLDP Ha uHTepdelice.

3anpewiaeT NnpMem NakeToB Mo npotokoay LLDP Ha nHTepdelice.

lldp optional-tlv tiv_list

no lldp optional-tlv

tvl_list: (port-desc, sys-
desc, 802.3-mac-phy,
802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/
Mo YMOAYaHUIO
onuuoHanbHble TLV He

OnpegenseT, Kakve onuuoHanbHble TLV-nons (Type, Length,
Value) byayT BKAKOYEHbI YCTPOMCTBOM B nepegaBaemblit LLDP-
naker.

B KOMaHAY MOXHO BK/IOYMTb OT OAHOFO A0 NATU OMNUMOHA/IbHBIX

TLV.
V TLV 802.3-power-via-mdi f0CTynHa TOAbKO Ha yCTPOW-
CTBaxX C NoaAepKKoit PoE.

BK/IlO4EHbI B NaKeT

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
no YMO4aHMUIo
onumoHanbHoble TLV He
BKJIOYEHbI

OnpeaensneT, Kakue onuuoHanbHble TLV-nona 6yayT BKAOYEHDI
YCTPOMCTBOM B NepesaBaemblii LLDP-nakerT:

- pvid — PVID unHTepdelica;

- ppvid — po6asutsb/yaanuts PPVID;

- vlan-name — go6asutb/yaannts Homep VLAN;

- protocol — ,06aBUTL/yAaNNTL ONpeseneHHbI NPOTOKO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094).
Mo YMONYaHUIO
ynpasAsoLwmii agpec
onpegensetca
aBTOMaTUYeCKM

OnpegenseT ynpasasatowmii agpec, obbABNAEHHbIN Ha WHTep-
deiice.
- ip_address — 3apaeTcs ctaTuyeckuii IP-agpec;
- none — yKa3blBaeT, YTo afpec He 0bbABEH;
- automatic — yKasblBaeT, 4TO cMCTEMa aBTOMATUYECKM BbIbUpaeT
ynpasastowmii agpec n3 scex IP-agpecos KommyTaTopa;
- automatic — yKasbIBaeT, YTO cMCTeMa aBTOMaTUYECKM BblOMpaeT
YyNpaBAsoWNA agpec, N3 CKOHPUrypMpoBaHHbIX a4PeCcoB 3a4aH-
HOro uHTepodelica.
Ecnam nHTepdelic ethernet namn nHtepdeiic rpynnbl NopToB Npu-
HagnexaT VLAN, To gaHHbI agpec VLAN He ByaeT BKAOYEH B
CMUCOK BO3MOXHbIX YNPaBAAIOLLNX a4 PECOB.
B cnyyae Hanuuua HecKonbKux IP-agpecos cuctema
Bbl6MpaeT HayanbHbIN IP-agpec U3 AnanasoHa AUHa-
V muyeckux IP-appecos. Echm guHamuyeckme apgpeca
OTCYTCTBYIOT, TO CUCTEMA BblBMpPaeT HayanbHbIN IP-aa-
pec U3 ananasoHa BO3MOXHbIX ctaTuyeckux IP-agpe-
COB.

Ypansaert ynpasaatowmit IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Nno YMO/YaHMIO OTNpaBKa
yBegomiennit LLDP
3anpelLeHa

PaspeluaeT/3anpeLtaeT oTnpaBKy yBegomsaeHuit LLDP Ha uHTep-
deiice.

- enable — paspewaer;

- disable — 3anpewgaer.

YcTaHaBAWBaeT 3Ha4YeHue no YMO4YaHUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,

Pa3spewaet ucnonb3osaHune pacwimpeHma npotokona LLDP MED.

location, B KOMaHAY MOXHO BK/OYUTb OT O4HOMO A0 TPEX CNeLmanbHbIX
inventory)/3anpelieHo TLV.
MCMo/b30BaHue
paclmnpeHnsa NpoToKoa
LLDP MED
lldp med network-policy HasHavaet npasuno network-policy gaHHomy nHtepdelicy.
{add | remove} number - add — Ha3HavaeT npasuno;
number: (1-32) - remove — yaanaeT npasuio;

no lidp med network-policy

- number — Homep npasuna.

Ypanset npasuno network-policy c saHHoro uHtepdeiica.
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lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6aiiT;
civic_address_data: (6..160)

3a4aeT MecTono/10KeHe YCTPonCTBa Ans npoTokona LLDP (3Ha-
YyeHune napameTtpa location npotokona LLDP MED).

- coordinate — agpec B cucTeMe KOOPANHAT;

- civic_address_data — agMUHUCTPATUBHbIV aApec YyCTPOMNCTBA;

ecs_elin_data} 6auT; - ecs-elin_data — appec B dopmate, onpeaeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6alT. Ypansaet HaCTPOMKM NapameTpa MecTononoxKeHus location.

{coordinate | civic-address |

ecs-elin}

lldp med notification Paspeluaet/3anpelyaet oTnpaBKy ysegomaeHuin LLDP MED o6

topology-change {enable | M3MEHEHWUWN TOMOJIOTUMN.

disable} /sanpelueHo - enable — pa3peluaer oTnpaBKy yBegomneHui;

no lldp med notifications
topology-change

- disable — 3anpewaet oTnpaBKy yBeOMAEHUA.

YcTaHaBAMBAET 3HA4YeHUe No YMOYaHUIO.

v/
v/

nopT rpynnbl.

Maketbl LLDP, npuHATble Yyepe3 rpynny nopros, 3anOMWHAIOTCA UHAUBUAYANIBHO MOPTaMMU
rpynnbl, NPUHABWMMUK coobuieHus. LLDP otnpaBnaeT passinuHble cOO6LWEHNA HA KaXKAbIA

Pabota npotoKkona LLDP He 3aBUCUT OT COCTOAHMA NpoToKona STP Ha nopty, naketbl LLDP or-
NpPaBAAIOTCA U NPUHUMALIOTCA HA 3a610KMpPOBaHHbIX NPOTOKONOM STP-nopTax.

Ecnu nopt KoHTponupyetca no 802.1X, To LLDP paboTtaeT c NnopTom TONbKO B C/yvae, eciv OH

dBTOPU30BaH.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexunma Privileged EXEC:

console#

Tabnnua 139 — KomaHgabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

Ounwaet Tabamuy agpecos 06HAPYKEHHbIX COCeAHUX YCTPONCTB U
HauMHaeT HOBbIM LKA 0bmeHa nakeTamu no npoTtokoay LLDP MED.

show lidp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

Moka3sbiBaeT LLDP-KoHdUrypaumm scex Gpusnmyeckmx nHtepdericos
ycTpoicTea Mbo 3aAaHHbIX MHTepdEcoB.

show lidp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MokasbiBaeT KOHbUrypaunmn pacwmpeHuma npotokona LLDP — MED
4NA Bcex pusnyeckunx nHTepdeicos nnMbo 3agaHHbIX MHTEPdecos.

216 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

show lidp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MNokasbiBaeT LLDP-uHbOpmaLmio, KOTOPYDO aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MokasbiBaeT cTaTyc nepesarpy3ku TLVs LLDP.

show Illdp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MoKasbiBaeT MHPOPMALMIO O COCeAHUX YCTPOMCTBAX, HA KOTOPbIX
paboTaet npoTtoKko LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

lMoKasblBaeT CTaTUCTMKY LLDP.

[pumepbl 8b1M0AHEHUS KOMAHO

YcraHosuTb ans nopra tel/0/10 cheaytowme tlv-nons: port-description, system-name, system-description.

[ns paHHoro uHtepdeiica fobasutb ynpasaaowmin agpec 10.10.10.70.
console (config)# configure
console (config) # interface tengigabitethernet 1/0/10

(
(
console (config-if)# 11ldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1ldp management-address 10.10.10.70

MocmoTpeTb KoHUrypauuto LLDP:

console# show 1lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
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tel/0/9
tel/0/10

Rx and Tx SN, SC None Disabled
Rx and Tx PD, SD 10.10.10.70 Disabled

Tabnnuya 140 — OnucaHune pesynbTaToB

Mone OnucaHue
Timer OnpeaenseT, Kak 4acTo ycTpolicTBo wneT LLDP-o6HOBAEHMA.
OnpegenseT BennumHy Bpemenun (TTL, Time-To-Live) gns npuHMmatoLwero ycTpoicTea, B
Hold Multiplier TeyeHMe KOTOPOro HYXKHO yAep»KMBaTb NPUHMUMaeMble nakeTbl LLDP nepeg nx cbpocom:
TTL = Timer * Hold Multiplier.
Reinit dela OnpeaenseT MMHUMaNbHOE BPEMS, B TEYEHWE KOTOPOro NopT byAeT oxunaaTte nepes
y nocbinkol cneaytouiero LLDP-coobueHus.
Tx dela OnpegenAeT 3a4epKKY Mmexay nociaeayrowmmmn nepegadamu LLDP-kagpos, MHULMKMPO-
y BaHHbIX U3SMEHEHUAMM 3Ha4YeHU IMbO cTaTyca.
Port Homep nopTa.
State Pexum paboTbl nopTa gns npotokona LLDP.

Optional TLVs

TLV-onuuu, KoTopble nepeaatoTca
BO3MOKHble 3HaYeHunA:

PD — OnucaHue nopta;

SN — CuctemHoe nms;

SD — OnuncaHune cuctemsl;

SC — BO3MOKHOCTU CUCTEMDI.

Address

AZpec ycTponcTBa, KoTopbli nepesaetcs B LLDP-coobweHunsx.

Notifications

YKa3blBaeT, pa3peLleHbl UK 3anpeLleHbl ysegomaeHuma LLDP.

= [lokasaTb MHPOPMALMIO O COCEAHMNX YCTPOMCTBAX

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
Tel/0/1 0060.704C.73FE 1 ts-7800-2 B
Tel/0/2 0060.704C.73FD 1 ts-7800-2 B
Tel/0/3 0060.704C.73FC 9 ts-7900-1 B, R
Tel/0/4 0060.704C.73FB 1 ts-7900-2 W
Tabnnua 141 — OnucaHne pesynbTaToB
lMone OnucaHue

Port Homep nopra.

Device ID Nma nnn MAC-agpec cocegHero ycTpomncrsa.

Port ID NaeHTndumKaTop nopTa cocegHero ycTpoicTaa.

System name

CuctemHoe MMsA yCTponCTBa.

Capabilities

[aHHOoe none onucbIBaeT TMN yCTPOoMcTBa:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — TouKa aoctyna WI-FI (WLAN Access Point);
T—TenedoH (Telephone);

D — DOCSIS-yctpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolictBo (Host);

r — NosTopuTenb (Repeater);

O — Tun HeunsBecTteH (Other).
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System description

OnucaHuWe coceHero ycTpoicTaa.

Port description

OnucaHMe nopTa coceaHero yCTponCTBa.

Management address

Appec ynpasneHus ycTponcTBom.

Auto-negotiation
support

Onpegenset, NOAAEPKMBAETCA /I aBTOMATMUYECKOE ONpeaesieHne pexxnuma nopra.

Auto-negotiation status

OnpepenseT, BKAOYEHA /M NOALEPKKA aBTOMATUYECKOTO ONpeaeneHnn pexnma
nopra.

Auto-negotiation
Advertised Capabilities

OnpegenseT peumbl, noaaeprkmpaemble GYHKUMEN aBTOMATUYECKOrO onpeaeneHns
nopTa.

Operational MAU type

Pabouunii MAU-TUN ycTpoWcTBa.

5.16.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah — ¢yHKUUKN ypPOBHA
KaHana nepepayn [aHHbIX NPeacTaBaatoT coboil MPOTOKO/ MOHUTOPUHIA COCTOAHWA KaHana. B atom
NpoTOKo/e ANA nepegadym MHPopMaLMmM O COCTOAHMM KaHana MeXKay HENOCPeACTBEHHO NOAKAOYEHHbBIMM
ycTpoiictBamu Ethernet mcnonb3ayiotca 610Ku gaHHbIX npotokona OAM (OAMPDU). O6a ycTtpolicTBa
OO/MKHbI NoAAepKMBaTb cTaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nntepoeiicos Ethernet:

console (config-if) #

Tabnnua 142 — KomaHgbl pexkuma KoHdpurypaumm nHtepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

ethernet oam

BkntounTtb nopaeprky Ethernet OAM Ha noprty.

no ethernet oam link-
monitor supported

—/oTKAoYeHO
no ethernet oam / OTkAtounTb Ethernet OAM Ha KOHUTrypupyemom nopry.
ethernet oam link-monitor BkntounTtb nopaeprkky «link-monitor».
supported
PP —/oTK/I04EeHO

BoccTaHOBUTb 3HAYE€HME MO YMONYAHUIO.

ethernet oam link-monitor
frame threshold count

YCTaHOBWTb MOPOr KO/AMYecTBa OWMBOK 3a yKasaHHbIM nepuog
(nepnopg, yctaHaBAnBaeTca kKomaHaow ethernet oam link-monitor
frame window).

no ethernet oam
link-monitor frame
threshold

count: (1..65535)/1
BOCCTaHOBMTb 3HaYeHMe Mo YMONYaHMIO.

ethernet oam link-monitor
frame window window

YCTaHOBUTb BPEMEHHOMN NPOMENKYTOK AR NoAcyeTa KoamyecTsa
window: (10..600)/100 OLIMBOK.

no ethernet oam
link-monitor frame window

MmcC BoccTtaHOBUTL 3HaYeHWE N0 YMONYAHMUIO.

ethernet oam link-monitor
frame-period threshold
count

YcTaHoBWUTb nopor ana cobbitua  «frame-period» (nepuop,
ycTaHaBnuBaeTca KomaHgoi ethernet oam link-monitor frame-
period window).

no ethernet oam
link-monitor frame-period
threshold

count: (1..65535)/1
BOCCTaHOBMTb 3HaYeHKe Mo YMONYaHMIO.

ethernet oam link-monitor
frame-period window

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK Ans cobbitna «frame-
period» (B Kagpax).

window window:

no ethernet oam (1..65535)/10000 BOCCTaHOBUTb 3HaUYEHME MO YMONYaHUIO.

link-monitor frame-period

window
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ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam
link-monitor frame-
seconds threshold

count: (1..900)/1

YcTaHoBWUTb nopor ana cobbitua  «frame-period» (nepuop,
ycTaHaBnuBaeTtca KomaHgol ethernet oam link-monitor frame-
seconds window), B cekyHaax.

BoccTaHOBUTL 3HAYeHME No YMON4YaHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam
link-monitor frame-
seconds window

window:
(100..9000)/100 mc

YCTaHOBUTb BPEMEHHOW MPOMEXKYTOK Ana cobbitna «frame-
period».

BoccTtaHOBUTb 3HAYEHWE NO YMONYAHMUIO.

ethernet oam mode {active
| passive}

YCTaHOBUTb pexkum paboTbl npoTokona OAM:
- active — kommyTaTop noctosHHO oTnpasaseT OAMPDU;

—/active - passive — KommyTaTOp HaunHaet oTnpasaaTb OAMPDU TonbKO
npu Haanumum OAMPDU co BCTpeYHOM CTOPOHBI.
no ethernet oam mode BoCCTaHOBWTL 3HaYEHWE MO YMOYAHUIO.
ethernet-oam remote- BkntounTb noaaepkKy n 06pabotry cobbitnin «remote-failure».
failure
—/BKAtOYEHO
no ethernet oam BoccTtaHOBUTL 3HaYEHWE NO YMOYAHUIO.
remote-failure
ethernet oam BKAtounTb NopaepKy GyHKLMM 3aBopoTa TpaduKa.
remote-loopback
supported —/OTKNO4EHO
no ethernet oam BoccTtaHOBUTL 3HaYEHWE NO YMOYAHUIO.
remote-loopback
supported
ethernet oam uni- Bkntounte PyHKLUMIO OBHApYXKEeHUs OAHOHANpPaBAEHHbIX CBA3eMN
directional detection Ha 6a3e npoTtokosa Ethernet OAM.
no ethernet oam —/oTknioverio BoccTtaHOBUTL 3HaYeHWe N0 YMONYaHMIO.
uni-directional detection
ethernet oam uni- Onpefenvte peakumio KOMMyTaTopa Ha OLHOHaMNpaB/eHHYHO
directional detection action CBA3b:
{log | error-disable} - log — otnpaska SNMP trap v 3anucb B KypHan;
—Jlog - error-disable — nepeBog nopta B coctonaHue «error-disabley, 3a-
NUcCb B KypHan u otnpaska SNMP trap.
no ethernet oam BoccTaHOBUTL 3HaUYEHWE N0 YMOYAHMIO.
uni-directional detection
action
ethernet oam uni- BKNIOUNTL arpeccuBHbIN pexum onpeneneHna ogHOHanpaB/eH-
directional detection HOW cBA3W. Ecnm OT cocefiHero ycTpoicTBa NepecTatoT NpUXoanTb
agressive Ethernet OAM-coobuieHna — NMHK NOMeYaeTca Kak og4HOHanpas-
—/OTKAOYEHO NEHHbIN.

no ethernet oam
uni-directional detection
aggressive

BoccTtaHOBUTL 3HaYeHWE N0 YMONYAHMUIO.

ethernet oam uni-
directional detection
discovery-time time

no ethernet oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBWTb BPeMeHHOW UHTepBan AN onpeaeseHuns Tuna ceasu
Ha nopry.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHMUIO.

KomaHOb! pexcuma privileged EXEC

Bce KomaHAapl AOCTYynHbl ONnA NPUBUNETMPOBAHHOTO NMOZ1Ib30OBaATENA. Bua 3anpoca KOMaHAHOﬁ

CTPOKM pexkmma privileged EXEC:

console#
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Tabnuua 143 — KomaHapl pexkmma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aelicmeue

clear ethernet oam statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

Oumnctutb cTaTucTMKy Ethernet OAM pns ykasaHHOrO WHTeEp-
delica.

show ethernet oam discovery
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OT06pa3unTb coctoaHne npotokona Ethernet OAM panAa ykasaH-
Horo nHTepdeiica.

show ethernet oam
statistics [interface
{gigabitethernet gi port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OT06pa3nTb CTAaTUCTUKY OBMEHA NPOTOKO/IbHbIMM COOBLLLEHMAMM
019 YKa3aHHOro uHTepdeiica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OT106pa3unTb HacTpolikm Ethernet OAM panAa yKasaHHOTo WHTep-
delica.

show ethernet oam
uni-directional detection
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OTO06pa3nTb COCTOAHME MEeXaHU3Ma onpeaeneHnsa oAHOHanpas-
JIEHHbIX CBA3eN A/1A YKa3aHHOro nHtepdeiica.

ethernet oam remote-loopback
{start | stop} {interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port}}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

3anyck/ocTaHOBKa yAafeHHOW MEeTAM AA YKa3aHHOro WMHTep-
delica.
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[pumepbl 8b1M0AHEHUS KOMAHO

OTo6pa3unTb cocTosHMe NPOTOKONa AN nopTa tengigabitethernet 1/0/3:

console# show ethernet oam discovery interface TenGigabitEthernet 1/0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:

Port status:

Loopback status:

PDU revision:
Remote client

PDU revision:
Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
console#

tengigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

Operational status:

operational
no loopback
3

MAC address: a8:£f9:4b:0c:00:03
Vendor (oui) : a8 £9 4b
Administrative configurations:

3

active

not supported
supported
supported

not supported
1500

5.16.9 Hacmpolika ¢pyHkyuu Flex-link

Flex-link — ¢yHKUMA pe3epBupoBaHUA, NpeaHasHaYeHHasa Ans obecneyeHna HaOeXKHOCTU KaHana
nepefaum aaHHbiX. B cBaske flex-link moryt HaxoguTbcs uHTepdelicbl Ethernet u Port-channel. OguH 13
3TUX UHTEPPENCOB HAXOAUTCA B 3a6/IOKMPOBAHHOM COCTOAHUM U HAYMHAET NPOMNYCKaTb TPAPUK TONbKO B
C/lyyae aBapuuM Ha BTOPOM MHTepdeiice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, uHmepdelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pPeXMMe KOHOUrypupoBaHua WHTepdenca Ethernet,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 144 — KomaHzbl pexkMma KoHoUrypmuposaHus nHtepdelica Ethernet, rpynnbl noptos

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

flex-link backup
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
port_channel}

no flex-link backup
{gigabitethernet gi_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..4);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
port_channel (1..48)/-

Bkntoyaert flex-link Ha nHTepdeiice n HasHayaeT BbIBPAaHHOMY UHTEp-
delicy ponb backup-nHtepodeiica B flex-link nape.

Boikntoyaer flex-link Ha MHTepdelice 1 yaanaeT BbIbpPaHHbIN UHTEp-
delic u3 flex-link napsi.
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tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
port_channel}

flex-link preemption mode
[forced | bandwidth| off]

-/off

3apgaeT aeincteme Npu NogHATUKM MHTepdeiica, ydacTeytoutero Bo flex-
link:

- forced — ecnmn noaHaBWMIiCcA MHTEpdENC HAaCTPOEH KaKk master, To
OH CTaHEeT aKTUBHbIM UHTepdelricom;

- bandwidth — npu nogHATUM MHTEpdelica aKTUBHBIM CTaHET UHTep-
delic c 6onbLuen NPONYCKHON CNOCOBHOCTbIO;

- off — nogHaABWKIiCA HTepdelic ocTaHeTcs B 3a6/10KMPOBAHHOM CO-
CTOAHUM.

no flex-link preemption mode

Bo3BpallaeT 3HaueHMe N0 YMOYaHUIO.

flex-link preemption delay de-
lay

no flex-link preemption delay

delay: (1..300)/35

3afaeT Bpems OT Nepexosa OTK/IOYEHHOTO MOPTa B COCTOSHUE KUPY,
Nno NPOLECTBMN KOTOPOTO BbINONHAETCA AENCTBME, YCTaHOB/IEHHOE
komaHgoi flex-link preemption mode.

- delay — nepuopg BpemeHu, B CEKYHAAX.

Bo3BpallaeT 3HaueHMe N0 YMOIYaHUIO.

KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOW CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 145 — KomaHabl pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

show interfaces flex-link
[detailed] {gigabitethernet
gi_port |
tengigabitethernet te_port

| twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
port-channel}

gi_port: (1..8/0/1..48);
te_port:
(1..8/0/1..4);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
fo_port:
(1..8/0/1..32);
port_channel: (1..48)

MokasbiBaeT KoHbUrypauuio dyHkuum flex-link.

5.16.10 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®dyHkuua Layer 2 Protocol Tunneling (L2PT) nossonseT nponyckaTb CAyKebHble nakeTbl
pas3nnyHbix L2-npoTokosioB (PDU) 4yepes ceTb npoBaigepa, YTO NO3BOASET MPO3PAYHO CBA3ATb

KTMEeHTCKNe CeErMeHTbl CeTH.

L2PT nHkancynmpyet PDU Ha uHTepdeice KOMmMyTaTopa, rpaHuyaLlero c o0bopyaoBaHnem, Kaapbl
KOTOPOro Heo6X0AMMO MHKAMCYIMPOBATb, U NepesaeT UX Ha APYroi TaKol e KOMMYTaTop, KOTOpPbIn
OXKMOQEeT MHKANCY/IMPOBaHHbIE Kagpbl, @ 3aTem AeKancyavpyeTr mx. ITO NO3BOAAET MOJ/b30BaTeNsam
nepefasaTb MHPOPMaUMIO 2-TO YPOBHA 4Yepe3 ceTb nposangepa. KommyTtatopbl npeaoctaBnatoT
BO3MOXHOCTb MHKaMNCYIMPOBaTb CNyXKebHble nakeTbl NpoToKoaos STP, LACP, LLDP, IS-IS.
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[pumep

Ecan BkaounTtb L2PT ans npotokona STP, To kommyTatopsbl A, B, Cn D byayT o6beanHeHb! B 04HO
cBA3yloLLee AepeBO, HECMOTPA Ha TO, YTO KOMMYTATOP A He CoOeaMHEH HAanpPAMYIO C KOMMyTaTopamu B,
C n D. UHPopmaLma 06 M3MeHeHUM TONOIOTMKN CETU MOXKET ObiTb NepeaaHa CKBO3b CETb NpoBanaepa.

Cetb
npoBangepa

Switch 2

PucyHok 115 — Mpumep paboTbl yHKUUM L2PT
Anroputm paboTbl PyHKLMOHANA Creayowmin:
WHKancynauua:
1. Bce L2 PDU nepexsaTtbiBatoTca Ha CPU.
2. Mopacuctema L2PT onpepensaeT L2-npoToKos, KOTOPOMY COOTBETCTBYET MPUMHATbIN PDU, 1
NnpoBepseT, BKAOYEHA M Ha NOPTY, C KOTOporo NpuHAT 3ToT PDU, HacTpoitka [2protocol-

tunnel gna gaHHoro L2-npoToKona.

Ecnu HaCTpOVIKa BK/TlO4EHaQ, TO!

— Bo Bce nopTbl VLAN, Ha KOTOpbIX BK/IIOYEHO TYHHeAnpoBaHue, oTnpasasetca PDU-kaap;

— BO Bce nopTbl VLAN, Ha KOTOpbIX BbIKJAKOYEHO TyHHe/NIUpoBaHWe, OTNpaBaseTca
WMHKancynnpoBaHHbii  PDU-kagp (ucxoaHbii Kagp ¢ Destination MAC-aapecom,
M3MEeHEHHbIM Ha TYHHEe/IbHbIN).

Ecnn HaCTpOVIKa BbIK/1lOYE€HAQa, TO:

— PDU-Kkagp nepegaetca B 06paboTunK COOTBETCTBYIOLLErO NPOTOKOA.

Jekancynauua:

3. PeanusoBaH nepexsaT Ha CPU Ethernet-kagpos ¢ MAC-agpecom HasHauyeHus, 3aZaHHbIM
npu nomouwm KomaHabl |2protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BKAlOUYaeTCA
TONbKO TOrAa, Koraa XxoTa 6bl Ha 0IHOM NOPTY BK/OUYEHA HacTpolika I2protocol-tunnel (Hesa-
BMCMMO OT NPOTOKONA).
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4. [pwn nepexsate naketa ¢ MAC-agpecom Ha3zHaYEeHUA XX-XX-XX-XX-XX-XX, OH CHayana nonagaet
B nogcuctemy L2PT, koTopasa onpegenset L2-npoTokon ana gaHHoro PDU no ero 3arosioBKy,
M MPOBEpPAET, BK/AOYEHA /IM Ha MOPTY, C KOTOPOro MPUHAT MHKaNCy/MpoBaHHbIM PDU,
HacTpoiKa |2protocol-tunnel gna gaHHoro L2-npoTokona.

Ecnu HacTpoiika BKAOYEHa], TO:

—  MOPT, C KOTOpOoro 6bln NoNy4YeH MHKaNCcyAMpoBaHHbI PDU-Kaap, 610KupyeTca ¢ npuyYnHom

[2pt-guard.
Ecnu HacTpoiiKa BbIKAOYEHA:
— BO BCe MOpThI

— BO BCe MOpThI

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

VLAN, Ha KOTOpbIX BK/JAOYEHO TYHHE/NNPOBAHME, OTNpPaBAAeTCA
AeKkancynmposaHHbI PDU-Kagp;
VLAN, Ha KOTOpbIX BbIK/IOYEHO TYHHE/ANPOBaAHME, OTNpPaBAAETCA
WMHKancyanpoBaHHbI PDU-kaap.

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUIypaLmm:

console (config) #

Tabanua 146 — KomaHab! perknma rnobanbHo KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuo

Aeiicmeue

I12protocol-tunnel address
{mac_address}

no I2protocol-tunnel
address

mac_address:
(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

3apatb MAC-agpec Ha3zHayeHUA A9 TYHHeNnpyembIX Kagpos.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Ha uHTepdeiice, rpaHMyaLLEeM C OKOHEYHbIM YCTPOUCTBOM, He nogaepxusatowmm STP,
V BOMKeH bbITb OTKNOUYEH NpoTokon STP (spanning-tree disable) u BknoueHa ¢punbTpauma
BPDU (spanning-tree bpdu filtering).

Bupa 3anpoca KOMaHAHOW CTPOKM B pexnme KoHdurypaumm uHtepdeiica Ethernet, nHrepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 147 — KomaHab!l perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

12protocol-tunnel {stp |
lacp | lldp | isis-I1 | isis-I2
| pust | cdp | dtp | vip |
pagp | udid}

no I2protocol-tunnel {stp |
lacp | lldp]| isis-I1 | isis-12 |

-/BbIKIOYEHO

BKAtoueHMe pexkmMma nHKancynsaummn naketos STP BPDU.

BbikntoueHne pexunma nHkancynaumm naketos STP BPDU.
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pvst | cdp | dtp | vip |
pagp | udid}

12protocol-tunnel cos cos
no I2protocol-tunnel cos

cos: (0..7)/5

3apatb 3Ha4YeHune CoS ana 3anakoBaHHbIx PDU-Kaapos.

YcraHoBKa CoS B 3HaYeHMe N0 YMOIYaHUIO.

12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}
threshold

no I12protocol-tunnel drop-
threshold {stp | lacp | lidp
| isis-11 | isis-12 | pvst | cdp
| dtp | vtp | pagp | udid}

treshold: (1..4096)/
BbIK/IOYEHO

HacTpolika noporosoro 3Ha4eHMA ckopoctu Bxoaawmx PDU-Kaa-
poB (B NaKeTax B CEKYHAY), NONYYEHHbIX U NOANEXKALLMUX UHKaN-
cynsaumun. MNpu npesbiweHnn nopora PDU oTbpacbiBatoTca.

OTKNIOYaET PeXKMM KOHTPOJIA CKOPOCTU BXxogAwmx PDU-Kagpos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp | udld} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lldp | isis-I1 | isis-I2
| pvst | cdp | dtp | vtp |
pagp | udid}

treshold: (1..4096)/
BbIK/1IOYEHO

HacTpolika noporosoro 3HayeHua ckopoctu Bxogawmx PDU- Kag-
poB (B NakeTax B CEKYHAY), NONYYEHHbIX U NOA/EKALLMX MHKaN-
cynauun. NMpu npesbileHMW Nopora nopT byaeT nepeBeseH B CO-
cToaHue Errdisable (oTkntoueH).

OTKNIOYaET PeKMM KOHTPOJIA CKOPOCTM BXxoaAawmx PDU-Kagpos.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 148 — KomaHabl perkuma Privileged EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port

| twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port | twe_port: (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | fo_port: (1..8/0/1..32);

fourhundredgigabitethernet
fo_port | port-channel
group]

group: (1..48)

Otobpaxkaer nHdopmaumto L2PT ana ykasaHHOro mHtepdeiica
WUNK ans Bcex MHTepdeincos, Ha KOTOPbIX BKAtoYeH L2PT, eciu
UHTepdelc He yKasaH.

clear I2protocol-tunnel
statistics [gigabitethernet

gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te_port |

- L te_port: (1..8/0/1..48);
:vmt:nt\(/)frl;n;:glgabltethernet twe_port: (1..8/0/1..120);
hun:il:edgigabitethernet hu_port: (1..8/0/1..32);
hu_port | fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..48)

fo_port | port-channel
group]

Ouunctka ctatuctukm L2PT ana ykasaHHOro uHTepdeiica unm gna
BCEX MHTEpPENCoB, Ha KOTOPbIX BKAtOYEH L2PT, ecnu nHtepoeiic
He yKasaH.

[Mpumepbl 8b1N0AHEHUS KOMAHO

YcTaHoBUTb TyHHeNbHbIM MAC-agpec B 3HaueHue 01:00:0c:cd:cd:d0, BKatounTb otnpasky SNMP traps ot
Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold n shutdown-threshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel
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BKAIOUNTb peXnUm TyHHennpoBaHua STP Ha nHTepdelice, yctaHOBUTb 3HaYeHMe CoS-naketos BPDU pas-
HbIM 4, BKNIOUYMTb KOHTPOb CKOPOCTU BXOAALLMX NakeTos BPDU.

console (config) # interface tengigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlian 100

console (config-if)# 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

consolef#show 12protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

tel/0/1 4 stp 100 40 650 0 450

Mpumepbl coobLLeHMiA 0 cpabaTbiBaHUK TpUITepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
tel/0/1

12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface tel/0/1

5.17 Voice VLAN

Voice VLAN ucnonb3yetca ana BoligeneHna VolP-obopynosaHus B otgenpHyto VLAN. Ona VolP-
KagpoB MOryT ObiTb HaszHayeHbl QoS-aTpmnbyTbl AN NpuopuTnsaumm Tpadumka. Knaccuoumkauma Kagpos,
OoTHOCALMXCA K Kagpam VolP-obopyaoBaHua, 6asumpyetca Ha OUI (Organizationally Unique ldentifier —
nepeble 24 6uta MAC-agpeca) oTnpasutens. HasHaueHue Voice VLAN pgns noprta npoucxoaut
aBTOMaTMYECKM — Koraa Ha nopT nocTynaet Kagp ¢ OUl ns tabaunybl Voice VLAN. Korga nopT onpegensercs,
Kak npuHagnexkawmin Voice VLAN — gaHHbIN nopT aobasnsercsa Bo VLAN Kak tagged.

Voice VLAN npumeHUm gns cnegyromx cxem:

— VolP-obopyaoBaHMe HacTpamBaeTcs, YTObbl paccblnaTh TErMpoBaHHble NakeTbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMYTATopE;

— VolP-obopynoBaHue paccbinaer HetermposaHHble DHCP-3anpocbl. B oTtBete ot DHCP-
cepsepa npucytcteyeT onuusa 132 (VLAN ID), ¢ nomolibio KOTOPOW YCTPOMCTBO
aBTOMaTMYeCKM HasHavaeT cebe VLAN ana mapKuMpoBKku Tpaduka (Voice VLAN).

/ DOna HasHauyeHun Voice VLAN Ha cTopoHe OKOHeuYHoro o6opyaoBaHuA Heo6xo4UMMO UCNO/b30-
BaTb lldp-med noantukun nam DHCP.

Cnucok OUl-npoussoauteneit VolP-o60pyaoBaHMA, AOMUHUPYIOWMX HA PbIHKE:

Ooul dupma-npounssoautennb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
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00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

V Voice VLAN moxkeT 6biTb aKTUBUPOBAH Ha NopTax, pabortawowmx B pexxume trunk u general.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 149 — KomaHab! perknuma rnobanbHom KOHPUrypaumm

3HayeHue/3HayeHue
no yMmoa4aHuio

KomaHda

Aeiicmeue

voice vlan aging-timeout

timeout .
timeout:

(1..43200)/1440

no voice vlan aging-timeout

YcTaHaBAMBaAET TamayT Aas NOpTa, NPUHALEKALWErNO K voice-
vlan. Ecnv c nopTa B TeYeHWe 3a4aHHOTO BPEMEHM He ObINo Kaa-
pos ¢ OUl VolP-ob6opyaoBaHus, To voice vlan yaansertcs ¢ aaH-
Horo nopTa.

BoccTaHaBnmBaeT 3Ha4YeHMe No YMOIYAHMUIO.

voice vlan cos cos [remark]

cos: (0-7)/6

no voice vlan cos

YcTaHaBAMBAET BbIXOAHYIO odepeab Ans Tpaduka B Voice VLAN B
COOTBETCTBMMU C HAacTpoeHHbIM ans Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — Bk/toYaeT nepeHasHavyeHne COS Ha yKasaHHbIW Ann
Tpadmka B Voice VLAN.

BoccTaHaBAMBaeT 3HaYeHME MO YMOAYAHUIO.

voice vlan id vian_id
no voice vlan id

vlan_id: (1..4094)

YctaHasausaeT ngeHtueumkatop VLAN ana Voice VLAN

Ypanset ugentueurkatop VLAN gns Voice VLAN
Ana ypaneHna wupeHtMdukatopa VLAN Tpebyetca
npeABapuUTeNbHO OTKAUYMTL PyHKUuMIo voice vlan Ha
BCEX NOpTax.

voice vlan oui-table {add oui |

remove oui} [word] word: (1..32) cumBosioB

no voice vlan oui-table

MNo3BonseT pegakTMposatb Tabanuy OUL.
- oui — nepsble 3 balita MAC-agpeca;
- word — onucaHue oui.

Ypanset Bce Nonb3oBaTenbckue nameHeHma OUl-Tabanubl.

voice vlan oui-table auto-
learning

-/BbIK/IIOYEHO

no voice vlan oui-table auto-
learning

Mo3BoNAeT BKAKYMUTL aBTOMATM4YecKoe 3anonHeHue OUI-

Tabmubl Ha OcHOBe NPUHATbIX LLDP.
/| Mpu ncnonb3osaHum c port security Bo3moxHa pabora
TONbKO B pexkxume max-addresses.

BepHyTb 3HaYeHWe No YMONYaHUIO.

voice vlan secure mac-learning

-/BbIK/IOYEHO

no voice vlan secure mac-
learning

YcTaHaBavBaeT 3anpet Ha usyyeHne MAC-agpecos B HeTermpo-
BaHHOM vlan, nepeble 24 61Ta KOTOPbIX COBNAAAIOT C 3aNUCAMMU
13 OUI-Tabanubl Ha KOMMyTaTOpE.

BepHyTb 3HaYeHWe No YMONYaHUIO.

voice vlan state {oui-enabled |
disabled}
no voice vlan state

-/BbIK/IOYEHO

BKAtounTb/OTKNOUMTb Voice VLAN.

BepHyTb 3HaYeHWe N0 YMONYAHUIO.

voice vlan authentication
bypass enable

-/BbIKNOYEHO

Paspewntb Tpaduky Voice VLAN urHopupoBaTb ayTeHTUPUKaA-
umio 802.1x.

®dyHKuMoHan paboraet ana pexkxumos dotlx host-mode
single-host, multi-session.

no voice vlan authentication
bypass enable

3anpeTtutb Tpadumky Voice VLAN nrHopmpoBaTb ayTeHTUdUKaLMIO
802.1x.
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Tabnumua 150 — KomaHap! pexkuma Privileged Exec

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmoa4aHuro
show voice vlan type oui MoKasaTb KoHoUrypaumio dyHuUKLMK voice vlan u OUl-Tabaunuy.
[dynamic] - - dynamic — oTob6paxeHne KoHoUrypaunm dyHKLMK voice vian u
AnHammuyeckux 3anucent 8 OUl-Tabanue.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 151 — KomaHabl pexxnma KoHdurypaumm nHtepdelica Ethernet

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymMoa4aHuro

voice vlan enable Bkntouaet Voice VLAN gns nopta.

- -/OTKNIOHYEHO -
no voice vlan enable Otkntoyaet Voice VLAN gns nopra.
voice vlan cos mode {src | all} BK/toyaeT MapKMpPOBKY TpaduKa Aaa BCeX Kagpos, B0 TONbKO

-/src ONA UCTOYHMKA.

no voice vlan cos mode BoccTaHaB/IMBaAET 3HaYEHME MO YMONYAHMIO.

5.18 pynnosas appecauums

5.18.1 ®yHKyusa nocpedHuka npomokona IGMP (IGMP Snooping)

®yHKuUMA IGMP Snooping ucnonb3yetcsa B ceTAX rPynnoBoW paccbinku. OcHoBHOM 3aaadveit IGMP
Snooping ABnAeTCA NpeAoCTaBNeHWME MHOroafdpecHoro TpaduKa TOMbKO AnA Tex MNopToB, KOTOpble
3anpocwau ero.

V‘ IGMP Snooping MoOXeT UCNO0/1b30BaTbCA TONLKO B cTaTuuecKoii rpynne VLAN. NMogpepKusa-
oTCcA Bepcum npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

’ ' Yto6bl IGMP Snooping 6bin akTUBHbIM, GyHKLMA rpynnoBoii punbtpaumm “bridge multicast

L. filtering” ponxHa 6bITb BKAOUeHa (cm. pasgen 5.18.2 Mpasuna rpynnoBoi agpecauum

(multicast addressing)).

PacnosHaBaHMe NOPTOB, K KOTOPbIM MOAKAOYEHbI MHOrOaApPeCHbIe MapLUIPYTM3aTOPbl, OCHOBaHO Ha
cneayolmx cobbITUaAX:

— IGMP-3anpocbl NPUHATbLI HA NOPTY;

— naketbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOpPTY;

— NakeTbl NPOTOKO/1a MHOroaapecHon mapuwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npnHATbI Ha NOPTY;

— nakKeTtbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NOpPTY.
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KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 152 — KomaHab! perknma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

ip igmp snooping

no ip igmp snooping

Mo ymonuyaHutio
dYHKUMA BbIKAOYEHA

PaspewaeT ncnonb3oBaHue ¢yHKUMM IGMP Snooping kKommyTa-
TOpoM.

3anpeuaet ncnonb3osaHne ¢yHKUMKM IGMP Snooping KommyTa-
TOpOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)
Mo ymonuyaHutio
dYHKLMA BbIK/IOYEHA

Paspewaet ncnonb3osaHune ¢yHkunmn IGMP Snooping KommyTa-
TOpPOM AN18 AaHHOro uHTepderica VLAN.
-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

3anpewaeT ncnonb3oBaHne eyHKumMmM IGMP Snooping kKommyTa-
TOpPOM AN1A AaHHOro uHTepderica VLAN.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyert rpynnosoi IP-agpec B Tabauue rpynnosoi agpeca-
LMU U CTaTUYECKN [06aBNAET UHTepdeNCbl U3 rpynnbl ANA TEKY-
wen VLAN.

-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN;

- ip_multicast_address — rpynnosoi IP-agpec.

MNepeuncneHne nHTephEcoB OCyLLECTBAACTCA YEPEe3 «—» U «,».

Ypanset rpynnosow IP-agpec n3 tabauubl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymonuyaHutio
paspeLleHo

Paspewaet gna gaHHon rpynnbl VLAN aBTOMaTMyeckoe pacno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAKAHOYEHbl MHOroafpecHble
MapLUpyTU3aTopbl.

-vlan_id — naeHTMOUKaUMOHHbIA Homep VLAN.

3anpewaeT ana gaHHow rpynnbl VLAN aBTOMaTUyeckoe pacno-
3HaBaHMe MOPTOB, K KOTOPbIM MOAK/IOYEHbl MHOroagpecHble
MapLUpyTU3aTopbI.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Onpenensaetr MNOpT, K KOTOPOMY MNOAK/OYEH MapLLpyTM3aTop
MHOroaZpecHOM paccbiiku gna 3agaHHoi VLAN.
-vlan_id — naeHTUdUKaUMOHHbIA Homep VLAN.

230 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32




HELTEX

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

YKa3bIBaeT, YTO K MOPTY He MOAK/IOYEH MAPLLPYTU3ATOP MHOrO-
afpeCcHOM PaccbINKu.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YcTaHaB/IMBaET 3anpeT Ha onpeaesieHve nopTa (cTaTudecku, au-
HaMMWYECKM) KaK MopTa, K KOTOPOMY NOAKNOHYEH MapLUpPyTU3aTOp
MHOrOaZpPecHOM PacCbiNKu.

-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

CHMMaeT 3anpeT Ha onpeaeneHne NopTa Kak nopTa, K KOTOPOMy
NOAKAOYEH MapLIPYTM3aTOP MHOrOa4PECHOW PaCChIIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vian

vlan_id: (1..4094);
-/Bblgaya 3anpocos

BkAtouaeT noaaepKKy Bbl4aum 3anpocos igmp-query KOMMyTaTo-
pom B faHHol VLAN.

OTKAKOYaET NOAAEPMKKY BblAAuM 3aNpPOCOB igMp-query KOMMyTa-

. . OTK/IIOYEeHa v
vlan_id querier TOpom B AaHHOM VLAN.
ip igmp snooping vlan vian_id YcraHasausaet Bepcuto IGMP-npoToKona, Ha OCHOBaHWMKU KOTO-
querier version {2 | 3} poi 6yayT dpopmuposaTbea IGMP-query 3anpocsi.

-/IGMPv2

no ip igmp snooping vlan
vlan_id querier version

YcTaHaBAMBaeT 3HaYeHWe No YMOYaHUIO.

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpegenseTr ucxogHbli IP-agpec, KoTopblt byaeT Mcnonb3o-
BaTbcA IGMP querier-om. Querier — ycTpoIicTBO, KOTOPOE OTNPaB-
naet IGMP-3anpocsl.

YcTaHaBAMBaeT 3Ha4YeHMe No ymonvaHuto. Mo ymonyaHuio ecnm
IP-appec HacTpoeH ana VLAN, oH ucnonb3yeTca B KayecTse aa-
peca uctoyHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BkntoyaeT 3ameHy IP-agpeca MCTOYHMKA Ha yKa3aHHbIM IP-ag-
pec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN;
- A.B.C.D — IP-agpec, Ha KOTOpblit byzeT npov3BeseHa 3aMeHa
SRCIP.
3HaueHue no ymonyanuio 0.0.0.0 roBopuT 0 TOM, 4YTO 3a-
V meHa SRC IP IGMP report nponssoauTtbea He byaer.

OTKAtovaeT 3ameHy IP-agpeca UcTouHMKa B nakeTax IGMP report
B 3a4aHHOM VLAN.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIK/IOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywiel
VLAN. O3HayaeT, 4To NopT AO/IXKEH ObITb HEMeA/IeHHO yAaeH U3
rpynnbl IGMP nocne nonyyeHusa coobuieHunsa IGMP leave.

- host-based — mexaHu3m fast-leave cpabatbiBaeT ToNbKO B TOM
cnyyae, Koraa Bce NOAKNOYEHHbIE K JaHHOMY MOPTY NOAb30Ba-
TeAW OTNMCANUC OT rpynnbl (CYETYMK NONb30BaTeNeN BeAeTCA Ha
ocHoBaHuK Source MAC-aapecos B 3aronoskax IGMP-report’os);

OTkntounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wen VLAN.
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ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BKatounTtb dyHKUMIO proxy report B onpegeneHHom VLAN. Mpwm
BKNOYEHUM 3TOW OYHKLUMM KOMMYyTaTop Ha npuweawmne IGMP
query 6yaeT oTBeYaTb OT CBOero MMmeHu. Knmentckme IGMP report
npv 3Tom oTbpacbiBatoTCA.

- version — ycTaHaBauBaeT Bepcuto IGMP ans oTnpaBKu NakeToB.
Mo ymonuaHuio Bepcma onpegenaeTca No npuwieaieMy Ha KOm-
myTtaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpegeneHHom VLAN.

ip igmp snooping vlan vian_id
€os cos

no ip igmp snooping vian
vlan_id cos cos

vlan_id: (1..4094);
cos: (0..7)/0

YctaHaBauBaet 3HayeHne CoS ana ncxogAwmx B nopt
mrouter IGMP-coobweHunii B ykazaHHoM VLAN.
-vlan_id — naeHTudukaumoHHbIn Homep VLAN;

- €OS — K/1acc 0bCnyKMBaHUA.

YcTaHaBauBaet 3HayeHne CoS ana ncxoaawmx B noptT mrouter
IGMP-coobuweHunit B ykazaHHoM VLAN paBHbIM Hy/HO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKU pernma KoHourypaumm VLAN:
console (config-if)#

Tabanuya 153 — KomaHabl perkmuma KoHourypaumm nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBaeT 3HaveHue yctonumsoctn ans IGMP.
Ecnv Ha KaHane HabaogaeTca notepsa AaHHbIX, 3HAaYeHMe YCTOM-
YUBOCTU AJO/KHO BbITb yBENIUYEHO.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTtaHaBauBaeT TaﬁmayT, Nno KOTOpoOMmy CUCTEMA OTNPaBAAET OC-
HOBHbI€ 3anpoCbl BCeM YHaCTHUKaM rpynnbl MHOFOBApeCHOVI ne-
penadun anAa NpoBepKU NX akTUBHOCTU.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MaKCMMaibHOe Bpems OTBETa Ha 3anpoc.

no ip igmp YcTaHaB/IMBAET 3HAYEHUE MO YMOYAHUIO.
query-max-response-time
ip igmp YcTaHaB/IMBAET KOJIMHYECTBO 3aMpoCcoB, NOC/e PAacCbI/IKN KOTOPbIX,

last-member-query-count

count: (1..7)/3Ha4eHne

KOMMYTATOp onpeaenAaeT, YTo Ha AaHHOM NOPTY HeT XKenakownx

count nepemeHHo y4acTBOBaTb B MHOrOaApEeCcHO paccbliiKe.
no ip igmp robustness YcTaHaBAMBaET 3HaYeHMe NO YMOIYAHUIO.
last-member-query-count
ip igmp YcTaHaBMBaeT MHTePBa 3anpoca A1 NOCNeAHEro y4acTHUKA.
last-member-query-interval -

milliseconds:

milliseconds

no ip igmp
last-member-query-interval

(100..25500)/1000 mc

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip igmp version version

no ip igmp version

version: (1-3)/3

YcTaHoBUTbL Bepcuio npoTtokona IGMP.

YCTaHOBUTb 3HaYeHMe Mo YMOHYAHWIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma KoHdurypaumm nHtepdeica:

console (config-if) #
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HELTEX

Tabnuua 154 — KomaHap! pexxmuma KoHourypauum nHtepoeliica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHne IGMP-3anpocoB ¢ KAMEHTCKUX
VLAN B Multicast VLAN ana nHtepdeiica B pexxmme «access».

’ DOna paboTbl AaHHOW GYHKUMMK TpebyeTca BKAKOUe-
- Hue ip igmp snooping He ToNbKO rnob6anbHO U B
Multicast VLAN, Ho u B KaneHTckux VLAN.

BbikntouaeT nepeHanpasneHme IGMP-3anpocoBs ¢ KNMEeHTCKUX
Vlan B Multicast Vlan ana nHtepdeiica B pexunme «access».

switchport trunk multicast-
tv vlan vian_id [tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

Bkntoyaet nepeHanpasneHue IGMP-3anpocos wu3 VLAN,
YY4aCTHMKOM KOTOpbIX ABAfeTca nopt, B Multicast VLAN gna
nHTepdeiica B pexkume «trunk». Multicast-Tpaduk nepega-
€TCA Ha NOPT HETErMpoBaHHbLIM MU TEFMPOBaHHbIM B 3aBUCK-
MOCTM OT NapameTpa tagged. MapameTp tagged yKasbiBaeT Ha
TO, 4uTo Multicast-Tpaduk foKeH OTNPaBAATLCA B MOPT Teru-
poBaHHbIM B Multicast VLAN.

BobikntoyaeT nepeHanpasneHne |IGMP-3anpocos B Multicast
VLAN. MopT WCcKA4aeTca M3 rpynn MHOroafpecHomn pac-
cblikm B Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id
[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntouaeT nepeHanpassieHne |IGMP-3anpocos u3 VLAN,
YYaCTHMKOM KOTOpbIX ABAfeTcA nopt, B Multicast VLAN gna
nHTepoelica B pexkume «general». Multicast-Tpaduk nepepa-
eTCcA Ha NOPT HETErMPOBAHHbBIM WM TETMPOBAHHbLIM B 3aBUCK-
MOCTU OT Napametpa tagged. MapameTp tagged yKkasbiBaeT Ha
70, YyTo Multicast-Tpaduk foMKeH OTNPABAATLCA B MOPT Teru-
poBaHHbIM B Multicast VLAN.

BbikntoyaeT nepeHanpasneHve IGMP-3anpocos B8 Multicast
VLAN. MopT uckatoyaeTca U3 rpynn MHOroagpecHow pac-
cbinku B Multicast VLAN.

KomaHOwbl pexcuma EXEC

Bce KOMaHAb! AOCTYNHbI TONBKO 417 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 155 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MokasbiBaeT MHPoOpmMauuio 06 K3yYeHHbIX MHOroaApPecHbIX
MapLUpyTU3aTopax B yKasaHHoi rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MokasbiaeT MHbopmaumto IGMP-snooping ana AaHHOrO UHTEp-
deiica.

show ip igmp snooping groups
[vlan vian_id]
[ip-multicast-address
ip_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MoKasbiBaeT MHPOpPMaLMo 06 M3yYEeHHbIX MHOTOAAPEeCHbIX rpyn-
Max, y4acTBYHOLIMX B rPYNMoBOI pacchike.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT Tabauuy cootsBeTcTBUi mexay VLAN obopyaosa-
HWA, YCTaHOBAEHHOro y nosb3osatenda, u VLAN gna Tenesela-
HUA.
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clear ip igmp snooping groups [

vlan vlan_id ] [ ip-multicast-
address group_address ] [
ip-address source_addr ]

Ouuiaet UHGopMmaLmio 06 N3y4eHHbIX MHOTOAAPECHbIX Fpynnax,
YYacTBYIOLMX B FPYNNOBOM PaccbliKe.

-vlan_id — nwaeHTudukaumoHHbIn Homep VLAN;

- group_address — |P-appec rpynnbi;

- source_addr — IP-agpec UCTOYHMKa rpynnbl.

clear ip igmp groups [vrf
vrf_name ]

Ounwaet uHbopmaLmio 06 M3ydeHHbIX MHOTOAAPECHbIX rpynnax,
yyacTBylowWmx B rpynnosoi paccbiike (IGMP Snooping) n oun-

- WwaeT TabanLy MapLpyTM3aLMnM MHOTOaAPECHbIX FPynn NyTém ne-
pesanycka npoueccos IGMP-Proxy nnu PIM.
-vrf_name — nmA BUPTyasibHOW 061aCTM MapLIpyTM3aLUu.

[pumepbl 8b1M0AHEHUS KOMAHO

Bkntountb pyHKUMio IGMP snooping Ha KommyTaTope. Onsa VLAN 6 paspewmnTb aBTOMaTM4YecKoe pac-
no3HaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOTOaAPECHbIE MAPLLPYTU3aTOPbl. YBENNYUTDL 3Ha-
YyeHue yCTOMYMBOCTM A0 4. YCTaHOBUTb MAaKCMManbHOE BPEMSA OTBETA Ha 3anpoc — 15 cekyHA.

console# configure

console (config)# ip igmp snooping

console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp robustness 4

console (config-if)# ip igmp query-max-response-time 15

5.18.2 Mpasuna epynnosoli adpecayuu (multicast addressing)

[aHHbIN Knacc KomaHA npegHasHadeH A4 334aHua MpaBuA rpynnoBoM agpecauymn B CeTU Ha
KaHaNbHOM U CETEBOM YPOBHAX moaenn OSl.

KomaHObI pexcuma KoHguaypauyuu uHmepagpetica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnme KoHpurypaumm nHtepoeiica VLAN:
console (config-if) #

Tabnnua 156 — KomaHabl pexkuma KoHourypaumm nHtepderica VLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

3apaeT peXxum rpynnoeoi nepegaymn AaHHbIX.

- mac-group — MHOroagpecHasa nepegaya, ocHoBaHHasa Ha VLAN u
MAC-agpecax;

- ipv4-group — MHOroazpecHas nepegaya c TMNom GuabTpaLLmm, oc-
HOBaHHbIM Ha VLAN u agpece npuemMHuKa B popmarte |Pv4;

- ip-src-group — MHOroaapecHaa nepegavya ¢ TMNOM GuUabTPaUUK,
ocHoBaHHbIM Ha VLAN u agpece otnpasuTens B popmarte |Pv4.

-/mac-group

no bridge multicast mode YcTaHaBAMBaAET 3HaYEHME N0 YMONYAHUIO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet

LOobasnsaet rpynnosoit MAC-aapec B Tabivuy rpynnosoi agpeca-
LMK U CTaTUYECKUN A06aBAAET AW yaanaeT uHTepdeicobl U3 rpynmb.
- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — IP-agpec MHOroagpecHomn paccbinku;

- add — go6aBnseT ctaTMyecKyo No4NMUCKy K rpynnosomy MAC-aa-

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

te_port | pecy gmanasoHa Ethernet-nopToB uau rpynn nopTos.
N (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32); - remove — yanseT CTaTMYeCcKyto NoANUCKyY K rpynnosomy MAC-ag-
twe_port | _POrt:AL.. "I pecy.
s fo_port: (1..8/0/1..32); .
hundredgigabitethernet MepeuncneHve nHTepdENcoB OCYLLECTBAAETCA YEPE3 «—» U «,»
hu_port | group: (1..128)

fourhundredgigabitethernet
fo_port | port-channel group}]

234 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

Ypanset rpynnoeoit MAC-agpec ns Tabanupi.

bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

no bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

3anpeLLaeT NoOAK/OYEHWE HAaCTpauBaemoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy (MAC-aagpecy).

- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — IP-agpec MHOroaapecHOM paccbinku;

- add — fo6asneHre nopTa/NoOPTOB B CNUCOK 3aNpeLLEHHbIX;

- remove — yfaneHue nopta/nopToB U3 CNMCKa 3anpeLLeHHbIx. Me-
peuncneHne MHTEPPENCcoB OCYLLECTBAAETCA YEPes «—» U «,»

Ypanset 3anpeuatowee npasuao ana rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Mo ymonyanuo
nepegava Bcex
MHOTOaAPeCHbIX
NaKeToB 3anpeLLieHa.

PaspelwaeT nepesayy Bcex MHOToagpecHbIX NakeTos Ha NopTy.

- add — nob6asnAeT NopTbl/06begUHEHHbIE MOPTbI B CMIUCOK NOPTOB,
O/1A KOTOPbIX paspelLeHa nepeaaya BCex rpynnoBbiX NakeTos;

- remove — ybupaeTt rpynny noptos/o6beguHEHHbIX NOPTOB U3 pas-
pelatoLLero npasuna.

MepeuncneHve nHTepdEcoB OCYLLECTBASETCS YEPES «—» U &, ».

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Mo ymon4yaHuo noptam
He 3anpeLleHo
AVHaMUYeCcKu

npucoeanHATLEA K
MHOroazpecHowm
rpynne.

3anpelLaeT NopTy AMHAMMUYECKM 006aBAATHCA K MHOTO3ApPECHOM
rpynne.

- add — fob6aenAet nopTbl/06beanHEHHbIE MOPTbLI B CMIUCOK NMOPTOB,
AN KOTOPbIX 3anpeLyeHa nepegaya Bcex rpynmoBbIX NaKeTos;

- remove — y6upaert rpynny noptos/o6beAMHEHHbIX NOPTOB U3 3a-
npeLatoLLero npasunia.

MepeuncieHve MHTEPGENCOB OCYLLLECTBAAETCA YEPES «—» U «,».

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ip-address
ib_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast ip-address
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Peructpupyer IP-agpec B Tabavue rpynnoBoii agpecauuu u cTatu-
uecku pobasnset/yaanset nuutepdeicsl U3 rpynno.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — gobasnseT nopTbl K rpynne;

- remove — yAanseT nopTbl U3 rpynnbl.

MepeuncnerHme MHTEPHENCOB OCYLLECTBAAETCA YEPes «—» U «,».

YaansaeT rpynnosoi IP-agpec us Tabauubl.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
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HELTEX

bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

3anpelyaet NOpTy AMHAMMUYECKM [06aBNATLCA K MHOroagpecHom

rpynne.

- ip_multicast_address — rpynnosoi IP-aapec;

- add — fo6asneHne NopTa/NoOPTOB K CAMUCKY 3anpeLLeHHbIX;

- remove — yaasneHune nopta/nopTos U3 CNKUCKA 3aNpPeLLEHHbIX.

MepeuncneHve MHTepdeincoB OCYLLLECTBAAETCA Yepes «—» U «,»
Mpexxae 4yem onpegenuTb 3anpeLieHHble NOPTbI,
rpynnbl MHOrOaApecHO PaccblIKU A0MKHbI 6bITb 3ape-
rMCTPUPOBaHbI.

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast source
ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaET COOTBETCTBME Mexay IP-aapecom nosib3oBatens u
rpynnoBbIM agpecom B Tabavue rpynnoBoi agpecaLuu, u ctatnye-
cku gobasnaer/yaanaeT uHtepdencobl U3 rpynnbl.

- ip_address — ncxopHbii IP-agpec;

- ip_multicast_address — rpynnosoti IP-agpec;

- add — o6aBuTb NOPTHI B rpynny ncxoaHoro IP-agpeca;

- remove — y4anunTb NOpPTbl U3 Fpynnbl MCXogHoro IP-agpeca.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast forbidden
source ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast forbidden
source ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBnvBaeT 3anpeT Ha pobasneHue/yaaneHWe cCOOTBETCTBUA
mexay IP-agpecom nonb3oBaTens v rpynnoBbiM agpecom B Tab-
JMLe rpynnoBoi agpecauun ans onpeseneHHoro nopra.

- ip_address — ncxoaHbii IP-agpec;

- ip_multicast_address — rpynnosoti IP-agpec;

- add — 3anpet Ha gobaBneHune nopta B rpynny ucxogHoro IP-aa-
peca;

- remove — 3anpeT Ha yAaseHve NopTa U3 rpynnbl UcxodHoro |P-
aapeca.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ipvé mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipv6 mode

-/mac-group

3apaeT pexum rpynnoBon nepesayu AaHHbIX Ansa IPv6-nakeTos
MHOr0aZpPecHOM PacCbIIKM.

- mac-group — MHOroagpecHasa nepeaaya, ocHoBaHHaa Ha VLAN un
MAC-agpecax;

- ip-group — MHoroagpecHasa nepegaya c TMnom ¢GbuabTpaLmm, oc-
HOBaHHbIM Ha VLAN u agpece npMemMHuKa B popmare |Pv6;

- ip-src-group — MHoOroazpecHaa nepegaya ¢ TMNOM GuabTpauum,
OCHOBaHHbIM Ha VLAN u agpece oTnpasuTens B popmare |Pv6.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

bridge multicast ipv6
ip-address
ibv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Pernctpupyert rpynnosoi IPv6-aapec B Tabnuue rpynnosoi agpe-
caumu, v ctatndeckn gobasnset/yaanser nHtepdeicol M3 rpynnol.
- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — gob6asnseT NopTbl K rpynne;

- remove — yaanseT nopTbl U3 rpynnbl.

MepeuncneHne NHTePHENCoB OCYLLECTBAACTCA YEPEes «—» U «,».
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HELTEX

no bridge multicast ipv6
ip-address
ipv6_multicast_address

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

3anpeLLaeT NOAK/OYEHWE HACTPaMBaemMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnoeoit IP-agpec;

- add — fo6aBneHune NopTa/NOPTOB B CIUCOK 3aMNpPeLLeHHbIX;

- remove — yaasneHune nopta/nopTos U3 CNMCKA 3anpeLLeHHbIX.
MepeuncneHve nHTepdENcoB OCYLLECTBAAETCA YEPES K—» U &,»

BoccTaHaBnvBaeT 3HaueHMe No YMOYaHUIO.

bridge multicast ipv6 source
ipv6_address group
ipv6_multicast_address {add |
remove} { gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT cooTBeTCcTBUE mexay IPvb-agpecom nonb3osaTtena
M rpynnoBsbiM agpecom B Tabauue rpynnoBoi agpecaumm, v ctatu-
yecku gobasnset/yaanset untepdeicsl U3 rpynnoi.

- ipv6_address —vicxopHbin IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — o6aBuTb NOPTHI B rpynny ncxoaHoro IP-agpeca;

- remove — yAanunTb NOPTbI U3 rpynnbl UcxogHoro IP-agpeca.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YcTaHaBAMBaeT 3anpeT Ha gobasneHune/ypaneHne COOTBETCTBUA
mexay IPv6-agpecom nonb3oBaTens v rpynnosbimM aapecom B Tab-
ivue rpynnoBoi agpecauun ansa onpeaeneHHoro nopra.

- ipv6_address — vcxogHbin IPv6-aapec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- add — 3anpeT Ha gobaBneHuMe nopTa B rpynny ucxoaHoro IPve-aa-
peca;

- remove — 3anperT Ha yganeHune nopTa U3 rpynnbl ucxogHoro IPve-
agpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl IopmMos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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HELTEX

Tabnuua 157 — KomaHap! pexknuma KoHourypauum nHtepoeiica Ethernet, VLAN, rpynnbl uHTepdeicos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBAET NPaBuIO Nepeaadn NakeToB C HEe3aperncTpmpo-
BaHHbIX rPYNMOBbIX a4Pecos.

- forwarding — nepesaBatb He3aperncTpMpoBaHHble MHOroas-
pecHble NaKeTbl;

- filtering — unbTpoBaTL HE3apPErUCTPUPOBAHHbBIE MHOTOAApEC-
Hble NaKeTbl.

YcTaHaBAMBAET 3HAYeHUe No YMONYaHUIO.

KomaHObI pexcuma 2a06an6Hol KOHpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMmMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnunua 158 — KomaHabl perknma rnobanbHOM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/OTKNOYEHO

BkntouaeT dpuabTpaymio rpynnosbix aLpecos.

OTKAtoYaeT GUAbTPaLLMIO FPYNMOBbIX afpecos.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..400)/300
CeKyHA,

3agaeT Bpema xpaHeHua MAC-agpeca B Tabauvue rnobanbHo.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094, all)/
BK/OUEHO

BkatounTb nsyyeHne MAC-agpecos B saHHOM VLAN.

OTKNoYNTL N3ydeHmne MAC-agpecos B gaHHom VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout | secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port:
(1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

[ob6asnaeT ucxoaHbvli MAC-agpec B Tabnumuy rpynnosol agpe-
caumu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHbli MAC-aapec MOXHO YA4annTb TONbKO C
nomoLlblo KoMaHAbl no bridge address;

- delete-on-reset — fgaHHbLIN agpec yaanutca nocne nepesa-
rPY3KW YCTPOWCTBA;

- delete-on-timeout — gaHHbI agpec yaanuTca no Takim-ayTy;
- secure — AaHHbIM agpec yAanuTCAa TOIbKO C MNOMOLLbIO KO-
maHZabl no bridge address nam nocne Bo3BpaleHMs nopTa B pe-
MM 06yyeHus (no port security).

Yaanser MAC-agpec u3 Tabanupl rpynnoBon agpecaunu.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | lic sap |
lic-snap pid ] {discard | bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

ethtype:
(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..OXFFFFFFFFFF)

OnpepenseT gelicTeue A1A NaKeTOB MHOTOAAPECHOM PacCbiKm
C 3ape3epBMPOBAHHOrO agpeca.

- mac_multicast_address — rpynnosoii MAC-agpec;

- ethtype — Tvn naketa Ethernet v2;

- sap —T1n naketa LLC;

- pid — ™vn naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepegatotca B pexxmme bridge.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.
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HELTEX

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 159 — KomaHab! perkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Ypanaer craTuyeckue/OMHamuueckMe 3anucu M3 Tabauubl
rpynnoBoi agpecauuu.

- dynamic — yaaneHve auHamm4yeckmx 3anucei;

- secure — yaneHne cCTaTM4eCcKmx 3anmcen.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma EXEC:

console>

Tabnunua 160 — KomaHabl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group} ]
[address mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasbiBaeT Tabanuy MAC-aapecoB AN yKasaHHOro nHtepdelica
nmbo Bcex MHTepdencos.

- dynamic — npocMoTp TONbKO AUHAMUYECKMX 3anmceir;

- static — NPoOCMOTP TONbKO CTAaTUUECKMX 3anuncet;

- secure — NMPOCMOTP TO/IbKO 6e30MacHbIX 3anucei;

- vlan_id — wpeHTndnKaunoHHbIi Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table count
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKasbiBaeT KoanyecTBo 3anuceit B Tabavue MAC-agpecos ans
YKa3aHHOro nHTepodeiica 1Mbo ansa scex MHTepdEncos.
- vlan_id — npeHTndMKaunoHHbI Homep VLAN.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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HELTEX

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipbv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

MoKa3sblBaeT TabanLy rpynnoBbIX agpecoB AN YKa3aHHOro HTep-
deitca nnbo scex nHTepdericos VLAN (KomaHaa AOCTYMHA TObKO
O1A NPUBUNETMPOBAHHOIO NO/b30BaTeNsA).

- vlan_id — vaeHTUdUKaLMoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoii IPv4-agpec;

- ipv6_multicast_address — rpynnosoii IPv6-aapec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — IPv4-agpec UCTOYHUKaA;

- ipv6_source_address — IPv6-agpec UCTOYHUKA.

vlan_id: (1..4094)

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address]
[source ipv4 _source_address |
ipv6_source_address] [all |
mac | ip]

MoKa3sblBaeT TabanLy CTaTUYECKMX FPYynMnoBbIX aAPecoB ANA YKa-
3aHHOro UHTepderica MMbo Bcex nHTepdelicos VLAN.
- vlan_id — vaeHTUdUKaumoHHbI Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoti IPv4-agpec;

- ipv6_multicast_address — rpynnosoit IPv6-agpec;

- ipv4_source_address — IPv4-agpec UCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHUKA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoM Tabanupl.

vlan_id: (1..4094)

show bridge multicast filtering
vlan_id

MoKa3sblBaeT KoHoUrypaumio GpuabTpa rpynnosbiXx aApecoB gns
yKasaHHoro VLAN.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

vlan_id: (1..4094)

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet
te port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);

MokasbiBaeT KoHdurypauuto dunbTpa ANA He3aperncTpuposaH-
HbIX FPYNMNOBbIX afpPecos.

twe_port:

(1..8/0/1..120);

group: (1..128);
vlan_id: (1..4094)

show bridge multicast mode
[vlan vian_id]

MOKa3bIBaeT pexunm rpynnoBon agpecauumn ana yKasaHHOro WH-
Tepoelica 1Mbo Bcex HTepoericos VLAN.
- vlan_id — vaeHTUdUKaLMoHHbI Homep VLAN.

vlan_id: (1..4094)

show bridge multicast
reserved-addresses

OTo6pa>KaeT npasuaa, yCTaHOB/IEHHbIE ANA FPYNNOBbIX 3ape3ep-
BMPOBAHHbIX agpecos.

[pumepbl 8b1N0AHEHUS KOMAHO

BKNOUMTb GUNLTPALUIO TPYNNOBbLIX a4PECOB KOMMYTAaTOPOM. 3a4aTb Bpemsa xpaHeHuAa MAC-agpeca 400
CeKyHA, paspewwnTb nepeaavy He3aperncTpMpoBaHHbIX MHOroOagpecHbIX MNakeToB Ha 11 nopTy KommyTa-

Topa.

console # configure
console (config)
console (config)
console (config)
console (config-if)

# mac address-table aging-time 400

# bridge multicast filtering

# interface tengigabitethernet 1/0/11

# bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address

1 224-239.13012.2.3
19 224-239.13012.2.8
19 224-239.13012.2.8

Forbidden ports for multicast addresses:

Vlan IP/MAC Address

type Ports
dynamic te0/1, te0/2
static te0/1-8
dynamic te0/9-11
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1 224-239.13012.2.3
19 224-239.13012.2.8

te0/8
te0/8

5.18.3 MLD Snooping — npomoKoa KOHmMponaa MHo20adpecHo20 mpadguka 8 IPve

MLD Snooping — MexaHM3M MHOroagpecHom CoobLEeHNN, NO3BONAOWMN

MWHMMM3MPOBATL MHOFOAAPECHbIN TpaduK B IPv6-ceTax.

PaccbizIKn

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOWN CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabanuya 161 — KomaHabl rnobanbHOro pexxnma KoHurypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vian_id]

vlan_id: (1..4094)
-/BbIK/NOYEHO

Bkatoyaet MLD snooping.

OTtkatovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

no ipvé mid snooping vlan
vlan_id static
ibv6_multicast_address
[interface { gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

Peructpupyert rpynnosoi IPv6-agpec B Tabnuue rpynnosow agpe-
caumu u ctatudeckn pobasnset/yaanset uHtepdeicbl U3 rpynnbl
ana Tekywen VLAN.

- ipv6_multicast_address — rpynnosoi IPv6-agpec;

MNepeuncneHne NHTepdeicoB OCYLLECTBASETCA YEPES K—» U K, M.

Ypanset rpynnosoi IP-agpec U3 Tabanupl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

[ob6asnaeT npaBmno, 3anpeLLatolee NOpTam U3 CNUCKa pernctpu-
poBaTtbcA Kak MLD-mrouter.
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no ipvé mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

Ypanaet npaBuo, 3anpellatowiee nopTam M3 CMCKa permcTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mlid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKAKOYEHO

M3yyaTb NopTbl, NoAKAOYEeHHble K mrouter no MLD-query-nake-
Tam.

He n3yyatb nopTbl, NoAKAtO4eHHbIe K mrouter no MLD-query-nake-
Tam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no ipvé mld snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

[lo6aBnser cnucok mrouter-nopTos.

YpansaeT mrouter-nopTbl.

ipvé mld snooping vlan vian_id
immediate-leave

no ipv6 mid snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIKOYEHO

Bkntountb npouecc MLD Snooping Immediate-Leave Ha Tekyluel
VLAN.

OTkNtounTh Npouecc MLD Snooping Immediate-Leave Ha TeKkyLiei
VLAN.

ipvé mid snooping querier

no ipvé mld snooping querier

-/BbIKNIOYEHO

BK/itoYaeT noaaepiKKy Bblgaum 3anpocos igmp-query.

OTKAtOYaeT NoaAep KKy Bblgaum 3aMpocoB igmp-query.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnsl nopmos, uHmepgetica VLAN

Bua 3anpoca KOMaHOHOW CTPOKU B pexume KoHourypaumm mnHtepdenca Ethernet, nHtepodeiica
rpynnbl NopToB 1 MHTepdenca VLAN:

console (config-if) #

Tabnvua 162 — KomaHapl pexknma KoHourypaumm nHtepdeiica (guanasoHa nntepdelricos) Ethernet, nHtep-
delica rpynnbl nopTos, MHTepdeinca VLAN

3HayeHue/3HayeHue

KomaHda

no ymos4yaHurw

Aelicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000
MUIUCEKYHA,

3apaeT MaKCMManbHYlO 3a4epKKy OTBeTa NOC/AefHero 4neHa
rpynnbl, KOTOpas MCNo/ab3yeTcA A/ BbIYUCNEHUA KOAa MaKCu-
MasibHOM 3a4epKKn oTeeTa (Max Response Code).

BoccTaHaBivBaeT 3HavYeHMe No YMOJTHAHWUIO.
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ipvé mid
last-member-query-count
count

no ipvé mid
last-member-query-count

(1..7)/3HayeHne
nepemeHHomn
robustness

YcTaHaBAMBaeT KOIMYECTBO 3aNpPOCOB, NOC/E PACCHIIKM KOTOPbIX,
KOMMYTaTOp OMNpeaenfeT, YTo Ha AAaHHOM MOPTY HET JKenaroLwmx
Yy4acTBOBATb B MHOTO3APECHOW paccbliiKe.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

ipvé mld query-interval value

no ipvé mld query-interval

value: (30..18000)/125
CeKyHA,

3afaeT MHTepBaa PaccblIKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnvBaeT 3HavYeHMe No YMOHAHWUIO.

no ipv6 mid robustness

ipvé mid 3apaeT MaKCMMasIbHYIO 3aJe XKy OTBETa, KOTOPaA MCNONb3yeTcA
query-max-response-time ONA BbIYNCNIEHNIA KOAA MAaKCMMaA/IbHOW 3a4ePrKKM OTBeTa.
value: (5..20)/10
value
- CeKYHA,
no ipvé mid BoccraHaBnnBaeT 3HaYeHMe N0 YMONYAHUIO.
query-max-response-time
ipvé mld robustness value YcTaHaBAMBaeT 3HaveHue KoapPuumMeHTa OTKa3oyCTOMYMBOCTMY.
Ecnv Ha KaHane HabnogaeTca NnoTepa AaHHbIX, KO3GULMEHT OT-
value: (1..7)/2

KaSOyCTOVIHMBOCTM AO0/1XKeH 6bITb YBENUYEH.

BoccraHaBnunBaeT 3HaYeHMeE N0 YMONYAHUIO.

ipvé mld version version

no ipvé mld version

version: (1..2)/2

YcTaHaB/MBaeT BEPCUIO NPOTOKOA, AEWCTBYIOWYIO HA AaHHOM
MUHTepodeiice.

BoccTaHaBnmBaeT 3HavyeHMe No YMOAYAHMUIO.

KomaHObl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanuya 163 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 mid snooping

ibv6_multicast_address]
[source ipv6 _address]

groups [vlan vian_id] [address

vlan_id: (1..4094)

OTobparkaeT MHGOPMaLUIO O 3apErnCcTPUPOBAHHbBIX TPynMnax B co-
OTBETCTBMM C 3a4aHHbIMW B KOMaHAe NnapameTpamu GuabTpauuu.
- ipv6_multicast_address — rpynnosoi agpec IPv6;

- ipv6_address — |Pv6-agpec UCTOYHMKA.

show ipv6 mid snooping
interface vian_id

vlan_id: (1..4094)

Otobparkaet nHdopmaumio o KoHburypauum MLD-snooping ans
paHHou VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTobparkaeT HGoOpMaLMo 0 mrouter-nopTax.

[ vlan vian_id ] [ ip-multicast-
address group_address ]
[ ip-address source_addr ]

clear ipvé mld snooping groups

Oumnwaet nHdopmaLmio 06 U3y4eHHbIX MHOFOAAPECHbIX TPynnax,
YYacTBYIOLMX B FPYNNOBOM PACCbI/Ke.

-vlan_id — waeHTudukaumoHHbIn Homep VLAN;

- group_address — IPv6-agpec rpynnbi;

- source_addr — IPv6-afpec UCTOYHMKA rpynnbl.

clear ipv6 mld groups [vrf
vrf_name ]

Ouuiwaet nHdopmaumio 06 U3yyeHHbIX MHOFOAZPECHbIX TPynnax,
yyacTByloLWMX B rpynnosoi paccbiike (MLD Snooping) 1 ounwiaet
TabauLy MapLupyTM3aLMM MHOTOAAPECHbIX FPynn NyTém nepesa-
nycka npoueccos MLD-Proxy nnau PIMv6.

-vrf_name — “mA BUPTYyasibHOW 061aCTM MapLIpyTM3aLUW.

5.18.4 ®yHKyua oeparuyenHua multicast-mpaduka

®YHKUMM orpaHuyeHns multicast-Tpaduka ncnonbayroTcs gna yaob6HON HACTPOMKM OrpaHUMYeHus
NPOCMOTPA ONpeAeNeHHbIX FPynn MHOrOaLPECHOMN PACCHIIKM.

KomaHObI pexcuma 2a06asabHol KoOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxknma rinobanbHoM KoHbUrypaumm:

console (config) #
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Tabnunua 164 — KomaHabl pexkuma rnobanbHoM KoHGUrypauum

KomaHda

3HayeHue/3HayeHue
no ymoA4aHuro

Aeiicmeue

multicast snooping profile
profile_name

no multicast snooping pro-
file profile_name

profile_name: (1..32)
CYMBOJI0B

Mepexopa B pexxum KoHbUrypaumm multicast-npoduns.

YpanuTe ykasaHHbIM multicast-npopuns.
Multicast-npodunb moxet 6bITb yaaneH ToAbKo no-
. cne Toro, Kak 6yaeT oTBA3aH OT BCEX NOPTOB KOMMY-
TaTopa.

KomaHObI pexcuma KoHguaypayuu multicast-npoguns

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaumm multicast-npoduns:

console (config-mc-profile) #

Tabanua 165 — KomaHabl pexkmuma KoHourypaumm multicast-npoduna

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BaangHbin mul-
ticast-agpec;
high_ip: BannaHbii mul-

3afaeT cooTBETCTBME NPOPUIA YKazaHHOMY AnanasoHy IPv4 mul-
ticast-agpecos.

Ypansetr cooTBeTcTBME NpoduAs yKasaHHOMY AmanasoHy |Pv4

no match ipv6 low_ipv6
[high_ipv6]

high_ipv6: BanngHsbiit IPv6
multicast-agpec

[high_ip] ticast-agpec multicast-agpecos.
match ipv6 low_ipv6 low_ipv6: BannaHbilt IPv6 | 3asaeT cooTeeTCTBME NPOdUNA yKa3aHHOMY Anana3oHy IPv6 mul-
[high_ipve] multicast-agpec; ticast-agpecos.

Ypansaer cootsetcteue Npoduaa ykasaHHOMY AuanasoHy IPv6
multicast-agpecos.

permit

no permit

-/no permit

B cnyvae HecooTBeTCTBMA OAHOMY M3 3afaHHbIX AMAnNasoHOB,
IGMP-report 6yayT nponycKaTtbes.

B cnyyae HecooTBETCTBMA OAHOMY M3 3a[aHHbIX AManasoHoB,
IGMP-report 6yayT oTbpacbiBaTbCs.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bunpg 3anpoca KOMaHAHOM CTPOKU perknma KOHpUrypaumnm nHtepoeiica:

console (config-if) #

Tabnvua 166 — KomaHAabl pexuma KoHourypaumm nHtepdeiica (guanasoHa nHtepodeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

multicast snooping max-
groups number

no multicast snooping
maxgroups

number (1..1000)/-

OrpaHMuMBaeT KOAMYEeCTBO OA4HOBPEMEHHO MpocmaTpuBae-
MbIx multicast-rpynn ana nHtepoeiica.

CHUMaET orpaHuYeHue Ha KOJIMYEeCTBO O4HOBPEMEHHO Npo-
CMaTpMBaeMbIX rpynn Ans uHtepodeiica.

multicast snooping add
profille_name

multicast snooping remove
{profille_name | all}

profile name: (1..32)
CMMBOJIOB

MpuBA3bIBaeT yKazaHHbIN multicast-npodunb K HTepdelicy.

YpanaeT coorsercteve multicast-npopuna (scex multicast-
npodunein) untepoeiicy.

KomaHObl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnmua 167 — KomaHap! pexkmma EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
show multicast snooping OT0b6parkaeT UHGOPMaLMIO ANA BCEX MOPTOB O TEKYLLEM KO-
groups count - INYECTBE 3aPErMCTPUMPOBAHHbIX FPYNM, @ TaKkKe MaKcUmasb-
HOe BO3MOXHOE KONYeCTBO.
show multicast snooping profile name: (1..32) OtobparkaeT MHPopmaumio o multicast-npopunax, KotTopble
profile [profille_name] CMMBON0OB 6bI 1M CKOHOUIYPMPOBAHDI.

5.18.5 RADIUS-aemopu3ayus 3anpocos IGMP

[aHHbI MexaHW3M N03BO/IAET NPOM3BOAMTb aBTOPU3ALLMIO 3aNPOCOB NPoToKona IGMP ¢ nomoLbio
RADIUS-cepBepa. [na obecneyeHns HaLeKHOCTUM W pacnpeneneHUs HarpyskM MOMKeT MCMOo/1b30BaThbCA
Heckonbko RADIUS-cepsepoB. Bbibop cepBepa Ana OTNPaBKM OYepedHOro 3anpoca aBTopu3auun
NPOMCXOAUT CyYaliHbiM 06pasom. Ecnu cepeep He OTBETU/I, OH MOMEYAEeTCA Kak BPpEMEHHO Hepabounit, 1
nepecrtaeT y4yacTBOBaTb B MeEXaHM3Me OMNpoca Ha onpegeneHHbl nepuoj, a 3anpoc OTCblIaeTca Ha
cneayowmin cepsep.

MonyyeHHble aBTOPM3ALMOHHbIE AaHHbIE XPAHATCA B K3W-NaMATM KOMMYyTaTopa B TeuyeHue
3aZlaHHOro NepMoaa BpemeHu. ITo NO3BOSET YCKOPUTL MOBTOPHYI0 06paboTky IGMP-3anpocos.

MapameTpbl aBTOPU3aLMM BKIIOYAIOT B cebs:

=  MAC-agpec KIMEeHTCKOro YCTPOCTBa;
=  UpeHTUdMKATOP NOPTa KOMMYTATOPa;
= |P-agpec rpynnbi;

= PelweHue o goctyne - deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOW CTPOKM perkrMma rn1o6anbHOro KOHGUrypupoBaHua:
console (config) #

Tabnnua 168 — KomaHabl pexnma rnobanbHoro KoHGUrypuposaHma

3HayeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
ip igmp snooping authoriza- YcTaHaBAMBaeT BPeEMSA XM3HM B Kawe. Ecan 3HaveHune
tion cache-timeout timeout PaBHO HY/O — OTCYET BPEMEHM }KU3HU OTKNKOYEH (3anucb

timeout: (0..10000) He yAanaeTcsa co BpeMeHeM).

— " " MuH/0
no ip igmp snooping authori-

. . YcTaHOBKaA 3Ha4YeHus no YMONYaHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (duanasoHa uHmepaelicos) Ethernet

Bua, 3anpoca KoMaHAHOM CTPOKU peXMma KoHPUrypuposaHua nHtepdeitca:
console (config-if) #

Tabnnua 169 — KomaHabl perkmuma KoHourypmposaHus nHtepdelica Ethernet

3HayeHue/3HayeHue -
KomaHoa Aelicmsue
no ymoa4YaHuro
multicast snooping Bkntoyaet aBtopusauumto 4vepes RADIUS-cepsep. Ecam
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HELTEX

authorization radius

YKaszaH napameTp required, To B c/lyyae HeAOCTYNHOCTU

[required] Bcex RADIUS-cepBepos IGMP-3anpocbl MTHOPUPYLOTCA.
B npotuBHom cnyyae IGMP-3anpoc 6yaetr obpaboTtaH
-/oTKt04eHO [aKe npu oTCyTCTBMM OTBETa CepBepa.
no multicast snooping OTKNlOYEeHNe aBTOpU3aLUN.
authorization
. A BKntoyaeT npeaBapuTensHyto ob6paboTky IGMP-3anpocos
multicast snooping
R . ! Ha nopty ao otseta RADIUS-cepsepa. Mo nosayyeHuun
authorization forwarding-first
oTBEeTa OT cepBepa B C/lydyae MNOJIOXKMUTE/NIbHOTO OTBETa
noAnMcKa OCTaeTca, B C/Ayyae OTPULATENbHOMO —
-/OTKNIOUEHO

yfAanaeTcs, ecim AONONHUTEIbHO HAacTpoeHa GyHKUMA ip
igmp snooping immediate-leave.

no multicast snooping

authorization forwarding-first BoccTtaHaBaMBaeT 3HaYeHMe No YMONYaHUIO.

KomaHOwbl pexcuma EXEC

Bce KOmaHAb! AOCTYMNHbI TONBKO 417 NPUBUNETMPOBAHHOIO NOJIb30BaTeNA.

Bupa 3anpoca KOMaHAHOM CTPOKK perknma EXEC:
console#

Tabanuya 170 — KomaHzabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda Aeiicmeue

show ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet

OTobparkaeT copepumoe Kalla asTopusaumnmn IGMP.
Ecnn B KOMaHAe yKasaH uHTepdelic — To oTobparkaroTca
TOMIbKO Te rpynmnbl, KOTOpble 3aperucTpupoBaHbl Ha

gi_port: (1..8/0/1..48); yKazaHHOM uHTepdelice.

te_port | te_port: (1..8/0/1..4);
twentyfivegigabitethernet twe_port: (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet fo_port: (1..8/0/1..32)
hu_port |

fourhundredgigabitethernet

fo_port]

clear ip igmp snooping au-
thorization-cache

[interface gigabitethernet
gi_port | tengigabitethernet

OuuLLaeT K3l aBTOPU3aLUN.
Ecnim B KOMaHAe YyKasaH uHTepdeic — Kal-3anucu
ouMnLLAlTCA A1 YKazaHHOro MHTepdeiica.

gi_port: (1..8/0/1..48); Ecnun nHTepdeic He yKasaH — K3l OYMLLAETCS MOJIHOCTbIO.

te_port | te_port: (1..8/0/1..4);
twentyfivegigabitethernet twe_port: (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet fo_port: (1..8/0/1..32)
hu_port |

fourhundredgigabitethernet

fo_port]

5.19 Mapuwpytnsauma mHoroagpecHoro Tpadpuka

5.19.1 Npomokon PIM

PIM — npoToKko/ MHOroagpecHon maplpyTtusaumnm ana IP-ceteld, cosgaHHbI Ana peweHusa npobaem
rpynnoBon mapupytmsaumu. PIM 6a3smpyeTca Ha TPaAMULMOHHBIX MapLUPYTHbIX NPOTOKOAAxX (Hanpumep,
Border Gateway Protocol), Bmecto Toro, 4robbl co3gaBaTb COOCTBEHHYl ceTeByto Tonosoruio. PIM
ucnonb3yet unicast-tabnuuy MapwpytusaumMm  gns  nposepku RPF. 3Ta npoBepKa BbliNoaHAeTCA
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HELTEX

MapLpyT1satopamu, 4tobbl ybeamTbca, 4To nepegadya MHOroaApecHoro Tpaduka BbIMOAHAETCA NO NyTH

6e3 netensb.

v/

RP (rendezvous point) — Touka paHAaesy,

PIM B VRF peanusoBaH ana IPv4.

Ha KoTopoi 6yayT pernmcTpupoBaTbCA MCTOYHUKM

MHOTr0aApecHbIX MOTOKOB M CO34aBaTb MapLUpPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S, G).

BSR (bootsrtap router) — mexaHunsm cbopa nHbopmauum o RP KaHamaaTax, opmMnpoBaHUM CNIUCKA
RP pnsa Kakgo MHOroaZpecHoi rpynnbl M OTMPaBKa CNMCKA B npegenax gomeHa. KoHdurypauwms

MHOroaApecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 171 — KomaHabl perknma rnobanbHoM KoHGUrypauum

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeiicmeue

ip multicast-routing pim [ vrf

vrf_name] -/MNo ymon4aHuio

bYHKLMA BbIKOYEH];
vrf_name: (1..32)
cMMBONA

no ip multicast-routing pim [
vrf vrf_name]

BKAOUMTL MHOrOa4pPECcHY0 MapLpyTusaumio, npotokoa PIM Ha
BCeX MHTepdeicax.
- vrf_name — umsa BUPTYaNbHOI 061aCTU MapLIPyTU3ALLUM.

OTKNHOYUTH MHOTOAZPECHYHO MapLLPYTU3aLMIo U NPOTOKoA PIM.
- vrf_name — 1ms BUpTyanbHOW 061acTV MapLLpyTU3aLmK.

ipvé multicast-routing pim

-/To ymonuaHuio
GYHKUMA BbIKNIOYEHA

no ipv6 multicast-routing pim

BkatounTb ana IPv6 MHOroaapecHyo MapLupyTU3aLuto, MpOTOKO
PIM Ha Bcex nHTepdeicax.

OTKAoYMTL ANnAa IPv6 mHOroagpecHyo mapLupyT1saumio u NnpoTo-
kon PIM.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num] [ vrf vrf_name]

mask: (8..32)/30;
priority_num:
(0..192)/0;
vrf_name: (1..32)
cMmBosia

no ip pim bsr-candidate [ vrf
vrf_name]

YKasaTb YCTPOMCTBO Kak KaHanaaTa B BSR (bootstrap router).
- ip_address — BanngHblit IP-aapec KommyTaTopa;

- mask — macka noaceTu;

- priority_num — npuopuTeT;

- vrf_name — umsa BUPTYaNbHOI 061aCTU MapLUPyTU3ALLUM.

OTK/IlOYEHME AAaHHOTO NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

mask: (8..128)/126;
priority_num:
(0..192)/0

no ipv6 pim bsr-candidate

YKa3aTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ipv6_address — BanngHblvi IPv6-agpec KommyTaTopa;

- mask — Macka noacetu;

- priority_num — npuopuTer.

OTKNlOYeHMe AaHHOTo napameTtpa.

ip pim dm {range
multicast _subnet | default}

no ip pim dm {range
multicast _subnet | default}

BKAOUMTL MapLipyTU3aLmio 3a4aHHOI0 AMana3oHa My/bTUKACT-
HbIX rpynn B pexume PIM-DM.
- multicast_subnet — mHoroagpecHas noacetb;
- default — onpeanenser ananasoH B 224.0.1.0/24.
V KomaHay MOXKHO BBeCTU HECKO/IbKO pas, 3agaB He-

CKOJ/IbKO AMana3oHoB.
OTKNIOYUTL AaHHBIW NapameTp.

ip pim rp-address
unicast_address
[multicast_subnet] [ vrf
vrf_name]

vrf_name: (1..32)
cMmBosia

Co3paHue crtatuyeckoit Rendezvous Point (RP), aonosnHuTensHo
MOHO YKa3aTb MHOroaZpecHyto noaceTb oA AaHHoM RP.

- unicast_addr — IP-agpec;

- multicast_subnet — mHoroapecHas noaceTb;

- vrf_name — umsa BUPTYanbHOI 061aCTU MapLUPYTU3ALLMM.
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HELTEX

no ip pim rp-address
unicast_address
[multicast_subnet] [ vrf
vrf_name]

YpaneHue ctatuyeckoli RP unu yaanenue RP ans ykasaHHou nog-
ceTu.

ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

Co3pgaHune ctatuyeckoit Rendezvous Point (RP), sonosnHuTensHo
MOHO YKa3aTb MHOroaZpecHyto noaceTb aaa AaHHoM RP.

- ipv6_unicast_addr — IPv6-agpec;

- ipv6_multicast_subnet — mHoroagpecHas noaceTb.

YpaneHue ctatuyeckoli RP unu yganeHue RP ans ykasaHHou nog-
ceTu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs] [ vrf vrf_name]

acc_list: (0..32)
cMmBona
priority: (0..192)/192;
secs: (1..16383)/60

Co3paHune KaHgupata ansa Rendezvous Point (RP)

- unicast_addr — IP-appec;

- acc_list — cnucok mHoroafpecHbix NpedUKcoB, 3a4aBaemblil C
nomolLpbto ctaHaapTHoro ACL;

- priority — NPUOPUTETHOCTb KAHANAATA;

CeKyHA; - secs — nepuog oTNpPaBKM coobLweHui;
vrf_name: (1..32) - vrf_name — umsa BUpTYyanbHO 061acTU MapLupyTU3aLmm.
no ip pim rp-candidate cumBona OTKAKOYEHMEe JaHHOro NnapameTpa.
unicast_address [ vrf vrf_name]
ipv6 pim rp-candidate CospaHue kaHanaata ana Rendezvous Point (RP)
ipv6_unicast_address ) - ipv6_unicast_addr —IPv6-agpec;
- . i acc_list: (0..32) . o
[group-list acc_list] [priority - acc_list — cnMcoK MHoroagpecHbix NpedrKcoB, 3a4aBaembli C
cumBona

priority] [interval secs]

no ipv6 pim rp-candidate
ipv6_unicast_address

priority: (0..192)/192;
secs: (1..16383)/60
CEKYHA,

nomolpbto ctaHaapTHoro ACL;
- priority — NpUOPUTETHOCTb KaHAMAATa;
- secs — nepuog oTNpPaBKM CoobLWEeHUN.

OTK/IlOYEeHME AaHHOrO NapameTpa.

ip pim ssm {range
multicast_subnet | default} [
vrf vrf_name]

vrf_name: (1..32)

YKa3aTb MHOroaApecHyto noaceTb

- range — yKa3aTb MHOT0aApecHyto NoAceTb;

- multicast_subnet — MHOroagpecHas noaceTsb;
- default — ykasatb ananason B 232.0.0.0/8;

cumBsona - vrf_name — vmA BMpTyanbHOM 06nacTv MapLIpyTU3aLMK.
no ip pim ssm [range OTKNloYeHWe JaHHOro napameTpa.
multicast_subnet | default] [
vrf vrf_name]
ipv6 pim ssm {range YKa3aTb MHOroaZpecHyto noaceTb
ipv6_multicast_subnet | - range — yKasaTb MHOrOaApecHyo NoaceTb;
default} - ipv6_multicast_subnet — mHOroaapecHan NoaceTb;
- default — ykasatb ananason B FF3E::/32.
no ipv6 pim ssm [range OTKNKOYEHMe 4aHHOro NapameTpa.
ipv6_multicast_subnet | -
default]
ipv6 pim rp-embedded / BKNtOUNTL paclumpeHHbIi pyHKUmMoHan rendezvous point (RP).
-/BKAOYEHO

no ipv6 pim rp-embedded

OTKNIOYUTL pacliMpeHHbIi yHKUMOoHan rendezvous point (RP).

ip multicast multipath {group-
paths-num | group-next-hop} [
vrf vrf_name]

no ip multicast multipath [ vrf
vrf_name]

-/BbIK/OYEHO;
vrf_name: (1..32)
cumBona

BkntoyaeT 6anaHcMposKy naketos PIM Join B CTOPOHY JOCTYMHbIX
RP.

- group-paths-num — meTog, 6anaHCUPOBKK, NPU KOTOPOM XeLll
bYHKLMA, NoACYMTaHHAA Ha OCHOBe aJpeca rpynmnbl, AeanUTca no
moaynio Ha N, rae N — KonmnuyecTso JOCTYNHbIX RP.

BbllWweyKa3aHHbIi meToa HeobxoAnuM ANA KOPPEKTHOMU
l pa6oTbl 6anaHCUPOBKMU npu MCNONb30BaHUU
- EVPN/VXLAN. Ha npakTMKe OH NPUBOAMT K K CUHXPOHU-
3aumn» VTEP n Bbi6bopy oaHoro u Toro e RP gna or-
npaBKu TpadurKa KOHKPETHOM rpynnbl.

- group-next-hop — meTop 6anaHCMPOBKM, NPU KOTOPOM NoACYET
xew ¢yHKUMM 6asupyeTca Ha agpece rpynnbl U agpece next-hop.

Mo ymonuaHuio B cayyae Haanumsa B Tabauue mapupyt-
! TM3aumum 6onee ogHoro mapwpyta ao RP, PIM Join or-
npasnserca B cTopoHy PIM coceaa ¢ Hanbonbwum IP.
- vrf_name — nma BMpTyanbHOW 0bnacTv mapLipyTM3aumm.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.
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HELTEX

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet, VLAN, epynnei nopmos

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnunua 172 — KomaHabl pexkuma KoHourypaumm nHtepdelicos Ethernet, VLAN, rpynnbi noptos

3HayeHue/ 3HayeHue

no ip (ipv6) pim dr-priority

KomaHoa Aelicmeue
no ymosn4aHuro

ip (ipv6) pim BkatoueHue PIM Ha uHTepodeiice.

- - -/BK/IlOYEHO ~
no ip (ipv6) pim BobikntoueHune PIM Ha uHtepdevice.
ip (ipv6) pim bsr-border MpeKkpaTuTb Nepeaadvy BSR-coobuieHnin ¢ nHtepdelica.

P -/OTK/IIO4EHO
no ip pim bsr-border OTKAloYeHWe JaHHOro napameTpa.
ip (ipv6) pim dr-priority priority YKasaHue npuopuTeTa ana Bbibopa DR-poyTepa.

orit - priority — npuopuTeT DR-poyTepa onpeaenstowmii, KTo U3 Kom-
priority:

(0..4294967294)/1

MyTaTopoB cTaHeT DR-poytepom. KommyTtatop ¢ Hambonblumm
3HayeHuem cTtaHeT DR-poyTepom.

Bo3BpawaeT 3HaueHMe No YyMOHYaHUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga oTnpaeku hello-nakeTos.
- sec — nepwog, otnpasku hello-naketos.

Bo3BpalaeT 3HauyeHMe No yMOYaHUIO.

ip (ipv6) pim
join-prune-interval interval

interval: (1..18000)/60

YKasaTb UHTEpBas, B TeYEHNEe KOTOPOro KOMMYyTaToOp OTCbliaeT
join unn prune-coobuweHuns.
- interval — nepvog, BpemeHun OTNPaBKK join, prune coobLeHWIA.

no ip pim passive

. - CeKyHA,
no ip (ipv6) pim Bo3BpalyaeT 3Ha4YeHWe Mo YMOMUAHUIO.
join-prune-interval
ip (ipv6) pim neighbor-filter dunbTpaums Bxoaawmx PIM-coobuieHuni.
acc_list acc_list: (0..32) - acc_list — cnncoK agpecoB, Ha OCHOBE KOTOPbIX MPOU3BOAUTCA
cumBoNna dunbTpaums.
no ip (ipv6) pim neighbor-filter OTKNlOYEeHWEe AaHHOro NapameTpa.
ip igmp static-group group- BKntounTb cTaTMyeckuii 3anpoc multicast-rpynnbl Ha MHTep-
address [ sourse sourse_addr ] deiice.
- group_address — IP-agpec rpynnbl;
- source_addr — IP-agpec UCTOYHUKA rpynnbl.
! Ha uHtepdeiice aonkeH 6biTb BKAtoueH PIM.
no ip igmp static-group group- BbIKNtOUMTbL CTaTUUecKuiA 3anpoc multicast-rpynnbl.
address [ sourse sourse_addr ]
ip pim passive BKNtOUNTL MACCUBHbLIN peXunm Ha uHTepdeice. ITOT MHTepdeiic
He 6yaeT OTNPaBAATb U NPUHUMATL coobuieHua PIM oT apyrux
-/oTKNtO4EHO mapLpyTtusaTopos PIM. HacTpoiika H1KaK He BAUsieT Ha coobuye-

Hua IGMP.

BbIKNHOYMTb NAaCcCUMBHbIN pexunm.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 173 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aeilicmeue

show ip (ipv6) pim rp mapping
[RP_addr] { vrf vrf_name | all}

vrf_name:
(1..32) cumeona

OTobparkaeT akTMBHbIe RP, cBA3aHHble C MapLpyTHOU nHbOpMa-
umen.

- RP_addr — IP-agpec;

- vrf_name — umsa B1pTyanbHOi 061aCTU MapLUpyTU3aLUK.
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HELTEX

show ip (ipv6) pim neighbor
[detail] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id] { vrf vrf_name |
all}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
vrf_name:
(1..32) cumBona

OT1obparkaeT MHdopmaumio o PIM-coceanx.
- vrf_name — umsa BUPTYanbHOM 061aCTU MapLUpPYTU3aLUN.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
port-channel group|
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | vlan vlan_id |state-
on | state-off] { vrf vrf_name |
all}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
vrf_name:
(1..32) cumBona

OTobparkaeT nHdopmaumio no PIM-uHTepdeicam:

- state-on — oTobparkaeT Bce nHTepdelicsl, rae BkAoYeH PIM;

- state-off — oTo6parkaeT Bce nHTepdelichl, rae BoikatoueH PIM;
- vrf_name — ums BupTyanbHOM 061aCTM MapLLpPyTM3aUUu.

show ip (ipv6) pim group-map
[group_address] { vrf vrf_name

| all}

vrf_name:
(1..32) cumBona

OTob6parkaeT Tabanuy NPUBA3KM MHOTOAAPECHbIX rpynm.
- group-address — agpec rpynnbl;
- vrf_name — nms BupTyanbHOM 061aCTM MapLLpPyTM3aLUu.

show ip (ipv6) pim counters {
vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OTobparkaeT copepkmumoe PIM-cyeTymKos.
- vrf_name — ums BUpTyanbHOM 061aCTU MapLIpyTU3aL K.

show ip (ipv6) pim bsr election
{ vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OTobparkaeT MHdopmaumio o BSR.
- vrf_name — uma BupTyanbHOM 061aCTM MapLUpyTM3aLuu.

show ip (ipv6) pim bsr rp-cache
{ vrf vrf_name | all}

vrf_name:
(1..32) cumBona

OTob6parkaeT MHPOPMALMIO O U3yYeHHbIX KaHauaaTax 8 RP.
- vrf_name — ums BUpTYyanbHOI 061aCTU MapLUpPYTU3aLMN.

show ip (ipv6) pim bsr
candidate-rp { vrf vrf_name |
all}

vrf_name:
(1..32) cumBona

OTobparkaeT cocTosiHMe KaHaMAaaTos B RP.
- vrf_name — ums BupTyanbHOM 061aCTM MapLLPYTU3aLUu.

clear ip (ipv6) pim counters {
vrf vrf_name | all}

vrf_name:
(1..32) cumBona

O6HynseT PIM-cyeTymkum.
- vrf_name — ums BUpTYyanbHOI 061aCTU MapLUpPYTU3aLMN.

clear ip (ipv6) mroute [ vrf
vrf_name ]

OumuiaeT Tabanuy mapwpyTM3aLmMm MHOFOAAPECHbIX TPynn ny-
TéM nepesanycka npouecca PIM nan PIMve6.
- vrf_name — umaA BUPTyanbHON 061aCTN MapLIpyTU3aLMMK.

clear ip igmp groups [ vrf
vrf_name]

OumuiaeT MHGOPMaALMIO 06 M3yYEeHHbIX MHOTOAZAPECHbIX Fpynnax,
yyacTBylOLWMX B rpynnosoi pacceinke (IGMP Snooping) n ouu-
Wwaet TabanLy MapLIpyTM3aL MM MHOTOaAPECHbIX Fpynn NyTém ne-
pesanycka npouecca PIM.

-vrf_name — vmA BUpPTyanbHOW 061aCTM MapLIpyTM3aLUK.

clear ipv6 mld groups [ vrf
vrf_name]

Ouunwaet MHGOPMaLMIO 06 U3yYEHHbIX MHOFOAAPECHbIX rpynnax,
y4acTBYHOLWMX B rpynnoBoi paccbinke (MLD Snooping) u ounwaet
Tabnnuy maplupyTMsaLuMm MHOroagpecHbIX rpynn nyTém nepesa-
nycka npouecca PIMve6.

- vrf_name — nmsA BMpTyanbHOW 061acT MapLIpyTU3aLmn.
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[pumep UCN0a16308aHUA KOMAHO

basoBas HacTpoiika PIM SM c ctatnyeckum RP (1.1.1.1). NpeasaputenbHo A0MKeEH BbiTb HACTPOEH NpoTo-
KON MapLupyTusaumu.

console# configure
console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.19.2 ®yHkyusa PIM Snooping

®dyHKuuMsa PIM Snooping ncnonb3yeTca B CeTAX, rAe KOMMYTAaTOp UCMOHAET ponb L2-ycTpoicTsa
mexay PIM-mapuwpyTtnsatopamu.

OcHoBHoOM 3agayelt PIM Snooping ABiaeTcA npeaocTaBieHne MHOroagpecHoro TpadpuKka TosbKo
AN TeX MOPTOB, C KOTOPbIX 6blaM nosiydeH PIM Join, PIM Register.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKK B pexknume r1o6asibHOMN KoHdUrypaumm:
console (config) #

Tabnnua 174 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3HaueHue "
KomaHoa / Aeilicmeue
no ymon4aHutio
ip pim snooping PaspewunTtb ncnonbsosaHue ¢pyHKUMM PIM Snooping KommyTaTo-
—/BbIKNOYEHO pom.
no ip pim snooping 3anpeTuTb NCcNonb3oBaHUe GyHKLUUM
ip pim snooping vlan PaspewunTb ncnonbzoBaHune GyHKUMM PIM Snooping KommyTaTo-
vlan_id pom Ans gaHHoro nHtepderica VLAN.
vlan_id: (1..4094) vlan_id — npeHTUPMKaLMOHHbBIN Homep VLAN.
no ip pim snooping vlan 3anpetTuTb Ucnonb3oBaHue GpyHKuMM PIM Snooping KommyTaTo-
vlan_id pom Ans gaHHoro uHtepderica VLAN.
KomaHOb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnunua 175 — KomaHabl pexkuma EXEC
3HayeHue/3HaueHue o
KomaHoa / Aeilicmesue
no ymos4aHuro
show ip pim snooping — MoKa3aTb 06yt MHPOPMALMIO O HACTPOMKAX.

show ip pim snooping vlan MoKa3aTb CTaTUCTMKY KOHTPOIA MHOroaapecHoro Tpaduka B

vlan_id: (1..4094)

vlan_id OaHHoW vian.

show ip pim snooping groups — [MoKa3aTb CNMCOK 3aperncTpMpOBaHHbIX rpynmn.

sh ip pim snooping neighbors — MoKasaTb CNUCOK 3aperncTPUpPOBaHHbIX Y4aCTHUKOB PIM.
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5.19.3 NMpomokon MSDP

MpoToKon O6HapyXeHUa UCTOYHMKOB MHOroagpecHol paccblikm (MSDP) ucnonbsyetca ans
obmeHa MHPopmaumeint 06 nctodHnkax Multicast-tpadmka mexgy pasHoimu PIM-gomeHamm. MSDP-
coeanHeHne 0bbIYHO yCcTaHaBAMBaeTca mexay RP Kaxaoro gomeHa.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHoli KoHUrypaumum:
console (config) #

Tabanua 176 — KomaHgbl pexkuma rnobanbHoi KoHdurypaumm

Komanda 3Ha4yeHue/3HayeHue Lleiicmeue
no ymoa4aHuro
router msdp Bkntountb npoTokon MSDP 1 nepeiiTn B peXXMm ero KoH-
burypaumm.
no router msdp OcTaHoBUTb NpoToKoN MSDP 1 yaanutb BCO ero KOHUry-
paumio.

KomaHObI pexcuma KoHgu2ypauuu npomokosa MSDP

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KOHPUrypaumnm npotokona MSDP:
console (config-msdp) #

Tabnunua 177 — KomaHabl pexkmuma KoHpurypauum npotokona MSDP

Komanda 3Ha4yeHue/3HayeHue Lleiicmeue
no ymon4aHuro
connect-source ip_address HasHauutb IP-agpec, KoTopbli ByaeT MCNonb3oBaH B KayecTse
-/IP-agpec He Ha3HauyeH | WCxoAaALlero npu coegiHeHun ¢ MSDP-nupom.
no connect-source YCTaHOBUTb 3HaYEHME MO YMOIYAHMUIO.
cache-sa-holdtime secs secs: (150..3600)/150 | YcraHOBWUTb Bpems xusHu SA-3anucu B KaLle.
no cache-sa-holdtime CeK YCTaHOBWTb 3HAYEHUE NO YMOAYAHMIO.
holdtime secs YcTaHoBWTbL Taimep holdtime. Ecnv B TeueHue 3Ttoro Bpe-
MeHW He byaeT npuHATo keepalive-coobuieHne, To coeau-
secs: (3..150)/75 cek HeHWe c coceaom cbpacbiBaeTca.
no holdtime YCTaHOBWTb 3HAYEHUE NO YMONYAHMIO.
keepalive secs YCTaHOBUTb WHTEpBan Mexay oTtnpasBkoi keepalive-
secs: (1..60)/30 cek coobLweHu.
no keepalive YCTaHOBUTb 3HAYEHUE NO YMONYAHMIO.
originator-ip ip_address HasHauuTb IP-agpec, ncnonbayemolt B KauecTse agpeca RP
-/IP-agpec He Ha3Ha4yeH | B NCXOAALINX coobuieHuax SA.
no originator-ip YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
peer ip_address [Oo6aBuTb B KOHUrypaunto MSDP-nnp 1 BOITU B pemMm
— ero KoHpUrypauum.
no peer ip_address Yaanute MSDP-nnp.
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KomaHObI pexcuma KoHguaypayuu MSDP-nupa

Bua 3anpoca KOMaHAHOM CTPOKK B pexknume KoHpurypaumm MSDP-nupa:

console (config-msdp) #

Tabnunuya 178 — KomaHab! pexmuma KoHpurypauum MSDP-nnpa

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

connect-source ip_address

no connect-source

—/IP-aapec He Ha3Ha-
yeH

HasHauuTb IP-agpec, KoTopblit ByAeT MCNONb30BaH B KayecTse Uc-
xogAauwero npu coeguHeHnn ¢ MSDP-nupom.

YCTaHOBWUTb 3HaUEHME MO YMONYAHUIO.

description text

no description

text: (1..160) cumBona

3apaTb onncaHne MSDP-nupa.

Yaanntb onucaHue.

mesh-group name

no mesh-group

name: (1..31) cumBona

LOob6asutb cocega K MESH-rpynne.

Ypanutb cocepa.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

no sa-filter {in | out }
sec_num

sec_num:
(0..4294967294)

Co3patb Npasuno uabTpaumm SA-coobLLEeHNI:

- permit — paspewatouiee npasuao GuUbTPaLmm;

- deny — 3anpeuatouiee npasmno GuUAbTPaLmUu;

- Sec_num — HOMep CeKLUW NpaBuna;

- ip_addr_rp — ¢unbTpauus no agpecy RP;

- ip_addr_gr — ¢unbTpayma no agpecy rpynnoi;

- ip_addr_src — ¢wunbTpauma no agpecy uctoyHmka Multicast-
Tpaduka.

YaanseT co3faHHyo CEeKLMIo NpaBuaa.

shutdown

no shutdown

—/BbIKAOYEHO

AZMUHUCTPATUBHO BbIKAOYUTL ceccunto ¢ MSDP-nupom, He yaa-
NnAa ero KoHoUrypauuu.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 179 — Komanapl pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show ip msdp peers [ ip_addr]

MokasaTb MHGOPMALMIO O HACTPOEHHbIX MUpPax, cTaTyce coeam-
HeHWA, HacTPOMKax NMPOB, a TaKKe CTaTUCTUKY obMeHa cooblue-
HUAMKM npoTokona MSDP

- ip_addr — IP-appec nupa.

show ip msdp source-active

MNMoKa3aTb cogepkmmoe Kawwa SA.

show ip msdp summary

MNokasaTb cymmapHyto nHbopmauuto npotokona MSDP.

clear ip msdp counters

OBHYNUTb CUETUYMKM.

clear ip msdp peers [ ip_addr]

MNepeycTtaHoBUTb coegnHeHusa ¢ MSDP-nnpamu
- ip_addr — |P-agpec nupa.
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5.19.4 ®dyHkyua IGMP Proxy

DyHKUMA MHOroagpecHol mappytmsaumm IGMP Proxy npegHasHavyeHa pAaaa peanvsaumm
YNPOLWEHHON MapLIpyTU3aLUMM MHOTFOaZPeCcHbIX AaHHbIX MeXAy CeTAMM, ynpasBasdemMoin Ha OCHOBAHWUU
npotokona IGMP. C nomouwbto IGMP Proxy ycTponcTBa, He HaxoAslwMecs B OAHOM CETU C cepBepom
MHOr0oaApecHOM PaccbliKM, UMEOT BO3MOKHOCTb MOAKA0YATLCA K MHOTOaApecHbIM rpyrnnam.

MapLwpyTmsauma ocywecTBAseTcs MexKay WHTepdelicom BblwecTtoAwen cetn  (uplink) w
nHTepdelricamm Hukectoawmx cetei (downlink). Mpu atom Ha uplink-uHTEpdeice KommyTaTop BeaeT cebs
Kak 0bblYHbIN MosyyYaTenb MHoroagpecHoro Tpaduka (multicast client) u popmupyer cobcTeHHble
coobuweHnsa npotokona IGMP. Ha mnHTepdeicax downlink KommyTaTop BbICTynaeT B KayecTBe cepsepa
MHOroaapecHoO paccblaikm 1 obpabaTbiBaeT coobueHUA NpoTokosa IGMP oT ycTpoiCcTB, NOAKAOYEHHbIX K
3TUM NHTepdemcam.

V‘ KonuuectBo noaaepKMBaembix rpynn MHOroaapecHoi paccbi/iku npotokosom IGMP Proxy
yKasaHo B Tabnuue 10.

V IGMP Proxy nogaep»usaet go 512 downlink-unrepdeiicos.

V‘ OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:

- IGMP Proxy He noaaep:KuBaeTca Ha rpynnax arperauum LAG;
- MOXKeT 6bITb onpeaeneH To/IbKO OA4UH MHTePdEC BbILLIECTOALLEN CETH;

- Npu ucnonb3osaHuu Bepcumn V3 npotokona IGMP Ha uHTepdeicax K HUXKecToALein ceTu,
obpabaTtbiBaloTca TONbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

KomaHObI pexcuma 2a06an6Hol KoOHguU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnuma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnunua 180 — KomaHab! perkuma rnobanbHOM KoHGUrypauum

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4YaHuro
ip multicast-routing PaspewaeT paboTy mapLupyTU3aLMM MHOFOAZPECHbIX AAaHHbIX HA
igmp-proxy -/MNo ymonyaHnuio CKOHPUIypUpOBaHHbIX MHTepdecax.
no ip multicast-routing bYHKUMA BbIKNIOYEHA 3anpeuwaeT paboTy MapLwpyTM3aLMmM MHOTOa4PECHbIX AaHHbIX Ha
CKOHPUIYpUpPOBaHHbIX MHTepdecax.

KomaHObI pexcuma KoHguypayuu uHmepageticos Ethernet, VLAN, uHmepdgbelica 2pynnbl nopmos

Bua 3anpoca KOMAHAHOM CTPOKU B pexmme KoHourypaumm wuHtepdeiicos Ethernet, VLAN,
nHTepdelica rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 181 — KomaHap! pexxmuma KoHourypauum nHtepoelicos Ethernet, VLAN, rpynnbl nopTos

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

ip igmp-proxy {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KoHourypupyembiit nHtepdeiic asnaetTca MHTepdencom K HuKe-
cToAwen cetn. KomaHaa HasHayaeT cBA3aHHbIM uplink-uHtepdeiic,
YYaCTBYIOLWMIA B MapLIPyTM3aLMK.

ip igmp-proxy downstream
protected interface { enable |
disable}

no ip igmp-proxy downstream
protected interface

BKNOUMTL 3aWMUTy No HUcxoaawemy nHtepdeiicy. IPv4 multicast-
Tpaduk, nocTynaowmii Ha uHTepdelic, He ByaeT nepeHanpaseH.

OTKNOUUTD 3aLUUTY MO HUCXOZALLEMY UHTepdENCY.

ip igmp static-group group-
address [ sourse source_addr ]

no ip igmp static-group group-
address [ sourse source_addr ]

BK/lOUMTL cTaTMyeckuit 3anpoc multicast-rpynnbl Ha MHTEp-
deiice.

- group_address — |P-agpec rpynnbi;

- source_addr — IP-agpec UCTOYHMKA rpynnbl.

’ Ha uHtepdeiice gonxeH 6biTb BKAOUEH IGMP Proxy.
.

BbIKNOUMTb CTaTUUeCKMiA 3anpoc multicast-rpynnbl.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 182 — KomaHabl pexxkuma EXEC

KomaHoa

3HayeHue/3HayeHue

110 yMOAYAHUIO

Aeiicmeue

show ip mroute
[io_multicast_address
[ip_address]] [summary]

KomaHaa npegHasHayeHa Ans NPOCMOTPa CMMCKOB MHOroagpec-
HbIX rpynn. Bo3morkeH BbIGOP rpynn Mo agpecy rpynnbl UAK no
ajpecy UCTOUHMKA MHOTOAAPECHbIX AAHHbIX.

- ip_multicast_address — IP-agpec rpynnbl;

- ip_address — IP-agpec UCTOYHMKA;

- summary — KpaTKoe COoAepKaHue Kax oW 3anucu B MHoroag-
pecHol Tabavue mapwpyTmsaumm.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

hu_port: (1..8/0/1..32);

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

NHbopmauma o ctatyce IGMP-proxy npumeHUTENbHO K UHTEp-
dericam.

clear ip mroute [ vrf vrf_name]

OunwaeT Tabavuy maplupyTM3auum MHOroagpecHblX rpynn ny-
TéM nepesanycka npouecca IGMP-Proxy.
-vrf_name — “mA BUPTyasibHOW 061aCTM MapLIpyTM3aLUW.
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clear ip igmp groups [ vrf
vrf_name]

OumiaeTt MHPopmaLumio 06 N3yyeHHbIX MHOrOAZPECHbIX rPynnax,
yyacTBylolWMmMX B rpynnoBoi paccbinke (IGMP Snooping) n ouu-

- Wwaet TabanLy MapLpyTM3aLmMm MHOroagapecHbIX rpynn nyTém ne-
pe3anycka npoueccos IGMP-Proxy namn PIM.
-vrf_name — nmA BUPTyasibHOW 061aCTM MapLLpyTU3aLUN.

[pumepbl 8b1M0AHEHUS KOMAHO

console#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.20 ®PyHKUUM ynpaBneHUs

5.20.1 MexaHu3zm AAA

Ona obecneyeHns 6e30MACHOCTU CUCTEMbI UCMOAb3yeTCcA MexaHuam AAA (ayTeHTUUKaLMS,
aBTOpPU3aLMA, yYeT).

— Authentication (ayTeHTUdUKaUMA) — conocTassieHMe 3aMPOCa CyLWEeCTBYIOLWEN YY4ETHOM 3a-
nucK B cucteme 6€30MacHOCTMK.

— Authorization (aBTopu3auus, NpoBepKa ypoBHSA A0OCTYNa) — COMNOCTaB/IeHNE YYETHOM 3anucu
B cucTeme (npoluegluei ayTeHTUMdMKaLMIO) M onpeaeiEéHHbIX NOHOMOYMIA.

— Accounting (y4éT) — cnexeHue 3a noTpebseHMeM pecypcoB NoJIb30BaTENEM.

Ons wudpoBaHUA AaHHbIX UCNOMb3YeTcA MexaHn3m SSH.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHo KOHPUrypaumm:

console (config) #

Tabnnua 183 — KomaHab! perknma riobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

KomaHoa Aelicmeue

aaa authentication login YcTaHaBAuMBaeT cnocob ayTeHTUdUKaLmMm AN BXOAA B CUCTEMY.
- authorization — pa3pellaeT NPOXoOXAeHWe aBTOPU3aALMUM C
ncnonb3osaHnem TACACS-cepBepos;

- default — cnonb3oBaTb CTaHAAPTHBIM CNUCOK ayTeHTUMKAUM-
OHHbIX METOA0B;

- list_name — nma NoNb30BaTENIbCKOrO CMMCKA METOA0B ayTEHTU-
duKaummn. ITOT CNNCOK Ha3HAYaeTCcA KOHKPETHOMY TEPMUHANY U
NPUMEHAETCA BMECTO CTaHAAPTHOrO ANA BCEX MOMbITOK BXOAQ,
BbINO/IHAEMbIX Yepe3 AaHHbI TEpMUHaN.

OnucaHune metogos (method_list):

- enable — ncnonb3oBaTb NapPOAb NPUBUIETMPOBAHHOTO PeXKUMa
Ana ayteHTMduUKaumm;

- line —ucnonb30BaTb Napoab TEPMUHANA A1A ayTEHTUOUKALMK;

[authorization] { default |

list_name: (1..12)
list_name} method_list

CMMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/no ymonuyaHuio
OCyLLLEeCTBAAETCA NPOBEpKa
no fioKanbHo 6ase
OaHHbIX (aaa
authentication login
default local)
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no aaa authentication login
{default | list_ name}

- local — vncnonb3oBaTb NoKasbHytO 6a3y MMeH Nosb3oBaTesei
Ana ayteHTMduKaumm;
- none — He UCNO0/1b30BaTb ayTeHTUUKaLMIO;
- radius — ncnonb3osatb cnMcok RADIUS-cepBepoB Ans ayTeHTU-
duKaumu;
- tacacs —vncnonb3osatb cnncok TACACS cepsepoB ANA ayTEHTU-
duKaumm.

V Ecnn metop ayTeHTUPMKALMM He onpeaeneH, To

BA0CTYN K KOHCOMN BCeraa ycnewwHbln.

V Ucnonb3oBaHue cnucka B KOHPUrypuposaHum Tep-
MMUHana:
login authentication method_list

’ | Bo usbexkaHue notepu Aoctyna cneayet BBOAUTb
. HeobXoAUMbIII MMHUMYM HacTpOeK ANA yKasbiBa-
eMoro meToaa ayTeHTupuKaumnn.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

aaa authentication enable
[authorization] {default |
list_name} method_list

no aaa authentication
enable authorization
{default | list_name}

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
none, tacacs, radius);
-/no ymonuaHuio
OCYLLECTBAAETCA NPOBEPKA
no /IoKanbHoM 6ase
OaHHbIX (aaa
authentication enable
default enable)

YcTaHaBaMBaeT cnocob ayTeHTUPMKauum npu  MNOBbILEHUN
YPOBHSA NPUBUNETMIA ANA BXOAA B CUCTEMY.
- authorization — pa3pellaeT NPOXOXKAEHNE aBTOPU3ALMM C
ncnonb3osaHnem TACACS-cepsepos;
- default — ncnonb3oBaTh cTaHAAPTHBIN CNNCOK ayTeHTUdUKALM-
OHHbIX MEeTO,0B;
- list_name — nma No/ab30BaTE/IbCKOTO CNMUCKA METOL0B ayTeHTU-
duKaummn. ITOT CNNCOK Ha3HAYaEeTCA KOHKPETHOMY TePMUHANY U
NpYMeHAeTCA BMECTO CTaHAAPTHOro A/1A BCex NOMbITOK BXoAa,
BbIMNO/IHAEMbIX Yepe3 p,aHHbIVI TepMUHan.
OnucaHune meTtogos (method_list):
- enable — ncnonb3oBaTb NAPOb NPUBUIETMPOBAHHOTO PEXKUMA
ana ayteHTMdMKaumum;
- line — ucnonb3oBaTb NAPOb TEPMUHANA ANA ayTEHTUPUKALUM;
- none — He UCNO/1b30BATb ayTEHTUMKALMIO;
- radius — vcnonb3oBaTb cnmucok RADIUS-cepBepoB ans ayTeHTH-
duKaumu;
- tacacs —ncnonb3oBaTb cnncok TACACS-cepBepoB A1A ayTeHTU-
bukaumm.

V Ecnn meTtoa ayteHTUdPUKALMKM He onpeaeneH, To

AOCTYN K KOHCONN BCErAa ycneLwHbin.

V Ucnonb3oBaHue cnucka:
enable authenitaction method_list

Bo usbexkaHue notepu Joctyna cieayeTt BBOAUTb
! Heob6Xxo4UMbIIi MMHUMYM HACTPOEK ANA YKa3blBa-
eMOoro MeToga ayTeHTUGMKauun.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

enable password password
[encrypted] [level level]

no enable password [level
level]

password: (1..64)
CUMBOJIOB;
encrypted password:
(1..159) cumeonos;
level: (1..15)/15

YcTaHaBMBaeT Naposb A1A KOHTPONA M3MEHEHUA NPUBUAErUi
40CTyna nonb3osaTenei.

- level — ypoBeHb npuBuaerui;

- password — napons;

- encrypted — 3agaTb 3aWwndpoBaHHbLIIM Naposb (Hanpumep, na-
ponb B 3aWMPPOBAHHOM BMAE, CKOMMPOBAHHbLIA C ApPYroro
YCTPOICTBA).

Ypanaet naposib AN COOTBETCTBYIOLWEro YPOBHA I'Ipl/lBVIl'IEI'VIVI.

username name {password
password | password
encrypted
encrypted_password |
nopassword} [encryption-
algorithm encryption-

name: (1..20) cumBONOB;
password: (1..64)
CMMBOJIOB;
encrypted_password:
(1..128) cumBonos;

[ob6asnaeT nonb3osaTens B I0KaNbHYO 633y AaHHbIX.

- name — MA NoNb30BaTeNs;

- password — naponb;

- encrypted_password — 3awmndpoBaHHbIA Napoab (Hanpumep,
naponb B 3allMPpPOBaHHOM BWUAE, CKOMMPOBAHHLIN C ApPYroro
YCTPOICTBA);
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algorithm ] [priveliged level

]

no username name

encryption-algorithm:
sha-1, md5, sha-512 /sha-1;
level: (1..15)/1

- encryption-algorithm — anropuTm XalWMPOBaHWA Napons;
- level — ypoBeHb NpuBUIETUIA.

Yaanaer nonb3osaTena U3 I0KanbHOM 6a3bl 4aHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/no ymonyaHuio BegeHue
yyeTa 3anpeLieHo

PaspelaeT BegeHue yyeTa (aKKayHTa) 418 Ceccuin ynpasaeHus.
BepeHue yuyeTta pa3spelleHO TO/IbKO ANA Nonb3oBaTte-
V Nei, BoleALINX B CUCTEMY MO UMEHU U Napoio, ANA
nonb3oBaTefieil, BoweALWUX NO Napoalo TEPMUHANA,
BeZleHue yyera 3anpeLieHo.
BeaeHue yyeta aKTMBUpPYeETCA U NpeKpalaeTca, Koraa
V nosb3oBaTeNb BXOAUT U OTKAIOYAETCA OT CUCTEMbI, YTO
COOTBETCTBYET 3HAUeHMAM start 1 stop B coobuieHnAx
nportokona RADIUS (napameTpbl, cogepKalimecs B co-
o6weHunax npotokona RADIUS, npuseaeHbl B Tabauue
184).

3anpelaeT BegeHMe yyeTa (akKkayHTa) 419 BBefeHHbIX B CLI Ko-
MaHA.

aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

-/no ymonyaHuio BeaeHue
yuyeTa 3anpeLieHo

PaspelwaeT BegeHue yyeTa (akkayHTa) gna ceccuin 802.1x.
BepeHue yueta aKTUBUPYETCA U NPeKpallaeTca, Korga
V NoNb30BaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMDbI, YTO
COOTBETCTBYET 3HaUeHusaMm start u stop B coobieHunsax
npotokona RADIUS (napameTpbl, cogeprKalumecs B co-
o6weHunax npotokona RADIUS npusegeHbl B Tabanue
184).
B pexxume Multiple sessions coobuieHus stat/stop no-
V CbINAIOTCA ANA KaXAO0ro Nonb3oBaTens, B pexume
Multiple hosts — TonbKo gns nonb3oBartens, npouea-
wero ayreHTMdMKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https]
method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpeaensetr meto ayTeHTUOMKauuu npu goctyne K HTTP-
cepsepy. Mpn ycTaHOBKe CMMWCKA MeTOAO0B AOMNONHUTE/bHbIN
meToz, byaeT NpMMeEHATLCA TONbKO B TOM C/lyyae, Korga no oc-
HOBHOMY MeTOZAyY ayTeHTMdUKaLMmM BO3BpaLLLeHa owmnbKa.

- method_list — metopg ayteHTUdMKaunm:

local — no MeHU 13 noKanbHoOW H6a3bl AaHHbIX;

none — He UCMONb3yeTCH;

tacacs — ncnonb3oBaHUe cnmMckos Bcex cepeepoB TACACS+;
radius — ncnonbsosaHue cnuckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

aaa authentication mode
{chain | break}

-/chain

YcTaHaBAMBAET a/ITOPUTM OMpPOCa METOL0B ayTeHTUDMKaL UK.

- chain — nocne HeyaauyHOW NONbITKM ayTEHTUOUKALUK MO nep-
BOMY MEeTOAY B CMMCKe cnefyeT NomnbiTKa ayTeHTUPUKaumm no
cnepyrowemy MeToay B LLENoyKe;

- break — nocne HeygayHol ayTeHTUOUKALMM NO NepBOMY Me-
TOoAy Npouecc ayTeHTUGUKaLummn octaHasansaeTcA. AyTeHTU K-
KaLma No cnegytouiemy meTozy A0NYCTUMA TONBbKO B C/lyYae He-
BO3MOXKHOCTM ayTEHTUUKALMM NO NpeaplayLiemy metoay.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/I'IO YMON4YaHUIO BeaeHUe
y4eTa KOMaHJA, BbIKNKOYEHO

BkntouaeT BegeHue yyeta BBegeHHbIX B CLI kKomaHg no npoTo-
Kony Tacacs+.

YcTaHaBAnBaeT 3HaYeHWe No YMOYAHUIO.

aaa accounting update

no aaa accounting update

-/BblK/IIOYEHA

BkntoyeHne otnpasku Interim-Update yepes perynapHblie npo-
MEXYTKN BPEeMEeHW.

BbikntoueHue oTnpasku Interim-Update Yepes perynspHblie npo-
MEXYTKN BPEeMEeHW.

aaa accounting update
periodic minutes

no aaa accounting update
periodic

minutes: (1..300)/1 muHyTa

YKasaHue npomMeKyTKa BpeMeH#u, Yepes KoTopbli byaeTt npons-
BOANUTbLCA OTNpaBKa Interim-Update.

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

aaa authorization
commands {default |
list_name} group
method_list

YcraHaBMBaet cnocob aBTopu3aLmMm BBOAMMbIX KOMaHA.

- default — pegaktupoBaTtb cnucok ¢ umeHem default, KoTopbii
MO YMONYAHUIO eCTb B CUCTEME;

- list_name — vmAa cnucka meTogo0B aBTOpPM3aLMK, CO3aaBae-
MOrO U pefaKTMpPYyemMoro nosib3osaTesiem:

- tacacs — meToz, N03BOAIAOLMIA MCNONb30BaTb cnMcok TACACS-
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CepBepoB A/17 aBTOpM3aLMUK;
- local — meTog, npy KOTOPOM aBTOPU3aLMA HE OCYLLLECTBAAETCA.
YCTaHaBAMBAET 3HAYEHME MO YMOIYAHMUIO.

- default — cbpoc cnucka ¢ nmeHem default K 3HayeHuto no

no aaa authorization
commands {default |

list_name} YMONYaHMIO;

. - list_name — yaaneHune Nonb3oBaTENIbCKOrO CMMCKA C UMEHEM

list_name: (1..15) o= YA

. list_name.
cumBonos; method_list: — c default 6

NUCOK C UMeHeM He MOXKeT bbIT NeH n
(tacacs, local); COK C MMeHe efault He moxet 6bITb yaaneH u3

CUCTEMBbI.

-/No YyMONYaHMIO aKTUBEH
cnucok default n
aBTOpPU3aLMA He
ocyuiecTenseTca

aaa authorization com-
mands {default |
list_name}

AKTUBMPYET CMMCOK METOA0B aBTOPM3aLMMN BBOAUMBIX KO-
MaHz,
- default — caenaTb akTMBHbIM CNUCOK ¢ UMeHeM default;

list_name: (1..15) - list_name — caenaTb aKTMBHbIM COOTBETCTBYIOLLMIA NMONb30Ba-

CMMBOOB; TENbCKUIN CMINCOK.
no aaa authorization -/default YcTaHaBNMBaeT 3HauYeHMe Mo YMOYaHMIO.
commands
[AnAa Toro 4tobbl KAMEHT NONYYMA AOCTYN K YCTPOMUCTBY, AaXKe eC/IU BCe MeToAbl ayTeHTUDU-
e KaLuu BEpHYAM OWMBKY, MCNONb3yiiTe 3HauUeHWe NocneAHero meToaa B KOMmaHae — none.

Tabnuua 184 — ATpnbyTbl cOobLLIEHNI BeaeHMA yyeTa npoTokosia RADIUS ans ceccuii ynpasneHus

Haau4ue Hanu4ue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop

User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.

NAS-IP-Address (4) Ects Ecto IP-agpec rfommyTaTopa, KOTOPbIM MCNoab3yeTca
ana ceccnin ¢ Radius-cepsepom.
MpoussonbHOe 3HaYeHne, OTNPaBAAEMOEe cepBe-

Class (25) EcTb EcTb P P P
pom KnuneHty B Access-Accept.

Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.

Calling-Station-ID (31) Ectb EcTb IP-agpec nonb3oBaTtens.

Acct-Status-Type(40) Ectb EcTb NaeHTUdMKaTOp TMNa coobLieHns yyeTa ceccum.

Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP y4eTa.

Acct-Authentic (45) EcTb Ectb YKa3blBaeT MeToZ, NO KOTOPOMY K/IMEHT AO0JIKeH
ObITb ayTEeHTUDULUNPOBAH.

Acct-Session-Time (46) Het Ectb MoKa3blBaeT, KaK A0/ro no/sib3osBaTesnb 6bin noa-
K/IIOYEH K cucteme.

Acct-Terminate-Cause (49) | Hert EcTb MpuUYmMHa 3aKpbITUA Ceccuu.

Tabnnua 185 — ATpmnbyTbl coobLeHunii BeaeHmna yyeta npotokona RADIUS ana ceccmin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb Mma nosnb3oBaTens.
NAS-IP-Address (4) EcTb EcTb IP-agpec KommyTaTopa, KOTOPbIM MCMNo/b3yeTcA
Ana ceccuin ¢ Radius-cepsepom.
NAS-Port (5) EcTb EcTb MopT KoMmyTaTopa, Ha KOTOPOM MOAKAOUMACA
nosib30BaTeNb.
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Called-Station-ID (30) EcTb EcTb MAC-agpec nopta NAS, ncnonb3yemsiii gnsa cec-
cuit ¢ Radius-cepsepom.

Calling-Station-ID (31) EcTb EcTb MAC-agpec nonb3osartens.

Framed-IP-Address (8) EcTb EcTb IP-agpec nonb3oBaTens.

Class (25) EcTb EcTb MpounsBonbHOE 3HAYEHUE, OTNPABAAEMOE CepBe-
pom KnauneHTy B Access-Accept.

Acct-Status-Type(40) Ectb EcTb NaeHTndMKaTOp TMNa coobLieHns yyeTa ceccum.

Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbI MAEHTUPUKATOP yUeTa.

Acct-Authentic (45) Ectb EcTb YKa3blBaeT MeTo, N0 KOTOPOMY K/IMEHT A0MXKEH
6bITb ayTEHTMOULUMPOBAH.

Acct-Session-Time (46) Het EcTb MokasbiBaeT, KaK A0Aro no/sib3oBaTesnb b6bin noa-
K/IOYEH K cucTeme.

Acct-Terminate-Cause (49) | Het EcTb MpuYMHa 3aKPbITUA CecCcUMm.

Nas-Port-Type (61) Ectb EcTb MoKasbiBaeT TUN NOPTa KAMUEHTa.

NAS-Port-Id (87) Ectb EcTb lNoKa3biBaeT Ha3BaHME NOPTA KMEHTa.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

Bug, 3anpoca KOMaHAHOM CTPOKU B pPeXXMUME KOHPUrypaLmm TepMnHana:

console (config-line) #

Tabnuua 186 — KomaHabl pexknma KoHOUrypauum TepMUHaNbHbIX CECCUI

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

login authentication {default |
list_name}

list_name: (1..12)
CYMBO/10B

no login authentication

3apaeT meTog ayTeHTUOMKaLMM NpuY Bxode A5 KoHconu, Telnet,
SSH.

- default — ncnonb30BaTb CNMCOK «MO YMONYAHWIO», CO34aHHbIN
KOoMaHAol aaa authentication login default

- list_name — ncnonb3oBaTb CNMUCOK, CO3AaHHbI KOMaHAOW aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHWe No YMOYAHUIO.

enable authentication
{default | list_name}

list_name: (1..12)
CMMBOJIOB

no enable authentication

3afaer meTof, ayTeHTUdMKALMKU NOIb30BaTENSA NPU NOBbILEHUU
YPOBHSA NpuBuaernii ana kosconu, Telnet, SSH.

- default — ucnonb30BaTb CNMCOK «MO YMONYAHMIO», CO3A4aHHbIN
KoMaHaol aaa authentication login default

- list_name — ncnonb3oBaTb CMMCOK, CO34aHHbIM KOMaHAOM aaa
authentication login /ist_name.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIO.

password password

encrypted
[ ypted] password: (0..159)

CMMBOJ1I0B

no password

3apaeT naposib ANA TEpMUHANA.

- encrypted — 3a4atb 3awWwKndpoBaHHbIA Naposab (Hanpumep, na-
ponb B 3aWMGpPOBaHHOM BUAE, CKOMWPOBAHHbIA C APYroro
YCTPOICTBA).

Ypanaet naponb AnAa TepmuHana.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnuua 187 — KomaHap! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

show authentication methods

MokasbiBaeT uHbopmaumio 06 ayTeHTUOUKALMOHHBIX MeToAax
Ha KOMMyTaTope.

show users accounts

MNMoKasbiBaeT N0KaNbHY0 6a3y faHHbIX NO/b30BaTeNEN U UX NPU-
BUNETNNA.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console>

Bce kKomaHAb! AaHHOTO pasgena AOCTYMNHbI TONbKO 41 NPUBUAETMPOBAHHbIX nonb3oBaTtene.

Tabnnua 188 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aeiicmeue

show accounting

Moka3biBaeT MHOOPMALMIO O HACTPOEHHbIX METoAax BeAeHun
yyeTa (aKkKayHTa).

5.20.2 Npomokon RADIUS

Mpotokon RADIUS ucnonb3yetca ana ayteHTuduKaumm, astopmsaumm m yyeta. Cepsep RADIUS
ucnonb3yet 6asy AaHHbIX NO/b30BATENEN, KOTOpas COLEPKWUT [aHHble MPOBEPKU NOAJMHHOCTU ANA
Takum ob6bpasom, wucnonbzoBaHue npoTtokona RADIUS obecneunBaer
OOMONHUTENIbHYIO 3aWUTY NPU AOCTYMe K pecypcam CeTu, a TaK*Ke Npu AOCTyrne K CaMoMy KOMMYTaTopy.

KaXX4oro nosab3oBaTtenA.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnunua 189 — KomaHabl perkunma rnobanbHOM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type] [vrf
vrf_name]

hostname: (1..158)
CMMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

Job6asnaeT yKasaHHbI cepBep B CNUCOK Mcnoab3yembix RADIUS-
cepBepos.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nmsa RADIUS-cepBepa;

- auth_port — Homep nopTa ANa nepefayn ayTeHTUOUKALMOHHbIX
OaHHbIX;

- acct_port — HoOMep nopTa ANA nepefayun AaHHbIX YYeTa;

- timeout — HTepPBaN OXUAaHNA OTBETA OT CepBepa;

- retries — KONMYeCcTBO NONbITOK Noncka RADIUS-cepsepa;
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encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority

secret_key: (0..128)
CMMBOJI0B;
priority: (0..65535)/0;
type: (login, *igmp-
auth*, coa, dotlx-eapol,
dotlx-mac, all)/all;
vrf_name:(1..32)

- time — Bpems B MUHYTaXx, B Te4eHUe KOTOPOro HeAOCTyMNHbIe cep-
Bepa He byayT onpawmsatbcs RADIUS-KAMeHTOM KoMMyTaTopa;

- secret_key — kntou ana ayteHTUdMKauMM 1 LWNPPOBaHUA BCero
obmeHa aaHHbiMmM RADIUS;

- priority — npuopuTeT ucnonb3osaHua RADIUS-cepsepa (4em Huke
3HayeHue, TeM NPUOpPUTETHEE CepBep);

- type — Tvn ncnonb3osaHna RADIUS-cepsepa;

priority] [usage type] [vrf CMMBO/I0B - encrypted — 3a4aTb KAtoY B 3alLMPpPOBAHHOM BUAE;
vrf_name] - vrf_name — nms BUpTyanbHOW 061aCTM MapLLpyTM3aLuu.
B cnyyae oTcyTcTBMA B KOMaHAe napameTpoB timeout, retries,
time, secret_key pna paHHoro RADIUS-cepBepa wcnonb3ytoTca
3HaYeHWA, HACTPOEHHbIE C NOMOLLIO KOMaHA, YKa3aHHbIX HUXKeE.
no radius-server host YpanaeT yKasaHHbIN cepBep M3 cnmucka ucnonbsyembix RADIUS-
{ipv4-address | ipv6-address | CepBepoB.
hostname} [vrf vrf_name]
[encrypted] radius-server key YcTaHaBAMBAET K/IKOY, UCMO/Ib3YeMblit MO YMOIYAHWUIO, S5 ayTeH-
[key] key: (0..128) TMdMKaumm u wudpoBaHua Bcero obmeHa paHHbimu RADIUS
cMMBON0B/MNO

no radius-server key

YMOHYAHMIO KAtOY —
nycras cTpoka

MeXKIY YCTPOUCTBOM U OKpy»KeHuem RADIUS.
- encrypted —3a4aTb KntoY B 3alWMbpoOBaHHOM BUA,

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YCTaHaBAMBAEGT MHTEPBAN OXWUAAHWUA OTBETA OT CepBepa, UCMo/b-
3yemblli MO0 YMOAYaHMIO.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

Onpeaenaetr KOAMYECTBO MOMbITOK, UCMO/Ib3yeMoe Mo YMOYa-
Huto, noncka RADIUS-cepsepa 13 cnucka cepsepos. pu oTKase
OCYLLLeCTB/IAETCA MOUCK CNeaytoLlero no NpuopuTeTy cepsepa U3
cnucka.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/
0 MmnH

MNo3sonaet onTumunsnposatb Bpems onpoca RADIUS-cepsepos, Ko-
roa HeKoTopble cepBepa HeJOCTYMHbI. YCTaHaBAMBaAET BPeMA B MU-
HyTax, UCMONb3yeMoe Mo YMOJIYaHUIO, B TeYEHME KOTOPOro Heao-
CTyMHble cepBepa He byayT onpawmsaTtbcst RADIUS-KiveHTOM Kom-
myTaTopa.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port |

port-channel group | loopback
loopback_id | vlan vian id} [vrf
vrf_name]

no radius-server host
source-interface [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128) ;
vrf_name:(1..32)
CMMBO/I0B

3apaeT nHTepdeiic yctponcTtaa, IP-agpec KoToporo 6yaer ucnosb-
30BaTbCA MO YMOJIUYAHMIO B KAUYecTBe agpeca MCTOYHMKA nepesaBa-
emoro B coobueHuax npotokona RADIUS.

Ypanaer uHtepdelic yctpoicTsa.

radius-server host
source-interface-ipvé
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /oopback_id | vlan
vlan id}

no radius-server host
source-interface-ipvé

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1...64);
group: (1..128)

3agaeT nHTepdelic ycTpoictsa, IPv6-agpec KoToporo bygert uc-
No/b30BaTbCA MO YMOYAHMIO B KauyecTse agpeca UCTOYHUKA nepe-
AaBaemoro B coobueHnax npotokona RADIUS.

Ypanset untepdelic yctpoicrsa.
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HELTEX

radius-server attributes BkntouaeT oTnpaeKy RADIUS-aTpmnbyTa 8 B access-request nakeTax.
framed-ip-address include-in-
access-req
- - -/oTKAOYEHO
no radius-server attributes Bbikntouaet otnpaBky RADIUS-aTpubyTa 8 B access-request nake-
framed-ip-address include-in- Tax
access-req
radius-server attributes nas- Hactpausaet ¢opmat RADIUS-atpmbyTa 87 B nakeTax access-
port-id include-in-access-req request.
format Mpw onpeaeneHnmn NCNoNb3yoTCa cneaytolme WabnoHbl:
%p — AMHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1 8
ASClI;

%V — naeHTnduratop VLAN B ASCII.

V Ecnun Ha nopTy BKAKOUeH critical-vlan u guest-vlan, To npu
format:(1-32)/anuHHoe BbICTaB/I€HUM KAlo4a %v, B onuuu 87 6yaer nepegaH Ho-
nmsa nopTa mep critical vlan. Ecam Ha nopTy TonbKo guest-vlan, To 6y-
AeT nepeaaH Homep guest-vlian. Mpu oTcyTcTBUM AAHHBIX
HacTpoeK Ha nopty, 6yaeT nepeaaH PVID. laHHOe ycno-
BUA BbINOJIHAETCA NPU NepBoii ayTeHTUdUKaLUK, npu pe-
ayTeHTUdUKauum B 87 onuum byaet nepegaH PVID.

no radius-server attributes YcTaHaBAMBaeT 3Ha4YeHMeE N0 YMONYAHMUIO.

nas-port-id include-in-access-

req

radius-server attributes BKkntouaeT oTnpaeky RADIUS-aTpmnbyTa 6 B access-request nakeTax.
service-type {administrative | - administrative — yctaHoBMTb 3HayeHne 6 RADIUS-aTpunbyTa;
nas-prompt} -/oTKAOYEHO - nas-prompt — yctaHoBUTb 3Ha4YeHue 7 RADIUS-aTpnbyTa.

no radius-server attributes Bbikntoyaet otnpaBky RADIUS-aTpubyTa 6 B access-request nake-
service-type Tax.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabanua 190 — KomaHzabl perkmuma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMmon4aHuro

show radius-servers { status | OTobparkaeT napameTpbl HacTponkn RADIUS-cepsepoB (KomaHaa
key | vrf {vrf_name | all} } ) [AOCTYMNHA TONbKO A8 NPUBUIETMPOBAHHbIX NONb30BaTeNeN).
show radius server {statistics | OTobparkaeT cTaTUCTMKY NpoTokona Radius, nHdopmaumto o nonb-
group | accounting | 3oBaTenax, KoHdpurypaumio RADIUS-cepsepa.
configuration | nas | rejected )
| secret | user}

[pumepbl UCI016308AHUS KOMAHO

YcTaHOBUTb r106abHble 3HAYEHMA A1 NAaPAMETPOB: MHTEPBAJ OXULAHMA OTBETA OT cepBepa — 5 CEeKyHA,
KOQIMYeCcTBO NonbITOK noncka RADIUS-cepsepa — 5, Bpemsa, B Te4EHUE KOTOPOro HeAOCTYMNHbIE CEpBEpa He
6yayT onpawmeaTbcs RADIUS-KnMeHTOM KommyTaTopa — 10 MUHYT, CEeKpeTHbIN Katod — secret. [106aBuTb B
cnmcok RADIUS-cepBep, pacnosioXKeHHbIM Ha y3ne cetn ¢ IP-agpecom 192.168.16.3, nopTt cepBepa and
ayTeHTUPUKaumm — 1645, KonmMyecTBO NONLITOK AOCTyNa K cepeepy — 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645
retransmit 2
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HELTEX

MNMoka3saTb NnapameTpbl HacTponkmn RADIUS-cepBepoB

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.20.3 Npomokon TACACS+

MpoTokon TACACS+ obecneuvBaeT UEHTPA/NM30BaHHYO cucTeMy 6€30MacHOCTM ANA NPOBEpPKM
No/b30BaTesIei, NONYYAIOLWMX AOCTYN K YCTPOMCTBY, NPU 3TOM NOALEPKMBAA COBMeCTUMOCTb ¢ RADIUS u
APYrMMM NpoLLeccamm NpoBepKu noannHHocti. TACACS+ npefocTaBaseT cneaytowme cnyKobbi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpems BXoda B CUCTEMY MO
MMEeHaM Mo/1b30BaTeiIei U ONpeaeeHHbIM NO/b30BATENAMM NAPOSIAM;

— Authorization (aemopu3sayus). ObecneuynBaeTca BO Bpema BXoda B cuctemy. [locne
3aBeplleHnss ceaHca MNPOBEPKM MNOAJMHHOCTM 3aMyCKaeTca CeaHC aBTopu3aummM C
MCMNONb30BaHNEM MPOBEPEHHOr0 MMEHM MNOJIb30BATENA, TaKXKe CEepBEpOM MpoBepAloTcA
NpMBMUAErMM NONb30BATENA.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumu:
console (config) #

Tabnunua 191 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

3HayeHue/3Ha4yeHue ”
KomaHda / Aelicmeue
o ymoa4aHuio

tacacs-server host [ob6asnaeT yKasaHHbI cepBep B CMMCOK Mcnonbdyembix TACACS
{ip_address | hostname} cepBepos.
[single-connection] - ip_address — IP-aapec TACACS-cepBepa;
[port-number port] [timeout - hostname — ceteBoe uma TACACS-cepBepa;
timeout] [key secret_key] - single-connection — B Ka)XAbli MOMEHT BPEMEHW WMETb He

riority priority] [vrf 60/blIe 04HOro coeanHeHna ana obmeHa gaHHbimm ¢ TACACS-cep-
lp vy p Nl hostname: (1..158) A A A A P
vrf_name] BEPOM;

CMMBOJI0B;

encrypted tacacs-server host - port — Homep nopTa ans obmeHa gaHHbiMmu ¢ TACACS-cepsepom;

] ) - timeout — NHTEpBaN OXXWAAHUA OTBETA OT CEpPBEepa;
{/,z.J_address | h?stname} timeout: (1..30) cek; P A peep
[single-connection] - secret_key — knto4 Ana ayTeHTMOMKaLMmM U wndpoBaHms Bcero ob-

. secret_key: (0..128)

[port-number port] [timeout MeHa AaHHbimu TACACS;

) CMMBO/OB; .
timeout] [key secret_key] Fiority: (0..65535)/0; - priority — npuopuTeT ucnonb3oBaHusa TACACS-cepBepa (4em HuKe
[priority priority] [vrf P vrf r\:am;- (1.32) ! 3HayeHue, TeM NPUOPUTETHEE CEPBEP);
vrf_name] _CVIMBO.HO.B. - vrf_name — umsa BupTyanbHoli 061aCTM MapLLIpyTU3aLuu;

- encrypted — 3HaueHue secret_key B 3alunMdppoBaHHOM BUE.

B cnyyae oTcyTcTBMA B KOMaHAe NapameTpos timeout, secret_key
ana aaHHoro TACACS-cepBepa MCNo/Ib3yoTCs 3Ha4YeHUA, HAaCTPOEH-
Hble C NOMOLLbIO KOMAHA, YKa3aHHbIX HUXKe.

port: (0..65535)/49;

no tacacs-server host Yaanset yKasaHHbI cepsep U3 cnucka ncnonbsyembix TACACS-cep-
{ip_address | hostname} BEPOB.
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HELTEX

tacacs-server key key

encrypted tacacs-server key
key

no tacacs-server key

key: (0..128)
CMMBOM0B/NO
YMOYAHUIO KoY —
nycTas CTpoKa

YcTaHaBAMBAET KAKOY, UCMOb3YeMbI MO YMONYaHUIO, ANA ayTeH-
TUOMKALMM M WwndppoBaHna Bcero obmeHa gaHHbimu TACACS
MEXKAY YCTPOUCTBOM U OKpyKeHnem TACACS;

- encrypted — 3HauyeHue secret_key B 3alwundpoBaHHOM BUIE.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

tacacs-server timeout timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTaHaBAMBaeT MHTEPBAN OXMAAHUA OTBETa OT CepBepa, UCNob3y-
emblVi No YMONYaHUIO.

YCTaHOBWUTb 3HAYEeHNE NO YMO/IHaHUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /oopback_id | tunnel
tunnel | vlan vian id | oob} [vrf
vrf_name]

no tacacs-server host
source-interface [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id (1..64);
tunnel (1-16);
group: (1..128);
vrf_name: (1..32)
CMMBO/IOB

3apaeT MHTepdeiic ycTpoicTea, IP-agpec KoToporo byaeTt Mcnonb-
30BaTbCA MO YMO/MAHUIO B KayecTBe agpeca UCTOYHWKa ansa 0b-
meHa coobuieHmamm ¢ TACACS-cepsepom.

Ypanaet uHtepdelic yctponcTsa.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#

Tabnunua 192 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show tacacs [ip_address |

host_name: (1..158)

OTobparkaeT HaCTPOMKY M CTaTUCTUKY ans cepeepa TACACS+.

hostname] [vrf vrf_name] CMMBOJIOB; - ip_address — IP-agpec TACACS+ cepsepa;
vrf_name: (1..32) - hostname — nms cepsepa;
CMMBOOB -vrf_name - uma BUPTYaNbHOM 061aCTN MapLIPYTU3aLLMM.
show tacacs key [vrf vrf_name] vrf_name: (1..32) N
CMBOOB Otobparkaet napameTpbl HacTpoikn TACACS-cepsepoB

5.20.4 lNMpomokon ynpaeneHusa cemoto (SNMP)

SNMP — TexHonorvs, npusBaHHaa obecneuynTb ynpaBaeHME W KOHTPOAb Hag, YCTPOWCTBaMK M
NPUNONKEHNAMM B CETU CBA3M NyTEM obmeHa ynpasasowen uHOOPMaLMENn MeKay areHTamu,
PacnoNOKEHHbIMU Ha CETEBbIX YCTPOMCTBAX, N MEHeAKepPaMm, HaXOAAWMMMCA Ha CTaHUMAX YNPaBAEHMS.
SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAIOWMX CTAaHUMIA N 31EeMEHTOB CeTU (FnaBHble
MaLUMHBbI, LWAO3bl MU MapWpyTU3aTopbl, TEPMUHANbHbIE CEPBEpPbI), KOTOPble COBMECTHO obecneunBatoT
aAMWHUCTPATUBHbIE CBA3M MEXKAY CETEBbIMM YNPABAAOWMMM CTAHUMAMM U CETEBLIMU areHTamm.

KoMmmyTaTopbl NO3BOAAIOT HAacTpouTb paboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHNs YCTPOMCTBOM. YCTPOIMCTBO NoaaepKMBaeT npoTokonbl Bepcuiit SNMPv1, SNMPv2, SNMPv3.
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HELTEX

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (confiqg) #

Tabnunua 193 — KomaHab! perknma rnobanbHoM KoHPUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

snmp-server server

no snmp-server server

Mo ymon4yaHuo
nogAep:kka NpoTokoa
SNMP oTkntoueHa

BkntounTb noaaepky npotokona SNMP.

OTkANtovaeT nogaeprKKky npotokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name] [vrf vrf_name]

encrypted snmp-server
community
encrypted_community

[ro | rw | su]

[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name] [vrf vrf_name]

snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length] [vrf
vrf_name]

encrypted snmp-server
community-group
encrypted_community
group_name [ipv4_address

| ipv6_address | ipv6z_address
[vrf vrf_name]] [mask mask |
prefix prefix_length]

no encrypted snmp-server
community
encrypted_community [ro | rw
| sul] [vrf vrf_name]

no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_address]
[vrf vrf_name]

community: (1..20)
CMMBOJIOB;

encrypted_community:

(1..20) cumBonos;
dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XXX XX
dopmar ipv6z_address:
X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJIOB;
vrf_name:(1..32)
CUMBOOB;
group_name: (1..30)
CMMBOJIOB

YcTaHaBAMBaeT 3HaYeHMe CTPOKM coobuiectBa ANA OOMeHa AaH-
HbIMMK NO NpoToKoay SNMP.

- community — cTpoKa coobluecTsa (naposb) Ans fAocTyna no npoTo-
kony SNMP;

- encrypted — 334aTb CTPOKY coobluecTBa B 3alMPPOBAHHOM BUAE;
- 10 — AOCTYN TONbKO AN1A YTEHUS;

- TW — JOCTYN A8 YTEHUA U 3amnncu;

- SU — A,0CTyN aAMUHUCTPATOPA;

- view_name —onpegenseTt umsa ansa npasunaa obospenuns SNMP, Ko-
TOpOe AONMKHO ObITb NpeABapUTENbHO ONpeaeNieHo C MOMOLLbIO KO-
MaHgbl snmp-server view. Onpezenser 06beKTbl, 4OCTYMHble CO06-
LecTBy;

- ipv4_address, ipv6_address, ipv6z_address — IP-appec ycTpoicTBa;
- mask — macka agpeca IPv4, koTopas onpegenset, Kakue 6UTbl aa-
peca UCTOYHMKA NaKeTa CPaBHMBAOTCA € 3a4aHHbIM IP-agpecom;

- prefix_length —uncno 6uT, KOTOpble cocTasAloT npedukc IPva-as-
peca;

-vrf_name — nmA BUPTYyasibHOM 061aCTM MapLIpyTM3aLnK;

- group_name — onpeaenseT UMA rpynnbl, KOTOpoe AO0/KHO BbiTb
npeagsapuTesibHO ONpeaeseHo C MOMOLLLbI0O KOMaHAabl snmp-server
group. OnpepenseTt 06beKTbI, 4OCTYNHblE CO0bLLECTBY.

YpanaeT 3Ha4yeHue CTPOKM coobliecTBa Ana o6MeHa AaHHbIMU Mo
npotokony SNMP.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJIOB

Cospaet unn pefaktTupyet npasuno obospeHus ana SNMP — paspe-
Lwatoliee npasuao, IMHO orpaHMymMBaloLLee cepsepy-obospesaTento
poctyn K OID.

- OID — vaeHTnduKaTop obbekTa MIB, NnpeacTaBneHHbIM B BUAE ae-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOXeT BKAtoYaTb B cebs 3ape-
3epBMpOBaHHbIe CN0Ba, Hanpumep: system, dod). C nomoLLbto cum-
BoMa * MOXKHO 0603HaUYNTL cemelcTBo noaaepesbes: 1.3.%.2);

- include — OID BKatoyeHa B NpaBuao gaa 0603peBaHus;

- exclude — OID uckntoyeHa u3 npasuaa ana obospesaHus.

Ypansaer npasuno obospeHna ans SNMP.
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HELTEX

encrypted snmp-server user
username group_name {v3 |
remote host v3 [encrypted]
[auth {md5 | sha} auth-
password] } [ vrf vrf_name]

no snmp-server user username
[remote engineid-string] [ vrf
vrf_name]

username: (1..20)
CMMBONOB
groupname: (1..30)
CMMBO/IOB
engineid-string: (5..32)
CMMBONOB
password: (1..32)
cMmBoONa
md5:

16 nnun 32 6ant
sha:

20 nnm 36
6anT
dopmat
IPv4: A.B.C.D
IPV6: X:X:X:X:i:X
IPv6z:
X:X:X:X::X%<ID>;
vrf_name: (1..32)

Cozpaet SNMPv3- nonb3oBatens.

- username — UMA NO/b30BaTENSA;

- groupname — UMA rpynnbl;

- engineid-string — naeHTudukaTtop yganeHHoro SNMP-ycTpolicTsa,
KOTOPOMY M0/1b30BaTe b MPUHALENKMNT;

- auth—password — naponb paa ayTeHTUGUMKaUMKM U reHepaumm
K/toYa;

- md5 — kntoy md5;

- sha — kntou sha;

- host — IP-agpec/ nms xocTa;

-vrf_name — nma 061acTv BUPTyanbHOM MapLIpyTM3aLUu.

Ypanaetr SNMP-v3-nonb3oBartens.

snmp-server group
group_name {vl1 | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {vl1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBOJIOB;
notify_view: (1..32)
CMMBOJIOB;
read_view: (1..32)

CMMBOIOB; Write_view:

(1..32) cumBonos

Cozpgaet SNMP-rpynny unm tabnmuy cootsetcteuin SNMP-nonb3osa-
Teneu u npasmn 06o3peHnii SNMP.

-vl,v2,v3-SNMP vl, v2, v3 moaenb 6e3onacHocTy;

- noauth, auth, priv — Tun ayteHTUdUKaunn, Ncnonbayemblin NPoTo-
konom SNMP v3 (noauth — 6e3 ayteHTMdUMKaumu, auth — ayteHTUDU-
Kauusa 6e3 WwudposaHus, priv — ayteHTUdUKaUmaA ¢ undposaHuem);
- notify_view — uma npasuna 0603peHUsA, KOTOPOMY paspeLleHo
onpeaenatb coobuweHna SNMP-areHTa — inform u trap;

- read_view — umMA npaBuna ob03peHus, KOTOPOMY paspelleHo
TOJIbKO UTeHune coaepkmmoro SNMP-areHTa KOMMyTaTOpPa;

- write_view —umsa npaBuia 0603peHUs, KOTOPOMY pa3peLleHO BBO-
ANTb AaHHble U KOHUTrypuposaTb cogeprkumoe SNMP-areHTa Kom-
myTaTopa.

Yaanaet SNMP-rpynny.

snmp-server user user_name
group_name {v1 | v2c | v3
{ip_address | host} [ vrf
vrf_name]}

no snmp-server user
user_name {v1 | v2c | v3
remote {ip_address | host}
[ *vrf vrf_name] }

user_name: (1..20)
CMMBOJIOB;
group_name: (1..30)
CMMBOIOB;
vrf-name: (1..32)
CYMBO/10B

Cospaet SNMPv3-nonb3osarens.

- user_name — VMs NONb30BaTeNS;

- group_name — MA rpynnbl;

- vrf_name — uma 061acTv BUPTyanbHOW MapLIpyTU3aL MK,

Ypanaetr SNMPv3-nonb3osartens.

snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CMMBOJI0B

Co3paet unu pepaktupyet npasuao SNMP-bunbtpa, KoTopoe nos-
BosiAeT ¢uabTpoBaTb inform u trap-cooblieHns, nepepasaemble
SNMP-cepBepy.

- filter_name — uma SNMP-¢unbTpa;

- OID — npeHTudunKaTop obbekTa MIB, NpescTaBNeHHbIN B BUAE Ae-
peBa ASN.1 (cTpoka Buaa 1.3.6.2.4, moXKeT BKAtoYaTb B ceba 3ape-
3epBUPOBaHHble €N10Ba, Hanpumep: system, dod. C nomoLblo cum-
Bo/Ma * MOXKHO 0603HaUYNTbL CEMENCTBO noaaepesbes: 1.3.%.2);

- include — OID BKAtoyeHa B NpaBuao GUAbTPaLUK;

- exclude — OID uckAtoYeHa 13 Npasnaa GUAbLTPaALNUN.

Yaanset npasuno SNMP-punbTpa.
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HELTEX

snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries] [vrf
vrf_name]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[vrf vrf_name]

hostname: (1..158)
CUMBOJI0B;
community: (1..20)
CMMBO/IOB;
username: (1..20)
CUMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CMMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
CMMBO/IOB

OnpegfenseT HaCTPOMKKN ANAa nepesayn coobLieHUt yBeaoMAeHUA
inform u trap SNMP-cepsepy.

- community — cTpoka coobuwectsa SNMPv1/2c ansa nepegauv coob-
LLEeHN yBeAOMEHUS;

- username — nmsaA nonbsosatens SNMPv3 ans ayteHTUdUKauuu;

- version — onpegenat TMn coobueHunit trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKka3sbIBaeT No4/IMHHOCTb NakeTa 6e3 WndposaHus;

- noauth — He yKasblBaeT NOA/IMHHOCTb NAKETa;

- priv — yKasblBaeT NOA/IMHHOCTb NakeTa ¢ WudpoBaHMEM;

- port — UDP-nopt SNMP-cepsepa;

- seconds — nepuog, OXXnaaHNA NOATBEPKAEHUI Nepes, NOBTOPHOM
nepegayeli coobueHuii inform;

- retries — KOAMYECTBO NOMbITOK Nepegaun coobweHunit inform, npu
OTCYTCTBMM UX MOATBEPKAEHUSA;

-vrf_name — nma 06nacT BUPTyanbHOM MapLIpyTM3aLUm.

Ypanser HacTpoOWMKW ANa nepefayn CcooblueHuld yBeAoM/IEHUA
inform u trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBOJI0B

CospgaeT ngeHtTuomKatop nokanbHoro SNMP-ycTpoiictea — enginelD.
- engineid_string — umsa SNMP-ycTpoiicTsa;

- default — npu ncnonb3oBaHMM AaHHOM HacTpoliku engine ID byaet
aBTOMAaTUYeCKM co3A4aH Ha ocHoBe MAC-aapeca ycTpoicTBa.

Ypanset naeHTudunKaTop nokanbHoro SNMP-ycTpolictea — engine ID

snmp-server source-interface
{traps | informs} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | vlan
vlan id}

[ vrf vrf_name ]

no snmp-server
source-interface [traps |
informs] [ vrf vrf_name ]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vrf_name: (1..32)
C“MBO/I0B

3apaeT uHTepdelic yctponcTaa, IP-agpec koToporo byaeT ucnosb3o-
BaTbCA MO YMO/IYAHUIO B KayecTBe afpeca UCTOYHWMKA anA obmeHa
coobueHuamm c SNMP-cepsepom.

- vrf_name — nma 061acTv BUPTyanbHOW MapLIpyTU3aLmu.

Ypanset untepdelic ycTpoicrsa.

snmp-server
source-interface-ipv6 {traps |
informs} { tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | vlan
vilan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128)

AHanornyHo ans IPve.

Ypanser untepdelic yctpoicrsa.

snmp-server engineid remote
{ipv4_address | ipv6_address |

hostname: (1..158)

Co3paeT uaeHTudmKaTop yaanesHoro SNMP-ycTpoiictBa — engine
ID.

no snmp-server enable traps

hostname} engineid_string . C_ZMBtOFOB_" 5 32 - engineid_string —vaeHtndukatop SNMP-ycTpolicTsa;
[ vrf vrf_name] engmi'w\—;;nog‘;_( -32) | . vrf_name — vms 061acTu BUPTYaNbHON MapLIpyTU3aLmm.
no snmp-server enginelD vrf-name: (1 '32) Yaansaet naeHtuoukatop yaaneHHoro SNMP-ycTpoictBa — engine
remote {ipv4_address | CVIMB(;HO.B. ID.
ipv6_address | hostname}
snmp-server enable traps / BkntoyaeT noaaepKky SNMP trap-coobueHuit.
-/BKNIOYEHO

OTkntoyaeT noaaepxKy SNMP trap-coobueHuni.
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HELTEX

snmp-server enable traps ospf

BkntouaeT oTnpasKy SNMP trap-coobuweHnin npotokona OSPF.

no snmp-server enable traps -/BKNtO4EHO OTkAtoYaeT oTnpasky SNMP trap-coobLeHuii.
ospf
snmp-server enable traps ipvé BkntouaeT otnpasky SNMP trap-coobuweHunin npotokona OSPF (IPv6).
ospf
-/BKAOYEHO —
no snmp-server enable traps OTkntoyaeT otTnpaBky SNMP trap-coobuieHnin.
ipv6 ospf
snmp-server enable traps erps BksitouaeT otnpaBky SNMP trap-coobuieHuii npotokona ERPS.
no snmp-server enable traps -/BKAIOUEHO OtkntoyaeT otnpasky SNMP trap-coobuieHnii npotokona ERPS.
erps
snmp-server enable traps vrrp BkntouaeT oTnpaBKy SNMP trap-coobuweHnin 06 ownbKkax VRRP:
errors - ttl-error — owwn6Ka TTL B 3aron0BKe NakeTa;
- version-error — HecooTseTcTBMe Bepcun VRRP B npuHATOM
aHOHCe;
-/BKAIOYEHO
- checksum-error — owmn6bKa checksum B 3aros0BKe NakeTa;
- virtual-router-id-error — ownb6Ka virtual-router-id.
no snmp-server enable traps OTkntounTb 0TNPaBKy SNMP trap-coobuweHunit VRRP.
VITp errors
snmp-server trap PaspewaeT nepenasaTb coobLeHns trap-cepBepy, KOTOPbIW He Npo-
authentication wen ayteHTUdMKaumo.
-/paspelueHo

no snmp-server trap
authentication

3anpewaeT nepegasaTtbh CO0bLLEHUNSA trap-cepBepy, KOTOPbIN He Npo-
Wwen ayTeHTUDUKaumio.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBonos

Onpegenset KOHTaKTHY MHGOPMALMIO YCTPOMCTBA.

Yaanser KOHTaKTHY MHOPMaLMIO YyCTPOKCTBa.

snmp-server location text

no snmp-server location

text: (1..160) cumBonos

Onpegenset MHGOPMALMIO O MECTOMOONKEHUN YCTPOWCTBA.

Ypanaetr HGopMaLMio O MeCTONONOKEHNUM YCTPOMCTBA.

snmp-server set
variable_name namel valuel
[name2 value2 [...]]

variable_name, name,
value Ao/KHbI
3aJaBaTbCA B
COOTBETCTBUM CO

Mo3BoNAET YCTAaHOBUTb 3HAYEHUNA NepeMeHHbIX B 6ase gaHHbIx MIB
KOMMyTaTopa.

- variable_name — nma nepemeHHOM;

- name, value — napbl COOTBETCTBUI UMSA — 3HAYEHME.

cneuunounkaumen

snmp-server enable traps BksitovaeT otnpasky SNMP trap-coobuieHnii no cobbitmam login/
authentication logout/reject.

-/BKNKOYEHO "
no snmp-server enable traps OTkntovaeT otnpasky SNMP trap-coobuieHnin.
authentication
snmp-server enable traps BkntounTb otnpasky SNMP trap-coobLuieHnii npu fOCTUKEHUM Npe-
dhcp-snooping limit clients AeNbHOro KonyecTsa NogKAtouYeHHbix DHCP-KiveHTOoB.

-/OTKNIO4EHO

no snmp-server enable traps
dhcp-snooping limit clients

OTKNtounUTL 0TNPaBKy SNMP trap-coobueHuii.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnunua 194 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue
Mo ymon4YaHuro

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKAtOYEHO

BkntoyaeT otnpasky SNMP trap-coobLieHnit Npu M3mMeHeHumn co-
CTOAAHWA HacTpPanBaemoro nopTa.

BbikntoyaeT otnpaBky SNMP trap-coobueHunii npu usmeHeHun co-
CTOAHUA HaCTPaMBaeMoro nopra.

KomaHOwbi pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTpoKK perkmma Privileged EXEC:

console (config) #
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HELTEX

Tabnunua 195 — KomaHabl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show snmp [vrf vrf_name | all]

vrf_name: (1..32)
CMMBOJI0B

MokasbiBaeT HacTporikn SNMP.
-vrf_name — umaA BUPTyanbHOM 061acTU MapLIpyTU3aLMK.

show snmp enginelD

MokasbiBaeT mMaeHTUOUKATOp nokanbHoro SNMP-ycTpoictBa —
enginelD.

show snmp views [view_name]

view_name: (1..30)
CUMBOJI0B

MokasbiBaeT npasuia 0603peHna SNMP.

show snmp groups

group_name: (1..30)

Moka3sbisaetr SNMP-rpynnbi.

[group_name] CMMBO/OB

show snmp filters [filter_name] filter_name: (1..30) Moka3sbiBaeT SNMP-puabTpbI.
CUMBOJI0B

show snmp users [user_name] user_name: (1..30) Moka3sbiBaeT SNMP-nonb3osaTenei.
CUMBOJI0B

5.20.5 Mpomokon yoanéHHo20 MoHUmopuHaa cemu (RMON)

MpoTokon MmoHuTopuHra cetn (RMON) sBnsetca paclumpeHnem npotokona SNMP, nossonas
npeaocTaBuTb 6onee LWMPOKME BO3MOXKHOCTM KOHTpoAA ceTeBoro Tpaduka. Otamune RMON ot SNMP
COCTOMT B XapakTepe cobupaemoit MHbOpmaumu — AaHHble cobupaemble RMON B nepsyto ouyepegb
XapaKTepusyloT TpaduK MexKay y3namu cetn. UHpopmauma, cobpaHHaa areHTom, nepenaeTcs B
NPUNOXKEHWE YNPABIEHUA CETbIO.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 196 — KomaHabl pexknma rnobanbHoON KOHPUrypawmm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CMMBO/IOB;
desc_text: (0..127)
CUMBOJIOB;
name: cTpokKa

HacTpaunsaeT cobbiTMA, MCNob3yemble B CUCTEME YANEHHOTO MO-
HUTOPWHra.

- index — nHAEKc cobbITuA;

- type — TUN yBEAOMIEHUA, TEHEPUPYEMOTO YCTPOMNCTBOM NO 3TOMY
cobbITHIO:

none — He reHepMpoBaTb YBEAOMIEHUA,

log — reHepupoBaTb 3anuchb B Tabauue,

trap — otcbinate SNMP trap,

log-trap — reHepunpoBaTb 3anuck B Tabanue u otcblnate SNMP trap;
- com_text — cTpoka coobuwectsa SNMP ana nepecbinku trap;

- desc_text — onuncaHue cobbITUsA;

- name — umsa co3patens cobbiTus.

Ypanaet cobbiTe, UCNONb3yemMoe B CUCTEME YAaIeHHOTO MOHUTO-
puvHra.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

index: (1..65535);
mib_object_id:
KoppekTHbIn OID;
interval: (1..2147483647)
ceK;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);

HacTpaunsaeT ycnosua BblgauM aBapuiiHbIX CUTHANOB.

- index — nHAEKC aBapUMHOro cobbITUSA;

- mib_object_id — vaeHTUPUKATOp NepemMeHHON YacTu 0b6beKTa
OID;

- interval — nHTepBan, B Te4eHME KOTOPOro AaHHble oTbMpatoTcs 1
CPaBHMBAOTCA C BOCXOAALLEN WU HUCXOAALLEN rPaHMLaMU;

- rthreshold — BocxoaAwan rpaHMLa;

- fthreshold — HUCXoaAWan rpaHULa;

- revent — uHAeKc cobbITUA, KOTOPOE UCNONb3YETCA NpU Nepeceye-
HUW BOCXOAALLEN TPaHULLbI;
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HELTEX

no rmon alarm index

fevent: (0..65535);
type: (absolute,
delta)/absolute;

startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoKa

- fevent — nHpEeKc cobbITUA, KOTOPOE UCMO/Ib3YETCA NPU Nepeceye-
HUW HUCXOAALLEN rPaHULbI;

- type — meTog, 0T60pa YKa3aHHbIX NepemMeHHbIX 1 NoacyeTa 3Haye-
HUWA ON1A CPABHEHMA C rPaHULLAMMU:

Metog absolute — abcontoTHoe 3HaYeHMe BbIbBpPaHHONW MepemeH-
HOM ByAeT cpaBHEHO C rpaHULLEN Ha KOHLE UCCNeayemoro uHTep-
Bana;

MeTopg, delta — 3HaueHMe BbIbpaHHOI NepemeHHON Npu nocnes-
Hem oTbope b6yAeT BbIUTEHO U3 TEKYLLErO 3HAYEHUA U pasHuua by-
OeT CpaBHEHA C FpaHMLAMM (pasHMLA MeXay 3HaYeHWAMU nepe-
MEHHOW B KOHLLE 1 B HayaNe KOHTPO/IbHOIO UHTEPBana);

- startup — MHCTPYKUMA ANA reHepauun cobbITUii Ha NEPBOM KOH-
TPONbHOM MHTepBase. OnpeaenseT Npasuaa reHepauun aBapuii-
HbIX COBbITUI ANA NEPBOrO KOHTPO/IbHOTO MHTEpBana NyTem cpas-
HeHWs oTobpaHHOW NepemeHHOW C oaHoW, N1Mbo obenmu rpaHn-
Lamu:

- rising — reHepupoBaTb eAUHNYHOE aBapuiiHoe cobbiThe NO BOCXO-
OAWen rpaHnLe, eciv 3HayeHne oTobpaHHOM NepemeHHOM Ha nep-
BOM KOHTPO/IbHOM UHTEpBasie 60/blie NMH60 PaBHO 3TOM rPaHuLLE;
- falling — reHepupoBaTb egMHUYHOE aBapuinHoe cobbiThe No HUC-
XO4ALLeN rpaHuLe, ecan 3HaYeHne oTobpaHHOM NepeMeHHOoM Ha
NepBOM KOHTPOJIbHOM MHTEpBasie MeHblle MO0 paBHO 3TOM rpa-
HULE;

- rising-falling — reHepupoBaTb eguHNYHOE aBapMitHOe cobbiThe No
BOCXOAALWEN U/UAN HUCXOAALWEN rpaHULLe, eCciv 3HauYeHue OTo-
6paHHOM nepemeHHOM Ha NEepBOM KOHTPOJIbHOM UWHTepBasne
6o/ble MMBO paBHO BOCXoAALlel rpaHuLe u/uam meHbuie, aM6o
paBHO HUCXOAALLEN rPaHULLE;

- owner — Ums co3aaTesia aBapuUnMHoro cobbiTus.

Ypanaer ycnosue Bblgaun aBapuUiiHbIX COObITUIA.

rmon table-size {history
hist_entries | log
log_entries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3aZaeT MaKcMmasbHbI pasmep RMON-Tabauy,
- history — makcMmanbHoOe KoM4YecTBo CTPOK B Tabauvue uctopum;
- log — maKcmanbHOE KOAMYecTBO CTPOK B TabauLe 3anucei.
3HauyeHue BCTYNUT B CMY TONIbKO Mocne nepesarpysku
H ycTpoicTBa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicog) Ethernet, uHmep-

¢elica 2pynnbl Mopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if)#

Tabnnua 197 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet, rpynnel nHTepdelicos

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval interval]

no rmon collection stats index

index: (1..65535);
name: (0..160)
CMMBO/I0B;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

BkntoyaeT dopmMpoBaHMe UCTOPUM MO rPpynnam CTaTUCTUKKU ANA
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — UHZEKC Tpebyemol rpynnbl CTaTUCTUKK;

- name — BnageneL, rpynnbl CTaTUCTUKMY;

- bucket_num — 3Ha4YeHuWe, accoLMMpPyEMOe C KONMYECTBOM AYeeK
AnA cbopa UCTopmmM No rpynne CTaTUCTUKK;

- interval — nepvog onpoca ans GopMUpPOBaAHUA UCTOPUU.

BbikntoyaeT popmumpoBaHMe UCTOPUM MO FPYMNNam CTaTUCTUKN A
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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HELTEX

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 198 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show rmon statistics {
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

MoKasbiBaeT cTaTUCTUKY MHTepdeica Ethernet anbo rpynnbl nop-
TOB, UCNONb3YEMYIO /19 YAANEHHOTO MOHUTOPUHTA.

OTo6parkaeT MHPOpPMaLMIO NO 3anpalinBaemMbimM rpynnam cratu-
CTUKM.

show rmon history index
{throughput | errors | other}
[period period]

index: (1..65535);
period:
(1..2147483647) cek

MokasbiBaeT uctoputo Ethernet cratuctnkn RMON.

- index — 3anpoLleHHas rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT CYETYMKM NPOU3BOAUTENBHOCTU (MpO-
NycKHOM cnocobHocTu);

- @rrors — NOKa3blBaeT CHETYUKU OUJVI6OK;

- other — NoKasbIBaeT cyeT4MKM 06PLIBOB U KONU3NNA;

- period — NOKa3blBaeT UCTOPUIO 33 3aNpPOLLEHHbIW Mepuos Bpe-
MEHM.

show rmon alarm-table

MoKasbiBaeT cBOAHYO Tabanuy aBapUnHbIX COBbITUNA.

show rmon alarm index

index: (1..65535)

MokKa3blBaeT KOHGUIypaLMIO HACTPONKMN aBapPUMHBIX COBLITUIA.
-index — UHAEKC aBapuMHOro cobbITus.

show rmon events

Moka3sblBaeT TabauLy cobbITUA yaaneHHOro MoHMTopmnHra RMON.

show rmon log [index]

index: (0..65535)

MokasbiBaeT Tabanuy 3anmceit yaaneHHOro MoHuTopuHra RMON.
- index — nHAEKC cobbITUA.

[pumepsi 8biM0AHEHUS KOMAHO

MoKa3aTtb ctaTucTUKy 10 nHTepdeiica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10
Dropped: 8
Octets:
Broadcast:
CRC Align
Undersize Pkts:
Fragments:

64 Octets:

878128 Packets:
7 Multicast: 1
Errors:

512 to 1023 Octets:

978

0 Collisions: O
0 Oversize Pkts: 0
0 Jabbers: O

98 65 to 127 Octets: 0
128 to 255 Octets:

0 256 to 511 Octets: O

491 1024 to 1518 Octets:

389

Tabnnuya 199 — OnucaHune pesynbTaToB
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HELTEX

Mapamemp OnucaHue

Dropped Konunuectso 3ageTeKTMPOBaHHbIX COBbITUI, KOraa nakeTbl 6b11M OTOPOLLEHDI.

Octets Konnuectso 6aiT aaHHbIX (BKAtOYas BaiTbl NIOXMX NAKETOB), NPUHATbLIX U3 CETU (MCKAKOYan
¢dpeitmoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOBHOM CYMMbl).

Packets KonmuecTBo NpUHATLIX NAKETOB (BK/IOYas NAOXMeE, LIMPOKOBELLATEIbHbIE U MHOTOA4PEeCHbIe
nakeTbl).

Broadcast Konmuectso NPUHATBHIX LIMPOKOBELLATE/IbHbIX MAaKETOB (TO/IbKO KOPPEKTHbIE MAKETbI).

Multicast KomuecTBo NPUHATLIX MHOTOaApECHbIX MAKETOB (TONIbKO KOPPEKTHbIE MaKeTbl).

CRC Align Errors

Konnuyectso NpMHATLIX NaKeToB AJIMHOM OT 64 A0 1518 6aliT BKAOUNTENIBHO, UMEIOLLMX He-
BEPHYIO KOHTPO/IbHYIO CYMMY IMB0 C LesibiM YUCOM 6anT (OLWMBKKN NPOBEPKU KOHTPOJIbHOM
cymmbl — FCS), nnbo ¢ HeuenbiMm ynciom 6anT (ownbKM BbipaBHMBaHUA — Alignment).

Collisions

OueHKa KonnyecTsa Konansnn Ha agaHHom Ethernet-cermenTe.

Undersize Pkts

Konnyectso NpUHATLIX NaKeTOB ANMHOM MeHblle 64 6aiT (Mckatodas dpelimoBble 6UTHI, HO
BK/tOYAA 6UTbl KOHTPO/IbHOM CYMMbI), HO B OCTa/IbHOM NPaBUAbHO CHOPMUPOBAHHDIX.

Oversize Pkts

Konnyectso NpuHATLIX NakeToB AanMHON 6osblie 1518 6aiT (Mckaouas dpelrimosble 6UTHI,
HO BK/ItOYas BUTbI KOHTPOJIbHOWM CYMMbl), HO B OCTa/IbHOM NPaBU/IbHO CPOPMUPOBAHHBIX.

Fragments

Konnyectso NpUHATLIX NaKeTOB ANMHON MeHblle 64 6aiT (Mckatovas dpelrimoBble 6UTHI, HO
BK/1t0YAA 6UTbl KOHTPOJ/ILHON CYMMbI), UMEIOLLIMX HEBEPHYIO KOHTPO/IbHYIO cyMmmMy nbo C Le-
NbIM YMcnom 6aiT (oWMBKM NPOBEPKU KOHTPOJIbHOM cyMmbl — FCS), nnb0 C HeLenbim Ynciom
6alT (owmnbKM BbipaBHUBaHUA — Alignment).

Jabbers

Konunyectso NpuHATLIX NakeToB AanHON 6osbwe 1518 6aiT (Mckntoyas dpelimoBble 6UTHI,
HO BK/tOYaA BUTbl KOHTPONLHOW CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPO/IbHYIO CYMMY NMBO C
ueibiM ynciom 6ainT (oWmMbKM NpoBEpPKU KOHTPOAbHOM cyMmbl — FCS), b0 ¢ Heuenbim Ymc-
nom 6aiT (oWmnbKM BbipaBHMBaHMA — Alignment).

64 Octet

KonnuectBo NpuHATLIX NaKeToB (BK/AKOYas Mioxue NakeTbl) gAunHOW 64 6aliTa (MCKAoYas
¢dpetmoBble 6UTbI, HO BKtOYAA BUTbI KOHTPOJIbHOM CYMMBblI).

65 to 127 Octets

Konnyectso NpuMHATLIX NaKeTOB (BK/OYaA NAoXMe NakeTbl) AMHOM OT 65 A0 127 6aiT BKtO-
ynTenbHo (McKNoYan dperimoBble BUTbI, HO BKAOYAA BUTbI KOHTPObHOW CYMMbl).

128 to 255 Octets

KonmuecTBo NpMHATBLIX MaKeToB (BK/IOYan Naoxue nakeTbl) 4ANHOM OT 128 Ao 255 6aiT BKAtO-
YUTeNbHO (UCKNoYas GpperimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOALHON CyMMbl).

256 to 511 Octets

Konnuectso NpMHATBLIX NaKeToB (BKAOYAsA NN0OXMeE NaKeTbl) 4NNHOM OT 256 Ao 511 6alAT BKAtO-
YnTENbHO (UCKNtoYas dppelimoBble BUTbI, HO BKtOYAA BUTbI KOHTPOALHON CyMMbl).

512 to 1023 Octets

KonnuecTBo NpUHATLIX NaKeToB (BKAlOYaA Naoxue nakeTbl) AavHOM oT 512 go 1023 6aiT
BKNIOYMTE/IbHO (MCKNtoYan dpeinmoBble BUTbI, HO BKOYAs BUTbI KOHTPOJIbHOM CYyMMbl).

1024 to 1518 Octets

Konnyectso NpuHATLIX NAKeToB (BKAtOYasA Nioxue nakeTbl) gnnHok ot 1024 go 1518 6ait
BK/IIOYMTENBLHO (MCKAtoYasa pperimoBble BUTbI, HO BK/OYan BUTbl KOHTPO/IbHOM CYMMbl).

MokasaTb MHGOPMaLMIO NO rpynnam CTaTUCTUKK Ana nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples Owner
1 te0/8 300 50 50 Eltex
Tabanuya 200 — OnucaHune pesynbTaToB
Mapamemp OnucaHue

Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMI 3annChb.

Interface Ethernet-uHTtepdeic, Ha KOTOpOM 3anyLLeH onpoc.

Interval MHTepBan B CEKYHAAX MeXKAY ONpOCamMM.

Ethernet-xommymamopei cepuii MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES3500i-10P, MES3500I-8P8F, MES35001-24F, MES5312, 273

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

Requested Samples

3anpoleHHoe KOIMYeCTBO OTCYETOB, KOTOPOE MOMKeT 6bITb COXpaHeHo.

Granted Samples

Pa3spelweHHoe (ocTaBLIeeca) KOIMYECTBO OTCHETOB, KOTOPOE MOKET BbITb COXPaHeEHO.

Owner

Bnageneu, AaHHOM 3anucu.

MoKasaTb CYETYMKM NPOMNYCKHOM CMNOCOBHOCTUN ANA FPyMMbl CTAaTUCTUKN 1:

console# show rmon history 1 throughput

Time

Sample set: Owner: MES
Interface: tel/0/1 Interval: 1800
Requested samples: 50 Granted samples: 50

Maximum table size: 100

oo

Octets Packets Broadcast Multicast

Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%

Tabnunua 201 — OnucaHune pesynbTaToB

Mapamemp

OnucaHue

Time

[aTa 1 BpemaA co3gaHma 3anmcu.

Octets

KonmyectBo 6aiiT gaHHbIX (BKAOYan 6aliTbl NJIOXMX NAaKETOB) NPUHATLIX U3 CETU (UCKAOYas
dperimoBble 6UTbI, HO BKOYAA BUTbI KOHTPOIbHOM CYMMbI).

Packets

KonnyecTso NpMHATLIX NaKeTOB (BKAKOYan NI0XME NaKeTbl) B TeyeHMe nepunoga Gpopmmpo-
BaHMA 3anucu.

Broadcast

Konnyectso NpuMHATLIX XOPOLUIMX NAKETOB B TeYeHWe nepuoaa ¢OpMMpOBaHMﬂ 3anuncu
HanpaB/1IeHHbIX Ha WWNPOKOBELWaTe/ibHble aapeca.

Multicast

Konnyectso NPUHATbLIX XOPOLWUX NAKETOB B Te4YeHUe nepuoaa d)OpMVIpOBaHMﬂ 3anumcu
Hanpas/1IeHHbIX Ha MHOroaapecHble aapeca.

Utilization

OueHKa cpeaHeit NponycKHOM cnocobHOCTU GU3NYECKOro YPOBHA Ha laHHOM UHTepdeiice
B TeyeHue nepmosa dopmmnpoBaHus 3anucu. MponyckHas cnocobHOCTb OLEeHMBaETCA Be-
JIMYNHOM [0 TbICAYHOM NPOLEHTa.

CRC Align

Ko/iMyecTBo NpUHATLIX B TeYeHne nepmnoa GopmMmmMpoBaHMa 3anNncy NakeTos AANHOM oT 64
40 1518 6aiT BKAKOUMTENBHO, MMEIOLWMX HEBEPHYHO KOHTPOJIbHYIO CyMMY NGO C Lenbim
ynciom 6anT (OWKMBKM NPOBEPKU KOHTPOAbHOM cymmbl — FCS), nnbo c Heuenbim Ynciom
6ainT (oWKM6KK BbipaBHMBaAHMA — Alignment).

Collisions

OueHKa KoanyecTsa KoNAn3uiA Ha aaHHoM Ethernet cermeHTe B TeueHue nepuoaa ¢op-
MMPOBaHUA 3anncu.

Undersize Pkts

Konnyectso npuHATLIX B TedeHue nepuoga GOPMMPOBAHMA 3anuCcK MaKeToB ANMHOMN
MeHbLle 64 6aiT (UckntoYan dpermoBble BUTbI, HO BKAKOYas BUTbI KOHTPOJIbHOW CYMMbl),
HO B OCTa/IbHOM MNPaBUIbHO CHOPMMUPOBAHHDIX.

Oversize Pkts

KonnyectBo NpuHATLIX B TeyeHue nepuoga GOpPMUPOBAHMA 3aMUCK MaKeTOB AJIMHOW
6onbwe 1518 6aiT (McKkaoyaa ¢peirmoBble BUTbl, HO BKAOYAA OUTbI KOHTPOJbHOM
CYMMbI), HO B OCTa/lbHOM NPaBUIbHO CHOPMUPOBAHHDIX.

Fragments

KonMyectBo MpUHATLIX B TedeHue nepuosa GpopmMpOoBaHMA 3anucu MaKeToB ANMHOM
MeHblle 64 6aiT (MckNoYan ppernmoBblie BUTbI, HO BKAOYAA BUTbI KOHTPOLHOW CYMMbl),
MMEIOLNX HEBEPHYHO KOHTPOJ/IbHYIO CYMMY NGO C uenbiMm Ymuciom 6aunT (owmbku npo-
BEPKM KOHTPOIbHOM cymmbl — FCS), nnbo ¢ HeuenbiM Ynciom 6anT (owmbKM BbipaBHUBA-
Hua — Alignment).

274 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

Konuuectso npuHATLIX B TeyeHue nepuoga GOPMUPOBAHWUA 3aMUCU MaAKeTOB AJIMHOM
6onblwe 1518 6aiT (UcKnioyas ¢perimoBble BUTbI, HO BKAOYAs OUTbI KOHTPOJbHOW

nepuoaa GopmMmMpoBaHMna 3anucu.

Jabbers CYMMbl), UMEIOLMX HEBEPHYIO KOHTPOJIbHYIO CYMMY IMB0 C LiesibiM Yncnom 6ainT (ownbku
NPOBEPKM KOHTPOAbHOM cymmbl — FCS), 1Mbo ¢ Heuwenbim yncnom 6aT (owmMbKM Bbipas-
HuBaHuA — Alignment).

Dropped KonnyecTBo 3a4,eTEKTUPOBaHHbIX CODbITUI, KOoraa nakeTbl 6bin OTOPOLIEHbI B TeYeHUe

nOKa3aTbCBOAHYK)Ta6ﬂMuyCMFHaﬂOBTPEBOFMZ

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnmua 202 — OnucaHue pesynbLTaTos

Mapamemp

OnucaHue

Index NHAEKC, YHUKANbHO MAEHTUOULMPYIOLWLMIA 3aNNCh.

(0]]D] OID KOHTPONUPYEMOI NepeMeHHON.

Owner Monb3oBaTenb, CO3A4aBLUNM 3aMUCh.

MNMoKkasaTb KOHPUIypaLmio aBapuUiiHbIX cObbITUMIA C MHAEeKCcOM 1:

console# show rmon alarm 1

Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnunua 203 — OnucaHne pesynbTaToB

Mapamemp

OnucaHue

(0]]D]

OID KOHTpONpPYEMOI NepeMeHHON.

Last Sample Value

3HaueHve NnepemMmeHHoN Ha NocaegHeM KOHTPOIbHOM UHTepBane. Ecan metoa otbopa ne-
pemeHHbIx absolute — To 310 abcontoTHOE 3HaYeHne nepemeHHon, ecau delta — 1o pas-
HMLLA MeX Ay 3HaYeHWAMMN NePEMEHHON B KOHLLE U B HaYyale KOHTPO/IbHOTO UHTepBana.

Interval

MHTepBan B CEKYHAAX, B TEYEHWE KOTOPOro AaHHble OTOMPAIOTCA U CPAaBHMBAKOTCA C BEPX-
Hen N HUXKHEeM rpaHuLamu.

Sample Type

MeTog, otbopa yKasaHHbIX NepPeMeHHbIX U NoAcYeTa 3HAYEeHUA A/1A CPAaBHEHUA C FpaHu-
uamu. Metog, absolute — abcontoTHoe 3HauyeHMe BbIbBpPaHHOW NepemeHHol byaeT cpas-
HEHO C rpaHu1LLEe Ha KOHLLe uccnegyemoro nHtepsana. Metoz delta — 3HaueHue BbIbpaH-
HOI NepeMeHHOl Npu nocieaHem otTbope 6yaeT BbIYTEHO M3 TEKYLLEro 3HaYeHUs, U pas-
HUUa ByaeT cpaBHEHa C rpaHuLamMuM (pasHMLA MeXay 3HAaYEeHUAMU NepeMeHHON B KOHLLE
M B Ha4yane KOHTPOJIbHOTO MHTEpBana).
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HELTEX

Startup Alarm

WHCTPYKUMA oA reHepaumm cobbiTUiA Ha NePBOM KOHTPOAbHOM UHTepBane. Onpeaenset
npaBuia reHepaLnn aBapuinHbix coObbITUI AN NEPBOro KOHTPO/IbHOTO MHTEPBana NyTem
CpaBHEHWs OTOBPAHHOM NepeMeHHOM ¢ 04HON, IM60 0benmm rpaHULLAMN.

rising — reHepupoBaTb eAMHUYHOE aBapuiMHoe cobbiTMe MO BOCXOAALLEN FPaHULE, eciuv
3HaYeHue oTobpPaHHOW NepeMeHHOM Ha NeEPBOM KOHTPO/IbHOM MHTepBasie 6obluem 1Mbo
paBHOM 3TOMI rpaHuLe.

falling — reHepupoBaTb egnHMYHOE aBapuUitHoe CobbITUE MO HUCXOAALLEN rpaHnLE, eCn
3HayeHWe oTobpaHHON NepemMeHHOM Ha NePBOM KOHTPOJIbHOM MHTEpBae MeHblle Anbo
paBHO 3TOM rpaHuLLe.

rising-falling — reHepupoBaTb eanHuYHOE aBapuitHoe cobbiTe MO BOCXOAAWEN U/uau
HUCXOAALLEN TPAHULLE, €CNN 3HAYEeHUE OTODPaHHOM NepeMeHHOM Ha NePBOM KOHTPO/Ib-
HOM MHTepBasie 6osblue AMBO PaBHO BOCXOAALLEN rpaHuMLLE, U/Man meHble 160 paBHO
HUCXOAALLEN rPaHULLE.

Rising Threshold

3HavyeHue Bocxoasllen rpaHuubl. Korga sHayeHne oTobpaHHOM NepemMeHHON Ha npeapil-
OYUWEeM KOHTPO/IbHOM MHTepBane 6bl10 MeHblle AAaHHOW TPaHWLbl, @ Ha TEKYLLEM KOH-
TPO/IbHOM MHTEpBase 60/blem 60 PaBHOM 3HAYEHUIO rPaHuLbl, TOF4a eANHUYHOE CO-
6bITHeE reHepupyercs.

Falling Threshold

3HavyeHue HUCcxoaALlen rpaHuLbl. Koraa sHadeHne oTobpaHHOM nepemeHHOM Ha npeapil-
AYLEM KOHTPOJIbHOM MHTepBase 6bi10 60ablie AaHHON rPaHULbl, @ Ha TEKYLLEM KOH-
TPO/IbHOM MHTEPBaJie MeHblue IMB0 PaBHO 3HAYEHMIO FPaHMULbI, TOr4a eamHuYHoe cobbl-
TWe reHepupyeTcs.

Rising Event NHAeKc cobbITUA NCNONb3YIOLLErocs, KOraa BOCXoAALLaA rpaHnLLa nepeceyeHa.
Falling Event NHAeKc cobbITUA NCNONb3YIOLLErocs, Koraa HACXoAALLan rpaHnLIa nepeceyeHa.
Owner Monb3oBate/ib, CO34aBLUMI 3aMUCh.

MokasaTb Tabanuy cobbiTnin yganeHHoro mMoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnunua 204 — OnucaHne pesynbTaToB

Mapamemp OnucaHue

Index NHAEKC, YHUKANbHO MAEHTUOMLMPYIOLWLMIA COBbITHE.

Description KommeHTapuit, onvcbiBaloLWmin cobbiTue.
Tun yBefoMAEHUA, FEHEPUPYEMOTO YCTPOIMCTBOM MO 3TOMY COBbITUIO:
- none — He reHepMpoBaTb YBEAOM/IEHUS;

Type - log — reHepupoBaTb 3annch B Tabauue;
- trap — otcbinatb SNMP trap;
- log-trap — reHepupoBaTb 3anncb B Tabaunue n otcbinatb SNMP trap.

Community Ctpoka coobuiectea SNMP ana nepecbinku trap.

Owner Monb3oBaTenb, CO34aBLLININ COBbITHE.

Last time sent Bpema 1 fata reHepupoBaHUA nocnegHero cobbitna. Ecan He Hbin0 creHepMpoBaHoO co-
6bITU, TO 3TO 3HaYeHMe ByAeT PaBHO HYIO.
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MNMokasaTtb Tabaunuy 3anuceit yaganeHHoro moHmtopmHra RMON:

console# show rmon log

1 Errors

Maximum table size: 100
Event Description Time

Nov 10 2009 18:48:33

Tabanuya 205 — OnucaHune pesyabTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYIOLLMIA 3annChb.
Description KommeHTapuit, onucbiBaloWwmin cobbiTue.
Time Bpema co3gaHuAa 3anucu.

5.20.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecrneyeHMe KOMMYTATOPOB MO3BO/AET Pa3pelwmnTb AMbB0 OrpaHnyMTL A0CTYyNn K
YNpPaB/IEHNIO YCTPOMCTBOM Yepes3 onpegeneHHble nopTtbl nan rpynnbl VLAN. Ons sToi uenmn cospgarorca
cnucku pgoctyna (Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 206 — KomaHAabl pexxknma rnobanbHoN KOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

management access-list name

no management access-list
name

name: (1..32) cumBona

Co3faeT CNUCOK A0CTyna Aas ynpasneHua. Bxog B pexxum KoHou-
rypaumu Cnucka gocTyna Ans ynpasieHus.

YpanaeT cnucok AO0CTyna gna ynpasneHuA.

management access-class
{console-only | name}

name: (1..32) cumsona

no management access-class

OrpaHuuMBaeT ynpasieHWe YCTPOUCTBOM MO onpeaeneHHomy
cnucky goctyna (access list). AKTUBMPYET yKa3aHHbIM CNUCOK A0-
cTyna.
- console-only — ynpaBneHve yCTPOCTBOM AOCTYMHO TO/IbKO C KOH-
conu.

OTMEeHsET orpaHuWYeHue Ha ynpas/ieHue yCTPOCTBOM Mo onpese-
NeHHOMY CMUCKY gocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu cnucka docmyna 0718 ynpassaeHus

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe KOHPUrypaLmm CncKka A0CTyna AN ynpasBaeHuUs:

console (config) # management access-list eltex manag
console (config-macl)#
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Tabanua 207 — KomaHAabl pexxnma KoHGUrypaumm cnucka Aoctyna 4na ynpasaeHus

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id] [service
service ]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh)

3afaeT paspeLuatoLiee ycaoBMe ANA YNPaBAAIoOLWEro Cnucka 4o-

cTyna.
- service — TMn gocTyna.

deny [gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id] [service
service]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
oob | vlan vian_id] [service
service]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh)

3afaeT 3anpeLatoLLee yCa0BME A1A YNIPABIAIOWEro CNMCKa 40-

cTyna.
- service — TMn gocTyna,

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#
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Tabnuua 208 — KomaHap! pexkuma Privileged EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmoA4aHuo

show management access-list MoKasblBaeT cnucku goctyna (access list) gna ynpasnexums.

name: (1..32) cumBona

[name]
show management MokasbiBaeT MHPOpPMaLMO 06 aKTUBHbLIX CMMCKax AocTyna
access-class (access list) gns ynpasnexuma.

5.20.7 Hacmpoiika docmyna

5.20.7.1 Telnet, SSH, HTTP, HTTPS u FTP
[aHHble KOMaHAbl npeAHa3HayeHbl A8 HACTPOMKWM CcepBepoB AOCTyna AAa  ynpaBaeHus
KommyTaTtopom. MNMoaaeprkka cepsepos Telnet n SSH KommyTaTopom NO3BOASAET yAaIEHHO NOAKIOYATHCA

K HEMY 419 MOHUTOPUHIA U KOHPUrypauuu.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU PeXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnunuya 209 — KomaHabl perkuma rnobanbHOM KoHGUrypauum

3Ha4yeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
ip telnet server PaspewaeT yganeHHoe KOHOUIrypupoBaHUe yCTpOMCTBa
Mo ymonuaHuio Telnet yepes Telnet.

no ip telnet server cepsep BKAOYEH 3anpelsaeTt yaaneHHoe KOHPUrypuposaHue yCcTPOMCTBa
yepes Telnet.

ip ftp passive BKtOUYNTL MACCUBHBIN peXkmMm paboTbl FTP-knueHTa.

- - -/BbIKNOYEHO :

no ip ftp passive BbIKNHOYMTb NACCMBHbIV peXnm paboTbl FTP-KaneHTa.

ip ssh server [vrf vrf_name] PaspelwaeT yganeHHoe KOHOUIrypupoBaHUe yCTPOMCTBa
yepes SSH.

- vrf_name — vma sk3emnnspa VRF.
Jlo Tex nop, NOKa KAY ANA WUPPOBaAHUA He
vrf_name: (1..32)
creHepupoBaH, SSH-cepeep 6yaer HaxoauTbcA
CMMB0/1a/NO YMONYaHMIO
B pe3epse. Mocne reHepauuu Kawuva (Mcnonb-
SSH cepBep oTKAOYEH BO
3yemble KOMaHAbl crypto key generate rsa u

Beex VRF crypto key generate dsa) cepsep nepeiiger B
pabouee cocTosHMe.
no ip ssh server [vrf vrf_name] 3anpeuaeT yaaneHHoe KOHPUrypupoBaHWe yCTPOMCTBa
yepes SSH.
ip scp server PaspewaeT KonnpoBaHue ¢ainioB n3 $aiioBOro XpaHu-

ML KOMMYyTaTopa U Ha Hero Yepes SCP.
no ymonyaHuto SCP-cepsep

OTK/IIOYEH V SSH-cepBep A0/1XKeH 6bITb BKAOYEH.
no ip scp server Bbikntovaet SCP-cepsep.
ip ssh port port_number TCP-nopT, ucnosb3yemsiii SSH-cepsepom.
- port_number: (1..65535)/22 :
no ip ssh port YcTaHaBAMBAET 3Ha4YEeHUE N0 YMONYAHMIO.
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ip ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /oopback_id | vlan
vlan_id}

no ip ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3agaet HTepoeic ana SSH-ceccui.

Ypansaet untepodeiic.

ipv6 ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /oopback_id | vlan
vlan_id}

no ipv6 ssh-client source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)

3agaet HTepdeic ana IPvé SSH-ceccuii.

Ypansaet untepoelic.

ip ssh-client username username

no ip ssh-client username

username: (1..70) cumBonos

YcTaHaBAMBaeT MMA nosb3oBatena ana SCP-ceccuit.

Ypanset uma nonb3osatensa ana SCP-ceccuu.

ip ssh-client password password

no ip ssh-client password

password: (1..70) cumBosioB

YcTaHaBauBaeT naponb ana SCP-ceccui.

Ypanset naponb ana SCP-ceccuit.

ip ssh pubkey-auth [ auto-login ]

no ip ssh pubkey-auth

Mo ymon4yaHuio
Mcnonb3oBaHue nybanyHoro
KNtoYa 3anpeLyeHo

Pa3pewwaeT ncnonb3oBaHme Ny6AMYHOTO KNKOYa 4N BXO-
aawmx SSH-ceccuin.

- auto-login — oTK/toYaeT HeObX0AMMOCTb ayTeHTUDUKaA-
LMK MO NOTUHY M NApPOI0 Nocae NPoBePKKU SSH-KAtoya.

3anpeLyaeT UCNoNb30BaHME NY6AMYHOTO KNtoYa As BXO-
asawmx SSH-ceccui.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour,
aes128-ctr, aes192-ctr,
aes256-ctr, aes128-
gcm@openssh.com aes256-
gcm@openssh, chacha20-
poly1305@openssh.com)
/paspelueHbl Bce
aNIrOPUTMbI, KPOME None

3agaeT CMUCOK pa3peLleHHbIX airopuTMOB WKdpoBaHMA
4NA cepsepa.

BoccTaHaBnmBaeT CNMcoK pa3spelweHHbIX aAropnTmos 06-
MeHa Klo4amMm No yMmon4aHutio.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal,
curve25519-
sha256@libssh.org, diffie-
hellman-group-exchange-
sha256, diffie-hellman-
groupl6-sha512, diffie-
hellman-group18-sha512,
diffie-hellman-group14-
sha256, diffie-hellman-
groupl4-shal)/
pa3spelleHbl Bce MeToAbl

3a4aeT CNWCOK paspelleHHbIX MeTofoB OBbMeHa KAio-
Yamu ana cepsepa.

BoccTaHaBimMBaeT CNUCOK paspeLleHHbIX a/IropuTMoB 06-
MeHa K/1lo4amMuM No yMON4aHuUio.

ip ssh password-auth

no ip ssh password-auth

Mo ymonyaHuio BKAOYEHO

BKAtouaeT pexkmm ayTeHTUOMKaLMM No Napoio.

OTKNIOYAET peXkum ayTeHTUdMKaL MU No Napoto.

crypto key pubkey-chain ssh

M0 yMOAYaHMIO KAtOY He
co3paH

BXoAMWT B pexK1m KoHOUrypaumum ny6aMuHoro Katoua.

crypto key generate dsa

FeHepupyeT napy Kaouyein DSA — YyacTHbIN M Ny6AMYHBIN
ona SSH-cepsuca.

Ecnamn xota 6bl 04UH M3 Napbl KAloueit yxe co-
V 3/aH, TO cMCTeMa NpeasioXKUT nepes3anucaTb
KAtou.
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crypto key generate rsa [size] size

size: (2048..4096)/2048

leHepupyeT napy Katouer RSA — yacTHbIA M Ny6AMYHbIN
pna SSH-cepsuca.
- Size — 3a,aeT pa3mep KAatova.
Ecnmn xota 6bl 0O4UH M3 Napbl KAloueit yxKe co-
V 3paH, TO cucTema NpeasoKUT nepesanucatb
KAtou.

crypto key import dsa

encrypted crypto key import dsa

UmnopTtupyet napy kntoueit DSA.
- encrypted — B 3aWwndppoBaHHOM BUE.

crypto key import rsa

encrypted crypto key import rsa

UmnopTtupyeT napy Katodeit RSA.
- encrypted — B 3aWwWnppoBaHHOM BUAE.

ip http server

no ip http server

no ymonyanutio HTTP-
cepBep BKAOYEH

PaspewaeT yganeHHoe KOHOUrypupoBaHUe yCTPOICTBa
yepes web.

3anpelaeTt yaaneHHoe KOHPUrypmposaHue ycTpoucTea
yepes web.

ip http port port

no ip http port

1..59999/80

3apaet nopt HTTP-cepBepa.

BoccTaHaBnvBaeT 3Ha4YeHMe No YMOAYAHMUIO.

ip http secure-server

no ip http secure-server

no ymonyanumwo HTTPS-
cepBep BK/IOYEH

Bkntouaet HTTPS-cepsep.

Bbikntoyaet HTTPS-cepsep.

ip http timeout-policy seconds
[http-only | https-only]

no ip http timeout-policy

seconds: (0..86400)/600

3apaet TarimayT HTTP-ceccum.

BoccTaHaBnvBaeT 3Ha4YeHMe No YMOAYAHMUIO.

crypto certificate {1 | 2} generate

crypto certificate {1 | 2} import

no crypto certificate {1 | 2}

leHepupyeT SSL-cepTndukar.

UmnopTtupyet SSL-cepTUPUKAT, Ha3HAYEHHbIN LLEHTPOM
cepTudUKaumu.

BocctaHaBnuBaeT SSL-cepTMdMKaT No ymonyaHUO Ann
yKa3aHHoro ceptudmkara.

v/

Knioum, creHepupoBaHHble KomaHaamum crypto key generate rsa u crypto key generate
dsa, coxpaHaloTcA B 3aKpbITOM ANA Nonb3oBaTena ¢aiine KOHUrypauuu.

KomaHObI pexcuma KoHgu2ypayuu nybauyHo20 Karn4va

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUrypauumn ny6anyHOro Katoua:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabanua 210 — KomaHAabl pexnma KoHpurypaumm nybandHoro Katoua

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

user-key username {rsa | dsa}

no user-key username

username: (1..48)
CUMBOIOB

BXoZ, B peKMm co34aHUA UHOMBUAYANLHOTO NY6AUYHOTO Kto-
ya.

- rsa — co3aatb RSA-Kkntoy;

- dsa — co3gatb DSA-Kntou.

Ypanaet I'Iy6J'IM‘-leIl\/‘I KNKOY AnAa onpeaeneHHoro nonb3oBartena.

Bua 3anpoca KOMBHAHOVI CTPOKU B pexmme co3gaHnAa nHOnBunayasbHOIro I'IY6I'IM‘-IHOI'O K/1to4a:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #
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Tabnunua 211 — KomaHabl pexkrma co3faHua MHAMBUAYaAbHOrO Ny6/IMYHOrO KAko4a

3HayeHue/3HayeHue .
KomaHda Aelicmeue
o ymoa4aHuro
key-string - Co3szaet nybANYHbBIN KNKOY 415 ONpeseieHHOro No/b30BaTens.
key-string row key_string CosgaeT nybAnYHbIN KNKOY A8 oNpesesieHHOro No/ib3oBaTtens.

BBoZ, K/1HOYa OCYLLeCTBAAETCA MOCTPOYHO.

- key_string —JacTb Kntova.
[na Toro uTobbl CUCTEMA NOHANA, YTO KAKOY BBeAEH
No/IHOCTbIO, Heo6XxoauMO BBECTU KOMaHAy key-string
row 6e3 cumBonoB.

KomaHObl pexcuma EXEC

KomaHabl AaHHOIO pasaena AOCTYMHbl TONbKO A5 NPUBUAETMPOBAHHbIX NOb30BaTeNei.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnuya 212 — KomaHzabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro
show ip ssh MokasbiBaeT KoHdurypauuto SSH-cepBepa, a TaKXe aKTUBHble
) BxoAsALme SSH-ceccum.
show crypto key pubkey-chain username: (1..48) MokasbiBaeT nybanyHble SSH-KN0UN, coxpaHeHHble Ha KOMMYTa-
ssh [username username] cumBonos.llo Tope.
[fingerprint {bubble-babble | YMOJIYaHUIO OTMEYATOK | - username — UMA YAANEHHOTO KINEHTa;
hex}] K/loYa B WecTHagua- - bubble-babble — oTneuaTtok knto4a B Koge Bubble Babble;
TepuyHom popmare. - hex — oTneyaToK Kntoya B WeCTHaALAaTePUUYHOM KOAe.
show crypto key mypubkey Moka3sbiBaeT Ny6nyHble Katoum SSH-kommyTaTopa.
[rsa | dsa] )
show crypto certificate [1 | 2] - OTobparkaeT SSL-cepTuduKaTtbl ans HTTPS-cesepa.

[pumepbl 8b1M0AHEHUS KOMAHO

BkntounTb cepsep SSH Ha KommyTaTope. PaspewnTb MCNoAb30BaHMe Nyb6anYHbIX Katodel. Co3paTthb
RSA-Kkno4 ana nonb3osartens eltex:

console# configure

console (config)# ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWIAl4kpgIwI9GBRoONZQZxJHKCcKL6rM1Q+ZNXE
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREIpSwoQUvV35LgJJk67I0U/zfwOl1gkTwml75Q
RI9gHUJS6KWGN2QWXgh3ub8gDjTSamuSn/WA05iDX2IExQWu081icglk02LYciz+Z24TrEU/9FJx
wPiVQOjc+KBXuR0juNg5bnEFYsYOZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaTlwefWwX6f+Rmt5nhhgqdAtN/40Jfcel 66DgVX1gWmNzNRADYDvSzg01lDnwCACS
Qh Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9
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5.20.7.2 KomaHObI KOHGpU2ypayuu mepmuHana

KomaHapl KOHOUrypaumm TepMrUHana cayxar
KOHCOANM.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

O HAaCTPOIMKM NapamMeTpOoB SIOKA/IbHOM U yaAaNneHHOM

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnnua 213 — KomaHabl pexkmma rnobanbHol KoHurypaumm

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

line {console | telnet | ssh}

BXOZ, B peXXunm COOTBETCTBYHOLLETO TEPMMUHANA (NOKaNbHANA KOH-
CONb, YAaNneHHan KoHconb — Telnet nan yaaneHHasa 3awWwmLLeH-
Haa KoHconb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

BuAa 3anpoca KOMaHAHOWM CTPOKM B peXxnume KOHPUrypaunm TepMmmnHana

console# configure

console (config)# line {console|telnet|ssh}

console (config-line)#

Tabnuua 214 — KomaHAabl pexxnma KoHoUrypauum TepMmmnHana

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

-/BbIKNIOYEHO

speed bps bps: (4800, 9600 YcTaHaBAMBAET CKOPOCTb AOCTYNa MO /IOKa/IbHOM KOHCONU (KO-
ps: ) , .
MaHAa OO0CTYMHA TO/IbKO B PeXXUMe KOHOUIypaumum NI0KanbHOM
19200, 38400, 57600, Aa pocty P urypau
KOHCOAM).
115200)/115200 604,
no speed YcTaHaBAMBaET 3HaYEHME NO YMONYAHMIO.
autobaud BK/toYaeT aBTOMaTMYeCKoe onpeaesieHme CKOpoCTU AoCTyna no

NIOKa/IbHOM KOHCONM (KOMaHAa AOCTYMNHA TOJIbKO B PEXMME KOH-
burypaLmm 10KanbHOM KOHCONMM).

no autobaud

BbikntoyaeT aBTomaTnyeckoe onpegeneHue CKOpPOCTK goctyna
No NOKaNbHOW KOHCONN.

exec-timeout minutes

[seconds] minutes: (0..65535)/10

MUH;
seconds: (0..59)/0 cek

3apaer WUHTEpBa/, B TeHEeHNUE KOTOPOro CUCTEMaA OXKUAaeT BBOAA
nonb3osartena. Ecan B Te4eHne gaHHoOro MHTEepBana No/sb3oBa-
Te/lb HWYero He BBOAUT, TO KOHCO/1Ib OTK/IIOYaeTCA.

no exec-timeout

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 215 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show line [console | telnet |
ssh]

MoKa3biBaeT NnapameTpbl TepMUHANA.
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5.21 XypHan aBapui, npotoKon SYSLOG

CuCTeMHbIe }KypHabl NO3BOJIAIOT BECTU UCTOPULO COBbITUIA, NPOM30LLELIMNX Ha YCTPOMCTBE, a TaKKe
KOHTPOIMPOBATbL MpouM3oLeawme cobbiTUA B peasbHOM BpeMeHU. B »KypHan 3aHocATca cobbiTus cemm
TUMNOB: Ype3BblYaliHble, CUrHa/bl TPEBOTU, KPUTUYECKME U HE KPUTUYECKME OLIMOKM, npeaynperKaeHus,
yBeaoMNeHNUs, MHPOPMALMOHHbIE U OTNaZ04HbIE.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasbHon KoHbuUrypaumm:

console (config) #

Tabnunua 216 — KomaHabl perknma rnobanbHoOM KoOHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

logging on

no logging on

BKntouaeT pernctpaumio oTnafouHbIX COOBWEHNN U coobweHni
06 ownbKax.

BbIkNtOYaEeT perncTpaumo oTAaf0uHbIX COOBLEHNN U coobLEeHN

[ vrf vrf_name]

Tabnunua 217);
facility: (local0..7)/lo-
cal7;
msg-format: (default,
cef)/default;
text: (1..64) cumBonos
vrf_name:(1..32)

-/peructpaums
06 owmbKax.
BK/lOYEHa .

Mpu BbIKNIOYEHHOW perucTpaumumn oTnagouHble coob-

weHna u coobweHuna o6 owunbkax 6yayt nepepa-

BaTbCA HAa KOHCONb.
logging host {ip_address | BKnloyaeT nepegayy aBapuiHbIX U OTNAA0YHbIX COOBLIEHMI Ha
host} [port port] [severity host: (1..158) yAaneHHbih SYSLOG-cepeep.
level] [facility facility] [ msg- CVIN;BO;';OB' - ip_address — IPv4 unu IPve-aapec SYSLOG-cepBepa;
format msg-format | ort: (1 65535)'/514- - host — ceTeBoe ums SYSLOG-cepsepa;
[description text] port: Ie\./'el' (cm ! - port — Homep nMopTa A4 nepeaayn coobuieHUid Mo NPOTOKONY

SYSLOG;

-level — ypoBeHb Ba)KHOCTU COOOLLEHWI, NepepaBaembiX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegaBaemas B cOOOLEHUAX;

- msg-format — d¢opmat cooblieHnn, nepesaBaembix Ha
SYSLOG-cepsep;

- text — onucaHue SYSLOG-cepsepa;

- vrf_name — ums BUPTyanbHOM 061aCTM MapLLpPyTM3aLUu.

no logging console

217)/informational

no logging host {ip_address | CUMBONIOB Ypansaer BblbpaHHbI cepeep M3 CNMCKa Mcnonb3yemblx SYSLOG-
host} [ vrf vrf_name] cepBepos.
logging console [level] BKAtoyaeT nepeaady aBapuiiHbIX UM OTNAL0UHbIX COOOLLEHMI Bbl-
level: {cm. 6paHHOr0 YPOBHA BaXKHOCTM Ha KOHCO/b.
Tabanua

BbikntoyaeT nepepavy aBale?lelx NMAn OTNaA04YHbIX COOGU.LBHMI‘;I
Ha KOHCO/b.

logging buffered
[severity_level]

no logging buffered

severity_level: (cm.
Tabnuua
217)/informational

Bk/itoyaeT nepesayy aBapuiHbIX UM OTNAL0UHbIX COOBLLEHWIA Bbl-
6pPaHHOro YPOBHA BaXKHOCTU BO BHYTpeHHU bydep.

BbIK/IlOYaeT nepegayvy aBapunHbIX MM OTAa40UHbIX COOBLLEHNIA BO
BHYTPEHHUI bydep.

logging cli-commands

no logging cli-commands

-/OTKNIO4EHO

BkntouaeT nornposaHue BBegeHHbIX B CLI KomaHA.

OTKAlOYaeT normposaHue BBegeHHbIX B CLI KomaHa,

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3meHAeT KoNMYecTBO COOBLLEHN, 3aNMOMUHAEMbIX BO BHYTPEH-
Hem bydepe. HoBoe 3HaueHne pasmepa bydepa npumeHUTCA no-
c/le nepesarpysKu yCTpolicTeaa.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

logging file [level]

no logging file

level: (
Tabnuua 217) /errors

Bk/itoyaeT nepesayy aBapuiHbIX UM OTNAL0UHbIX COOBLLEHWIA Bbl-
6paHHOr0 YPOBHA BaXKHOCTU B daiin KypHana.

BbIK/lOYaeT nepeaayvy aBapunHbIX UAN OTNAL04HBIX COOBLLEHUN B
dain KypHana.

aaa logging login

no aaa logging login

-/BKNOYEHO

3aHOCUTb B XYpHasbl COBLITUA ayTeHTUOUKaLMM, aBTOPM3aLMUKN U
yyeta (AAA).

He 3aHOCKTb B »KypHanbl cOBbITUA ayTeHTUDUKALMK, aBTOPM3aLLUM
nyyeta (AAA).
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file-system logging {copy |
delete-rename}

no file-system logging {copy |
delete-rename}

Mo ymon4yaHuo
perucTpauma BKAOYEHa

BKatouaeT pernctpaymio cobbiTnin GanaoBoi cuctemsl.

- COpY — perucTpaLmsa coobLieHul, CBA3aHHbIX C ONepauuaMm Ko-
nuposaHus ¢aiinos;

- delete-rename — peructpaumns coobLLeHNI, CBA3AHHbIX C yaane-
Huem $aliNoB U NeperMmeHoBaHMEM ONepaLuii.

BbIKNtoYaeT permcrpaumio cobbiTuii GpainnoBol cucTeMbl.

logging aggregation on

no logging aggregation on

-/oTKAOYEHO

BK/toYaeT KOHTPOJIb arperaumm syslog-coobLLeHuni.

OTKANlOYaeT arperaymio syslog-coobuieHmii.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300
CeKyHA,

YcTaHaBAMBaET BPEMA XPaAHEHUA CrpynnuMpoBaHHbIX Ssyslog-coob-
LLEHWIA.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

logging service cpu-rate-limits

traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpvé-
snooping, igmp-
snooping, mld-snooping,
sflow, log-deny-aces,
vrrp)/-

BK/IlO4aeT KOHTPO/Ib OrPaHMYEHUA CKOPOCTM BXOAALLMX Kagpos
ANA onpeaeneHHOro Tuna Tpaduka.

OTKNtOYaeT normposaHue.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

-/Het

3afaeT napameTp, KOTOpbli ByAeT MCno/ib30BaTbCA B KayecTBe
naeHTMdumKaTopa xocTa B syslog-coobuieHusx.

Mcnonb3oBaTb 3Ha4YeHME NO YMOYAHWIO.

logging source-interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | vlan
vlan_id | oob} [ vrf vrf_name]

no logging source-interface
[ vrf vrf_name]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)
vrf_name:(1..32)
CUMBOJI0B

Ucnonb3oBaTb IP-agpec ykasaHHOro uHTepdelica B Kayectse uc-
TOYHMKa B IP-nakeTax npoTtokona SYSLOG.
- vrf_name — ums BUpPTyanbHOM 061aCTM MapLLPYTU3aLUu.

Ucnonb3osaTth IP-agpec ucxogauwero nHtepdelica.

logging source-interface-ipvé
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback loopback_id | vlan

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vlan_id: (1..4094)
vrf_name:(1..32)

Mcnonb3oBaTb IPv6-aapec yKasaHHOro nHTepdeiica B Ka4ecTse UC-
TOYHMKa B IP-nakeTax npoTtokonaa SYSLOG.
- vrf_name — ums BUpPTyanbHOM 061aCTVM MapLLpPyTM3aLUu.

vian_id} CMMBO/I0B
no logging source-interface- Mcnonb3osathb IPv6-agpec ucxoaaiero nHtepdeiica.
ipvé
logging events reload BKAtouMTb perncrpaumio BBoga KomaHabl reload.
no logging events reload /Brniokero BbIKNtOUNTL perncTpaymio BBoga KomaHabl reload.
logging events spanning-tree BK/IIOUMTb perncTpaLmio MU3meHeHns crtatyca HTepdeiicos B STP.
port-state-change
-/BKAtOYEHO

no logging events spanning-
tree port-state-change

BbIK/NOYMTL perncTpaumio usmeHeHus cratyca uHtepoericos 8 STP.

logging events spanning-tree
topology-change

no logging events spanning-
tree topology-change

BKNIIOUMTL perucTpaumnio usmeHeHuii Tononorum B STP.

BbIKNtOUNTL perncTpaLmo UsmeHeHnin Tonoaorum 8 STP.
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logging events spanning-tree BKAOUMTL permcrTpaumio cmensl root bridge.
root-bridge-change

" - -/BKAOYEHO .
no logging events spanning- BbIKNtOUMTL perncTpaLmio cMmeHbl root bridge.

tree root-bridge-change

logging events spanning-tree BKAtOUUTL perncrTpaumio cobbiTuii pyHKUMOHANa tc-protection.
tc-protection

no logging events spanning- BbIKNHOUMTb pernctpaumio cobbitnin dyHKUMOHanNa tc-protection.
tree tc-protection

Kaxaoe cooblieHmne MMeeT CBOM YPOBEHb Ba*KHOCTU — B Tabsimue 217 npuBeaeHbl TUMbl COOOLEH W
B nopAaake y6bIBaHVIFI NX BaXXHOCTWU.

Tabnmua 217 — Tunbl BaXKHOCTU COOOLLEHWUI

Tun eaxcHocmu coobuwjeHuli OnucaHue
. . B cucTeme npousolwia KpUTUYecKan owmnbKa, cuctemMa mMoXKeT paboTaTtb
YpesBbluaiHble (emergencies)
HenpaBW/IbHO.
CurHanbl Tpesorwm (alerts) Heobxo4MMO HemeaNEHHOE BMELATEIbCTBO B CUCTEMY.
Kputnueckue (critical) B cucTeme npownsoluna Kputuyeckas owmnbKa.
OwwnbouHble (errors) B cucteme npousolna owmnbKa.
MpeaynpexaeHus (warnings) MpeaynpexaeHune, HeaBapuitHoe cooblueHue.
Yeegomnerus (notifications) YBegomeHne cucTeMbl, HeaBapuiiHoe coobuieHue
NHpopmaymoHHble (informational) NHbOpMaLMOHHbIE COOBLLEHNA CUCTEMDI.
. OTnafouHble COOBLLEHMUS, NPEAOCTAaBAAIOT NOb30BATENO MHPOPMALUIO
OthagouHble (debugging) A . W . PEA bopmau,
ON19 KOPPEKTHOM HACTPOIKM CUCTEMBI.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexxume Privileged EXEC:
console#

Tabnnuya 218 — KomaHgaa pexkmuma Privileged EXEC gns npocmoTpa daina KypHana

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

clear logging - Ypansaet Bce coobLeHUs U3 BHyTpeHHero bydepa.

clear logging file - YaansaeT Bce coobuieHma us daina xKypHana.

show logging file OTO6parkaeT COCTOAHME XKypHana, aBapuitHblie U OTNa04HbIe COo-
) obuieHun, 3anmcaHHble B daline XKypHana.

show logging OTO6parkaeT COCTOAHME XKypHana, aBapuiMHblie U OTNAaA04HbIe COo-
i obLeHun, 3anncaHHble BO BHYTpeHHeM bydepe.

show syslog-servers - OTobparkaeT HAaCTPOIKM ANA yaanéHHbIX syslog-cepsepos.

show syslog-servers vrf_name:(1..32) OTobparkaeT HaCTPOWKKN ANA yaanéHHbIX syslog-cepeepos.

[ vrf {vrf_name | all}] CMMBO/I0B - vrf_name — ums BnpTyanbHol 061acT mapLipyT1saumm

[pumepbl UC016308AHUS KOMAHO

BKkntounTb perncrpaumio OLINBOYHBIX COO6LLI,€HM171 Ha KOHCOU:

console# configure
console (config)# logging on
console (config)# logging console errors

OumncTnTb dain KypHana:

console# clear logging file
Clear Logging File [y/nly
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5.22 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

OYHKUMA 3epKaNMpoBaHMA MOPTOB MpeAHasHayeHa ANA KOHTPOAs ceTeBoro TpaduKka nytem
MepecbINKKU KOMUI BXOAAWMX M/UAN UCXOOALMX MAKETOB C OAHOMO WM HECKO/bKUX KOHTPOJIMPYEMbIX
MOPTOB Ha OAMH KOHTPO/IMPYIOLWMI NOPT.

K KOHTpoAnpyloLemy NOpPTy NPUMEHAIOTCA CAeaytolme orpaHMYeHnA:

MopT He MOXKeT BbITb KOHTPOAUPYHOLLMM M KOHTPOIMPYEMbIM NOPTOM OZHOBPEMEHHO;
MopT He MOXKeT BbITb YUNEHOM FPYMMbl NOPTOB;

IP-uHTEepdelic foMKEH OTCYTCTBOBATb A/1A 3TOFO NOpPTa;

MpoTokon GVRP gonkeH ObiTb BbIKAKOYEH HA STOM NOPTY.

K KOHTpOAMpyemMbIM NOPTaMm NPUMEHAIOTCA CAeayowme orpaHnyeHnn:

MOpPT HE MOXKET HbITb KOHTPOIMPYIOWMM WU KOHTPOIMPYEMbIM MOPTOM O4HOBPEMEHHO;

—  CywecTByeT orpaHuuYeHue Ha 7 ceccuii 3epKaanpoBaHna: Nno 8 3epKanmpyemblx MHTepdeiicos (nop-
ToB Mam VLAN) B KaxKaou.

v/

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

3epKanupoBaHue VLAN BO3MOXKHO TONIbKO B NepBOA ceccum

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume rnobasbHo KoHUrypaumm:

console (config) #

Tabnunua 219 — KomaHabl perkunma rnobanbHoM KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

monitor session session_id
destination interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port [network] |
port-channel group [network]

no monitor session session_id
destination

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YKasblBaeT 3epKaanpyowmin nopT ANsA BbIGPaHHOM CeccMM MOHUTO-
pwvHra.
- network — no3BosiAeT BeCTM 06MeH JaHHbIMU.

BblktoYaeT QYHKLUMIO MOHWUTOPUHFA Ha HacTpaMBaeMOM MWHTep-
deiice.

monitor session session_id
destination remote vlan
vlan_id reflector-port
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port |

port-channel group [network]

vlan_id: (1..4094);
session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

YKa3blBaeTcsa CAy*KebHbIl vlan ana 3epkanvpoBaHua TpadukKa ¢ 3a-
AaHHOro pedneKkTop-noprta Ans BbI6paHHOM ceccum.

- remote vlan — cnyebHbli vlan ana 3epkannpoBaHuna TpaduKa;

- reflector-port — dp13myeckmnii NopT 4Na nepesaym 3epKaanpyemoro
TpadurKa, Ha 3TOM UHTepdelice He JoMKeH bbl NponucaH remote
vlan.
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no monitor session session_id
destination

Bblk/toYaeT QGYHKLMIO MOHWTOPUHFA Ha HacTPaMBaeMOM MUHTep-
delice.

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port [rx | tx | both]

monitor session session_id
source interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port

session_id: (1..7);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

[obaBnaeT ykasaHHbI 3epKanmpyemblii NopT A4aa BbIbpaHHOM cec-
CUN MOHWUTOPWMHrA.

- X — KOMMPOBaTb NaKeTbl, NPUHATbIE KOHTPOANPYEMbIM NOPTOM;

- tX — KONMpOoBaTb NaKeTbl, NepefaHHble KOHTPOANPYEMbIM NOPTOM;
- both — kKonnpoBaTb Bce NakeTbl ¢ KOHTPOIMPYEMOTO NOPTA.

BbiktovaeT QYHKLUMIO MOHWTOPWUHFA Ha HaAcTpPaMBaemMoM MUHTep-
deiice.

monitor session session_id
source vlan vian_id

no monitor session session_id
source vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

JobaBnaeT yKasaHHbIM 3epKanupyemblii vlan gns BblbpaHHOM cec-
CUN MOHWUTOPMHrA.

BblKk/OYaeT GYHKLMIO MOHWMTOPUHFA Ha HacTPaMBaeMOM MHTep-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..7)

[obasnsaeT B KauecTBe UCTOYHMKA Vlan c yxKe paHee 3epKanupyembim
TpaduKOM Ans BbIBPAHHOM CECCUU MOHUTOPUHTA.

Bblknto4aeT QyHKLUMIO MOHMTOPWMHIA Ha HacTPamBaeMOM WHTep-
delice.

5.23 ®yHKuma sFlow

SF|OW—TEXHOI’IOI'VIFI, NO3B0O/IAOWAA OCYLWECTBNIATb MOHMTOpVIHI'Tpa(I)MKa B MaKEeTHbIX CeETAX Nepeaayun
AdHHbIX NyTEM YaCTUYHOM Bbl60pKVI Tpad)MKa Aana I'IOCJ'IEAVPOLLI,EVI MHKancynauunm B cneuynanbHble COO6LLI,E-
HUA, NnepeaaBaeMble Ha CepBep c6opa CTaTUCTUKWN.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:
console (config) #

Tabnunua 220 — KomaHabl pexkuma rnobanbHOM KoHGUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aeiicmeue
o ymon4aHuro
sflow receiver id id: (1..8); 3apaeT agpec cepsepa cbopa cratucTmkm sflow.

{ipv4_address | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte] [vrf
vrf_name]

port: (1.. 65535)/6343;
byte: nonoxutensHoe
uenoe 4ncno/1400;
dopmart ipv4_address:
A.B.C.D;
dopmart ipv6_address:
XX XoXiX;

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pomeHHOe UMA XOCTa;

- port — HOmep nNopTa;

- byte — MaKcMMasibHOe KO/IMYecTBo 6aiT, KoTopoe MOXKeT BbITb OT-
NPaBAEHO B OAMH NaKeT AAHHbIX;

- vrf_name — nma BUPTYanbHO 061aCTU MapLUpyTU3aLUK.
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no sflow receiver id

dopmar ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumBonos;
vrf_name: (1..32) cum-
BOJIOB

Ypanset agpec cepepa cbopa ctatuctukm sflow.

sflow receiver {sourceinterface
| sourceinterface-ipv6} {
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel | group
| loopback loopback _id | vlan
vlan_id | oob} [vrf vrf_name]

hu_port: (1..8/0/1..32);

no sflow receiver {source-in-
terface | sourceinterface-ipv6}
[vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);

twe_port:
(1..8/0/1..120);

fo_port: (1..8/0/1..32);
loopback_id: (1..64)
group: (1..128);
vrf_name: (1..32) cum-

3agaeT nHTepdeiic ycTpoiicTea, IP-agpec KoToporo 6ygeTt cnonb3o-
BaTbCA MO YMOMMAHUIO B Ka4yecTBe agpeca MCToYHMKa cbopa cratu-
CTUKM.

BON10B

YpanseT ABHOe 3aAaHue nHTepdeiica, c agpeca Kotoporo byaer oT-

npaBAATbCA cTaTUcTUKaA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexnume KoOHPuUrypaumnm nHtepdelrica Ethernet:

console# configure
console (config)# interface { tengigabitethernet te port | }
console (config-if)#

Tabauua 221 — KomaHabl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (1..8);
bytes: (20..256)/128
6ant

3afiaeT cpesiHIo CKOPOCTb BbIOBOPKM NaKeToB. MToroBas CKOPOCTb
BbIGOPKM cumTaeTca Kak 1/rate*current_speed (current_speed —
TeKyLan cpeaHnAsa CKOPOCTb).

- rate — cpegHAn CKOPOCTb BbIGOPKM NaKeTOB;

- id — Homep sflow-cepBepa;

- bytes — makcMmanbHoe Konnyectso 6anT, KoTopoe byaeT ckonu-
poBaHo 13 06pasLa naketa.

OTKNIOYaET CYETYMKM BbIOOPKM Ha NopTy.

sflow counters-sampling sec id

no sflow counters-sampling

sec: (15..86400)
CEeKyHZ;
id: (0..8)

Onpegenser MaKCMMasbHbIA MHTEPBaN MEeXAY YCMewHbIMU Bbl-
60pKamu NakeTos.

- Sec — MaKCMMasbHbIV MHTEPBaN MeXAy BbIBOpKaMU B CEKYHAAX;
- id — Homep sflow-cepBepa (3agaetca komaHaol sflow receiver B
rno6anbHOM pexxnme KoHdUrypaumu).

OTKNIOYAET CYETYMKM BbIBOPKM Ha NOPTY.

KomaHOwbl pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexknme EXEC nmeet cneaytowmin Bua;

console>
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Tabnuua 222 — KomaHapbl, A0CTYMNHble B pexknume EXEC

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmoA4YaHuio

show sflow configuration BbiBOAUT HacTpoiku sflow.
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port]

clear sflow statistics Oumnwaet ctatuctuky sFlow. Ecam mHTepdeic He ykasaH, Ko-
[gigabitethernet gi_port | MaHZa O4YMLLAET BCE CYETUYMKM CTAaTUCTUKM sFlow.
tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

twe_port |
—PEe (1..8/0/1..120);
zgns;fflg'gab'tethemet hu_port: (1..8/0/1..32);
foJrhundredgigabitethernet fo_port: (1..8/0/1..32)
fo_port]
show sflow statistics OTobparkaeT cTaTUCTUKY sFlow.

[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port]

[pumepbl 8b1M0AHEHUS KOMAHO

YctaHoBuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa cratuctukm sflow. Ona ethernet-uHtepdelicos
te1/0/1-te1/0/24 ycTtaHOBUTL CPeAHIO CKOPOCTb BbIBOPKK NakeTos — 10240 K6UT/C M MaKCMManbHbIN UH-
TepBaa MeXay ycrnelwHbiMu BbibopKamu nakeTos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range) # sflow flow-sampling 10240 1
console (config-if-range)# sflow counters-sampling 240 1

5.24 ®yHKuMM ANArHOCTUKKN PU3NUYECKOro ypoBHSA

CeTeBble KOMMYyTaTOpbl COAEp:KaT annapaTHble M NporpammHble CpeacTBa ANA AMArHOCTMKM
dU3nYeCcKMX MHTepdencoB U MHUIM CBA3KU. B NnepeyeHb TeCTUPyeMbIX NapameTpoB BXOAAT CAeaytowme:

[ns aneKkTpuyecknx nHTepdencos:

—  ANVHa Kabens;
—  paccTosiHMe A0 MecTa HeMCnpaBHOCTU — 06pbIBa NN 3aMblKaHUA.

Ons onTnyecknx nHtepoeicos 1G n 10G:
— MapameTpbl NUTAHWUA — HANPAXKEHNE U TOK;

— BbIXOA4HaA onNTU4eCKaa MOLWHOCTb,
— ONTUn4eCKaAa MOLWHOCTb Ha npueme.
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5.24.1 flJuazHocmuKka medHo20 Kabens

KomaHObi pexcuma EXEC

3anpoc KomaHAHoOM CTPoKM B pexkxnume EXEC nmeet cneaytowmin Bua;
console>

Tabnuua 223 — KomaHAapbl AMArHOCTUKM MeZiHOTo Kabens

3HayeHue/3Ha4yeHue

KomaHoa Aeacmeue
no ymon4aHuro
test cable-diagnostics tdr BbINONHUTL BUPTYaNbHOE TECTUPOBAHME Kabena Ana ykasaHHOro
[all | interface gigabitethernet gi_port: (1..8/0/1..48) uHTepgenca.
gi_port] - all — ans Bcex uHTepdeiicos.
show cable-diagnostics tdr OT06pasnTb pe3ynbTaTbl NOCAEAHEro BUPTYaNbHOrO TeCTUPOBaHMA Kabena
[interface gigabitethernet gi_port: (1..8/0/1..48) ANA YKasaHHoOro nHTepderica.

gi_port ]

OT06pasnTb NPeANoNOKUTENBHYIO ANNHY Kabens, NoAKYEHHOTO
K YKasaHHOMy MHTepdeicy (ecim Homep mopTa He 3a4aH, TO Ko-
MaHZAa BbINOAHAETCA A/1A BCEX NOPTOB).
WHTepdeiic aonKeH 6biTb aKTUBHLIM U paboTaTb B pe-
ume 1000 M6ut/c mam 100 M6ut/c. narHoctuka noa-
AepXK1BaeTca TONbKO Ha uHTepdeicax GigabitEthernet.

show cable-diagnostics cable-
length [interface gi_port: (1..8/0/1..48)
gigabitethernet gi_port]

[pumep 8b1M10AHEHUS KOMAHObI

MpoTtectnposaTb nopt gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gi0/1

Cable on port gil/0/1 is good

5.24.2 luaeHocmuka onmu4yecko2o0 mpaHcueepa

OYHKUMA AMArHOCTMKM MNO3BOASAET OLEHWUTb TEeKyllee COCTOAHWE OMTUYECKOro TpaHcuBepa W
OMNTUYECKOMN NMHUN CBA3MN.

BO3MO)KEH aBTOMATUUYECKMI KOHTPO/b COCTOAHWMA AWHWA CBA3W. [NA 3TOr0  KOMMyTaTop
nepuoamMyeckn onpawmusaeT MapameTpbl ONTUYECKMX MHTepdeincoB M CpaBHMBAET MX C NOPOroBbIMU
3HaYeHUAMM, 3a4aHHbIMW NPOU3BOAUTENAMM TpPaHCMBEPOB. pKU BbIXo4e NapamMeTpoB 3a AONYCTUMble
npegenbl KOMMyTaTop GOpMUpPYeET Npeaynpexaalowme 1 aBapuiiHble coobLLEHMS.

KomaHObl pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexxknme EXEC nmeet cneayowmin Bua;

console>
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Tabnnua 224 — KomaHaa AMarHOCTUKM ONTUYECKOro TpaHcuBepa

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

show fiber-ports
optical-transceiver [interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | t]

OTOb6parkaeT pesynbTaTbl ANArHOCTUKU ONTUYECKOTO TPaHCUBEPA.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

[pumep 8b1M10AHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver interface
TengigabitEthernetl/0/5

Port Temp Voltage Current Output Input LOS Transceiver
[C] [Volt] [mA] Power Power Type
[mW / dBm] [mW / dBm]
tel/0/5 33 3.28 11.45 0.28 / -5.52 0.24 / -6.11 No Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current

Output Power -
Input Power -
LOS -
N/A - Not Available,

Measured TX output power in milliWatts/dBm

Measured RX received power in milliWatts/dBm

Loss of signal

N/S - Not Supported, W - Warning, E - Error
Transceiver information:

Vendor name: OEM

Serial number: S1C53253701833
Connector type: SC

Type: SFP/SFP+

Compliance code: BaseBX10

1550 nm
20000 m
supported

Laser wavelength:
Transfer distance:
Diagnostic:

Tabnnua 225 — MapameTpbl 4MAarHOCTUKN ONTUYECKOrO TPaHCMBepa

Mapamemp 3HayeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage Hanpsa)keHue nuTaHmA TpaHcuBepa.
Current OTKNOHEHME TOKA Ha Nepegaye.
Output Power BbIxoAHaA MOLWHOCTb Ha nepegaye (MBT).
Input Power BxoaHas MOLWHOCTb Ha npueme (MBT).
LOS MoTtepa curHana.

3HayeHuA pe3ynbTaToB AMArHOCTUKM:
— N/A - HegocTynHo;
N/S — He noaaepskmBaeTcs.
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5.25 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHun o6 ypoBHe ob6cnyKuBaHus B IP-ceTax) — TeXHOIOMMA aKTUBHOTO MOHUTOPWHTA,
NCNOb3YOWAACA ANA M3MEPEHMA MapamMeTpoB ObICTPOAENCTBMA KOMMbIOTEPHbIX CETEM M KayecTsa
nepefaynm fAaHHbIX. AKTUBHbIA MOHWUTOPUHI MNPeacTaBAseT coboil MPOAOMKUTENBHYIO LIMKANYECKYIO
reHepaumto TpadpuKka, coop MHPopMaLMM O ero NPOXOXKAEHUM MO CETU N BeAeHNE CTaTUCTUKN.

Ha [aHHbI MOMEHT M3MeEpeHMEe MapPaMeTPOB CEeTU MOXKET OCYLLECTBAATLCA C MCMO/Ib30BAHUEM
npotokona ICMP.

Mpu Kaxgom BbinosiHeHMM onepaumm ICMP Echo ycTpoiictBo oTnpasnaset ICMP Echo request
coobLeHne Ha aapec Ha3HAYeHMA, OXKMAAET NoNyYeHUn coobueHuns ICMP Echo reply B TeyeHWe 3agaHHOIO
WMHTepBana BpemMeHH.

C ogHoW IP SLA onepaumelt MOXKHO cBA3aTb Heckoibko 06bekToB TRACK. CocTosaHue o6bekTa TRACK
N3MEHAETCS B MOMEHT M3MeEHEHUA cocToAHMA IP SLA onepaumn, inbo ¢ 3a4aHHOM 3a4ePKKOWN.

Mpu M3MEHEHUW COCTOAHMA TPeKa BO3MOXHO BbIMO/SHEHME MaAKPOKOMaHA. MaKpokomaHAabl
BbINOJIHAIOTCA B pexnme rnobasbHOro KoHPUrypmposaHua. Jaa BbINOJHEHUS KOMaHA pexuma privileged
EXEC KomaHabl Heobxoaumo pononHutb npepumkcom do. KomaHabl co3paHua Habopa MAKPOKOMAHZ,
npueeaeHbl B Tabanue

Tabnvua 43.

[ns ncnonbsosaHua GyHKLMM IP SLA He0H6X0AMMO BbINOAHUTL CieAytoLme AeNCTBUA:

— CospgaTb onepaumio icmp-echo 1 ckoHpUrypupoBsatb eé.

— 3anyctutb BbINOJIHEHME OMNepaLuymu.

— CospaaTtb TRACK-06beKT, CBA3aHHbIN C KOHKpeTHOM IP SLA onepauneit U CKoOHGUrypmMpoBaTb
ero.

— [Mpn HeobX04MMOCTH, CO34aTb MAaKPOChI, BbINOAHAEMbIE NPU U3MEHEHUWN COCTOAHNA 06BbEKTA
TRACK.

— TpocmoTpeTb CTaTUCTUKY, MPU HEODXOAMMOCTM, OYUCTUTD ee.

—  [pn HeobxoANMMOCTU, MPEKPATUTb BbINOJHEHME ONEpaLUM.

KomaHObI pexcuma 2a06anab6Hol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasbHon KoHdUrypaumm:
console (config) #

Tabnnua 226 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

Komanoa 3HayeHue/3HayeHue Neiicmeue
no ymos14aHuro
ip sla operation MNepexoguT B pexkum KoHpurypmuposaHusa IP SLA onepaumu.
operation: (1..64) - operation — Homep onepauuu.
no ip sla operation Ypansaert IP SLA onepauuio.
ip sla schedule operation life 3anycKaet Ha BbinonHeHue IP SLA onepauuto.
life start-time start-time - operation — Homep onepayuu.
operation: (1..64); - life — Bpemsa, B TeueHWe KoToporo onepauua byaer Bbinon-
life: (forever); HATbCA.
start-time: (now) - start-time — Bpema 3anycka.
no ip sla schedule operation MpekpalaeT BbinosHeHue |P SLA onepauuu.
- operation — Homep onepauuu.
track object-id ip sla opera- Co3paeTt TRACK-06beKT, KOTOpbIM ByAeT oTCaeXMBaTb COCTOS-
tion state Hue IP SLA onepauuu.
object-id: (1..64); - object-id — Homep TRACK-obbekTa
operation: (1..64) - operation — Homep IP SLA onepauuu.
no track object-id ip sla Ypansetr TRACK ob6bekT.
- object-id — Homep TRACK-ob6beKTa.
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track object-id list boolean { object-id: (1..64) Co3zpaet TRACK, norMyeckum ob6beauHSAOWMI COCTOSIHUA He-
or|and} cKonbKnx TRACK-06bEKTOB.

- object-id — Homep TRACK-o6beKTa.

- or — Jlornyeckas onepaumsa U.

- and — Jlornyeckas onepauus UIN.

no track object-id list bool- Yaansetr TRACK-cnucok.
ean - object-id — Homep TRACK-o6beKTa.

Tabnunua 227 — KomaHgbl pexxuma cosgaHus onepaumit IP SLA

3HayeHue/3HayeHue o
KomaHda / HAelicmesue
no ymon4aHuro
icmp-echo {A.B.C.D | host } [ MepexoauT B peknm KoHowurypuposanusa ICMP ECHO
source-ip A.B.C.D] onepauuu.
[ next-hop-ip A.B.C.D] [ vrf host: (1..158) cumsonos; | - A.B.C.D — IPv4-agpec y3na ceTtu;
vrf_name] vrf_name: (1..32) cumsona | - host — fOMeHHOE UMA Y313 CeTu;

- vrf_name — “ms BUPTyanbHoW 0baacTv mapLupyTusa-
umn.

KomaHObI pexcuma KoHguaypuposaHusa IP SLA ICMP ECHO onepauuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypmposaHums IP SLA ICMP ECHO:
console (config-ip-sla-icmp-echo) #

Tabnnuya 228 — KomaHabl pexkuma KoHpurypumposaHua onepauymm ICMP Echo

3HayeHue/3Ha4vyeHue .
KomaHoa / Aeilicmeue
no yMmon4aHuio

YctaHaBauBaet yactoTy nosTopeHma ICMP ECHO onepauuu.

frequency secs
- Secs — 4acToTa, B CeKyHAax.

secs: (10..500)/10 cek =
YcTaHaBAMBAET 3HaYeHMe YacToTbl MNOBTOPEHMI MO yMonYa-

no frequency o

YcTaHaBAMBaeT AAMHY TalimayTa, MO UCTEYEHUM KOTOPOro,
ecnu He npuwen ICMP-oTBeT, onepauna byaeT cunTaTbCs He-
yAayHoM.

- msecs — TallMayT, B MUIMCEKYHAAX.

timeout msecs
msecs: (50..5000)/2000 mc

no timeout YCTaHaBAMBAET 3HAYEHWeE TalimayTa No YMOIYaHMIO.

YCTaHOBWTb KOIMYECTBO 6aiiT, nepenasaembix B ICMP-nakete
request-data-size bytes B KayecTse AaHHbIx (payload).
bytes: (28..1472)/28 6aiiT | . pytes — konmuecTso 6aiit.

no request-data-size YCTaHOBWTb 3HaYeHMe KoanyecTsa 6anT no YMONYaHUIO.

Ona HopmanbHoro BbinoaHeHuA onepauuun ICMP Echo pekomeHayeTca ycTaHaBAMBaTh 3Ha-
e YeHue YacToTbl BbINOJIHEHUSA onepauumn 6onblunMm, Yem 3HAUEHUE TalimayTa onepaluu.

KomaHObI pexcuma KoHgu2ypuposaHUAa mpeKa

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma KoOHGUryprupoBaHua Tpeka:

console (config-track) #
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Tabnuua 229 — KomaHabl pexmma KoHpUrypaumm Tpeka

3HayeHue/3HayeHue
no ymon4YaHuro

KomaHoa Aelicmeue

YcTaHaBAMBaeT 33a4epXKKy ANnAa cmeHbl coctoaHma TRACK-
06beKTa Npu M3meHeHUK coctoaHmA IP SLA onepaumm.

- secs — 3aepyKKa B CEKYHAAX;

- up — 334ep’KKa M3MEHEeHWA COCTOAHWA MPU U3MEHEHUU
secs: (1..180)/0 onepaumm B coctoaHne OK;

- down — 3agepyKKa U3MEHEeHUA COCTOSHUA NPU USMEHEHUU
onepaumu B coctoaHue Error.

delay {up secs down secs | up
secs | down secs}

delay {up secs down secs | up

Ypanaert 3a4eprKKy.
secs | down secs} A ACPMKY

KomaHObI pexcuma KoHgu2ypuposaHusa cnucka TRACK-o6bekmos

Bua 3anpoca KOMaHAHOW CTPOKM peXKMma KoHoUrypmnposaHma cnncka TRACK-06beKToB:
console (config-track-1list)#

Tabnnuya 230 — KomaHabl pexxuma KoHpurypmposaHus onepaumnm TRACK LIST

KomaHoa 3HayeHue Aelicmeue
object object-id MpuBA3bIBaeT 06BEKT, COCTOAHUE KOTOpOro TpebyeTca oTcne-
KMBaTb.
object-id: (1..64 S
) ( ) - object-id — Homep TRACK-o6beKTa.

no object object-id YaanaeT npuBaA3aHHbIN OOBEKT.
delay { up secs down YcTaHaBAMBaeT 3afepXKKy Ana cmeHbl coctoaHma TRACK-
secs | up secs | down ob6beKTa Npu n3smeHeHumn coctoaHua IP SLA onepaunu.
secs } - Secs — 3aJeprKKa B CeKyHAaAX;

secs : (1..180)/0 - Up — 334€eprKKa U3MEHEHUA COCTOAHMA NPU U3MEHEHUM One-

pauum B coctoaHume OK;
- down — 3ageprKka U3MEHEHUA COCTOAHUA NPU U3MEHEHMMU
onepaumu B coctoaHue Error.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:
console#

Tabnnua 231 — KomaHgb! pexkuma privileged EXEC

KomaHoa 3HayeHue Aelicmeue

show ip sla operation OTobparkaeT MHGOpMaL Mo 0 HacTpoeHHbIX IP SLA onepauusax.

operation: (1..64)

[operation] - operation — HOMep onepavLuu.

show track { object-id | Lo OTobparkaeT MHPopmaLmto 0 HacTpoeHHbIx TRACK-o6bekTax.
R o object-id: (1..64) .

list [ object-id 1} - object-id — Homep obbekTa.

clear ip.sla counters operation: (1..64) O6Hy}1ﬂ(:2'T cyetumkm IP SLA onepaumm.

[operation] - operation — HOMep onepaLuy.

Mpumep HaCTPOMKM, NpeaHa3HaYEeHHOWN AN KOHTPOA y31a ceTu c agpecom 10.9.2.65 c oTnpaBKol
ICMP-3anpoca Kaxable 20 cekyHa, BpemeHem oTBeTa Ha ICMP-3anpoc He npesbiwarowmm 500 mc m
pasmepom fAdaHHbiXx 92 6aliTa; 3adepkKa cMeHbl coctofaHuA TRACK-obbekta — 3 cekyHApl; npwu
n3meHeHun coctoaHma TRACK-ob6bekTa BbinoaHAOTCA MaKkpocbl TEST _DOWN u TEST_UP:
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console# configure

console (config) # interface vlan I

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit

console(config)# macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.
int gil/0/11

no shutdown

@

console (config) #

console (config)# macro name TEST UP track 1 state up

Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@

console (config) #

console (config)# ip sla !

console (config-ip-sla)# icmp-echo 10.9.2.65

console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo) # request-data-size 92
console (config-ip-sla-icmp-echo)# exit

console (config-ip-sla)# exit

console (config)# ip sla schedule 1 life forever start-time now
console (config) # track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTUKK ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0

roe

— Operation state — TeKyw,ee COCTOAHME Onepaumu:
= scheduled — onepauus BbINOAHAETCS;
= pending — BbINOJIHEHWE ONEPALLUN OCTAHOBAEHO.
— Operation return code — Kop, 3aBeplUeHUs NocneaHel BbINOJHEHHON onepaLmu:
=  OK — ycnelwHoe 3aBeplUeHWe NpeablayLlei onepauuu;
= Error — HeyAa4yHoe 3aBepLUeHNe NocaeaHel NonbITKN U3MEPEHUS.
— Operation Success counter — KOAWMYECTBO YCNELHO 3aKOHYEHHbIX ONepauui.
— Operation Failure counter — KONMYeCTBO HEYAAYHO 3aKOHUYEHHbIX ONepaLLUit.
— ICMP Echo Request counter — KONM4ecTBO NPOBEAEHHbIX 3aMyCKOB onepauymu.
— ICMP Echo Request counter — KonM4ecTBO NOSy4eHHbIX oTBeToB Ha ICMP-3anpoc.

ICMP Error counter — CYETYMK, OTOBpaXKaOWMIA KOANYECTBO U3MEPUTENbHBIX OMnepaumii, 3aKOHYMBLUNXCA

C COOTBETCTBYHOWMM KOAOM owunbKu.
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5.26 dnekTponutaHue no nuHuam Ethernet (PoE)

Mogenn KommyTaTopoB c cypoukcom ‘P’ B 0603HAYEHUM NOALEPHKMBAIOT INEKTpONUTaHME
yCTpoWcTB Mo iMHMK Ethernet B cooTBeTcTBUM € pekomeHgaumamm IEEE 802.3af (PoE) v IEEE 802.3at (PoE+)
Nno TUNY PAcnMHOBKK A.

Mpwn oTKAtOYEHMM 0aHOro 6710Ka NUTAaHMA BloaXKeT mowHOCTM POE pacnpegensetca cornacHo npu-
oputeTam. Mo ymonyaHuto Bce MHTepdencobl UMeOT NpuopuTeT low, NnosToMy pacnpeaeneHme MAET No no-
PAAKY, HAYMHaA C NepBOro, U NUTAHWE NOAAETCA HA CTO/IbKO MHTEPdENCOoB, Ha CKOMIbKO XBaTUT btoarKeTa
MoLHOCTU. MNPUOPUTETEI MOXKHO HAcTpPanBaTb — B 3TOM Cay4vae broaxKeT byaeT pacnpeaensatbCa B NO/Ab3y
NHTepdelcos ¢ 6onee BbICOKUM NPUOPUTETOM.

Mpu nepesarpyske ycTpomucTBa Ha MHTepdeiicax ¢ BbiKAlOYeHHbIM POE BO3MOXHa KpaTKo-
e BpemeHHas nogaya NUTaHUA, TaK KaK 3anycKaeTca NpoLecc CornacoBaHMa ero nogauu.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKK B pexknume riobasbHOM KoHbUrypaumu:
console (config) #

Tabnunua 232 — KomaHabl perknma rnobanbHo KoOHGUrypaumm

3Ha4yeHue/3HayeHue »
KomaHoa Aelicmeue
o yMOAYAHUIO
power inline limit-mode {port | BbIbpaTb perKMM OrpaHUYeHUA MOLHOCTU 31EKTPONUTAHUA:
class} - port — orpaHUYeHue yCTaHaB/IMBAETCA HA OCHOBAHWW afMWUHU-
| CTPaTUBHBIX MapaMeTpPOoB MopTa;
+/class - class — orpaHuuyeHune ycTaHaB/AMBAEeTCA Ha OCHOBAHUWM Knacca
NOAKNOYEHHOTO YCTPOMCTBA
no power inline limit-mode YCTaHOBUTb 3Ha4YeHUe NO YMONYAHUIO.
power inline restart auto BkAtounTb aBTOMaTUyeckuii pectapT PoE B cnyyae oTknoueHuA
PoE-KoHTponnepa.
— -/BKNOYEHO
no power inline restart auto YCTaHOBUTbL 3HayeHWe Nno ymonyaHuto. OTKAIOYMTL aBTOMaTHye-
cKuit pectapT PoE B cnyyae oTkatodeHUs POE-KOHTpoAepa.
power inline usage-threshold YCTaHOBWUTb NOPOr NOTpebAAeMOol MOLLHOCTH, NPy KoTopom ¢op-
percent mupyeTca MHGOPMaLMOHHOe cooblieHue (snmp trap) o npesbi-
percent: (1..99)/95 lueHuu nopora.
no power inline usage- YCTaHOBWTb 3HaYeHMe NopPora No YMONYaHMIO.
threshold
power inline traps enable PaspewunTts dopmmupoBaHne MHGOPMALMOHHbLIX COOBLLEHUIA oA
-/BbIK/IOYEHO noacuctemol PoE.
no power inline traps enable YCTaHOBWTb 3HaYeHUe No YMOMYAHUIO.
power inline inrush test BKAtouMTL NpoBepKy inrush-Toka.
disable
—— -/BKAOYEHO -
no power inline inrush test OTKAOUYUTB NPOBEPKY inrush-Toka.
disable
power inline disable OTKANOUNTb Mcnonb3oBaHue PoE.
Hactpoiika BCTynuUT B cUAly TONIbKO NoOcne nepesarpysku
-/BbIK/IOYEHO .
ycTpoiictea.
no power inline disable BKAtounTb Mcnonb3osaHue PoE.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaummn nHtepodeiica Ethernet:

console (config-if) #

Tabnunua 233 — KomaHAabl perknuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aeiicmeue

power inline {auto | never}
[time-range range_name]

range_name: (1..32)
CUMBONA;
-/auto

YnpaenaTte paboToit NpoToKoa ob6HapyxKeHus PoE-ycTpoiicTB Ha
MHTepodeiice.

-auto — paspewaet paboTy npoToKkona obHapyxeHua PoE-
YCTPOMICTB Ha UHTepdelice U BKAOYAET NOAAYY INEKTPONUTAHUA
Ha MHTepoeic;

- never — 3anpeuiaet paboTy npotokona obHapyrKeHus PoE-
YCTPOMCTB HA UHTepdelice 1 OTKAOYAET NOAAYY 3NEKTPONUTAHMUS;
- time-range — BpeMeHHOW MHTepBas, B TE4EHUE KOTOPOro NUTa-
Hue byaeT nogaBaTbCs Ha MHTepdelic.

power inline powered-device
pd_type

pd_type:(1..24)

[Job6asutb NnponsBobHOEe onucaHue PoE-ycTpoiictea gas nomowm
B aAMUHUCTPUPOBAHMM 060pPYL0BaAHUS.

no power inline priority

cumsonos/
no power inline powered-de- He 3aaH0 YaanuTb paHee 3afaHHoe onucaHue PoE-ycTpolicTsa.
vice
power inline priority {critical | 3agaTtb npuopuTeT nHTepdelica PoE npu ynpaBneHnn 3neKTponu-
high | low} TaHuem.
- critical — ycTaHaB/AMBaeT HAMBbLICLIMIA NPUOPUTET INEKTPONUTA-
y HUA. DNEKTPONUTAHME NOPTOB C TaKUM NpuopuTeTom byaeT npe-
-/low

KpalwaTtbCA B NOCNe4HIOK ovepeab npu neperpyske CUCTeMbI PoOE;
- hlgh — YCTaHaB/uBaeT BbICOKMM NPUOPUTET 3/IEKTPONUTAHUA;
-low — yCTaHaB/MBaeT HU3KNIA NPUOPUTET 2/IEKTPONUTAHUA.

YCTaHOBUTb NPUOPUTET MO YMOUAHMIO.

power inline limit power

no power inline limit

power: (0..30000)/
30000 mBT

HasHaunTb Npesen MOLWHOCTU 31EKTPONUTAHNA ANA BbIGPaHHOrO
nopTa.

YcTaHOBUTb npegen MmowHOCTHU NO YMONYaHUIO.

KomaHOwb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 234 — KomaHabl perkuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

show power inline
[gigabitethernet gi_port | unit
unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OTO6pPa3nTb COCTOAHUE INEKTPONUTaHUA UHTepdeincos, noaaep-
KUBAOLWMX NUTAHME No NHUK POE.
- unit_id — Homep toHWTa B CTeKe.

show power inline
consumption [gigabitethernet
gi_port | unit unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OTo6pasnTb XapaKTEPUCTUKM MNoTpebneHna molHocTM PoE-
MHTepdEencoB ycTponcTaa.
- unit_id — Homep toHWTa B CTeKe.

show power inline version

OT06pasnTb Bepcuto NporpaMmHoro obecneyeHms KOHTposanepa
noacucrtemsbl PoE.

[pumepbl 8b1M0AHEHUS KOMAHO

e [loKa3aTb COCTOSIHME 3/1IEKTPONUTAHUA BCeX MHTepdeicoB ycTpoiicTBa:

consolef#show power inline
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Power-limit mode: Class based
Usage threshold: 95%
Trap: Enable
Legacy Mode: Enable
Inrush Test: Enable
Class Error Detection: Enable
Guard-Band Value: Static (1W)
Unit Module Nominal Consumed Temp SW PSE chipset
Power (W) Power (W) (C) Version HW Revision
1 MES2300-24P AC 380 353 (93%) 39 22.211.20.2
0x0
Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Oon 14.400 0 low
gil/o0/2 Auto On 14.600 0 low
gil/0/3 Auto Oon 14.800 0 low
gil/0/4 Auto On 14.700 0 low
gil/0/5 Auto Oon 14.400 0 low
gil/0/6 Auto On 14.300 0 low
gil/0/7 Auto On 14.900 0 low
gil/0/8 Auto Oon 14.500 0 low
gil/0/9 Auto Oon 14.500 0 low
gil/0/10 Auto On 14.800 0 low
gil/0/11 Auto On 14.900 0 low
gil/0/12 Auto On 14.800 0 low
gil/0/13 Auto On 14.800 0 low
gil/0/14 Auto On 14.700 0 low
gil/0/15 Auto On 14.900 0 low
gil/0/16 Auto On 14.600 0 low
gil/0/17 Auto On 14.700 0 low
gil/0/18 Auto On 14.700 0 low
gil/0/19 Auto On 14.600 0 low
gil/0/20 Auto On 14.700 0 low
gil/so/21 Auto On 14.600 0 low
gil/0/22 Auto On 14.700 0 low
gil/0/23 Auto On 14.700 0 low
gil/0/24 Auto On 14.700 0 low

[pumepbl 8b1M0MHEHUS KOMAHO

e [loKa3aTb COCTOSIHME 3/IEKTPONMUTaHMA BbIOPAHHOIO MHTepdeica:

consolef#show power inline GigabitEthernetl/0/1

Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low
Port Status: Port is off. Detection is in process

Port standard: 802.3AT

Admin power limit (for port power-limit mode): 30.000 watts

Time range:

Max Power Allocation: 30.000 watts

Spare pair: Disabled

Negotiated power: 0.0 watts (None)

Current (mA) : 0

Voltage (V) : 0.000

Overload Counter: 0

Short Counter: 0

Denied Counter: 0

Absent Counter: 0

Invalid Signature Counter: 0O
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Tabnuua 235 — MapameTpbl cTaTyca 3/1eKTPONUTaHUA

Nominal Power

HomunHanbHaa MOLWHOCTb UCTOYHUKA NUTaHKUA nogcuctembl PoE.

Consumed Power

M3mepeHHoe 3HauYeHne noTpebnsemoit MOLLHOCTH.

Usage Threshold

MoporoBoe 3HayeHue NOTPebAAEMON MOLLHOCTU, NPKU KOTOpom dopmu-
pyetca MHPopMauMOHHOoe cooblieHne (snmp trap) o NpeBbiWeHUM no-
pora.

Traps

OTob6parkaeT paspeleHme popmmposaHme MHPOPMaLMOHHBIX coobLLe-
HUWN.

Port

O603HayeHne nHTepdeica KoOMMyTaTopa.

Admin

AZLMUHUCTPATUBHOE COCTOAHWNE 3NEKTPONUTAHMA NOpTa. Bo3moxkHble
3HayeHusa — auto u never.

Priority

MpuopuTeT ynpaBaeHUaA 3N1eKTponuTaHMem nopTta. BosmorKHble 3Haye-
Hus — critical, high, low.

Oper

OnepaTUBHOE COCTOAAHUE 3/IEKTPONUTAHMA NOpTa. BO3MOKHble 3Have-
HUA:

- Off — nuTaHMe nopTa BbIKAKOYEHO aAMUHUCTPATUBHO;

- Searching — nuTaHWe NopTa BK/AOYEHO, OXUAaHWe NoaKAYeHns PoE-
YCTPOWCTBA;

- On — nuTaHMe NopTa BK/IOYEHO U eCTb NpucoegmHeHHoe PoE-ycTpoi-
CTBO;

- Fault — aBapusa nuTaHuA nopTa. POE-ycTPOMCTBO 3aNpOCMI0 MOLLHOCTb
60nblIyt0, YEM AOCTYNHO MAM noTpebnsemasa PoE-ycTpolcTBOmM moll-
HOCTb NpeBbICKNA 3a4aHHbIN Npeagen.

Port standard

Knaccndurkaumsa nogxnoveHHOro yctpoiictea B cooTsetcTBum ¢ |EEE
802.3af, IEEE 802.3at.

Overload Counter

CyeTumK KoNNYecTBa C/ly4aeB Neperpyskun No 3N1eKTPONUTAHMUIO.

Short Counter

CyeTumK cnyyaeB KOPOTKOrO 3aMblKaHMA.

Denied Counter

CyeTyumk C/ly4aeB OTKa3a B nogaye 3/1eKTponnTaHuAa.

Absent Counter

CyeTumK cayyaes NpeKpaLLeHms 31eKTPOMUTAHMA U3-3a2 OTKAOUYEHMUA Nn-
Taemoro ycTpoWncTBa.

Invalid Signature Counter

CyeTumK oWMBOK KnaccudpukaLmm noaxkatodeHHbIX POE-ycTpoicTB.

5.27 ®yHKuum obecneueHunsa 6esonacHocTn

5.27.1 ®yHKyuu obecneyeHuUa 3aWUMmol NOPMoO8

C uenbto nosbiweHMsA 6e30MacHOCTM B KOMMYTATOpe CyLLECTBYET BO3MOXHOCTb HAaCTPOUTb KaKoWi-
nMbo nopT TakK, uyTobbl AOCTYN K KOMMYTATOPy 4epes 3TOT MOPT NPeaocCTaBAsfACA TONbKO 3aAaHHbIM
ycTpoiicTBam. yHKUMA 3aLMTbl NOPTOB OCHOBaHa Ha onpeaeneHnn MAC-aapecos, KOTOPbIM paspellaeTca
goctyn. MAC-agpeca mMoryT 6biTb HAaCTPOEHbI BPYYHYIO MKW M3ydeHbl KOMMyTaTOpoM. oc/ie M3ydeHus
HeobXxoAMMbIX aapecoB MOPT caedyeT 3ab/0OKMPOBaTb, 3aWIMTUB €ro OT MOCTYMN/JAEHUA MNaKeToB C
HeunsydeHHbIMU MAC-agpecamun. Takum o06pasom, Korga 3ab10KMpPOBaHHbIM NOPT NoaydyaeT naket, u MAC-
aZlpec UCTOYHMKA NaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3MPYETCA MEXaHW3M 3aLLMTbl, B 3aBUCMMOCTM OT
KOTOPOro MOryT 6biTb MPUHATLI Caeaylowme mMepbl: HECAaHKLMOHMPOBAHHbIE MAKeTbl, MOCTynawme Ha
3a6/10KMPOBAHHbIN NOPT, NepecbINaoTCA, 0TOPACLIBAOTCA, MO0 e NOPT, NPUHABLUMIA NAKET, OTKIOYAETCA.
®yHKuma besonacHocT Locked Port nmosBonser coxpaHUTb CMMCOK M3y4yeHHbix MAC-aapecoB B ¢aline
KOHdUrypaLmm, Takum 06pasom, 3TOT CMIMCOK MOXKHO BOCCTAaHOBUTL NOC/Ie Nepes3arpyskun yCTpomncTea.

/ CyuwiecTtByeT orpaHuMyeHue Ha Konndectso MAC-agpecoB, KOTOpoe MOXKeT U3y4nTb NOpPT, UC-
NoNb3YyOWMA GYHKLMIO 3aLLUTDI.
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KongaHdbl pexcuma KoHguaypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnbl MOpmMos

Bug, 3anpoca KOMaHAHOW CTPOKKM B pexume KoHdurypauum uHtepdeitca Ethernet, nHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 236 — KomaHabl pexkmma KoHourypaumm nHtepdelica Ethernet, rpynnoel uHTepdelicos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

port security

no port security

-/BbIKNOYEHO

BrkntovaeT ¢yHKUMIO 3aWnTbl HA UHTepdelice. BaokupyeTt dyHK-
L MO U3YYEHMA HOBbIX afpecoB Ansa uHTepderica. MNakeTbl ¢ Hensy-
yeHHbIMM MAC-agpecamun UCTOYHMKA oTbpacbiBatoTca. KomaHaa
aHanorMyHa KomaHge port security discard.

OTKAtoYaeT GYHKLUMIO 3alLMTbl HA UHTepdelice.

port security max num

no port security max

num: (0..32768)/1

3agaeT MaKCcMManbHOe KONMYeCTBO afpecoB, KOTOpPOe MOXeT
U3y4nTb NOPT.

YcTaHaBAMBaeT 3HaYeHne No YMOAYAHUIO.

port security routed
secure-address mac_address

no port security routed
secure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

YcTaHaBAuBaeT 3awmLLeHHbIi MAC-agpec.

Ypansaet sawmueHHbii MAC-agpec.

port security {forward |
discard | discard-shutdown}
[trap freq]

freq: (1..1000000) cek

BkntoyaeT PyHKUMIO 3aWwmTbl Ha UHTepdelice. bnokupyet dyHK-
LMIO U3yYeHMA HOBbIX agpecoB Ans uHTepodelica.

- forward — naketbl c HensyuyeHHbIMM MAC-agpecamm UCTOYHUKA
nepecbINakoTcs;

- discard — nakeTbl ¢ HemM3yyeHHbIMM MAC-agpecammn UCTOYHMKA
oTbpacbiBatoTCs;

- discard-shutdown — nakeTbl ¢ HeunsyyeHHbIMM MAC-agpecamm
MCTOYHMKa O0T6pachIBalOTCA, MOPT OTKNKOYAETCS;

- freq — yactoTa reHepupyembix coobuweHnin npotokona SNMP
trap Npy NOCTYyN/IeHUU HECAHKLMOHUPOBAHHBIX MAKETOB.

port security trap freq

freq: (1..1000000) cek

3apaeT 4acToTy reHepupyembix coobuieHuii npotokona SNMP
trap Npu NOCTYN/IeHUMN HECAHKLLMOHMPOBAHHbIX MAKETOB.

port security mode {secure
{permanent | delete-on-reset}
| max-addresses | lock}

no port security mode

-/lock

3agaeT pexum orpaHuyeHua wusyvyeHua MAC-agpecoB Ana
HacTpanMBaemoro nHTepdeiica.

- secure — HacTpauBaeT CTaTUYECKOe OrpaHuWyeHue W3yyYeHuA
MAC-agpecos Ha nopTy;

- permanent — gaHHbIi MAC-agpec coxpaHuUTca B Tabavue gaxe
nocne nepesarpysKku ycTponcTsa;

- delete-on-reset — gaHHbIM agpec yaanuTca nocne nepesarpysku
YCTPOMCTBA;

- max-addresses — yfanfer Tekylme AUMHAMUYECKU U3yYeHHble
agpeca, CBA3aHHble c NHTEpOErcom. PaspeweHo
M3yyeHMe MaKCMMaNbHOro KOAMYecTBa aJApecoB Ha MopTy.
MoBTOpHOE M3yyeHMe 1 CTapeHne paspeLleHbl;

- lock — coxpaHsaeT B KOHOUIYpaumto TeKyLLMe AUHAMUYECKN U3Y-
YeHHble afpeca, CBA3aHHble C MHTepdencom 1 3anpelyaeT obyye-
HUEe HOBbIM afpecam U CTapeHMUE yKe U3yYeHHbIX a4pecos.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnuua 237 — KomaHap! pexkmuma EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmoA4YaHuio

show ports security MoKa3blBaeT HAaCTPOMKMN OYHKLMKM H6e3onacHOCTU Ha BblbpaH-
{gigabitethernet gi_port | HOM uHTepdeiice.

tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

twe_port |

L (1..8/0/1..120);
hundredgigabitethernet ) )
hu_port | hu_port: (1..8/0/1..32);

fo_port: (1..8/0/1..32);

fourhundredgigabitethernet aroup: (1..128)

fo_port | port-channel group |
detailed}

show ports security addresses MoKa3bIBaeT TEKyLUME AMHAMMYECKME agpeca Ana 3a6NoKMpo-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); BaHHbIX MOPTOB.

ieabiteth
tenglgal?ltet. errjet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet

twe_port:

twe_port |

s (1..8/0/1..120);
hundredgigabitethernet ) )
hu_port | hu_port: (1..8/0/1..32);

fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group |

detailed}

set interface active AKTMBM3MpPYET UHTepdEenc, OTKAIOYEHHDbIW GYHKUMEN 3aWnTbl
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); noprta (KomaHaa AOCTyMHa TONbKO ANA NPUBUAETMPOBAHHOIO
tengigabitethernet te_port | te_port: (1..8/0/1..48); | nonb3osatens).

twentyfivegigabitethernet twe_port:

twe_port | (1..8/0/1..120);

hundredgigabitethernet hu_port: (1..8/0/1..32);

hu_port | fo_port: (1..8/0/1..32);

fourhundredgigabitethernet group: (1..128)

fo_port | port-channel group}

[pumepbl 8b1N0AHEHUS KOMAHO

BKounTb PpYHKLMIO 3aLmTbl Ha 15 nHtepdeiice Ethernet. YctaHoBUTb orpaHMyeHMe Ha U3yYeHUe afpecoB
— 1 agpec. Nocne nsyyeHns MAC-agpeca 3a610KMpoBaTb GYHKLMIO N3yYEHMA HOBbIX afpecoB Ana UHTep-
delica ¢ uenbio oTOPOCUTb NaKeTbl ¢ HemsyyeHHbIMM MAC-agpecamun UCTOYHMKA. CoXpaHUTb B dainn usy-
YeHHbIl agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
console (config-if) # port security max 1

console (config-if)# port security

MoaKNUMTb KNMEHTa K NOPTY U n3yuntb MAC-agpec.

console (config-if) # port security discard
console (config-if) # port security mode lock

5.27.2 lNposepka NnodaUHHOCMU KaAueHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.27.2.1 baszosas nposepka nodauHHocMu

AyTeHTMdMKAumMA Ha ocHoBe cTaHgapta 802.1x obecneyvMBaeT MPOBEPKY NOAMHHOCTU
nosib3oBaTesiell KOMMYTATOPa Yepes BHELIHWI cepBep HAa OCHOBE MOPTa, K KOTOPOMY MOAKAOYEH KAUEHT.
TonbKo ayTeHTUPUUMPOBAHHbIE M ABTOPM30BAHHbIE MOAb30BATENM CMOFYT nepefaBaTb U MPUHUMATb
AaHHble. MpoBepKa NOAJIMHHOCTM NOJIb30BaTeNeN NOPTOB BbiNosHAETcA cepBepom RADIUS nocpenctesom
npotokona EAP (Extensible Authentication Protocol).

302 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHoOM KOHOUrypaumm:

console (confiqg) #

Tabnunuya 238 — KomaHab! perkuma rinobanbHoM KoHGUrypaumm

Komanoa 3HavyeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
dotlx system-auth-control BKAOUMTL pexknum ayTeHTUdMKaumm 802.1X Ha KommyTaTope.
-/BbIK/IIOYEHO
no dotlx system-auth-control BbIkNtouNTb perkmm ayteHTUdumKaumm 802.1X Ha KommyTaTope.
aaa authentication dotlx 3afaTb OAMH MK ABa MeToAa NPOBEPKM NOAJIMHHOCTU, aBTOPU3a-
default {none | radius} [none | uMn 1 yyeta (AAA), ana ncnonb3oBaHUsA Ha MHTepdelicax IEEE
radius] 802.1X.
- none — He BbINOJIHATb ayTEHTUPUKALNIO;
- radius — ncnonbsoBatb cnmcok RADIUS-cepBepoB Ansa ayTeHTU-
-/radius duKaumm nonbsosaTens.
BTopoii meToa, ayTeHTUGUKALUMN UCNOJb3YETCA TONIbKO B
V c/lyyae, ecim nNo nepsomy ayTeHTUdUKauuma 6biia He-
yCneLwHoii.
no aaa authentication dotlx YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
default
dotlx guest-vlan timeout time . YCTaHOBWUTb 3a4ep»KKy B HasHauyeHUW guest-vlan Ha nopTt nocne
time: (30..180) nonyyeHus access-reject ot cepsepa.
cekyHa/0
no dotlx guest-vlan timeout YCTaHOBWTb 3Ha4YeHWe No YMOAYaHUIO.
dotlx mac-auth { radius | eap } BbibpaTb dopmaT coobueHuii, KoTopble oTnpasastoTca RADIUS-
[ username { groupsize KnmeHToM Ha RADIUS-cepBep B npouecce ayTeHTMdMKaL MM Ha OC-
groupsize separator separator HoBe MAC-agpeca, ¥ ONuUMOHabHO HACTPOUTb dopmaT aTpnbyTa
{ lowercase | uppercase }}] -/eap User-Name.
groupsize: 1,2,4,12/12 | _ eap — “cnonb3osaTb aTpnbyT EAP B coobuieHmnax RADIUS.
separator: -, :,./none | _ radius — ucnonbsosats RADIUS 6e3 aTpubyTa EAP. B KauecTse
3HayeHuna aTpubyTa User-Password ncnonbsyetca MAC-agpec cy-
NJNKaHTa.
Ecam username He 6yaeT HacTpoeH, To npumeHuTca ¢pop-
V mar 6e3 pa3genutens C HUXKHUM PermcTpom.
no dotlx mac-auth YCTaHOBWTb 3Ha4YeHUE N0 YMOAYAHUIO.
dotlx mac-auth password Mcnonb3oBaTb 3a4aHHbIN aAMUHUCTPATOPOM NApPO/b B aTpubyTe
password User-Password Bmecto MAC-agpeca cynanKaHTa.
password:
(1..32) cumsonos V KomaHga ucnonb3syetca B nape ¢ dotlx mac-auth radius.
no dotlx mac-auth password OTMeHa UCno/b30BaHUA 334aHHOTO aAMUHUCTPATOPOM NApPONsA B
aTpubyTe User-Password: ncnonb3osatb MAC-agpec cynivMkaHTa
B aTpubyTte User-Password.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelic

a Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKU B PeXKUME K

console (config-if)#

v/

MpoTtokon EAP (Extensible Authenticat

oHdurypaunm nHtepoelica Ethernet:

ion Protocol) BbinonHAeT 3agaun ana ayreHTMdUKa-

UMUN yOAa/IeHHOro K/IneHTa, Nnpu 3Tom onpeagenaa mexaHnam BYTEHTMd)MKaU,MM.
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Tabnunua 239 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

-/force-authorized;

HacTpausaet ayteHTMdMKaumto 802.1X Ha uHTepdeiice. Paspe-
LWaeT py4YHOM KOHTPOJIb 338 COCTOAHMEM aBTOPU3aLMM NopTa.

- auto — ucnonb3osatb 802.1X ANA U3MEHEHUA COCTOAHUA KAU-
€eHTa MeXKy aBTOPM30BaHHbIM Y HEABTOPU30BaHHbIM;

- force-authorized — Bbikntouaet ayteHTUOUKaumo 802.1X Ha
nHTepoeice. MopT nepexoauT B aBTOPM30OBaHHOE COCTOAHME
6e3 ayTeHTUGUKauuu;

time: (1..32) - force-unauthorized — nepeBoauT NopT B HeaBTOpPM30BaHHOE
cocToAHue. IrHopumpytoTca BCe NOMbITKM ayTeHTUGUKALMKN KAK-
€HTa, KOMMYTATOP He NPeAOoCTaBAAET CEPBUC ayTEHTUDUKaL MM
AN 3TOro NnopTa;
- time — HTepBan BpemeHW. Ecn AaHHbIM NapameTp He onpe-
JeneH, TO MOpPT He aBTOPM30BaH.
no dotlx port-control YcTaHaBMBaeT 3Ha4YeHMe NO YMONYAHMIO.
dotlx reauthentication -/nepuogunyeckme Bk/toyaeT nepuoanyeckme NoBTOPHbIE MPOBEPKMU MOAJMHHO-
NOBTOPHbIE NPOBEPKMU cTn (nepeayTeHTUMKALMIO) KNMEHTA.
no dotlx reauthentication NOAMHHOCTN BbIKk/tOYaeT Nnepuoamyeckne NoBTOPHbIE MPOBEPKU NOAJMHHO-
BbIK/IOYEHbI cT1 (nepeayTeHTUdMKALMIO) KNMEHTA.

dotlx timeout eap-timeout
period

no dotlx timeout eap-timeout

period: (1..65535) /30

3afaeT MHTepBan BPeMeHW B CEKyHAAX, B TeyeHue KOToporo
cepsep EAP oxknaaet oTBeTa oT KAneHTa EAP 10 NnoBTOpHOM ne-
peaaym 3anpoca.

YCTaHOBUTb 3HaAYeHMe No YMO4YaHUIO.

dotlx timeout supplicant-held-
period period

no dotlx timeout supplicat-
held-period

period: (1..65535) /60

3afaeT nepuos BpeMeHu, B TeYeHMe KOTOpPOro 3anpalimsato-
WMY KAET A0 Nepesanycka ayTeHTUdMKaLUm nocae noayvyeHnn
oteeTa FAIL oT cepBepa Radius.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period:
(300..4294967295)/
3600 cekK

YCTaHaBNMBAET NepuUos MexAy NOBTOPHbIMU NpPOBepKamu
NoA/IMHHOCTU.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
cek

YcraHaBauBsaet nepnoa, B Te4YeHUMEe KOTOPOro KOMMYTaTop
OCTaeTCA B COCTOAHUU MONYaHUA nocne Heyp,aquﬁ npoBepKu
NOANNHHOCTU.

B TeueHue nepnoga Mon4yaHMA KOMMYTaTop He NPUHUMaET U
HE UHUUMNPYET HUKAKUX ayTeHTMd)VIKaLI,VIOHHbIX COO6IJ.I,EHVII71.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
cek

YcTaHaBAUBAET Nepuoa, B Te4eHMEe KOTOPOTro KOMMYTATOP OXMU-
[aeT OTBeT Ha 3anpoc AMbo naeHTUPUKaALMIO MO NPOTOKONY
EAP OT K/MeHTa, nepeg, NOBTOPHOM OTNpPaBKOW 3anpoca.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBAMBaeT MaKCMMabHOE YUCNO MOMbITOK Nepesayn 3a-
npocos npoTtokona EAP-kAMeHTy nepes HOBbIM 3aMyCKOM Mpo-
Lecca NpoBepKu NoAAMHHOCTM.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAUBAET Nepuos Mexay NOBTOPHbIMM Nepefavyamu 3a-
npocos NpoTokona EAP-knueHTy.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBAET NepMos, B TEYEHNE KOTOPOro KOMMYTATOP OXKMU-
[aeT oTBeTa OT cepBepa ayTeHTUdUKaLmm.

YcTaHaBAMBaeT 3HaYeHUe o YMONYaHUIO.

dotlx timeout silence-period
period

period: (60..65535)
CeK/He 3a4aHo

YcTaHaBAMBaeT nNepuoj, BpeMeHW HeaKTUBHOCTU KAUEHTa, No
ncre4yeHme KoToporo KIMeHT CTaHOBUTCA HEABTOPU30OBAHHbIM.
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no dotlx timeout
silence-period

YcTaHaBAMBaeT 3HaYeHue Mo yMON4YaHuo

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 240 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| fourhundredgigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

Bpy4yHyto OCyLLecTBAAET MOBTOPHYK MPOBEPKY MOAJMHHOCTU
YKa3aHHOro nopTa B KOMaHAe, b0 Bcex NOPTOB, NOAAEPHKMBA-
towmx 802.1X.

dotlx unlock client
gigabitethernet gi_port |
tengigabitethernet te_port
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32)

3abnoknpoBaTb KAMEHTa € yKa3aHHbIM MAC-agpecom Ha nopty
npu OOCTUMKEHUW NOPOra MAaKCMMasbHO BO3MOMKHbIX MOMbITOK
ayTeHTUdUKaLMM.

show dot1x [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| fourhundredgigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MNokasbiBaeT coctosiHMe 802.1X ana KommyTtaTopa Mbo ann yka-
3aHHOro UHTepodelica.

show dotlx users [username
username]

username: (1..160)
CUMBOJI0B

MoKasbiBaeT aKTUBHbIX ayTeHTUOULMPOBAHHBIX NOAb30OBaTENEN
802.1X kommyTaTopa.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet hu_port
| fourhundredgigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MokasbiBaeT cTtaTUcTUKy no 802.1X anA BblbpaHHOro MHTEp-
deiica.

show dot1x advanced
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
hundredgigabitethernet hu_port
| fourhundredgigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MoKa3sblBaeT pexkumbl paboTbl dotix.
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HELTEX
HpumepblsunonHeHUﬂKomaHd

BKNOUMTb pexkum ayteHTuduKaumm 802.1x Ha KommyTaTope. Mcnonb3osaTe RADIUS-cepBep a41a NpoBePKU
NOA/IMHHOCTU KAMEHTOB Ha MHTepdencax IEEE 802.1X. Ana 8 nHtepdeiica Ethernet ncnonbsosatsb pexmm
ayTeHTUdUKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config) # aaa authentication dotlx default radius

(
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

MokasaTb coctosHMe 802.1x ana KOMMyTaTopa, Ana 8 uHTepdelica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8
Host mode: multi-host
Port Administrated Status: auto
Guest VLAN: disabled
Open access: disabled
Server timeout: 30 sec
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
Max req: 2
Authentication success: 0
Authentication fails: 0

Tabauua 241 — OnvcaHWe pe3ynbTaToB BbIMOAHEHUSA KOMAHA

Mapamemp OnucaHue

Port

Homep nopra.

Admin mode

Pexxum ayteHTUduKaumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepauyoHHbIA PeXnm NopTa: aBTOPU30BaHHbIW, HEABTOPMU30BaHHbIN, MO0 BbIKNHOYEH-
Hbi (Authorized, Unauthorized, Down).

Reauth Control

KoHTpo/ib NepeayTeHTUdUKaLUN.

Reauth Period

Mepuoa mexay NOBTOPHbIMU NPOBEPKAMU NOAJAUHHOCTU.

Mmsa nonb3osatens npu ncnonb3osaHum 802.1X. Ecnm nopT aBTOpM30BaH, TO OTOOpaXKa-

Username eTCsA UMA TeKylero nosib3osaTena. ECan nopT He aBTOpM30BaH, TO OTOBParKaeTca MMA No-
cnegHero ycnewHo aBTopM30BaHHOIO No/b30BaTeNsA Ha NOPTY.
Quiet period Mepuog, B TeYeHWe KOTOPOro KOMMYTATOpP OCTAaeTCA B COCTOSHMM MONYAHUA MNoc/ie He-
p yAa4HOM NPOBEPKM NOAJMHHOCTH.
Tx period Mepuoa, B TeUeHME KOTOPOro KOMMYTATOP OXKMAAEeT OTBET Ha 3anpoc 60 naeHTUdpuKa-
p uMto no npotokony EAP oT KNMeHTa, nepes NOBTOPHOM OTNPaBKOM 3anpoca.
Max req MaKcumanbHoe YMCA0 NOMbITOK NepeAayn 3anpocos NpoTokona EAP KnneHTy nepes Ho-

BbIM 3aMyCKOM MNpoLLecca NPOBEPKU NOAJUHHOCTH.

Supplicant timeout

Mepuoa mexay NOBTOPHbIMM NepegadYamu 3anpocos NpoTokona EAP KaneHTy.
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Server timeout

Mepnoga, B Te4eHUe KOTOPOro KOMMYTaTOp OXKMAAeT OTBeTa OT cepBepa ayTeHTMCbVIKaLJ,VIVI.

Session Time

Bpems NoAKAOYEHWUS NOAb30BATENA K YCTPOMUCTBY.

Mac address

MAC-agpec nonb3oBarens.

Authentication Method

MeToga ayTeHTUPUKALUKN YCTaHOBAEHHOM CECCUM.

Termination Cause

MpuunHa 3aKkpbITUA ceccuu.

State

TeKyliee 3HaYeHWe aBTOMaTa COCTOAHWUI onpeaennTens NoaAMHHOCTM U BbIXOAHOIO aB-
TOMaTa COCTOAHUN.

Authentication success

Konnyectso nosy4eHHbIX coobLieHunii 06 ycnewHolm ayTeHTMdMKaLmMm OT cepeepa.

Authentication fails KonnuyecTBo Nosy4eHHbIX COODLLEHUI O HEYCNELIHOM ayTeEHTUDUKAL MM OT CEpBEpa.
VLAN Ipynna VLAN Ha3HayeHHaa noab3oBaTesnto.
Filter ID NaeHTuduKaTop rpynnel GuabTpaLmu.

MokasaTb cTaTUCTMKY no 802.1x gna nHTepdeica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx:
EapolFramesTx:

EapolRegFramesTx:

12

EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6

EapolRegIdFramesTx: 3

5

InvalidEapolFramesRx: 0O
EaplLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnnua 242 — OnucaHune pesynbTaToB BbINOJHEHUA KOMaHZ,

Mapamemp OnucaHue
EapolFramesRx KonnuyectBo KOppeKTHbIX NakeToB toboro tmna npotokona EAPOL (Extensible Au-
p thentication Protocol over LAN), NpMHATLIX AaHHbIM onpeaenutenem noaJMHHOCTU.
Konnuectso KOppeKTHbIX NakeToB Awboro Tuna npotokona EAPOL, nepepaHHbIX
EapolFramesTx
OaHHbIM onpeaennTenem No4JIMHHOCTW.
Konunuyectso naketos Start npotokona EAPOL, NnpuHATbIX AaHHbIM onpegenntenem
EapolStartFramesRx P » NP A PeA
NoAJIMHHOCTW.
Konunuyectso naketos Logoff npotokona EAPOL, NpuHATLIX AaHHbIM onpeaennTenem
EapolLogoffFramesRx & P » 1P A pea
NoAJIMHHOCTW.
Konuyectso naketos Resp/ld npotokona EAPOL, NnpUHATbIX AaHHbIM onpeaennTe-
EapolRespldFramesRx P P » NP A PEA
nem NOASIMHHOCTW.
Konunuectso naketos otseTos (Kpome Resp/Id) npoTokona EAPOL, npuHATbIX AaH-
EapolRespFramesRx (kp p/id) p » P A
HbIM onpegenutenem NOAANHHOCTU.
Konunyectso naketos Resp/ld npotokona EAPOL, nepefaHHbIX aHHbIM onpeaenvre-
EapolReqldFramesTx P P - NIePEA A pea
nem NOASIMHHOCTW.
Konnuyectso naketos 3anpocoB (Kkpome Resp/ld) npoTtokona EAPOL, nepeaaHHbIX
EapolReqFramesTx P (kp p/id) np » NEPEA
OaHHbIM onpegennTenem NOAJIMHHOCTW.
, Konunyectso naketos npoTtokona EAPOL ¢ Hepacno3HaHHbIM TUMNOM, NMPUHATbIX AadH-
InvalidEapolFramesRx P P » P A
HbIM onpegenuTenem NOAANHHOCTU.
Konunyectso naketos npoTtokona EAPOL c HEKOPPEKTHOM ANMHOW, NPUHATbIX AaHHbIM
EaplLengthErrorFramesRx P PP A 1P A
onpeaenutenem nNoaJIMHHOCTW.
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LastEapolFrameVersion

Bepcua npoTtokona EAPOL, NnpuHATas B camom nocineaHem Ha AaHHbIA MOMEHT na-

KeTe.

LastEapolFrameSource

MAC-azpec UCTOYHUKA, NPUHATLIA B CAMOM NOC/IeAHEM HA JaHHbI MOMEHT NaKeTe.

5.27.2.2 PacwupeHHas nposepKa nodsauHHocmu

PacwmnpeHHble HacTpolikn dotlx No3BOAAOT NPOBOAUTL MPOBEPKY MOAJAMHHOCTU ANA HECKOJbKUX
KNMEHTOB, NOAKNOYEHHbIX K NOpTy. CylecTByeT ABa BapMaHTa ayTeHTUDMKaLMM: NePBbIi, KOrga NpoBepKa
NOANMHHOCTM Ha OCHOBe nopTa TpebyeT ayTeHTUOUMKAUMM TONbKO OAHOr0 KAMEHTa, 4Tobbl gocTyn K
cucTeme MMenU Bce KaueHTbl (pexkunm Multiple hosts), BTopoi, Korga nposepKa Nog/MHHOCTU TpebyeT
ayTeHTUOUKALMM BCEX MOAKMIOYEHHBIX K MOPTY KAMEHTOB (pexxunm Multiple sessions). Ecam nopt B pexkume
Multiple hosts He npoxoguT ayTeHTUdMKALMIO, TO BCEM NOAKNOUYEHHBIM XOCTam ByaeT 0TKasaHo B foCTyne

K pecypcam ceTu.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B pexknume r1o6asibHOMN KoHdUrypaumm:

console (config) #

Tabnunua 243 — KomaHabl perknma rnobanbHoM KoHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

dotlx traps authentication
success [802.1x | mac | web]

no dotlx traps authentication
success

-/BbIKNIOYEHO

PaspelwaeT oTnpaBKy trap-coobLieHUiA, KOraa KAMEHT YCMnewHo
NPOXo4uT ayTeHTUdMKaumio.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

dotlx traps authentication
failure [802.1x | mac | web]

no dotlx traps authentication
failure

-/BbIK/IIOYEHO

PaspelsaeT oTnpaBKy trap-coobLLeHNI, Korga KAVEHT He npoLlen
ayTeHTUdMKaumIO.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

dotlx traps authentication
quiet

no dotlx traps authentication
quiet

-/BbIKNIOYEHO

Bk/toyaeT oTNpaBKy trap-coobLeHnid Npu NpeBbIlLeHNN NO/b30-
BaTe/sleM MaKCMMaNbHO AOMYCTMMOro Ko/im4yecTBa HesycreLHblxX
NonbITOK ayTeHTUUKALMM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnunua 244 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

-/multi-host

PaspeluaeT Hannyne oHOrO/HECKONIbKUX K/IMEHTOB Ha aBTOPU30-
BaHHOM nopTy 802.1X.

- multi-host — HeCKO/1IbKO KNMEHTOB;

- single-host — oguH KnneHT;

- multi-sessions — HecKobKO ceccuit.

308 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

dotlx violation-mode
{restrict | protect | shutdown}
[trap freq]

no dotlx single-host-violation

-/protect;
freq: (1..1000000)/1
cek

3apaeT [peicTBue, KOTOpoe HeobXoAMMO BbIMOAHWUTbL, KOr4a
ycTpoicteo, MAC-agpec KoToporo otamyaetcs oT MAC-agpeca
KNMEHTA, OCYLLLeCTBAAET NOMbITKY AOCTYNa K MHTepdeicy.

- restrict — naketbl ¢ MAC-agpecom, oTanyHbiM oT MAC-agpeca
K/IMEHTa, NepecblaaloTca, Npu 3TOM agpec UCTOYHMKA He U3ydya-
erTcs;

- protect — naketbl ¢ MAC-agpecom, otamyHbim oT MAC-agpeca
KAWEHTa, OTOpacbIBatoTCS;

- shutdown — nopT BbikAtoYaeTcs, nakeTbl ¢ MAC-agpecom, OT/IMY-
HbiMm oT MAC-agpeca KnueHTa, oTbpacbliBatoTcs;

- freq —yacToTa reHepupyembix coobweHnin npotokona SNMP trap
npu NOCTYN/IEHUN HECAaHKLMOHNPOBAHHbIX NAaKeTOB.

V KomaHpga urHopupyertcsa B pexxume Multiple hosts.

YcTaHaBAMBaET 3Ha4YeHWe nNo YMONYaHUIO.

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BbIK/IIOYEHO

BkntoyaeT ayTeHTUDMKaLMIO
- mac — BK/IOYAET ayTEHTUDUKAUMIO, OCHOBaHHY Ha MAC-agpe-
cax;
- 802.1x — BK/IlOYAET ayTEHTUPMKALMIO, OCHOBAHHYO Ha 802.1x;
- web -BkatouaeT mexaHnsam Web-based ayteHTuduMKaumm.
- He aonKHO 6biITb cTaTMUecKMX NnpueA3oK MAC-agpecos.
. - PyHKUMA NOBTOPHOWU ayTeHTUPMKaLMM A[0NMKHA 6biTb
BK/IOYEHa.

BbikntoyaeT ayTeHTUOMKauMo, OCHOBaHHytO Ha MAC-agpecax
nosb3oBaTenen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3aaeT MaKcMMasibHOe KO/IMYECTBO XOCTOB, NPOLUEALINX ayTeHTH-
duKaumio.

Bo3BpaliaeT 3HavyeHMe No YMOAYAHUIO.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3a4aeT KONMYECTBO HeyAauHbIX NMOMbITOK BBOAA JIOFMHA, NOC/E KO-
TOPbIX KANEHT BAOKMpyeTCs.
- 0 — 6eCKOHEYHOE YMCO NOMNbITOK.

Bo3BpaliaeT 3HayeHne No yMONYaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/BbIKNIOYEHO

BkntouaeT ¢pyHKumto rocteBoit VLAN Ha Tekylem nHTepdeiice.

BoikntoyaeT pyHKuMto rocteBoit VLAN Ha Tekyluem nHTepdeiice.

dotlx critical-vlan enable

no dotlx critical-vlan enable

-/BbIK/IIOYEHO

BkatounTb GyHKLMIO KpuTnyeckol VLAN Ha Tekywem nHTepdeiice.
OTKpbIBaeT HeaBTOPM30BAHHbIM MOJIb30BATENAM AOCTYN B KPUTK-
yeckyto VLAN npu HepocTynHocT cepsepos RADIUS.

Ecnn KpuTuyeckas VLAN onpegeneHa v paspelieHa, nopt byget
aBTOMaTUYeCcKM f06aBneH B Hero nocsie akTMBauuW WM MOKMHET
KpuTtnueckyto VLAN npu nonyyeHun oTeeta OT cepBepa.

BbIKNtounTb OYHKUMIO KpuTudecko VLAN Ha Tekyliem MWHTep-
deiice.

dotlx radius-attributes filter-id

no dotlx radius-attributes
filter-id

-/BbIKNOYEHO

BK/OYMTL NMPOBEPKY MOANMHHOCTM, OCHOBaHHYlO Ha ACL/HasHa-
ynTtb QoS-Policy.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes vian

-/BbIKNOYEHO

BkatounTtb 06paboTKy onuum Tunnel-Private-Group-ID (81) B coob-
weHunax RADIUS-cepsepa.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

dotlx radius-attributes
vendor-specific data-filter

no dotlx radius-attributes
vendor-specific data-filter

-/BbIKNOYEHO

BktounTtb GyHKLMIO AHamuyeckoro gobasneHna ACL Ha nopT ye-
pe3 coobuweHuns ot RADIUS-cepBepa.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

authentication open

-/BbIKNOYEHO

BK/tO4aET BO3MOMKHOCTb YCTPOICTBY 338 MOPTOM C HACTPOEHHOM aB-
TopUu3aumei NoNy4YUTb AOCTYN A0 BbINOAHEHWUA NPOLLecca ayTeHTU-
duKaumm.

no authentication open

-/BbIK/IOYEHO

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepaetica VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaunm nHtepoeiica VLAN:

console# configure

console

(config)# interface vlan vlian id

Tabnnua 245 — KomaHab! perknuma KoHourypaumm nHtepdelica VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

dotlx guest-vlan

no dotlx guest-vian

no ymon4yaxumio VLAN
He onpepaeneHa Kak
roctesas

Onpegenutb roctesyto VLAN.

OTKpbIBaeT HeaBTOPM30BAHHbIM NONb30BaTeNAM UHTepdeica ao-
cTyn K rocteBoi VLAN. Ecnam rocteBas VLAN onpegeneHa v paspe-
WweHa, NopT 6yaeT aBTOMATUYECKU NPUCOEAMHATLCA K HEl, Korga
He aBTOPWM30BaAH, M MOKMAATb, Koraa NponaeT asBTOpPM3aLMUIo.
YT106bI NICNONB30BATb AAHHbIN GYHKLMOHAA, NOPT HE A0/KEH BbITb
CTaTUYECKMM YneHom roctesoi VLAN.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

dotlx critical-vlan

no dot1x critical-vlan

no ymon4yauumio VLAN
He onpeaeneHa Kak
KpUTHUYeckas

Onpegenntb VLAN B KauecTBe KPUTUUYECKOMN.

OTKpblBaeT HEaBTOPM30BaHHbIM MOJIb30BaTENAM AOCTYN B KPUTU-
yeckyto VLAN npu HepocTynHoctu cepsepos RADIUS.

Ecan KpuTtnyeckas VLAN onpegeneHa u paspelweHa, nopT byger
aBTOMaTMYeCcKM f06aBneH B Hero Mnocsie akTMBauMW WU MOKMHET
KpuTtnyeckyto VLAN npu nonyvyeHumn oTeeTta OT cepsepa.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

dotlx auth-not-req

no dotlx auth-not-req

Nno yMOA4YaHuio
asTopusauma ana VLAN
BK/IlOYEHA

Onpegenntb VLAN 6e3 aBTopm3auunmn. OTKpbIBAaeT HEaBTOPU30BAH-
HbIM NONb30BaTENAM A0CTYN K BblaeneHHomy VLAN. HeasTopuso-
BaHHbI VLAN gosiKeH 6biTb Ha3HayeH Ha MOPT CTaTUYECKU KaK
tagged.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 246 — Komanapl pexkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show dot1x [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MoKasblBaeT coctoaHne 802.1X ana KommyTaTopa NMbo ANA yKa-
3aHHOro UHTepdelica.

show dotlx detailed

MoKa3blBaeT pacluMpeHHble HAaCTPOMKKN NpoToKkona 802.1x.

show dotlx credentials

CTpyKTypa y4yeTa AaHHbIX 0TobpakaeT napameTpbl aBTOPU30BaH-
HbIX K/IMEHTOB.

show dotlx users [username]

username: CTPOKa

MNoka3sbiBaeT ABTOPU30BaAHHbIX KIMEHTOB.

show dot1x locked clients

MoKa3biBaeT HEaBTOPM30BAHHbIX KAMEHTOB, 3a6/10KMPOBaHHbIX MO
Tanm-ayTy.
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show dot1x statistics interface MokasbiBaeT cTaTUcTuKy 802.1X Ha uHTepdericax.
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:

twe_port |

s (1..8/0/1..120);
hundredgigabitethernet k .
hu_port | hu_port: (1..8/0/1..32);

fourhundredgigabitethernet fo_port: (1.8/0/1..32)

fo_port | oob}

5.27.3 Hacmpolika akmueHo2o ceaHca KaueHma (CoA)

RADIUS CoA (Change of Authorization) — aTo ¢yHKUMA, KOTOpas no3sosiAeT cepBepy RADIUS
HACTPOUTb aKTUBHbIN CEAHC KNMEHTA, paHee ayTeHTUPULMPOBAHHOIO Ha OcHoBe cTaHaapTa 802.1x. O6pa-
60TKa coobuweHnit CoA-Request npoucxoaut B cootseTcTBumn ¢ RFC 5176. O6pabaTbiBatoTca coobuieHus,
npuweawme Ha UDP-nopt 3799 oT cepBepos, 3aA4aHHbIX KOMaHAoM radius-server hosts u ¢ Knto4om, 3a4aH-
HbIM KOMaHgoM radius-server key. Jna ngeHTMGMKaummn ceaHca KnmMeHTa ncnonbsytotcs RADIUS-aTpubyThbl
User-Name wnu Acct-Session-Id. Ons HacTpOMKM ceaHca KnneHTa nogaepxusatotca RADIUS-aTpubyTtbl Tun-
nel-Private-Group-Id, Filter-Id, Calling-Station-Id, Eltex-Data-Filter, Eltex-Data-Filter-Name.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRMMa rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnnua 247 — KomaHgb! pexuma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue .
KomaHda Aeiicmeue

no ymoa4YaHuro
aaa authorization dynamic BKAtOUNTL GYHKLMIO HACTPOMKM aKTUBHOIO ceaHca KaneHTa (CoA).
radius

— -/BbIKNOYEHO —

no aaa authorization BbIKNOUNTL OYHKLMIO HAacTPOMKM aKTMBHOTO CeaHCa K/AWEeHTa
dynamic (CoA).
aaa authorization dynamic YcraHasnusaet UDP-port ans pabotbl ¢ 3anpocammn CoA oT cep-
radius port local Bepa.
<port_num> <1-65535>/3799
no aaa authorization dy- BepHyTb 3HaYeHWe No ymoa4YaHuio.
namic radius port

5.27.4 Hacmpoiika ¢pyHkyuu MAC Address Notification

®yHKuma MAC Address Notification no3sonseT oTcnexkmsaTb NOABAEHUE U UICHE3HOBEHNE aKTUBHOTO
0bopyaoBaHUSA Ha CETU MyTemM COXpaHeHus wuctopum usydeHms MAC-agpecos. Mpu oBHapyKeHUM
M3MeHEeHU B cocTaBe M3yyeHHbix MAC-agpecoB KOMMYTATOp COXpaHsaeT uHdopmauumio B Tabavue u
ussewaer o6 sTom C nNomoLlbio coobuieHnint npotokona SNMP. DyHKUMA MMmeeT HacTpaMBaemble
napameTpbl — rybuHa UcTopuM 0 COBBbITUAX U MUHUMANbHBIN MHTEPBAN OTNPaBKK cooblieHuin. Cepauc
MAC Address Notification oTKAtO4YEH MO YMONYAHUIO M MOXKET ObITb HACTPOEH BbIBOPOYHO ANA OTAENbHbIX
NOpPTOB KOMMYyTaTOPA.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU pernma rnobanbHoOM KOHGUIypauum:

console (config) #

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 311
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Tabnunua 248 — KomaHabl pexkuma rnobanbHOM KoOHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

mac address-table notification
change

no mac address-table
notification change

-/BblK/IOYEHa

KomaHaa npegHasHadeHa ana rnobanbHOro ynpasieHus QyHK-
umeit MAC notification. KomaHaa paspelaeT perucrtpaumuio cobbl-
Tuih pobasnenus v yaanenna MAC-agpecos B/v3 Tabauy, Kommy-
TaTopa M OTNPaBKY yBeJOM/IEeHUsA 0 cobbITUAX. AnA paboTbl yHK-
UMM HeobXoAMMO [AOMO/SHUTE/IbHO pa3peLlaTb reHepauuio yse-
OOMIEHUI Ha UHTepdericax (Cm. HUKe).

Bbikntountb PpyHKUMto MAC notification rno6anbHO M OTMEHUTB CO-
OTBETCTBYIOLLME HACTPOMKM Ha BCeX UHTepdelicax.

mac address-table notification
flapping

BKkntoumTb PpyHKUMIO 06HapykeHua daannmHra MAC-agpecos.

no mac address-table
notification change interval

(0..4294967295)/1

-/BKAOYEHA
no mac address-table BbIkounTb GYHKUMIO 0BHapyeHua dnannuHra MAC-agpecos.
notification flapping
mac address-table notification MaKcMmanbHbIi MPOMEXYTOK BpemeHW MeXay OTnpaBKamu
change interval value SNMP-ysegomnenuid. Ecnv 3HaueHne nHTepsana BpeMeHU paBHO
0, To reHepauVA yBeJOMNEHWI N COXpaHeHMe coBbITUIA B UCTOPUIO
byaeT ocylwecTBNATbCA HEMEA/IEHHO MO Mepe BO3HWMKHOBEHMA C
| 6bITUI 06 M3MeHeHUn coctosiHMA Tabanubl MAC-agpecos. Ecan
value:

3Ha4YeHWe MHTepBana BpemeHu bonbwe 0, TO yCTPONCTBO byaeT
HaKanAneaTb cobbITUA 06 M3MEHEHUU cOCTOAHMUA Tabamubl MAC-
a[pecoB B TeYEHME 3TOr0 BpeMeHU, a 3aTeM OTNpPaBAATb YBeAOM-
neHunsa npotokona SNMP 1 coxpaHaTb CObbITUA B UCTOPUMN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

mac address-table notification
change history value

no mac address-table
notification change history

value: (0..500)/1

3a4aTb MaKCMMaibHOe KOAMYecTBO CobbiTUi 06 M3MEeHeHUU Cco-
cToAHMA Tabamubl MAC-agpecoB, KOTOPOEe COXPaHAETCA B MCTO-
puun. Ecam ycTaHOBNEH pa3mep UCTOpUK pasHbIi 0, To cobbiTUsA He
coxpaHsatoTcs. Mpu nepenonHeHum bydepa nctopmm Hosoe cobbl-
TWe NOMELLAETCA Ha MecTo CaMoro CTaporo.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable traps
mac-notification change

-/BbIK/IOYEHa

Bkntountb otnpasky SNMP-yBegomneHuii 06 nsmeHeHnn cocton-
HUA Tabanupl MAC-agpecoB. [na OTKAKOYEHUS UCMOJIb3YeTCa OT-
puuatenbHaa dopma KomaHabl. Ecnv oTnpaBKa yBesoMAEeHWUIA
BK/IIOYEHA, TO YCTPOWMCTBO byaeT MHGOPMUPOBATL O COOLITUAX CO-
obweHnamm npotokona SNMP 1 coxpaHATb COOTBETCTBYIOLWME CO-
6bITMA B Uctopumn. Ecnm otnpaska SNMP-yBefoMAeHWI BbIK/LO-
YyeHa, TO YCTPOMCTBO BYAET TONbKO COXPaHATb COBbITUA B UCTOPUMU.

OTKAounNTb oTnpaBky SNMP-yBegomneHuii 06 MU3MeHeHUN CocTo-
AHKUA Tabamubl MAC-agpecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable traps
mac-notification flapping

-/BKNOYEHa

BKAtOUMTb OTNpaBKy Tpanos o ¢pnannuHre MAC-agpecos.

OTKNOYUTL OTNPABKY Tpanos o dnannuHre MAC-aspecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

312 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
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Tabnuua 249 — KomaHapl pexxmma KoHpurypaunm nHtepoeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
Mo yMo4YaHUuio

Aelicmeue

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notification
change

-/BblK/lOYEHa

BKOYUTL reHepaumio yBegomaeHui Ha nHtepdeice o cobbiTUaAx
nameHeHusa coctoaHna MAC-agpecoB. OTAenbHO MOXHO paspe-
LINTb reHepaLmio yBeJoMIEeHUI ToNbKo 06 nyyeHnn MAC-agpe-
coB B0 TONbKO 06 UX yaaneHuu.

OTK/O4UTb reHepaLmio yBeJOMIEHUM HA MHTepdeice.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console#

Tabnnua 250 — KomaHabl pexnma KoHdurypaummn nHtepdeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4yaHuio

Aelicmeue

show mac address-table
notification change history
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)
group: (1..128);
vlan_id: (1..4094)

0OT06pa3nTb Bce yBeaomneHnsa ob nameHeHum coctoaHmns MAC-
a[pecoB, COXPaHEHHbIX B UCTOPUM.

show mac address-table
notification change statistics

OT06pa3nTb CTaTUCTUKY CepBuUca: obLiee KoaMYecTso cobbiTuii 06
nsyyeHmn MAC-agpecos, obLiee KOAMYecTBo cobbiTnii 06 yaane-
HUM MAC-agpecos, obliee KOAMYecTBO OTnpasaeHHbix SNMP-
coobLeHui.

[Mpumep UCnoab308aHUS KOMAHO

B npumepe nokasaHo, Kak HacTpouTb nepegayy coobueHnn SNMP MAC Notification Ha cepBep c agpecom
172.16.1.5. Mpw HacTpolike 3agaeTcs obLiee paspeleHne paboTbl cepBMCca, HACTPaMBaEeTCA MUHUMAbHbIN
WHTepBas OTMNPaBKM COOBLLEHWI, 3a4aeTCA pasMep UCTOPUM COBbITUIA M HACTPanBAETCA CEPBUC Ha BbIGPaH-

HOM MopTy.

console (config) #
console (config) #
console (config) #
console (config) #
console (config) #
console (config) #
(
(
(

console (config) #

snmp-server host 172.16.1.5 traps private
snmp-server enable traps mac-notification change
mac address-table notification change

mac address-table notification change interval 60
mac address-table notification change history 100
interface gigabitethernet 0/7

console (config-if) # snmp trap mac-notification change

console (config-if)# exit

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 313
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5.27.5 Konmponae npomokona DHCP u onyus 82

DHCP (Dynamic Host Configuration Protocol) — ceteBoil MPOTOKOA, MO3BOAAKOWMIA KAUEHTY MO
3anpocy nony4atb IP-agpec u agpyrue Tpebyemble napameTpbl, Heobxoammblie ana pabotbl B cetn TCP/IP.

MpoTokon DHCP moKeT Mcnonb30BaTbCs 3/10YMbILNEHHUKAMW 15 COBEPLUEHWNSA aTaK Ha YCTPOMUCTBO,
KaK CO CTOpPOHbl KAMeHTa, 3actasnaa DHCP-cepsep BblaaTh BCce AOCTYMHblE aapeca, TaK U CO CTOPOHbI
cepsepa nyTem ero nogmeHbl. lMporpammHoe obecneyeHne KOMMyTaTopa No3BoaseT obecneynTs 3aLmTy
YCTPOMCTBA OT aTak C Mcnosb3oBaHWem npoTtokona DHCP, ans yero npumeHseTca PpyHKUMA KOHTPOAA
npotokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexuBaTb noseneHne DHCP-cepBepoB B ceTw, paspewas ux
MCNONIb30BaHWE TOJIbKO Ha «A0BEPEHHbIX» UHTepdeicax, a TaKKe KOHTPOMPOBATb AOCTYMN KAMEHTOB K
DHCP-cepBepam no Tabsaumue cooTBeTCTBUMN.

Onuus 82 npotokona DHCP (option 82) ucnonbsyetca ana Toro, 4Tobbl NponHdopmuposaTs DHCP-
cepBep o ToMm, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) 1 Yepes Kakol ero nopt 6611 NoAyYeH 3anpoc.
MpumeHaeTca oA yCTaHOBAEHUA COOTBETCTBUI IP-agpecoB 1 NOPTOB KOMMYTATOPA, a TaKKe AN1A 3aLlnThI
OT aTaK C MCNo/b3oBaHMeM npoTokosa DHCP. Onuua 82 npepcrasnsaeT cobol AOMNONHUTENbHYHO
MHOOPMAUMIO (MMA YCTPOMCTBA, HOMep MnopTa), AobaBnseMytd KOMMYTATOPOM, KOTOpbli paboTaeT B
pexknume DHCP relay areHTta (6e3 gobasneHus IP-agpeca Ha KAMEHTCKUI nHTepdelic) unm edyHkumm DHCP
Snooping (npu ychosun BKAOYEHUA KomaHAabl ip dhcp information option). Ha ocHoBaHWK gaHHOM onuumu,
DHCP-cepsep BbigensieT |IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl NMOPTY KOMMyTaTopa.
MonyumB Heobxogumble AaHHble oT cepBepa, DHCP Relay areHT Bbigenset IP-agpec KAMEHTY, a TaKe
nepefaert emy Apyrne Heobxoanmble NapameTpbl.

Tabnunua 251 — dopmat nonen onumm 82

Mone Mepedasaemas uHghopmayus

Mms xocTa ycTpolicTea.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnepgHuin 6aT — HoMep NopTa, K KOTOPOMY MOAKAKYEHO YCTPOMCTBO, OTNpaBastoLLee
dhcp-3anpoc.

Circuit ID

Enterprise number — 0089c1

R ID
emote agent MAC-afpec ycTpoicTsa.

; DnAa ncnonb3oBaHua onuum 82 Ha YCTPOICTBE A0/KHA 6bITb BKAOYEHA QYHKLMA

’ DHCP relay areHta (6e3 po6asneHusa IP-agpeca Ha KAMEHTCKUiN uHTepdeinc) nam

- $yHKumna DHCP Snooping (npu ycnoeum BkatoueHua komaHabl ip dhcp information
option).

Ona KoppeKkTHoM paboTbl ¢pyHKLUMM DHCP Snooping Bce ncnonbsyemble DHCP-cep-
Bepbl A40/MKHbl 6bITb NOAK/IOYEHDBI K «A0BEPEHHbIM» NOPTam KommyTaTtopa. Ana
[o6aBneHnA nNoprta B CNUCOK «A0BepeHHbIX» mucnonb3yerca KomaHaa IP dhcp
snooping trust B pexxume KoHoUrypaumnm untepodeiica. Ana obecneveHums 6e3onac-
HOCTM BCe OCTa/IbHble NOPTbl KOMMYTATOPA A0/3KHbI 6bITb «HEA,0BEPEHHbIMUY.

.‘

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU pernma rnobanbHoM KOHGUrypauum:

console (config) #

314 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

Tabnuua 252 — KomaHap! pexkmuma rnobanbHon KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIKOYEHO

BkntouaeT KoHTpob npoTokona DHCP nytem BegeHuA
Tabanubl DHCP snooping 1 0TNPaBKM KANMEHTCKUX
wupokoselatensHblx DHCP-3anpocos Ha «40BepeHHble»
nopTbl.

BbikntoyaeT KOHTpPOb NpoToKoa DHCP.

ip dhcp snooping vlan vian_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbIKNtOYEHO

PaspelwaeT KoHTponb npotokona DHCP B npeaenax ykasaHHOM
VLAN.

3anpewaeT KOHTpob npoTtokona DHCP B npeaenax yKasaHHoOM
VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonyaHutio npuem
DHCP-nakeToB ¢
onuuei 82 ot
«HEHaAeXHbIX» NOPTOB
3anpeLueH

PaspewaeT npuHnmatb DHCP-nakeTbl ¢ onumei 82 oT «HeHageX-
HbIX» NOPTOB.

3anpewaet npuHumaTb DHCP-nakeTbl ¢ onumein 82 oT KHEHaAEXK-
HbIX» MOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonyaHuio
BepudurKauma
BK/IIOYEHa

BkntouaeT Bepuduraumio MAC-agpeca knneHta 1 MAC-agpeca mc-
TOYHWKA, NpuHATOro B DHCP-nakeTe Ha «Hef0BEepPEHHbIX» NOPTax.

BoikntoyaeT Bepudukaumio MAC-agpeca kameHTa u MAC-agpeca
MCTOYHMKa, NpuHAToro 8 DHCP-nakeTe Ha «HeAOBEPEHHbIX» NOp-
Tax.

ip dhcp snooping database

no ip dhcp snooping database

PesepsHbIli pain He
ncnosbayetca

PaspelwaeT ncnonb3oBaHue pesepsBHoro ¢aina (6asbl) KOHTPOAA
npotokona DHCP, nossonstowero BOCCTaHOBUTb 3anucu B Tab-
/ivue B Clydae nepesarpysku ycTponcTea.
HeobxoaMma HacTpoiiKa CMHXPOHMU3ALUN CUCTEMHOIO
V spemeHu (NTP/SNTP).

3anpewaeT Ucnonb3oBaHMe pesepsHoro ¢aina (6asbl) KOHTpoNA
npoTtokona DHCP.

ip dhcp information option

no ip dhcp information option

-/BbIK/IIOYEHO

PaspeLaeTt ycTpolicTey gobasneHue onunm 82 npu paboTe npoTo-
Kkona DHCP.

3anpewaet ycTponctay AobasneHne onuumn 82 npu paboTe npoTo-
Kona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..48)
CMMBO/I0B/system
description

YcTaHaBAunBaeT naeHtupukaTop Access Node ID onumm 82.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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ip dhcp information option for-
mat-type circuit-id format [de-
limiter delimiter]

no ip dhcp information option
format-type circuit-id

format: (sp, sv, pv, spv,
bin,user-defined);
delimiter: (.,;#)/npo6en

HactpaunsaeT ¢popmat DHCP onuum 82.

dopmar:

- Sp — HOMep C/10Ta U NOPTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopta u VLAN;

- Spv — HOMmep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN popmat: VLAN, cnoT, noprt;

- user-defined — ¢opmat onpegenserca nonbsosatesnem. Bos-
MOKHO HacTpouTb WabaoHbl B ASCII n HEX.

Mpu onpeaeneHnn UCNONb3YIOTCA Caeaytolme WabAoHbI:
%h: hostname B ASCII;

%p: KOPOTKOE UMA NopTa, Hanpumep, gil/0/1 8 ASCII;

%P: onvHHOe MmsA nopTa, Hanpumep, gigabitethernet 1/0/1 8
ASCII;

%t: TN nopTa (3HayeHue nons ifTable::ifType B
wecTHaauaTepuyHom suzae) B ASCII;

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H B ASCII;
%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B ASCII;
%u: Homep toHMTa B ASCII;

%s: Homep cnoTa B ASCII;

%n: Homep nopTa (Kak Ha anuesol naHenun) B ASCII;

%i: ifindex nopta B ASCII;

%v: ngeHtnédukatop VLAN B ASCII;

%V: umsa VLAN B ASCII;

%cC: MaK-aapec KnmeHTta B popmate H-H-H-H-H-H B ASCII;
%a: IP agpec cuctembl B popmate A.B.C.D B ASCII. (%al0 —agpecc
interface vlan 10);

%%: 0AMHOYHbIN cumBon % B ASCII.

SS: 0aMHOYHbIN cumBon S B ASCII

St: Tun nopra (3HaveHue nons ifTable::ifType 8
wecTHaauaTepuyHom smae) 8 HEX;

Sm: mak-agpec nopta B popmate H-H-H-H-H-H-H B HEX;
SM: mak-agpec cuctembl B popmare H-H-H-H-H-H-H B HEX;
Su: Homep toHuTa B HEX;

Ss: Homep cnoTa B HEX;

Sn: Homep nopTa (Kak Ha nuesoit naHenn) 8 HEX;

Si: ifindex nopta B HEX;

Sv: uaeHtudpukatop VLAN B HEX;

Sc: mak-agapec knneHTa B popmate H-H-H-H-H-H B HEX;
Sb[XY]: nobasnatoTca npounssosibHble 6aiTbl XY B HEX (Sb13)

3anpewaeT ycTpoicTey fobasneHue onumm 82 npu paboTe npoTo-
Kona DHCP.

ip dhcp information option for-
mat-type remote-id
remote-id

no ip dhcp information option
format-type remote-id
remote-id

remote_id:
(1..128)/mac address B
hex

YcTaHaBAnBaeT naeHTMdunkaTop Remote agentlD onunm 82.
[nA HacTPOMKM BO3MOMKHO MCMOb30BaThb WABMOHbI, onpeaeneH-
Hble B circuit-id user-defined.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

ip dhcp information option
suboption-type

no ip dhcp information option
suboption-type

-/BbIKNOYEHO

[o6asnaeT B Hayano circuit id/remote id gononHuTenbHble 2
6aliTa (Type u length).

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYaHUIO.
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ip dhcp information option for- HacTpansaeT ¢popmat DHCP onuum 82.
mat-type circuit-id format dopmar:
[delimiter delimiter ] - Sp — HOMEp CN0Ta M NopTa;

- sv — Homep cnoTa u VLAN;
- pv — Homep nopTta u VLAN;
- Spv — HOmep cnoTa, nopta u VLAN;
- bin — 6uHapHbIN popmat: VLAN, cnoT, noprt;
- user-defined — ¢opmat onpegenserca nonbsosatesnem. Bos-
MOKHO HacTpouTb WabnoHbl B ASCII n HEX.
Mpu onpeaeneHnn UCNONb3YIOTCA Caeaytolme WabAoHbI:
- %h: hostname 8 ASCII;
- %p: KOpoTKoe UMsA nopTa, Hanpumep, gil/0/1 8 ASCII;
- %P: pMHHOE UMmA nopTa, Hanpumep, gigabitethernet 1/0/1 8
ASCII;
- %t: TMn noprta (3HayeHue nons ifTable::ifType B wecTHaguatepny-
Hom Buge) B ASCII;
- %m: mak-agpec nopta B popmate H-H-H-H-H-H-H B ASCII;
- %M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H B ASCII;
- %u: Homep toHuTa B ASCII;
- %s: Homep cnoTa B ASCII;
- %n: Homep nopTa (Kak Ha anuesol naHenun) B ASCII;
- %i: ifindex nopta B ASCII;
format: (sp, sv, PV, SPV, | _o4v: ypentudmratop VLAN 8 ASCI;
bin, user-defined); - %V: uma VLAN 8 ASCII;
delimiter: (.,;#)/npo6en | - %qc: ngentndmuratop C-VLAN 8 ASCII;
- %qs: naeHtuoukatop S-VLAN B ASCII;
- %c: mak-agpec knneHTa B popmate H-H-H-H-H-H B ASCII;
- %a: IP agpec cuctembl B popmate A.B.C.D B ASCII. (%al0 — agpec
c interface vlan 10);
- %%: 0AMHOYHbIN cumBon % B ASCII.
- $S: ognHOuHbIN cumson S B ASCII
- $t: TMn nopta (3HauyeHue nona ifTable:ifType B wWecTHaguaTepuy-
Hom Buae) B HEX;
- Sm: mak-agpec nopta B popmate H-H-H-H-H-H-H B HEX;
- SM: mak-agpec cuctembl B popmate H-H-H-H-H-H-H 8 HEX;
- Su: Homep toHuTa B HEX;
- Ss: Homep cnoTta B HEX;
- Sn: Homep nopTa (Kak Ha AnueBoi naHenu) B HEX;
- Siz ifindex nopra B HEX;
- Sv: ngeHTMdmratop VLAN B HEX;
- Sqc: ngeHtndukatop C-VLAN B HEX;
- $gs: naeHTudmkatop S-VLAN B HEX;
- Sc: mak-agpec KnveHTa B popmate H-H-H-H-H-H B HEX;
- Sb[XY]: nobasnatotca npoussonbHbie 6aiiTbl XY B HEX (Sb13).

no ip dhcp information option 3anpeluaeT ycTpoicTBy fobasneHue onuun 82 npu pabote npoTo-

format-type circuit-id kona DHCP.

ip dhcp route {connected | -/BbIKNIOYEHO Bk/toyaeT cosgaHue 3anuceit B Tabanue maplupyTMsaummn ¢ mac-

static} Ko /32 ana Kawporo |P-agpeca, HasHadyeHHOro knmeHty DHCP-
cepBepom.

3anucu B Tabauue MaplipyTMsauMuM aBTOMATUYECKWU yAanaloTca
npv UCTEYEHUN CPOKa apeHabl IP-aapecos.
— connected — MapLwpyT cO343eTCA KaK NOAKNOYEHHbIN;
— static — mapLupyT co3aaeTcA Kak CTaTUYeCKui.
V ®yHKUMA paboTaeT TobKO npu BKAo4eHHoMm DHCP

Snooping.
no ip dhcp route YcTaHaBAMBaET 3HaYeHMe Mo YMONYAHUIO.
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Tabnuua 253 — dopmat noneit onumnm 82 cornacHo pekomeHgaumam TR-101

Mone Mepedaeaemas uHghopmayus

MmsaA xocTa ycTpoicTsa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnepHWin 6akT — HOMep NOpPTa, K KOTOPOMY NOAK/IOYEHO YCTPOMCTBO, OTMPABAAIOLLEE
3anpoc DHCP.

Circuit ID

Enterprise number — 0089c1

Remote agent ID MAC-aapec ycTpouncTsa.

Tabnuua 254 — dopmat nonent onunm 82 perknma custom

Mone Mepedaeaemas uHghopmayus
Onvna (1 6ainT)
Tun Circuit ID
Circuit ID Anuwia (1 Garir)

VLAN (2 6aitta)
Homep moayns (1 6aiiT)
Homep nopTa (1 6auT)

Onvna (1 6anT)

Tun Remote ID (1 6aitT)
OnvHa (1 6aiT)
MAC-agpec KommyTaTopa

Remote agent ID

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicog) Ethernet, uHmep-
elica 2pynnbl MOpmMos

CyLLecTByeT BO3MOXKHOCTb BKAKOUUTL A0baBieHWe onuun 82 s oTaebHbIX MHTepdeincos 1 NnopTos.
MpropuTeT NPUMEHEHUA KOMaHAbl OT HU3KOTO YPOBHSA K BbICOKOMY: r106abHasA HaCTPOIiKa, HAaCTPOMKa Ha
nHTepdelice, HaCTPOIMKa Ha NOPTY.

dopmaTt onuuu 82 Npu 3TOM ONpesenaeTca ToNAbKO B F106aNbHOM pexnme.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if)#

Tabnunua 255 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica Ethernet, rpynnel nHTepdeiicos

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmon4aHuwo

ip dhcp snooping trust [JobasnaeT MHTeppencC B CNUCOK «A0BEPEHHbIX» MPU UCMOb30-
BaHUM KOHTposAa npotokona DHCP. DHCP-TpaduK «aosepeH-
HOro» MHTepderica cumTaeTcs 6e30NacHbIM U He KOHTPOMPY-
eTca.

Mo ymonyanuio
MHTepoeWnc He aBnseTca

- - L0BepeHHbIM —
no ip dhcp snooping trust Ypanaer uHTepdenc M3 cnmcka «40BepeHHbIX» MPu MCMosb3o-

BaHMK KOHTpoAA npoTtokoaa DHCP.

ip dhcp information option PaspelwaeT gobasneHune onumm 82 Ha BbIbpaHHOM MHTepdeice
[global] -/global npwv pabote npotokona DHCP.
global — rnobanbHas HacTpolika Ans NnpuMeHeHus onumm 82.
NpuopureT paboTtbl kKomaHabl ip dhcp information op-
V tional — nopr, interface vlan, rno6anbHas KoHpurypa-

ums.

no ip dhcp information option 3anpewaet gobasnenHue onumm 82 Ha BbibpaHHOM MHTepdeice
npu pabote npoTtokosa DHCP.

ip dhcp snooping limit clients value: (1..2048)/ YcTaHaBAMBaEeT NpeseNbHoe KOANYECTBO MOAKMOYEHHbIX KAW-

value He 3a4aH €HTOB.

no ip dhcp snooping limit YcTaHaBAMBAET 3HAYEHME MO YMOIYAHUIO.

clients
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ip dhcp snooping limit rate pps

no ip dhcp snooping limit rate

pps: (1..2048)/
6e3 orpaHuyeHus

YcTaHaBAMBAET OrpaHUMYeHWe CKOpoCTU

naKkeTos.

- pPS — KO/IMYECTBO NAKeTOB B CEKYHAY.
Mpw npesblweHnn numuTa uHTepdeinc byaer NnpuHy-

e AuTenbHo yeeaeH B errdisable.

Bxogawmx DHCP-

YcTaHaBAMBaeT 3HaYeHUe Mo YMOAYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexnma Privileged EXEC:

console#

Tabnunua 256 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4YaHuo

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
seconds:
(10..4294967295) cek

LOobasnsaet B dpaiin (6asy) KoHTpona npoTokosa DHCP cooTBeT-
cteue MAC-agpeca knneHTa, rpynne VLAN m IP-agpecy AnAa yka-
3aHHOro UHTepdelica.

[aHHas 3anuce byaeTt fencTBuUTENbHA B TEYEHME YKA3aHHOTO B
KOMaHZAe BPEMEHU XKU3HWU 3aMuCK, €C/IU KJIMEHT HE OTNPaBUT
3anpoc Ha DHCP-cepBep Ha o6HoBNeHMe. Tallmep 0bHyNseTca
B C/ly4ae NoJly4eHnn OT KNMeHTa 3anpoca Ha obHoBneHue (Ko-
MaHAa AOCTyNHa TONbKO A1 NPUBUIErMPOBAHHOIO NOJIb30Ba-
Tens).

- seconds — Bpems }KU3HWU 3anuncu;

- infinity — Bpems *K13HM 3anucKn He orpaHNYeHoO.

Yaansaet us ¢aiina (6asbl) KoHTpona npotokona DHCP cooTtseT-
ctene MAC-agpeca knmeHTa u rpynnbl VLAN.

clear ip dhcp snooping
database

Ounwaer daiin (6asy) KoHTpona npotokona DHCP.

KomaHOowbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 257 — KomaHabl pexxknma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp information
option

MokasbiBaeT MHPpopmaumio 06 UCNob30BaHMM onumn 82 npo-
ToKona DHCP.

show ip dhcp information
option vlan vlan_id interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | portchannel group]

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48);
vlan:(1..4094)

Moka3sbiBaeT MHGOPMALMIO NO ONLLMMU 82 HAa KOHKPETHOM NOPTY.

show ip dhcp information MokasbiBaeT WMHPOPMAUMIO O BO3MOMKHbIX  BapuaHTax
option tokens [brief] HACTPOMKM WabnoHoB B onuumn 82.
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show ip dhcp snooping MoKasbiBaeT KOHUrypauuto GYHKUMM KOHTPOAS MPOTOKONA

gi_port: (1..8/0/1..48);

[ggabuefhernetngortl te_port: (1..8/0/1..48); DHCP.
tengigabitethernet te_port | twe_port:
;\‘:/I:n;zfrl;ni:glgabltethernet h (1..8/(()1/15/102/01); "

— . . u_port: (1.. ..32);
hundredgigabitethernet fo_port: (1..8/0/1..32);
hu_port |
fourhundredgigabitethernet group: (1..128)
fo_port | portchannel group]
show ip dhcp snooping binding MokasbiBaeT cooTBeTCcTBUA M3 daiina (6asbl) KOHTpOASA NpoTo-
[macaddress mac_address] [ip- Kona DHCP.
address ip_address ] [vlan gi_port: (1..8/0/1..48);
vlan_id] te_port: (1..8/0/1..48);
[gigabitethernet gi_port | twe_port:
tengigabitethernet te_port | (1..8/0/1..120);
twentyfivegigabitethernet hu_port: (1..8/0/1..32);
twe_port | fo_port: (1..8/0/1..32);
hundredgigabitethernet group: (1..128);
hu_port | vlan_id: (1..4094)

fourhundredgigabitethernet
fo_port | portchannel group]

[pumepbl 8b1N0AHEHUS KOMAHO

PaspewwnTb ncnonobsosaxHme DHCP onumu 82 8 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip dhcp snooping vlan 10

console (config) # ip dhcp information option

console (config)# interface tengigabitethernet 1/0/24
console (config) # ip dhcp snooping trust

e [lokasaTb BCE COOTBETCTBUA U3 TabnLbl KOHTPOAA NpoToKkona DHCP:

console# show ip dhcp snooping binding

5.27.6 3awuma IP-adpeca knueuma (IP source Guard)

®yHKUMA 3awmThI IP-aapeca (IP Source Guard) npeaHasHauyeHa ans dunbTpauumn Tpaduka, NPUHATOrO
¢ uHTepdelica, Ha ocHoBaHMM Tabanupbl cootseTcTBUMii DHCP snooping un ctaTuyeckmx cooTseTcTBuid IP
Source Guard. Takum o6pasom, IP Source Guard nossonsaeTt 6opoTbca ¢ nogmeHon IP-aapecoB B NakeTax.

V Dna KoppeKTHOI paboTbl pyHKUMOHana Heobxoaumo npepBaputenibHO HacTpoutb DHCP
Snooping.
V ®dyHKumio 3awmThbl IP-agpeca (IP Source Guard) Heo6x04MMO BKAOUYUTL rN06anbHO U Ana
uHTepdeiica.
V' B pexkume KoHdurypauum nntepdeiica Ethernet goctynHa KomaHaa ip source-guard mac-
check, nossonstowan gonoaHUTenbHo 6opoTbea ¢ nogmeHo MAC-agpeca UCTOYHMKA.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHOUrypaumm:
console (config) #

Tabnuua 258 — KomaHap! pexkmma rnobanbHon KOHGUrypaumm
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KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

ip source-guard

no ip source-guard

no yMO4aHUIO

BkntouaeT ¢yHKUMIO ANA  33WWUTbl  KAMEHTOB OT  MNOAMEHbI
IP-TpaduKa NO agpecy MCTOMHMKA HA OCHOBaHUM Tabauupl
cootBetctBMiA DHCP Snooping u cTaTtMyeckux cooTeeTcTBuii |IP
Source Guard.

bYHKLUMA BbIKAOYEHA

BbikntovaeT GpyHKLMIO ANA 3aWMTbl KAMEHTOB OT NogMeHbl IP-Tpa-
du1Ka no agpecy NCTOUYHMKA Ha OCHOBaHUK TabaNLLbl COOTBETCTBUI
DHCP Snooping u ctatuyeckux cootseTcteuii IP Source Guard.

ip source-guard [ mac-check ] [
vlan vian-id]

no ip source-guard [ mac-check
1[ vlan vian-id]

BKkntovaeT PpyHKLUMIO 3aWmTbl OT NogmeHbl IP-Tpaduka MCTOYHUKA
ONA HacTpaMBaemoro uHtepdelica.
- mac-check — po6asnaet nposepky MAC-agpeca UCTOYHUKA A4
BXoasLLero Tpadpuka.
- vlan — BkstoyaeT PyHKUMIO 3alwmTbl IP-TpadmKa UCTOYHUKA ANA
nHTepodeica VLAN.

V Heckonbko KnueHTckux VLAN go6asnsatoTtca yepes 3ansa-

TYI0 B C/lyYae nepeuncneHms u yepes aeduc B cayyae yka-
3aHMA AMaNa3oHOB.

BbIKkntoyaeT pyHKUMIO 3awmThbl IP-TpadmKa MCTOUHMKA ANA HacTpa-
nBaemoro nHtepdeiica.

- mac-check — BbikntoyaeT nposepky MAC-agpeca UCTOYHMKA A
BXoAALLero Tpadpuka.

- vlan — BbIkntovaeT PpyHKUMIO 3aWwmnThl IP-TpadmrKa UCTOYHMKA aNA
HacTpanBaemoro nHTepoeica VLAN.

ip source-guard binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no ip source-guard binding
mac_address vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Co3paHune cTaTUYecKom 3anmcK B Tabanue cooTBeTcTeus mexay IP-
agpecom KnueHta, ero MAC-agpecom v rpynnoi VLAN gns ykasaH-
HOTO B KOMaHAe UHTepdelica.

YpaaneHve ctaTU4eckom 3anmcu B Tabaunue cooTBeTcTBMA.

ip source-guard tcam
retries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60
ceK

3apaeT YacToTy 06paLLeHMA YCTPOMCTBA K BHYTPEHHUM pecypcam €
LLe/1bio 3aMMcK B MaMATb HEAKTUBHbIX 3alUmLLeHHbIX IP-aapecos.

- never — 3anpeLaeT 3anN1cb B NaMATb HEAKTUBHbIX 3aLMLLEHHbIX
IP-agpecos.

YcTaHaBAMBaeT 3HaAYeHue no YMO4YaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepaeticos) Ethernet, uHmep-

gelica 2pyrnnbl nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mHtepdenca Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 259 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnel nHTepdelicos

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

ip source-guard

Mo ymonyanuio

no ip source-guard

bYHKLMA BbIKAOYEHa.

BkAtoyaeT GyHKLUMIO 3awmThl IP-agpeca KneHTa ona HacTpau-
Baemoro nHtepdeliica.

BbIKk/toyaeT GyHKUMIO 3aWwmThl IP-agpeca KneHTa i HacTpa-
nBaemoro nHtepdelica.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 260 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip source-guard tcam locate

BpyuHyto 3anyckaeT npouecc obpaLleHns yCcTPoWCTBa K BHYT-
PEHHMM pecypcam C Lieblo 3anucKn B NamATb HEAKTUBHbIX 3a-
wueHHbIX IP-agpecos. KomaHaa 4ocTynHa TObKO 414 NPUBK-
NIerMpoBaHHOro Nosib3oBaTens.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanuya 261 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip source-guard
configuration [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128)

KomaHpaa oTobparkaeT HacTpolKy ¢pyHKumuM IP Source Guard Ha
3afaHHOM nbo Ha Bcex UHTepdericax ycTponcTaa.

show ip source-guard statistics
[vlan vian_id]

vlan_id: (1..4094)

KomaHpaa oTobparkaeT cTaTucTury dyHKumm IP Source Guard Ha
3agaHHOM 6o Ha Bcex VLAN.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

[vlan vian_id] [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

KomaHga oTobparkaet ctaTyc ¢yHKumu IP Source Guard gns
YKas3aHHoro uHtepdelrica, IP-agpeca, MAC-agpeca uam rpynnbl
VLAN.

show ip source-guard inactive

KomaHza oTobpakaeT IP-afpeca UCTOYHUKOB, He NPOXOAALLUX
nposepky IP Source Guard.

[pumepsi 8biM0AHEHUS KOMAHO

MoKa3aTb HAacTPOMKy GYHKLMK 3aWwmTbl IP-agpeca ans Bcex MHTepdencos:

console# show ip source-guard configuration

Interface

IP source guard is globally enabled.
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HELTEX

te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

BrAtoUMTb PYyHKUMIO 3almTel IP-agpeca ana dunbtpaumm Tpadmka Ha OCHOBAHMM TabaULbl COOTBET-
ctBuit DHCP snooping n cTtaTnuyeckux cootseTtcTBuin IP Source Guard. Co34aTb CTaTUYECKYO 3anuCh B
Tabnuue cootsetcTBUA ana nHtepdeiica Ethernet 12: IP-agpec knmeHTa — 192.168.16.14, ero MAC-
agpec —00:60:70:4A:AB:AF. UHTepdeiic B TpeTbel rpynne VLAN:

console# configure

console (config) # ip dhcp snooping
console (config) # ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14

1/0/12

5.27.7 KoHmponb npomokona ARP (ARP Inspection)

®yHKUMA KoHTpona npoTtokona ARP (ARP Inspection) npepHasHauyeHa pas 3almTbl OT aTak ¢
ncnosb3oBaHMem npoTtokona ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKa). KoHTponb
npoToKosia ARP ocyuiecTBaseTca Ha OCHOBE CTaTUYecKnx cooTsetcTauit IP- u MAC-agpecoB, 3aaHHbIX Ans

rpynnbl VLAN.

’ ' NopT, CKOHPUrypupoBaHHbINA «HegoBepeHHbIM» ana GyHKuMM ARP Inspection, aonKeH TakKe
e 6bITb «HepoBepeHHbIM» ana ¢pyHKuum DHCP snooping nam coorsercteue MAC-agpeca u IP-
appeca ANa 3TOro NopTa A0KHO 6bITb CKOHPUrypupoBaHO cTaTudecku. MHaue AaHHbI nopT

He byaeT oTBeuaTb Ha 3anpocbl ARP.

V Ona HeHagEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTBeTcTBMIA IP- 1 MAC-agpecos.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHoOm KOHOUrypaumm:

console (config) #

Tabnunua 262 — KomaHabl perkuma rnobanbHoM KoHGUrypauum

3Ha4yeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro
ip arp inspection Mo ymonuaHuio BktoyaeT KoOHTpo/ib NnpoTokona ARP (dyHKumio ARP Inspection).
no ip arp inspection bYHKUMA BbIKNKOYEHa BbIKNtoYaeT KOHTPob NpoTokona ARP (dyHKumMio ARP Inspection).

i i tion vlan vian_id
ip arp inspection vlan vian_i vian_id: (1.4094);

Mo ymonyaHutio

no ip arp inspection vlan
p arp insp dYHKUMSA BbIKIOYEHA

vlan_id

PaspelwaeT npoBepKy npoTtokona ARP, ocHOBaHHylo Ha 6ase cooT-
BeTcTBui DHCP snooping, B BbibpaHHo rpynne VLAN.

3anpewaeT npoBepKy NpoTokosna ARP, ocHOBaHHyt0 Ha 6ase cooT-
BeTcTBui DHCP snooping, B BbibpaHHo rpynne VLAN.

ip arp inspection validate

no ip arp inspection validate

MpepocTtaBnaeT cneunduryHbIe NPOBEPKM ANA KOHTPOAA NPOTOKONA
ARP.

MAC-agpec ncroyHmka: na ARP-3anpocos 1 0TBETOB NpoBepsAeTca
cootsetctBue MAC-agpeca B 3aronoske Ethernet MAC-agpecy uc-
TOYHMKA B coaepXmMmom npotokoaa ARP.

MAC-agpec Ha3HavyeHua: [1na ARP-oTBeTOB npoBepAeTcA COOTBET-
ctBue MAC-agpeca B 3aronoske Ethernet MAC-aapecy Ha3zHayeHun
B cogeprKMmom npotokona ARP.

IP-agpec: MposepseTtca cogep:kmumoe ARP-coobLeHMA Ha Hannumne
HEeKOppPeKTHbIX IP-aapecos.

3anpeuaet cneunduyHbie NPoOBEPKMN A1A KOHTPONA NpoToKoaa ARP.

ip arp inspection list create

name: (1..32) cumBona
name

1. Co3pgaHue crnvcKa ctaTuyeckux ARP-cooTBeTCTBUN.
2. Bxop, B perum KoHurypaumm ARP-cnnckos.
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HELTEX

no ip arp inspection list create YaaneHue cnucka ctatudeckux ARP-cooTBETCTBUN.

name

ip arp inspection list assign HasHauaeT cnucok ctatndeckux ARP-cOOTBETCTBMI 1A YKa3aHHOM
vian_id_ _____ vian_id: (1.4094) | —cAN: _

no ip arp inspection list assign OTMeHsAeT HasHayYeHne cnucka ctatuyecknx ARP-cooTBeTcTBUIA AN1A
vlan_id yKasaHHow VLAN.

ip arp inspection logging 3agaeT MUHMMA/IbHBIM MHTEPBAN MEXAy COOBLEHNAMM, COAEPIKa-
interval {seconds | infinite} WMMK MHPopmaumio npotokona ARP, nepesasBaembiMu B KypHan.

- 3HayeHue 0 yKasblBaeT Ha TO, YTO cooblieHua byayT reHepupo-
BaTbCA HE3AMEA/IMTEe/bHO;
- infinite — He reHepMpoBaTbL COOBLLEHNI B XKypHa.

seconds: (0..86400)/
5 cek

no ip arp inspection logging YcTaHaBAMBaeT 3HaYeHWe No YMOHAHUIO.
interval

KongaHdbl pexcuma KoHguaypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-
¢elica epynnsl Nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 263 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet, rpynnol uHTepdelicos

Komanda 3HayeHue/3Ha4yeHue Neiicmeue

no yMmoa4aHuro

ip arp inspection trust Lob6aBnaeTt nHTepdeinc B CNUCOK «A0BEPEHHbIX» NPU UCNOb30Ba-

Mo ymonyaHuto HUM KOHTPOJIA NpoTokoaa ARP. ARP-TpaduK «10BEPEHHOTO» UHTEP-
nHTepdeiic He ansetca | deica cuntaetca 6@30NacHbIM U He KOHTPOAMPYETCA.
no ip arp inspection trust O0BEPEHHBbIM Ypansaer uHtepdeic ns cnncka «40BepeHHbIX» Npu MCNoAb30BaHNN
KOHTpOAnA npoToKkosa ARP.

ip arp inspection limit rate rate HacTpouTb orpaHuyeHue ckopocTu paspelueHHbix ARP-nakeTtos B
rate:(0..2048)/0 pps pps.

no ip arp inspection limit rate Y[anutb orpaHMyeHne CKopocTu AnA paspelleHHbIXx ARP-nakeTos.

KomaHObI pexcuma KoHgu2ypayuu ARP-cnucKkos

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm ARP-cnmnckos:

console# configure
console (config) # ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 264 — KomaHabl perknuma KoHourypaumm ARP-cnvckoBs

Komanda 3HavyeHue/3HayeHue Neiicmeue
no ymMoa4YaHuro
ip ip_address mac-address [obasnsaeT ctaTnyeckoe cootsetcTeue IP- 1 MAC-agpecos.
mac_address
no ip ip_address mac-address i Ypanset ctatnyeckoe cootsetcteme IP- 1 MAC-agpecos.
mac_address

KomaHOobl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnnua 265 — KomaHabl pexkmma EXEC
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HELTEX

KomaHoa 3Ha4yeHue/3Ha4yeHue Aelicmeue
no YyMOAYAHUIO
show ip arp inspection Moka3biBaeT KOHOUrypaumo GyHKLMM KOHTpoNA npoTokosna ARP
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | Inspection Ha Bbi6paHHOM UHTepdeiice/Bcex uHTepdeicax.
tengigabitethernet te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port:
twe_port | (1..8/0/1..120);
hundredgigabitethernet hu_port: (1..8/0/1..32);
hu_port | fo_port: (1..8/0/1..32);
fourhundredgigabitethernet group: (1..128)
fo_port | port-channel group]
show ip arp inspection list MoKa3blBaeT CNMCKM cTaTUYeckux cootsetcTauim IP- 1 MAC-agpecos
- (komaHpa pocTynHa TONbKO ANA NPUBUIETMPOBAHHOTO NO/b30BA-
Tens).
show ip arp inspection MoKa3sblBaeT CTaTUCTUKY ANA CNefyloLnX TUMOB NaKeToB, KOTopble
statistics [vlan vian_id] 6111 06paboTaHbl Npu NomoLm GyHKLMK ARP:
vlan_id: (1..4094) - nepefaHHble nakeTbl (forwarded);

- noTepsAHHbIe NakeTbl (dropped);
- owmnbkm B IP/MAC (IP/MAC Failures).

clear ip arp inspection OuunLaeT CTaTUCTUKY KOHTPOAA npoTokona ARP Inspection.

statistics [vlan vian_id] vian_id: (1..4094)

[pumepbl 8bIN0AHEHUS KOMAHO

BKAounTb KOHTPOJIb NpoToKoaa ARP 1 gob6aBuTb B cnncok spisok ctatnyeckoe cootsetctemne: MAC-aapec:
00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. HazHaunTb cn1coK spisok ctatnyeckmx ARP-cooTBeTCTBUN ANA
VLAN 11:

console# configure

console (config) # ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config)# ip arp inspection list assign 11 spisok

MoKa3aTb CNUCKM CTaTUYEeCKUX cooTBeTcTBUI IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.27.8 ®yHkyuoHan First Hop Security

MakeT ¢pyHKUM First Hop Security Bkntouaet B ceba aHanusatop DHCPv6-nakeTos, IPv6 Source Guard,
ND Inspection n RA Guard. JaHHbIi Habop ¢yHKUMIA npefHasHayeH Aaa obecneyeHUa KOHTPOAA U
dunbTpaymm IPv6 Tpaduka B cetu.

AHanusaTtop DHCPv6 nakeToB no3BosseT 4o6asasTb cocenen B Tabaunuy npueasok IPv6 binding table
npu nonyyeHumn agpeca no DHCP, a Takke no3BosineT 6opoTbca ¢ HegosepeHHbIMM DHCPV6 cepsepamu.

IPv6 Source Guard no3BosseT yCTPOUCTBY OTKIOHATb TPAadUK, €C/IM OH UCXOAMUT OT aapeca, KOTOPbIN
He coxpaHeH B IPv6 binding table. Tabanua npusasok coceaen IPv6 binding table, noakntoyeHHbIX K
YCTPOWMCTBY, CO343€TCA M3 TaKUX MWCTOYHWMKOB MHOOPMALMM, KaK OTCAEKMBaHME MO MPOTOKOAY
obHapyxkeHus cocegen (NDP).
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HELTEX

C nomolubto ¢pyHKUuKM ND Inspection kommyTtaTtop nposepseT coobuieHma NS (Neighbor Solicitation)
n NA (Neighbor Advertisement) u coxpaHseTt unx B IPv6 binding table. Ha ocHoBaHMM Tabanubl KOMMyTaToOp
otbpacbiBaeT nt0bble noaaensHble coobuweHna NS / NA.

®yHKuMoHan RA Guard no3sonsieT 6,10KMPOBATb UK OTK/IOHATb HeXKenaTebHble MW NOCTOPOHHME
coobuweHnn Router Advertisement (RA), noctynatowme Ha KOMMyTaTop OT MapLpyTU3aTopa.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnuya 266 — KomaHab! perknuma rnobanbHoM KoOHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ipv6 neighbor binding policy
policy_name

no ipv6 neighbor binding policy
policy_name

policy_name: (1..32)
cuMmBO/Ia

Co34aTb NONIMTUKY NPUBA3KM coceaelt (neighbor binding) v ne-
penTh B pemMm eé KoHOUTrypnupoBaHus.

Y4anuTb NOAUTUKY NPUBA3KK coceaeit.

ipvé6 first hop security policy
policy_name

no ipvé6 first hop security policy
policy_name

policy_name: (1..32)
cMMBO/IA

Co3pgatb nonnTuky First Hop Security.

YAanuTb NOAUTUKY NPUBA3KK coceaeit.

ipv6 first hop security logging
packet drop

no ipv6 first hop security logging
packet drop

-/BbIK/IIOYEHO

AKTMBMPOBATL IOTMPOBaHME ApPONna NakeToB NPW HECOOTBET-
CTBUM NoAUTMKam besonacHocTu cnykb RA Guard, ND Inspec-
tion, DHCPv6 Guard u IPv6 Source Guard.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

ipv6 neighbor binding address-
config {stateless | any | dhcp}

no ipv6 neighbor binding ad-
dress-config

-/BbIK/IIOYEHO

BKkntounTb fobaBneHue 3anmceit B Tabanuy NPUBA3KM cocenen
Ha OCHOBAHWUM:

- dhcp-nakera DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
afpeca BHOCATCA B Tabavuy NpuBA3KKM cocesei no ymonya-
HWIO B pe3yabTaTte aHanmnsa ICMPv6-nakeTos;

- any — no6asnaTtb Bce agpeca;

- stateless — Ha ocHoBe IPv6 RA coobuieHui.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 neighbor binding address-
prefix {vlan | X:X:X:X::X/<0-128>}

no ipv6 neighbor binding ad-
dress-prefix {vlan |
X:X:X:X::X/<0-128>}

[Jo6aBuTb CcTaTUYecKylo 3anucb ¢ npepukcom B Tabauuy
Neighbor Prefix Table:
vlan — npwmBeazsaTtb 3anuck K onpeaeneHHomy VLAN.

Ypanutb craTMyeckyto 3anucb c¢ npedukcom u3 Tabauubl
Neighbor Prefix Table.

ipv6 neighbor binding address-
prefix-validation

no ipv6 neighbor binding ad-
dress-prefix-validation

-/BbIK/IOYEHO

BkAtouMTbL NpoBEpKyY aapecos B TabauLe NpMBA3KK coceaei

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 neighbor binding lifetime
minutes

no ipv6 neighbor binding lifetime

minutes: 1..60/5

YCTaHOBUTb BpemsaA XU3HU TaﬁI'IVILI,bI NPUBA3KN COCEAEVI AanAa
3anncn B MUHyTax.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

ipv6 neighbor binding logging

no ipv6 neighbor binding logging

-/BbIK/IOYEHO

BKAIOUUTbL N1OrMpPOBaHUE OCHOBHbIX COBLITUIA MO U3MEHUHUIO
TabAnubl NPUBA3KMU.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.
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HELTEX

ipv6 neighbor binding max-en-
tries {interface-limit | vlan-limit |
mac-limit} {limit | disable}

no ipv6 neighbor binding
max-entries

limit: (0..65535)/
BbIK/NHOYEHO

Onpeaenvute MakCMManbHOE KONNYEeCTBO 3anucelt B Tabauue
NpWBA3KK coceaelt.

- interface-limit — onpegenuTb AMMUT gns nHTepdelica;

- vlan-limit — onpegennts Aumut VLAN;

- mac-limit — onpegennte numut MAC-agpecos;

- disable — pa3pewnTb MaKCMMaNbHOE KOJIMYECTBO 3anncei.
MakcumanbHoe 3HadyeHue = 4294967294.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ipv6 neighbor binding static ipv6
{X:X:X:X::X} vlan vlan_id interface
interface mac mac-address

no ipv6 neighbor binding static
ipv6 {X:X:X:X::X} vlan vlan_id

[Jo6aBuTb cTaTMyeckyto 3anucb 6e3 npedukca B Tabauuy
Neighbor Prefix Table:

- vlan — npuBAsaTtb 3anucb K onpegeneHHomy VLAN;

- interface — npwuBA3aTb 3anucb K onpeaesieHHOMY WUHTep-
deiicy;

- mac — npmBeA3aTb 3anucb K onpeaeneHHomy MAC-agpecy.

Y0anutb CTaTUYECKYHO 3aMNUCh.

ipv6 source guard policy
policy_name

no ipv6 source guard policy
policy_name

policy_name:
(1..32) cumBona

Co3gaTtb NoAnTUKyY Source Guard U NepeinTn B peXxnum eé KoH-
duUrypmpoBaHus.

YpanuTe nonnTuky Source Guard.

ipv6 dhcp guard policy
policy_name

no ipv6 dhcp guard policy
policy_name

policy_name:
(1..32) cumBona

Co3patb nonntnky DHCP Guard v nepevit B pexunm eé KoH-
burypuposaHus.

Yaanutb nonantuky DHCP Guard.

ipv6 dhcp guard preference
{minimum minimum_value |
maximum maximum_value}

ipv6 dhcp guard preference

minimum_value;
maximum_value:
(0..255)/BbIKNtOYEHO

YCTaHOBWUTb MaKCUMasIbHbIM U MUHUMaNbHbIM Npeaenbl npes-
nouteHuna gna DHCPv6-cepsepa.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 nd inspection policy
policy_name

no ipv6 nd inspection policy
policy_name

policy_name:
(1..32) cumBona

Co3aatb nonntuky ND Inspection u nepeiT B pexunm eé KoH-
durypmposaHums.

Yaanutb noantuky ND Inspection.

ipv6 nd inspection drop-unsecure

no ipv6 nd inspection
drop-unsecure

-/BbIKNIOYEHO

BkaounTb OT6paCbIBaHMe NaKeToB C OTCYTCTBYOLWMMU NN HE-
A0NYyCTUMbIMU NMapamMmeTpamMmn Uam Nnoanucbio.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ipv6 nd inspection sec-level
minimum

no ipv6 nd inspection sec-level
minimum

minimum: (0..7)/
BbIK/TIOYEHO

YCTaHOBUTb MMHUMA/IbHOE 3HaYeHWe NapameTpa YpoBHA bes-
OMacHOCTU NpU WCMONb30BaHWM ONUMIA KpunTorpadpuyecku
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

ipv6 nd inspection validate
source-mac

no ipv6 nd inspection validate
source-mac

-/BbIK/IOYEHO

Bk/tountb nposepky MAC-agpeca nakeTa no ero agpecy link-
layer.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 nd raguard policy

no ipv6 nd raguard policy

policy_name:
(1..32) cumBona

Co3paatb nonmMtnky ND RA Guard v nepeinTu B pexKum eé KoH-
durypmpoBaHus.

Yaanutb nonntnky ND RA Guard.

ipv6 nd raguard hop-limit
{minimum minimum_value |
maximum maximum_value}

no ipv6 nd raguard hop-limit

minimum_value;
maximum_value:
(1..255)/BbIKNtO4EHO

YcTtaHoBUTb Npeaensl 3HadeHus Cur Hop Limit B coobuieHnax
Router Advertisement.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

ipv6 nd raguard managed-config-
flag {off | on}

no ipv6 nd raguard managed-
config-flag

-/BbIK/IOYEHO

Bk/itountb nposepky ¢snara managed-config B coobuieHnax
Router Advertisement:

- off — 3HaueHune dnara fonKHO 6bITL O;

- on — 3HauyeHue pnara JOMKHO 6biTb 1.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.
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HELTEX

ipv6 nd raguard other-config-flag
{off | on}

no ipv6 nd raguard other-config-
flag

-/BbIKNOYEHO

Bkntountb npoBepKy dnara other-config B coobuweHuax
Router Advertisement:

- off — 3HaueHune dnara foNKHO 6bITh O;

- on — 3Ha4yeHue ¢ara JOMKHO bbiTb 1.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ipv6 nd raguard router-
preference minimum {low |
medium | high}

no ipv6 nd raguard router-
preference minimum

-/BbIKNOYEHO

YCTaHOBUTb MUHMManbHoe obbasnsemoe 3HavyeHue Default
Router Preference B coobuueHunax Router Advertisement:

- low — HM3Koe 3HaueHue;

- medium — cpegHee 3HayYeHuUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHWUIO.

ipv6 nd raguard router-
preference maximum {low |
medium | high}

no ipv6 nd raguard router-
preference maximum

-/BbIKNOYEHO

YCTaHOBUTb MaKCcMManbHoe ob6baBasemoe 3HaveHne Default
Router Preference B coobuueHunax Router Advertisement:

- low — HU3KOEe 3HauyeHMue;

- medium — cpegHee 3Ha4YeHuUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusasku cocedell

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-nbr-binding) #

Tabnuua 267 — KomaHapb! pexknuma nosIMTUKKN NPUBA3KKN coceaei

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

logging binding enable

logging binding disable

-/BbIKNIOYEHO

BK/tounTb normposaHue aobasneHuns/yaanerus IPv6 B Tab-
MLy NpUBA3KK coceaen.

BbIKNOUMTL NorMpoBaHne gobasneHuns/ypaneHus IPv6 B Tab-
LY NPUBA3KK cocepeit.

max-entries {interface-limit |
vlan-limit | mac-limit} {limit |
disable}

no max-entries

limit: (0..65535)/
BbIK/IKOYEHO

OnpeaennTe MakCMManbHOEe KONNYEeCTBO 3anucelt B Tabauue
NpWBA3KK coceaelt.

- interface-limit — onpeaennts AMMUT ana nHTepoeiica;

- vlan-limit — onpegenntb AumuT VLAN;

- mac-limit — onpegennto nmnutT MAC-aapecos;

- disable — paspewnTb MakcMmanbHOe KOIMYECTBO 3anucen.
MakcmanbHoe 3HadeHue = 4294967294.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

address-config {dhcp | any |
stateless}

no address-config

-/BbIK/IOYEHO

BkntounTb fobaBneHme 3anucelt B TabamLy NpuBA3KKM coceaen
Ha OCHOBAHMUMU:

- dhcp-nakera DHCPv6 Reply. Mpu atom Bce Link-local IPv6-
aapeca BHOCATCA B Tab/avuy NpuBA3KKM cocefeit nNo ymonya-
HUIO B pe3ynbTaTte aHannsa ICMPv6-nakeTos;

- any — no6asnaTtb Bce agpeca;

- stateless — Ha ocHoBe IPv6 RA cooblueHui.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

address-prefix-validation {enable
| disable}

no address-prefix-validation

-/BbIK/IOYEHO

BK/1tOUMTbL NPOBEPKY aApecos B TabauvLe NpuBA3KK coceaei.

YCTaHOBUTb 3HaYeHMe N0 YMOIHAHUIO.

device-role {permiter | internal}

no device-role

-/BbIKIOYEHO

YKasaTb po/ib YCTPOMCTBA, NOAK/IOYEHHOTO K MHTepdeicy:
- permiter — ycTpoWCTBO NepumeTpa;
- internal — BHyTpeHee yCTpONCTBO.

Y6paTb posib C yCTPOMCTBA, NOAK/IIOUYEHHOTO K HTEpdENiCy.
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HELTEX

KomaHObI pexcuma KoHgu2ypayuu noaumuku Source Guard

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-ipv6-srcgrd) #

Tabnunua 268 — KomaHabl perkuma IPv6 Source Guard noanTuKm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

trusted-port

no trusted-port

-/BbIKNOYEHO

OnpeaennTb f0BEPEHHDbIM NOPT. [laHHaA NOANTMKA Ha3Haua-
€TCs Ha MoPT, Ha KOTOPOM HE A0JIKHA NPUMEHATLCA NOANTUKA
Source Guard.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku DHCP Guard

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp-guard) #

Tabnuua 269 — KomaHap! pexkuma ipvé DHCP Guard nosnmtuku

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

device-role {client | server}

no device-role

-/BbIK/IIOYEHO

YKasaTb po/ib YCTPOMCTBA, NOAK/IIOYEHHOTO K MHTEpdeicy:
- server — yCTaHOBWTb PO/ib CEPBEPA;
- client — ycTaHOBUTb PO/Ib KAMEHTA.

Y6paTb posib € yCTPOMCTBA, NOAKNOUYEHHOTO K MHTEpdENcy.

no match server address

match reply {disable | prefix-list prefix_list: BKAtOUNTL NPOBEPKY aHOHCUPYEMbIX aAPECOB, NONYYEHHbIX B
prefix_list} (1..64) cumsona/ coobuieHunax DHCPv6:
BbIK/IlO4YEHO - disable — oTkntouMTL NPOBepKy No DHCPV6-coobueHnam;
- prefix-list — npedukc-macka, no KoTopolt byaeT ocyLLecTs-
NATCA NpoBepKa.
no match reply YCTaHOBWTb 3HaYeHME N0 YMONYAHUIO.
match server address {disable | prefix_list: BKAtOUNTL NPOBEPKY agpeca NCTOUHMKA cepBepa:
prefix-list prefix_list} (1..64) cumsona/ - disable — oTKAOYUTL NPOBEPKY agpeca UCTOYHUKA cepBepa;
BbIK/IHOYEHO - prefix-list — npedukc-macka, no KoTopol byaeT ocyLiecTs-

NATCA NpoBepkKa.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

preference minimum
{preference_value | disable}

no preference minimum

preference_value:
(0..255)/BbIKNtO4EHO

YCTaHOBUTb MUHMMabHBIN Npeaen aHoHcupyembix DHCPV6-
cepBepom onuui:
- disable — BbIKNOUYNTL MPOBEPKY ONLLMIA.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

preference maximum
{preference_value | disable}

no preference maximum

preference_value:
(0..255)/BbIKNIOYEHO

YCTaHOBWTb MaKCMMasbHbIM Npeaen aHoHcupyembix DHCPv6-
cepBepom Onuui:
- disable — BbIKNOUYNTL NPOBEPKY ONLLMIA.

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku ND Inspection

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-nd-inspection) #
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HELTEX

Tabnunua 270 — KomaHabl pexkuma IPv6 ND Inspection noanTmnkm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

device-role {host | router}

no device-role

-/BbIK/IOYEHO

YKasaTb po/ib YCTPOMCTBA, NOAK/IOYEHHOTO K MHTepdeicy:
- host — ycTtaHOBUTb posb XOCTa
- router — yCTaHOBUTb POJIb MapLIpyTM3aTopa

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

drop-unsecure {enable |disable}

no drop-unsecure

-/BbIKNOYEHO

BkaounTb OT6paCbIBaHMe NaKeToB C OTCYTCTBYOLWMMU UNTN HE-
A0NYyCTUMbIMUK NapameTpamn Uam noanucbio.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

sec-level minimum
{sec_level_minimum | disable}

no sec-level minimum

sec_level_minimum:
(0..7)/BbiKNtOYMEHO

YKasaTb MUHMMa/IbHOE 3HayeHWe napameTpa ypoBHs 6es-
ONacHOCTM MpPM MCNO/Mb30BaHUM ONUMUI KpuUnTorpadpuyecku
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

validate source-mac {enable |
disable}

no validate source-mac

-/BbIKNOYEHO

BKkntounTb npoBepKy MAC-agpeca naketa no ero link-layer ag-
pecy:

- enable — BkatOUUTH

- disable — BbIKAOUNTD

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku RA Guard

Bug 3anpoca KOMaHAHOM CTPOKU:

console (config-ra-guard) #

Tabnunua 271 — KomaHabl pexkuma IPv6 RA Guard noantukm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

device-role {host | router}

no device-role

-/BbIK/IIOYEHO

YKa3aTb po/ib YCTPOMCTBA, NOAK/IIOYEHHOTO K MHTEpdency:
- host — ycTaHOBUTb PONb XOCTa;
- router — yCTaHOBUTb PONIb MapLLpPYTU3aTOpPA.

YCTaHOBUTb 3HAYEHME MO YMOIYAHMIO.

hop-limit {minimum value_limit |
maximum value_limit}

no hop-limit

value_limit:
(1..255)/BbIKNtO4EHO

YcTaHoBUTb Npeaensl 3HadeHus Cur Hop Limit B coobueHumax
Router Advertisement.

YCTaHOBWTb 3HaYeHue no YMO4aHMUIO.

managed-config-flag {off | on}

no managed-config-flag

-/BbIK/IIOYEHO

BkntounTtb nposepky ¢nara managed-config B coobuweHmax
Router Advertisement:

- off — 3HauyeHune dpnara LOMKHO BbITh O]

- on — 3HayeHuWe pnara 4OMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

match ra address {disable | prefix- prefix_list: BKntounTb NpoBepKy agpecoB B coobuieHusx Router Adver-
list prefix_list} (1..64) cumsona/ tisement:
BbIK/IlOYEHO - disable — oTKNtOUMTb NPOBEPKY aapecos
- prefix-list — npedukc macka, no KoTopoi byaer ocyLliecTs-
NATCA NPOBepKa.
no match ra address YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
match ra prefixes {disable | prefix- prefix_list: BKNtounTb NpoBepKy NpedunKcos B coobuieHnsax Router Adver-
list prefix_list} (1..64) cumsona/ tisement:
BbIK/OYEHO - disable — oTKOUMTL NPOBEpPKY NpedUKCoB;

no match ra address

- prefix-list — npedurKkc-macka, no KoTopow byaeT ocyLecTs-
NATCA NpoBepKa.

YCTaHOBUTb 3HAYeHne no YMO/I4aHUIO.

other-config-flag {off | on}

no other-config-flag

-/BbIKNOYEHO

Bkntountb npoBepKy dnara other-config B coobuweHuax
Router Advertisement:

- off — 3HaueHune dpnara LOMKHO bbITh O]

- on — 3HayeHuWe dnara 4OMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.
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HELTEX

router-preference minimum {low |
medium | high}

no router-preference minimum

-/BbIKNOYEHO

YCTaHOBUTb MUHMManbHoe obbasnsemoe 3HaveHue Default
Router Preference B coobuueHunax Router Advertisement:

- low — HM3Koe 3HaueHue;

- medium — cpegHee 3Ha4YeHuUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBWTb 3HaYeHMe N0 YMONYAHUIO.

router-preference maximum {low |
medium | high}

no router-preference maximum

-/BbIKNOYEHO

YCTaHOBUTb MaKCcMManbHoe ob6baBasemoe 3HaveHne Default
Router Preference B Router Advertisement cooblueHusax:

- low — HM3Koe 3HaueHue;

- medium — cpegHee 3HayYeHuUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBWTb 3HaYeHMe N0 YMOHAHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku First Hop Security

BuAa 3anpoca KOMaHAHOWM CTPOKM:

console (config-ipv6e-fhs) #

Tabnunua 272 — KomaHabl pexkuma IPv6 First Hop Security nonMtukm

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

logging packet drop {enable |
disable}

no logging packet drop

-/BbIKNOYEHO

AKTMBMpPOBaTb NOTMPOBAHME Apona NakeToB NpPU HECOOTBET-
CTBUM nonuMTMKam 6esonacHoctn cnyk6 RA Guard, ND
Inspection, DHCPv6 Guard u IPv6 Source Guard:

- enable — BKAOUMTL NOrMpoOBaHME APONA NAKETOB A/1A AaH-
HOM NOJIUTUKM;

- disable — oTkntounTbL NOrMpoOBaHME Apona NaKeToB ANA AaH-
HOM NOJIUTUKM.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

KomaHObI pexcuma KoHguypayuu uHmepagetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 273 — KomaHabl pexxkuma KoHoburypaumm nHtepoeica VLAN

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ipvé first hop security

no ipvé first hop security

-/BbIK/IOYEHO

Bkntountb PyHKLMOHan First Hop Security Bo VLAN.

BbikntounTb dyHKUMoHan First Hop Security so VLAN.

ipv6 first hop security attach-policy
policy_name

no ipv6 first hop security attach-
policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

Lob6asutb nonntuky First Hop Security Ha uHTepdeiic.

Yaanutb nonnTuRy First Hop Security c uHtepdeiica.

ipv6 neighbor binding

no ipv6 neighbor binding

-/BbIK/IOYEHO

BKAtounTb NpuBA3KY coceaelt n aobasneHue 3anuceit B Tab-
nnuy.

BbIKNtOUMTb NPUBA3KY cocenent n aobasneHune 3anucei B Tab-
auy.

ipv6 neighbor binding attach-policy
policy_name

no ipv6 neighbor binding attach-
policy

policy_name:
(1..32) cumeona/
BbIK/OYEHO

Lo6asutb nonntuky Neighbor Binding Ha uHtepdelic.

Yaanutb nonnturky Neighbor Binding c uHtepdeiica.

ipv6 source guard

no ipvé6 source guard

-/BbIKIOYEHO

BkatounTb IPV6 Source Guard.

BbikntounTb IPV6 Source Guard.

ipv6 dhcp guard

-/BbIKIOYEHO

Bkatountb DHCP Guard.
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HELTEX

no ipv6 dhcp guard

Bbikntounts DHCP Guard.

ipv6 dhcp guard attach-policy
policy_name

no ipv6 dhcp guard attach-policy

policy_name:
(1..32) cumsona/
BbIK/IOYEHO

[o6asunTb nonutuky DHCP Guard Ha uHTepodeiic.

Yaanutb nonantukn DHCP Guard ¢ nHtepdelica.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIKOYEHO

Bkatoumtb IPv6 ND Inspection.

BbikntounTb IPv6 ND Inspection.

ipv6 nd inspection attach-policy
policy_name

no ipv6 nd inspection attach-policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

[No6aeutb nonntuky ND Inspection Ha uHTepdeiic.

Yaanutb nonntuky ND Inspection c nHtepdeiica.

ipv6 nd raguard

no ipv6 nd raguard

-/BbIKNOYEHO

Bkatounts IPv6 ND RA Guard.

BbikntounTb IPv6 ND RA Guard.

ipv6 nd raguard attach-policy
policy_name

no ipv6 nd raguard attach-policy

policy_name:
(1..32) cumsona/
BbIK/OYEHO

Lo6aeutb nonntruky ND RA Guard Ha nHTepdelic.

Yaanutb nonantuky ND RA Guard c nHtepdeiica.

KomaHObi pexcuma EXEC

Bua 3anpoca KOMaHAHOWM CTPOKM:

console#

Tabnunua 274 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue

no ymon4aHuro

Aelicmeue

show ipvé first hop security

OT06pa3nTb HacTponkmM PpyHKLMI IPV6 First Hop Security.

show ipv6 source guard

OT06pa3unTb cocToAHne PyHKLMM IPV6 source guard.

show ipv6 neighbor binding table

OT06pa3nTb TabAnLy NPUBA3OK cocenen.

show ipv6 dhcp guard

OT06pP0O3UTL COCTOAHME U HACTPOMKK PyHKUMM DHCP Guard.

show ipv6 nd inspection

OT06p03UTL COCTOAHME M HAacTPOMKM dyHKUMKM ND Inspection.

show ipv6 nd raguard

OT06pasunTb cOCTOAHME M HAacTPoMnKKM dyHKLMKM RA Guard.

5.28 ®yHKuuu DHCP Relay areHTa

KommyTtatopbl noaaeprkueatoT GyHKumm DHCP Relay areHTa. 3apavein DHCP Relay areHTa AaBnaetca
nepenaya DHCP-nakeToB OT KAMEHTa K cepBepy 1 obpaTHO B cnyyae, ecnm DHCP-cepBep HaxoauTca B 04HOM
CeTU, a KAMeHT B apyron. Opyroii ¢dyHKumMeln apnsetca gobasneHwe AOMNOAHUTENbHbIX onuuii B DHCP-

3anpocbl KAneHTa (Hanpumep, onumm 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTATOP NPUHUMAET OT KaneHTta DHCP-
3anpocol, NepesaeT 3TM 3aNpOoCkl CePBEPY OT UMEHM KMEHTa (0CTaBaAA B 3anpoce onuuun ¢ Tpebyembimm
KAMEHTOM MapamMeTpamMm W, B 3aBUCUMMOCTM OT KOHOUrypaumm, nobasnsaa ceoun onuuu). Monyums oTeeT OT

cepBepa, KOMMYTATOp NepesaeT ero KANEHTY.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 275 — KomaHab! perkuma riobanbHoM KoHpUrypaumm

3HayeHue/3Ha4yeHue
10 yMon4YaHuo

KomaHoa

Aelicmeue

ip dhcp relay enable Mo ymonyaHuto areHt

BkatounTb PpyHKLMM DHCP Relay areHTa Ha KommyTaTope.

no ip dhcp relay enable BbIK/IIOYEH

BbIkntountb GpyHKumMmM DHCP Relay areHTa Ha KommyTaTope.
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HELTEX

ip dhcp relay address
ip_address [vlan vian_id]
[vrf vrf_name]

no ip dhcp relay address
[ip_address] [vrf vrf_name]

vlan_id: (1..4094);
vrf_name: (1..32)
CMMBONOB
MosKeT 6bITb 3a4aH0 40
32 cepBepoB
(ananasoHom nam
nepeyncieHmem)

3apatb IP-agpec pgoctynHoro DHCP-cepepa gns DHCP Relay

areHTa.

- vlan — knuneHTckmnin VLAN, 3anpocbl U3 KoToporo byayT Hanpas-

neHbl Ha IP-agpec koHKpeTHOro DHCP-cepBepa;

- vrf_name — ums BUpPTyanbHOW 061aCTM MapLLpPyTM3aUuu.
Heckonbko KnueHTckux VLAN pgob6asnsiotca yepes 3ans-

Tyl B C/ly4ae nepeyncneHuns u yepes aeduc B cnyyae yka-
3aHWA AMANa30HOB.

Yaanutb IP-apgpec u3 cnucka DHCP-cepsepos ansa DHCP Relay
areHTa. MoxeT 6bITb 33aHO A0 BOCbMW CEPBEPOB B BUAE AMana-
30Ha UK NepeyncneHmem.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHpurypaunm nHtepoerica VLAN:

console# configure

console(config)# interface vlan vian id

console (config-if) #

Tabanuya 276 — KomaHabl perknma KoHourypaumm nHtepdeiica VLAN, nHtepdeitca Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

ip dhcp relay enable
Mo ymonuyaHuto areHT
BbIK/1tOYEH

no ip dhcp relay enable

Bkntounte ¢dyHKumMm DHCP Relay areHTa Ha HacTpavBaemom
nHTepoelice.

BbikntounTb dyHKUMM DHCP Relay areHTa Ha HacTpavMBaemom
nHTepoelice.

ip dhcp relay gateway-address
ip_addr

no ip dhcp relay gateway-address

Mo ymonyaHuio agpec
He BblbpaH

M03BOAUTL HACTPOUTb KOHKPETHbIM aApec MCTOYHMKA AnA
DHCP-nakeToB 13 kaneHtckoro VLAN.

BepHyTb B peskum paboTbl N0 YMOSYAHMIO.

KomaHOowbl pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnuua 277 — KomaHabl pexkuma EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ip dhcp relay [ vrf {vrf_name |

all}]

- vrf_name — ums BUPTYanbHOM 061aCT MapLLPYTU3aLUN.
OT06pasuTb KOHOUrypauuto HacTpoeHHoW ¢yHKumum DHCP
Relay areHTa Ansa KOMMyTaTOpa M OTAENbHO AN UHTepdeicoB,
a TaKXe CMUCOK AOCTYMHbIX CEPBEPOB.

show ip dhcp relay statistics [
interface [ gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet twe_port
|

hundredgigabitethernet hu_port |
fourhundredgigabitethernet fo_port
| port-channel group | vlan vian_id ]

]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

OTobparkaer cTaTUCTUKY paboTbl yHKuMm DHCP Relay.
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HELTEX
HDUMGDbISHHOﬂHEHUﬂKOMGHa

MNMokasaTtb coctoaHMe ¢yHKunm DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
192.168.16.38
Relay agent Information option is Enabled

Servers:

5.29 KoHopwurypauusa PPPoE Intermediate Agent

®yHKumMA PPPOE |A peanv3oBaHa B COOTBETCTBUM € TpeboBaHMAMM AoKkymeHTa DSL Forum TR-101 u
npegHasHayeHa 419 UCMNoJIb30BaHUA Ha KOMMyTaTopax, paboTalowmx Ha YpoBHe AoCcTyna.

PyHKUMA No3BONAET A0ONONAHATb NakeTbl PPPOE Discovery HGOpMaLMEN, XapaKTePU3YIOLLEN WH-
Tepdelic goctyna. 9To HeobxoaMmo Ana naeHTMPpuKaumMmn Noab30BaTeIbCKOro HTepdeica Ha cepeepe a0-
ctyna (BRAS, Broadband Remote Access Server). YnpasneHune nepexsatom n obpaboTtkoit naketos PPPoE
Active Discovery ocyuwiectsnserca rnobasnbHO A8 BCEro YCTPOWCTBA M BbIDOPOYHO AN1A KaXKA0ro UHTEpP-
deica.

Peanusauus ¢yHKuMM PPPOE IA npegocTaBnsieT AONO/IHUTE/IbHbIE BO3MOXHOCTU KOHTPOJIA CO00-
LLLEHUI NPOTOKOMA NYyTEM Ha3HAYeHUs AOBEPEHHbIX MHTEPdENCOB.

KomaHObI pexcuma 2a0b6anabHol KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnunua 278 — KomaHabl perkunma rnobanbHoM KoOHGUrypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe intermediate-agent

-/oTKAKOUEeH

PaspewwnTb paboTy PPPOE Intermediate Agent.

3anpetutb paboty PPPOE Intermediate Agent.

pppoe intermediate-agent
timeout seconds

no pppoe intermedi-
ate-agent timeout

seconds :(0..600)/300

YCTaHOBUTb IMMUT BpeMeHU HeaKTUBHOCTU NONb30BaTeN1A.

BocctaHoBUTH HaCTpOﬁKM No0 YMO/ZIHaHUIO.

no pppoe intermediate-agent
format-type generic-error-
message

Discover packet is too
large to process

pppoe intermediate-agent word: (1..48) YCTaHOBUTb CTPOKY MAEHTUDUKALMM YCTPOWCTBA AOCTyNa.
format-type access-node-id cumBona/
word naeHtTudmKaTop
no pppoe intermediate-agent YCTpOMCTBa He BOCCTaHOBUTb HACTPOIMKM N0 YMOAYAHMIO.
format-type access-node-id Ha3HayeH
pppoe intermediate-agent YCTaHOBUTb TeKCT cooblieHna o6 olwmnbke npesbllleHWA pas-
format-type generic-er- mepa naketa (MTU), otnpasnsemoro PPPoE IA B8 PADO- unan
ror-message word .
g word: (1..128) PADS-nakeTax.
cumsona/PPPoE

l Ecnun coobeHue coaepuT cumeonbl npobena, ero

- HEOGXOAMMO 3aK/II0O4YNUTb B KaBbl4YKWU.

BocctaHoBUTL HaCTpOVIKM N0 YMO/THaHUIO.
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HELTEX

pppoe intermediate-agent
format-type option {sp | sv
| pv|spv}

delimeter [.,;#/, space]

no pppoe intermediate-agent
format-type option

-/ycTaHoBNeH popmaT
B COOTBETCTBUU
c TR-101:
slot / port : vlan

HacTpouTb Habop napameTpoB 1 pasaeuTeNn Mexay HUMK,
KOTOpble MCMOb3YIOTCA ANA GOPMUPOBAHMUA NOAONLMUM Circuit -
id.

B KOMaHZe MCNoNb3yHTCA Ceaytolme YCI0BHble 0603HaYeHUsA:
- sp — slot + port

-sv — slot + vlan

- pv — port + vlan

- spv — slot + port + vlan

BoccTaHoBUTH HaCTpOVIKVI N0 YMO/THaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BunAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdeica:

console (config-if) #

Tabnnua 279 — KomaHabl pexxnma KoHpurypaumm nHtepoelica Ethernet, rpynnel noptos

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

pppoe intermediate-agent

no pppoe intermediate-agent

-/3anpet

PaspewunTb paboTy PPPOE Intermediate Agent.

3anpetutb paboty PPPoE Intermediate Agent.

pppoe intermediate-agent
format-type circuit-id circuit_id

no pppoe intermediate-agent
format-type circuit-id

circuit_id: (1..63)
CMMBO/10B

HasHauntb naeHtndukaTop circuit-id, sobaBasemoro KommyTa-
Topom. NaeHTudMKaTOp, 3aaHHbIA B KOMAHAE, NONIHOCTLIO ne-
peonpegenfet MAeHTUPUKATOP, BbIYNCAAEMbIN HA OCHOBE T/10-
6anbHbIX NapameTpoBs access-node-id u option/delimeter.

BOCCTaHOBMTb HAaCTPOMKY Ha OCHOBE rn06asbHbIX NapamMeTpoB
access-node-id v option/delimeter.

pppoe intermediate-agent
format-type remote-id
remote_id

no pppoe intermediate-agent
format-type
remote-id

remote_id: (1..63)
cumsonos/MAC-aapec
KOMMyTaTopa

HasHauutb ugeHtndukatop remote-id, fob6aBnsemoro Kommy-
TaTopom. NoeHTUdMKaTOp Ao/KeH ObiTb CKOHPUIYPUPOBaH Ha
BCeX MHTepdencax KommyTaTopa, rae pabotaet PPPOE IA.

BocctaHoBUTL HaCTpOVIKy N0 YMO/ZIHaHUIO.

pppoe intermediate-agent
trust

no pppoe intermediate-agent
trust

-/He aBnaeTca
[OBEPEHHbIM

YnpaBaaTb pexxMmom Aosepus K uHTepdeiicy. KomaHaa nobas-
nAeT nHTepdenc K cnMcky aosepeHHbix. MHTepdelicbl, K KOoTo-
pbiMm nogkntoyeHbl PPPOE-cepsepbl, HaCTpanBaloTCA Kak gose-
peHHble. UHTepdelichl, K KOTOPbIM NOAK/IOYEHbI NONb30BATENMN,
HaCTPaMBaOTCA KaK HeOBEPEHHbIE.

BoccTaHOBUTb 3HaYeHMe N0 YMONYAHUIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe intermediate-agent
vendor-tag strip

-/BblK/IIOYEH

PaspewwnTb yganenune vendor-specific onumm 13 naketos PADO,
PADS, PADT nepepn OTMpaBKOM WX B CTOPOHY MOJ/Ib30BaTeNS.
DYHKUMA yaaneHna MoKeT b6biTb MCMOb30BaHA TONbKO HA WH-
Tepdelice, Ha KOTOpom paspelleHa paboTta PPPOE IA 1 KoTopbili
ABNAETCA AOBepeHHbIM UHTepdelicom. ObbIMHO dYHKLMA yaa-
NIeHnA HacTpauBaeTcA Ha UHTepdelice, 06palLeHHOM B CTOPOHY
PPPoE-cepsepa.

BbIKNOUNTD peXxum yaaneHus.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

335

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



HELTEX

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 280 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show pppoe
intermediate-agent info
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

OT06pa3unTb HacTpoliku PPPoE Intermediate Agent. Eciu B Ko-
MaHAe ABHO He 33faH UHTepdeic, ToO KoMaHAa BbINONHAETCA
oA Bcex uHTepdeicos, rae paspeweHa pabota PPPoE IA n Bcex
[O0BEPEHHbIX MOPTOB.

show pppoe intermediate-
agent statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port|
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

OT06pa3nTb cTaTUCTUKY paboTtbl PPPOE Intermediate Agent.
Ecnv B KOMaHAe He 33JaH ABHO MHTepdelic, TO KOMaHAa BbINon-
HAeTcA ANnA Bcex nHTepdelicos ¢ paspelleHHbIm PPPOE IA 1 Bcex
[,0BEPEHHbIX NOPTOB.

clear pppoe intermediate-
agent statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

OumnCTUTL CTAaTUCTMRY paboTbl PPPOE Intermediate Agent. Ecan B
KOMaHZAe He 33aJaH ABHO UHTepdeiic, To KOMaHAa BbINONHAETCA
ON1A Bcex nHTepdelicos ¢ paspelweHHbim PPPOE IA 1 Bcex
[,0BEPEHHbIX NOPTOB.

show pppoe intermediate-
agent sessions
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigaethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

OTO6pasnTb BCEX 3aPErnCTPUPOBAHHBIX KIUEHTCKUX CECCUMA.
Ecnv B KOMaHAe He 33jaH ABHO MHTepdeic, To oTobpaxkatoTea
BCE CECCMM C COPTUPOBKON NO MHTepdeicam.

clear pppoe intermediate-
agent sessions [mac-ad-

dress]

mac address: (H.H.H
vnan H:H:H:H:H:H nan
H-H-H-H-H-H)

OuunCcTUTb CTaTUCTUKY paboTbl PPPOE Intermediate Agent ansa og-
HoW ceccun. Ecnm He yKasaH mac address, To oumLatoTca Bce
ceccum.

5.30 KoHowurypauma DHCP-cepBepa

DHCP-cepBep ocyLLEeCTBAAET LEeHTPAIN30BaHHOE yNpaB/ieHMe CeTEBbIMMN aApPecammn U COOTBETCTBYHO-
LWMMU KOHPUIYPALMOHHBIMW NapameTpammn, aBTOMATUYECKM NPEeAOCTaBAAA UX KNMEeHTam. 3To Nno3BosseT
n3bexkaTb Py4YHO HACTPOMKM YCTPOMCTB CETU U YMEHDBLUAET KOMYECTBO OLLUMOOK.
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HELTEX

Ethernet-kommyTaTopbl MoryT paboTtaTb Kak DHCP-KaueHT (nonyyeHune cobereeHHoro IP-aapeca ot
cepsepa DHCP), Tak n kKak DHCP-cepBep. Bo3amoskHa ogHOoBpemeHHan pabota DHCP-cepsepa n DHCP-relay.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnunua 281 — KomaHab! perknma rnobanbHoM KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

ip dhcp server

no ip dhcp server

-/BbIKNOYEHO

BkntounTb PpyHKUM0 DHCP-cepBepa Ha KommyTaTope.
Mepea sBKAlovueHem DHCP-cepsepa npeasapu-
' | TeNbHO A0/KHbI 6bITb OTKAOYEeHbl DHCP-KAMEHTDI
e B0 Bcex VLAN. B Tom uucne BKAKOUYEHHbI N0 ymon-
yaHuio DHCP-knueHT B VLAN 1.

BbIkntountb dyHKUmMo DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32)
CUMBOJI0B

Boitn B pexum KoHdurypaumm craTmyeckux agpecos DHCP-
cepsepa.

Ypanute KoHpurypaumto DHCP-knneHTa ¢ 3a,aHHbIM MMEHeM.

ip dhcp pool network name

no ip dhcp pool network name

name: (1..32) cumBonos

BoiiTn B pexkum KoHourypaumm DHCP-nyna agpecos DHCP-cep-
Bepa.
- name — umsa DHCP-nyna agpecos.
MakcumanbHo gonyctumoe Konudectso DHCP pool
. yKasaHo B Tabnuue 10.

Ypanute DHCP-nyn ¢ 3agaHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-address
low_address [high_address]

YKasatb IP-agpeca, kotopble DHCP-cepBep He byaeT HazHayaTb
ana DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec AnanasoHa;

- high-address — KoHeuHbIV IP-agpec gManasoHa.

Yaanutb IP-agpeca us cnucka UCKAOYEeHU A1a HasHauYeHus ero
DHCP-knneHTam.

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckKux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOM CTPOKM B pexknume KOHPUrypaumm ctatmyeckmx agpecos DHCP-cepsepa:

console# configure
console (config)# ip dhcp pool host name
console (config-dhcp) #

Tabnnua 282 — KomaHabl perkMma KoHourypaumm

3HayeHue/3HayeHue

Aelicmeue
o ymon4aHuio

KomaHda

PyuHoe pesepsupoBaHue IP-agpecos ans DHCP-knmeHTa.

- ip_address — |P-agpec, KoTopblii byaeT conocTtaBneH ¢ pusm-
YeCcKUM agpecom KMeHTa;

- mask/prefix_length — macka nogcetn/annHa npeduKca;

- id — pusnyecknit agpec (MaeHTUGUKaTOP) CETEBOM KapTbl;

- mac_address — MAC-agpec.

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address} -

no address Yapanutb 3apesepsupoBaHHble IP-agpeca.

client-name name Onpegenntb uma DHCP-knuneHTa.

name: (1..32) cumBonos

no client-name Yaannte uma DHCP-knneHTa.
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HELTEX

KomaHObI pexcuma KoHgu2ypauyuu nyana DHCP-cepsepa

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHPurypaumm nyna DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool network name

console (config-dhcp) #

Tabnunuya 283 — KomaHabl perkMma KoHburypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

YCTaHOBWUTb HOMEpP NOACETM M MAcKy NOACETU ANA Nyna aape-
cos DHCP-cepsepa.

- network_number — IP-agpec Homepa noaceTy;

- low_address — HayanbHbIl IP-agpec Anana3oHa aapecos;

- high_address — koHeuHbIW |IP-agpec gManasoHa agpecos.

- mask/prefix_length — macka noacetu/annHa npedukca.

no auto-default-router

no address Yaanutb KoHourypaumio DHCP - nyna agpecos
lease {days [hours [minutes]] | Bpems apeHgbl IP-agpeca, KOTopblit HasHayeH oT DHCP.
infinite} - infinite — Bpems apeHgbl He OorpaHNYEHo;

- days — Konn4yecTso gHew;

-/1Aewb - hours — KOIMYECTBO Yacos;

- minutes — KONMYECTBO MUHYT.
no lease YCTaHOBWTb 3HaYEHME MO YMOYAHUIO.
auto-default-router -/BKAtOYEHO DHCP-KnneHTy BblAaeTca mapLlpyT no ymondaHuto c IP-agpe-

com DHCP-cepsepa B cnydyae, €C/iM KOHKPETHbIWA W03 He
HacTpoeH komaHgo default-router .

OTMeHUTb BblAayy mapLupyTa no ymondaHuto DHCP-kaneHTy.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOM CTPOKM:
console (config-dhcp) #

Tabnunua 284 — KomaHabl pexkMuma KoHburypaumm

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

default-router ip_address_list

Mo yMONYaHMIO CINCOK
MapLIpyTU3aTOPOB He
onpeaeneH.

no default-router

OnpenenvuTs CNUCOK MAapLIPYTU3aTOPOB MO YMOMYaHUIO ANS
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLpyT13aTopos, mMo-
KeT cogepaTb Ao 8 3anucew, pasgeneHHbix npobenom.
IP-agpec maplipyTM3aTtopa Ao0nXKeH 6biTb B TOW Ke
e NOACETH, YTO U K/INEHT.

YCTaHOBUTb 3Ha4YeHME NO YMOIHAHMUIO.

dns-server ip_address_list

Mo ymonyaHuio cnncok
DNS-cepsepos He

Onpegenutb cnucok DNS-cepBepoB, AOCTYMHbIX ANA KNMEHTOB
DHCP.
- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, MoxKeT

onpesenex. coaepaTb 40 8 3anuceit, pasgeneHHbIx npobenom.
no dns-server YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.
domain-name domain domain: (1..32) Onpegenntb gomeHHoe nma ansa DHCP-kaneHToB.
no domain-name CMMBO/I0B YCTaHOBWUTb 3HAYEHME MO YMOMYAHUIO.

netbios-name-server
ip_address_list Mo yMONYaHMIO CANCOK
WINS-cepBepoB He

onpeaeneH.

no netbios-name-server

Onpepenntb cnncok WINS-cepsepoB, AOCTYMNHbIX A1A KANEH-
Tos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, moeT
cofepxKaTb A0 8 3anucen, pasgeneHHbix npobenom.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.
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HELTEX

netbios-node-type {b-node |
p-node | m-node | h-node}

no netbios-node-type

Mo ymonyaHuio Tvn
y3na NetBIOS He
onpegenex.

Onpegenntb TMN y3na NetBIOS Microsoft ana knmeHtos DHCP:
- b-node — lWMpOKoBeLWaTeNbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHNPOBAHHbI;

- h-node — rnbpuaHbIN.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

next-server ip_address

no next-server

Mcnonb3osaTb Ana ykasaHma DHCP-knuneHTy agpeca cepsepa
(kak npaeuno, TFTP-cepBepa), C KOTOPOTroO AOJIKEH BbITb NOAY-
YeH 3arpy3oydHblii ¢ann.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3osatb ana ykazaHua DHCP-knnMeHTy Mmsa cepBepa, C KO-
TOPOro A0/KeH 6bITb NOYYEH 3arpy304Hblii dpaii.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

bootfile filename

no bootfile

filename: (1..128)
CMMBO/IOB

YKa3zaTtb umsa ¢danna, UCnonb3yemoro AAsA HavalbHOM 3arpysKku
DHCP-knuneHTa.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

time-server ip_address_list

no time-server

Mo yMON4YaHMIO CINCOK
cepBeposB He
onpeaenex.

OnpeaennTb CNMCOK CEPBEPOB BPEMEHM, AOCTYMNHbIX ANA KAN-
eHtos DHCP.

- ip_address_list — cnucok IP-appecos cepBepoB BpeMeHU, MO-
YKEeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val:
(0..4294967295);
ascii_string: (1..160)
CYMBOJIOB;
desc: (1..160)
C“MBO/IOB

HacTtpoutb onumn DHCP-cepsepa.

- code — kop, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3Ha4yeHue;

- integer — Luenoe NONOXKUTENbHOE YNCNO;
- ascii_string — ctpoka B ¢opmarte ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om ¢popmare.

Ypanutb onuuun ana DHCP-cepsepa.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 285 — KomaHab! pexxunma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YaanuTb 3anucelt U3 Tabavubl COOTBETCTBUA GU3MYECKUX aape-
COB W aZpecoB, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHa4YeHHbIn DHCP-cepsepom;

- ¥ —ypanuTb BCE 3anucu.

show ip dhcp

MpocmoTp KoHoUrypaumm DHCP-cepepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-appecos, KoTopble DHCP-cepBep He byaeT HasHa-
yatb gnAa DHCP-knueHTOB.

show ip dhcp pool host
lio_address | name]

name: (1..32) cumBonos

MpocmoTp KoHbUrypaumm ana ctatuyeckux agpecos DHCP-cep-
Bepa:

- ip_address — IP-agpec KnneHTa;

- name — vumAa DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBonos

MpocmoTp KoHoUrypaumm DHCP-nyna appecos DHCP-cepsepa:
- name — vuma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-aapecos, KOTopble cONOCTaBAEHbI C PUINYECKMMU
aZpecamu KAMEHTOB, a TaKXKe Bpema apeHapbl, cnocob HasHave-
HWA U cocTtoaHue IP-agpecos.

show ip dhcp server statistics

MpocmoTp ctatnctukmn DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTMBHbIX IP-agpecos, BbigaHHbIx DHCP-cepBepom.
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HELTEX

[pumepbl 8b1M0AHEHUS KOMAHO

Hactpoutb DHCP-nyn c umeHem test u ykasatb ana DHCP-kaneHTOB: umAa gomeHa — test.ru, Wwnto3 no ymon-

YaHuto —192.168.45.1 n DNS-cepsep — 192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp)# dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

5.31 KoHdwurypauua ACL (cnnucKu KOHTpOAA AocTyna)

ACL (Access Control List — cnucok KoHTposa aoctyna) — Tabauua, KoTopasa onpegenser npasuna
dunbTpaumm BXoAALEro U ncxogauero Tpaduka Ha OCHOBaHWKM NepefaBaeMbiX B NMakeTax NPOTOKONOB,

TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

v

ACL-cnucku Ha 6a3e IPv6, IPv4 u MAC-agpecoB He A0XKHbl UMEeTb OAUHAKOBbIe Ha3BaHUA.

IPv6- n IPv4-cnuckn moryT pabortatb Bmecte Ha ogHom d¢usnyeckom uHtepdeiice.
IPv4-cnucku n ACL Ha 6a3e MAC-agpecauum moryT pabotatb Bmecte Ha ogHOM PpU3NYECKoMm
nHtepodeiice. Cnucok ACL Ha 6a3ze MAC-agpecaumm He MOXeT COBMELLATbCA CO CNUCKaMM
ana IPv6. [1Ba cnMcka o4MHAKOBOro TMNa He MoryT pabortatb BMmecTe Ha UHTepdeiice.

%

KomaHapl Ana co3gaHua U pegaktuposBaHua cnuckoB ACL gocTynHbl B pexume rnobanbHoM

KOHbUrypaumu.

KomaHObI pexcuma 2a06anab6HolU KoOHGuU2ypayuu

KomaHgHan cTpoKa B pexkume rnobanbHo KOHPUrypaumm numeet Bua;

console (config) #

Tabnunua 286 — KomaHabl a4nsa co3gaHua U KoHdurypaumm cnmckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip access-list access_list
{deny | permit} {any |
ip_address [ip_address_mask]}

no ip access-list access_list

ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list access_list
{deny | permit} {any |
ipv6_address
[ipv6_address_prefix]}

no ipv6 access-list access_list

access_list: (0..32)
cMMBONIA

Co3aaTb CTaHAAPTHbLIV cnmvcok ACL.

- deny — 3anpeTUTb NPOXOXKAEHWE NAKETOB C YKA3aHHbIMWU Napa-
meTpamu;

- permit — paspelmnTb NPOXOXAEHNE NAaKEeTOB € YKa3aHHbIMM Nnapa-
MeTpamu.

YaanuTb CTaHZApTHbIN cnncok ACL.

Co3aaTb HOBbIV pacliMpeHHbIi cnucok ACL ans agpecaumm IPv4 n
BOMTU B PEXUM ero KoHdUrypauumn (ecam cnnucok ¢ AaHHbIM nme-
HeMm elle He co34aH) B0 B PeXKUM KOHOUIypaLLMM paHee co3aaH-
HOTO CMUCKa.

Yaanutb pacwmpeHHbin cnucok ACL ana agpecaumm IPv4.

Co3paTb HOBbIN CTaHAAPTHbIN cnncok ACL ans appecaumm IPv6.

- deny — 3anpeTuTb NPOXOXKAEHNE NAKETOB C YKAa3aHHbIMWU napa-
meTpamu;

- permit — paspelwmnTb NPOXOXKAEeHNE NAKETOB C YKa3aHHbIMK Nnapa-
MeTpamu.

YaanuTb cTaHgapTHbIN cnncok ACL gns agpecaumu IPv6.
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HELTEX

ipv6 access-list extended
access_list

no ipv6 access-list extended
access_list

mac access-list extended
access_list

no mac access-list extended
access_list

Co34aTb HOBbIM paclwmpeHHbIn cnncok ACL ana agpecauum IPvé m
BOWTU B PEXMM ero KoHoMrypaumm (ecam cnmcok ¢ AaHHbIM ume-
HeM eLle He co3AaH) IM60 B pexnm KoHOUTypaLnm paHee Co34aH-
HOTO CMWCKa.

Ypanutb pacwmpeHHoro cnucka ACL gna agpecaumm IPv6.

Co3patb HoBbIV cnvcoK ACL Ha 6a3e MAC-aapecaummn u BOUTHU B pe-
UM ero KoHoUrypauum (ecam cnucok ¢ JaHHbIM UMEHeM elle He
€034aH) IM60 B peXxnm KOHOUTypaLmUm paHee CO34aHHOIO CNMCKa.

Yaanutb cnucka ACL Ha 6a3e MAC-agpecauuu.

time-range time_name

time_name: (0..32)

BoliTn B pexkum KoHdurypauum time-range 1 onpeaenntb BpemeH-
Hble MHTepPBanbl ANA CNUCKa JOCTyna.

cMmBona - time_name — nma npoduna HacTpoek time-range.
no time-range time_name YaanuTb 3agaHHyto KoHdurypaumio time-range.
access-list statistics -/oTKNOYEHO BkAtountb GyHKUMOHaN noacyeTta paboTbl ana ACL-npasua.

no access-list statistics

B Tekyuweit Bepcumn MO pyHKuMoOHan paboTtaeT B Hanpas-
nexuu IN, pabota pyHKUMOHaNA He NnogAepiKaHa Ha KOM-
myTtaTtopax cepumn MES53xxA.

YCTaHOBWTb 3HaYeHMe N0 YMOIHAHUIO.

Ona Toro 4rtobbl aKTMBM3MpoOBaTb cnncok ACL, Heobxoaumo CcBfA3aTb €ro c WHTepdencom.
NHTepdelicom, MCNONb3YIOLLMM CIIMCOK, MOXET bbiTb Nb60 nHTEpdelic Ethernet, inbo rpynna nopros.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica Ethernet, VLAN, epynnsi nopmos

KomaHZHasa cTpoka B perkume KoHouUrypaummn nHtepdeiica Ethernet, VLAN, rpynnbl nopToB MmeeT

BUA:

console (config-if) #

Tabnunua 287 — KomaHaa HasHauyeHus cnucka ACL-mHTepdeicy

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
cumBona

B HacTpoiKax onpegenéHHoro pusmyeckoro nHTepdeica KomaHaa
NPUBA3bIBAET YKa3aHHbIM CMIUCOK K JaHHOMY MHTepdeiicy.
—rnobanbHaa HacTPOWKa A5 NPUMEHeHUA onuum 82,
MNop pevictBue ACL, HazHavyaemoro Ha interface vlan, no-
V nagaeT He TONbKO MapLUPYTUIMPYEMbIA TPadUuK, HO M
Tpad UK BHYTPU CETU.
Nog peticteue ACL, HasHayaemoro Ha interface vlan, no-
V napaeT Becb BXO4ALMI B NOPTbI TpadPuK B AaHHOM VLAN.

V Ha untepdeiic moxkHo Ha3HauuTb TonbKo Extended ACL.

V MpueAaska K uHtepdeiicy VLAN BO3MOXKHa TONbKO ANnA
HanpasaeHus input.

YaanuTb cNUCOK ¢ uHTepdelica.

KomaHOwbi pexcuma Privileged EXEC

KomaHaHan cTpoka B perkume Privileged EXEC nmeet Bua:

console#
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HELTEX

Tabnuua 288 — KomaHap! ans npocmoTpa cnmnckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cMmBosia

MokasaTtb cnuckn ACL, co3gaHHble Ha KOMMyTaTope.

Mokasatb cnuckn ACL, co3pgaHHble Ha KOmmyTaTope, KoTopble B
HacToALLee BpeMaA ABNAIOTCA aKTUBHbIMM.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MokasaTtb cnucku ACL, HazHa4YeHHble UHTepdericam.

clear access-lists counters
[tengigabitethernet te_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

O6HYNNTb BCe cYeTYMKM cnucKkoB ACL Inbo cyeTUMKM A/1A CNUCKOB
ACL 3agaHHoro nHtepdelica.

show interfaces access-lists
trapped packets
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

MoKa3aTb CYETYMKM CMUCKOB AocTtyna.

KomaHOwbi pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeert sua;

console#

Tabnnuya 289 — KomaHab! gns npocMmoTpa cnmckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show time-range [time_name]

MokasaTtb KoHUrypaumto time-range.

5.31.1 KoHndpueypayusa ACL Ha 6a3e IPv4

B pgaHHOM pasgene npuBedeHbl 3HAYEHMA U OMUCAHMA OCHOBHbIX MapameTpoB, UCMOIb3yeMbIX B
COCTaBe KOMaHSA, HacTpoiikmn cnmnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHne U BXOZ B pPeKUM
pefaktTuposaHua cnuckos ACL, ocHOBaHHbIX Ha agpecauuu IPv4, ocywectBndetTca nNo KomaHae: ip
access-list extended access-1ist.Hanpumep, ana co3gaHus cnmcka ACL nog Ha3aHuem EltexAL
HeobxoAMMO BbINOAHUTL CAeayoLMe KOMaHAbI:

console#

console# configure
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console (config)# ip access-list extended EltexAL
console (config-ip-al) #

Tabnunuya 290 — OCHOBHbIE MapamMeTpbl, UCNOJIb3yeMble B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue
permit [Oeiicteue ‘paspewnTs’ Co3patb paspewatoliee npasuao ¢punbTpaumm B cnmcke ACL.
deny [Oeictaue ‘3anpeTuTts’ Co3patb 3anpeuyatouiee npasuao ¢punbtpaumm B cnmucke ACL.
protocol Mone npeagHasHavyeHo AnA yKasaHWA NPOTOKOAA (MK BCex NpoTo-
KO/I0B), Ha OCHOBE KOTOpPOro byaeT ocyliecTeaseTcs puabTpaums.
Mpw BbIBOpe NPOTOKO1a BO3MOXKHbI CieaytoLme BapmaHTbl: icmp,
NooToKoN igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipvé:rout,
P ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim,
12tp, isis, ipip, MMBO UMcNOBOE 3HaYEHME NPOTOKOA, B AManasoHe
(0—-255).
[na cooTBeTCTBMA NIO6OMY NPOTOKONY UCNOb3yeTcsA 3HaveHue IP.
source Aapec UCTOYHMKA OnpepgennTtb IP-agpec MCTOYHMKA NakeTa.

source_wildcard

Wildcard-macka agpeca
NCTOYHUKa

butoBaA macKa, npumeHaemas K IP-agpecy UCTOYHMKa MakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble He06X0AMMO UTHO-
pupoBaTb. B 3HaYeHUs UrHopmpyembix BUTOB JOKHbI ObITb 3anK-
CaHbl eamMHuULbl. Hanpumep, ncnoab3ya Macky, MOXKHO onpege-
nnTb ana npasuna eunbtpaumm IP-cetb. Ytobbl A06aBUTL B Npa-
Buao punbtpaumm IP-cetb 195.165.0.0, HeobxogMMO 3a4aTb 3Ha-
yeHne mackm 0.0.255.255, To ecTb cOriacHO AaHHOM Macke no-
cnepgHve 16 6ut IP-appeca 6yayT UTHOPUPOBATHLCS.

destination

Appec HazHayeHun

Onpepgenutb IP-agpec Ha3HavYeHUA NakeTa.

destination_wildcard

Wildcard-macka agpeca
Ha3HaYeHuA

BuTOBaa macka, npumeHaemas K IP-agpecy HasHayeHMA naketa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HE06X0AMMO UTHO-
pupoBaTb. B 3HaYeHMA UTHOPUPYEMbBIX BUTOB A0/IXKHbI ObITb 3aMKU-
CaHbl eAauHMUbl. Macka MCMnoib3yeTca aHa/lorMyHO Macke
source_wildcard.

vian

NpeHTndukatop Vlan

Onpepenntb VLAN, ana KoToporo byaet npuMeHsTbCA Npasuio.

dscp

Mone DSCP B 3aronoske L3

OnpeaennTb 3HayeHne DSCP-nons diffserv. BoamoskHble Koabl co-
obuweHwuii nona dscp: (0 —63).

precedence

MpuopwuTet IP

Onpeaenutb NnpuoputeT IP-Tpaduka: (0-7).

time_name

NUmsa npoduna
KOHdUrypaumm time-range

OnpeaennTtb KOHOUIYpPaLMIO BPpEMEHHbIX MHTEPBA/IOB.

icmp_type

Tun coobueHunin npotokona ICMP, ncnonbayemblit ans dunbrpa-
umMm  ICMP-naketoB. Bo3MOXHble Tunbl COOBLEHUI nons
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-advertise-
ment, router-solicitation, time-exceeded, parameter-problem,
timestamp, timestamp-reply, information-request, information-
reply, address-mask-request, address-mask-reply, traceroute,
datagram-conversion-error, mobile-host-redirect, mobile-regis-
tration-request, mobile-registration-reply, domain_name-re-
quest, domain_name-reply, skip, photuris, nn6o umcnosoe 3Haue-
HUWe Tuna cooblieHus, B guanasoHe (0 — 255).

icmp_code

Koa coobuieHna npoTokona
ICMP

Kog coobuieHunii npotokona ICMP, ncnonbsyemblit ana ¢puabrpa-
umMm ICMP-naketoB. Bo3moskHble Kogbl co06LlEeHUI nona
icmp_code: (0 — 255).

igmp_type

Tun coobleHna npoTokona
IGMP

Tun coobuweHuii npotokona IGMP, ncnonbsyembln ana ¢punbrpa-
UMM naketos |IGMP. Bo3MoOKHble TuMbl co0bLIEHMIA nonA
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nn6o uncnoBoe sHayeHune
TMna coobuieHus, B aAManasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3HaueHua
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HELTEX

source_port Bo3moskHble 3HaueHusa nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
UDP/TCP-nopt nctouHuka | Ans UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(223), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcep (177).

JInbo uncnosoe 3HayeHue (0 — 65535).

list_of flags Ecam ana ycnosua dunbTpaumm naar goaxkeH 6biTb YCTaHOB/EH,
TO nepes, HUM CTaBUTCA 3HAK «+», €C/IN He A0/KeH BbITb yCTaHOB-
NleH, To «-». Bo3amoskHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpun ncnonbsosaHun
HECKOJIbkMX ¢naros B ycnosuun punbtpaumm, dnarn obbegmHa-
10TCA B OA4HY CTPOKY H6e3 npobenos, Hanpumep: +fin-ack.

dnarn npotokona TCP

disable_port BbIKNIOYUTL NOPT, C KOTOPOTO BblN MPUHAT NAKeT, Y40BNETBOPSALO-
OTKANtoYeHWe nopTa Wwuii yenosuam ntoboi U3 komaHg, 3anpeta deny, B cocTaBe KOTo-
pow 6bl10 onucaHo none.

BKAOUUTL 0TNPaBKy MHGOPMALMOHHBIX COOBLLEHWNI B CUCTEMHDIN
)KYPHaA Npu NoAyYEHUM NaKeTa, KOTOPbI COOTBETCTBYET 3anucu.

log_input o
08_Inpy OTnpaBKa coobLueHmit

3a4aTb UCMONb30BAHUE CMMCKA WAbNOHOB NO/Ib30BaTeNA AJ1A pac-
Nno3HaBaHWA NakeToB. [na Kaxaoro cnucka ACL moskeT bbITb onpe-
AesleH CBOM CNUCOK WabsoHOoB.

offset_list_name
HanmeHoBaHMe cnncKka

wabnoHoB Nonb3osaTens

ace-priority MHAeKe 3a4aeT NOI0XKEHNEe NpaBuia B CIUCKE U ero NnpuopuTer.
MpuopuTeT 3anucun Yem meHblue MHAEKC — Tem npuopuTeTHee npasuno. [nanasoH
O0NYyCTUMbIX 3HauYeHui (1..2147483647).

/ [na Bbi6opa Bcero ananasoHa napameTpos, Kpome dscp u IP-precedence, ncnonb3yerca na-
pameTp «any».

Ecan nakert nonagaet nop, Kputepuii npasuna B ACL, TO Haa, HAM BbINOIHAETCA AeNcTBUe
aToro npasuna (permit/deny). flanbHeiiliana npoBepKa He NPOU3BOAUTCA.

cootBeTcTBUue npasuaam IP ACL, notom MAC ACL (B cnyuae, ecnu He nonagéTr nog aencrsue
HU ogHoro u3 npasun IP ACL).

Ecnm nocne npoBepKu Ha cootBetcTBue npasunam IP unn MAC ACL (korga 1 ACL Ha3HaueH
Ha uHTepdeic) uam IP u MAC ACL (koraa 2 ACL HasHaueHbl Ha UHTepdeiic) NnakeT He nonan
nopa, AeicTBMe HU OAHOro U3 NPaBUA, TO Hag AaHHbIM NakeTom 6yaeT npumeHeHo aeiictBue
"deny any any".

V Ecnu Ha nHTepdeiic HasHaueHbl IP u MAC ACL, To nepBOHa4YasibHO NakeT 6yaeT NpoBepeH Ha

Tabnnuya 291 — KomaHabl, cnosibayemble aaa HacTpoliku ACL-cnnckoB Ha ocHoBe IP-aapecauunn

Komanda Aelicmesue
permit protocol {any | source source_wildcard} {any | [o6aBuTb paspelarowyto 3anuce GuUAbTPaLUK ANA NpPoToKoNa.
destination destination_wildcard} [dscp dscp | MaKeTbl, OTBEYatOLLIME YCAOBUAM 3anucK, byayt obpabaTbiBaTbes
precedence precedence] [time-range time_name] KOMMYTaTOpPOM.
[ace-priority index]
no permit protocol {any | source source_wildcard} {any | YOanuTb Co34aHHYI0 paHee 3anmchb.
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
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permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[06aBuTb paspeLuatoLLyto 3anucb GUAbTPaLUKN o8 NpoTokona IP.
lMaKeTbl, OTBEYatOLLME YCAOBMAM 3anucu, byayT obpabaTtbiBaTbea
KOMMYTaTOPOM.

no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

YLanuTb CO34aHHYI0 paHee 3anucsb.

permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [ace-priority index]
[offset-list offset_list_name] [vlan vian_id]

[o6aBuTb paspeluatollyto 3anucb GUAbTPALUKN ANA NPOTOKONA
ICMP. MaKeTbl, oTBEYatoWue ycaoBUaAM 3anucu, byayTt obpabaTbi-
BaTbCA KOMMYTATOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence
precedence] [time-range time_name] [offset-list
offset_list_name] [vlan vian_id]

Y[anuTb cO34aHHYI0 paHee 3anuch.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index]

[o6aBuTb paspellatolyto 3anmcb GUAbTPALUKN ANA NPOTOKONA
IGMP. MaKeTbl, oTBEYatoLWme ycaoBuAm 3anncu, byayt obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

permit tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[o6aBuTb paspeluatollyto 3anmcb GUAbTPALUKN ANA NPOTOKONA
TCP. MaKeTbl, oTBeYatoLwwme ycioBuam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Y[annTb CO34aHHYI0 paHee 3anuch.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[06aBuTb paspeluatollyto 3anucb GUAbTPALUKN ANA NPOTOKONA
UDP. MakeTbl, oTBEYalowWwme ycioBmam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanutb CO34aHHYIO paHee 3anucb.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[o6aBuTb 3anpelyaiollyto 3anncb GuUAbTPaLMK ANA MPOTOKOA.
MaKeTbl, oTBEYalOLWMeE YCNOBUAM 3anucy, ByayT 6aoKuMpoBaTbes
KommyTaTopom. Npu ncnonb3osBaHuK Kntouesoro ciosa disable-
port dusmyeckuii MHTepdenc, NPUHABLUNIA TaKoM NaKeT, byaeT Bbl-
KntodeH. Mpu ncnonb3osaHuK Katoyesoro cnosa log-input 6yaer
OTNpaB/IEHO COOBLLEHNE B CUCTEMHDIV MKYpHa.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Yaanutb CO34aHHYIO paHee 3anucb.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[lo6aBuTb 3anpeLyaiolLyio 3anucs GuUabTpaLmm ana npotokona IP.
MaKeTbl, OTBEYalOLWME YCNOBMAM 3anucy, ByayT 6noKuMpoBaTbes
KommyTaTopom. Npu ncnonb3osBaHuK Kntouesoro ciosa disable-
port dpusmyeckunii MHTepdenc, NPUHABLUNIA TaKoM NakeT, byaeT Bbl-
KntodeH. Mpu ncnonb3osaHuK Katodesoro cnosa log-input 6yaer
OTNpaB/IEHO COOBLLEHNE B CUCTEMHDIV MKYpHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

Yaanutb CO34aHHYIO paHee 3anucb.
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deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[obasuTb 3anpeluatowyto 3anucb GUAbTPALUKU 1A NPOTOKONA
ICMP. MaKeTbl, oTBEYaOWue ycnoBmMam 3anucu, 6yayt 610Kupo-
BaTbCA KOMMyTaTopom. lMpun MCNONb30BaHUM KKOYEBOrO CAOBA
disable-port ¢pusmyecknin nHTepdelic, NPUHABLIMIA TaKOW NakerT,
byaeT BbikAoyeH. Mpu 1cnonb3oBaHWKM KatodyeBoro ciosa log-
input 6yneT oTnpaBieHo coObLLEHNE B CUCTEMHBIN XKypHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Y[anuTb cO34aHHYI0 paHee 3anuch.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[ob6aBuTb 3anpelLatowyto 3anucb GUAbTPALUKM AAa NPOTOKONA
IGMP. MakeTbl, oTBEYatoLWMe yCcaoBUSAM 3anmcu, byayT 610Kupo-
BaTbCA KOMMyTaTopom. lMpun MCNONb30BaHUM KOYEBOrO CAOBA
disable-port ¢pusmyecknin nHTepdelic, NPUHABLIMIA TaKOM NakerT,
byaeT BbikAoyeH. Mpu UcCnonb3oBaHWKM KatoyeBoro ciosa log-
input 6yaeT oTnpaBieHo coObLLEHNE B CUCTEMHBIN XKypHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

YAanuTb CO34aHHYIO paHee 3anuch.

deny tcp {any | source source_wildcard}{any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[Job6aBuTb 3anpeluatollyto 3anuce GUAbTPaALMM ANA NPOTOKONA
TCP. MNaKeTbl, oTBevalowWMme ycioBUAM 3anucu, byayt 610Kknpo-
BaTbCA KOMMYTATOPOM. MpU MCNONb30BaHUMU KAKOYEBOrO CA0Ba
disable-port ¢usmyecknii HTepdelic, NPUHABLUNIA TaKOW NaKeT,
6yaet BbikAoYeH. Mpu ncnonb3oBaHuK Katoyesoro cniosa log-
input 6yaeT oTnpaBneHo coobLLeHNe B CUCTEMHBIN XKypHa.

no deny tcp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[obasuTb 3anpeluatollyto 3anucb GUAbTPALUKM ANA NPOTOKONA
UDP. MaKeTbl, oTBevaloLwme ycnosusam sanucu, byayt 6nokupo-
BaTbCcA KOMmyTaTopom. lMpun ucnonb3oBaHUM KAKOYEBOrO C/OBa
disable-port ¢usmyecknin nHTepdelic, NPUHABLIMIA TaKOW NakerT,
6yaeT BbikAoYeH. Mpu ncnonb3oBaHuK Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo COObLLEHNE B CUCTEMHBIN XKypHa.

no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

Y[annTb CO34aHHYI0 paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3gaTtb CNUCOoK WaboHOB Nosb3oBaTens ¢ MMeHem name. Nma
MOKeT BK/toYaTb oT 1 A0 32 cumBooB. B 0gHO KOMaHAe MOoXKeT
cofepyKaTbca A0 TPMHAALATM Wab/oHOB B 3aBUCMMOCTU OT Bbl-
H6paHHOro peXnma HacTPOMKM CMMCKOB A0CTyNa (KomaHAa set sys-
tem mode), BK/lOUaOWMX CNeaytolme napameTpbl:
- offset_base — 6a3oBoe cmelLeHne. BOo3MOoXKHble 3HaYeHUs:

13 — Hayano cmeweHmA ¢ Havyana IP-3aronoBKa;

14 — Hayano cmelleHUs ¢ KoHuUa IP-3aronosKa.
- offset — cmelLeHne GaliTa faHHbIX B Npegenax naketa. basosoe
CcMeLLeHMe NPUHMMAETCA 33 Ha4ao OTCYeTa;
- mask — macKka. B aHanM3e nakeTa NPUHUMALOT y4acTUe TO/IbKO Te
paspaabl 6aliTa, ANA KOTOPbIX B COOTBETCTBYHOLWMX paspsamax
Macku 3aaaHa ‘0’;
- value — ICKOMOe 3HayeHue.

no offset-list offset_list_ name

Ypanutb COB,D,aHHbIVI paHee CNUCOK.
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HELTEX

5.31.2 Kongpuzypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npusBegeHbl 3HAYEHUA UM ONUCAHMA OCHOBHbIX MAPAMETPOB, UCMOAb3YEMbIX B
coCTaBe KOMaHA HacTponku cnmckos ACL, ocHOBaHHbIX Ha aapecaummn IPve.

CosgaHue n BXo4, B peXum penaktmposaHma cnuckoB ACL, OCHOBaHHbIX Ha aapecauun [Pv6,

OCyLWLeCTBNAETCA NO KOMaHAe:

ipv6é access-list access-1ist. Hanpumep, gna cosgaHuAa cnucka

ACL nog, HazBaHMem MESipv6 HeobxoaMMO BbINOHUTL CAeaylowmne KoMaHabl:

console#

console# configure
console (config)# ipv6 access-list MESipvé
console (config-ipve-al) #

Tabnunua 292 — OCHOBHbIE NapameTpbl, UCNOJIb3yeMble B KOMaHAax

MpoTokon

Mapamemp 3HavyeHue Aelicmeue
permit [ewcteue paspewmnTb Co3patb paspewatollee npasuao ¢punbTpaumum B cnmcke ACL.
deny [OeiicTBue 3anpeTuTb Co3pgatb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.
protocol Mone npegHasHa4yeHo ANA yKa3aHWA NPOTOKOAA (MK Bcex NpoTo-

KO/10B), Ha OCHOBE KOTOPOro byaeT ocyliecTBaseTca dpuabTpauma.
Mpu BbIGOPE NPOTOKO1a BO3MOXKHbI CleAyHoLMe BapuaHThl: icmp,
tcp, udp Mbo yMcnoBoe 3HaYeHMe NpoTokoaa —icmp (58), tep (6),
udp (17).

[ns cooTBeTcTBMA N06OMY MPOTOKOAY MCMONb3YeTcAa 3HayeHue
IPv6.

source_prefix/length

AZpec oTnpasuTens u ero

Onpeanenntb IPv6-agpec n AnnHy npedukca cetv (0-128) (konnye-

ANVHa CTBO CTapLumx 6UT agpeca) UCTOYHMKA NaKeTa.
destination_prefix/length Aapec HazHaYeHUA u ero Onpegaenntsb IPv6-agpec 1 anvHy npedukca cetv (0-128) (konmue-
ONVHa CTBO CTapLuMx 6UT aipeca) HasHaYeHUs nakeTa.

Kona ICMP

dscp None DSCP & saronoske L3 Onpe,u,ellmb 3HavyeHue DSCP-nonsa diffserv. BoamoxHble Kogbl co-
obuweHwuii nona dscp: (0 —63).
precedence Mpwoputer IP Onpegenutb npuopuTteT IP-Tpadumka:(0-7).
time_name Nma npoduna Konourypa- | Onpeaenntb KOHUIrypaL Mo BpeMeHHbIX MHTEPBANOB.
umu time-range
icmp_type Ucnonbsyetca ana punbrpaumm ICMP-nakeToB. Bo3MoXKHbIe TUMbI
M YNCNOBblE 3HaYeHUs cooblueHunl nons icmp_type: destination-
Tun coobliieHmA npoToKona unreachable (1), packet-too-big (2), time-exceeded (3), parame-
ICMP ter-problem (4), echo-request (128), echo-reply (129), mld-query
(130), mld-report (131), mldv2-report (143), mid-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135),
nd-na (136).
icmp_code Kopg, coobuweHunii npoTo- Ucnonbsyetca gns ¢unbtpaumm ICMP-nakeToB. Bo3MoKHble 3Ha-

yeHus nons (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHus

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morkHble 3HaueHua nons TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), lpd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HaveHune (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecan ans ycnosua dunbTpaumm daar goaxeH 6biTb YCTaHOBJEH,
TO Nepes, HUM CTaBUTCA 3HAK «+», €C/IN He JO/KEH BbiTb YCTaHOB-
NIeH, To «-». Bo3amoskHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.
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disable-port
OTKAtOYeHMe nopTa

BbIK/NOYMTL MOPT, C KOTOPOTo 6biN NPUHAT NaKeT, YA0BAETBOPAIO-
WM ycnoBmam Ntoboit M3 KomaHg, 3anpeTa deny, B cocTaBe KOTo-
poi#t, bbln0 onucaHo none.

log-input .
0g-inpu OTnpaBKa coobLeHmit

BKNOUMTL OTNPaBKY MHGOPMALMOHHBIX COOBLLEHNI B CUCTEMHDIN
)KYPHaA Npu NONyYEHUN NaKeTa, KOTOPbIV COOTBETCTBYET 3aMuUcK.

ace-priorit
P v MNHaekc npasuna

MHaekc npasuna B Tabauue, Yem MeHblle MHAEKC — TEM NPUOPU-
TeTHee npaswuno: (1..2147483647).

ecn Mone ECN B 3aronoske L3

Onpegenntb 3HauyeHne ECN-nons. Bo3moskHble Koabl CO0bL,EeHMi
nona ecn: (0-3).

V, napameTp «any».
V 6aBnAlOTCA 3anucH
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

[na sbibopa Bcero guanasoHa napameTtpos, Kpome dscp, ecn u IP-precedence ucnonbsyercs

Nocne Toro, Kak xoTa 6bl ogHa 3anucb aob6asneHa B cnucok ACL, nocnegHMmM B CNUCOK A,0-

[Be nepBble U3 HUX pa3peLlaloT NOUCK coceaHux IPv6-ycTpoiicTB ¢ nomoLlblo npoToKona IC-
MPv6, a nocneaHAa o3Ha4YaeT UTHOPMUPOBAHME BCEX MAKETOB, He YA0B/IeTBOPAIOLWMUX YC/O-

suam ACL.

Tabnunua 293 — KomaHabl, Ucnosibayemble ana HacTpoliku ACL cnuckoB Ha ocHoBe IPv6-aapecauum

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name] [ace-
priority index]

[Jo6aBunTb paspeluatowlyo 3anmcb GUAbTPALMM ANA NPOTOKONA.
MakeTbl, OTBEYatOLMe yCAOBUAM 3anucK, byayT obpabaTbiBaTbea
KOMMYTaTopoM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name]

Y[annTb CO34aHHYI0 paHee 3anuch.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [ace-priority
index]

[ob6aBuTb paspelualollyto 3anucb GpuUAbTPALMUM ANA NPOTOKONA
ICMP. NaKeTbl, OTBeYatOLWMeE YCNOBUAM 3anucK, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name]

Yaanutb CO34aHHYIO paHee 3anucb.

permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [match-all
list_of flags] [ace-priority index]

[l06aBUTb paspeLualollyto 3anucb GpUALTPaLMM AN NPOTOKOoNA
TCP. MakeTbl, OTBEYAlOLWME YCNOBUAM 3anucu, byayT obpabatbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [match-all

list_of flags]

Yaanutb CO34aHHYIO paHee 3anucb.

permit udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [ace-priority index]

[Jo6aBuTb paspelatollyto 3anucb GuUAbBTPALUKN ANA NPOTOKONA
UDP. MakeTbl, OTBEYalOLLME YCAOBUAM 3anucu, byayT obpabaTbi-
BaTbCA KOMMYTAaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name]

YAanuTb CO34aHHYI0 paHee 3anuchb.
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deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |

precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[ob6aBuTb 3anpelyatowyto 3anmucb GUAbTPaLUU ANA NPOTOKOAA.
MakeTbl, oTBEYaloLWMe ycnoBuAm 3anucu, byayt 610knpoBaTbCcA
KommyTaTopom. Mpu ncnosnb3oBaHumM Katouvesoro ciosa disable-
port dbusmueckunin nHTepdelic, NPUHABLLMI TaKOM NakeT, byaeT Bbl-
KntoveH. Mpu ucnonb3oBaHuM Katouesoro cnosa log-input byaet
OTNPaBNeHO COObLEHNE B CUCTEMHDIN KypHa.

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | ecn ecn |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Y[anuTb co34aHHYI0 paHee 3anuch.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[ob6aBuTb 3anpelsarowyro 3annuce GuabTpauum gas nNpoTokona
ICMP. MNakeTbl, OTBEYaKOLWME YCAOBUAM 3anucu, byayt 6aokumpo-
BaTbCA KOMMyTaTopom. [pu Mcnonb3oBaHWM KAKOYEBOro CAOBA
disable-port ¢usnyecknin nHTepdenc, NpUHABLUMIA TaKON NakKer,
byaeT BblKAtodeH. Mpu Mcnonb3oBaHMM Katoyesoro ciosa log-
input 6yaeT oTnpaBieHo cOObLLEHNE B CUCTEMHBIN XKypHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | ecn ecn | precedence
precedence] [time-range time_name] [disable-port |
log-input]

YAanuTb CO34aHHYIO paHee 3anuch.

[dscp dscp | ecn ecn | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input] [ace-priority index]

deny tcp {any | source prefix/length} {any | source _port}
{any | destination_prefix/length} {any | destination port}

[o6aBuTb 3anpelsarowyro 3annuce puabTpaunm gasa nNpoTokona
TCP. MNakeTbl, OTBEYalOLWME YCAOBMAM 3anucu, byayT 610KMpo-
BaTbCA KOMMyTaTopom. [pu Mcnonb3oBaHWM KAKOYEBOro CAOBA
disable-port ¢usnuecknin nHTepdenc, NPUHABLINI TaKOW NakKeT,
6yaeT BblkAoYeH. Mpu mcnonb3osaHMK Katodesoro cnosa log-
input 6yaeT oTnpaBieHo cOObLLEHNE B CUCTEMHBIN XKypHa.

no deny tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

YAanuTb CO34aHHYIO paHee 3anuch.

deny udp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input] [ace-priority
index]

[o6aBuTb 3anpeLiarowyto 3annucb GuabTpaunm gasa nNpoTokona
UDP. MakeTbl, oTBeYatolLmMe yCAOBUAM 3anucu, byayt 610KMpo-
BaTbCA KOMMYyTaTopom. [pn MCnonb3oBaHWM KAKOYEBOrO CN0BA
disable-port ¢pusnuecknin nHTepdenc, NPUHABLINI TaKOW NaKeT,
bynet BblkAtodeH. Mpu Mcnonb3oBaHMM Katoyesoro cnosa log-
input 6yaeT oTnpaBieHo COObLLEHNE B CUCTEMHBIN XKypHa.

no deny udp {any | source_prefix/length}{any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | ecn ecn | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Y[annTb CO34aHHYI0 paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3zaTh CNUCOK WabaoHOB Nonb3oBaTeNs ¢ umeHem name. Nima
MOXKeT BK/toyaTb oT 1 g0 32 cumB0o/10B. B 0A4HO KOMaHAEe MoXKeT
cofepaTbCa A0 TPMHAALATM WabJOHOB B 3aBUCMMOCTU OT Bbl-
6paHHOro pelknMma HacTPOMKM CMUCKOB A0CTyna (KomaHza set
system mode), BKNtOYaOLWMX Ceaytolme napameTpbl:
- offset_base — 6a3oBoe cmelLeHne. Bo3MOXKHble 3HaYeHUs:

13 — Hauano cmeleHuna ¢ Havyana IPv6-3aronoeka;

14 — Hayano cmelleHUs ¢ KoHua IPv6-3aronoBKa.
- offset — cmeleHne HaliTa AaHHbIX B Npesenax nakera. basosoe
CMeLLeHVe NPUHUMAETCA 33 HaYano OTCYeTa;
- mask — macka. B aHanM3e nakeTa NPMHUMALOT y4acTMe TONbKO Te
paspagbl 6aiiTa, A4NA KOTOpbIX B COOTBETCTBYIOLWMX pa3pagax
Macku 3aaaHa ‘0’;
- value — nckomoe 3HayeHue.

no offset-list offset_list_ name

YanuTb CO34aHHbIN paHee CNUCOK.
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HELTEX

5.31.3 Kongpuzypayusa ACL Ha 6a3e MAC

B gaHHOM pasgene npusBegeHbl 3HAYEHUA UM ONUCAHMA OCHOBHbIX MAPAMETPOB, UCMOAb3YEMbIX B
cocTaBe KoMaHA HacTponku cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

CosgaHue n BXo4, B pexum pepaktmpoBaHma cnuckos ACL, ocHoBaHHbIx Ha MAC-agpecaumn,
OCYLLEeCTBNAETCA NO KOMaHAe: mac access-list extended access-1ist.

Hanpumep, gna cosgaHuma cnucka ACL noa HasBaHMem MESmac HeobxoaMmo BbIMOAHUTL

cnefytolme KomaHapl:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnumua 294 — OCHOBHblE NapaMeTpbl, UCNOIb3yeMble B KOMaHAaxX

Mapamemp 3HayeHue Aelicmeue
permit [eWcTtBre paspewmnTb Co3patb paspelatoliee npaBuao ¢punbTpauum B cnmcke ACL.
deny [Oevicteue 3anpeTuTb Co3patb 3anpewatoulee npasuao ¢punbtpaymm B cnmcke ACL.
source Appec oTnpasutena Onpegenaetr MAC-agpec CTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
NCTOYHUKa

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heo6Xo0ANMO Ur-
HOPMPOBATb. B 3HAaUEeHMA UTHOPUpPYyEMbIX BUTOB JO/XKHbI ObITb 3a-
nucaHbl eguHULbl. Hanpumep, Ucnonb3ya Macky, MOXHO onpege-
NUTb ana npasuaa ¢punbTpauun guanasoHa MAC-agpecos. YTobbl
806asuTb B NpaBmno ¢punbtpauumn sce MAC-agpeca, HauMHaoLWK-
eca Ha 00:00:02:AA.xx.xx, He0bXx04MMO 334aTb 3HAYEHUE MACKU
0.0.0.0.FF.FF, TO ecTb, cornacHo AaHHoOM macke, nocnegHue 32
6uta MAC-agpeca 6yayT He BaKHbl ANA aHann3a.

destination

Ap,pec Ha3Ha4yeHunA

Onpepenntb MAC-agpec Ha3HaYeHWA nakeTa.

destination_wildcard

wildcard-macka agpeca
Ha3Ha4YeHuA

Macka onpegenset 6utbl MAC-agpeca, KoTopble HEO6X0ANMO UTr-
HOPUPOBATb. B 3HaUeHMs UTHOPUPYEMBIX BUTOB AONKHbI ObITh 3a-
nucaHbl eguHuLbl. Macka MCMO/b3yeTca aHaforMyHO Macke
source_wildcard.

vian_id

vlan_id: (0..4095)

MNoacetb VLAN ¢dpunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc obcnyxusanmsa (CoS) punbTpyembix NakeTos.

cos_wildcard

wildcard-macka agpeca
o6cnyxnsanus (CoS)
dUNBbTPYEMBIX NAKETOB

Macka onpegenset 6utbl CoS, KoTopble He06X04MMO UTHOPUPO-
BaTb. B 3HauUeHuWa urHopupyembix 6UTOB A0MKHbI ObITb 3aNMUcaHbI
eanHNLbl. Hanpumep, 4Tobbl Mcnob3oBaTh B NpaBuae GunbTpa-
umm CoS 6 1 7, Heobxoammo B nose CoS ykasaTb 3HayeHue 6, inbo
7, a B none macku 3HayeHue 1 (7 B ABOMYHOM NpeSCTaBNEHUN —
111, 1 — 001, nonyyaercs, YTo nocneaHuit 6GUT byaer UrHopupo-
BaTbcsA, TO ecTb CoS moxKeT 6biTb 60 110 (6), "Anbo 111 (7)).

eth_type Ethernet-Tun ¢unbTPyembix MaKeToB B LECTHAALATEPUYHOMN 3a-
-vP eth_type: (0..0XFFFF) buneTRY Alarep
nucw.
disable-port BbIKNOUNTb MOPT, C KOTOPOTO 6blN NPUHAT NAKET, yA0BNETBOPSAIO-
LM yCNOBMAM KOMaHApbl 3anpeTa deny.
log-input N BKNOUMTL OTNPaBKy MHGOPMALMOHHBIX COODBLLEHNI B CUCTEMHbIN
g-inp OTnpaBKa coobueHni pasky urGopma, . W
JKYPHaN Npu NONy4YeHUU NakeTa, KOTOPbI COOTBETCTBYET 3amnucu.
time_name Mma npoduna Onpeaenvtb KOHOUTYpaLMIo BpeMeHHbIX UHTEPBANOB.

KoHbUrypauum time-range

offset_list_name

MobaliToBOE CMelLeHne OT
K/TIO4EBOM TOYKM

3apaTb UCNONb30BAHME CNMCKA WabNoHOB Nonb3oBaTensa gasa pac-
Nno3HaBaHWA NakeToB. A Kaxporo cnucka ACL moxkeT bbiTb onpe-
JAeneH CBOM CNUCOK WabsoHOoB.

ace-priorit! NHaekc npasuna B Tabaumue, Yem MeHbLIe MHAEKC — TEM NpUopu-
p y NHaekc npasuia A P ue, A pvop
TeTHee npasuno 1-2147483647.
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[na Bbi6opa Bcero gnanasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3yerca na-
pameTp «any».

Y
v

Ecnn naket nonagaert nopg, Kputepuii npasuna B ACL, To Hag, HAM BbINOJIHAETCA AeUCTBUe
aToro npasuna (permit/deny). lanbHeliwana nposepKa He NPOU3BOAUTCA.

Ecnu Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHauasibHO NaKeT byaeT npoBepeH Ha
cootBeTcTBue npasuaam IP ACL, notom MAC ACL (B cnyyae, eciv He NonagéT noa Aeicremne
HU ogHoro 13 npasun IP ACL).

Ecnn nocne npoBepKu Ha cootBetrcTtBue npasunam IP uan MAC ACL (korga 1 ACL Ha3sHaueH
Ha uHTepdeic) uam IP u MAC ACL (Koraa 2 ACL HasHauyeHbl Ha MHTepdeiic) naKeT He nonan
nopa, AeicTBMe HU OAHOrO U3 NPaBUA, TO Hag AaHHbIM NakeTom 6yaeT npumeHeHo aeiicTBue

"deny any any".

Tabnunuya 295 — KomaHabl, Ucrnosibayemble ana HacTpoliku ACL-cnnckoB Ha ocHoBe MAC-agpecauum

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[Jo6aBuTb paspeluatoLLyto 3annce ¢punbTpauun. MNakeTsl, oTee-
yalowme ycnosuam 3anucu, byayt obpabaTbiBaTbCA KOMMYTa-
TOpOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

YLanuTb CO34aHHYI0 paHee 3anuchb.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[o6asuTb 3anpelatolyto 3anuck GpuabTpaumu. MNakeTsl, oTe-
yatoLLme ycnosuam 3anucu, byayt 610KMpPoBaTLCA KOMMYTATO-
pom. Mpwu ncnonb3oBaHuu Kntouesoro cnosa disable-port, pu-
3UYeCcKuit HTepdENc, NPUHABLLMI TaKoW NaKeT, byaeT BbIKAtO-
YeH.

Mpu Mcnonb3oBaHUK KNOUEBOTO cNoBa log-input Byaet oTnpas-
NIEHO COOBLLEHWNE B CUCTEMHbIN XKYPHA.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

Ypanutb CO34aHHYIO paHee 3anucb.

offset-list offset_list_name {offset_base offset mask value}

Co34aTb CMNUCOK WabioHOB MoNb30BaTeNds C UMEHEM name.
Mms moxkeT BKtoYaTb oT 1 g0 32 cMmBON0OB. B ogHOM KomaHae
MOMKET CoZepKaTbCA A0 TPMHAALATY Wab/IOHOB B 3aBUCMMOCTH
OT BbIGPAHHOrO pPeXKMMa HaCTPOWMKM CNUCKOB AocTyna (Ko-
MaHaa set system mode), BKAlOYalOWMX cneaytowme napa-
MeTpbl:
- offset_base — 6a30Boe cmelleHne. BO3MOXKHble 3HaYeHusn:

12 — Hayano cmeweHus ot EtherType;

outer-tag — Ha4yano cmeweHns ot STAG;

inner-tag — Hayano cmeueHus ot CTAG;

src-mac — Hayano cmeleHnsa ¢ MAC-agpeca UCTOYHUKA;

dst-mac — Hayano cmeleHna ¢ MAC-agpeca HazHavyeHus.
- offset — cmelleHune bariTa faHHbIX B Npeaenax naketa. baso-
BO€ CMeLleHMe NPMHMMAETCA 32 HAYaNo OTCYeTa;
- mask —macka. B aHanuse naketa NpMHMMAIOT y4acTue TONbKO
Te paspaabl 6aliTa, 417 KOTOPbIX B COOTBETCTBYIOLLMX pa3psaaax
MacKku 3agaHa ‘0’;
- value — nckomoe 3HauyeHwe.

no offset-list offset_list name

YanuTb CO34aHHbIN paHee CNUCOK.
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5.32 KoHowurypaumsa 3awmtbl ot DoS-atak

[aHHbIN KNnacc KomaHg, no3soaseT 610KMPOBaTb HEKOTOPbIE PacnpoCcTpaHeHHble Kaacchbl DoS-aTak.

KomaHObl pexcuma 2106aabHOU KOHU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUIypauumn nmeet Bug;

console

(config) #

Tabnnua 296 — KomaHap! Ans HacTponKky 3awwmTbl oT DoS-atak

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-appec

3anpeTnTb NPOXOXKAEHNE KAagpOoB C HeAOMYCTUMbIMU («MapcuaH-
ckummn») IP-agpecamu nctouHmKa (loopback, broadcast, multicast).

security-suite deny syn-fin

no security-suite deny syn-fin

-/BKNIOYEHO

OTtb6pacuTb NnakeTbl TCP c ogHOBpemMeHHO ycTaHoBAeHHbIMU SYN- 1
FIN- dnaramn.

BbIKMOUNTb GYHKUMIO 0TOBpackiBaHUA naketos TCP ¢ oaHoBpe-
MeHHO ycTaHoBneHHbIMKU SYN- u FIN- pnaramu.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeTuTb/paspewmnTb NPOXOXKAEHNE ONpeseneHHbIX TUNOB Tpa-
dU1Ka, XapaKTepHbIX 417 BPEAOHOCHbIX NPOrpaMmm:

- stacheldraht — otbpacbiBaer TCP-nakeTbl ¢ NOPTOM WMCTOYHMKA
paBHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C NOPTOM Ha3HaYeHuUA
paBHbiM 2140 1 nopToM UCTOYHMKA 1024;

- back-orifice-trojan — ot6pacbiBaet UDP-nakeTbl C MOPTOM Ha3Ha-
YyeHua 31337 1 nopTom UCTOYHMKA paBHbiM 1024.

security-suite enable [global-
rules-only]

no security-suite enable

-/BbIK/OYEHO

BKOUNTB Knacc KOMaHA, security-suite.
- global-rules-only — oTtkntouyaeT knacc kKomaHg, security-suite Ha
nHTepdencax.
V He Bauset Ha paboTy KomaHAb! security-suite deny syn-
fin.

OTKAOUUTL KNacc KoMaHg, security-suite.

security-suite syn protection
mode {block | report | disa-
bled}

no security-suite syn protec-
tion mode

—/block

Hactpoutb pexkum 3awmtbl oT SYN-aTak:

- block — otb6pacbiBaeT npegHasHayeHHble ycTpoicTey TCP-
nakeTbl C ycTaHoBNeHHbIM dnarom SYN u dopmupyeTt npeaynpe-
}Aaawouee cooblueHue;

- report — dopmupyeT npegynpexatowee cooblieHme npu npu-
xo4e npepHasHavyeHHoro yctpoictay TCP-nakeTa C ycTaHOBAEH-
Hbim pnarom SYN;

- disable — oTk/touaeT 3awmTy.

HacTpouTb pexkmMm No ymonyaHuio.

security-suite syn protection
recovery sec

no security-suite syn protec-
tion recovery

sec: (10..600) / 60

OnpepenuTb MHTEPBAA, NO UCTEYEHMU KOToporo byaeT pa3baoku-
poBaH paHee 3ab60KMPOBAHHBIN UCTOYHUK SYN-aTaku.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

security-suite syn protection
threshold rate

no security-suite syn protec-
tion threshold

rate: (20..200) / 80

OnpegennTb CKOPOCTb (KOIMYECTBO NaKeTOB B CEKyHAY) OT KOH-
KPETHOro UCTOYHMKA, MPU KOTOPOM 3TOT UCTOYHUK ByAeT NaeHTU-
dUUMPOBAH KaK aTaKyHoLWMN.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

security-suite syn protection
statistics

no security-suite syn protec-
tion statistics

— /BbIK/OYEHO

BkAtounTb BegeHme ctatuctukm SYN-aTak.

BbIKntounTb BegeHme ctatuctukm SYN-atak.
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KomaHObI pexcuma KoHgu2ypauyuu uHmepapelica Ethernet, epynnsl nopmos

KomaHaHan cTpoka B pexkume KoHourypaumm nutepdeica Ethernet, rpynnbl noptos umeet Bua;:

console

(config-if) #

Tabnnua 297 — KomaHaa KoHoUrypaumm 3awmTel oT DoS-atak ans nHtepdeicos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B
dopmarte IP-agpeca nam
npedukca

CosgaTb NpaBwo, 3anpelyatolee NPoxoxaeHne Tpaduka, co-
OTBETCTBYIOLLEFO KPUTEPUAM.

- fragmented — ¢parmeHTMpPOBaHHbIE NaKeTbI;

- icmp — ICMP-Tpaduk;

- Syn — syn-nakertbl.

YaanuTb 3anpeLyatowee npasuno.

security-suite dos syn-attack
rate {any | ip_address [mask]}

no security-suite dos
syn-attack {any | ip_address
[mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — IP-agpec;
mask: macka B
dopmare IP-agpeca nau
npeduKca

3agaTb NOPOr syn-3anpocoB Ha onpegeneHHbli IP-agpec/ceTb,
npu NpeBbILEHUM KOTOPOro /INWHME Kagpbl byayt oTbpachkl-
BaTbCA.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 298 — KomaHaa pexxkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show security-suite configura-
tion

OT06pa3nTb HAaCTPOIMKKM 3alLmTbl OT DoS-aTak.

show security-suite syn
protection {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48)

OT06pa3nTb HACTPOMKK 3aLLmTbl OT SYN-aTak M onepatnusHoe
COCTOAHWE UHTEepdEeCcoB.

show security-suite syn protec-
tion statistics [detailed]
[source-ip ip_address | inter-
face {gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port | hundredgiga-
bitethernet hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48)

OT06pa3nTb HACTPONKM CTATUCTMKM 3aLwmnTbl OT SYN-aTaK 1 UH-
bopmaumio 06 UCTOUHMKAX aTaKu.

- detailed — oTobpakaeT fononHUTENbHYIO MHPOPMaLUIO 06
WUCTOYHUKE aTaKu;

- source-ip — oTobparkaeT MHGOPMaLMIO A4 YKa3aHHOTO ip-
agpeca UCTOYHMKA;

- interface — oTob6pakaeT UHGOPMaLMIO ANA YKA3aHHOTO UH-
Tepdelica.

V B craTtucTtuke coxpaHsaetca MHpopmauums o 512 no-
cnegHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

O4YMCTUTb CTAaTUCTUKY 06 MCTOYHMKax SYN-aTak.
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5.33 KauectBo 06cnyuBaHus — QoS

Mo ymonyaHWIO Ha BCEX MOPTAaX KOMMyTaTopa MCMNOAb3YEeTCA OpraHM3auua oyYepeam MakeTos No
meToay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo Bpema MHTEHCMBHOW Nepeaayn
TpaduKa NpM UCNONb30BAHUM JAHHOTO METOAA MOFYT BO3HUKHYTb NPobaembl, MOCKONbKY YCTPOMCTBOM
UTHOPUPYIOTCA BCE MNaKkeTbl, He Bolwegwne B bydep ouvepean FIFO, M COOTBETCTBEHHO TepAlOTCA
6e3B03BpaTHO. Pelwaet gaHHyio npobnemy meTon, OpraHUsylOWMIA odepean no npuopuTeTy TpaduKa.
MexaHuam QoS (Quality of service — KauyecTBo 06CnyKMBaHMA), peanv3oBaHHbI B KOMMYyTaTopax,
No3BO/IAET OPraHN30BaTb BOCEMb OYepeaen NpMopuTeTa NAaKETOB B 3aBUCMMOCTM OT TUMa NepeaaBaeMbix
OaHHbIX.

5.33.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnunua 299 — KomaHabl perkuma rnobanbHOM KoHPUrypaumum

3HaveHue/3HayeHue no ”
KomaHoa / Aelicmeue
YMOAYAHUIO

YcTaHOBUTL 3HayeHne nona DSCP gns IP-nakeToB, dopmupyembix

ip tx-dscp value
value: (0..63)/56 LLeHTpaIbHbIM NPOL,ECCOPOM.

no ip tx-dscp YCTaHOBUTb 3HaYEHWE NO YMOIYAHUIO.

YcTaHOBWTb 3HaveHue nona DSCP gna naketos, dopmupyembix

ipv6 tx-user-priority val
Ipvo tx-user-priority value value: (0..7)/7 LeHTPaIbHbIM MPOLLECCOPOM.

no ipv6 tx-user-priority YCTaHOBWUTb 3HAYEHME MO YMONYAHMIO.

. . YcTaHOBUTbL 3HaueHue noaa CoS anA TerMpoBaHHbIX MAKETOB,
ip tx-user-priority value

value: (0..7)/7 dopmUpyemMbIX LLeHTPaIbHbIM MPOLECCOPOM.
no ip tx-user-priority YCTaHOBWTb 3HaYE€HNE NO YMONYAHUIO.
gos [basic | advanced PaspewunTb KOMMyTaTOpPy UCNoNb30BaTb QOS.
[ports-trusted | - basic — 6a308BbIit pexxum QoS;
ports-not-trusted]] - advanced — paclIMpeHHbIN pexnm KoHpurypaumm QoS, BKAKoYa-

oM MOHBIN NepeYyeHb KOMaHA, HacTpolikn QoS;

- ports-trusted — B faHHOM nogpexnme NakeTbl HaNpPaBAAOTCA B
BbIXOZHYIO o4Yepeab Ha OCHOBaHUM MO/EN B 3TUX NaKeTax;

-/basic - ports-not-trusted — B JaHHOM nogperKMme BCe NaKeTbl Hanpas-
NATCA B oyepesib, KOTOPOW cooTBeTcTBYeT cos=0 (cooTBeTcTBUE
MOHO MOCMOTpEeTb KomaHgoi «show qos interface queuing»),
017 OTNPaBKK B Apyrue ouepeam TpebyeTca HasHauTb Ha BXOAHOW
nHTepdeic cTpaTernto Knaccudurkaumm Tpadumka (policy-map). 3Ha-
YyeHua dscp He yuuTbIBalOTCA NpuU Bblibope BbIXOAHOW ovepesun B
3TOM nogpexmme.

gos advanced-mode trust YCTaHOBWUTL MeTOg, J0BepuA Ha MopTax npu pabote B pexunme
{cos | dscp | cos-dscp} pacwmpeHHoro KoHourypauumn QoS n nogpexkunme ports-trusted.
- €os — nNopT AosepsAeT 3HavyeHuto 802.1p User priority;
-/cos-dscp - dscp — nopT gosepaet 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;

- cos-dscp — nopT foBepsaeT 060MM ypoBHAM, ogHaKko DSCP umeet
npuopwuTeT Hag 802.1p.

no qos advanced-mode trust YCTaHOBUTb METOA N0 YMONYAHMIO.
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class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
CUMBOOB;
Mo ymonyaHuo
MCMONb3YeTca onumn
match-all

1. Co3path CNUCOK KpUTepUeB Knaccubukaumm Tpadumka.
2. BOMTU B peXXMM peflakTMPOBaHWUA CNIUCKA KpUTepues Knaccuou-
Kauuu TpaduKa.
- match-all — Bce KpuUTepMM JaHHOTO CNMCKa AO/MXKHbI ObITb BbINOA-
HEHbI;
- match-any — oauH, nto6oli KpUTepUin aHHOTO CMUCKA O0/KEH
6bITb BbINONHEH.
B cnucke KputepueB moxKeT 6biTb 04HO MAM ABaA npa-
V Buna. Ecnau npasuna aBa, 1 06a OHM yKa3bIBalOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudukauma byaet ocy-
LWEeCTBAATLCA NO NepBOMY B CMUCKEe BEPHOMY NpaBuay.

V JeiicTByeT TONbKO ANA pexxmma gos advanced.

YLanuTb CNUCOK KpuTepues Kaaccudurkaumm Tpaduka.

policy-map policy_map_name

no policy-map
policy_map_name

policy_map_name: (1..32)
CUMBO/I0B

1. Co3patb cTpaTernto Knaccudurkaumm Tpadumka.
2. BolTM B peMM peaakTUpOBaHMA CTpaTermm Kaaccuopukaumm
Tpaduka.
B oaHOM HanpasBneHUM noapepKUBaeTcA TOJIbKO OAHA
V cTpaterua KnaccuduKkaumm Tpaduka.
Mo ymonuaHuio policy-map ycraHasnmeaet DSCP = 0 gnsa
IP-nakeToB 1 CoS = 0 anA TerMpoBaHHbIX NAKETOB.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Yaanutb npaBmno KnaccuduKkaumm Tpadpuka.

qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_kbps
peak_burst_byte
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:
(1..32) cumBona;
committed_rate_kbps:
(3..100000000) K6uT/c;
excess_burst_byte:
(3000..268431360) 6aitr;
peak_rate_kbps:
(3..100000000) k6uT/c;
peak_burst_byte:
(3000..268431360) 6aiiT

Onpefenntb WabsOH HACTPOEK, KOTOPbLI NO3BO/AET OFPAHUYUTL
nosocy NPONycKaHUA KaHana.
Mpu paboTe ¢ N0N0COM NPONYCKaHWA UCMOIb3YeTCA aAropuTM Map-
KMPOBaHHOW «KOP3MHbI». 3a4adeit anroputma ABAAETCA NPUHATUE
pelleHuna: nepeaatb NakeT uan oTbépocuTb. MapameTpamu anro-
puTMa ABAATcA ckopocTb noctynneHus (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBbI».
- committed-rate-kbps — cpepHee 3HauyeHWe CKOpocTM TpaduKa.
[aHHasA CKOpOCTb rapaHTUpyeTca Npu nepegade nHbopmaunm;
- committed-burst-byte — pasmep caeprkmBatowero nopora B 6ai-
Tax;
- drop — naket byzeT oTOpOLLEH, KOr4a «KOpP3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npu nepenosHeHNn KKOP3UHbLI» 3Haye-
Hue DSCP 6ygpet nepeonpeneneHo;
- peak — ycTaHOBUTbL NOPOroBOE 3HAaYEHUE CKOPOCTM TpaduKa C ne-
peonpeaeneHHbIMM 3HaYeHnamu DSCP;
- violate-action — yctaHOBWTb geiicTBMe Hag NakeTom nocae npe-
BbILLIEHMA MOPOroBOro 3HaYeHus.
Henb3a yaanutb WabnoH HACTPOEK, ecu OH UCNOJb3y-
V eTca B cTpaterum policy map, nepen yaaneHmem cnepyet
YAanuTb Ha3HaueHue wabnoHa crpatermm: no police
aggregate aggregate-policer-name.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit no3sonseT npu npesbl-
WeHUn 3HaueHua committed_rate unm peak_rate nepe-
V AaTb NaKeT ganblue, Y3MeHUB B HeM MeTKy dscp, KoTo-
pas HacTpauBaeTcA KomaHAoi qos map policed-dscp c
AONONAHUTENbHbIM aprymeHTom violation B cayyae c
peak_rate. Mpu 3tom npu npesbiweHnn committed_rate
n peak_rate mo)XHO HacTpauBaTb pasHbie 3HaYeHuA dscp.

YaanuTb WwabnoH HaCTPOeK perysmpoBaHusa CKOPOCTU KaHana.
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qos aggregate-policer
aggregate_policer_name pps
committed_rate_pps
committed_burst_packet
[exceedaction {drop |
policed-dscp-transmit [peak
peak_rate_pps
peak_burst_packet
[violateaction {drop |
policed-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..195312500) pps;

committed_burst_packet:

(1..195312500) nakeTos;

aggregate_policer_name:

(1..32) cumBonos;
peak_rate_pps:
(125..195312500) pps;
peak_burst_packet:
(1..195312500) nakeToB

OnpepenuTb WabJOH HAaCTPOEK, KOTOPbIV NO3BONAET OrpaHUYUTb
NosIoCy MPOMYCKaHWMA KaHasa M B TO e BpemA rapaHTMpoBaTb
onpezeneHHYo CKOPOCTb Nepeaayn AaHHbIX.
Mpu paboTe ¢ N0N10COM NPONYCKaHUA UCMO/b3YETCA arOPUTM Map-
KUPOBaAHHOMN «KOP3MHbI». 3aga4elt anroputma ABAAeTCA NPUHATHE
pelweHna: nepeaatb NakeT uan otbépocuTb. MapameTpamu anro-
puTMa ABAATCA ckopocTb noctynneHuna (CIR) mapkepoB B «Kop-
3UHY» U 06bEM (CBS) «KOP3UHBI».
- committed-rate-pps — cpepgHee 3Ha4YeHMe CKOPOCTU TpaduKa B
pps;
- excess_burst_packet — pa3mep caepuBatoLero nopora B nake-
Tax;
- drop — naket byzeT oTOpOLLEH, KOr4a «KOpP3uHa» NepenosiHUTCS;
- policed-dscp-transmit — npy nepenosHeHNn KKOP3UHbI» 3Haye-
Hue DSCP 6yget nepeonpegeneHo.
Henb3a yaanutb wabnoH HacTpoeK, ecan OH UCNo/b3y-
V eTcA B cTpateruum policy map, nepea yaaneHuem cnepyer
yAanUTb Ha3HauyeHue wWwabnoHa crpateruu: no police
aggregate aggregate-policer-name.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napamertp policed-dscp-transmit no3sonsaeT npu npesbl-
WeHUn 3HaueHua committed_rate unm peak_rate nepe-
V AaTb NaKeT ganblue, Y3MeHUB B Hem MeTKy dscp, KoTo-
pas HacTpamBaeTcAa KomaHAoi qos map policed-dscp ¢
AONONIHUTENbHbIM aprymeHTom violation B cayyae ¢
peak_rate. Mpu 3Tom npu npesbllweHMn committed_rate
1 peak_rate MoOXKHO HacTpanBaTb pasHble 3HaYeHusA dscp.

YaanuTb WwabnoH HaCTPOEK PerysiMpoBaHusa CKOPOCTU KaHana.

qos map policed-dscp
[dscp_list]

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabamua
NMOBTOPHOM MAPKMUPOBKU
ABNAETCA NYCTOM, TO eCcTb
3HayeHunA DSCP pgnsa Bcex

BXOOALLMX MNAKETOB
OCTAOTCA HEU3MEHHbIMM

3anonHUTL Tabanuy nepemapkmposku DSCP. ns BxogAawmx nake-
TOB C yKa3aHHbIMK 3HavyeHuamn DSCP 3apaeT HOBoe 3HauyeHue
DSCP.

- dscp_list —onpeaenset po 8 3HayeHuit DSCP, 3HaueHuA pasgens-
10TCA 3HaKom npobena;

- dscp_mark_down — onpegenseTt HoBoe 3Ha4yeHue dscp;

- violation —3aaaTb HoBOe 3HayeHne DSCP B nakeTe npu npesbilie-
HUW 3HaYeHuA peak_rate.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YCTaHOBUTb 3HAYeHUA No YMOANYaHULO.

wrr-queue cos-map queue_id
cosl...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayveHusa CoS no
YMONYaHUIo ANnA
ouepenen:
CoS=1-ouepeab 1
CoS =2 — ouepepp 2
CoS =0-ouepeap 3
CoS =3 —ouepegb 4
CoS =4 —ouepegb 5
CoS =5 —ouepegpb 6
CoS =6 —ouepeab 7
CoS =7 —ouepesb 8

OnpegennTb 3HadeHna CoS ans ouepenen ncxoaawero TpadumKa.

YCTaHOBUTb 3Ha4Ye€HMA NO YMOJIYAHUIO.

wrr-queue bandwidth
weight1..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHuto Bec
Kaxoi ouepenm paseH 1

MPUCBOUTL BEC UCXOAALLMM OYEepesnM, UCMNONb3yeMblii MeXaHU3-
mom WRR (Weighted Round Robin — BecoBoit mexaH13m pacnpe-
AeneHus Harpysku).

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues: (0..8)
Mo ymonyaHuio Bce
oyepean obpabaTbiBatoTCA
no anropuTmy «strict
priority».

3a4aTb KONMYECTBO NPUOPUTETHBIX OYepeseit.
Ona npuoputeTtHoii ouepean sec WRR 6yaeT urHopupo-

V BaTbCA, ouepeAm c aaroputmom SP 6yayT o6cnykuBaTbea
paHble oyepeaeit WRR.

Ecnm 3apaetca otanuHoe ot «0» 3HayeHue N, To cTaplumne
N ouepepgeit 6yayT npuoputeTHbiMM (He 6yayT yyacTBo-
BaTb B WRR).

Mpumep:
0: Bce ouepeamn paBHOMNPABHbI;

1: cemb mnapawmx ouepepgeii yyactsyt B8 WRR, 8-aa He
y4yacrByer;
2: wecTb Maagwnx odepeaen ydacrsytor 8 WRR, 7, 8 He
y4acrBylorT.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

gos map enable {cos-dscp |
dscp-cos}

no gos map enable
{cos-dscp | dscp-cos}

-/BbIK/IIOYEHO

Mcnonb3oBaTth 3afaHHyl0 Tabauly nNepemapKMpoBKM A8 fose-
PeHHbIX MOPTOB KOMMYTaTOpa.

He ncnonb3osathb TabunLy NepeMapKUPOBKM.

qos map dscp-cos dscp_list to
cos

no qos map dscp-cos [
dscp_list ]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabnuuy nepemapknposku DSCP. 3ameHseT 3HayeHue
DSCP Ha CoS.

YcTaHaBAWBaeT 3HaYeHne No YMOAYAHUIO.

gos map cos-dscp cos to
dscp_list

no gos map cos-dscp [ cos ]

dscp_list: (0..63);
cos: (0..7)

3anonHUTL Tabanuy nepemapkMpoBku CoS. 3ameHAeT 3HayeHue
CoS Ha DSCP.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

qos map policed-dscp
dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyaHuio Tabanua
NMOBTOPHOM MAPKMUPOBKU
ABAAETCA NYCTOM, TO eCTb
3HayveHunA DSCP pgnsa Bcex

BXOOALLMX MNAKETOB
OCTaAOTCA HEU3MEHHbIMMU

3anonHuTL Tabanuy nepemapkmpoBku DSCP. ns Bxogawmx nake-
TOB C yKa3aHHbIMK 3HavyeHuamn DSCP 3agaeT HOBoe 3HayeHue
DSCP.

- dscp_list —onpeaenset po 8 3HayeHuit DSCP, 3HaueHuA pasgens-
10TCA 3HaKom npobena;

- dscp_mark_down — onpegenset HoBoe 3Ha4yeHue dscp.

V DeiicTByeT TONbKO AnA pexxuma qos advanced.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

qos map dscp-queue dscp_list
to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HayeHMA Mo YMONYAHMIO:
DSCP: (0-7), ouepegp 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepegp 3
DSCP: (24-31), ouepeab 4
DSCP: (32-39), ouepegpb 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YCTaHOBUTb COOTBETCTBME MeXAay 3HadeHmamu DSCP BxopAalmx
NakeToB M o4yepeaamu.
- dscp_list —onpeaenset po 8 3HaueHuit DSCP, 3HaueHuWA pasaens-
10TCA 3HaKoM npobena.

YCTaHOBUTb 3HAYeHUA NO YMONYaHULO.

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/dscp

YCTaHOBUTbL PEXMM L0BEPUA KOMMyTaTopa B 63a3oBOM pexunme
QoS (CoS nau DSCP).

- COS — yCTaHaBNMBAET KNaccndrKaLMIo BXOAALMX NAKETOB MO 3Ha-
YyeHuAm CoS. [InAa HeTerMpoBaHHbIX MAKETOB UCMONb3yEeTCA 3Haue-
Hue CoS no ymonyaHuio;

- dscp — ycTaHaBAMBaAeT KAacCMPUKaLMIO BXOAALLMX NAKETOB MO
3HayeHmam DSCP.

- cos-dscp — ycTaHaB/AMBAET KNacCMOUKALMIO BXOAALLMX NAKETOB
no 3HadyeHuam DSCP ana IP-naketoB n no 3HavyeHuam CoS ana He
IP-nakeToB.

V [DeiicTByeT TONbKO ANA peXXnma qos basic.

YCTaHOBUTb 3HaYE€HUA MO YMOJIHAHUIO.
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HELTEX

qos dscp-mutation

no qos dscp-mutation

Mo3BoAUTL NPUMEHUTb TabaNLy M3MeHeHU I dscp K COBOKYMHOCTU
dscp-aoBepeHHbIX NOpToB. Mcnonb3oBaHne Tabanubl USMeHeHWM
no3sosiAeT nepesanucaTb 3HaYeHua dscp B IP-nakeTax Ha HoBble
3HayeHus.
V MpumeHutb TabnuLy wu3meHeHunii DSCP BO3MOKHO
TO/IbKO ANA BXoaALliero Tpadpuka A0BepeHHbIX NOPTOB.

V [eicTByeT TONIbKO ANA pexuma qos basic.

OTMEHWTb UCNO/Ib30BaHMe KapTbl N3MEHEeHU dscp.

qos map dscp-mutation
in_dscp to out_dscp

no qos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo yMmon4aHUio KapTa u3-
MEHEHUI ABNAEeTCA NyCToN,
TO ecTb 3HayeHunA DSCP gna

BCEX BXOAALLMX NAKETOB

OCTalOTCA HEM3MEHHbIMM

3anonHUTb Tabanuy nepemapknpoBku DSCP. [na BXogALMX NaKe-
TOB C YKa3aHHbiMK 3HayeHnamu DSCP 3apaeT HOBble 3HauyeHMUA
DSCP.

- in-dscp — onpepenset no 8 3HayeHuit DSCP, 3HaueHua pasgens-
1oTCA 3HaKom npobena;

- out-dscp — onpegenseT go 8 HOBbIX 3HayeHuit DSCP, 3HauyeHuA
pasgenstoTcs 3Hakom npobena.

YCTaHOBUTb 3HAYeHUA MO YMONYaHULO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..100000000)
K6UT/C;
burst: (3000..268431360)
6anT/128 KbanT

YCTaHOBUTbL OrpaHUYEHNE CKOPOCTU A5 BXoAsALlero Tpaduka ana
3agaHHoli VLAN.

-vlan_id — Homep VLAN:

- rate — cpeaHAs ckopocTb TpaduKa (CIR);

- burst — pasmep caep)KuBatoLwero nopora (orpaHMYeHne cKopo-
cTu) B banTax.

CHATb OrpaHMYeHne CKOPOCTU BXoAALLero Tpaduka.

rate-limit vlan vian_id
pps rate_pps burst_packet

vlan_id: (1..4094);
rate_pps:
(125.. 195312500) pps
burst_pps: (1..195312500)

YCTaHOBUTbL OrpaHUYEHNE CKOPOCTM O/1s BXOAsALLero Tpaduka gns
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONNYECTBO MaKeTOB B CEKYHAY.

- burst_packet — pasmep caepxuBatolLero nopora (orpaHuyeHune

nakeToB CKOPOCTM) B NaKeTax.
no rate-limit vlan vian_id CHATb OrpaHUYeHme CKopocTu BxoadALero Tpaduka.
traffic-limiter mode {kbps | YCTaHOBUTb peXKMM paboTbl orpaHMyeHnsa TpaduKa.
pps} - kbps — orpaHuueHune BXOAALLMX KUIOBUT B CEKYHAY;
- pps — OrpaHnYeHne BXOAALLMX MAKETOB B CEKYHAY;
V [aHHasa KomaHA[a u3meHseT pexxum paboTbl 4N cnepy-
towero ¢pyHKUMOHana: storm-control, rate-limit, rate-
/kbps limit vlan, police, qos aggregate-policer.

Bbl6paHHbIA  pPeXMM  [AOMKEH  COOTBETCTBOBATb

V HacTpoiiKam orpaHuuyeHus TpapuKa MHauye orpaHuue-
HuA TpaduKa He npousoiiger. Hanpumep: KomaHpga
storm-control unicast kbps He 6yaeTr orpaHuumsaTtb
TpaduK, ecnm BeepaeHa KomaHga traffic-limiter mode
Pps.

KomaHObI pexcuma pedakmuposaHUA CIUCKA Kpumepues Kaaccugpukauuu mpaguka

Bua 3anpoca KOMBH,CI,HOI?I CTPOKU pexXnma penakTtnposaHnA CnUCKa KpuUtepues KﬂaCCMd)I/IKaLI,MM

TpaduKa:

console# configure

console (config)# class-map class-map-name [match-all

console (config-cmap) #

| match-any]
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Tabanua 300 — KomaHAabl pexxnma peaakTMpoBaHUA CrIMCKa KpuTepues Kaaccudukaumm Tpadmka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

match access-group acl_name

no match access-group
acl_name

acl_name: (1..32)
CUMBOJI0B

[ob6aBuTb Kputepuit kKnaccudurkaumm Tpaduka. Onpegenser npa-
Buaa ¢unbTpaumm Tpaduka no cnucky ACL ana knaccupurkauum.

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

YpanuTe KpUtepuin KnaccuduKkaumm Tpaduka.

KomaHObI pexcuma pedaxkmuposaHUsa cmpameauu Kaaccugukayuu mpaguka

Bug 3anpoca KOMaHAHOM CTPOKU PeXKUMaA PeaKTUPOBaHMA cTpaTerMm knaccupmkaumm Tpaduka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #

Tabnvua 301 — KomaHap! pexkMma pegakTUpPoBaHMA cTpaTerMm knaccupmkaumm tpaduka

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumBonos;

acl_name: (1..32)
CMMBO/I0B

OnpeaennTb NPaBUIO KNaccuPuUKaLum Tpaduka n BXOSUT B PEKUM
KOHOUrypaumm npasuaa knaccubukaumm — policy-map class.
-acl_name — onpegensaeT npaswuna ¢éunbTpauun Tpaduka no
cnucky ACL gna knaccuoukaumu. Mpu co3gaHnm HOBOro Npasuna
KnaccudUKaLmMm ONLMOHANbHbIV NapameTp access-group obssaTte-
NeH.

Ona Toro utobbl MCNONBL30BaTb HACTPOMKU cCTpaTerum
V policy-map ana uHTepdeilica, ucnonb3yute KomaHAy

service-policy B pexkume KoHdurypauum nHtepoeiica.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Yaanutb npasuno knaccuoukaumm tpaduka class-map us ctparte-
rum policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasuand Kaaccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdUrypaLmm npasunia Knaccuburkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnnua 302 — KomaHabl perkMma KoHoUrypaumm npasuna Knaccupurkaymm

KomaHoa

3Ha4yeHue/3HayeHue no

ymon4yaHuro

Aeilicmeue

trust

no trust

Mo yMmoN4YaHu1IO pexkum
[OBEPUs He YCTaHOBNEH

OnpenenvTb pexkum JoBepUa K onpeaeneHHoMy Tuny Tpaduka
COTNacHO rNo6anbHOMY pPexXUMy A0BepUS.

YCTaHOBUTb 3HaAYeHue no YMOIHaHUIO.
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HELTEX

set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YCTaHOBUTb HOBble 3HaYeHuA ana IP-nakera.
KomaHpaa set ABnseTca B3aMMOMUCK/OYAIOLWEN C KO-
V MaHZAoI trust gna ogHoM u Toii e cTpaterum policy-
map.

Crpaterum policy-map, ucnonb3syowme KOmaHabl set,
V trust uam umetowmin Knaccupukaumio ACL, HasHava-

I0TCA TONbKO ANA UCXOAALMUX MHTEPDEnCcOoB.

V DeiicTByeT TONbKO ANA pexxnuma qos advanced.

Ypaanntb HoBble 3Ha4YeHuAa ana IP-nakera.

redirect {gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group}

no redirect

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128)

HanpaBuTb NakeTbl, y40BAETBOPAIOWME NPABUY KNaccudmKa-
uMu TpadmKa, B yKasaHHbIN NOpPT.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-dscp-
transmit}]]}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) k6uT/C;
committed_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) K6uT/C;
peak_burst_byte:
(3000..19173960) 6aitt

Mo3BOAUTL OFPaHMYUTL NOIOCY NPONYCKaHUA KaHana.

Mpw paboTe ¢ NoNOCOI NPONYCKaHUA UCNOb3YETCA aNropPUTM
MApPKUPOBAHHOM «KOP3WHbI». 3afavyeirt anroputma sBAsETCA
NPUHATUE pelleHuA: nepesaTb NakeT Uan oTbpocuTb. NapameT-
pamu anropuTma ABAATCA CKOpoCTb noctynaeHusa (CIR) map-
KepoB B «KOP3MHY» N 06bEM (CBS) «KOpP3UHbI».

- committed_rate_kbps — cpeaHee 3HayeHWe CKOPOCTM Tpa-
duKa;

- committed_burst_byte — pasmep caeprKMBatoLLEro Nopora B
baiiTax;

- drop — naket 6yaeT oTbpoLeH, Koraa «Kop3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npv nepenonHeHUn KKOP3UHbI», 3HA-
yeHune DSCP 6yaeTt nepeonpesneneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHne CKopocTH TpaduKa
nepeonpeaeneHHbIMU 3HayeHnamu DSCP;

- volate-action — ycTaHOBUTb AeNCTBME HAA NaKeTom nocse
npesbleHNA NOPOroBOro 3HaYeHUA.

V [elicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npesbllleHUM 3HauYeHua committed-rate wuam

V peak_rate nepeaaTb nakeT ganblue, U3MEHUB B HEM
meTKy dscp, KoTopas HacTpanBaeTca KOMaHAo oS
map policed-dscp ¢ gononHUTENbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu asTom npu npe-
BbilueHUM committed_rate u peak_rate moXKHO
HacTpauBaTb pa3Hble 3HaueHus dscp.

HasHauuTb npaBuny Knaccudukaumm Tpaduka wabnoH
HaCTPOEeK, KOTOPbI NO3BOAAET OrPaHNUYNTL MOJOCY NPOMYCKa-
HWA KaHana.

V [eicTByeT TONIbKO ANA pexuma gos advanced.

Ypanutb wabnoH HacTpoeK peryavMpoBaHuA CKOPOCTU KaHana
13 npaBuna Knaccudurkaumm Tpaduka.
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HELTEX

police pps committed_rate_pps
committed_burst_packet}
[exceed-action {drop | policed-
dscp-transmit [peak
peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-dscp-
transmit}]]}]

no police

committed_rate_pps:
(125.. 19531250) pps;

committed_burst_packet:

(1.. 19531250) nakeTos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) nakeTtoB

M03BOAUTb OFPaHMYUTL NOIOCY NPONYCKaHUA KaHana.

Mpw paboTte ¢ NONOCOIN NPONYCKaHUA UCNOJb3YETCA aNrOPUTM
MapKUMPOBAHHOW «KOP3WHbI». 3ajayeit anroputma sBAAETCA
NPUHATUE peLLeHua: nepesaTb NakeT UAM oTbpocuTb. NMapameT-
pamu anropuTma ABAAOTCA CKOpPOCTb noctynaenusa (CIR) map-
KepoB B «KOP3MHY» N 06BbEM (CBS) «KOp3UHbI».

- committed_rate_pps — cpepHee 3HaYeHNe CKOpOCTU Tpaduka
B PPS;

- committed_burst_packet — pasamep caepXuBatoLLero nopora
B balTax;

- drop — naket 6yaeT oT6poLEH, KOraa «KOp3uHa» nepenon-
HUTCA;

- policed-dscp-transmit — npu nepenoiHeHUn KKOP3UHbI», 3HA-
yeHune DSCP 6yaert nepeonpesgeneHo.

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTH TpaduKa ¢
nepeonpegeneHHbiMn 3HavyeHnammn DSCP;

- volate-action — ycTaHOBUTb AENCTBME HAA NAKeTom nocse
NPeBbIWEHWUA MOPOroBOro 3HAYEHM .

V [eilicTBYyeT TONbKO ANA pexuma gos advanced.

Mapametp policed-dscp-transmit nossonser npu
npeBbilEHUM 3HAYeHuA committed-rate wam
peak_rate nepepatb NaKeT Aanblue, USMEHUB B HEM

V MeTKy dscp, KoTopas HacTpanBaeTca KOMaHAO qos
map policed-dscp ¢ gononHUTeNbHbIM aprymeHTOM
violation B cnyuae c peak_rate. Mpu atom npu npe-
BbllWeHUU committed_rate w peak _rate MOMKHO
HacTpamBaTb pa3Hble 3HaYeHus dscp.

Ypanutb wabnoH HacTPOEK PEeryiMpoBaHus CKOPOCTU KaHana
13 npaBuaa Knaccudurkaumm tpaduka.

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb HOMep monitor-ceccum Ana 3epKanvpoBaHUA Tpa-
dukKa.

OTMeHUTb 3epKannposaHue.

KomaHObI pexcuma KoHgu2ypayuu npogund qos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHpurypaumm npoduna qos tail-drop:

console# configure
console (config)# gos tail-drop profile profile id
console (config-tdprofile) #

Tabanua 303 — KomaHabl perknma KoHourypaumm npoduns qos tail-drop

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

port-limit /imit

no port-limit

limit: (0..7576)/25

3apgatb pa3mep NakeTHOro pasgenAaemoro nyna gna nopta.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

queue queue_id [limit
limit] [without-sharing |
withsharing]

no queue queue_id

limit: (0..7576)/12;
queue_id: (1..8)

M3MeHUTb MapameTpbl ouepeau:

- queue_id — Homep oyepeau;

- limit — KonnyecTBO NakeToB B ouepeau;

- without-sharing — 3anpeTuTtb focTyn K 06Wemy nyny;
- with-sharing — paspewwnTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepapelica Ethernet, epynnsl nopmos

Bupa 3anpoca KOMaHAHOM CTPOKU pernma KoHourypauum nutepdeinca Ethernet, rpynnel nopTtos:

console (config-if) #
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HELTEX

Tabnmua 304 — KomaHap! pexkxnuma KoHourypauum nHtepdelica Ethernet, rpynnsl noptos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

service-policy {input | output}
policy_map_name [default-
action {deny-any | permit-
any}]

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

Ha3sHauntb MHTepdeicy cTpatermto Knaccuoukaumm tpaduka.

- deny-any — ot6pocuTb TpaduK, He NonagatoLmii noa Aenctane
NONUTUKM;

- permit-any — paspelunTb NpoxoxaeHue Tpaduka, He
nonazgatoLero nog AencTamne NOANTUKM.

Ypanute cTpaterunto knaccudukaymm Tpadurka c MHTepdeiica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..100000000)
Kéut/c;
committed_burst:
(4096..12578880) bainT

YCTaHOBWUTb OrpaHMYeHne CKOPOCTU AN UCXOAALEro TpaduKa ye-
pe3 uHTepdelic.

- committed_rate — cpeaHAn CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepKuBatowero nopora (orpaHuye-
HWe cKopocTu) B baliTax.

CHATb OrpaHuYeHne CKOPOCTU UCXoaALLEero TpaduvKa yepes uHTep-
deic.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue

queue_id: (0..8);
committed_rate:
(64..100000000)
K6KnT/C;
committed_burst:
(4096..12578880) 6aitT

YCTaHOBWUTb OrpaHWYeHMe CKopocTu TpaduKa uyepe3 umHTepdelic
ONA ucxoasLel ovepeam.

- committed_rate — cpefHAsa CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pazmep caepK1BatoLWero nopora (orpaHuye-
HUe CKopocCTK) B baiTax.

CHATb OrpaHUYeHne CKOpoCTU TpadurKa Yyepes nHTepdenc ans mc-

no qos trust

-/BKNIOYEHO

queue_id xoAsAuen oyepegn.
qos trust [cos | dscp | BKAtouMTb 6a30BbIN MeXaHW3M qos ANA MHTepdeica.
cos-dscp] - €os — NopT AosepsAeT 3HaveHuto 802.1p User priority;

- dscp — nopT gosepsaeT 3HaveHno DSCP 8 IPv4/IPv6-nakeTax;
- cos-dscp — nopT gosepsAeT 06oMm ypoBHAM, ogHako DSCP nmeer
npuopwuTteT Hag 802.1p.

BbIKNOUNTb 6a30BbIM MexaHM3M (Os s UHTepdelica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..100000000)
KébuT/C;
burst:
(3000..268431360)
6anT/128 KbanT

YCTaHOBWUTb OrpaHUYEHNE CKOPOCTM ANA BXOAALLEro TpaduKa.

CHATb OrpaHMYeHme CKOPOCTU BXxoasALLero Tpadmka.

rate-limit pps rate_pps
[burst burst_packet]

no rate-limit

rate_pps:
(125..195312500) pps;
burst_pps:
(1..195312500)
nakeTos

YCTaHOBUTb OrpaHMYeHne CKOpPOCTU AnsA BxoAswero Tpaduka B
pps.

CHATb OrpaHMYeHme CKOPOCTU BXxoasALLero Tpadmka.

qos cos default_cos

no qos cos

default_cos: (0..7)/0

YcTaHoBUTL 3HaueHMe CoS no ymondaHuto gna nopta (CoS, npume-
HAEMbIW ANA BCEro HETermpoBaHHOIo TpaduKa, NPOXOAALLErO Ye-
pes nHTepdeiic).

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

qos tail-drop profile profile_id

no gos tail-drop profile

profile_id: (1..8)

MpuBA3aTb YKa3aHHbI Npodub K MHTepdericy.

Y6paTb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica VLAN

BunAa 3anpoca KoMaHAHOM CTPOKM pexxmnma KoHourypaumm nHtepoeica VLAN:

console (config-if) #
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HELTEX

Tabnunua 305 — KomaHabl perknuma KoHourypaumm nHtepdelica VLAN

KomaHoa

3Ha4yeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

oS cos egress cos

No (qOs Cos egress

cos: (0..7)

YCTaHOBUTb 3HaYeHMe napameTpa noaa npuopwuteta 802.1p ana
UCXOOALWEro TernMpoBaHHOro Tpaduka, ¢opmupyemoro LeH-
TPa/sibHbIM NPOLLECCOPOM.
Mpu oTcyTcTBMM KOMaHAbI 3HauyeHue cos byaer nony-
V YEHO U3 HAaCTPoeK KoOMaHp, ip tx-user-priority value nam
ipv6 tx-user-priority value.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHUIO.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 306 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
0 yMon4YaHuo

Aelicmeue

show qos

MokasaTtb pexunm QOS, HaCTPOeHHbIN Ha ycTpoiicTee. B 6asoBom
perKMme NoKasbiBaeT «40BEPEHHbIN» pexxunm (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cumBona

MoKasaTb cnUCKM Kputepues Knaccudukaumm Tpaduka.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumBona

MokasaTb NpaBuia Knaccubukaummn Tpadumka.

V [DeiicTByeT TONbKO AnA pexxuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKasaTb HAaCTPOWMKM CpeaHelt CKOPOCTU M OrpaHNYeHMs NoaoCHI
nponycKaHua Aaa npasua Knaccudukauum TpadumKa.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..128);
vlan_id: (1..4094)

Mokasatb QoS-napameTpbl gas uHTepdelica.

- vlan_id — Homep VLAN;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG12;

- group — Homep rpynnbl NOPTOB;

- buffers — HacTpoikun bydepa gna ouepeneit HTepodelica;

- queueing — anroputm 06paboTkmn ovepeaeit (WRR nam EF), Bec
ana WRR-ouepegneit, Knaccbl 0bCnykuBaHua Ana odepepen u
npuopwutet ana EF;

- policers — ckoHdUrypupoBaHHble cTpaTerMm KnaccuduKaumm
TpaduKa gns nHtepdelica;

- shapers — orpaHuyeHne ckopocT ans ncxogsailero Tpaduka.

show qos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation | dscp-cos |
cos-dscp]

MokasaTb MHGOPMaLMIO O 3aMeHe Mosiet B NaKeTax, NCNonb3ye-
mbix QOS.

- dscp-queue — Tabanua cootsetcTeus DSCP 1 ouepegei;

- dscp-dp — Tabnnua cootsetcTeua metok DSCP u npuopuTeta
cbpoca (DP);

- policed-dscp — Tabaunua nepemapkuposku DSCP;

- dscp-mutation — Tabanua nsmeHeHms DSCP-to-DSCP;

- dscp-cos — Tabnnua nsmeHeHui dscp-cos;

- cos-dscp — TabamLa M3meHeHu cos-dscp.

show qos tail-drop

MpocmoTpeTb napameTpos tail-drop.
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HELTEX

show qos tail-drop
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet

fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MpocmoTtpeTb tail-drop uHbOpmaumMm nNo KOHKPETHOMY MNopTy
(Bcem noptam).

show qos tail-drop unit unit_id

unit_id: (1..8)

MpocmoTpeTsb tail-drop MHPopmauumn No KOHKPETHOMY YCTPOW-
CTBY B CTeKe.

[pumepbl 8b1M0AHEHUS KOMAHO

Bkatountb pexkum QoS advanced. Pacnpegenuts Tpadumk no odepenam, naketbl ¢ DSCP 12 B nepsyto
oyepeap, nakeTbl ¢ DSCP 16 Bo BTOpYto. Bocbmasa ovepegb — npmoputetHad. Co3aaTtb CTpaTernto
Knaccudukaumm tpadmka no cnmncky ACL, paspewatowemy nepegady TCP-naketos ¢ DSCP 12 u 16
M OrPaHUYMBAIOLLLYIO CKOPOCTb — cpeaHasa ckopocTb 1000 K6uT/c, nopor orpaHuueHns 200000 6aiiT.
Mcnonb3oBaTb AaHHYH cTpaTernto Ha uHTepdelicax Ethernet 14 u 16.

console#

console# configure

console (config)# ip access-list tcp ena

console (config-ip-al)# permit tcp any any any any dscp 12
console (config-ip-al)# permit tcp any any any any dscp 16
console (config-ip-al)# exit
console (config)# gos advanced

(
(
(
(
console (config)# qgos map dscp-queue 12 to I

console (config)# qgos map dscp-queue 16 to 2

console (config) # priority-queue out num-of-queues I

console (config) # policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c)# exit

console (config-pmap) # exit

console (config) # interface tengigabitethernet 1/0/14

console (config-if) # service-policy input traffic

console (config-if) # exit

console (config) # interface tengigabitethernet 1/0/16

console (config-if) # service-policy input traffic

console (config-if) # exit

console (confiqg) #

5.33.2 Cmamucmuka QoS

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 307 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

3HaveHue/3HayeHue .
KomaHoa / Aeilicmeue
Mo yMmoA4YaHuo

qos statistics aggregate-policer
aggregate_policer_name

Bkatountb QOS-CTaTUCTUKY NO OrpaHUYEHUI0 NOAOC MPOMNyCKa-
HMA.
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no qos statistics
aggregate-policer
aggregate_policer_name

aggregate_policer_name:

(1..32)
CYMBO/I0B/BbIK/IOYEHO

OTKNOUUTD QOS-CTaTVICTVIKy no OorpaHU4YeHno NoN0C Nponycka-
HUA.

qos statistics interface

no qos statistics interface

-/BbIK/IOYEHO

BKkntounTb c6op QOS-CTaTUCTMKM Ha BCeX UHTepdeicax.

BbIKNOUMTL c60p QOS-CTaTUCTUKM Ha BCex MHTepdeiicax.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 308 — KomaHap! pexkuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear qos statistics

OuncTUTb cTaTUCTUKY QOS No Bcem MHTepdencam.

clear qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

OumncTUTb cTaTUCTUKY QOS yKasaHHOro nHTepodeiica.

show qos statistics

MokasaTtb cTaTUcTUKY QOS no Bcem MHTepdeicam.

show qos statistics interface
gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32)

MoKa3aTb cTaTUCTUKY QOS yKa3aHHOro uHTepdeica.

5.34 KoHdurypauma npoToKON0B MapLUpyTU3aL UK

5.34.1 Kondpuzypayua cmamuyeckoli mapwpymusayuu

CTaTnyeckasa MaplupyTM3auus — BUZ MapLUpyTM3aumu, MpUM KOTOPOM MAapLUPYTbl YKa3blBAlOTCA B
ABHOM BMAE NPU KOHOUTYPALLIMM MapLIpyTU3aTopa. Bca mapLipyTnsaums npy sTom NponcxoauT bes yyactus
KaKMX-IMH6O NPOTOKO0B MapLUpPyTU3aLMM.

KomaHObI pexcuma 2a06asab6Hol KOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:

console (config) #
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Tabnumua 309 — KomaHap! pexkmma rnobanbHon KoHGUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aelicmeue

ip route prefix prefix_length

{reject-route | gateway [met-
ric metric] [track object-id] [vrf
vrf_name] [distance distance]}

no ip route prefix prefix_length
{rejectroute | gateway} [vrf
vrf_name]

prefix: (A.B.C.D);
prefix_length: (A.B.C.D
nwnan /n);
gateway: (A.B.C.D)
metric (1..255)/1;
vrf_name: (1..32)
CUMBON;
object-id: (1..64);
distance (1..255)/1

Co3paTb CTaTUYECKOe NPaBMI0 MapLIpyTU3aLUK.

- prefix — IP-appec ceTn HazHayeHwus;

- prefix_length — macka npeduKca HazHaYeHUs Un eé ganHa;

- reject-route — 3anpeLaeT MapLpPyTU3aLMIO K CETU Ha3HaveHus
yepes Bce LW03bI;

- gateway — IP-agpec wnto3a gna 4OCTyna K CeTM HasHayYeHus;

- metric — MeTpuKa aNa AaHHOTO MapLIpyTa;

- vrf_name — ums BUPTyaNbHON 061acTN MapLupyTU3aLuun.

- object-id — Homep 06bEKTA OTCNAEKUBAHUSA;

- distance — agMMHUCTPATMBHAA AUCTAHLMA MApPLLPYTa.

Yoanutb NpaBuao 13 TabanLbl CTaTUYECKOW MapLIPyTU3aLmK.
- vrf_name — ma BUPTyanbHOM 061aCT MapLUPyTU3ALLUW.

distance {ospf {inter-as | intra-
as} | bgp {ebgp | ibgp} | static}
distance

no distance {ospf {inter-as |
intra-as} | bgp {ebgp | ibgp} |
static}

distance
(1..255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110,
BGP intra-as:200,
BGP inter-as:20

YCTaHOBWUTb 3HAYeHWEe aAMUHUCTPATUBHON AncTaHumu (AD) pna
BCEX MAPLUPYTOB yKa3aHHOro TMNa.

- ospf inter-as — ycTaHaBiMBaeT 3HaueHne AD A1 MeK30HaIbHbIX
MapLIPYTOB, NPUHATLIX N0 NnpoTokony OSPF;

- ospf intra-as — yctaHaBnuBaeT 3HaueHne AD gna BHYTPU3OHA/b-
HbIX MapLLPYTOB, NPUHATbIX No npoTtokony OSPF;

- BGP inter-as (ebgp) — yctaHaBnuBaeT 3HayeHne AD ans mapuipy-
TOB, NPUHATbLIX NO NpoTokony BGP ot eBGP coceaga;

- BGP intra-as (ibgp) — ycTaHaBnnBaeT 3HauyeHne AD gns mapLupy-
TOB, NPUHATLIX NO NpPoToKkony BGP oT iBGP coceaa;

- static — yctaHaBnvBaeT 3HaueHne AD ans cTaTUYECKUX MapLipy-
TOB.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHOwbl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabnunua 310 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

MoKa3aTb TabAnLy MapLIpyTU3aLMK, YO0BNETBOPAIOLLYIO 334aHHbIM
KpUtepuam.

— connected — NOAKAOYEHHbIN MapLUPYT, TO €CTb MAapLUPYT, B3ATbIN
C HenocpeACTBEHHO NOAKAOYEHHOTO U GYHKLMOHUPYIOLLLEro UHTep-
deiica;

— static — cTaTUYeckuii mapLpyT, NPONWUCaHHbIV B TabauLe mapLupy-
T™M3auuu.

show distance [vrf {vrf_name |

all}]

vrf_name (1..32)
CUMBOJI0B

MoKasaTb 3HaYeHUe aAMUHUCTPATUBHOMN AUCTaHLMM ANA PA3ANYHBIX
MCTOYHMKOB MapLupyTa.
- vrf_name — ums BUPTyaNbHON 061aCTN MapLUpyTU3aLUMN.
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HELTEX

[pumep 8b1M10AHEHUS KOMAHObI

MoKasaTb Tabanuy MapLipyTM3auuu:

console# show ip route

S 172.1.1.1/32

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active

[5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnuua 311 — OnucaHue pesynbTaTta BbINOJAHEHUA KOMaHAb!

Mone OnucaHue
MoKa3biBaeT NPOUCXOKAEHNE MapLIpyTa:
C C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO MOAKAOYEHHOTO U GYHKLMOHUPYIO-
wero nHTepdelica),
S — Static (cTaTuyecKuMit MapLwpyT, NPONMCaHHbIM B Tabanue MapwpyTnsaumum).
10.9.1.0/24 Appec ceTu.
MepBoe 3HaYeHMe B CKOOKax — aAMUHUCTPATMBHAA AUCTAHLMA (CTENEHb A0BEPUA MapLu-
[5/2] pyTM3aTopy, YEM YMUCNO BbllE, TEM MEHbLUE AOBEPUE K UCTOUYHUKY), BTOPOE YUCNO — MET-
puKa mapuipyTa.
via 10.0.1.2 Onpegpenset IP-agpec cieayowero mapLpyTM3aTopa, Yepes KOTOPbIM NPOXOAUT MapLl-
o pyT 40 ceTu.
00:39:08 OnpeaenseTt Bpema nocnegHero 06HOBAEHMA MapLpyTa (4acbl, MMHYTbI, CEKYHAbI).
Vlan 1 Onpegensiet UHTepdeic, yepes KOTopbIM NPOXOAUT MAPLUPYT 40 CETU.

KomaHObI pexcuma KoHguaypayuu VRF

Bupg 3anpoca KOMaHAHOM CTPOKK pernma KoHourypaumm VRF:

console (config-vrf) #

Tabnunua 312 — KomaHabl pexkuma KoHourypauum VRF

3HayeHue/ 3HaYe-
KomaHda Hue o ymonya- Aelicmeue
HUKL
ip route prefix {mask | pre- Co3faTb CTaTMYECKOE MPaBMI0 MapLIpyTU3aLLmK.
fix_length} {gateway [met- - prefix — ceTb HazHa4yeHua (Hanpumep, 172.7.0.0);
ric distance] - mask — macKka cetu (B popmaTe AECATUYHOM CUCTEMBI MCUUCAE-
HUA);
prefix_length: (0..32); | - prefix_length — npeduKkc macku cetn (konnuecTso eanHuUL, B

distance (1..255)/1 macke);
- gateway — W03 ANA AOCTYNA K CETU Ha3HaYeHus;

- distance — Bec mapLupyTa.

no ip route prefix {mask |
prefix_length} {gateway}

Yaanutb npasunao 13 Ta6}'|l/ILl,bI cTaTUyecKomn MapLlwpyTmnsaumnu.

ip default-gateway {gate-
way}

3agatb ANA KOMMYTaTopa agpec Wak3a no ymonyaHuto yepes VRF.
—/Wwni03 no ymonya-

no ip default-gateway
{gateway}

HWIO He 3a4aH Ypanutb Ha3HaYeHHbIN ajpec Wwn3sa no ymon4yaHuto.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 313 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/ 3Haye-
Hue no ymonya-
HUto

Hlelicmesue

show ip route [connected |
vrf vrf_name | static | ad-
dress ip_address [mask |
prefix_length] [longer-pre-
fixes]]

MoKa3aTb TabAnLy MapLpyTU3aLmm, yA0BNAETBOPAIOLLYIO 334aHHbIM
KpUTepuam.

- connected — NOAKNIOYEHHbIV MAPLLPYT, TO €CTb MapwpyT, B3ATHIN C
HenocpeAcTBEHHO MOAKNOYEHHOTO U QYHKLUOHUPYIOLLETO MHTEp-
delica;

- static — cTaTMYeCcKMn MapwpyT, NPONMCaHHbIM B Tabanue mapupy-
T™M3aunm;

- vrf — obnacTb BMpPTyanbHOM MapLlpyTM3aLUmMn, B KOTOPOM Haxo-
ONUTCA MapLUpyT.

- vrf_name — ma BUpPTyanbHOM 061aCT MapLIPyTU3ALLUN.

5.34.2 Hacmpolika npomokona RIP

MpoTokon RIP (aHrn. Routing Information Protocol) — BHyTpeHHWI NPOTOKOA, KOTOPbLIM NO3BONSET

MapLupyTnsatopam AMHAMMYECKM OBHOBAATb MapLUPYTHYIO MHOOPMALMIO, NOJyYyas ee OT CoceaHuX
MapLpyT13aToOpPOB. ITO 0YEHb NPOCTOM NPOTOKOA, OCHOBAHHbIWM Ha NPUMEHEHWUM ANCTAaHLMOHHOIO BEKTOPA
MapuwpyTnsaumm. Kak AUCTaHUMOHHO-BEKTOPHbIM NpoToKos, RIP nepuoamyeckun nocbinaet o6HOBAEHMSA
Mexay coceaamM, CTposi, Takmm o6pasom, TOMOOTUIO ceTU. B KarKaom O6HOBAEHMM nepegaeTcs
MHPOpMaLMA O AUCTaHUMKM [0 BCEX CeTel Ha coceaHWin maplpytusatop. KommyTtaTop noggepusaert

npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 314 — KomaHab! perkuma riobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

router rip BoiTu B pexkum KoHduUrypaumum npotokona RIP.

no router rip

Yaanutb rnobanbHoM KoHoUrypaumm npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokosa RIP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #
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Tabnunua 315 — KomaHabl pexkMma KoHourypaumm npotokona RIP

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YCTaHOBWUTb 3HAYEHME METPUKU, C KOTOPOI ByayT aHOHCMpO-
BaTbCA MapPLUPYTbl, NONYYEHHbIE APYrMMU NPOTOKOaMUN MapLU-
pyTv3aumn. bes napameTpa ycTaHaB/aMBaeT 3HaYeHWe No ymon-
YaHuto.

YCTaHOBWUTb 3HAYeHUE NO YMO/I4aHUIO.

network A.B.C.D

A.B.C.D: IP-appec

YcTaHoBUTb IP-agpec MHTepdeiica, KoTopbli ByaeT y4acTBOBaTb
B NpoLecce MapLupyTU3aLmun.

no network A.B.C.D nHTepdeiica Yaanutb IP-agpec nHTepoeiica, KoTopbln byaeT y4acTBoBaTh B
npovecce MapLpyTM3aLmuu.
redistribute {static | PaspewunTb aHOHCMpOBaHMe mapLpyTos Yepes RIP.
connected } [metric - 6e3 napameTpoB — O3HayaeT, yto byaeT MCNoNb3oBaTbCA
transparent] default-metric npu aHOHCMPOBaHMM MapLLPYTOB;
- metric transparent — o3HavaeT, YTO HyAET UCNONBL30BATLCA
. MEeTPUKA U3 TabaunLbl MapLLpyTU3aLuu.
no redistribute {static | 3anpeTnTb aHOHCUPOBAHME CTaTUYECKUX MapLIpyToB Yepes RIP.
connected} [metric - metric transparent — 3anpeLiaeT UCNoNb30BaTb METPUKY U3
transparent] Tabanupbl mapLupyTUsaumum.
redistribute ospf [metric metric: (1..15, Pa3spewntb aHoHcuMpoBaHue OSPF-mapLupyToB Yepes RIP.

metric | match type |
route-map route_map_name]

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..64) cumBona

- type — Npon3BOANTb aHOHCUPOBAHME TONbKO ANA YKa3aHHbIX
TMnos OSPF-mapLupyTOB;

- route-map_name — NPOW3BOAUTb aHOHCMPOBAHWE MapLLpPY-
TOB nocsie ux GpUNbTPaLMM Yepes yKasaHHyto route-map;

redistribute bgp metric [metric
| transparent]

no redistribute bgp metric
[metric | transparent]

metric: (1..15,
transparent)/1

PaspewunTb aHoOHCcMpoBaHMe BGP-mapwpyTos vyepes RIP.

- metric — 3Ha4eHMe METPUKU AN UMMNOPTUPYEMBIX MaplLL-
pyTos;

- metric transparent — o3HayaeT, 4TO b6YyZET UCNO/b30BATLCA
MEeTPUKA U3 TabAULbl MapLLPYTU3ALUN.

3anpeTntb aHOHCUpOBaHWe MmapLlupyToB BGP uepes RIP. B cay-
Yae yKa3aHWA NapameTpa Bo3BpallaeT ero AedonTHoe 3Have-
Hue.

redistribute isis [/eve/] [match
match] [metric metric]
[transparent]

no redistribute isis [/evel]
[match match] [metric metric]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3spewntb aHoHcMpoBaHue IS-IS mapipyTos yepes RIP.

- level — ycTaHOBWTb, U3 KAaKOro ypoBHsA IS-IS ByayT aHOHCK-
poBaTbCA MapLUpPyThI;

- match —nNpon3BOAUTb AHOHCUPOBAHME TO/IbKO A1 YKA3aHHbIX
TMnos IS-IS mapwpyTos.

3anpeTnTb aHOHCUpOBaHWe maplupyTtos IS-IS yepes RIP. B cay-
Yae yKasaHWA napameTpa Bo3BpallaeT ero AedonTHoe 3Have-

[transparent] Hue.
shutdown / BbIKNOUMTL Npouecc mapLupyTusauum no npotokony RIP.
-/BKNOYEHO
no shutdown BKkAtounTb Npouecc mapipyTtusaumm no npotokony RIP.
passive-interface OTKNOYNUTL OBHOBNEHUA MapLIPYTU3ALUN.
-/BKNIOYEHO

no passive-interface

BK/IOYMTb OBHOBNEHUA MapPLLPYTU3ALMN.

default-information originate

no default-information
originate

-/MapLpyT He
reHepupyercs

leHepupoBaTb MapLLPYT NO YMOAYAHUIO.

BoccTtaHOBUTL 3HaYEHWE N0 YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #
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Tabnuua 316 — KomaHapl pexkmma KoHourypauum nHtepoelica IP

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4YaHuio

Aeiicmeue

ip rip shutdown

no ip rip shutdown

-/BKAOYEHO

BbIKnOUMTL Npouecc mapLupyTusauum no npotokoay RIP Ha gaH-
HOM MHTepodeiice.

BKkAtounTb Npouecc mapwpyTtusaumm no npotokony RIP Ha aaH-
HOM MHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymon4yaHuo
OoTnpaBKa 0O6HOBNEHUM
BKNIOYEHA

BbIKNOUMTb OTNPaBKY 06HOBNEHWI Ha HTepdeiice.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[06aBUTb CMeLLEHNE K METPUKE.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymon4yaHuo
dYHKLMA OTKAOYEHA

YCTaHOBUTb METPUKY ANA MapLIpyTa MO YMOAYAHUIO TPAHCANPY-
emoro yepes RIP.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication mode

Mo ymonyaxuio
ayTeHTUdMKaumA
OTK/IIOYEHa.

BkntounTb ayteHTUdUKaumto B RIP 1 onpeaennts ee Tvn:
- text — ayTeHTUPUKALMA OTKPbLITbIM TEKCTOM;
- md5 — ayteHTUdMKaymm MDS5.

YCTaHOBUTb 3HAYEHMe Nno YMO4aHUIO.

ip rip authentication key-chain
key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CMMBO/IOB

Onpenenntb Habop KAto4Yen, KOTOPbIA MOMKET MCNO/b30BaTHCA
Ana ayTeHTuduKaumm.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
C“MBO/I0B

OnpeaenvTb KAY AN ayTeHTUGMKALMMN OTKPbITHIM TEKCTOM.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CUMBOIOB

YcTaHoOBUTL cTaHAApTHbIN IP ACL ana ¢unbTpaumm aHoHcupye-
MbIX MApLUPYTOB.

YCTaHOBUTb 3HaYeHMe N0 YMOYaHUIO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnnua 317 — KomaHgabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeilicmeue

show ip rip [database |
statistics | peers]

MpocmoTpeTb MHopmaumm o RIP-mapwpyTmsaumm:
- database — nHdopmaLma o HacTpoiikax RIP;

- statistics — ctaTucTMyeckme aaHHble;

- peers — MHGOPMaLMA y4aCTHUKA CETU.

[Tpumepbl UCNoAb308aHUS KOMAHO

BkatoumTb npoTokon RIP gna noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeH-
TMdumkaumio MD5 yepes Habop Katouelt mykeys:

console#

console# configure

console (config)# router rip
console (config-rip)# network 172.16.23.1

console (config-if)# ip rip authentication mode md5

(

console (config-rip)# interface ip 172.16.23.1
(
(

console (config-if)# ip rip authentication key-chain mykeys
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5.34.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — NnpoTOKON AUHAaMMUYECKOM MapLIpyTU3aLUM, OCHOBAHHbIN Ha Tex-
HO/IOTMM OTCNENKMBAHUA COCTOAHMA KaHana (link-state technology) M ucnonb3ylowmin ana HaxoxKaeHus
KpaTyanwero nytn anroputm Adenkctpbl. NMpotokon OSPF npeactasnfaetr cobot NpOTOKO/T BHYTPEHHEro
wo3a (IGP). MpoTokon OSPF pacnpocTpaHAeT MHGOPMALIMIO O AOCTYMHbIX MapLIpyTax MeXay MapLipyTu-
3aToOpamMu OAHON aBTOHOMHOM CUCTEMBI.

YCTpoiicTBO NoAAepKUBAET O4HOBPEMEHHYO PAabOTYy HECKOIbKMX HE3aBUCUMBbIX IK3EMMNAAPOB NPO-
ueccoB OSPF. Hactpolika napameTpoB sk3emnanapa OSPF nponssoantca nytem yKasaHua naeHtuoumkatopa
aksemnnspa (process_id).

Mpu ncnonb3osaHmMm VRF konnyectso OSPF-instance (ceccuit) pacnpegennetcs mexay VRF. MoxHo
BCE ceccum mcnosib3osatb B ogHom VRF nnbo pacnpenenntb ux mexkay pasHoimu VRF, HO He bonee yem
oblLee KONNMYECTBO CECCUIN HA BCE YCTPOMCTBO.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B peXkMme rnobasibHoMN KoHdUrypaumm:
console (config) #

Tabanua 318 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue

o ymMmon4aHuio
router ospf [process_id] process_id: BKAtOUNTL MapLLpyTU3aumio no npotokony OSPF.
[vrf vrf_name] (1..65535)/1 3apaTtb naeHTMdMKaTOp Npouecca.
no router ospf [process_id] vrf_name: (1..32) BbIKNOUYNTL MapLIPYTU3aLMIo No NpoToKony OSPF.
[vrf vrf_name] cumBoONna
ipv6 router ospf [process_id] BKAtounTL MapLupyTU3aumio no npotokony OSPFv3.

process_id: 3afatb MaeHTMOMKaTOp NpoLlecca.
no ipv6 router ospf (1..65535)/1 BbIKNIOYNTL MapLIPYTH3aLmMio No npotokony OSPFv3.
[process_id]
ipv6 distance ospf {inter-as | 3agaTb agMUHUCTPATUBHYIO AUCTaHUMIO Ana maplupytos OSPF,
intra-as} distance OSPFv3.
. - inter-as — 419 BHELWHMX aBTOHOMHbIX CUCTEM;
distance: (1..255) . o
- intra-as — BHyTPY aBTOHOMHOM CUCTEMbI.

no ipvé6 distance ospf BepHyTb 3HaYeHMA N0 YyMONYaHUIO.
{inter-as | intra-as}

KomaHOb1 pexcuma npoyecca OSPF

Bug, 3anpoca KOMaHAHOW CTPOKU B pexume KoHdurypaumm npouecca OSPF:

console(router_ospf_process)#
console (ipv6 router ospf process)#
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Tabnumua 319 — KomaHap! pexkxmuma KoHourypaumum npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

redistribute connected [metric
metric] [route-map name]
[filter-list acl_name]

[tag value] [subnets]

no redistribute connected
[metric metric] [route-map
name] [filter-list acl_name]
[tag value] [subnets]

metric: (1..65535);
name: (1..64)
CUMBO/I0B;
acl_name: (1..32)
cumBoNa

Pa3pelnTtb aHOHCMpOBaHUe connected MapLIPyTOB:

- metric — 3HaYeHWEe METPUKM AN UMMNOPTUPYEMbIX MapLLPYTOB;
- name —NMA NOANTUKM UMMNOPTA, NO3BONAIOLWEN GUABTPOBATL U
BHOCUTb U3MEHEHUA B UMMOPTUPYEMbIE MaPLLPYTbI;

- acl_name — nms ctaHgaptHoro IP ACL, KoTopbili ByaeT uc-
Nonb30BaH AnA GUAbTPALUKN UMNOPTUPYEMBIX MAPLLPYTOB;

- value — 3Ha4yeHue aTpmbyTa tag 419 MMNOPTUPYEMbIX MapLLpY-
TOB;

- subnets — no3BoNAET UMNOPTMPOBATL NOACETH.

3anpeTuTb yKasaHHyo GyHKLMIO.

redistribute static [metric
metric] [route-map name]
[filter-list ac/_name] [tag
value] [subnets]

metric: (1..65535);

MmnopTupoBsaTb cTaTUdeckme mapwpyTtbl B OSPF.

- metric — ycTaHaBAWBAET 3HAYEeHNEe METPUKKN ANA MMNopTUpye-
MbIX MapLLPYTOB;

- name — NPUMEHSAET NOJIMTUKY MMMOPTA, NO3BOAOLWYIO PUb-
TPOBAaTb M BHOCUTb U3IMEHEHMA B UMMOPTUPYEMbIE MAPLUPYTbI;

- acl_name — wma ctangaptHoro IP ACL, KoTopbil byaeT uc-

name: (1..64) NoNb30BaH 417 GUABTPALUN UMMNOPTUPYEMBIX MAPLLIPYTOB;
CNMBOJIOB; - value — 3Ha4yeHwWe aTpubyTa tag 419 UMNOPTUPYEMbIX MapLUpY-
acl_name: (1..32) .
TOB;
tumsona - subnets — N03BONIAET MMNOPTMPOBATL NOACETH.
no redistribute static [metric 3anpeTuTb yKasaHHy GyHKUMIO.
metric ] [route-map name]
[filter-list ac/_name] [tag
value] [subnets]
redistribute ospf id [nssa-only] MmnopTtutopBaTh MapLupyTbl U3 npouecca OSPF B npouecc OSPF:
[metric metric] [metric-type -nssa-only — yctaHaBnuBaeT 3HayeHue nssa-only ans Bcex
{type-1 | type-2}] [route-map MMMNOPTUPYEMbIX MapLUPYTOB;
name] [match {internal | - metric-type type-1 — umnoptupyeTr ¢ nomeTtkon Kak OSPF
external-1 | external-2}] [tag external 1;
value] [subnets] - metric-type type-2 — umnoptupyet ¢ nomeTkoi kKak OSPF
external 2;
- match internal — umnopT1pyeT mapLpyTbl B Npeaenax area;
- match external-1 — umnopTupyeT MapwpyTbl Tuna OSPF
external 1;
- match external-2 — umnopTupyeT MapwpyTbl Tuna OSPF
id: (1..65535); external 2;

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [tag value]
[subnets]

metric: (1..65535);
name: (1..64) cumBona;
acl_name: (1..32)
cumBona

- subnets — no3Bo/AET MMNOPTMPOBATL NOACETH;

- name — NPUMeHsET yKasaHHY MOAWUTUKY MMMNOPTa, NO3BOASA-
foLLylo GUNLTPOBATL U BHOCUTb M3MEHEHUS B MMMNOPTUPYeMmble
MapLUpyTbI;

- metric — ycTaHaBAMBAET 3HAYEHME METPUKMU 418 UMNOPTMPYe-
MbIX MapLUPYTOB;

- value — 3HauyeHwue aTpmbyTa tag 419 UMNOPTUMPYEMbIX MapLUpy-
ToB.

3anpeTuTb yKaszaHHyo byHKUMIO.
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redistribute rip [metric metric]
[route-map name] [filter-list
acl_name] [tag value]
[subnets]

no redistribute rip [metric
metric] [route-map name]
[filter-list ac/_name] [tag

value] [subnets]

metric: (1..65535);
name: (1..64) cumBona;
acl_name: (1..32)
cumBoNa

MmnopTtuposatb mapwpyTtbl U3 RIP B OSPF.

- metric — 3Ha4YeHMEe METPUKM ANA UMMOPTUPYEMBIX MAPLLIPYTOB;
- name — UMA NOAUTUKN MMMNOPTA, No3BonAoWwel GUNbTPOBaATL U
BHOCWUTb U3MEHEHUA B UMNOPTMPYEMbIE MAPLLPYTbI;

- acl_name — nms ctaHgaptHoro IP ACL, KoTopbili ByaeT uc-
NoNb30BaH 417 GUABTPALUN UMMIOPTUPYEMBIX MaPLLIPYTOB;

- value — 3HayeHWe aTpubyTa tag ANa MMNOPTUPYEMbIX MApPLLPY-
TOB;

- subnets — no3sonseT UMNopTMPOBaTL NOACETY.

3anpeTuTb yKasaHHyo GyHKLMIO.

redistribute isis [/evel] [match
match] [metric metric]
[route-map name]

[filter-list ac/_name] [tag
value] [subnets]

no redistribute isis [/evel]
[match match] [metric metric]
[route-map name_policy]
[filter-list name_acl] [tag
value] [subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMmBoONa

MmnopTtupoBaTtb mapwpyTbl U3 IS-IS B OSPF.

- level — ycTaHOBUTbL M3 KaKoro ypoBHa IS-IS 6yayT aHOHcKpo-
BaTbCA MapLLpPyTbI;

- match — Npon3BOAUTb AaHOHCUPOBAHWE TONbKO AR YKA3aHHbIX
T1nos IS-IS mapwpyTos;

- metric — 3Ha4YeHne MeTPUKN AN UMNOPTUPYEMbIX MapLLIPYTOB;
- name — MA NOANTUKN MMNOPTA, No3BoAAOLWelN GUAbTPOBaTL U
BHOCUTb M3MEHEHMA B UMMNOPTUPYEMbIE MAPLLPYTbI;

- acl_name — nma ctaHgapTtHoro IP ACL, KoTopbiit 6yaeT ucnonb-
30BaH 4/1A GUAbTPALUN UMMOPTUPYEMBIX MAPLIPYTOB;

- value — 3HaveHuWe aTpubyTa tag aANnA MMNOPTUPYEMbIX MapLLpPY-
TOB;

- subnets — nosBonAeT UMNOPTUPOBATL NOACETH.

be3 napameTpos 3anpeTuTb UMNOPT MapLupyTos u3 IS-IS 8 OSPF.
B cnyyae ykasaHua napameTtpa BepHyYTb €ro 3HayeHne no ymon-
YaHuio.

redistribute bgp [metric
metric] [route-map name]
[filter-list ac/_name] [tag
value] [subnets]

metric: (1-65535);
name: (1..64) cumBona;
acl_name: (1..32)

MmnopTtupoBaTtb mapupyTbl 3 BGP B OSPF.

- metric — 3Ha4YeHMe METPUKM 4NA UMMOPTUPYEMbIX MAPLLIPYTOB;
- name — UMA NOAUTUKM MMMOPTA, NO3BOAAOWEN GUABTPOBATL U
BHOCUTb U3MEHEHUSA B UMMOPTUPYEMbIE MAPLLPYTbI;

- acl_name — umsa ctaHgapTHoro IP ACL, KoTopbiit byaeT ucnosb-
30BaH 414 GUAbTPALUN UMMOPTUPYEMBIX MAPLLIPYTOB;

- value — 3HaYeHWe aTpubyTa tag aANa MMNOPTUPYEMbIX MApPLLPY-
TOB;

cMmeosa - subnets — NO3BOAAET UMNOPTUPOBATbL NOACETH.
no redistribute bgp [metric be3 napameTpoBs 3anpeTuTb UMNOpPT mapipytos u3 BGP 8 OSPF.
metric] [route-map name] B cnyyae ykasaHMA napameTpa BO3BpallaeT ero 3HavyeHue no
[filter-list acl_name] [tag YMOHaHMIO.
value] [subnets]
router-id A.B.C.D A.B.C.D: YCTaHOBUTb MAEHTUDMKATOP MapLIPyTU3aTOPa, KOTOPbLIA YHU-
naeHTMduKaTop KasIbHO NAEeHTUULMPYET MapLIPYTM3aTOp B Npesesiax OAHOMN aB-

no router-id A.B.C.D

MapLipyTu3aTopa B
dopmare ipv4-agpeca

TOHOMHOW CUCTEMBI.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAtoUNTL (OTKNHOUUTL) aK3emnaap OSPF Ha IP-uHTepdelice (ans
IPv4).

Yaanutb IP-agpec uHTepodeiica.

default-metric metric

no default-metric

metric: (1..65535)

YctaHoBuTb meTpuKy OSPF-mapupyTa.

OTKNIOUNUTD GYHKLMMN.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTudmKaTop
MapLIpyTU3aTopa B
dopmarte IPv4-agpeca

YCTaHOBWTb A/1A YKa3aHHOM 30HbI TMN stub. 30Ha — COBOKYMHOCTb
ceTei U MapLLpPyTM3aTOPOB, UMEIOLLMX OAMH U TOT e UaeHTUdK-
KaTop.

- NO-suMMary — He OTNPaBAATL UHPOPMALLMIO O CYMMUPOBAHHbIX
BHELIHWX MapLUpyTax.

YCTaHOBWTb 3HaYeHMeE N0 YMOIYAHWIO.
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HELTEX

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTudumkaTop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
interval: uenoe
NoNIOXKUTENBbHOE YNC/IO

YCTaHOBWTb O/15 YKAa3aHHOW 30HbI TUN NSSA.

- no-summary — He NPUHUMATb MHPOPMALMIO O CYMMUPOBAHHbIX
BHELWHUX mapLupyTax BHYTpb NSSA-30HbI;

- interval — onpefenaeT NPOMeXyTOK BpemMeHM (B CEKyHAaxX), B Te-
YeHKne KOTOPOro TPAHCAATOP ByAeT BbINOAHATL CBOU GpYHKLMM NO-
Cne TOro, Kak 0BHapYKWT, YTO TPAHCAATOPOM CTan ApYyron rpa-
HWYHbIM MapLLpPyTU3aTOP;

- translator-role — onpegenseT, Kakum 06pa3om Ha MapLLpPyTU3a-
Tope byaeT PyHKUMOHMPOBATb PEXKMM TPaHCAATOPA (TpaHCAALUK
Type-7 LSA B Type-5 LSA);

- always — B NpMHyAMUTENIbHOM NOCTOAHHOM pPeXUME;

- candidate — B pe)kMme yyacTus B Bbibopax TpaHcasTopa.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHtTnduKaTop
MapLIpyTU3aTopa B
dopmarte IPvd-agpeca;
secs: (1..65535) cekyHa;

Co3gaTb BUPTYanbHOE COEAMHEHNE MEXKAY OCHOBHOW U APYrMMM
yAaneHHbIMK 061acTAMM, KOTOPbIE MMEIOT MeXay HUmKM obna-
cTw.

- hello-interval — ykasatb hello-uHTepsan;

- retransmit-interval — ykasaTb uHTepBan meay NOBTOPHbIMM Me-
penavamu;

- transmit-delay — yka3aTtb Bpemsa 3a4epiKKu;

- dead-interval — ykasaTtb dead-uHTepBan;

- null — 6e3 ayTeHTUdPUKaunu;

- message-digest — ayTeHTUdMKaumaA ¢ wndposaHmem;

- word — naponb ANA ayTeHTUGUKaL K.

- - word: (1..256)
no area A.B.C.D virtual-link CUMBO/IOB Yaanutb BUpPTYyanbHOe coeguHeHMe.
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YCTaHOBUTb 3Ha4YeHWe CTOMMOCTM CYMMAPHOro mapLipyTta, uc-
naeHTudukaTop nonbsyemoro ans stub- u NSSA-30H (gna IPv4).

no area A.B.C.D default-cost

MaplupyTu3aTopa B
dopmare IPv4-appeca;

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

cost: uenoe
NONOXKUTENIbHOE YNC0
area A.B.C.D authentication A.B.C.D: Bkntounte ayteHTUdMKaumo ana Bcex WUHTepdelricoB AaHHOM
[message-digest] naeHTUdMKaTop 30HbI (anAa IPv4):

no area A.B.C.D authentication
[message-digest]

MapLipyTU3aTopa B
dopmare IPv4-agpeca;
-/BbIKNOYEHO

- message-digest — ¢ wupposaHnem MD5.

OTKNOYNTDL ayTEHTUPUKALMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHTuduKaTop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
network_address:

Co34aTb CyMMapHbI/ MapLIpyT Ha rpaHuLLe 30HbI (a5 IPv4).
- advertise — aHOHCVMPOBATb CO3AAaHHbIN MApPLUPYT;
- not-advertise — He aHOHCMPOBATb CO34aHHbIN MAPLUPYT.

YAanuTb CyMMapHbI MapLipyT.

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YCTaHOBUTb GUABLTP HAa MApPLIPYTbl, aHOHCMPYEeMble B YKa3aHHYO
prefix_list in naeHTUPMKaTop 30HY U3 ApYruX 30H (gna IPv4).

no area A.B.C.D filter-list prefix

MaplupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)

®unbTpaumA Npous3BOAUTCA TONbKO ANA MapLIpPYTOB
LSA Type 3.

Ypanute GUABTP Ha MapLUpyTbl, aHOHCUMPYEeMble B YKa3aHHYHO

prefix_list in cumBona 30HY U3 ApYrux 30H (gna IPv4).
area A.B.C.D filter-list prefix A.B.C.D: YCcTaHOBUTbL GUIBTP Ha MapPLLPYTbl, aHOHCMpPYeMble U3 yKa3aHHOM
prefix_list out naeHtTuduKaTop 30HbI B Apyrue 30HbI (ans IPv4).

no area A.B.C.D filter-list prefix
prefix_list out

MaplupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)
cMmBona

®unbTpaumAa NPov3BOAUTCA TOJIBKO ANA MapLIPYTOB
LSA Type 3.

Ypanute GUNLTP Ha MapLUpyTbl, aHOHCMpPYeMble M3 YKa3aHHOM
30HbI B Apyrue 30Hbl (gna IPv4).

area A.B.C.D shutdown

OTKAtoYMTL Npouecc OSPF ana 30HbI.
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HELTEX

no area A.B.C.D shutdown

A.B.C.D:
naeHTudumKaTop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca;

BkatounTb npouecc OSPF ans 30HbI.

-/BKAOYEHO
auto-cost reference-bandwidth YCTaHOBWTb aBTOMATUYECKUIA PacYET METPUKN UHTepdelica B 3a-
reference BMCMMOCTU OT ero ckopocTu no dopmyne: reference/ifSpeed.
- reference - 6a3o0Bas CKOPOCTb.
reference:

no auto-cost reference-
bandwidth

(0..400000)/0 M6uT/c

/| 3Hauenue reference pasHoe 0 oTK/louaeT aBTOMaTUYe-
CKMi1 PacyéT MeTpuKK.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

passive-interface

no passive-interface

-/BbIK/IIOYEHO

3anpeTtutb Bcem IP-uHTepdelicam, yyacTsytowmm B npouecce
OSPF, 06MeHMBaTLCA NPOTOKOIbHBIMK COOBLLEHUAMMU C COCe-
OAMU (BK/IKOYAET MNACCUMBHbBIN PEXUM).
Npu NnpUumeHeHUN AaHHOI KOMaHAbI HACTPOiiKa ip
V ospf passive-interface yaanserca co Bcex ip uHtep-
deiicoB u cTaHOBUTCA ANA HUX 3HAYEHUEM NO YMON-
YaHuio.

YCTaHOBUTb 3HAYEHMeE Mo YMO4aHUIO.

shutdown

no shutdown

-/BKNIOYEHO

OTKAtouMTb Npouecc OSPF.

Bkntountb npouecc OSPF.

timers spf delay delay

delay: (0..600000)/

YCTaHOBUTb BE/NIMYMHY 33JEpP’KKM, NPOM3BOAMMON nepes, odye-
peAHbIM nocnegosaTenbHbiM pacyetom SPF.

- 5000 mc

no timers spf delay YCTaHOBWTb 3HAYEHME MO YMONYAHWIO.
timers Isa throttle min_interval 3apaTb BpemMeHHble napameTpbl LSA-TpoTTAnHra. TpOTTAUHT aei-
hold_interval max_interval CTBYET TONbKO Ha LSA, MCTOYHUKOM KOTOPbIX ABJAETCA IOKA/IbHOE

YCTPOWCTBO.
o . - min_interval — MWMHUManNbHbLIN BPEMEHHON UHTEPBaN MeXay
(O..én(;ga(ljr;;:gg(;.mc; f,:KMH nocnesfoBaTeIbHO OTMPaBAAOLWMMUCA OAMHAKOBLIMU
hold_interval: '

no timers Isa throttle

(0..60000)/0 mc;
max_interval:
(0..60000)/0 mc

- hold_interval — nHTepBan, onpeaenatolLnin TeKyLLee BPems 3a-
AepxKu. C Kaxaol HoBol nocneaoBatenbHol LSA sToT MHTepBan
YMHOAeTca Ha ABa, NOKa He AOCTUIHET 3HayeHns max_interval.
- max_interval — MaKcMMasbHbIN BPEMEHHON UHTEPBAN MeEXayY
OBYMA nocnefoBaTesibHO  OTMPaBAAWMMUCA OAMHAKOBbIMU
LSA.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

timers Isa arrival min_arrival

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBUTb MUHUMA/bHbLIV BPEMEHHOM WHTepBas, C KOTOPbIM
MapLipyT1satop obpabatbiBaeT npuHMMaemsble LSA.

YCTaHOBUTb 3HAYEHME MO YMOIYAHUIO.

neighbor ip_add [priority
priority]

no neighbor ip_add

priority: (0..255)/0

3apatb IPv4-agpec gna ctatnyeckoro OSPF-cocena
- ip_add — IPv4-appec;
- priority — yKasaTb priority ans cocena (y4nTbiBaeTcA TONbKO B
cocTtosHum attempt/down).
HacTpoiika aKryasbHa ToNbKO Ans non-broadcast u
V point-to-multipoint non-broadcast Tunos cerei.

Yaanutb KoHdurypaumio ana OSPF-cocepa c ykasaHHbIM |Pv4-
aapecom.

max-metric router-Isa [include
stub] [on-startup period ]

no max-metric router-lsa

period: (0..86400)
CeKyHA;
-/BbIKAOYEHO

YCTaHOBWUTb MAKCMMAabHOE 3HAYeHWe METPUKU ANA aHOHCMPO-
BaHHbIX non-stub mapLupyTos.

- include-stub — ycTaHOBWUTb MaKcMManbHOE 3HaYeHUE METPUKK
TakKe Ana stub-maplpyTos

- period — nepvoa, aHOHCMPOBAHWUA MaPLLPYTOB C MAaKCUMaANbHOW
METPUKON.

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.

summary-address ipv4_addr
mask [not-advertise]

no summary-address ip_addr
mask [not-advertise]

-/BbIK/IIOYEHO

BKAtOUNTL CymmmMpoBaHMe mappyToB IPv4, KoTopblie 6biiv no-
nyyeHbl OSPF 13 gpyrnx NnpoTOKO/I0B.
not-advertise — npocymmunpoBaTh, HO He aHOHCUPOBATb.

OTKAOUYUTL CYMMAPM3ALIMIO MapLLPYTOB.
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HELTEX

summary-prefix ipv6 [not-
advertise]

no summary-prefix ipvé

-/BbIK/IIOYEHO

BK/IIOUMTb CyMMMpPOBaHMe mapLipyTos IPv6, KoTopble 6biaun
nonyyeHol OSPF 13 apyrMx npoToKo0B.
not-advertise — NpocymmMMpoBaTh, HO He aHOHCUPOBATb.

OTKNHOUUTL CYMMApPU3aLMI0 MApLUPYTOB.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabanuya 320 — KomaHabl perkmuma KoHourypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

ip ospf shutdown

BbIkntouMTb MaplupyTmsaumio no npotokony OSPF Ha uHTep-
deiice.

no ip ospf network

- -/BK/IIOYEHO
no ip ospf shutdown BKkAtounTb mapwpytmsaumio no npotokony OSPF Ha uHTep-
deiice.

ip ospf network {broadcast | BbibpaTtb TMN ceTun:

non-broadcast | point-to-point - broadcast — wupoKoBewaTenbHan CETb C MHOMECTBEHHbIM
| point-to-multipoint non- AOCTYNoMm;

broadcast} - non-broadcast — HewwupokoBellaTebHasA CETb C MHOXe-

-/broadcast CTBEHHbIM AOCTYMNOM;

- point-to-point — ceTb «TO4YKa-TOYKaY;
- point-to-multipoint non-broadcast — HelwmnpoKoBewaTenb-
Hasi CeTb C MHOXECTBEHHbIM AOCTYNOM «TOYKA-MHOFOTOYKAY.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

ip ospf authentication [mes-
sage-digest]

no ip ospf authentication

-/BbIK/OYEHO

Bkntountb ayteHTUdMKaumo B OSPF ¢ ncnonb3oBaHnem 3agaH-
HOro naponA B HelMdpoBaHH

- message-digest — Bk/toyaeT ayteHTUdPMKaumio B OSPF ¢ umc-
nonb3oBaHWeM 33aHHOro Habopa Ktoyel u anroputma MD5.

3Ha4YeHne No ymo4aHuio.

ip ospf authentication-key key

no ip ospf authenticationkey

key: (1..8) cumso-
nos/naposb He 3agaH

HasHauuTb naponb Ansa ayTeHTMdUKaLmm cocesel, AOCTYNHbIX
yepes Tekywmi nHtepdeiic. Maponb 3agaetca B HelwMdpOBaH-
HOM BUAe.

Maposb, yKa3aHHbIN Taknm obpasom, byaeT BHEAPEH B 3aroo-
BOK KaXaoro yxogsauiero B 3Ty ceTb naketa OSPF B KayecTtBe
Ktoya ayTeHTUdUKaLMK.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

encrypted ip ospf authentica-
tion-key EncryptedWord

no encrypted ip ospf
authentication-key

EncryptedWord: (1..8)
6aiT/naposb He 3a4aH

HasHauuTb naponb Ansa ayTeHTMdUKaLmmM cocesel, AOCTYNHbIX
yepes Tekywuit uHTepdeic. Naponb 3agaertca B WMGPOBAHHOM
Buzae.

Maposb, yKa3aHHbIN Taknm obpasom, byaeT BHEAPEH B 3aro/o-
BOK KaXKAoro yxoasuiero B 3Ty ceTb naketa OSPF B Kayectse
KtoYa ayTeHTUdMKaUMK.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf authentication key-
chain key_chain

no ip ospf authentication key-
chain

key_chain: (1..32) cum-
BO/10B/He 3aaHO

3apaTb UMA Habopa KAloYen, KoTopbIn ByaeT NCNoNb30BaTLCA
npu ayTeHTUOUKaLmK.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf authentication null

-/He ncnonbsyeTca

OTKNOUUTD UCMONb30BaHME ayTEHTUOUKALMM Ha TEKYLLEM WH-
Tepoelice.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHWUA KaHasa, KoTopaa AsaseTcs
YC/IOBHbIM MOKa3aTenem '"cToMmoctu" nepecbiiku AaHHbIX MO
KaHasny.

YCTaHOBWTb 3HaYeHMeE N0 YMOHYAHWIO.
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HELTEX

ip ospf poll-interval interval

no ip ospf poll-interval

interval: (1..255)/120
CeKyHA,

YCTaHOBWUTb MHTEPBAN BPEMEHMW B CEKYHAAX, MO UCTEYEHUM KO-
Toporo maplupyTtusaTtop otnpasnset hello-nakeTbl ¢ HeakTUB-
Horo uHTepdeiica (OSPF-coceacTBo B cTaTyce down).

V HacTtpoiika akTyanbHa TonbKo ans non-broadcast u

point-to-multipoint non-broadcast Tunos ceteii.
YCTaHOBWTb 3HaYeHME N0 YMOYAHUIO.

ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535)
CeKYHA;
minimal — 1 ceK

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, N0 UCTEYEHUN KO-
TOporo cocep, 6yAeT cUMTaTbCA HEAKTUBHbIM. ITOT UHTEpBan
OO/IKEH BbbITb KpaTHbIM 3HaYeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-naketos.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHaHUIO.

ip ospf hello-interval interval

interval: (1..65535)/

YCTaHOBWUTb MHTEPBAN BPEMEHMU B CEKYHAAX, MO UCTEYEHUM KO-
TOPOro MapLpyTu3aTop oTnpasaset cneayrowmin hello-naket c

10 cekyHA MHTepodeiica.
no ip ospf hello-interval YCTaHOBUTb 3HAY€HME N0 YMOJIHaHUIO.
ip ospf mtu-ignore OTKNOYMNTL NpoBepkn MTU.
-/BKAOYEHO

no ip ospf mtu-ignore

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

ip ospf passive-interface

no ip ospf passive-interface

-/BbIK/OYEHO

3anpetutb IP-uHTEepdeiicy 0bmeHMBaTbCA NPOTOKO/IbHBIMMU CO-
06LWeHUAMM C coceaamm (BKAOYAET NACCUBHDBIN PEXUM).

YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
» Ecnu npumeHeHa Hactpoiika passive-interface B pe-

HOro pexuma.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

*ume KoHpuUrypaumm npouecca OSPF, To AaHHas Ko-

MaHAA BbIBOAUT AaHHbIA IP-uHTepdeiic M3 naccme-
YCTaHOBUTb NPUOPUTET MapLLIPYTU3aTOPa, KOTOPbIM MCNO/b3Y-
etcs gns Bbibopa DR u BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip ospf bfd

no ip ospf bfd

-/BbIK/IIOYEHO

BKatounTb NnpoTokon BFD Ha uHTepdeiice ana cocegeit no npo-
ToKony OSPF.

BbikntounTb npoTokon BFD Ha uHTepdeiice gns cocepelt no
npoTtokony OSPF.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgpelica Ethernet, VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 321 — KomaHabl pexxkuma KoHourypaumm nHtepoeica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

HAeiicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKNIOYEHO

BbIKNOUMTL MapLUpyTU3aLmMio No npoTokony OSPFv3 Ha uHTep-
deiice.

BkatounTb mapuwpyTtmsaumio no npotokony OSPFv3 Ha uHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: ngeHTudmkaTop
MaplupyTusaTopa B
dopmarte IPvd-agpeca

BkntounTb (0TKAtOUMTL) OSPF-npouecc ana onpeaeneHHoM 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHWA KaHasia, KoTopas fBAseTcs
YC/IOBHbIM NOKasaTtesiem "cToMmocTn" nepecbiIKM JaHHbIX MO Ka-
Hany.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YCTaHOBWTb MHTEPBA/ BPEMEHU B CEKYHAAX, MO UCTEYEHUM KOTO-
poro coceg, 6yAeT CUMTATbCA HEAKTUBHbLIM. ITOT MHTEpPBan 40/-
JKeH BbbITb KpaTHbIM 3HauveHuto hello-interval. Kak npasuno, dead-
interval paBeH 4 nHTepeanam otnpasku hello-nakeTos.

YCTaHOBUTb 3HAYeHue no YMOIHaHUIO.
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HELTEX

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YCTaHOBWTb MHTEPBA/ BPEMEHU B CEKYHAAX, MO UCTEYEHUMU KOTO-
poro mappyTusaTop oTnpasaseT ciegyowmii hello-naker ¢ uH-

CEKYHZ, Tepdelica.
no ipv6 ospf hello-interval YCTaHOBWTb 3HAYEHME N0 YMOIUYAHUIO.
ipv6 ospf mtu-ignore . OTKAtounTbL Nposepkn MTU.
-/disabled

no ipv6 ospf mtu-ignore

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

ipv6 ospf neighbor
{ipv6_address}

ipv6 ospf neighbor
{ipv6_address}

3apaTb IPv6 agpec cocepa.

Ypanutb IPv6 agpec cocepa.

ipv6 ospf priority priority

no ipv6 ospf priority

priority: (0..255)/1

YCTaHOBUTb NPUOPUTET MapLLPYTU3aTOPa, KOTOPbIN MCMONb3Y-
etcs gns Bbibopa DR u BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

ipv6 ospf retransmit-interval
interval

no ipv6 ospf
retransmit-interval

interval: (1..65535)/5
CEKYHZ,

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHMM KOTO-
pPOro MapLLpyTM3aToOp NOBTOPHO OTMNPABUT NaKeT, Ha KOTOPbIN He
Nnofy4ymMn NOATBEPKAEHMA O nonyvyeHun (Hanpumep, Database
Description naket unm Link State Request nakeTsbl).

YCTaHOBUTb 3HAYEHMe Nno YMO4aHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CEKYHA,

YCcTaHOBUTL NpUMeEpPHOE BpeMA B CEKYHAAX, Heobxoaumoe ans
nepefayn naketa COCTOAHUA KaHana.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHUIO.

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM cTPOKKM B pexume Privileged EXEC:

console#

Tabnnua 322 — KomaHgabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuio

Aelicmeue

show {ip | ipv6} ospf
[process_id] [vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBoOIa

OTo6pa3nTb KoHPUrypaumm OSPF.

show {ip | ipv6} ospf
[process_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBoOIa

OTo6pa3sunTb nHPopmaumm 06 OSPF-coceasx.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec
cocega
vrf_name: (1..32)
cMMBONIA

OTo6pasunTb MHPopmaumm 06 OSPF-cocese ¢ yKasaHHbIM agpe-
COM.

show {ip | ipv6} ospf
[process_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OT06pasunTb KOHPUrypaumm scex OSPF-uHTepdelicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port | port-channel group |
vlan vian_id | tunnel tunnel_id
| A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);
hu_port: (1..8/0/1..32);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16)
A.B.C.D: IP-agpec
vrf_name: (1..32)
cMMBONIA

OT06pasunTb KOHPUrypaLmm KoHKpeTHoro OSPF-uHTepdeiica.
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HELTEX

show {ip | ipv6} ospf
[process_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary [vrf
vrf_name] ]

process_id: (1..65535)
vrf_name: (1..32)
cMmBosia

OTob6pa3mnTb cocTossHMe H6asbl 4aHHbIX NpoToKosia OSPF.

show {ip | ipv6} ospf
virtual-links [process_id] | [vrf
vrf_name]

process_id: (1..65535)
vrf_name: (1..32)
cumBona

OTO6pasnTb MapameTpbl U TEKyllee COCTOSIHWE BUPTYasibHbIX
JIMHKOB.

clear ip ospf {process_id | vrf
vrf_name process}

process_id: (1..65535)
vrf_name: (1..32)
cumBona

Pa30pBaTb coceacTtBa U yaainTb COOTBETCTBYHOLLME MapPLUPYTbI.

[pumepbl UC016308AHUA KOMAHO

e [loKasaTb OSPF-coceneit ans onpeaeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-coceaen ana onpegeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

KomaHObI pexcuma KoHgu2ypayuu VRF

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypaumm VRF:

console (config-vrf) #

Tabnunua 323 — KomaHabl perkuma KoHourypaumm VRF

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

distance ospf {inter-as | intra-
as} distance

no distance ospf {inter-as |
intra-as}

(1..255)/OSPF intra-
as:30,
OSPF inter-as:110

YCTaHOBWTb 3HAYeHME aMUHUCTPATUMBHOM AncTaHumuu (AD) ana
BCEX MapLUPYTOB YKa3aHHOro Tuna.

- ospf inter-as — yctaHaBnunBaeT 3HauyeHne AD gna meXK3oHab-
HbIX MapLLPYTOB, NPUHATbLIX NO NpoTokoay OSPF;

- ospf intra-as — yctaHaBnuBaeT 3HauyeHne AD gna BHyTPM3OHab-
HbIX MapLUPYTOB, NPUHATbLIX MO NpoTokoay OSPF.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

5.34.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npoTOKOA rpaHUYHOrO WAK03a) ABAAETCA NPOTOKO/IOM MapLLpy-
TU3aUMM MeXay aBTOHOMHbIMU cucTtemMamu (AS). OcHoBHOM ¢yHKUMen BGP-cucTembl aBnsetTca obmeH
nHbopmaumen o AOCTYNHOCTU ceTel ¢ Apyrmmn cuctemamm BGP. UHPopmauma o foCTynHOCTU ceTen
BK/IIOYAET CMUCOK aBTOHOMHbIX cucTem (AS), yepes KoTopble NPOXoAuT 3Ta MHPopmaLmA.

BGP aBnaeTcA NPOTOKO/IOM MPUKAALHOTO YPOBHA U GYHKLUMOHUPYET NOBEPX NPOTOKONA TPaHC-
nopTHoro ypoBHa TCP (nopt 179). Mocne ycTaHOBKK coeanHeHUA nepenaétca uHpopmaumsa obo Bcex
MapLLpyTax, NpeaHa3Ha4YeHHbIX ANA SKCNopTa. B ganbHenwem nepenaérca Tobko nHdopmauma 06 us-
MeHEeHUAX B TabanLax mapLupyTmsaumm.

Y

MoapeprkKa npotoKkona BGP npepocraBaseTca No MLEH3UN.
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HELTEX

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHdUrypaumu:

console (confiqg) #

Tabanua 324 — KomaHab! perknuma rnobanbHom KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

router bgp [as_plain_id |
as_dot _id]

no router bgp
[as_plain_id_| as_dot_id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

BKAKOUMTL MapLupyTU3aLmio No npotokony BGP.

3agatb naeHTUdMKaTop AS U NEpPENTU B PeXUM €€ KOHPUTypu-
poBaHus.

- as_plain_id —vwaeHTMPUKATOP aBTOHOMHOW CUCTEMBI, UCMO/b-
3yemblii MaplwpyTU3aTOpoOM NpWU YCTAaHOB/IEHUU COCeACTBA U
obmeHe MapwpyTHO UHbOpMaUUel;

- as_dot_id — naeHTMdMKaTOP aBTOHOMHOM CUCTEMbI B 32-6UT-
Hom popmare.

OcTtaHoBUTb BGP-mapLupytnsatop, yaanute Bclo KoHuUrypa-
umio npotokona BGP.

ip community-list standard
name seq section_id
{permit | deny}

ip community-list expanded
name seq section_id
{permit | deny} reg_exp

name: (1..32)
CUMBOAA;
section_id:
(1..4294967295);
reg_exp: (1..127)

Co3paTb CTaHAAPTHBIN CMCOK community ¥ BOMTK B PEXKUM ero
KOHUrypaumm.

Co34aTb pacliMpeHHbI CIMCOK community.

reg_exp — perynsipHoe BbipasKeHue.

[aHHbIi cnMcok community cnonb3yerca Kak wabnoH gna no-
MCKa CcoBMageHnin community B cekuumn match 8 route-map.

section_id {permit | deny}

(1..4294967295);

no ip community-list cnmsona Y[anuTb yKasaHHbIW CMMCOK community LeJIMKOM MW TOJIbKO
{standard | expanded} KOHKPETHYIO ero Cekumio.

name seq [section_id]

ip extcommunity-list Co34aTb CTaHAAPTHBIN CAMCOK C PaclMPEHHbIMW community u
standard name seq BXOAMT B PEXKMM ero KoHdurypauum.

section_id {permit | deny}

ip extcommunity-list name: (1"3.2) Co34aTb pacLUMPEHHDBIN CMMCOK C pacLMPEHHbIMUM community.
expanded name seq scevéili‘:::n?olr reg_exp — perynspHoe BblpaxKeHue.

ﬂ,aHHbIl‘;I CNUCOK extcommunity MCNONb3yeTCA KaK WwabnoH AnAa

no ip as-path access-list
name seq [ section_id ]

(1-4294967295);
reg_exp: (1..160)
cMmBosIa

reg_ex NMoMcKa COBMafeHWI paclMPEHHbIX community B ceKkuuu
g_exp reg_exp: (1..127) A P P ¥ 4
match B route-map.
- — cumBona — -
no ip extcommunity-list Y4anuTb YKasaHHbIA CNMCOK extcommunity LEeAnMKom uau
{standard | expanded} TONIbKO KOHKPETHYHO €ro CEeKLMIO.
name seq [section_id]
ip as-path access-list name name: (1..32) Co3gaTtb cnucok as-path.
seq section_id {permit | CMMBONa; - reg_exp — peryasapHoe BbipaxkeHue.
deny} reg_exp section_id [aHHbI cnncok as-path ncnonbayetca Kak WabaoH Ans noucka

coBnageHui as-path-filter B cekumm match B route-map.

Yaanutb yKa3aHHbIﬁ CNUCOK as-path LEeNNKOM UIN TOZIbKO KOH-
KPEeTHYIO ero cekuuio.

KomaHObI pexcuma KoHgu2ypayuu AS

Bupg, 3anpoca KOMaHAHON CTPOKM B pexMme KoHdurypauum AS:

console (router-bgp) #

Tabnnua 325 — KomaHabl perkuma KoHourypaumm AS

KomaHoa

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aeiicmeue

bgp router-id ip_add

no bgp router-id

3agatb naeHTudumkaTop BGP-mapwpytusaTopa.

Ypanute naeHtnoukatop BGP-mapwpyTtusaTtopa.
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HELTEX

bgp asnotation dot

3apeicTBoBaTH cCUCTeMy 0603HayYeHe Homepos AS B popmaTe

no bgp client-to-client re-
flection

-/asplain asdot.
no bgp asnotation YCTaHOBUTb 3Ha4YeHNe NO YMOAYAHUIO.
bgp client-to-client reflec- BKNHOUMTbL MEpecbIKy MapLpyToB, NoJsydeHHbIX oT reflector-
tion KNneHTa, apyrum reflector-knnextam.
-/BKAOYEHO

BbIK/IIOUMTL NepPecbiNKy MapwpyToB, nosay4YeHHbIx oT reflector-
KnueHTa, apyrum reflector-knnenHrtam.

bgp cluster-id ip_add

3afaéT naeHTUPUKaTop Knactepa BGP-mapwpytusaTopa.
B cnyyae ecnnm wupeHTMdMKaTOp Knactepa He
V HacTpoeH, B KauyectBe upaeHTuduKatopa byaer wuc-
nonb3oBaTtbcA rnobanbHblii upeHtudpukatrop BGP-
MapLipyTusatopa.

no bgp cluster-id

YpanuTe naeHTMdUKaTop Knactepa BGP-mapwpyTtumsaTtopa.

bgp bestpath as-path multi-
path-relax

no bgp bestpath as-path
multipath-relax

-/BbIK/IOYEHO

BKNHOUMTL YCTaHOBKY HECKO/IbKMX PaBHO3HAYHbIX MapLUPYTOB C
OZMHAKOBbIM NO AnuHe aTpmbyTom AS-Path, HO ¢ oTanyatowm-
MWUCA HOMEepPaMM aBTOHOMHbIX CUCTEM BHYTPU Hero.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

shutdown

no shutdown

-/no shutdown

ALMUHUCTPATUBHO BbIKAKOYUTL NpoTOKOoA BGP, He yaanaa ero
KOHOUrypaumio.
970 peiicTBMe BNEUYET 3a cO6OI Pa3pbIB BCEX CeCCuii C
V BGP-cocegamu u o4nUCTKY Tabauubl MapLIpyTU3auumn
nportokona BGP.

BkntoumTb paboTy AS.

neighbor ip_add

no neighbor ip_add

3agatb |IP-agpec ana BGP-cocega wau nepentn B pexum
KOHOrypMpoBaHUA CyLLEeCTBYHOLLEro coceaa.

Ypanute KoHdurypaumio ana BGP-cocega ¢ yKkasaHHbiM |Pv4
nnu IPve-agpecom.

peer-group name

name: (1..32) cum-

Cospatb Peer-rpynny.
- name — UMa rpynnbl.

no address-family ipv4
{unicast | multicast}

BO/IA
no peer-group name YaanuTb co3gaHHyto Peer-rpynny.
address-family ipv4 {unicast YKasaTtb TMn IPv4 Address Family 1 nepesect KommyTaTop B
| multicast} Junicast pexxum KoHdurypaumm cootsetctaytowelt Address Family.
-/unicas

BbIkNtounTL cooTBeTCTBYOLWY0 Address-Family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIK/OYEHO

YKazatb ™1n 12vpn Address Family u nepesectn kKommyTaTop B
perKmMm KoHpurypaumm cootsetcTeytouLein address-family.

BbIkNOUNTL cooTBeTCTBYOLWYO address-family.

address-family vpnv4
{unicast | multicast }

no address-family ipv4
{unicast | multicast}

-/BbIK/IIOYEHO

YKasatb Tun VPNv4 Address Family n nepeBectn KommyTaTop B
peKmMm KoHourypaumm, cootsetcreytowen address-family.
V B TeKkyuwiei Bepcuu MO nopaeprkaHo SAFI Unicast.

B TeKkywei Bepcun MO noapep’kaHo BblaeneHue
MPLS-meToK perVRF.

BbIKntounTb cooTBeTCTBYIOLWYO address-family.

vrf [vrf-name]

vrf-name: (1..32)

Co3paatb KoHTeKcT VRF.
, VRF gonKeH 6biTb co3aaH B rno6anbHoit KoHdurypa-

no listen-range A.B.C.D/n

cMmBOaa o U1 KOMMyTaTopa.
no vrf [vrf-name] Ypanutb KoHTeKcT VRF.
listen-range A.B.C.D/n 3a4aTtb AnanasoH AuHamudyeckux IPv4 BGP cocepeit
{ peer-group word | limit - A.B.C.D/n — amana3soH IPv4-aapecoB c MacKoi NoAceT;
value } - word — Ha3BaHWe peer-group;
word: (1..32) - value — KoIMYecTBo AOCTYMNHbIX AUHAMMUYECKMX COCEACTB.
CUMBO/IOB YnpasneHue atpubytamm AUHaMMUUYECKUX COCEACTB
limit: (1-64) V BbINO/IHAETCA B KOHTEKCTe peer-group.
coceacTs

Ana amHamuueckux BGP-coceaeit npumeHstoTca Bce
V address-family, onpeaenéHHble B rno6asibHOM KOH-
TekcTe AS 1160 B KoHTeKcTe BGP VRF.

Yaanutb gnanasoH guHamumyeckux IPv4 BGP-coceaelt.
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HELTEX

KomaHObI pexcuma KoHguaypauyuu Address-Family

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumnm Address-Family:

console (router-bgp-af) #

Tabnnua 326 — KomaHabl perknuma KoHourypaumm Address-Family

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

network ip_add [mask
mask]

no network ip_add [mask
mask]

3apaTb noaceTb, KOTOpaa aHOHcupyeTca BGP-cocepgam.

- ip-add — appec noacetu;

- mask — macka noaceTu.
Ecnn macka He yKa3aHa, N0 yMON4yaHUIO OHa 3ajaeTca
K/1accoBbIM METOA0M ajpecaLumu.
mask — macka IP-noacet nam anmHa npedukca.

Yaanutb aHOHC AaHHOM NOACETH.
- ip-add — appec noacetu;
- mask — macka noaceTu.

redistribute connected
[metric metric | filter-list
name | route-map
route_map_name ]

no redistribute connected

metric: (1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

Paspewntb aHOHCcMpoBaHWe connected-mapLipyToB.

- metric — 3Ha4YeHue aTpubyta MED, KOTOpOe byaeT npucsoeHo
MMMOPTUPOBAHHLIM MApLLPYTaMm;

- name — Ha3BaHuWe access-list, KOoTopbIi ByaeT NpUmeHeH K
MmapLpyTam;

- route-map_name — NPOV3BOAMUTb aHOHCMPOBAHME MApPLIPYTOB
nocne ux puabTPaLMUM Yepes yKasaHHyto route-map.

3anpeTuTb aHOHCMpoOBaHUe connected-mapLIpyToB.

redistribute rip [metric
metric | filter-list name |
route-map
route_map_name ]

no redistribute rip

metric: (1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

MmnopTtuposatb mapwpyTtbl RIP 8 BGP.

- metric — 3Ha4YeHue aTpubyta MED, KOTOpOe byaeT npucBoeHo
MMMNOPTUPOBAHHLIM MApLLIPYTam;

- name — Ha3BaHue access-list, KOoTopbIi ByaeT npumeHeH K
MapLipyTam;

- route-map_name — NpPOV3BOAMUTb aHOHCMPOBAHME MApPLLIPYTOB
nocne ux puabTPaLUM Yepes yKasaHHyto route-map.

3anpeTnTb MMNOPT MapLIpyTOB 13 npoTokoa RIP.

redistribute static [metric
metric | filter-list name |
route-map
route_map_name ]

no redistribute static

metric: (1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

PaspewmnTb aHOHCMPOBaHME CTaTUYECKMX MapLUPYTOB.

- metric — 3Ha4YeHue aTpubyta MED, KoTOpOe byaeT NnpucsoeHo
MMMNOPTMPOBAHHbIM MapLIpyTam;

- name — Ha3BaHue access-list, KOoTopbli ByAeT NpUMeHeH K
MapLupyTam;

- route-map_name — NPou3BOANTb aHOHCUPOBAHWE MapLLPYTOB
nocne ux GUNbTPaLLMM Yepes yKaszaHHyto route-map.

3aI'IpeTMTb AHOHCMPOBaHME CTaTUYECKNUX MaPLLPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name | route-
map route_map_name ]

no redistribute ospf

id: (1..65535);
metric: (1-4294967295);
type: (internal, external-1,
external-2); name: (1..32)
CUMBO/IOB;
mtype: (type-1, type-2);
name: (0..32) cumBona;
route_map_name:
(1..64) cumBona;
route_map_name:
(1..64) cumBona

MmnopTtuposatb mapwpytbl OSPF B BGP.

- id —vnaeHTndukatop npouecca OSPF;

- metric — 3Ha4yeHne aTpnbyta MED, KoTOpoe 6yaeT npucBoeHO
MMMNOPTUPOBAHHLIM MApPLLPYTaMm;

- type — T1n OSPF-mapLipyToB, aHOHcMpyembix B BGP;

- name — Ha3BaHuWe access-list, KoTopbIn b6yaeT npUmeHeH K
MapLipyTam;

- mtype — TMn meTpukmn Ex1 unm Ex2;

- route-map_name — NpPOV3BOAMTbL aHOHCMPOBAHME MApPLLPYTOB
nocne ux puabTpaLMm Yepes yKasaHHyto route-map.

3anpeTnTb MMMNOPT MapPLLPYTOB 13 NpoTokona OSPF.
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HELTEX

redistribute isis [/evel]
[match match] [metric
metric] [filter-list ac/_name
| route-map
route_map_name ]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal, exter-
nal);
metric: (1-65535);
acl_name: (1..32)
CMMBONA;
route_map_name:
(1..64) cumBona

MmnopTtupoBaTtb mapwpyTbl u3 IS-IS B BGP.

- level — ycTaHOBWUTbL M3 Kakoro ypoBHs IS-IS ByayT aHOHcupo-
BaTbCA MapLLpPyTbl;

- match — npon3BOAUTbL aHOHCUPOBAHME TO/IBKO A5 YKa3aHHbIX
TMnos IS-IS mapwpyTos;

- metric — 3Ha4YeHMe MEeTPUKM A7 UMMOPTUPYEMBbIX MAPLLPYTOB;
- acl_name — vmsa cTaHgapTHoro IP ACL, KoTopblit byaeT ncnonb-
30BaH 414 GUNbTPaALMM UMNOPTUPYEMbIX MAPLLPYTOB;

- route-map_name — NpoM3BOAUTb aHOHCUPOBAHNE MAPLUPYTOB
nocne ux puabTPaLUM Yepes yKasaHHyto route-map.

3anpeTnTb MMMNOPT MApPLLPYTOB U3 NpoToKoAa IS-IS.

redistribute bgp [ metric
metric | filter-list name |
route-map
route_map_name ]

no redistribute bgp

metric:
(1-4294967295);
name: (1..32) cumBona;
route_map_name:
(1..64) cumBona

MmnopTupoBaTb MapwpyTbl, NosyyeHHble B none default VRF no
npotokony BGP, 8 BGP AF [2vpn evpn

- metric — 3HayeHune aTpubyTta MED, KoTopoe 6yaeT npucBoeHo
MMMNOPTUPOBAHHLIM MapLIPyTam;

- name — HasBaHMWe access-list, KoTopbI b6yaeT NpUMeHeH K
MapLipyTam;

- route-map_name — Npoun3BOANUTb aHOHCUPOBaHWE MapLLPYTOB
nocne ux puNbTPaLMM Yepes yKasaHHyto route-map.

3anpeTuTb aHOHCMPOBAHWE MApPLLIPYTOB.

aggregate-address
ipv4_add mask [ summary-
only | as-set | advertise-
map route_map_name |
attribute-map
route_map_name | sup-
press-map
route_map_name]

no aggregate-address
ipv4_add mask

BkntounTb arperaumio 6onee cneumduUHbIX MapLLPYTOB, BXOAA-
LLMX B YKA3aHHbIN npeduKc:

- ipv4_add — IPv4-agpec nogcety;

- mask — macka noacetu

- route_map_name — uma route-map;

- summary-only — 3anpeTuTb OTNPaBKY COCeAAM MapPLLPYTOB, KO-
TOpble NOMNAAAIT NOA CYMMUPYIOWNIA MapLIpyT;

- as-set — BK/OYUTb f06aBNEHME B CYyMMUPYIOLLMIA MapLUPYT as-
path, nony4YeHHbI 13 NpedUnKCoB, NONALAOLWMX NOL CYMMUPYIO-
LWMI MapLLpPYT;

- Suppress-map — 3anpeTuTb OTNPABKY COCeaAM MapLLIPYTOB, NO-
nagatoLmx nog route-map (napametp summary-only urHopupy-
ercs);

- advertise-map — mapwpyTbl, Nonagatowme nog route-map, He
6yayT nonafaatb NO4 CYMMUPYOLMIA;

- attribute-map — BKNIOYMTb YCTAHOBKY A8 CYMMMUPYIOLLErO
MapLipyTa aTpnbyToB, YKa3aHHbIX B AeNCTBUM set B route-map.

Ypanutb arperaumio 6onee cneumduyHbIX MapLIPyTOB, BXOAA-
LLMX B YKA3aHHbIV npedumKc.

additional-paths {both |
send | receive | disable}

no additional-paths

-/disable

BK/IlO4aeT BO3MOXHOCTb Npuéma/nepenayn HecKonbKkux BGP-
MapLIpPyTOB (MOMMMO NydLIEro mapLupyTa) AN oAHOro npeduKca
B pamkax BGP-npouecca.

- both — pexum npuvéma u nepesaynm Heckonbkux BGP-
MapLIpyTOB ANs oAHOro npeduKca;

- send — TONbKO NepeAaya HeckobKMx BGP-mappyTos ans oa-
Horo npeduKca;

- receive — TO/IbKO NPUEM HecKoNbKknx BGP-mapwpyTos anqa oa-
Horo npedukca;

- disable — BbIKNtOYUTL NPUEM U Mepenayvy HecKosibkux BGP-
MapLIpyTOB ANs ogHOro npedukca.

YCTaHOBUTb 3HaYeHue no YMO/I4aHUIO.

additional-paths best
bestpath_number

no additional-paths best

bestpath_number:
(1-255)/1

YCTaHOBUTbL  KO/NMYECTBO  nepefaBaemblx  Ayywnx  BGP-
MapLIpyTOB A8 ogHoro npedukca B pamkax BGP-npouecca.

- bestpath_number — makcMmanbHOE YNCN0 NepesaBaeMbIX yu-
wnx BGP-maplpyTtos ana oaHoro npedukca.

YCTaHOBUTb 3HaYeHMe N0 YMOIHAHUIO.
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HELTEX

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bua 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnunua 327 — KomaHabl pexkmma KoHourypauum BGP-coceaa

maximum-prefix value
[threshold percent | hold-
timer second | action type]

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

no maximum-prefix

BKNOUNTL OrpaHMYeHUe KOAMYecTBa NPUHUMAEMbIX MapLU-
pyTtos oT BGP-cocepa.

- value — MakcMmanbHOE KOMYECTBO MPUHUMAEMbIX MapLL-
pyToB;

- percent — NPOLLEHT OT MAaKCUMAIbHOTO KOJIMYeCcTBa MapLupy-
TOB, MO AOCTUKEHUM KOTOPOro OTNPAaBAAETCA Npeaynpexae-
Hue;

- second — BpeMeHHOM NPOMEXKYTOK (B cekyHAax), No ncreye-
HWIO KOTOPOTO MPOUCXOAMUT NEPENOSKIOYEHNE, ECIN CECCUA
6blna pasopBaHa M3-3a NPEBbIWEHUA KOMYECTBA MapLlipy-
TOB;

- type — Ha3HayaeT AeliCTBME, BbINOJHAEMOE NPU OCTUNKE-
HUW MAKCMMA/IbHOTO 3HA4YeHUA (pa3pblB ceccum <restart> nam
OoTNpaBKa npeaynpexaeHunsa <warning-only>).

BbIK/IOUMTB OrpaHUYEeHME KOIMYeCcTBa NPUHMMAEMbIX MapLu-
pytoB oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

no advertisement-interval

3aaaTb BpeMeHHble MHTepBasbl.

- adv-sec — MMHUManNbHbIM MHTEPBaN Mexay oTnpaskon UP-
DATE coobuieHnit 04HOrO U TOTO XKe MapLupyTa;

- With-sec — MMHUMaNbHbIV MHTEPBaN MeXAy aHOHCMPOBa-
HMEM MapLUpyTa 1 ero NocneayroLLmnm ge-aHOHCMPOBaHNEM.

V —Advertisement-interval pgonxkeH 6biTb 60nblie
unm paseH withdraw-interval;

— MapuwpyTbl, KOTOpble A0/MKHbl 6biTb aHOHCUPO-
BaHbl cocegHUm BGP-maplpyTtusaTopam, pacnpe-
[enaTca No Heckonbkum UPDATE-coobueHuam.
Mexay otnpaeKoi atTux UPDATE-coo6uieHui Bbl-
OEePXUBAETCA C/NyYaliHbli BpemMeHHOW WHTepBan
Takum o6pasom, utobbl obuiee Bpema mexay 06-
HOBJIEHWEM MApLUPYTOB B JIOKa/bHOM Tabauue
BGP wu ortnpaBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B chyyae otnpaBku
NIOKaNbHbIX (MapLpyTbl U3 I0KaNbHOM AS) mapLu-
pyToB B eBGP-coeguHeHnn. Takum o6pasom, KaKk-
Ablii U3 MapLLIPYTOB MOXKET UMETb C/Ty4alHYIO Be-
JNINUMHY 33[eP3KKM aHOHCUPOBAHUA;

— ToyHoCTb paboTbi TalimepoB advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAKCMMa/ZIbHOro 3HaueHua nboro us
3TUX TPEX TalimepoB, HACTPOEHHbIX Ha BGP-
maplipyTtusatope  (yuuTbiBaloTcA  Talimepbl,
HacTpoeHHble ana Bcex BGP-cocepeit). Bce 3Haue-
HUA TalimepoB aHOHCUPOBAHUA U fie-aHOHCUPOBa-
HMA MapLpyTOB, CKOHPUrypMpoBaHHbIX Ha
YCTPOUCTBE, AUCKPETUIMPYIOTCA WMHTEpBasioM B
1/255 ot HambonbLEero HaCTPOGHHOIO 3HAYEHUSA.
YBenMueHne MaKCMManbHOro 3HauyeHusa 6yper
NPUBOAUTL K YBE/IMUEHUIO YacTOTbl AUCKPETU3a-
LMK TalimepoB U, COOTBETCTBEHHO, K MOHUXKEHUIO
TOYHOCTU UX paboTbl.

YCTaHOBUTb 3HaAYeHue no YMOI4aHUIO.
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HELTEX

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3a4aTb BpeMeHHOM nHTepBan mexay otnpaskoit UPDATE co-
0ob6LEeHNI 0AHOrO M TOTO Ke MapLUpyTa, UCNosb3yeTca ANA
QHOHCa NIOKaNbHbIX (MApLpPYTbl U3 OKanbHOU AS) mapLipy-
TOB €BGP cocepam.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3afaTb BpeMEHHOW MHTepBa, No UCTEYEHUIO KOTOPOro BO3-
obHoBAAETCA NoMbITKa co3aatb BGP-ceccuto ¢ cocesom.

YCTaHOBWUTb 3HAYeHMUE NO YMO/IHaHUIO.

next-hop-self

no next-hop-self

-/BbIKIOYEHO

BKAtouNTb NogmeHy 3HaveHua aTpubyta NEXT_HOP Ha no-
KasbHbI agpec mapLipyTmMsaTopa.

OTKAOYUTL NogMeHy aTpmubyTta NEXT_HOP.

as-override

no as-override

-/BbIKNOYEHO

BKAtounTb NnogmeHy BcTpeyatoweroca B AS-Path Homepa AS
Ha CBOWM MpPW aHOHCMPOBAHMMN B TAKYIO e aBTOHOMHYIO CU-
cTemy.

BbIkntounTb nogmeHy AS.

allowas-in allowas_number

no allowas-in

allowas_num-
ber:(0..255)/0

BK/IHOUNTL BO3MOXKHOCTb MPUHMMATb MapLIpPyTbl, B aTpubyTe
AS-Path KoTopbIx npucyTcTByeT HoMep cOBCTBEHHOM aBTO-
HOMHOWM cucTeMbI.
allowas_number — makcMmanbHO [0MNycTUMOE KO/IMYECTBO
BXOXAEHUIM cOBCTBEHHOIO HOMEpPa aBTOHOMHOM CUCTEMbI B
aTtpubyTe AS-Path

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

remote-as [as_plain_id_|
as_dot_id]

no remote-as

as_plain_id:
(1..4294967295)/1

as_dot_id:
(1.0..65535.65535)

3af4aTb HOMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoauTca
BGP-cocea. YcTaHOBAEHME COCEACTBA HEBO3MOXHO, NOKA CO-
cefly He Ha3HayeH Homep AS.
970 AeiicTBMe BAEYET paspbliB CECCUM C COCEA0M U
V OUYUCTKY BCEX NPUHATbBIX OT HEro MapLUPYTOB.

Yaanutb MaeHTUPUKATOp cocefHen aBTOHOMHOM CUCTEMBI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHa;
keepalive: (0-
21845)/30 cekyHa,

3a/aTb BpEMEHHbIe UHTEPBasbI.
- holdtime — ecnn B TeyeHue 3TOro BpeMeHU He byaeT npu-
HATO keepalive-coobuieHune, To coeanHeHme ¢ coceaom cbpa-
cblBaeTcs;
- keepalive — vHTepBan mexay otnpaskol keepalive-cooblue-
HUN.
3HaueHua holdtime un keepalive ponxHbl 6biTb
V nmnbo oba paBHbl HYA1O, NM60 06a 6onblue HynA.
holdtime ponkeH 6biTb 6o0nblie wan paseH
keepalive.

— Ecnm 6bin Bbi6paH Takimep hold, Kotopbii
HACTPOEH Ha /IOKa/JIbHOM MapLUpyTU3aTope, To
MCNONb3YeTcA NOKaNbHOE 3HauyeHue Tailmepa
keepalive;

— Ecnm 6bin Bbi6bpaH Taimep hold, kotopbiit
HaCTPOEeH Ha coceAgHeM MapLipyTusatope U
3HaueHUe /NIOKaNbHO HACTPOEHHOro Taiimepa
keepalive meHbwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonbayerca nokanbHoe 3Haue-
Hue Taiimepa keepalive;

— Ecnam 6bin Bbi6paH Taiimep hold, Kotopbiii
HaCTpOeH Ha cocegHemM MapLipyTusatope U
3HauyeHUe JIOKaNbHO HACTPOEHHOro Taiimepa
keepalive 6onblwe yem 1/3 Bbi6paHHOro Taii-
mepa hold, To ucnonb3yerca yenoe uncno, Ko-
TOpoe MeHblue Yyem 1/3 Bbi6paHHOro Taiimepa
hold.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3agaTb BpeMeHHON MHTEPBAN yAEpMKaHWA coceaa B COCTOSA-
Huu |dle nocne Toro, KaKk oH 6bin cOpOLIEH B 3TO COCTOAHME.
3a 3TOT UHTEPBa BCE MOMbITKM NEePeyCTaHOBUTb COeAMHEHNE
c cocefiom 6yayT OTKNOHEHDI.

YCTaHOBUTb 3HaYeHMe N0 YMOIHYAHWIO.

timers open-delay seconds

seconds: (0-240)/0
CeKyHA,

3afaTb BpPEMEHHOW WHTepBan MeXay YycTaHoskou TCP-
coeauHeHus n oTnpasKkol nepsoro OPEN-coobLeHus.
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HELTEX

no timers open-delay

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

shutdown

no shutdown

-/no shutdown

AOMUHUCTPATUBHO BbIKAKOYaeT ceccuto ¢ BGP-cocepgom u
OYMLLAET NPUHATbIE OT HEFO MapLIPYTbl, HE YAANAA ero KOH-
durypauyun.

AOMUHUCTPATUBHO BKAKOYAET ceccuto ¢ BGP-cocepom.

update-source
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | Port-Channel group
| Loopback loopback | Vlan
vlan_id]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

HasHauuTb uHTEpdelic, KoTopbli ByaeT MCNOb30BaH B Kaye-
CTBE UCXOAALLEro NPU COEAUHEHUN C COCEAO0M.

OTMEHWUTb PYYHYIO HaCTPOWKY ucxoasawero uHTepdeica,
BKJIKOYaEeT aBTOMATMYeCKMI BbIbOp MHTepdelica.

route-reflector-client
[meshed]

no route-reflector-client

-/disabled

HasHauutb BGP-cocepa Route-Reflector knneHtom.
- meshed — napameTp BbiCTaBnseTcA ecan MCNosblyeTca
mesh-Tononorua. Mpu noay4yeHUn OT TaKoro KaneHta BGP-
MapLUIPYTOB OHW He ByAyT NnepecbiiaTbCA APYIMM KANEHTAM.
BGP-mapupyTtusatop asnsaerca route-reflector-om,
V ecnn xota 6bl 0AMH ero cocep, CKOHPUrypupoBaH
KaK route-reflector knueHT.
Ana npumeHeHMA BAHHOW KOMaHAbl Heobxogum
V nepe3sanyck BGP-ceccum c cocegom.

YCTaHOBUTb 3HAYEHWeE No YMO/THaHUIO.

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

-/disabled

KomaHgaa coxpaHsaeT nosyyeHHble OT cocesia MapLupyThbl B OT-
AenbHoW obnactm namatu. MeTon No3BONAET MPUMEHUTb
BXOZALLYO NOAUTUKY «route-map in» gas cocepa 6e3 cobpoca
COCeACTBA M 3aMpoca MapLLpPYTOB.
Mo ymonuaHuio pabotaet mexaHusm Route
V Refresh.

OTKNOYNUTL MEXaHM3M COXPaHEHWA MAPLUPYTOB.

prefix-list name {in | out}

no prefix-list name {in |
out}

name: (1..64) cumBona

- name — Ha3BaHue IP prefix-list, koTopbIlt ByaeT npumeHeH K
QHOHCUPYEMbIM MM MPUHUMAEMbIM MApPLLPYTaM.

OtBasaThb IP prefix-list.

peer-group name

no peer-group

name: (1..32) cumBona

- name — uma Peer-rpynnbl, KoTopasa 6yaeT npumeHeHa K co-
ceay.
HacTpoiiku Ha Peer-rpynne umetot 6onee BbICOKUiA
V npuopuTeT, YeM HACTPOIMKKN HA camom cocepe.

Ypanutb cocepa us rpynnol.

address-family ipv4 {
unicast | multicast}

no address-family ipv4
{unicast | multicast}

-/unicast

YKasatb Tvn IPv4 address family n nepesectn kommyTaTop B
pexunm KoHdurypauum cootsetcTeytolLei address family gns
sToro BGP-cocepa.

BbIKNtounTb cooTBETCTBYIOWY!O IPV4 address-family.

address-family 12vpn evpn

no address-family 12vpn
evpn

-/BbIKNIOYEHO

YKazatb TMn 12vpn address family n nepesectn kommyTaTop B
pexunum KoHdurypauum cootsetcTBytowelrt Address Family
ana storo BGP-cocepa.

BbIkntounTb cooTBeTCTBYIOLWYIO Address-Family.
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HELTEX

address-family vpnv4
{unicast | multicast }

no address-family ipv4
{unicast | multicast}

-/BbIK/IIOYEHO

Ykazatb Tun VPNv4 Address Family u nepesectn KommyTtatop
B PeXXMM KOHPUrypaumm cootsetcTBytowent address-family.
V B TeKyuwiei Bepcum MO nogaep:kaHo SAFI Unicast.

B Tekyweit Bepcun MO noapep:kaHo BblaeneHue
MPLS-meTOK perVRF.

BbIkNtounTb cooTBeTCTBYIOLWYIO address-family.

fall-over bfd

no fall-over bfd

-/BbIKIOYEHO

Bkntountb npoTokon BFD Ha cocepe.

BbikntounTb NnpoTtokon BFD Ha cocepne.

as-path-filter name {in |
out}

no as-path-filter name {in |
out}

name: (1..64) cumBona

3agatb opunbTp as-path ana BGP-coceaa.
- name — UMA cNUcKa as-path;

- in — A4 BXOAALMX MapLUPYTOB;

- out — AnAa ncxoaAaLLMX MapLLpPyTOB.

Ypanutb ounbTp as-path.

password word

no password

word: (1..128) cumBon0B;
Mo ymon4yaHuo
ayTeHTUdUKaumA
OTK/IIOYEeHa

BKatounTb ayTeHTUdMKaumo scex TCP-cermeHTOB, NPUHATLIX OT
BGP-cocena. 3a4aTb KoY ayTEHTUOUKALUKN B TEKCTOBOM BUAE.
[aHHas HacTpoWiKka UrHopupyeTca, ecan gas ayTeHTUdUKaumm
yKa3saHa key-chain.

- word — KNtoY B TEKCTOBOM BUAE.

YCTaHOBUTb 3HAYeHMe Nno YMOI4aHUIO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymonyaxuio
ayTeHTUdMKaumA
OTK/IlOYeHa

BKntounTb ayTeHTUdMKaumio scex TCP-cermeHTOB, NPUHATLIX OT
BGP-cocepa. 3agaeT ko4 ayTeHTUdMKauMM B 3alMPpPOoBaHHOM
BuAe (HanpvMmep, Naposb B 3aWMbpPOBaHHOM BUAE, CKOMMPOBAH-
HbI C APYroro ycTpoicTaa).

[aHHaa HacTpoiKa UrHopUpyeTcs, ecnm Aana ayTeHTUduKaumm
yKa3saHa key-chain.

- encryptedword — kntoy B 3awndpoBaHHOM BUeE.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

password key-chain word

no password key-chain

word: (1..32) cumBonOB;
Mo yMONYaHMIO ayTeHTH-
dvKauma oTK/IoYeHa

3apaTb UMSA CBA3KM KAtoyen, KoTopasa byaeT Mcnonb3oBaTheA Aa
ayTeHTudUKaumm Bcex TCP cermeHTOB, NPUHATLIX OT BGP-coceaa.
- word — UMSA CBA3KKU KNIOYEN.

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

ebgp-multihop

no ebgp-multihop

-/TTL paBeH 1

YctaHoBuTb TTL paBHbiii 64 s EBGP-noakatoveHni.

YCTaHOBUTb 3HaYeHue no YMOIHaHUIO.

evpn multihoming
core-tracking

no evpn multihoming
core-tracking

-/BbIKNOYEHO

BKAtounTb OTCnexmBaHme coctoaHna BGP-ceccmmn go cocepa ana
nepesoga ethernet-segment B errdisable coctoaHue.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu duHamuveckux BGP-cocedeli

Bug, 3anpoca KOMaHAHOM CTPOKU B pexume KoHdUrypaumm anHammyecknx BGP-coceaeit:

console (router-bgp-listen) #

Tabanuya 328 — KomaHabl perkMma KoHouUrypaumm auHammyecknx BGP-cocepnein

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

peer-group word

word: (1..32) cumBonos

- word — ums Peer-rpynnbl, KoTopas byaeT NpMMeHeHa K coceay.
YpaneHue peer-group He NpPeAcTaBAAETCA BO3MOXK-
V HbiM. U3meHeHue rpynnbl 4onycKaeTcsa.

limit value

value: (1..64)
coceacts/32, 64

BK/IIOUMTL OrpaHUYeHne KoanyecTsa npuHMmaemblix BGP-co-
CeACTB B 334aHHOM AManasoHe.
- value — KoANYeCcTBO AOCTYMHbIX 4MHAMMUYECKUX COCEACTB.
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HELTEX

no limit

YCTaHOBWUTb 3HAyeHUEe MO YMONYAHUID — MaKCMManbHOe
YMCNO COCEACTB AOCTYNHOE Ha YCTPOWCTBE.

KomaHObI pexcuma KoHgu2ypayuu Address Family BGP-coceda

BunAa 3anpoca KOMaHAHOM CTPOKMK B pexxunume KoHpurypaumnm Address Family BGP-cocega:

console (router-bgp-nbr-af) #

Tabnnua 329 — KomaHabl pexkuma KoHourypauum Address Family BGP-coceaa

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

maximum-prefix value [thresh-
old percent | hold-timer second
| action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BKtOUYNTL OrpaHMUYeHme KomyecTBa NPpMHUMaeMbIX MapLipyToB
ot BGP-cocepa.

- value — MaKcMMmanibHOe KOMYECTBO MPUHMMAEMbIX MapLUpy-
TOB;

- percent — NPOLEHT OT MaKCMMa/IbHOTO KOJIMYECTBA MapLLPYTOB,
Mo AOCTUNKEHUM KOTOPOFO OTMPAaBAAETCA NPeaynpexaeHue;

- second — BpeMeHHOI NPOMEKYTOK (B CEKyHAaX), N0 UCTEYEHUIO
KOTOPOro NPOUCXOAUT NepenogKatoyeHne, ecam ceccus bbina
pa3opBaHa M3-3a NPeBbILWEHNA KOANYECTBA MapLLIPYTOB;

- type — Ha3HayaeT AeiCcTBME, BbINOSHAEMOE NPU AOCTUHKEHUM
MaKCMMANbHOrO 3Ha4yeHua (paspbiB ceccum <restart> uam oT-
npaBKa npeaynpexaeHua <warning-only>).

BbIK/IIOUMTb OrpaHUYeHne KOMYecTBa NPUHUMAEMbIX MapLUpy-
TOB OT BGP-cocepa.

advertisement-interval adv_sec
withdraw with_sec

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3apaTb BpeMeHHble MHTepBasbl.

- adv-sec — MMHMMaNbHbIN MHTepBan mexay oTnpaskoit UPDATE
COOBLLEHWNI OAHOTO M TOTO XKe MapLIpyTa;

- With-sec — MMHUManNbHbIW UHTEPBAN MEXAY aHOHCUPOBaHUEM
MapLupyTa 1 ero NocneayroLWwmnm Ae-aHOHCUPOBAHUEM.

V —  Advertisement-interval gomxkeH 6biTb 60nblie
unu paseH withdraw-interval;

—  MapupyTbl, KOTOpble AO0NXHbl 6biTb aHOHCUPO-
BaHbl cocegHUm BGP-mapwipyTtusartopam, pacnpe-
[enaTca no Heckosibkum UPDATE-coobweHusam.
Mexay otnpasKoii 3tux UPDATE-coobLeHuit Bbl-
OEepXXUBAeTCA C/NyYaiiHblA BpeMeHHOW WHTepBan
Takum o6pasom, uTobbl obLiee Bpema mexay 06-
HOBJIEHMEM MApPLUPYTOB B JIOKa/sbHOW Tabnuue
BGP u ortnpasBkoii nocnegHero UPDATE-
coobuieHun He npesblwano advertisement-inter-
val unu as-origination-interval B cnyyae otnpasku
NIOKaNbHbIX (MapLwpyTbl U3 0KanbHOM AS) mapLu-
pyToB B eBGP-coeguHeHnun. Takum o6pasom, Kaxk-
Ablii U3 MapLIPYTOB MOKET UMETb Cy4YaiiHylo Be-
JINUMHY 33[,eP3KKM aHOHCUPOBaHUSA;

—  TouHoctb paboTbl Talimepos advertisement-inter-
val, withdraw-interval u as-origination-interval 3a-
BUCUT OT MAaKCMManbHOro 3HayeHuAa noboro u3
3TUX TPEX TallMepoB, HACTPOEHHbIX Ha BGP-
mapuwpytusatope  (yuuTbiBaloTcA  Talimepbl,
HacTpoeHHble ana Bcex BGP-cocegeii). Bce 3Haue-
HUA TakMepoB AaHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HMA  MapLIpPYTOB, CKOHPUIYPUPOBAHHLIX Ha
YCTPOUCTBE, AUCKPETUIMPYIOTCA WHTEpBaioM B
1/255 oT Hanb0/bLIEro HaCTPOEHHOIO 3HAYEHUS.
YBeNiMueHne MaKCMManbHOro 3HauyeHusa 6ygert
NPUBOAUTb K YBENIMUEHUIO YacTOTbl AUCKpPeTU3a-
LMY TaliMepoB U, COOTBETCTBEHHO, K NOHUXXEHUIO
TOYHOCTU UX PaboTbl.
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HELTEX

no advertisement-interval

YCTaHOBUTb 3HaYeHMeE N0 YMOIHYAHWIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KYHA,

3apaTb BpeMeHHOoM MHTepBan mexay otnpaskoit UPDATE coob-
LLLeHN OHOTO M TOTO e MapLIpyTa, UCNO/Ib3yeTcA AN AaHOHCA
JIOKa/IbHbIX (MapLwpyTbl U3 IoKanbHoM AS) mapwpyTtos eBGP-co-
cegam.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

default-originate [route-map
name]

no default-originate

name: (1..64) cumsona/-

AHoOHcHpoBaTb BGP-coceay mappyT no YyMOAYaHUIO BHE 3aBU-
CMMOCTM OT Ero HaIMUMA B IOKaNbHOM Tabanue mappyTnsaumm.
B KauecTBe nexthop B Takom maplipyTe 6yaeT yKasaH WHTep-
delic, c KoToporo ycTaHoBneHa BGP-ceccus.
- route-map — napameTp N0O3BOJIAET aHOHCMPOBATb MapLUPYT No
YMO/IY@HMIO, TONIbKO €CAN OH MPUCYTCTBYET B JIOKA/NIbHOMN Tab-
JIMLLE MApLIPYTU3aLLMK U er0 UICTOYHUKOM He ABAETCA NPOTOKON
BGP.
- name — UMA NONIMTUKM route-map, KoTopas byaeTt npumeHeHa
K onepaLmn aHOHCMPOBAHUA MapLLpyTa NO YMOIYAHUIO.
Route-map gonxHa cogep:KaTb B ce6e TONbKO Cek-
V yuio match ip address c ykasaHuem Ha prefix-list, nog
KOTOpbIA NONajaeT mMapwpyT No ymonuyawuio. MNpu-
Mep HACTPOWKM Takoii route-map u prefix-list npuse-
OeH nopg Tabauueid.

Ecnu B prefix-list HaxoauTca ykasaHue Ha Kako-1M6o
MapLUPYT, OTINYHDIN OT A8 PONTHOrO, TO UMEHHO 3TOT
MapLUPYT AOMXKEH NPUCYTCTBOBATb B IOKa/IbHOM Ta6-
Nvue  MaplpyTusaumuM, 4Ttobbl aHOHcMpoBascA
MapLpyT N0 ymon4yaHuio. OrpaHMYEcHMi Ha UCTOuY-
HUK 3TOrO MapLUpyTa HeT.

Y

OTtmeHuTb HacTpoitky default-originate.

route-map name {in | out}

no route-map name {in | out}

name: (1..64) cumBona

- name — UMA NONUTUKM route-map, KoTopas ByaeT npumeHeHa
K cocenly B gaHHoi Address Family. Mo3sonset ¢puabTpoBaTth U
BHOCUTb U3MEHEHUA B aHOHCHMPYEMble U NPUHUMAEMble MapLL-

pyTbI.

Y8anuTb NoNUTUKK ¢ gaHHon Address Family.

next-hop-self

no next-hop-self

-/BKNOYEHO

Bkntountb nogmeHy 3HaveHua atpmbyta NEXT_HOP Ha nokanb-
HbI agpec MapLupyTM3aTopa.

OTKtOUMTL NoameHy aTpmbyta NEXT_HOP.

as-override

no as-override

-/BbIKNIOYEHO

BkAtounTb NnogmeHy BcTpeydatowerocs B AS-Path Homepa AS Ha
CBOI MPU aHOHCUPOBAHMM B TAKYIO K€ aBTOHOMHYIO CUCTEMY.

BbikntounTb nogmeHny AS.

allowas-in allowas_number

no allowas-in

allowas_number:
(0..255)/0

BKOUNTL BO3MOMKHOCTb MPUHMMATb MapLUpyTbl, B aTpnbyTe
AS-Path KoTopbIX MpUCYyTCTBYET HOMEpP COOCTBEHHOW aBTO-
HOMHOI CUCTEMbI.
allowas_number — maKkcvmanbHO 4OMNYCTUMOE KOAMYECTBO
BXOXAEHWUI COBCTBEHHOrO HOMEpa aBTOHOMHOM cUCTeMbl B
atpubyte AS-Path

YCTaHOBUTb 3HaYeHue no YMO/I4aHUIO.

next-hop-unchanged

no next-hop-unchanged

-/BbIK/IOYEHO

CoxpaHATb BGP atpnbyT next hop npu nepegaye mapwpyTta eBGP
cocepy.

YCTaHOBUTb 3HaYeHMe MO YMOTHAHUIO.

route-reflector-client [meshed]

no route-reflector-client

-/disabled

HasHauutb BGP-cocena Route-Reflector knneHtom.
- meshed — napameTp BbICTaBAAETCA eCNU UCMONb3yeTcA mesh-
Tononorua. Mpu noay4yeHnn oT Takoro KnmeHta BGP-mapipyTos
OHM He ByAyT nepecbiNaTbCa APYTUM KAUEHTaM.
BGP-mapwpytusatop sasnserca route-reflector-om,
V ecnu xota 6bl 0ANH ero cocen CKOHPUrypUpoBaH Kak

route-reflector kKnueHr.
AnA npumeHeHUa AaHHOW KOMaHAbl Heobxoaum ne-
pe3sanyck BGP-ceccum c cocegom.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

additional-paths {inherit | both
| send | receive | disable}

-/inherit

BkatoyaeT BO3IMOXKHOCTb Nepeaavm Heckonbkux BGP-mapwpyTtos
(nomumo nyulero maplpyTa) Ana 04HOro NpeduKca B pamkax
BGP cocepa.
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HELTEX

- inherit — BK/IOYUNTb HacnegoBaHUe KOHOUTypaumm additional-
paths n3 Address-Family npouecca.
V HacTpoiika pa6oTaet TonbKo ans iBGP-cocepcrs.

- both — pexum npuéma u nepegaunm Heckonbkux BGP-
MapLIpyTOB ANs oAHOro npedukca

- send — TONIbKO Nepesaya HeckonbKux BGP-mapwpyToB ans oa-
Horo npedukca;

- receive — TO/IbKO NPMEM HecKkonbkmx BGP-mapLupyTos anqa oa-
Horo npeduKca;

- disable — BbIKNOUNTL NPUEM M Nepepayy HeckoabKux BGP-
MapLIpyTOB ANs oAHOro npedukKca.

no additional-paths YCTaHOBWTb 3HAYEHME MO YMOIYAHUIO
additional-paths best YCTaHOBUTb KO/IMYECTBO MepegaBaembix Aydwnx BGP-mapupy-
bestpath_number TOB A/18 o4HOro npeduKca B pamkax BGP-cocepna.
- bestpath_number — MaKcMManbHOE YMCNO NepesaBaembixX
bestpath_number: Ay4Wnx BGP-mapLupyToB A8 oAgHoro npeduKca.
(1-255)/1

KonnuyecTBo He MOXKeT NpeBblWaTh 3HaYeHue, ycTa-
V HoBNeHHoe B pamkax Address-Family BGP-npouecca.

no additional-paths best YCTaHOBWTb 3HaYEHME N0 YMOIUYAHUIO.

[pumep HacmpolKu route-map, ucnosas3yemol 8 kKomaHoe default-originate

console#configure

console (config) #route-map RM DEFAULT ROUTE 10 permit

console (config-route-map) #match ip address prefix-list PL DEFAULT ROUTE
console (config-route-map) #exit

console (config) #ip prefix-list PL DEFAULT ROUTE seq 5 permit 0.0.0.0/0

KomaHObI pexcuma KoHguaypauuu Peer-epynn

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHourypaumm Peer-rpynn:
console (router-bgp-nbrgrp) #

Tabnnua 330 — KomaHabl perkruma KoHourypaumm Peer-rpynn

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoaYaHuro
maximum-prefix value [thresh- BK/IlOUMTbL OrpaHUYeHme KonYecTsa NPMHUMaEMbIX MapLIPyTOB
old percent | hold-timer second oT BGP-cocepna.
| action typel - value — MakcMManbHOE KOAMYECTBO MPUHUMAEMbIX MapLLpY-
TOB;
- percent — NPOLEHT OT MaKCMMaNbHOFO KONMYECTBA MapLLIPYTOB,
value: (0-4294967295); Nno AOCTUXKEHUN KOTOPOro OTNPaBAAETCA NpeaynpeXxaeHune;
percent: (0-100); - second — BpeMeHHOI NPOMEKYTOK (B CEKYHAAX), MO UCTEYEHUIO
second: (30-86400); type: | KOTOPOro NMPOMCXOAWT MEpenofKItoueHne, ecan ceccua Bbina
(restart, warning-only) pasopBaHa M3-3a NPEBbILLEHMA KOIMYECTBA MAPLLPYTOB;
- type — Ha3HayaeT AencTeue, BbINOJHAEMOE MPU AOCTUNKEHUU
MaKCMMaNbHOro 3HayeHua (paspbiB ceccum <restart> uam oT-
npaska npeaynpexaeHua <warning-only>).
no maximum-prefix BbIKNHOUNTD OrpaHUYEHUE KOAMYECTBA NPUHUMAEMbIX MapLLpy-
TOB OT BGP-cocepa.
advertisement-interval adv_sec 3azaTb BpeMEHHble UHTepPBasbI.
withdraw with_sec - adv-sec — MMHMMa/bHbIN MHTEPBan mexay otTnpaskoii UPDATE
adv-sec: (0-65535)/30 COO0DBLEHMI OLHOTO U TOTO e MapLLpPYTa;
CeKyHz; - With-sec — MMHMMaNbHbIN UHTEPBAN MEXAY aHOHCUPOBAHUEM
with-sec: (0-65535)/30 MapLipyTa U ero nocneayowmm ge-aHOHCMPOBaHMEM.
CEKYHA,
V —  Advertisement-interval gonxeH 6biTb 60nblue
unu paseH withdraw-interval;
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HELTEX

no advertisement-interval

—  MapuwpyTbl, KOTOpble AOMKHbI 6bITb AaHOHCUpPO-
BaHbl cocegHUM BGP-mapwipyTtusatopam, pacnpe-
BenaTca no Heckonibkum UPDATE-coobweHusam.
Mexay otnpaskoi 3Tux UPDATE-coo6uieHumit Bbl-
AEPrKUBAETCA CNyYaliHbIi BPeMeHHOM WHTepBan
Takum o6pasom, uTo6bl obLiee Bpema mexay 06-
HOBNEHUEM MapLUPYTOB B JIOKaNbHOWU Tabnuue
BGP u otnpasKkoi nocnegHero UPDATE-coobuie-
HMA He npesbiwano advertisement-interval uan
as-origination-interval B cnyyae oTnpaBKu N10Kanb-
HbIX (MapLWPYTbl U3 NOKaNbHOW AS) MapLIPYTOB B
eBGP-coeauHeHnn. Takum obpasom, KaxKaplii us
MapLIPYTOB MOXEeT UMETb C/IyYaliHyl0 BeAUUYUHY
334,epKKM aHOHCUPOBAHMUS;

— TouyHocTb paboTbl TalimepoB advertisement-
interval, withdraw-interval wu as-origination-
interval 3aBMCUT OT MaKCMMaNbHOrO 3Ha4YeHusA
nto60oro n3 aTUX TPEX TakMepoB, HACTPOEHHbIX Ha
BGP-mapwpyTtusatope (yuutbiBaloTcA Tallmepbl,
HacTpoeHHble ana Bcex BGP-cocegeid). Bce 3Haue-
HUA TalimepoB aHOHCMPOBAHUA U Ae-aHOHCMPOBaA-
HMA MapLpPYTOB, CKOHPUIypMPOBaHHbIX Ha
YCTPOWCTBE, AUCKPETUIUPYIOTCA WHTEepBaioM B
1/255 ot HambonbLero HaCTPOEHHOro 3HaYeHUA.
YBenMueHne MaKCMManbHOro 3HauyeHusa 6yger
NPUBOAUTL K YBE/IMYEHUIO HACTOTbl AUCKPeTU3a-
UMUK TalimepoB U, COOTBETCTBEHHO, K NOHUXXEHUIO
TOYHOCTU UX paboTbl.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

as-origination-interval seconds

no as-origination-interval

seconds: (0-65535)/15 ce-
KyHA,

3afaTb BpeMEHHOW MHTepBan mexay otnpaskoit UPDATE coob-
WEHUI OA4HOIO M TOTO e MapLIpyTa, UCMONb3YEeTCA ANA aHOHCa
NIOKaNbHbIX (MapwpyTbl U3 N0KanbHOM AS) mapwpyTtos eBGP co-
ceaam.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

connect-retry-interval seconds

no connect-retry-interval

seconds: (1-65535)/120
CEKYHA,

3afaTb BPEMEHHOW UHTEPBas, N0 UCTEYEHUIO KOTOPOro BO306-
HOBAAETCA NOMbITKa co3aaTb BGP-ceccuto ¢ cocegom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

next-hop-self

no next-hop-self

-/BbIKNOYEHO

BKkAtounTb NogMmeHy 3HaveHusa atpubyta NEXT_HOP Ha noKanb-
HbIW agpec mapLupyTM3aTopa.

OTKAOYUTL NogmeHy aTpubyTta NEXT_HOP.

as-override

no as-override

-/BbIKNIOYEHO

BkntounTtb nogmeHy BcTpevatolweroca B AS-Path Homepa AS Ha
CBOW NPW aHOHCMPOBAHMM B TaKYIO Ke aBTOHOMHYIO CUCTEMY.

BbIkAtounTL NnogmeHy AS.

allowas-in allowas_number

allowas_number:

BKAOUYNTb BO3MOMHOCTb NPUHUMATb MapLLpPYTbl, B aTpnbyTe
AS-Path KoTopbIx npucyTcTByeT HOMep co6CTBEHHOW aBTo-
HOMHOW cucTembl.

allowas_number — makcrmanbHO JonycTMMOe KOJIMYecTBo

no remote-as

(1.0..65535.65535)

(0..255)/0 BXOXAEHWUI COBCTBEHHOTO HOMepPa aBTOHOMHOM CUCTEMbI B
aTpnbyTe AS-Path
no allowas-in YCTaHOBUTb 3HAYEHWE MO YMOHAHUIO.
remote-as [as_plain_id_| 3apaTb HOMep aBTOHOMHOM CUCTEeMbI, B KOTOPOW HaxoauTcsa BGP-
as_dot_id] as_plain_id: cocep. YCTaHOB/IEHUE COCEACTBA HEBO3MOXKHO, MOKa coceay He
(1..42_94967_295)/1 Ha3HayeH Homep AS.
as_dot_id:

/ 310 AeicTBUE BIEYET pa3pbiB ceccuuM C cocegom M
OUYUCTKY BCEX MPUHATbIX OT HEFO MapLUPYTOB.

YaanuTtb naeHTMdunKaTop cocegHeit aBTOHOMHOMN CUCTEMBI.

timers holdtime keepalive

holdtime: (0 | 3-
65535)/90 cekyHa;
keepalive: (0-21845)/30
CeKyHA,

3afaTb BpEMEHHble MHTepPBasbl.

- holdtime — ecnu B Te4eHUe 3TOro BpeMeHn He byaeT NPUHATO
keepalive-coobuieHne, To coeguHeHne c cocegom cbpacbiBa-
eTcs;

- keepalive —nHTepBan mexay otnpaBKoi keepalive-coobLuieHnii.

V 3HaueHusa holdtime u keepalive gonxHbl 6biTb NGO
o6a paBHbI Hy0, 160 06a 60blue HyA.
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HELTEX

no timers

holdtime gonkeH 6biTb 60sblIe nnu paBeH keepalive.
— Ecnm 6bin BbIGpaH Taiimep hold, KoTtopbii
HacTPOEeH Ha I0KaibHOM MapLIpyTU3aTope, TO UC-

nonb3yeTcA J/IOKa/sbHOe 3HaueHue Takmepa
keepalive;
— Ecnm 6bin BbIGpaH Taiimep hold, KoTtopbii

HacTPOeH Ha coceHeM MapLUPYTM3aTope U 3Haue-
HMe NI0KaNbHO HacTpoeHHoro Taiimepa keepalive
meHbLwe yem 1/3 sbibpaHHoOro Taiimepa hold, To
MCNONb3yeTcA JIOKa/JIbHOe 3HaueHue Talmepa
keepalive;

Echu 6bin BbiGpaH Taiimep hold, Kotopbii
HaACTPOEH Ha coceagHeM MapLUpyTU3aTope U 3Have-
HMe NI0KaNbHO HacTpoeHHoro Taiimepa keepalive
6onbwe yem 1/3 BbiGpaHHOro Taiimepa hold, To
MCNONb3yeTcA Lie/sIoe YUCNO, KOTOpOoe MeHbLue
yem 1/3 BbibpaHHoro Taiimepa hold.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3aaTb BPEMEHHOM WHTEpPBaN yAep:KaHUA cocesa B COCTOAHWUMU
Idle nocne Toro, Kak oH 6bl1 cOpOLLEH B 3TO cOCcTOsIHME. 3a 3TOT
WHTEpPBa BCe MOMbITKN NepeycTaHOBUTL COeaUHEHME C COCeaoM
6YAYT OTK/IOHEHDI.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3ajaTb BPEeMEHHOW WHTepBan Mexay YycTaHoBkoih TCP-
coegmHeHus u otnpasKoy nepsoro OPEN-coobueHus.

YCTaHOBUTb 3HaYeHMEe N0 YMOIYAHMUIO.

shutdown

no shutdown

-/no shutdown

AOMWHUCTPATUBHO BbIK/OYAET ceccum co Bcemu BGP-cocegamum,
BXOAALLVMMM B COCTAB peer-rpynmbl, U OUYULLAET MPUHATLIE OT HUX
MapLIpyTbl, HE yAaNAs UX KoHbUrypauum.

B KoHOMrypaLmio Kaxaoro cocea, BXOAALLEro B peer-rpynny, B
KOHTeKCT (router-bgp-nbr) nobasnsaerca komanaa shutdown.

AZMUHUCTPATUBHO BK/OYAET ceccun co Bcemn BGP-coceaamum,
BXOAALLMMM B COCTaB peer-rpynnbl. YaanaeTr komaHay shutdown
13 KOHOUTYpaumm Kaxkaoro cocesa, BXOAALLETO B peer-rpynny.

update-source [gigabitethernet
gi_port | tengigabitethernet
te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);

HasHauunTb nHTEpdelic, KOTopbIN ByAEeT UCNONb30BaH B KayecTse
UCXOAALLEro Npyu CoeanHEHMN C COCEA0M.

fo_port | Port-Channel group | group: (1..48);
loopback: (1-64);
Loopback loopback | Vlan i
. vlan-id: (1-4094)
vlan_id]
no update-source OTMEHUTb PYYHYH HaCTPOWKY ucxoasauero uHtepdeica, BKAKO-
YaeT aBTOMATUYECKU BbIbop nHTepdeiica.
route-reflector-client [meshed] HasHauntb BGP-cocena Route-Reflector knneHtom.
- meshed — napameTp BbicTaBnseTca ecam ucnonbsyerca mesh-
Tonosorua. MNpu Noay4eHnn oT Takoro kKnmeHTa BGP-mapwpyTtos
OHW He ByAyT NepecbIIaTbCa APYTUM KANEHTAM.
BGP-mapwpyTtusatop ssnaserca route-reflector-om,
-/disabled V ecnm xota 6bl 0AMH ero coces CKOHPUIYPUPOBaH Kak

no route-reflector-client

route-reflector knueHr.

OnA npumeHeHUA [aHHOW KOMaHAbl Heobxogum ne-
pe3sanyck BGP-ceccum ¢ cocegom.

Y

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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soft-reconfiguration inbound

no soft-reconfiguration in-
bound

-/disabled

KomaHZa coxpaHsAeT noJlyyeHHble OT cocefa MaplpyTbl B OT-
AenbHol obnact namatn. MeToa no3BoaseT NPUMEHUTL BXOAA-
Lyt NOAUTUKY «route-map in» ansa cocepa 6e3 cbpoca cocea-
CTBa U 3aMpoca MapLIpyToB.

V Mo ymonuaHuio pabotaetr mexaHusm Route Refresh.

OTKNIOYUTL MEeXaHM3M COXpaHEHUA MapLIPYTOB.

prefix-list name {in | out}

no prefix-list name {in | out}

name: (1..64) cumBona

- name — HasBaHue |IP prefix-list, KoTopbIli 6ygeT npumeHeH K
AHOHCUMPYEMbIM WM NPUHUMAEMbIM MapLIPyTam.

OtBsa3aThb IP prefix-list.

fall-over bfd

no fall-over bfd

-/BbIKNOYEHO

BkatounTb npoTtokon BFD Ha peer-rpynne.

Bbikntountb npotokon BFD Ha peer-rpynne.

password word

no password

word: (1..128) cumBon08;
Mo ymonuyanutio
ayTeHTUdUKaLmA
OTK/II0YeHa

BkntounTb ayTeHTUdUKaLumio Bcex TCP-cermeHTOB, NPUHATLIX OT
BGP-cocena. 3afaeT Kto4 ayTEHTUDMKALUKN B TEKCTOBOM BUAE.
[aHHaA HacTpoiKa UrHopupyeTca, ecnm Ans ayTeHTUdUKauum
ykasaHa key-chain.

[aHHaa HacTpolika WrHopupyeTca ANA NUPOB, BXOAALLMX B
HacTpanBaemyto rpynny, Ana KOTOPbIX NPUCYTCTBYIOT COH6CTBEH-
Hble HAaCTPOMKM ayTeHTUdUKaLmun.

- word — K/loY B TEKCTOBOM BUAE.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

password encrypted
encryptedword

no password encrypted

encryptedword: (1..128);
Mo ymonyaHuio
ayTeHTUOUKaUmA
OTK/OYEHa

BKntounTb ayTeHTUdMKaumio Bcex TCP-cermeHTOB, NPUHATLIX OT
BGP-coceaa. 3agaeT Knwo4 ayTeHTMdMKauMmM B 3alndpoBaHHOM
Buge (Hanpumep, naponb B  3awWnMdpPOBaHHOM  BUJeE,
CKOMUPOBAHHbIN C APYroro ycTponcTaa).

[aHHasa HacTpoiKa WrHOPUPYeTCA, ecnu AN ayTeHTUPUKauum
yKkasaHa key-chain.

[JaHHas HacTpoiKa WrHopupyeTca ANnA NUPOB, BXOAAWMX B
HacTpauBaemyto  rpynny, Ana  KOTOPbIX  NPUCYTCTBYIOT
cobCcTBEHHbIE HAaCTPOMKKM ayTeHTUDUKALUM.

- encryptedword — kntod B 3awndpoBaHHOM BUe.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

password key-chain word

no password key-chain

word: (1..32) cumBonos;
Mo ymonyanuio
ayTeHTMdUKaumA
OTK/OYeHa

3a4aTb MMA CBA3KM KNkoYen, KoTopana byaeT ncnonb3oBaTbea gns
ayTeHTMdMKaLumm Bcex TCP cermeHTOB, NPUHATLIX OT BGP-coceaa.
[aHHas HacTpoiKa MWrHopupyetca Aaa NUPOB, BXOOALLMX B
HacTpamBaemylo  rpynny, Ana  KOTOPbIX  NPUCYTCTBYIOT
cobcTBEHHbIE HAaCTPOMKM ayTEHTUDUKALUM.

- word — VMs CBA3KM KAKOYen.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo2o community list

Bug, 3anpoca KOMaHAHOM CTPOKM pexxmnma KoHdUrypaumm cTaHgapTHoro community list:

console (ip-comm-list) #

Tabnnuya 331 — KomaHabl perkuma KoHbUrypaumm ctaHgapTHoro community list

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

community {graceful-shut-
down | internet | local-as |
no-advertise | no-export |
ASN2:NN}

no community {graceful-
shutdown | internet | local-
as | no-advertise | no-ex-
port | ASN2:NN}

[o6aBnTb community B CNMCOK.

Yaanutb community 13 cnucka.
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KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 extcommunity list

BuAa 3anpoca KoMaHAHOWM CTPOKM pexnma KoHUrypaumm ctaHgapTHoro extcommunity list:

console (ip-extcomm-list) #

Tabnnuya 332 — KomaHab! perknuma KoHoUrypaumm cTaHgapTHoro extcommunity list

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath| rt | soo}
number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

[o6aBunTb paclwmpeHHoe community B CMMCOK.

ext-community cost [igp |

pre-bestpath] value value: (0..255)

[06aBuTb paclumpeHHoe community B CIMCOK.

no ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath] | rt | soo}

Y4anuTtb pecluMpeHHoe community U3 cnucka.

KomaHOwb1 pexcuma Privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO MOAb30BaTeNA.

BuAa 3anpoca KomaHAHOW CTPOKK pexxkunma Privileged EXEC:

console#

Tabnnua 333 — KomaHzabl perkuma Privileged EXEC

KomaHoa
1o yMmon4aHuo

3HayeHue/3HayeHue

Aeiicmeue

clear ip bgp [ip_add]

vrf [vrf-name]

-/vrf-name: (1..32)
cumBona, all

MNepeycTaHoBUTL coeanHeHUA ¢ BGP-cocegamm, ouniuas npu-
HATbIE OT HUX MapLIpPYTbI;

- ip_add — appec cocegHero BGP-cnukepa, ¢ KoTopbim byaeT
nepeycTaHOBNEHA Ceccus;

- vrf — obnacTb BUPTYyaNbHOW MapLUpyTM3aLMK, B KOTOPOM
HaXoAMTCA MapLIpyT.

show ip bgp afi safi

. . 5 .
vrf [vrf-name] afi: (all, ipv4, 12vpn);

safi (all, unicast,

multicast, evpn);

vrf-name: (1..32)
cMmBona, all

OT06pa3uTb Tabnvuy BGP-maplupyTtos (Loc-RIB) yKasaHHbIx
AFI/SAFI.

- afi — naeHTudukatop Address Family;

- safi — naeHTuounkaTop Sub-Address Family;

- vrf — obsacTb BUMPTyaNbHOM MapLpyTU3aLMu, B KOTOPOM
HaxoAWTCA MapLLpYT.

show ip bgp [ip_add]

vrf [vrf-name] -/vrf-name: (1..32)

cumBona, all

OT106pasunTb Tabanuy BGP-mapwpyTos (Loc-RIB).

- ip_add — npedurKc noaceTm HasHauyeHus, No Kotopomy 6yaet
oTobpaxkeHa noapobHas MHGopMaLMa O MapLipyTax 4o Heé;

- vrf — obsacTb BUMPTyasbHOM MapLpyTU3aLMK, B KOTOPOM
HaXo04MTCA MapLUPYT.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]
vrf [vrf-name]

-/vrf-name: (1..32)
cumsona, all

OT106pasnTb MHPOPMaLMIO O HACTPOEHHbIX BGP-coceasx.
- ip_add —appec cocegHero BGP-cnuKkepa, no Kotopomy byaeT
oTdunbTpOBaHa MHDOPMALUA;
- detail — oTo6pasnTb NoAPO6HYIO MHbOPMaLMIO;
- advertised-routes — 0To6pa3nTb TabAULYy MapLLUPYTOB, aHOH-
CUPOBaHHbIX coceay;
- received-routes — 0TO6pasuTb TabauLy NPUHUMAEMbIX
MapLIPYTOB 0 NPUMEHEHMUSA K HUM BXOAALLEN NONUTUKY;
- vrf — obsacTb BMPTyanbHOM MapLpyTU3aLMW, B KOTOPOM
HaxoAMUTCA MapLIpyT.
Ona orobparkeHUs NPUHUMAEMBbIX MapLIPYTOB C
V Kntoyom received-routes B KOHTEKCTe HAaCTPOMKM CO-
OTBETCTBYIOLLLEIO coceaa A0MKHA 6biTb 3ageicTBo-
BaHa KomaHpga soft-reconfiguration inbound.

show ip bgp peer-group
name vrf [vrf-name]

-/vrf-name: (1..32)
cumBona, all

OT06pa3sunTb co3faHHble Peer-rpynnbl U UX HACTPOMKMK.

- name — 0T06pasnTb HAaCTPOMKM rpPynrbl C MMEHEM hame;

- vrf — obsacTb BUMPTyasbHOM MapLpyTU3aLMK, B KOTOPOM
HaX04MTCA MapLUPYT.

show ip bgp peer-group
name neighbors vrf
[vrf-name]

-/vrf-name: (1..32)
cumBona, all

OTO6pasunTb COCTOALLMX B peer-rpynne coceaen.
- vrf — obnacTb BUMpPTyanbHOM MapLpyTU3aLMKU, B KOTOPOM
HaxoAMUTCA MapLIPyT.

show ip bgp listen-range
[ A.B.C.D/n [ peer-group

OT06pasnTb MHGOPMALMIO O HACTPOEHHbIX AUHAMUYECKMUX
BGP-coceasx.

word ]] vrf [ vrf-name ] -/vrf-name: (1..32)

cumBona, all

- A.B.C.D/n — pnana3soH IPv4-aapecoB ¢ MacKkol noaceTw;

- word — Ha3BaHwWe peer-group;

- vrf — 06nacTb BMpPTyasibHOM MapLUpyTU3aLUK, B KOTOPOM
HaX04MTCA MapLIpyT.

Tabnunua 334 — KomaHabl perkruma KoHourypaumm VRF

Komanda 3HayeHue/3HayeHue leiicmeue
no ymoa4YaHuro
distance bgp {ebgp I ibgp} YCTaHOBUTb 3HaYeHWe aAMUHUCTPATUBHOW AucTaHumuu (AD) ans
distance BCEX MApPLUPYTOB YKa3aHHOro T1na.
distance - BGP inter-as (ebgp) — ycTaHaBauBaeT 3HauyeHne AD ans mapiu-
(1..255)/ pYTOB, NPUHATLIX MO NpoToKoay BGP ot eBGP cocesa;
BGP intra-as:200, - BGP intra-as (ibgp) — yctaHaBnvBaeT 3HayeHne AD gna mapLu-
BGP inter-as:20 pyTOB, NPUHATBLIX N0 NpoTokony BGP ot iBGP coceaa.
no distance bgp {ebgp |
ibgp}

5.34.5 Hacmpoiika npomokona IS-1S

IS-IS (Intermediate System to Intermediate System) — NPOTOKON ANHAMMUYECKON MapLUpPYyTU3aLIMK, OC-
HOBaHHbI Ha TEXHO/IOTMWN OTCAEKMBAHUA COCTOAHMA KaHana (link state technology) 1 ncnonb3ytowmin ans
HaxoXAeHWA KpaTyaiwwero nyty anropuTm AenKkcTpbl. NMpoTokon IS-IS npeactasnseT coboi NpoTOKOA BHYT-
peHHero wnto3a (IGP). MpoToKon IS-IS pacnpocTpaHaeT MHGOPMaUMIO O AOCTYMHbIX MAPLIPYTax MeXay
MapLIpyTM3aTOpPaMmn O4HON aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM B pexkume rnobanbHon KoHdUrypauuu:
console (config) #

Tabnnua 335 — KomaHab! perkrma rnobanbHo KoHGUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
no ymon4YaHuro
router isis -/ISIS mapwpytusatop 3anyctutb IS-IS mapwpyTmsatop. BxoamT B pexum KoHdurypauum
OTK/ItOYEH npoTokona IS-IS.
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no router isis

Kona IS-IS.

KomaHObI pexcuma KoHgu2ypayuu npomokoad I1S-1S

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexknume KoOHPUrypaumm npotokona IS-IS:

console (router—-isis) #

Tabanuya 336 — KomaHabl pexkmma KoHoUrypaumm npotokona IS-IS

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

address-family ipv4 unicast

MepeiTn B pexkum KoHpurypaumm Address-Family.

authentication key word

3afaTb KAY ayTeHTUPUKaUMKM B BUAE TeKcTa. Mcnonbsyetca

[level] word: (1..20) ana ayteHTudmkaumm LSP, CSNP, PSNP PDU. laHHaa HacTpoiika
CMMBO/I0B; UrHOpUpYyeTcAa, ecn AN ayTeHTUdMKaumMm ykasaHa key-chain.
level: (level-1, level- - word — KNto4 B TEKCTOBOM BUAE;
2)/level-1-2 - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HAaCTPOWKa.
no authentication key YpanuTb KoY ayTeHTUOUKauuu.
authentication key encrypted 3a4aTb KAtoY ayTeHTUdMKaLmm B 3awmdpoBaHHOM BUAE (Hanpw-
encryptedword [level] Mep, Naposib B 3aWMPPOBaHHOM BUAE, CKOMMPOBAHHbIN C Apy-
encryptedword: roro yctpoicrtea). Mcnonb3yerca ana ayreHTudwmkaumm LSP,

(1..128) cumBonos;
level: (level-1, level-2)/

CSNP, PSNP PDU. [laHHasa HacTpoiKa UrHOpMpyeTcs, ecan gas
ayTeHTMdUKaummM ykasaHa key-chain.

level-1-2 - encryptedword — knto4 B 3aWwMdpoBaHHOM BUAE;
- level — ypoBeHb IS-IS, 4N KOTOPOro NPMMEHUTCA HAaCTPOMKa.
no authentication key yﬂ,a}'lVlTb KNou ayTeHTVId)VIKaLI,VIVI.
authentication key-chain 3aaTb MMA CBA3KM KAtoyel, KoTopas byaeT Mcnonb3oBaTbes
word [level] word: (1..32) ana ayteHTuouKkaumm LSP, CSNP, PSNP PDU.
CMMBONA; - word — UMA CBA3KU K/oYel;
level: (level-1, level-2)/ - level — ypoBeHb IS-IS, A1 KOTOPOro NPUMEHUTCA HAaCTPOMKA.
level-1-2 OTKOUYNTL PEXUM UCNOb30BAHUA CBA3KM KNKOYEW ANA ayTeH-

no authentication key-chain

TMdUKaLmu.

authentication mode {text |

level: (level-1, level-

BkatounTb ayTeHTUdMKaumio B IS-IS u onpepenseT ee Tun:

md5} [level] 2)/level-1-2; - text — ayTeHTUPMKaLMA OTKPbITbIM TEKCTOM;
Mo ymonyaHuio - md5 — ayTreHTUPMKaLma MD5;
ayTeHTUdMKaLms - level — ypoBeHb IS-IS, ana KOTOPOro NPUMEHUTCA HaCcTPOMKa.
no authentication mode OTK/IIOYEHa. YCTaHOBMTb 3HAYEHME MO YMONYAHWIO.
hostname dynamic BKAOUUTL NOAAEPKKY ANMHAMMYecKMx hostname.
-/BKOYEHO
no hostname dynamic BbIKNOUNTL NOAAEPIKKY AMHAMUYecKnx hostname.
is-type {level-1 | level-2-only 3apatb TMN MapLupyTM3aTopa B IS-IS someHe:
| level-1-2} - level-1 — Bce B3anmogencTBMA C APYTMMU MapLIPYTU3ATOPaMM
npoucxoanT Ha 1 yposHe;
Jlevel - level-2-only — Bce B3aumogencTeus ¢ ApyrMmu mapLipyTmsa-
-/level-1-2

no is-type

TOpPamu NPOUCXOAAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO NnogpepKuBaeT B3aumogencremns 06o-
UX YPOBHEWN.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

Isp-buff-size size

size (512-9000)/1500

YCTaHOBUTb MAaKCMMaNbHO BO3MOMKHbIW pasmep OTnpaBAsembixX
LSP 1 SNP. 3HaueHue Isp buffer size He AoNKHO NpeBbILWATL 3Ha-

6anT yeHue pdu buffer size.
no Isp-buff-size YCTaHOBUTb 3Ha4YEeHMEe MO YMONYAHUIO.
Isp-gen-interval second [level] 3aaTb MUMHUMANbHBIA UHTEPBAN B MC MEXAY reHepauuven oa-
second: (1- HOM U TOW e LSP.
65535000)/30000 - second — 3HayeHMe MHTepPBana B MUIMCEKYHAAX, NO UCTeYe-
MUANNCERYHA, HUKM KoToporo LSP MmoeT ObITb 3aHOBO CreHepupoBaHO;

no Isp-gen-interval

level: (level-1,
level-2)/level-1-2

- level — ypoBeHb 419 KOTOPOro NPUMEHUM AAHHbIN MHTEpBa.
Ecnv He yKasblBaTb, UHTEPBA NPUMEHUTCA K 060MM YPOBHAM.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.
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Isp-refresh-interval second

no Isp-refresh-interval

second: (1-65235)/
900 ceKyHA,

3a4aTb MaKCUMasIbHbIA MHTEPBaN B CEKYHAAX MEXAy reHepa-
unen LSP.

- second — 3Ha4YeHWe MHTepBasa B CEKYHAAX, MO UCTEYEHUN KO-
Toporo LSP byaeT 3aHOBO CreHepMpoBaHo.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

max-Isp-lifetime second

no max-Isp-lifetime

second: (350-65535)/
1200 cekyHp,

3apatb Bpems XusHu LSP. 3HaueHue AoKHO 6biTb X0Ts 6bl Ha
300 cekyHz 6onblue, yem Isp-refresh-interval.
- second — 3HaYeHWe B CEKyHAaX.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

metric-style style [level]

style: (narrow, wide,

3afaTb UCNONb3YEMbIN CTUNb METPUKM.

-narrow — NoAAepKMBaTb TONbKO CTaHAAPTHYIO (Y3Kylo) meT-
puKy;

-wide — noaAepKMBaTb TONIbKO PaCLUMPEHHYIO METPUKY;

start

both)/both -both — nogaep»meatb 06a CTUNA METPUKMY;
level: (level-1, level- - level — ypoBeHb, AN KOTOPOFO NPUMEHWUM YKazaHHbIN CTU/b
2)/level-1-2 MeTpUKK. Eciv He yKasblBaTb, METPUKA NPUMEHUTCA K 060MM
YPOBHAM.
no metric-style YCTaHOBUTb 3HaYEeHME NO YMOHAHUIO.
net XOO00CXXXX.XX YcTaHoBWTb Tak HasbiBaemblii NET (Network Entity Title) agpec
— YHUKa/bHbIA MAeHTUMKATOP MaplupyTM3aTopa B npegenax
- IS-IS pomeHa. Mpwu 3anmcm NET ncnonbyerca wectHaguUaTMpny-
Has cUCTema CYUCNeHMA.
no net YpanuTe naeHTMOUKATOP MapLupyTU3aTopa.
shutdown OTKAOUNTL Npouecc ISIS.
-/BKOYEHO
no shutdown Bkatounte npouecc ISIS.
spf interval maximum-wait YCTaHOBUTb MHTEPBAN MeXAY ABYMA NOC/AeAoBaTe/IbHbIMKU Mne-
second second: (0- pecyeTamu anroputma SPF B MUAAnCEKYHAAX.
no spf interval maximum- 4294967295)/5000 YCTaHOBUTb 3HAYEHME MO YMOTYAHMIO.
wait
spf threshold restart-limit YCTaHOBUTbL CKO/IbKO pa3 anroput™m SPF moxkeT BbiTb npepsaH
number number: (1- o6HoBNeHWem LSDB.
4294967295)/10
no spf threshold restart-limit YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.
spf threshold updates-restart 3apaTtb Konnyectso o6HoBNEHWIA LSDB, npn KOTOPbIX anroputm
number number: (1- SPF ocTaHaB/NMBaeTCA M NepesanycKaeTcs.
4294967295)/
no spf threshold updates-re- 4294967295 YCTaHOBWUTb 3Ha4YeHWE N0 YMOAYAHUIO.
start
spf threshold updates-start Konunuectso obHoBneHult LSDB, HeobxogmMmoe gns HemeaeH-
number number: (1- Horo 3anycka anaroputma SPF (spf interval maximum-wait npwm
4294967295)/ 3TOM UTHOpWpyeTcs).
no spf threshold updates- 4294967295 YCTaHOBUTb 3Ha4YEHWE NO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumm Address-Family:

console (router—-isis-af) #
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Tabnuua 337 — KomaHap! pexkxnuma KoHopurypaumnm Address-Family

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspewunTb MMNopT connected mapLpyToB:

- level — ypoBeHb IS-IS, B KOTOpbIN ByaeT BbINOAHATLCA Nepe-
pacnpefeneHne MapLupyTos;

- type — yCTaHOBWUTb UMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PUIKK;

- metric — 3HaYeHMEe METPUKMN 419 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeTt ucnonb-
30BaH 1A GUAbTPALUKN UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PVKW, BCE 3HAYEHUA MeTpUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpelaet umnopt connected mapLipyToB
B IS-IS. B cnyyae yKkasaHuA nmapameTpa BO3BpalLaeT ero ae-
$onTHOe 3HaYeHue.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

PaspelwmnTbs UMNOPT CTaTUYECKUX MapLUpyTos B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbINOAHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTaHOBWUTb MMMOPTUPYEMbIM MapLUpyTam TUM MeT-
PVIKK;

- metric — 3HaYeHME METPUKMN A1 UMMNOPTUPYEMbIX MApPLLPY-
TOB;

- name — umsa cTaHgapTHoro IP ACL, KoTopblit 6yaeTt ucnonb-
30BaH 1A GUAbTPALUKN MMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHbIN (Narrow) cTuab meT-
PWKK, BCE 3HAYEHUA MEeTPUKKM bonblie 63 BbyayT yKasaHbl B
TLV Kak 63.

be3 nmapameTpos 3anpeLiaeT MMMNOPT CTAaTUYECKUX MapLUpy-
TOB B IS-IS. B cnyyae ykasaHuMA napameTpa BO3BpaLLAeT ero
nedonTHoe 3HaveHwue.

redistribute rip [level /evel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewuntb umnopt mapwpytos 13 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIi ByaeT BbINONHATLCA Nepe-
pacnpezeneHve MapLipyToB;

- type — YCTaHOBWUTb MMMOPTUPYEMbIM MapLUPyTam TUM MeT-
PVKK;

- metric — 3HaYeHMEe METPUKMN A7 UMMNOPTUPYEMbIX MAPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeT ucnosb-
30BaH 414 GUAbTPALUKN UMNOPTUPYEMBIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) cTuab meT-
PWKW, BCE 3HAYEHUA MeTPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTtpos 3anpeLlaet umnopTt mapwpyTos 13 RIP B IS-
IS. B cnyyae ykasaHuA nmapameTpa Bo3BpallaeT ero AeponT-
Hoe 3HauyeHue.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);

type: (internal, exter-
nal);

metric: (1-16777215);

name: (1-32) cumBona

Paspewunts umnopt mapwpytos 13 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIV ByAeT BbIMONHATLCA Nepe-
pacnpezeneHne MapLupyTos;

- type — YyCTAaHOBUTb UMMOPTUPYEMbBIM MapLUPyTam TUMN MeT-
PVKK;

- metric — 3HaYeHME METPUKMN A1 UMMNOPTUPYEMBIX MApPLLPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit bygeT ucnonb-
30BaH 1A GUAbTPALUN UMNOPTUPYEMBIX MapLIPYTOB.

Ecnv rnobanbHo BKAKOYEH CTaHAAPTHBIN (Narrow) CTuab meT-
PWKW, BCE 3HAYEHUA MeTPUKKM bonble 63 ByayT yKasaHbl B
TLV Kak 63.
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no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

be3 napameTpoB 3anpeLLaeT UMNopPT MappyTos 13 BGP B IS-
IS. B cnyyae yKasaHusA napameTpa Bo3BpallaeT ero aedont-
HOe 3HayeHue.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match]
[metric metric] [filter-list
name]

Id: (1-65536)
level: (level-1, level-2);
type: (internal,
external);
match:(internal,
external-1, external-2);
metric: (1-16777215);
name: (1-32) cumBona

Paszpewmntb umnopT mapwpyTtos 13 OSPF B IS-IS.

- id —npgeHTMdUKaTop npouecca OSPF;

- level — ypoBeHb IS-IS, B KOTOpbIN ByaeT BbINOAHATLCA Nepe-
pacnpezeneHve MapLipyToB;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLUpyTam TUN MeT-
pUKK;

- match — Tvn mapwpyTta OSPF, noanexawmit umnopTy.

- metric — 3HaYeHMe METPUKM AN UMNOPTUPYEMbIX MapLIPY-
TOB;

- name — ums cTaHgapTHoro IP ACL, KoTopblit 6ygeTt ucnonb-
30BaH 414 GUAbTPALUKM UMNOPTUPYEMbIX MapLIPYTOB.

Ecnv rnobanbHO BKAKOYEH CTaHAAPTHBIN (Narrow) CTuab meT-
PUKM, BCE 3HAYEHUs METPUKM bonblie 63 ByayT yKasaHbl B
TLV Kak 63.

be3 napameTpos 3anpelwaet umnopt mapwpyTtos u3 OSPF B
IS-IS. B cnyyae yKasaHWsA napameTpa Bo3BpalaeT ero aedonTt-
HOe 3HauyeHue.

KomaHObI pexcuma KoHguaypauuu uHmepaetlica Ethernet, VLAN:

BuAa 3anpoca KOMaHAHOWM CTPOKM:

console (config-if) #

Tabnnua 338 — KomaHabl perknuma KoHourypaumm nHtepdeiica Ethernet, VLAN

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip router isis

no ip router isis

-/BbIKNIOYEHO

BkatoyaeT npoTokon mapuwpyTtusaumm IS-IS Ha Tekywem wuHTep-
deiice.

BbikntoyaeT NPOTOKOA MaplipyTusaummn IS-IS Ha Tekylwem uHTep-
deiice.

isis authentication key word
[level]

no isis authentication key

word: (1..20) cumBonos;
level: (level-1, level-2)/
level-1-2

3apaTb KoY ayTeHTUMKauUK B BuAe TeKcTa. Ncrnonesyromes 0ns
aymeHmudgukayuu HELLO PDU. [aHHas Hacmpolka uz2Hopupy-
emcs, ecau 049 aymeHmuguKkayuu yKkasaH key-chain.

- word — K/1t04 8 meKcmoeom sude;

- level — ypoBeHb IS-IS.

Yaanaer KAy ayTeHTUdUKaumm.

isis authentication key en-
crypted encryptedword [level]

no isis authentication key

encryptedword: (1..128)
CMMBO/I0B;
level: (level-1, level-2)/
level-1-2

3apaeT K4 ayTeHTUdUKauMKM B 3awmndpoBaHHOM Buae (Hanpu-
Mep, Naposib B 3alWMPPOBAHHOM BUAE, CKOMUPOBAHHbIN C APYroro
ycTpoicTa). Mcnonb3ytotca ana ayteHTudukaumm HELLO PDU.
[laHHaA HacTpoiKa UrHopupyeTca, ecin Ana ayTeHTuduKaumm yka-
3aH key-chain.

- encryptedword — kntou B 3awndpoBaHHOM BUIE;

- level — ypoBeHb IS-IS.

Yaanaer KNy ayTeHTUbMKaumu.

isis authentication key-chain
word [level]

no isis authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-2)/
level-1-2

3a4aTb UMA CBA3KKM KAouer, KoTopasa byaeT MCnonb30oBaTbCA A/A
ayTeHTMdMKauum HELLO PDU.

- word — M8 CBA3KM KNtoyen;

- level — ypoBeHb IS-IS.

OTK/OYAET PEXMM UCMNO/b30BAHMUA CBA3KM KNloYel A ayTeHTUdU-
Kaumu.

isis authentication mode {text
| md5} [level]

no isis authentication mode

level: (level-1, level-
2)/level-1-2;
Mo yMONYaHMIO ayTEHTH-
duKauma oTKIOYEHa

BKkntouaeT ayteHTUPUKaumio B HELLO PDU Ha Tekylem nHTepdeiice
W onpegensaeT ee TUN:

- text — ayTeHTUPUKALUNA OTKPLITHIM TEKCTOM;

- md5 — ayteHTUdUKayma MD5;

- level — ypoBeHb IS-IS.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.
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isis circuit-type {level-1 | level-
2-only | level-1-2}

no isis circuit-type

-/level-1-2

YKa3blBaeT, cOCeACTBA KaKOro YPOBHA MOXHO ¢$OpMMpPOBaThb Ha
AaHHOM nHTepdeiice.

YcTaHaBAMBAET 3HAYeHUeE No YMO4YaHUIO.

isis metric metric [/evel]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YcTaHaBAMBAET METPUKY A/1A faHHOro uHTepdeica.

- metric — 3HaYeHNe MeTpUKNU. Ecam rnobanbHO BKAKOYEH CTaHAAPT-
HbI (Narrow) cTUAb METPUKM, BCE 3HAYEHUs METPUKK bonblue 63
6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, ans KoToporo byaeT NPUMEHATLCA MeTPUKa.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

isis passive-interface

no isis passive-interface

-/NaccUBHbIN peXum oT-
KNKOYEH

MNepeBoanT MHTepdENC B NACCUBHBIN pexXnm. B sTom pexnme mH-
Tepdelic He oTnpaBaseT U He NpuHuMmaeT HELLO PDU.

YcTaHaBAMBaeT 3HaYeHWe No YMOAYAHUIO.

isis network point-to-point

no isis network point-to-point

-/broadcast

YcTaHaBAMBaeT TUN MHTepdeiica point-to-point.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

isis hello-padding value

no isis hello-padding

value: (disable, enable,
adaptive)/enable

YcTaHaBAMBaeT pexxum paboTbl naganHra hello-coobuieHui.
- disable — oTKAOUMTB NagAMHE BO BCex coobuieHuax hello;

- enable — BKNOUYNTb NagaMHT BO Bcex coobuieHusx hello;

- adaptive — BKNOYUTb NAAAMHT A0 YCTAHOBNEHMA COCEACTBa.

YcTaHaBAMBaEeT 3HAYeHue no YMO4YaHUIO.

isis pdu-buff-size size

no isis pdu-buff-size

size (512-9000)/
1500 6ant

YcTaHaBAMBaeT MakCMManbHbll pasmep PDU, oTnpaBasembix U no-
NlydaembIx Ha 3Tom uHTepdelice. 3HaveHne pdu-buff-size ponxkHo
6bITb 60/bLUE 3HAYeHUA isp-buff-size.

YcTaHaBAMBaeT 3HaYeHWe No YMOIYAHUIO.

isis bfd

no isis bfd

-/BbIK/IIOYEHO

BKkntouaeT npoTokon BFD Ha uHTepdeiice ana coceaeli no npoTo-
kony IS-IS.

BbikntoyaeT npoTtokon BFD Ha uHTepdeiice gns coceaeit no npoTo-
Kony IS-IS.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Loopback

BuAa 3anpoca KOMaHAHOM CTPOKMU:

console (config-if) #

Tabanua 339 — KomaHabl pexnma KoHdpurypaumm nHtepdelica Loopback

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip router isis

no ip router isis

-/BbIKNIOYEHO

BKAOUMTL NPOTOKON MaplpyTusaunum IS-IS Ha Tekywem mHTep-
deiice.

BbIKNOYMTbL NPOTOKON MapLupyTU3aLum IS-IS Ha Tekywem nHTep-
deiice.

isis circuit-type {level-1 | level-
2-only |level-1-2}

no isis circuit-type

-/level-1-2

YKasaTb, COCeACTBa KaKoro ypoBHA MOXHO GpOpmMpoBaTb Ha
AaHHOM nHTepdeiice.

YcTaHaBAMBaeT 3HaYeHWe No YMOJYAHUIO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-2)/
level-1-2

YCTaHOBWUTb METPUKY ANA AaHHOTO MHTepdeica.

- metric — 3HayeHne MeTpukn. Ecam rnobanbHO BKAOYEH CTaH-
4apTHbIA (narrow) CTUAb METPUKM, BCE 3HAYEHMSA METPUKMU
6onbue 63 6yayT yKasaHbl B TLV KaK 63;

- level — ypoBeHb IS-IS, pns KoToporo 6yfeT NpMMeHATbLCA MeT-
puKa.

YCTaHOBUTb 3HAYeHue no YMO4YaHUIO.

isis passive-interface

no isis passive-interface

-/NaccuBHbIN peskum
OTK/IlOYeH

MepeBecTn MHTepdec B NACCUBHbLIA pexkum. B aTom pexume
MHTepdeic He OTNPaBAAET U He NpuHMmaeT HELLO PDU.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHWIO.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW CTPOKM UMEET BUA,:

console#
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Tabnunua 340 — KomaHabl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

show isis database [level]
[detail] [Isp-id Isp-id]

level: (level-1, level-2);
Isp-id: 20 cumBonos

OTo6pasunTb 6asy AaHHbIX TONOMOMMK NpoToKoAa IS-IS.

- level — yKka3sbiBaeT ypoBeHb NpoToKoAa IS-1S, 6a3y AaHHbIX KOTO-
poro Heob6xoaMmo 0To6pasunTh;

- detail — oTobpakeHne nogpobHon nHpopmaumm o TLV;

- Isp-id — oTo6parkeHne nHGopmaumm no BbibpaHHo! LSP PDU.

show isis hostname

OTo6pasunTb M3BecTHble cooTBeTcTBMA SystemID n Hostname.

show isis interfaces
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /oopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pasnTb MHPopMaLmio 06 nHTepdeicax, yyacTaytoLmx B 1S-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet
twe_port |
hundredgigabitethernet
hu_port |
fourhundredgigabitethernet
fo_port | port-channel group |
loopback /oopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port: (1..8/0/1..120);
hu_port: (1..8/0/1..32);
fo_port: (1..8/0/1..32);
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pa3nTb MHGOPMALMIO O coceasnX.
- detail — ncnonb3oBaHuWe faHHOroO NapameTpa No3BoAAET OTObpa-
3UTb AeTasbHY0 MHGOPMaLMIO O coceanx.

clear isis

C6pocuTb BCe COCEACTBA M OYUCTUTL TabANLLY MapLipyTUsaumm IS-IS.

5.34.6 Hacmpoliika Route-Map

MpumeHeHWe route-map No3BoaAeT U3MEHATb aTPMOYTbl Y aHOHCUPYEMBIX M NPUHUMAEMbIX MapLL-
pyToB BGP, a Takke usmeHaTb next-hop ana maplpytmsmpyemoro Tpaduka.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHduUrypaumm:

console (confiqg) #

Tabnunua 341 — KomaHabl pexkuma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

system router resources
policy-ip-routes [number of
IPv4 policy routes]
policy-ipv6-routes

[number of IPv6 policy
routes]

no system router resources

number of IPv4 policy
routes: (0..32)/0;

number of IPv6 policy
routes: (0..32)/0

BblgennTb pecypcbl MapLpyTU3aLmmn Ans nsmeHeHus next-hop y
TPaH3UTHOrO MapLUpPyTU3NPYEeMOro TpadmKa.
KomaHaa npvmeHseTca nocse nepesarpyskiu.
B Tekyuwieii Bepcun MO nogpep:kaHa pabora TONbKO
V IPv4 policy routes.

YCTaHOBWTb 3HaYeHMe N0 YMOHYAHWIO.
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HELTEX

route-map name
[section_id ] [ permit |
deny]

no route-map name
[section_id ] [ permit |
deny ]

name: (1..64) cumBona;
section_id:
(1..4294967295)

Co3aaTb 3anucb route-map.
MNepeBoANT KOMaHAHYIO CTPOKY B PEXKMUM KOHOUTYPUPOBAHUSA
route-map.
- name — Ha3BaHMe route-map;
- section_id — Homep 3anucu B 3Toi route-map;
- permit — npUMeHUTb Set KOMaHAbl K MapLIpyTam;
- deny — oT6pOCUTL MapLWpPYTbI.
MakcumanbHoe Konuuyectso route-map = 32
V (BkNOUanA cekummn ogHoro route-map).

Ypanuts route-map.
- name — Ha3BaHuWe route-map;
- section_id — ypanset 3anucb ¢ Homepom section_id.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepdgelica 2pynnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B peuMme KoHourypauum wuHTepdelicoe Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabanua 342 — KomaHapl pexkmma KoHourypaumm nntepdeliica Ethernet, VLAN, nHtepdeiica rpynnbl nop-

TOB

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip policy route-map name

no ip policy route-map name

name: (1..64) cumBona

Mp1MMeHnTb route-map ¢ MMeHem hame ANA 334aHHOro UHTep-
deiica.

Ypanutb route-map ¢ nHTepdeica.

KomaHObI pexcuma KoHguaypauuu cekyuu route-map

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexnume KOHPUrypaLmm cekummn route-map:

console (config-route-map) #

Tabanua 343 — KomaHAabl pexknma KoHPUrypaLmm cekumm route-map

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

continue section_id [and]

no continue

section_id:
(1..4294967295).

3asaTb HOMep cneaytouleit cekuum route-map, Kotopas byaet
NPUMEHEHa K MapLUpyTam, Noc/ie NPUMEHEeHMUs TeKyLLeN.
- section_id — Homep 3anucK B 3ToM route-map;
- and — yKkasbiBaeT, 4To match yctaHoBKM B 3TOW route-map
LO/MKHbI 6bITb NorMyeckn obveguHerbl (AND) ¢ match ycTaHoB-
KamMu B route-map, 0603HayeHHbIX NapameTpom section_id.
Co3paHme uenoyek route-map (6e3 napametpa and)
V BO3MOXXHO, €C/IM TUN route-map BbICTaBAEH B permit.
Ecnv npu co3gaHum LEenovyku npumeHaeTca napameTp
V and, To Bce set YCTaHOBKU A0/IKHbI HAXOAUTLCA B NO-
cnepHei CeKLMU 3TOM LLEMOYUYKMN.

CHpOCUTb YCTaHOBKY.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 403
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32




HELTEX

match ip [address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (1..64) cumBona

3agaTtb cooTBetcTBue prefix-list u agpeca mappyTa.

- address — cooTBeTcTBMe prefix-list v ip-agpeca mapwpyTa;

- next-hop — cootBeTcTBume prefix-list u next-hop ip-agpeca mapLu-

pyTa;

- route-source — cooTtseTcTBue prefix-list u ip-agpeca nctouHmka

MapLpyTa;

- name — Ha3BaHue route-map;
Y1o6bl He OT6paAcbIBAINCh OCTa/ibHble MapLUPYTbl, He

V yKa3aHHble B prefix-list, Heo6xogumo co3gatb nycroii
route-map M NpmMBA3aTb €ro K TeKywemy yepes con-
tinue.

C6pocuTb COOTBETCTBME.

match local-preference
value

no match local-preference

value: (1..4294967295).

3afaTb cooTBETCTBME MapLupyTa ¢ atpubyTtom local-preference.

Cbpocutb COOTBETCTBUE.

match metric value

no match metric

value: (1..4294967295).

3afaTb COOTBETCTBME MapLUpyTa C aTpMbyTOM metric.

Cbpocutb COOTBETCTBUE.

match origin [igp |egp |
incomplete]

no match origin

3afaTb COOTBETCTBME MapLLpyTa C aTpubyTom origin.

- igp — MapLupyT 6bI1 NOAYYEH U3 MPOTOKOA BHYTPEHHEN MapLu-
pyTu3auuu (Hanpumep, KomaHgou network);

- egp — MapLupyT 6b1/1 BblyyeH no npoTtokony EGP;

- incomplete — mapLwpyT 6b11 BblyYeH KaKMM-TO MHbIM 06pa3om
(Hanpumep, komaHaoi redistribute).

Cbpocutb COOTBETCTBUE.

match tag value

no match tag

value: (0-4294967295)

3afaTb COOTBETCTBME MapLLpyTa C aTpMbyTOM tag.

C6pocuTb COOTBETCTBUE.

match {community |
extcommunity} name
[exact-match]

no match {community |
extcommunity}

3afaTb COOTBETCTBME, MPU KOTOPOM cCOmmMunity U3 cnMcKa ¢ ume-
HEeM name JOMXKHbI COAEPNKATLCA B cOmmunity mapLpyTa.
exact-match — TpebyeT TouHOro coBnageHumsa Bcex community us
crnucKa ¢ community mapLupyTa.

C6pocuTb cooTBETCTBUE.

match as-number reg_exp

no match as-number

reg_exp: (1..127) cumBona

3a/aTb COOTBETCTBME MYTW MaPLLPYTa U PETYNAPHOTO BbIPAXKEHMA
reg_exp.

C6pocuTb COOTBETCTBME.

match as-path-filter name

no match as-path-filter

reg_exp: (1..127) cumBona

3afaTb COOTBETCTBME MYTW MaPLLPYTaA U PETYNAPHOTO BbIPAXKEHMUA
as-path 13 cnucka c umeHem name.

C6pocuTb cooTBETCTBUE.

set community {add |
replace | remove}
{graceful-shutdown |
internet | local-as |
no-advertise | no-export |
number}

no set community

number: ASN2:NN

add — f,06aBMTb K MapLpyTy community;

replace — yoanuTb Bce community U3 maplupyTta 1 o06aBuUTb yKa-
3aHHOe;

remove — yAanuTb U3 MapLUpyTa YyKasaHHOe community.

CbpocuTb aeiicTemne set community.

set community-list { add |
remove } name

no set community-list {
add | remove }

name: (1..64) cumBona

add — 0,06aBUTb K MapLIpyTy community;
remove — yAaauTb U3 MapLIpyTa Bce community, cogepskatimecs
B CMUCKE C UMEHeM name.

CbpocuTb geicrteme set community-list.

set community-list remove
all

no set community-list
remove all

YpanuTb U3 maplupyTa Bce community.

C6pocuTb AeiicTBue, yaansaiolee U3 MapLipyTa Bce community.

set evpn gateway-ip
ip_add

no set evpn gateway-ip

-/0.0.0.0

YcTaHOBUTbL 3HauyeHue aTpmbyTta IPv4 gateway address B EVPN
MapwpyTax Tuna 5.
- ip-add — IPv4-agpec wnto3a.

CbpocuTb ycTaHOBKY aTpubyTa gateway IP B EVPN-mapwpyTax
TMnNa 5.
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HELTEX

set extcommunity {add |
replace | remove}
sub-type {rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

add — 0,06aBUTb K MapLUPYTy pacliMpeHHoe community;

replace — yaanuTb Bce pacluMpeHHble community U3 mapLipyTa u
£06aBUTb YKa3aHHOE;

remove — yAanuTb M3 MapLUpyTa YKasaHHOe community.

set extcommunity {add |
replace | remove}
sub-type color value

value: (0..4294967295)

add — 0,06aBUTb K MapLUPYTy pacliMpeHHOe community;

replace — y4anuTb BCe pacluMpeHHble community U3 mapLipyTa u
006aBUTb YKa3aHHOE;

remove — yAanuTb M3 MapLUpyTa YKasaHHOe community.

set extcommunity {add |
replace | remove} word

word: (1..127)

add — 006aBUTb K MapLUpYTy pacliMpeHHoe community;

replace — yaannTb Bce pacliMpeHHble community M3 MapLipyTa u
006aBUTb YKa3aHHOE;

remove — y4aAuTb U3 MapLUpyTa yKaszaHHoe (Mau BCe nonagato-
Wue Nog, perynspHoe BbipaxkeHne) community. [lna gaHHol one-
paLMM MOXHO MCMOb30BaTb B KayecTse napameTpa word pery-
NAAPHOE BblpayKeHue;

word: — uma community B HEX-popmare.

no set extcommunity

CbpocuTb peicreume set extcommunity.

set extcommunity-list
{add | remove} name

no set extcommunity-list
{add | remove}

name: (1..32) cumBona

add — go6aBuTb K MapLIPyTy BCe paclUMpeHHble community u3
CMMCKa C MMeHeM hame;

remove — yAannTb U3 MapLIpyTa BCe pacliMpeHHble community,
cofiepsKalumecs B CMCKe C MMeHem hame.

Cbpocutb geicreme set extcommunity add naum remove.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[Oo6aBuTb K MappyTy aTpubyTt AS_PATHLIMIT.

Hynesoe 3HaueHwe orpaHW4MBaeT aHOHCUPOBAHWE JIOKASIbHO
CreHepupoBaHHbIX MapLIPyTOB, TONbKO Mexay iBGP coceaamu
(He ByayT BUAHbI AN eBGP).

3HayeHue b6onblue 0 o3HavaeT, yto ecam AS_PATH aTpubyT numeet
6onblie AS-HomepoBs, yem 3HaveHne AS_PATHLIMIT, To Hy»KHO
ero otTbpocuTb Npu Bbixoae B €eBGP.

C6pocuTb path-limit.

set as-path prepend

as_number: (1-

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS Homepa.

as_number
4294967295)
no set as-path prepend C6pocutb gobasneHue Kk AS-Path.
set as-path prepend local- [06aBuTb K aTpnbyTy AS-Path value Homepos Local AS (Ha Bbixog,
as value eBGP-cocepy).
value: (0-10) AY)

no set as-path prepend lo-
cal-as

Cbpocutb fobasneHue K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127) cum-
Bosa

Yaanutb 13 atpnbyTa AS-Path ykasaHHyto AS.

CbpocuTb yaaneHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpmbyT mapLupyTa.
- ip_address — IP-agpec next-hop.

CbpocuTb ycTaHOBKY aTpmnbyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBUTL 3HaYeHue aTpubyTa local-preference.

CbpocuTtb ycTaHOBKY aTpmbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBUTb 3HaYeHue aTpubyTa metric.

CHpocuTb yCTaHOBKY aTpubyTa metric.

set next-hop-peer

no set next-hop-peer

ATpUBYT He ycTaHOBNEH

YcTaHOBWUTb 3HaYeHWe aTpubyTa next-hop, Kak agpec coceaa.

CbpocuTb ycTaHOBKY aTpmbyTa.

set next-hop-unchanged

no set next-hop-
unchanged

CoxpaHsaATb BGP aTpubyT next hop npu nepegaye mapwpyta eBGP
cocepny.

CbpocuTb coxpaHeHue aTpubyTa next hop npu nepepaye mapui-
pyTa eBGP coceay.

set origin [igp |egp | in-
complete]

no set origin

YcTaHOBWTL 3HaYeHue aTpunbyTa origin.

- igp — MapwpyT 661N NOMYYEH M3 MPOTOKOIA BHYTPEHHEN mapLu-
pyTmsaumu (Hanpumep, KomaHaoi network);

- egp — MapLpyT 6bin BblyyeH no npoTtokony EGP;

- incomplete — mapLwpyT 6bI1 Bbly4eH KaKMM-TO MHbIM 0b6pasom
(Hanpumep, kKomaHaoli redistribute).

CbpocuTb ycTaHOBKY aTpmbyTa origin.
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HELTEX

set tag value
no set tag

value: (0-4294967295)

YCTaHOBWTb 3HaueHue aTpubyTa tag.

CbpocuTb ycTaHOBKY aTpubyTa tag.

set weight value
no set weight

value: (1-4294967295)

YcTaHOBWTb 3Ha4eHWe aTpnbyTa weight.

C6bpocuTb ycTaHOBKY aTpubyTa weight.

KomaHOb1 pexcuma Privileged EXEC

Bce komaHabl OOCTYyNnHbI ANA NPUBUNETNPOBAHHOIO NOJ1b30BaTeNA.

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnunua 344 — KomaHabl perkuma Privileged EXEC

3HavyeHue/3HavyeHue "
KomaHoa / Aelicmeue
0 yMoA4YaHuio
show route-map [name] name: (1..64) MpocmoTp MHPOPMALLMKM O CO3AaHHbIX route-map.
cMMBONA - name — umsa route-map.

5.34.7 Hacmpolika Prefix-List

Prefix-nucTbl no3s80s1A10T GUALTPOBATL MPUHUMAEMbIE U aHOHCUPYEMbIE MapPLLPYTbI MPOTOKOJ/IOB AMHA-

MWYECKOM MapLUpyTM3aLMN.

KomaHObI pexcuma 2a06anab6Hol KOHguU2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #

Tabnunua 345 — KomaHabl perknma rnobanbHoM KoOHGUrypaumm

3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHoa

Aelicmeue

ip prefix-list name [seq
seq_value] [description
text] {deny | permit}
ip_address [mask] [ge

ge_value] [le le_value]
name: (1..64);

seq_value: (1..
4294967294);
text: (1..80) cumBona;
ge_value: (1..32);
le_value: (1..32)

no ip prefix-list name [seq
seq_value]

Cosparb Prefix-list.
- name — umsa cosgasaemoro prefix-nucra;
- seq_value — Homep 3anuncu B CNncke NpeduKCos;
- text — onucaHme cnucka NnpepuKcos;
- deny — 3anpewatouiee aencteme 414 MapLupyTa;
- permit — paspeluatouiee AeiCTBUE SN MapLUPYTa;
- ge_value — cooTBetcTBMe AanHe npeduKca, paBHOW MK
bosblwen, Yem HacTpoeHHan A/MHa npedurKca;
- le_value — cooTtBeTcTBME ANvHe nNpeduKca, KOTopas paBHa
WM MeHbLLE HAaCTPOEHHOM A/InHbI NpeduKca.
Ecnm He HalwNOCb HU OAHOTrO COOTBETCTBUA, TO byaeT
V npumeHeHa HesIBHaA NOJIMTUKA NO ymonyaHuio deny
any.

Ypanutb cosgaHHbli Prefix-List.

KomaHOwbi pexcuma Privileged EXEC

Bce KomaHAap! AOCTynHbl ANA NPpUBUNETMPOBAHHOIO NOJ1b30BAaTENA.

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#
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HELTEX

Tabnunua 346 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4YaHuro

KomaHoa

Aelicmeue

show ip prefix-list [name] name: (1..64) cumsona

MpocmoTp nHbopmaumm o co3gaHHbix prefix-list.
- name — uma prefix-list.

5.34.8 Hacmpolika ceasKku knroveli

CBsizKa K/toueit nossonser c034aTb Ha60p

naponen (Knwouen) c nocnegyowein BO3MOXKHOCTbIO

HaCTpOﬁKM BpeEMEHU AEﬁCTBMH Ka*X40ro naponAa. Co3paHHble naposin MOTyT UCNOJ1Ib30BATbLCA MPOTOKO/IaMU

RIP, OSPF, IS-IS ana ayTeHTUPMKaUUK.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknme riobasibHOM KoHbUrypaumm:

console (config) #

Tabnunua 347 — KomaHabl perkuma rnobanbHoM KoHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

key chain word

word: (1..32) cumsona/-

no key chain word

Co3faeT CBA3KY KNtoYen ¢ umeHem word 1 BXOAUT B PEXKUM KOHOU-
rypaLumn CBA3KK KatoYe.

YansaeT cBA3Ky Kaoyei ¢ umeHem word.

KomaHObI pexcuma KoHgu2ypayuu cesa3Ku Kawoyel

Bug, 3anpoca KOMaHAHOW CTPOKM B peXXUMeE KOHPUIypaLmm CBA3KK KAtoUen:

console (config-keychain) #

Tabnunua 348 — KomaHabl pexkmma KoHOUTypaLmm CBA3KK Katoven

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
key key_id Co3paeT Kntou ¢ naeHTuduKaTtopom key_id 1 BXOOUT B PEKUM KOH-
key_id: (1..255)/- durypauum Knrova.
no key key_id Ypansaet knwou ¢ naeHtudukaTopom key_id.

KomaHObI pexcuma KoHgu2ypayuu Kar4ad

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme KOHdUrypaLmm Katoua:

console (config-keychain-key) #

,ﬂ,aHHbe/‘I pPeXnmM 0O0CTYNEH U3 PEXMMA KOH¢Vll'ypaLl,VIM CBA3KM KAtOYel U npegHasHadYeH gnAa 3agaHuAa

CamMoro K/ito4a 1 ero napameTpos.

Tabnnua 349 — KomaHabl pexkMuma KoHbUrypauum Katoua

3HayeHue/3Ha4yeHue
no ymoa4aHuro

KomaHoa

Aeilicmeue

key-string word

3agaeT 3HaYeHume Kava.
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HELTEX

no key-string
word: (1..16) cumsonos/-

YpanaeT 3HayeHune Kawova.

encrypted key-string
encryptedword
encryptedword/-

no encrypted key-string

3afaeT 3HaueHMe KtoYa B 3awndpoBaHHOM BUIE.

- encryptedword — 3alwndpoBaHHbIi Napoab (Hanpumep, Na-
posb B 3awWNdpoBaHHOM BUAE, CKOMMPOBAHHbLIN C APYroro
yCTpoWcTBa).

Yaanaet 3Ha4deHume Katoua.

accept-lifetime
time_to_start
{time_to_stop [ duration |
infinite}

-/Bcerga pencreuteneH

no accept-lifetime

3a43aeT BpeMsA KU3HWU KNkoYa, B TEYEHWE KOTOPOro Koy 6y-
OET AeNCTBUTENIeH A1 CBEPKM C KOYOM B MPUHMMAEMBbIX CO-
obuweHunnax.

- time_to_start —Bpema 1 aaTa Havyana AencTBMUA KNtova. 3a-
paetca B popmate hh:mm:ss month day year;

- time_to_stop — Bpemsa W AaTa NpeKpalleHus AencTBus
Kntoya. 3agetca B popmate hh:mm:ss month day year;

- duration — 3afaeT NPOAOKUTENBHOCTb AEUCTBUA KtOYa B
CeKyHaax;

- infinite — ycTaHaBNMBaeT HecKoHeYHoe Bpema AEeNCTBUSA
KAtoya.

YaanuTb BpemMaA XKU3HU KAtoYa.

send-lifetime
time_to_start
{time_to_stop [duration |
infinite}

-/BCerna pencrauteneH

no send-lifetime

3a4aeT BPeMSA KU3HWU KKoYa, B TEUEHWE KOTOPOro KoY 6y-
LET AelcTBUTENEH A5 OTNPABKU COOBLLEHMIA.

- time_to_start —Bpemsa 1 AaTa Hayana AencTBMUA KNtova. 3a-
paetca B popmate hh:mm:ss month day year.

- time_to_stop — Bpems W pata NpeKkpaleHus AencTBus
Kntoya. 3agetca B opmate hh:mm:ss month day year.

- duration — 3apaeT NPOAOIKUTENBHOCTb AENUCTBUA KNKOYa B
CEeKyHaax.

- infinite — yctaHaBnMBaeT HeckoHeyHoe Bpema AEeNCTBUA
KAtoya.

YaanuTb BpemMaA XKU3HU KNtoya.

Y

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM MMeET BUA:
console#

Tabnuua 350 — KomaHab! pexxunma Privileged EXEC

Ecnn B KAaKOM-TO MOMEHT BpemeHu Cpa3y HEeCKOJIbKO Kalouen GYAYT ABNATLCA AEVICTBMTEHb-
HbiMMU, TO (I)aKTM‘-IECKM MUcnos1b3oBaTbCA GYAET K/1I0Y C HAMMEHbLUUM MAEHTMd)MKaTOpOM.

3HayeHue/3HayeHue
no yMmon4aHuwo

KomaHoa

Aeiicmeue

word: (1..32) cumsona/-

show key chain word

OTo6pakaeT MHPOPMALMIO O CBA3KE KItoYeit ¢ umeHem word.

[Mpumepbl 8bINOAHEHUA KOMAHO

CospaTtb CBA3KY KAtoyel ¢ MmeHem namel n NoMecTuTb B Heé ABa Katoya. Ha knrove key 2 HaCTpoOuUTb
BDEMEHHOI‘;I MHTEpPBAaa, B TEHEHNE KOTOPOIO 3TOT K/IKOY MOXKET 6bITb MCNO/Ib30BaAH ANnAa CBEPKU C KZTIOYOM B

NMPUHATDBIX NaKeTax.

console
console
console
console
console
console

config) #key chain namel
config-keychain) #key 1

config-keychain-key) #exit
config-keychain) #key 2

—~ o~~~ o~ —~

config-keychain-key) #key-string testkeyl

config-keychain-key) #key-string testkey?2

console (config-keychain-key) #accept-lifetime 12:00:00 feb 20 2020

12:00:00 mar 20 2020
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HELTEX

Moka3aTb MHGOPMaLMIO O CO34aHHON CBA3KE KtoYe:

console# show key chain namel

Key-chain namel:
key 1 -- text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwpbmWCy69nLuQk=""
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
key 2 -- text (Encrypted) "G7sTS+v50GIJwHBL6UXZYyWVPzbgZ/6fI0F3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
send lifetime (always valid) - (always valid) [valid now]

5.34.9 bBanaHcupoeKka Hazpy3ku Equal-Cost Multi-Path (ECMP)

BbanaHcuMpoBKa Harpysku ECMP nossonseT nepenaBaTb NAaKeTbl OAHOMY NOJIyYaTENHO NO HECKO/b-
KMM «Ty4lMM mapLlupyTamy». JaHHbll GyHKUMOHAN NpegHasHavyeH ANs pacnpeaeneHmsa Harpysku u on-
TUMM3aLMKN NPONYCKHOM cnocobHocTU ceTn. ECMP morKeT paboTaTb Kak CO CTaTUYECKMMM MapLUpyTamu,
TaK 1 C NPOTOKO/IAMMN AMHAMMNYECKO MapPLLPYTU3aUMM.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Buna 3anpoca KOMaHAHOW CTPOKM B pexxume rnobasibHol KoHdUrypaumm:
console (config) #

Tabanua 351 — KomaHab! perknma rnobanbHo KoHGUrypaumm

3Ha4yeHue/3HayeHue .
KomaHda Aelicmeue
o yMOAYAHUIO
ip maximum-paths maxi- 3a4aTb MAKCMMaJIbHOE KOJIMYECTBO MyTel, KOTopbie MOryT
mum_paths . 6bITb ycTaHOBNEHDI B FIB ans KaXKAoro mapLipyTa.
maximum_paths: o

1.64)/1 Hactpoiika BCTynuT B CUAY TONbKO NOC/ie COXpaHe-

(1. \ / HUA KOHUrypauum 1 nepesarpysKku ycTpoiicraa.
no ip maximum-paths YCTaHOBUTb 3HAYEHME MO YMOJIYaHUIO.

5.34.10 Hacmpolika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npeaHasHayeH AnA pe3epBMPOBAHMA MapLLUPYTU3ATOPOB, BbIMOJHAIOWMX POb
LU/1t03a MO YMOJIYAHUIO. ITO AoCTUraeTca NyTém obbeamHeHus IP-uHTepdencoB rpynnbl MapLLpyTU3aTOPOB
B OZAMH BMPTYasibHbIM, KOTOPbIN BYAET MCNONb30BATLCA KaK LUHO3 MO YMONYAHUIO 415 KOMMNbIOTEPOB B CETH.
Ha KaHanbHOM ypoBHe pesepsupyemble UHTepdencbl nmetoT MAC-agpec 00:00:5E:00:01:XX, rae XX —
Homep rpynnbl VRRP (VRID).

TonbKO 0A4MH M3 GUINYECKUX MAPLLIPYTU3ATOPOB MOKET BbINOAHATbL MapLUpyTU3aumio Tpaduka Ha
BMpTyanbHoMm IP-uHTepdeiice (VRRP master), ocTanbHble MapLLpyTU3aTOPbI B rpynne npegHasHayeHbl gns
pesepsupoBaHua (VRRP backup). Beibop VRRP master npoucxoauT B cootsetcteum ¢ RFC 5798. Ecau
TEKYWMIA master CTaHOBUTCA HeAOCTYMHbIM — BblOOp MoOBTOPseTcs. HauBbICWIMIA NPUOPUTET MMeEeT
MapLLpyTU3aTop € cobcTBEHHBIM IP-agpecom, COBNaAatoWMM C BUPTYasibHbIM. B ciiydae AOCTYNnHOCTU OH
Bcerga crtaHosutcA VRRP master. MakcumanbHoe KonmdectBo VRRP-npoueccos gna KommyTaTopos
MES2300-xx, MES3300-xx — 255, gna kommytatopos MES5312, MES5316A, MES5324A, MES5332A,
MES5400-24, MES5400-48, MES5410-48, MES5500-32 — 127.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 409
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HELTEX

KomaHObI pexcuma KoHgu2ypauyuu uHmepdgpelicos Ethernet, VLAN, uHmepgelica 2pynnsl nopmos

Bua 3anpoca KOMAHOHOM CTPOKM B pexume KoHourypauum uHtepdencos Ethernet, VLAN,

nHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 352 — KomaHapl pexkuma KoHourypaumm nntepdeliica Ethernet, VLAN, nHtepdeitca rpynnbl nop-

TOB

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

vrrp vrid description text

no vrrp vrid description

vrid: (1..255);
text: (1..160 cumBoi0B)

[JobaBneHne onncaHns Leam uam ncnonb3osaHus ana VRRP maplu-
pyT13aTopa ¢ naeHTMdUKaTOpOM vrid.

Ypanernune onucaHma VRRP-mapwpyTtmsaTopa.

vrrp vrid ip ip_address

no vrrp vrid ip [ip_address]

vrid: (1..255)

Onpegenerune IP-agpeca VRRP-mapwpyTtunsartopa

Yaanenwue IP-agpeca VRRP ¢ mapwpytmsatopa. Ecam B Kauectse na-
pameTpa He yKasaH IP-agpec, To yaanatca Bce IP-agpeca BupTyans-
HOro MapLupyTM3aTopa, BCNeAcTBME Yero yaaauTca U cam BUPTY-
a/IbHbIV MapLIpPyTM3aTOp Vrid Ha AAaHHOM YCTPOMCTBeE.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255);
Mo ymonyaxuio
BKJ/IIOYEHO

BktoyeHune pexkmma, npu Kotopom backup-mapwpyTtunsatop c 6o-
/iee BbICOKMM NpUopUTETOM ByAET NbITaTbCA NEPEXBATUTb Ha ceba
posib master y TekylLero master-mapLpytmsatopa c 6onee HU3KUM
npuopuTeTom.
MapLpyTnsaTtop, KOTOpblii ABAAETCA BAAAeNbLem
IP-agpeca maplpyTusatopa, 6yaer nepexsaTtbiBaTb Ha
V cebsa ponb master He3aBUCMMO OT HAaCTPOEK AaHHOW
KOMaHAbl.

BbIKntoueHWe pexmma, npu Kotopom backup-mapwpytusatop c 6o-
Nee BbICOKMM NpUopuUTeToM ByaeT NbiTaTbcA NepexsaTuTb Ha cebs
posib master y Tekywiero master-maplpytusatopa ¢ 60s1ee HU3KUM
NPUOPUTETOM.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254);
Mo ymonyanuto: 255
ana snagenoua IP-
agpeca, 100 ana

HasHayeHune npuoputeta VRRP-mapwpyTtusaTtopa.

YCcTaHOBKA 3HAY€HUA N0 YMOAYAHUIO.

OCTa/IbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoyeHne VRRP-NpoToKo1a Ha AaHHOM UHTepdeiice.
no vrrp vrid shutdown Mo ymonyaHuto: BkntoyeHne VRRP-npoToKona Ha JaHHOM UHTepdelice.
BbIK/tOYEH
vrrp vrid source-ip ip_address vrid: (1.255); OnpegeneHune peanbHoro VRRP-agpeca, KOTopblin 6yaeT Ucnosib3o-

no vrrp vrid source-ip

Mo ymonuanuio: 0.0.0.0

BaTbCA B KayecTse |IP-agpeca otnpasutens gna VRRP-coobuieHuit.

YCcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

vrrp vrid track object-id
[decrement
decrement_priority]

no vrrp vrid track

vrid: (1..255);
object-id: (1..64);
decrement: (1..253)

M3meHaeT npnoputet VRRP-mapLuipyTM3aTopa npu M3smeHeHumn co-
CTOAHWM TpeKa. Mpu nepexose TpeKa B cocToAHWe down npuopuTeT
VRRP-mapuipyT1M3aTopa NOHMXKAETCA Ha 3HayeHue decrement_pri-
ority unu Ha 10, ecnu 3HauyeHue decrement_priority He yKasaHo.

OTmeHsAeT nsmeHeHue npuoputetra VRRP-mapupytusaTopa.

vrrp vrid timers advertise
{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonyanumio: 1 cek

OnpegeneHve MHTepBaaa MeXxay aHOHCaMW master-mapLpyTtusa-
Topa. Ecnm uHTepBan 3agaH B MUANCEKYHAAX, TO MPOUCXOAUT
OKpyr/ieHne BHM3 A0 bankanwein cekyHabl gna VRRP Version 2 u
00 6AvKallmMxX coTbiX Aonen cekyHabl (10 munnucekyHa) pna
VRRP Version 3.

YcTaHOBKa 3HaYeHUA N0 YMOAYAHUIO.
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HELTEX

vrrp vrid version {2 | 3 | 2&3}

no vrrp vrid version

OnpegeneHve noaaepkmaemoit sepcun VRRP npoToKona.

-2 — nopnepxkunsaetca VRRPv2, onpepeneHHbin 8 RFC3768. Mony-
yaemble VRRPv3-coobuieHma oTbpacbiBaloTCA MapLLpPyTM3aTOPOM.
OTnpasnsatotca To1bko VRRPV2-aHOHChI;

-3 — nogaepkueaetca VRRPv3, onpeaeneHHbin B RFC5798, 6e3
coBmectumocTn c VRRPv2 (8.4, RFC5798). NMonyyaembie VRRPvV2-co-
obueHna oTbpacbiBaloTcA  MapupyTMsaTopom. OTnpasaaioTca
ToNbKO VRRPV3-aHOHCbI;

- 2&3 — noppepkmneaetca VRRPv3, onpeaeneHHbin B RFC5798 ¢ 06-
paTHoM coBmectumocTbio ¢ VRRPv2. Monyyaembie VRRPV2-co06-
weHna obpabaTtbiBatoTca  MapwpyTusatopom. OTnpasastoTca
VRRPv2- 1 VRRPv3-aHOHCbI.

YcTaHOBKa 3Ha4YeHuA no YMONYaHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum exclude

Mo ymon4yaHuio:
MCnonb3yeTca MeTos,
pacyeTa KOHTPO/IbHOM

BKNHOYMTL METOZ, pacyeTa KOHTPOIbHOM CyMmbl B 3arosioBke VRRP
6e3 yyeta ncesgo3aronosKka. RFC 3768.

YCTaHOBWUTb METOZA, PacyeTa KOHTPOIbHOM CYMMbI, ONpese/ieHHbl i

no vrrp vrid accept mode

pseudo-header CYMMbI C B RFC5798, no ymonyaHuto.
NnceBA03aro/I0BKOM
vrrp vrid accept mode [accept | YcTaHaBMBaEeT pexxunm paboTbl 06paboTKM NaKeToB, aApecoBaHHbIX
drop] Ha BUPTyanbHbIN agpec:
- accept — VRRP-mapwpyTtusaTop B coctoaHun Master byaet npu-
HUMaTb MaKeTbl, afpPecoBaHHble Ha BUPTYaNbHbIM aapec, Aaxe
-/drop; €C/IY OH He ABNAETCA BNaJeNbLEM 3TOrO afipeca;
vrid: (1..255) - drop — VRRP-mapLpyTm3aTop B cocToaHun Master byaeT otbpa-

CblBaTb NaKeTbl, agpecoBaHHbIE Ha BMpTyaﬂbeIVl ajgpec, ecan oH
He ABNAEeTCA B/laAe/ibLeM 3TOro agpeca.

YcTaHOBKa 3HAaY€HUA N0 YMOYAHUIO.

vrrp vrid authentication {text
word | md5 key-chain key |
md5 key-string { string |
encrypted md5-string }}

no vrrp vrid authentication

word: (1-8) cumBon0B;
key: (1-32) cumBonos;
string: (1-80) cumBonOB;
md5-string: (1-128) cum-
BOJIOB;
vrid: (1..255);
Mo ymonuaHuio:
ayTeHTUdUKauma
OTK/ItoYeHa

YcTaHaBAMBAET peXKMm ayTeHTudmKaumm ansa naketos VRRP:

- text — noacTaHoBKa B VRRP-nakeTbl napons gns ayteHTUduKaumm
B He WNdpPOBaHHOM BUE;

- md5 key-chain — noactaHoska 8 VRRP-nakeTbl naponsa ansa ayteH-
TMPUKaLMK B LUINGPOBAHHOM BMAE C MOMOLLLIO CKOHUIYpPUPOBaH-
HOTO K/toYa WndpoBaHus;

- key — CKOHOUTYPUPOBAHHbBIN KNtoY WKMdPOBAHUSA;

- md5 key-string — noactaHoska B VRRP-naKkeTbl napons Ana ayTeH-
TMdMKaumMmM B LULMGPOBAHHOM BUAE C MOMOLLLIO 3a4aHNA Napos;

- string — Naponb 3a43eTcA B OTKPLITOM BUAE (XpaHWUTCA B 3awnd-
poBaHHOM);

- md5-string — naponb 3agaeTcA B 3aWMPpoBaHHOM BUAe.

YCTaHOBKA 3HAYeHUA No YMO/T4aHUIO.

KomaHObi pexcuma Privileged EXEC

Bce KOmaHAb! AOCTYNHbI 4148 NPUBUIETMPOBAHHOIO NOJb30BaTeNA.

Bupa 3anpoca KOMaHAHOM CTPOKK perkmma Privileged EXEC:

console#

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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HELTEX

Tabnuua 353 — KomaHap! pexkuma Privileged EXEC

3HayeHue/3HayeHue .
KomaHoa Aelicmesue
o ymMmoAa4aHuro
show vrrp [all | brief | MpocmoTp KpaTKoW nau aetanbHol nHGOpMaL MM ANA BCEX UK
counters interface OfIHOrO HaCTPOEHHOro BUPTyanbHOro mappyTtusatopa VRRP.

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..48);
twe_port:
(1..8/0/1..120);

{gigabitethernet gi_port |
tengigabitethernet te_port |
twentyfivegigabitethernet

- all — npocmoTp MHGOpMaLMKM 0 BCeX BUPTYasIbHbIX MapLIpyTH-
3aTopax, BK/OYAA OTKAOYEHHDIE;
- brief — npocmoTp KpaTkolt MHGOPMaLMKM O BCeX BUPTYabHbIX

twe_port | MapLIpyTU3aTopax;
. hu_port: (1..8/0/1..32);
:En:;(reflglgabltethernet fo_port: (1..8/0/1.32); - counters - oTobpaxkaeT cueTunkun ans VRRP.

group: (1..128);

fourhundredgigabitethernet vian, id: (1..4094)

fo_port | port-channel group |
vlan vian_id}]

[pumepbl 8b1M0AHEHUS KOMAHO

HactpouTb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3osaTb 3TOT aZ4pec B KayecTse agpeca BMpTyanb-
HOro mapuwpyTmsaTopa. Bkatounte VRRP-npoToKon Ha uHtepdeiice VLAN.

console
console
console
console

config-vlan) # interface vlan 10
config-if)# ip address 10.10.10.1 /24
config-if)# vrrp 1 ip 10.10.10.1
config-if)# no vrrp 1 shutdown

— e~~~

MocmoTpeTb KoHpUrypaumto VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.34.11 Hacmpoiika npomokosna Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sonneT 6biCTPo 06HapyKUTb HEMCNPABHOCTU NNHKOB. BFD moxeT paboTaTb Kak
CO CTaTUYECKMMM MapLLpyTamMm, Tak 1 C NPOTOKOAaMN ANHAMUYECKo mapLipyTm3aummn RIP, OSPF, BGP.
B Tekywen Bepcum MO peannsosaHa paboTa ¢ npoTtokosamu IS-1S, OSPF, BGP.

AnnapaTtHbii BFD peanusoBaH TonbKo B VRF no ymonuaHuio. B octanbHbix VRF npumeHs-
e eTcA nporpammHbiii BFD.

’ ' AnnapatHbliit BFD He peanusosaH gna mogenen MES2300-xx/MES2310-xx/MES3300-xx.
e [OnA paHHbIX moaeneit npumeHseTca nporpammHblii BFD.

412 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32



A ELTEX

.‘

HauuHasa c Bepcum 6.6.12, sBkntoueHue annapatHoro BFD ucnonb3yer yactb pecypcos TCAM,
npumeHaembix ana o6pabotku offset-nnucros B pamkax ACL, UTo NPUBOAUT K YMEHbLUEHUIO

KOJIMYecTBa A0CTYMNHbIX K HacTpoiike UDB-komnapaTtopos. Mpu BKAOYEHUU pe3epBupyeTtca
06béMm, aKBUBaNeHTHbIN 5 UDB-Komnapartopam. Mpu Hannuum nauueHsumn EVPN, gononHu-
TenbHO pe3sepsupytotca ewé 4 UDB. [laHHas NorMKa COXpaHAETCA, B TOM YMucae, Npu MHULMU-
anun3auum ycTpoiicTBa nocie nepesarpysku.

Mpo UDB-KomnapaTtopbl U ux Koanyectso cm. NMpunoxkenue . PyHKUMOHAN KOMMYTATOPA,
ucnonb3yowmini TCAM u UDB.

KomaHOb! pexcuma 2n06aa6HoU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUTypaLmm:

console (config) #

Tabnvua 354 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

bfd neighbor ip_addr
[interval int ] [min-rx min]
[multiplier mult_num]

no bfd neighbor ip_addr

int: (150..1000)/150
min: (150..1000)/150
mult_num: (2..15)/3

YKa3aTb napameTpbl BFD-ceccuun gna BFD-coceaa.

- int — MUHUManNbHLIM UHTEpPBaN nepegayu Ana obHapyXKeHuA
own6KY;

- min — MWMHMMaNbHLIN MHTEpBan Npuéma AnAa obHapyKeHuA
OWKNBKY;

- mult_num — KonnyecTBo NOTEPAHHbIX MaKeToB A0 pa3pbiBa
ceccum.

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

KomaHOwb1 pexcuma Privileged EXEC

Bce KOMaHAbl AOCTYMNHbI A4 NPUBUNETMPOBAHHOTO NO/b30BaTENS.

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnuya 355 — KomaHgb! pexxkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

show ip bfd neighbors
[ip_addr] [detail]

[ vrfvrf_name | all ]

[ detail ]

MpocmoTp nHPopmauumn ob akTmBHbIX BFD-cocegsx.

5.34.12 TlNpomokon GRE

GRE (Generic Routing Encapsulation) — npoToKkon TyHHenMpoBaHWA ceTeBbiX NakeToB. Ero ocHoB-
HOe Ha3sHayeHMe — MHKaMNCyAsLuns NakeToB ceTeBoro ypoBHa ceteBo mogenn OSI B IP-nakeTbl. GRE moxeT
ncnonb3osBatbca Ana opraHmsaummn VPN Ha 3-m yposHe mogenun OSI. B kommyTaTopax MES peannsoBaHbl

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 413
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HELTEX

cTaTu4yeckune Heynpasnsiemble GRE-TYHHeAW, TO €CTb TYHHENN CO34a0TCA BPYUYHYH NyTeM KOHOUIYpPUpoBa-
HWS HA IOKA/IbHOM W yaaneHHoM y3niax. [lapameTpbl TYHHeNs AN KaxK40M U3 CTOPOH A0/IKHbI 6bITb B3au-
MOCOI1aCOBaHHbIMW UM MEPEHOCHMMbIE AaHHbIE He ByayT AeKancyMpoBaTbCA NapPTHEPOM.

’ ' DOna kommytatopos MES5410-48, MES5500-32, MES5700-32 pa6ota ¢yHKLMIA TYHHEAupo-

e BaHMA OrpaHMYeHa HaCTPOMKOM Npoduan nepepacnpeseneHna annapaTHbix pecypcos. Mpu

ucnonb3oBaHuu npoduna min-13-max-12 pabora pyHKLUMOHANA TYHHENIMPOBAHUA B TEKYLLLEN

sepcumn MO HeBo3MOXKHA. CMm. KomaHAy system forwarding resources mode B paspgene 5.5
KomaHgbl ynpaBieHUsa CUCTEMOA.

KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu

Bup, 3anpoca KOMaHAHOM CTPOKM B pexknme rnobanbHoi KoHUrypaumu:
console (config) #

Tabnnua 356 — KomaHab! pexkuma rnobanbHoM KoHdUrypaumm

3HaveHue/3HayeHue ”

KomaHoa / Aelicmeue
no ymon4aHuro

interface Tunnel tunnel_id tunnel_id: (1..16) Co3gaTtb MHTepdeinc TyHHenNs.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica myHHens

Buz 3anpoca KOMaHAHOM CTPOKM B peXnume KOHPUrypaunmn nHtepdeiica TyHHens:
console (config-tunnel) #

Tabnuua 357 — KomaHapl pexkuma KoHPUrypaumm nHtepderica TyHHens

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
Tunnel mode gre ip 3apatb TMn TyHHenAa GRE ¢ ucnonbsosaHuem IPv4.,
- -/BbIKNOYEHO
no Tunnel mode gre ip YpanuTb TyHHeNb.
Tunnel source HasHauutb IP-agpec nnm uHtepdelic, Kotopbii byaeT ncnosnb-
{ipv4_address | 30BaTbCA B KayecTBe ajpeca OTNPaBUTENA  BHELUHEro
gigabitethernet gi_port | gi_port: (1..8/0/1..48); IP-3aronoska GRE-TyHHenA.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48);
group | tunnel tunnel_id | vlan_id: (1..4094)
vlan vian_id }
no Tunnel source Ypanutb IP-agpeca otnpasutens.
Tunnel destination {_URL_ HasHauuTb IP-agpec nonyyatens (KOHUA TyHHenn).
| ipv4_address} -
no tunnel destination Ypanute IP-agpec nonyyatens.
ip address ipv4_address YcTaHoBUTb IP-agpec uHTepderica TyHHens. C MCnonb3oBaHUEM
3TOro agpeca KOMMYTaToOp AOCTyNeH yepes TyHHenb. MoxeT
- MCMNONb30BaTbCA B Ka4YeCcTBe LU/03a Ha YAaNeHHOM YCTPOCTBE
npv MapLpyTM3aLmm B TYHHENb.
no ip address Ypanute IP-agpec uHTepdenca TyHHens.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma EXEC:

console#

414 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
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Tabnuua 358 — KomaHabl pexkmma EXEC

3HavyeHue/3HayeHue .

KomaHda / Aelicmeue
no yMmoA4YaHuo

show ip Tunnel [ tunnel-id ] tunnel_id: (1..16) OT06pasnTb MHPOPMALUMN TYHHENSA.

show ip interface Tunnel
tunnel_id

:ll;r?r\:;li-r;;erfaces Tunnel tunnel_id: (1..16) OT06pasnTb nHbopMaLmio MHTEpdeiica TyHHens.

tunnel_id: (1..16) OT06pasnTb MHPopMmaumio 06 IP-uHTepdeiice TyHHENS.

[Mpumep Hacmpoliku myHHens

Co3faHue TYHHeNA U HaCTPOMKA CTAaTMYECKOro MapLUpyTa A8 CeTU, HaxoaALLeNCcA Ha NPOTMBONO-
JIOXKHOW CTOPOHE TYHHeNA:

® B KayecTBe N0KA/NbHOIo aapeca gna TyHHena ucnonosyetca IP-agpec 192.168.1.1;
® B KayecTBe y4aNeHHOro agpeca ana TyHHena ncnoabsyetca IP-agpec 192.168.1.2;
e |P-agpec TyHHeNna Ha nNoKanbHoW cTtopoHe 172.16.0.1/30;

® CceTb Ha NPOTUBOMNOJIOKHOM CTOPOHe TyHHena 10.10.1.0/24.

console (config) #vlan database

console (config-vlan) #vlan 301

console (config-vlan) #exit

console (config) #interface tengigabitethernetl/0/1
console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 301
console (config-if) #exit

console (config) #interface vlan 301

console (config-if) #ip address 192.168.1.1 /24

console (config-if) #fexit

console (config) #interface Tunnel 1

console (config-tunnel) #Tunnel mode gre ip

console (config-tunnel) #Tunnel source 192.168.1.1
console (config-tunnel) #Tunnel destination 192.168.1.2
console (config-tunnel) #ip address 172.16.0.1 /30
console (config-tunnel) #exit

console (config) #ip route 10.10.1.0 /24 Tunnel 1

’ Ha sBctpeyHOM yCTpOﬁCTBe HQOGXOAMMO BbINOJ/IHUTb B3aUMOCOTr/1aCOBaHHbIe HaCTpOVIKM.
-

5.34.13 KoHgpu2ypayusa eupmyanevHoii obaacmu mapuwpymusayuu

VRF (Virtual Routing and Forwarding) — 3To TexHon0orus, KoTopas NO3BONAET HECKOJIbKMM 3K3eM-
naspam TabanLbl MapLIpyTM3aLLMM COCYLLECTBOBATL B OA4HOM MapLUPYTM3aTOpe OAHOBPEMEHHO.
CnucoK noaaepKaHHbix B VRF GyHKLMI gocTyneH B pasgene ®yHKuum B VRF.

V KommyTtatopbl cepuir  MES2300-xx, MES3300-xx, MES35001-08P, MES3500I-10P,
MES35001-8P8F, MES35001-24F He noppep:usBatot paboty ¢ MP-BGP, gocTtyneH TonbKoO
¢yHKumnoHan VRF-Lite.

Tabnunua 359 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
o ymoa4aHuio
ip vrf [vrf_name] vrf_name: (1..32) cum- Co3faHune BUPTYyanbHOM 061aCTU MapLIpyTU3aLMK.
no ip vrf [vrf_name] BONa YaaneHue BupTyanbHOW 061aCTV MapLupyTU3aumu.
Ethernet-kommymamops! cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES35001-08P, MES35001-10P, MES3500i-8P8F, MES3500I-24F, MES5312, 415
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Tabnmua 360 — KomaHabl pexmma KoHpurypaumm nHtepoeiica

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
no yMoaYaHuro

ip vrf [vrf_name] MpwuBaska nHTepdeiica K 061acTv BUPTyabHOM MapLLIPyTM3a-

umun. Mocne BBOAa KOMaHAbI BCE CO34aHHble B AanbHelwem IP-

vrf_name: (1..32)
- aapeca byayT accoummnpoBaTbes ¢ VRF, K KoTopomy 6bin npusa-
cMMmBOAa o

3aH UHTepdelic.

no ip vrf OTBA3Ka UHTepdelica OT 06/1aCTM BUPTYyaIbHON MapLUpyTU3aLUK.

KomaHObI pexcuma KoHgpuaypayuu VRF

Bua 3anpoca KoMaHAHOWM CTPOKM B pexxume KoHdurypaumm VRF:
Console (config-vrf) #

Tabnunuya 361 — KomaHabl pexruma KoHpurypauum VRF

3HaveHue/3HavyeHue .
KomaHoa / Aelicmeue
10 yMoA4aHuio
route-target {import | 3agaTb 3HaYeHMe pacwmnpeHHoro BGP-kombloHUTH route-tar-
export | both} get.

- import — umnopTUpoBaTb KOMbIOHUTH;
- export — 3KcnopTUpoBaTb KOMbIOHUTY;
- both — skcnopTMpoBaTb M UMNOPTMPOBATH KOMBIOHUTH.
ASN2:NN or IPV4:NN or | ®opmat 3anncy KOMbIOHUTH:
ASN4:NN/- ASN2 — 16-6uTHOe 3HauyeHue AS;
ASN4 — 32-6uTHOE 3HayeHue AS;
IPv4 — IPv4-appec;
NN —yuncnoBoe 3HayeHue route target.
no route-target {import | YpanuTb 3HaYeHWE KOMbIOHUTU.
export | both}
rd route-distinguisher

3afaTb 3Ha4YeHMe pacwmpeHHoro BGP-kombloHUTH route-dis-
tinguisher.
Yaanutb 3HaYeHMe KOMbIOHUTH.

ASN2:NN or IPV4:NN
or ASN4:NN/-

no rd

Tabnunua 362 — Komanapl pexkuma EXEC

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
o ymon4aHuro
show ip vrf [all [vrf_name] vrf_name: (1..32) cum- BbiBOA MHPOPMALMM O CO3AAHHBIX BUPTYabHbIX 061aCTAX MapLu-
BO/a pyTM3auum 1 06 L3-uHTepdeiicax, KOTopble B HAX HAXOAATCA.

V dyHKUMK, noaaeprKaHHble anA paboTbl B VRF: pasgen: 2.2.6 ®yHKuum B VRF.

5.35 KoHdwurypauma VXLAN

VXLAN — 3To BMpTyanbHas paclwmpeHHana vactHas ceTb (Virtual eXtensible Local Area Network).
[aHHaA TexHo0rMA No3BoAAET ynakosbiBaTb Ethernet-kaapol 8 UDP-cermeHTbl M TpaHCNOPTUPOBATb MX NO
IP-ceTn.

VTEP — Virtual Tunnel End Point, ycTpocTBO, Ha KOTOPOM Ha4MHaeTcsa UM 3akaHumBaetca VXLAN-
TOHHeNb. Mogenu, onucbiBaemblie B AaHHOM PYKOBOACTBE, MOIYT AelcTBOBaTh B Kavectse VTEP.

B kauectBe control plane gna VXLAN wucnonbsyetcs EVPN. 31o pacwwupeHue npoTtokona BGP,
KOTOpOe NO3BO/IAET CETU MepeaaBaTb MHGOPMALMIO O AOCTYMHOCTM KOHEYHOrO YCTPOMCTBA, TaKyl Kak

416 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
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A ELTEX

MAC-agpeca ypoBHA 2 1 IP-agpeca ypoBHA 3. 9Ta TEXHONOMMA NIOCKOCTU ynpaBaeHma ncnonbsyet MP-BGP
ana pacnpegenenHma MAC-aapecoBs 1 IP-agpecoB KOHeYHbIX yCTponcTs, rae MAC-agpeca paccmaTpuBaroTca
Kak mapuwpyTbl. EVPN no3sonseT ycTpoiicTBam AencrBoBaTtbh B KayectBe VTEP ans obmeHa uHpopmaumen
MmeKay coboi 0 LOCTYNHOCTU CBOUX KOHEYHbIX YCTPOMCTB.

¥
Y

Moapepxka VXLAN npepocTaBnsaerca Nno AMLEH3NN.

®dyHKumnoHan VXLAN TpebyeT pe3epBupoBaHMA annapaTHbIX pecypcoB. CBeaeHUA O XapaK-
TEPUCTUKAX PecypcoB ANA KOHKPETHbIX Mogenieidi KoOMMYTaTopoB NpuBeAeHbl B paspgene

4.5.2.3 BblgeneHue annapaTHbIX pecypcos nog, MueH3npyemblii GyHKLMOHAN.

.‘

EVPN/VXLAN He nopaepuBsaercs.

.‘

Dna KommyTtatopos cepuit MES2300-xx, MES3300-xx, MES35001-xx 1 MES5312 TexHonorua

Ona kommytatopos MES5410-48, MES5500-32, MES5700-32 pa6ota ¢yHKLMIA TYHHEAupo-
BaHMA OrpaHMYeHa HaCTPOMKOM Npoduan nepepacnpeseneHna annapaTHbix pecypcos. Mpu

ucnosb3oBaHuu npodpuna min-13-max-12 pabora GpyHKUMOHANA TYHHEANPOBAHUA B TEKYLLEN
Bepcun MO HeBo3MOXKHA. CM. KOMaHAy system forwarding resources mode B pasgene 5.5

KomaHAabl ynpaBaeHUA CUCTEMOM.

KomaHObI pexcuma 2a06ana6Hol KoOHguU2ypayuu

ponu Spine, Tak u B ponu Leaf.

Nlio6oi KommyTaTop C nogAaepKKoi ¢pyHKUuMoHana VXLAN MOMKeT MCnoib30BaTbCA KaK B

Buz 3anpoca KOMaHAHOM CTPOKM B peXxume rnobasbHon KoHdUrypaumm:

console (config) #

Tabnnua 363 — KomaHabl pexkuma rnobanbHom KoHduUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

vxlan word

word: (1..64) cumBona

no vxlan word

Co3aatb VXLAN-MHCTaHC € umeHem word 1 nepenTn B pexum
ero KoHdurypaumu.

Ecan VXLAN-MHCTaHC C TaKMM MMEHEeM YKe cOo34aH, TO ne-
pPenTN B PEXMM ero KoHoUrypaumm.

Yaanutb VXLAN c umeHem word.

anycast-gateway

mac_address: H.H.H nau
mac-address mac_address

H:H:H:H:H:H nnan H-H-H-
H-H-H/
He 3aZaHo

no anycast-gateway
mac-address

3agatb BUpTyanbHbi MAC-agpec, KoTopbiii 3ameHsieT 6aso-
Bbln MAC-agpec KommyTaTopa B ARP-cO0bLLEHMAX, UCXOO8-
WMX € MHTepdencoB, Ha KOTOPbIX AaHHaA GYHKLUMA aKTUBHA.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

arp suppression-cache
timeout timeout

no arp suppression-cache
timeout

timeout: (30..40000000)/
300 cekyHp,

3a4aTb MaKcMManbHoe BpemMs K13HuM 3anuceit Tuna local 8
Tabsvue arp suppression-cache.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

ip dhcp information option
vpn [link-selection |server-
override | virtual-subnet]

-/BbIKNOYEHO

no ip dhcp information
option vpn

PaspewunTb ycTpolicTBY fobaBneHune B onumto 82 (ecnu eé po-
H6aBneHue paspeLlleHo) AONONHUTENbHbIX MO0 NUNNA:

-vpn — gobasuTb nogonumm 5, 11 n 151;

- link-selection — go06aBuTb TONbKO NogoONLMIO 5;

- server-override — 006aBuTb To/IbKO Nogonuuio 11;

- virtual-subnet — go6asutb TonbKo Nnogonuuio 151.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,
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HELTEX

ip dhcp relay source-
interface [gigabitethernet

gi_port | tengigabitethernet gi_port: (1..8/0/1..48);

te_port | te_port: (1..8/0/1..48);
twentyfivegigabitethernet twe_port: (1..8/0/1..120);
twe_port | hu_port: (1..8/0/1..32);
hundredgigabitethernet fo_port: (1..8/0/1..32);
hu_port | group: (1..48);
fourhundredgigabitethernet loopback: (1-64);
fo_port | portchannel group vlan: (1..4094);

| Loopback loopback | vian vrf_name: (1..32)
vlan_id] [vrf vrf_name] cMmBOAa

no ip dhcp relay source-
interface [vrf vrf_name]

3agatb uHTepdelic ycTpoiictea, IPv4-agpec KoTtoporo byager
Mcnonb3oBaTbcA B KayectBe IP-agpeca wuctoyHuka B IP-
3arosioBKe 1 3Ha4yeHus nons Relay agent IP address B coobuue-
HusAx npoTokosaa DHCP oT relay-areHTa.

Ecnv Ha yKazaHHOM nHTepdelice He HacTpoeH IP-aapec, To npu
Bblbope IP-agpeca UcToYHMKa ByeT cnoab30BaTbCA NoBese-
Hue relay-areHTa no ymonyaHumio.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

evpn ethernet-segment
multihoming core-tracking
delay time

no evpn ethernet-segment
multihoming core-tracking

seconds: (1-300)/0 cek

BK/OUNTL 3a4eprKKy nepesoaa ethernet-segment u3 errdisa-
ble cocToaHus.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

bgp router-id

no evpn source-interface

delay time
evpn source-interface loopback: (1-64)/ 3agatb loopback-uHTepoeiic, KoTopbln ByaeT ABAATLCA UCTOY-
loopback loopback P ) HUKOM An1a noctpoeHna VXLAN-TyHHenen.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHguaypayuu VXLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B pernume pexkmme KoHourypaumm VXLAN:

console (config-vxlan) #

Tabnnua 364 — KomaHabl pexkuma KoHdpurypaumm VXLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

arp-suppression
p-supp -/BbIK/OYEHO

no arp-suppression

BkatounTb dyHKUMIO arp-suppression B Tekywent VXLAN v B cBA-
3aHHOM ¢ Hei VLAN.
OpHoBpemeHHas paboTa B ogHoOI U Toii ke VLAN
! ¢yHKUMI1 arp-suppression 1 arp inspection 3anpe-
weHa.
BkntoueHue pyHKUUM TpebyeT BbigeNeHUs Jonon-
! HUTeNbHbIX pecypcoB TCAM Ha ycTpoiicTBe, 4TO
NPUBOAUT K YMEHbLLEHUIO KONMYECTBEHHbIX XapaK-
TEPUCTUK HEKOTOPbIX CETEBbIX CEPBUCOB.
Cm. pasgen 2.2.2 Ucnonb3oBaHue TCAM.

YCTaHOBWUTb 3Ha4YeHME N0 YMOJYAHMUIO.

shutdown
-/no shutdown

no shutdown

YCTaHOBUTb agMUHUCTPaTMBHBIN cTaTyc DOWN gna VXLAN-uUH-
CTaHca.

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

vlan vian-id
no vian

vlan-id: (1-4094)

3agathb vian id, KoTopbii 6yaet cesizaH ¢ VXLAN-uHcTaHCOM.

Ypanutb cBasky vlan id ¢ VXLAN-MHcTaHCcOM

vni vni-id [ip-routing]

vni-id: (1-16777214)

no vni

3apgatb Virtual Network Identifier (VNI), koTopsbiit 6yaet uc-
Nnonb30BaTbcA B pamKax gaHHoro VXLAN.

- ip-routing — yKasbiBaeT, 4To AaHHbIM VNI 6yaeT ucnonb3o-
BaTbCA ANA uHKancynaumm 8 VXLAN IP-nakeToB, maplpyTmsu-
pyembix B VRF.

Ypanute 3agaHHbii VNI,

route-target { export | im-

port | both } community

community: (ASN2:NN,
IPV4:NN, ASN4:NN)

Co3pgaet cnuckm umnopTa u akcnopta Route Target Community:
- export — nob6asutb Route Target Community K akcnopTupye-
MO MapLIpyTHOM MHpopmaLmu;

- import — uMnopTMpoBaTh MapLLPYTHYIO MHPOPMALMIO C YKa-
3aHHbIM Route Target;

- both — ykasatb umnopT 1 aKkcnoprT.

418 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
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no route-target { export |
import | both } community

YpanaeT cnMcku nmnopTa u skcnopta Route Target Commu-
nity.

mcast-group ip_mul-
ticast_address

no mcast-group

-/BbIK/IOYEHO

Bkntounte B Tekyweir VXLAN pexum penaukaumm BUM-
Tpadumka c nomowpto PIM Multicast n npussasbiBaeT rpynnosoi
agpec K aaHHoi VXLAN. 3ToT agpec 6yaeT ncnonb3oBaTbCA Kak
agapec Ha3zHayveHua B VXLAN nakeTax.
- ip_multicast_address — rpynnosou IP-agpec.
[na nonyyeHus TpadumKa yKasaHHOM B KOmaHae
) Bbile rpynnbl Heo6Xx0AMMO BKAOYEHUE
V npotokona PIM Ha uHtepdeiice loopback ¢
YyKaszaHMem JaHHOMW rpynnbl KaK CTaTU4eCKOid.
OnucaHue COOTBETCTBYIOLMX KOMaHA, B
cnepyouweii Tabnuue.

~ Bce VTEP B ogHom VNI gonxHbl ucnonb3osartb
V OAMH U TOT XXe MmeTop, penaukauuu. B cnyyae
multicast Ha Bcex VTEP B ogHom VNI gonkeH

MCNONb30BaTbCA OAMUH U TOT XKe aapec rpynnbl.

MaKcumanbHoe KOMYecTBo YHUKanbHbIX mul-
ticast VXLAN TyHHeneii (multicast rpynn) 256.

V OpHa multicast rpynna moxkeT 6bITb Ha3HaAYeHa Ha
HeckonbKo VXLAN TyHHeneiu.

YCTaHOBWUTb 3HaYeHue Nno YMONYaHUIO.

V [Ona KoppeKTHOI paboTbl VXLAN Heobxoammo yctaHoBneHue ceccun BGP mexay loopback-
uHTepdeicamm ycTPoMnCTB ¢ yKasaHuem agpeca loopback B Kauectse bgp router-id.

KomaHObI pexcuma KoHguaypauyuu uHmepageltica loopback

Buza 3anpoca KoMaHAHOM CTPOKM B pexnme KoHdUrypaumm nutepoeiica loopback nmeet sna:

Console (config-if) #

Tabnunua 365 — KomaHabl pexkuma KoHpurypauum nHtepdelica loopback

ip igmp static-group
ip_multicast_address

no ip igmp static-group
ip_multicast_address

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymMoa4aHuro
ip pim -/BbIKOYEHO BkntoumTb npoTokon PIM Ha uHTepdelice.
no ip pim YcTaHaBAMBAET 3HAaYEHME MO YMONYAHUIO.

Co3paeTt 3anuch (*, G) c ykazaHHOW MyNbTUKACTOBOM rpynnom
n pobasnaet uHtepodelic loopback 8 OIL. OTnpasnsaert Ha RP
PIM Join ¢ yKa3aHHbIM aapecom MyabTUKAcTOBOM rpynnbl.

- ip_multicast_address — rpynnosou IP-agpec.

Ypanaet 3anuce (*, G) ¢ ykasaHHOW MyNbTUKACTOBOW rPynnoii.
OTtnpasnset Ha RP PIM Prune c yKka3zaHHbIM agpecom MynbTu-
KacToBOM rpynnbl.

KomaHObI pexcuma KoHguypayuu uHmepagpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHourypaumm nutepdeica VLAN:

console (config-if) #

Tabnuua 366 — KomaHabl pexkmuma KoHpurypaumm nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

anycast-gateway

no anycast-gateway

-/BbIKNIOYEHO

BrkntounTb PyHKLMIO anycast-gateway Ha JaHHOM uHTepdelice.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHguaypauyuu VRF

Buza 3anpoca KoMaHAHOM CTPOKM B pexnume KoHdurypaumm VRF:

Console (config-vrf) #

Tabnunuya 367 — KomaHab! pexmuma KoHpurypauum VRF

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

vni vni-id

no vni

vni-id: (1-16777214)

3apatb Virtual network Identifier (VNI), koTopbiit 6yaet ncnons-
30BaTbcA Ana uHkancyaauuu B VXLAN IP nakeToB, mappyTtu-
3upyembix B VRF.

Ypanute 3agaHHbIn VNI,

route-target {import |
export | both}

no route-target {import |
export | both}

ASN2:NN or IPV4:NN or
ASN4:NN/-

3a4aTb 3HaYeHUe pacwmpeHHoro BGP-komboHUTH route-tar-
get.

- import — UMNopTUPOBATL KOMBIOHUTK;

- export — 3KCNopTUPOBaTb KOMbIOHUTY;

- both — s3kcnopTMpoBaTb M UMNOPTUPOBATL KOMBIOHWUTH.
dopmaT 3anmMcn KOMbIOHUTU:

ASN2 — 16-6uTHOE 3HayeHue AS;

ASN4 — 32-6uTHOE 3HayeHue AS;

IPv4 — IPv4-apgpec;

NN —uuncnosoe 3HayeHue route target.

YAannTb 3Ha4YEHNE KOMbIOHUTW.

rd route-distinguisher

nord

ASN2:NN or IPV4:NN
or ASN4:NN/-

3afaTb 3Ha4YeHMe pacwmpeHHoro BGP-kombloHUTH route-dis-
tinguisher.

Yaanutb 3Ha4eHMe KOMbIOHUTH.

KomaHObI pexcuma KoHgu2ypauuu cekyuu route-map

Buza 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaLmm cekumm route-map:

console (config-route-map) #

Tabnnua 368 — KomaHabl pexkuma KoHOUrypaumm cekumm route-map

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

set evpn gateway-ip
ip_address

no set evpn gateway-ip

/0.0.0.0

YcTaHoBUTL 3HavyeHune [P-v4 Gateway address B NLRI
otnpasnaembix EVPN-mapwpyTtos Tvna 5.
- ip_address — yctaHaBnnBaemoe 3HayeHue IP-v4 Gateway
address.
Route-map c gaHHOM HacTpoiiKoii cnegyeT
Mcnonb3oBaTb B KOHTeKcTe address-family 12vpn
evpn BGP-cocepa 1 TonbKo B HanpasaeHuu out.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

set as-override

no set as-override

-/BbIK/IOYEHO

BkAtounTb NoameHy BcTpeyatoweroca B AS-Path Homepa AS Ha
CBOW NPW aHOHCMPOBAHMM B TAKYIO K€ aBTOHOMHYIO CUCTEMY.

BbIkNOUNTb NoameHy BcTpevatoweroca B AS-Path Homepa AS
Ha CBOWM MpPY aHOHCUPOBAHMUM B TAKYIO KE aBTOHOMHYIO CU-
cTemy.

KomaHOb! pexcuma Priveleged EXEC

Bua 3anpoca KOMaHAHOW CTPOKM MMeeT BUA.:

console#
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Tabnuua 369 — KomaHabl pexkmma Priveleged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

show arp suppression-cache
[local | remote | vlan]

OTobparkaeT coaepKMMoe Kalla arp suppression:

- local — oTobparkaeT ToNbKO NOKabHbIE 3aMKCHy;

- remote — oTo6pakaeT TONbKO yAaseHHble 3anucy;

- vlan — oTobpakaeT TONbKO 3anncK, OTHOCALLMECA K YKasaH-
Hoi VLAN.

show evpn Ethernet-seg-
ment {port-channel group

| es_number mac-address |
esi} [detailed]

group: (1..48);
es_number:
(1..16777214);
mac_address: H.H.H nau
H:H:H:H:H:H nan H-H-H-
H-H-H;
esi: H:H:H:H:H:H:H:H:H:H

Otobparkaet nudpopmaumio ob Ethernet Segment Identifier.

show evpn inclusive-mul-
ticast [word]

word: (1..64) cumBona

OTob6parkaeT MHPOPMaLMIO O MapLIpyTax TMNa 3, KOTopble Uc-
NONb3YIOTCA ANA Nepesayn LWMPOKOBELLATEIbHOTO, HEU3BECT-
HOro 04HOAAPECHOro U MHoroagpecHoro (BUM) Tpaduka.

show evpn ingress-
replication [vni vni-id]

vni-id: (1-16777214)

BbiBognT cnucok VTEP, Kyga BbiNnonHAETCA LenesBas pac-
cblika BUM-Tpadumka metogom ingress-replication ana scex
co3gaHHbIX VNI,

- vni — BbIBOA, UHPOPMALMK BbINONHAETCA TO/IbKO ANA YKa-
3aHHoro VNI.

show evpn ingress-
replication flood-domain

OTobparkaeT cnucok scex yaaneHHbix VTEP B IP-dpabpuke, a
Takke crnmcok VNI/VLAN, nonaswux 8o flood-domain.

Mpu HexBaTKe CUCTEMHbIX PECYPCOB A/1A LLeNeBOM Paccblku
BUM-TpaduKka metoaom ingress-replication, VNI nomelua-
etca Bo flood-domain. Ana takux VNI pacceinka BUM-Tpa-
¢duKa BbinosiHAeTcA Ha Bce VTEP IP-dpabpuku.

show evpn ingress-
replication resources

OTobparkaeT MHGOPMALIMIO O CUCTEMHBIX pecypcax, UCMosb-
3yloLmMxca Ans pacnpoctpaHeHna BUM-Tpaduka.

show evpn mac-ip [word]

word: (1..64) cumBona

OTobparkaeT MHGOPMALLMIO O MapLLPYTax TUMa 2, KOTopble UC-
NoNb3yTCA Ana nepegaun nHpopmauumn o MAC-/IP-appecax.

show vxlan tunnels [word]

word: (1..64) cumsona

OTobparkaeT MHPopmaLmo 060 Bcex ycTaHoBAEHHbIX VXLAN-
TYHHENAX:

- word — umsa VXLAN. OTobpaskaeT MHpopmaumio 06 ycTaHOB-
JIEHHbIX TYHHeNAX yKaszaHHoi VXLAN.

show vxlan/word]

word: (1..64) cumsona

OTobparkaeT KpaTKyo MHGOPMALMIO MO BCEM CO34aHHbIM
VXLAN-TyHHenAXx:

- word — uma VXLAN. OTobparkaeT getanbHyto MHGOpMaLMio
no ykasaHHou VXLAN.

show ip anycast-gateway

BbIBOAUT MHOOPMaLMio 06 anycast-gateway.

[Mpumep KoHpuU2ypayuu 014 08yx ycmpolicme

Meay asymsa yctpoicteamu R1 n R2 yctaHoBneHa BGP-ceccua mexay loopback-untepdeiicamm.

BkntoueHa AF [2vpn evpn ana obecneyeHunsa yctaHoBneHusa VXLAN-TyHHenen n nepegaym nHpopma-
umm 06 nsydyeHHbix MAC-agpecax.

CospgaH VXLAN-mHcTaHc ¢ umeHem test_vxlan. K Hemy npusasaHa VLAN 1000, 3agaH VNI 1000.
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KoHourypaums 1:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R1

|

interface TenGigabitEthernetl/0/1
description To R2

ip address 172.16.1.1 255.255.255.252
exit

|

interface TenGigabitEthernetl1l/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.1 255.255.255.255
exit

|

!

ip route 10.0.0.2 /32 172.16.1.2
|

router bgp 65500

bgp router-id 10.0.0.1
address—-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.2

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

exit

exit

|

|

end
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KoHourypaumsa 2:

no spanning-tree

|

vlan database

vlan 1000

exit

|

vxlan test vxlan

vni 1000

vlan 1000

exit

|

hostname R2

|

interface TenGigabitEthernetl/0/1
description To R1

ip address 172.16.1.2 255.255.255.252
exit

|

interface TenGigabitEthernetl1/0/3
switchport access vlan 1000

exit

|

interface loopbackl

ip address 10.0.0.2 255.255.255.255
exit

|

!

ip route 10.0.0.1 /32 172.16.1.1
|

router bgp 65500

bgp router-id 10.0.0.2
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

|

neighbor 10.0.0.1

remote-as 65500

update-source loopback 1
address-family ipv4 unicast

exit

|

address-family 12vpn evpn

exit

exit

exit

|

|

end
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Ecam  um3yuntb MAC-agpec Ha uHTepdeitice TenGigabitEthernet1l/0/3 Ha R1, TO MOXHO
NPOKOHTPOAMPOBATb ero Hanmuue B Tabsimue MAC-agpecoB Ha R2.

MocmoTpetrb MAC-agpeca, nsydeHHble B VXLAN, MOXKHO B BbiBOAe KOMmaHAbl show mac address-
table. Tun gaHHbIX agpecos yKasblBaeTcA Kak evpn-vxlan. Mpumep BbiBOAA:

Flags: I - Internal usage VLAN
Aging time is 300 sec
Vlan Mac Address Interface Type
1 e0:d9:e3:26:d6:00 0 self
1000 00:00:00:00:00:10 10.0.0.1 evpn-vxlan
1000 0c:9d:92:61:9f:c4 10.0.0.1 evpn-vxlan
tel/0/1 (1) e0:d9:e3:17:6b:40 tel/0/1 dynamic
tel/0/1(1I) e0:d9:e3:17:6b:41 tel/0/1 dynamic

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

Buza 3anpoca KOMaHAHOM CTPOKM peXnma KoHourypaumm nHtepdeica:
console (config-if) #

Tabnunua 370 — KomaHab! pexkuma KoHdurypaumm nntepdeliica Port-Channel

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no yMmo/a4YaHuro
ethernet-segment esi Co3pgatb Ethernet Segment Identifier (ESI) c Homepom esi n ne-
pPeNTU B PEKMUM KOHOUTYPUPOBAHUA.
HoW c HeW VLAN.
’ ) BkatoueHue pyHKLMN Ha KommyTaTopax MES5316A,
. MES5324A, MES5332A, MES5300-24, MES5300-48
esi: (1-16777214) - Tpebyet BbigeneHua 512 craHpaptHbix TCAM-npa-
BWJI, YTO NPUBOAUT K YMEHbLUEHUIO KONUYECTBEH-
HbIX XapaKTePUCTUK HEKOTOPbIX CeTEBbIX CEPBUCOB.
Cm. pasgen 2.2.2 Ucnonb3oBaHue TCAM.
no ethernet-segment esi Yaanutb Ethernet Segment Identifier c Homepom esi.

KomaHObI pexcuma KoHgu2ypuposaHusa ESI

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHpurypaumm ESI:
console (config-es) #

Tabnnua 371 — KomaHabl pexxuma KoHdurypaumm ESI

Komanda 3HayeHue/3Ha4yeHue leiicmeue
no ymoa4YaHuro
system-mac system_mac mac_address: H.H.H nan | 3agate MAC-agpec, ucnosnb3yemblii B Kadectse System ID npo-
H:H:H:H:H:H nnn H-H-H- | Tokona LACP.
no system-mac H-H-H Ypannte MAC-agpec.

5.36 KoH¢wurypauma MPLS

MPLS (MultiProtocol Label Switching) — TexHonorMa KommyTauum U NEpPecbUIKN NaKeToB AaHHbIX,
KOTOpasA UCKAOYaeT HeobX0AMMOCTb aHann3a IP-3aronoBKa M Noucka nyt1 no Tabaunue IP-mapwpyTmsaumnm
Ha Ka)XX4OM TPaH3UTHOM y3ne. AHanu3 IP-3aronoBKa BbINOAHAETCA OAUH pa3 — Ha Bxoae B MPLS-ceTh,
nocne 4yero nakety gobasnsetcs MPLS-3aronoBok 1 npucsamsaetca MPLS-meTKa. JanbHelwan nepeaaya
JAHHbIX OCYLLEeCTBAAETCA Ha OCHOBaHUM MPLS-3aronoBKOB. ITO BO3MOMKHO 32 CYET MPUCBOEHUA METOK
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OUKCUMPOBAHHOM ANMHbI NOTOKAM TpaduKa, MMEIOWMM 3KBMBAJMIEHTHbIE MYTWM Mepefayn K y3nam
Ha3HayeHna B MPLS-cetn. Mpn 3TOM Camm METKM MMEIOT NOKANbHOE 3HAYeHMe Ha KaxXgom ysie.
MHKancynauma MPLS-3aronoska Npon3BoaMTCA MeX Ay 3aro/l0BKaMn KaHabHOIO U CETEBOrO YPOBHA.

B npouecce nepecblikn Kaxabit yzen MPLS (LSR) BbinonHaeT onepaunn gobasieHus, 3ameHbl Uan
vaaneHua metku. Kommytaums no MPLS-meTke He TpebyeT aHanusa cogepumoro IP-3arosioBKa, yto
nosblwaeT 3¢pPEKTUBHOCTb NEPECHIZIKM NAKETOB.

MPLS-MeTKM MCMONb3YHTCA O/ MOCTPOEHUA NOTNYecKkux TyHHenel (LSP) BHyTpu MPLS-gomeHa
nosepx IP-ceTu. 3T TYHHEAN MOTYT UCNOIb30BATbCA A1 NOCTPOEHMA BUPTYasibHbIX YacTHbIX ceTelt (VPN)
Kak BToporo (L2VPN), Tak u TpeTtbero (L3VPN) ypoBHeli.

— MPLS domain — coBoKynHocTb Y3108 MPLS, mexay KOTOpPbIMKU CYLLECTBYIOT HEMPEPbIBHbIE
LSP.

— LSR (Label Switch Router) — maplpyTtrsatop B gomeHe MPLS, BbinonHsOWMIA onepaymm ¢
MPLS-meTKamu (MHKancynaumn/aekancynauum/3ameHsl (push/swap/pop)) 8 3aBucumoctu
oT ponu y3na (ingress/transit/egress).

— LER (Label Edge Router) — norpaHuyHbiii mapwpyTtnsatop MPLS-ceTu, BbINOAHAOWMIA PO/b
ingress/egress LSR.

— LSP (Label Switched Path) — KommyTupyemblii MO MeTKam NyTb. ITO OAHOHaNPaBAEHHbIN
KaHan ot Ingress LSR go Egress LSR, no kotopomy byaeT Hanpas/ieH nakeT yepe3s MPLS-ceTb.

— FEC (Forwarding Equivalence Class) — Knacc MHOXecTBa NaKeTOB, MMEOLMX O4MHAKOBbIN
NnyTb OTHOCUTENbHO TeKylero y3na MPLS-gomeHa. NoeHTudMKaTopom Knacca ABnAetca
afpecHbli npeduKc HasHayeHua (IP-agpec wan noaceTb HasHAYeHMsA), BCE MOTOKW,
npuHagnexkalme ogHomy Knaccy (ogHomy FEC), ncnonbsytot ogmH LSP.

— P-mapuwpyTtusartop (provider) — TpaH3uTHbIA MapLupyTm3aTop B MPLS-gomeHe, KOTopbil He
ABNAETCA TOYKON TEPMUHALMWN CEPBUCOB BUPTYa ibHbIX YaCTHbIX CETEN.

— PE-mapuwpyTtusatop (provider edge) — norpaHW4YHbIM MapLlpyTM3aTop CO CTOPOHblI MPLS-
OOMEHa, ABNAIOLLMINCA TOYKOM TEPMUHALNMN CEPBUCOB BUPTYANbHbIX YAaCTHbIX CETEN.

Noapepkka MPLS npepocraBnaerca no AMLEH3UMN.

B TeKyuweit Bepcun MO nopgpepKaHa 6asoBasa pabora MPLS B TPaHCNOPTHOI NNOCKOCTU
(underlay) u pa6bota IPv4 Unicast L3VPN B cepsucHoit nnockoctu (overlay).

Ona kommyTtatopos cepuit MES2300-xx, MES3300-xx, MES35001-xx 1 MES5312 TexHonorus
MPLS He noaaepkusaerca.

= K K

B Tekyweit Bepcun NO ¢pyHKunoHan EVPN/VXLAN u MPLS aBnsaloTca B3aMMOMUCKAIOUAIO-
wmmm.

.‘

B TeKyuieii Bepcumn NO He nopaep)KaHa coBmecTHaA pabora MPLS un dotlq Ha ogHOM UHTep-
deiice.

.‘
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.‘

I

B TeKyuwieii Bepcum MO nogaeprkaHa TONbKO cTaTudecKaa annokauua ECMP-pecypcos gns
MPLS LSP. Bo usbexxaHue nepepacxoga u geduumuta annapaTHbIX pecypcoB yCTPOMUCTBaA pe-
KOMeHAyeTcA yCTaHaB/IMBaTb 3HauyeHue ip maximum-paths He 60onee 4 anbTepHATUBHbIX Ny-
Teil.

DOna kommytatopos MES5410-48, MES5500-32, MES5700-32 pa6ota ¢yHKLMIA TYHHEAupo-
BaHMA OrpaHMYeHa HaCTPOMKOM Npoduan nepepacnpeseneHna annapaTHbix pecypcos. Mpu
ucnonb3oBaHuu npoduna min-13-max-12 pabora pyHKLUMOHANA TYHHENUPOBAHUA B TEKYLLEN
sepcumn NO HeBO3MOXKHa.

Tabnunua 372 — PacnpegeneHue pecypcos ana MPLS-TyHHene

MaKcumanbHoe 4ucno
MaKcumaneHoe 4ucno
. MPAaHCNopmHbIX
myHHeneli ecex . MakcumaneHoe Yyucao | MakcumansHoe 4ucno
Tun myHHens/ myHHeneli ecex . .
munoes, pa3densemoe cepeucHbIX myHHeneli | cepeucHbix myHHenel
Kommymamop munos, pazdensemoe
0na UHKancyaayuu u 0018 UHKancyaayuu dna dekancynayuu
0018 UHKancynayuu u
deKkancynayuu
dekancynayuu
MES5316A 4127 2048 2048 15
MES5324A 4127 2048 2048 15
MES5332A 4127 2048 2048 15
MES5300-24 4346 2032 2048 15
MES5300-48 4346 2032 2048 15
MES5305-48 4362 2048 2048 15
MES5310-48 4362 2048 2048 250
MES5320-24 4362 2048 2048 250
MES5400-24 4362 2048 2048 250
MES5410-48 4362 2048 2048 250
MES5500-32 4362 2048 2048 250
MES5700-32 4362 2048 2048 250
MES5400-48 4362 2048 2048 250
Tun pasaenaemoro ARP 1 TCAM ARP 1 TCAM ARP TCAM
pecypca

DYHKUMU MHKANCYNALUKM U AeKancynaunmn Tpaduka s TPAHCNOPTHLIX U cepBUCHbIX MPLS-
TYHHenel ucnonb3yloT obwme pasgensemblie pecypcbl.

Y

DYHKUMM MHKaNCcyAsLumn TpadpuKa AN TPAHCMOPTHLIX U cepBUCHBIX MPLS-TyHHeneild Bbinon-
HAIOTCA C annapaTHbIM YCKOPEHUeM, C 3aAeicTBOBaHUeM obLuero pasgenaemoro pecypca
ARP-Tabnuupbl. 1 TYyHHeNb pe3epBUpPYET pecypcbl 3KBUBaNeHTHble 4 ARP-3anucam.

dyHKUMM aeKkancynauum TpadpuKa gNa TPAHCNOPTHLIX U cepBUCHbIX MPLS-TyHHenel Bbinon-
HAIOTCA C annapaTHbIM YCKOPEHUeM C 3aAeACcTBOBaHUEM obLLero pasaenaemoro pecypca
TCAM.

MHdopmauuio 06 orpaHUUEHUAX, BOSHUKAIOLWMX NP 6pOHUPOBaHMM annapaTHbIX Pecypcos
ARP-Tabaunubl n TCAM gna KOHKpPETHbIX MoAeneil KOMMYTaTopoB CM. B pasgene 4.5.2.3 Bbl-
AeneHue annapaTHbIX PecypcoB NoA NULEH3UPYEMbIA PyHKLMOHaN.

Y
Y
Y

5.36.1 Hacmpolika npomokona LDP

— LDP (Label Distribution Protocol) — npoTtokon pacnpeaeneHua MPLS-meTok ansa FEC 1 pacnpocTtpa-
HeHMA HPOoPMaALUM O METKAX MeXKAay MapLupyTusaTopammn MPLS-gomeHa.

— LIB (Label Information Base) — 6a3a gaHHbIX Bcex MeToK U FEC, N3BECTHbIX MapLUpyTM3aTopy B
MJ0CKOCTM ynpaBaeHus, aHanornyHa tabanue RIB B IP.
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— LFIB (Label Forwarding Information Base) — 6a3a gaHHbIx meToK 1 FEC mapLupyTusatopa, ycTaHOB-
JIEHHbIX B KOMMYTALMOHHYIO MATPULY A8 annapaTtHoOM nepegaymn Tpaduka B NJAOCKOCTU AAHHbIX,
aHasnornyHa Tabauue FIB B IP.

V B Tekywei Bepcumn MO B LDP noppep’kaHo yCTaHOB/IEHUE COCEACTB TOJIbKO B peXume
Neighbor Autodiscovery.

V' B Tekyweii Bepcun MO noppepxkuBaerca pabora LDP Tonbko B pexkume Downstream
Unsolicite Independent Control u Liberal Label Retention Mode.

V B Tekywieit Bepcuu MO LDP-npouecc knaccudpuuympyet Kak FEC TonbKo IPv4-nogcetn HasHa-
yeHua ¢ ganHon npedukca 32.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Buz, 3anpoca KOMaHAHOMN CTPOKM peskuma rnobasbHON KoHUrypaumm:
console (config) #

Tabnunua 373 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no yMmoa4YaHuro
mpls Idp y— BkatoyaeT ncnosb3oBaHme NpoTokona LDP Ha kommyTaTope.
no mpls Idp BbIkntoyaeT ncnonb3oBaHme NpoTtokosia LDP Ha kKommyTaTope.

KomaHObI pexcuma KoHgu2ypauuu LDP

Buz 3anpoca KoMaHAHOM CTPOKM B pexxume rnobasbHon KoHduUrypaumm:
console (mpls-1dp) #

Tabnnua 374 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMmoAa4YaHuro
router-id A.B.C.D A.B.C.D: ngeHtudmKaTop | YcTaHaBAMBaeT yHUKaNbHbIN naeHTUdUKaTop MPLS maplupytu-
MapLipyTusaTtopa B pop- | 3atopa B npegenax MPLS-gomeHa.
no router-id A.B.C.D mate IPv4-agpeca YcTaHaBAMBaET 3HaYeHWe No YMONYAHMUIO.

/IP-uHTepdeiic ¢
HaUMeHbLIMM 3HaYeHneMm

afpeca
address-family ipv4 unicast BkntoueHue IPv4 Address Family n nepesog, KommyTaTopa B
XM KoHoUrypaumm cootseTcTeytouleit address-family.
— -/BbIK/IOYEHO P purypay Yol - y
no address-family ipv4 BbIKNtoUnTb cooTBETCTBYIOLWYO address-family.

unicast

KomaHObI pexcuma KoHgu2ypayuu Address-Family

Buza 3anpoca KoMaHAHOM CTPOKM B pexxnme KoHdurypaumm Address-Family:

console (mpls-1dp) #
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Tabnunua 375 — KomaHabl pexkuma KoHdurypaumm Address-Family

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aeiicmeue

redistribute connected

no redistribute connected

-/BbIK/IOYEHO

Pa3peLmntb aHoHCMpoBaHWe connected-mapLupyToB.

3anpeTuTb aHOHCKMpPOBaHue connected-mapLupyTos.

redistribute static

no redistribute static

-/BbIKIOYEHO

Pa3pewmntb aHOHCMpOBaHMe static-mapLupyTos.

3anpeTnTb aHOHCMpPOBaHMe static-mapLupyTos.

redistribute rip

no redistribute rip

-/BbIKNOYEHO

Pa3pelunTb aHOHCMPOBAHME rip-MapLIPyTOB.

3anpeTuTb aHOHCMPOBAHME rip-MapLIPYTOB.

redistribute bgp

no redistribute bgp

-/BbIKNOYEHO

Pa3pelunTb aHOHCMpoBaHMe bgp-mapLupyTos.

3anpeTuTb aHOHCMPOBaHWe bgp-mapLIpyToB.

redistribute isis [/evel]
[match match]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,

external)/BbIk/l0ueHO

MmnopTtuposaTtb mappyTbl n3 IS-IS 8 LDP.

- level — ycTaHOBUTb U3 KaKoro ypoBHs IS-IS 6yayT aHOHCMpo-
BaTbCA MapLUPYThI;

- match — Npon3BOAUTL aHOHCMPOBAHMWE TONIBLKO A1A YKa3aH-
HbIX TUNOB IS-IS mapLpyTOB.

3anpeTnTb MMMNOPT MapPLLPYTOB M3 NpoToKoAa IS-IS.

redistribute ospf id [ match
typel

no redistribute ospf

lid: (1..65535);
type: (internal,
external-1, external-2)/
BbIK/IOYEHO

MmnopTtuposaTtb mapwpyTtbl OSPF B LDP.
- id — ngeHTMdmKaTop npouecca OSPF;
- type —tvn OSPF-mapwpyTos, aHOHcUpyemblix B BGP.

3anpeTnTb UMNOPT MapLLIPYTOB M3 NpoTokoaa OSPF.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHtepdelica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 376 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl nHTepdelicos

3Ha4yeHue/3HayeHue »
KomaHoa Aelicmeue
no yMOAYaHUIO
mpls ip y—— BKkntoyaeT ncnonbsosBaHue npotokona LDP Ha nHtepdeiice.
no mpls ip BbIKNtoYaeT ncnosib3oBaHMe npoTokona LDP Ha uHtepodelice.

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkunme EXEC:

console>

Tabnunua 377 — KomaHgb! pexkmuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

show mpils Idp neighbors [
A.B.C.D | detailed]

A.B.C.D: LSR ID B ¢op-
mate IPv4-appeca

OTobparkaeT Tabanuy LDP-coceneln.

show mpils Idp bindings [
ip_address {mask |
prefix_length} | local |
remote]

prefix_length: (8..32)

OTobpasuTb cogeprkmumoe LIB gna FEC, noKanbHble U NosyYeH-
Hble OT coceein 3anucu.

show mpls forwarding [
A.B.C.D]

A.B.C.D: npedukc
HasHayeHus

OTobpasunTb Tabnaunuy LFIB gna FEC.
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHto Startup vcnonb3yeTtcs 418 BbINOAHEHUA CNeLMnanbHbIX NPOLEaYP, TAKUX Kak BOCCTaHOBAEHUE
3aBOACKMX HaCTPOEK U BOCCTAHOB/IEHWNE Napons.

[nsa Bxoga B meHto Startup HeobxoaMMo NpepBaThb 3arpy3Ky HaxkaTMem Knasuwm <Esc> unu <Enter>
B TEYEHME NEPBbIX ABYX CEKYHA NOC/e NOoABNEHUA COOBLEHMS aBTO3arpy3KkM (Mo OKOHYaHUM BbINOJHEHUA
npoueaypbl POST).

[ -

[1
[2
[3
[4
[5

]

Startup Menu
Image menu

Restore Factory Defaults

Boot password

Password Recovery Procedure

Back

Enter your choice or press

'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.

Ecnu B TeueHue 15 ceKyHa (3HaueHMe No yMoNUYaHUIO) He BbIGPaH HM OAUH U3 NYHKTOB MEHIOo,
TO 3arpy3Ka yCTPOiCTBa NPOAO/IKUTCA. Bpema 0XKnaaHMa MOXKHO YBENIMUUTL C MOMOLLbIO KO-

MaHA, KOHCONU.

Tabnuua 378 — OnucaHue meHto Startup

Ne HaseaHue OnucaHue
[aHHas npoueaypa ucnonbsyetcs A4/ Bblbopa akTUBHOro daitna cucremuoro MO.
Ecnu He BbIGpaH HOBbIV 3arpy»KeHHbl dann cuctemHoro MO aKTUBHBIM, TO YCTPOI-
Image menu CTBO BbIMOJIHUT 3arpy3Ky C UCMO/Ib30BAHMEM TEKyLLEero aktmeHoro obpasa Image
<1> Bbi6op akTMBHOrO daiina cu- menu.
ctemHoro MO [1] Show current image — npocmoTp gaHHbIX 0 Bepcuax MO Ha ycTpolicTse;
[2] Set current image — BbI6op akTMBHOrO daitna cuctemuoro NO;
[3] Back.
Restore Factory Defaults [aHHas npoueaypa Mcnonb3yeTca ANa yaaneHnsa KoHpurypaumm yctpoicrea. Boc-
<2> BoccTaHoBNEHNE 3aBOACKUX CTaHOB/IEHME KOHOUIYpaLUM MO YMONYaHUIO.
HacTpoek
Boot password [aHHas npoueaypa MCnonb3yeTcs ANs YCTaHOBKU/yAaNeHWs Napois Ha HavyanbHbIM
<3> YcTaHoBKa/yganeHve napons 3arpysumk.
Ha Haya bHbIN 3arpy3yunk
[aHHas npoueaypa Ucnonb3yeTtca ANsA BOCCTAHOBNEHUA YTPAYEHHOro Naposis, oHa
No3BONISET NOAK/OUYNTBLCA K YCTPOMCTBY 63 napons.
/19 BOCCTAHOB/IEHWNA NAPOAA HaXKaTb KAaBuLy <2>, Npu NocAeAytoueM Nogxtode-
Password Recovery Procedure A . P v » P AyIol A
<4> HUW K YCTPOMCTBY Napob ByaeT NpourHopmMpoBsaH.
BoccTaHoBneHWe napons . .
Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
<5> Back [na BbIXo4a M3 MEHIO M 3arpysku yCcTpoincTBa Haxkmute Knasuwy <Enter> nnbo
Bbixog, U3 meHto <Esc>.
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6.2 O6HoBNeHMe nporpammHoro obecneveHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLeH U HaCTPOEH Ha KOMNbOTepe, ¢ KoToporo 6yaer 3arpy-
¥aTbcA nNporpammHoe obecneueHue. CepBep A0MKEH MMETb paspellueHUe Ha YTeHue dai-
NI0B HauyanbHOro 3arpysumnKka u/unm cucremuoro NO. KomnbloTtep ¢ 3anyweHHbim TFTP-cep-
BEPOM A0/1XKeH 6bITb A0CTYNEH 418 KOMMYTaTopa (MOXKHO NPOKOHTPO/IMPOBATb, BbINOAHUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTepa).

O6HoBAEHME NPOrpamMmmMHOro obecneueHMa MOXKET OCYLLLECTBAATLCA TOIbKO NpUBUAErNpo-
BaHHbIM NONb30BaTeNIeM.

6.2.1 O6HoBnEHUe cuCMeMHO20 NPo2PamMmMHO20 obecneyeHus

3arpysKa ycTpoicTBa ocywiecTBaseTcs U3 ¢dalina cCUCTEMHOTO nporpammHoro obecneyenus (M0),

KOTOpbIA XpaHutca Bo Flash-namatu. Mpu obHOBNAEHWM HOBbIM dann cucTtemHoro MO coxpaHseTca B
CcneumnanbHO BblAeNeHHOW obnacti namatu. lNpu 3arpyske yYCTPOMCTBO 3anycKaeT aKTUBHbIN dalin
cuctemHoro MO.

]

.‘

Mpoueaypa 06HOBNEHMA CTEKA KOMMYTAaTOPOB He OT/IMYAeTCA OT Npoueaypbl 06HOBAEHUA
04MHOYHOro KommyTtatopa. CHauana 6yaer o6HoBnEH Master toHUT, 3aTem MO 6yaeT 3arpy-
YKE€HO Ha OCTaJIbHble IOHUTbI CTEKA.

Ecnu Tekywan sepcua MO 5.5.x.x, To npu nepexoae Ha aKTyanbHyo Bepcuto MO 6.x.x peko-
MeHAyeTCcA BOCNO0/b30BaTbCA MHCTPYKLUMEN No o6HoBAeHMIO Bepcum MO B ceTeBbiX KOMMY-
Tatopax MES5312 n MES53xxA npu nepexoge ¢ Bepcumn 5.5.x.x Ha 6.0.2 n 6onee nosgHue,
KoTopaA HaxoauTca B pasaene "LeHTp 3arpysku”.

[Ons npocmoTpa TeKyliei Bepcum CUCTEMHOrO MnporpammHoro obecneyeHus, paboTatowero Ha

ycTpolicTse, BBeauTe KomaHay show version:

console# show version

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68cic
Date: 03-Jun-2016
Time: 19:54:26

Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
Commit: 16738956
MD5 Digest: d907£f3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

MATN.

Mpoueaypa ob6HoBneHMA MO:

CKonmnpoBaTb HOBbIN ali NporpaMmmHOro obecneyeHmns Ha YCTPOMCTBO B BblAae/IeHHY0 06nacTb Na-
dopmaT KOMaHabI:

boot system tftp://tftp_ip_address/[directory/]filename

Mpumep BbINOAHEHNA KOMAHAbI:

console# boot system tftp://10.10.10.1/imagel.ros
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26-Fepb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/image.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT akTUBHOW nocne nepes3arpyskmn Kommyrtartopa.

Ana NPOCMOTpPAa AaHHbIX O BEPCUAX NPOrpaMmMHOro obecneyeHms 1 X akTMBHOCTU BBeAUTE KOMaHAY

show bootvar:

console#show bootvar

Active-image: flash://system/images/imagel.ros
Version: 5.5.4
MD5 Digest: 0534f43d80d£f854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ imagel.ros
Version: 5.5.4
MD5 Digest: b66fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe Nepesarpysky BBOLOM Y.
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NPUNOMXEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOWMX aepeBbes (MSTP)

MNpoTtokon MSTP no3BoaseT CTpOUTb MHOXKECTBO CBA3YIOLWUX AepeBbeB AN oTaenbHbIx rpynn VLAN
Ha KOMMYTATOpPaX JIOKA/IbHOM CeTH, YTO No3BosAeT 6anaHCMPOBaATb HArpysKy. [nA NPOCTOTbI PACCMOTPUM

CAyyan c Tpema KoMmyTaTopamm, 06beANHEHHbIMU B KOJIbLEBYIO TOMOIOTUIO.

BO BTOPOM 3K3emnaape. Heobxoanmo, utobbl Tpaduk VLAN-os 10, 20, 30 mexay nepsbiMm M BTOPbIM
KOMMYTaToOpaMn nepegasanca Hanpamyto, a Tpadmk VLAN-os 40, 50, 60 nepepasanca TpaH3UTOM Yepes
KommyTaTop 3. KommyTatop 2 HasHauyMm KOPHEBbIM /1A BHYTPeHHero ceasytollero aepesa (IST — Internal
Spanning Tree) B KOTOpoM nepegaetca cny»ebHaa nHdopmauma. KommyTtaTopbl 06beAMHAIOTCA B KOJbLO,

Myctb VLAN 10, 20, 30 06begmHatoTca B nepBom aksemnnsape MSTP, VLAN 40, 50, 60 o6beaunHatoTca

ncnosb3ys noptol tel u te2. Huxke npusegeHa cxema, M306parkatoLas JIOrmMYecKyto TOMoI0ruIo CeTu.

VLAN 10,20,30 HaaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHaveHb! Ha aKkseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3T0T NOPT nepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansa akzemnnapa 1

JT10T NOPT NepeckinaeT Tpaduk
Ann akaemnnapa 1 u Gnokupyer
Tpacduk Ann akzemnnapa 2

KOMMmyTaTop 2

PucyHok A.1 — HacTpoiika NpOoTOKOMa MHOXECTBA CBA3YIOLLNX AepeBbEB

Korgoa oAnMH 13 KOMMYTaTOPOB BbIXOAMUT U3 CTPOA MO0 06pbIBAaeTCA KaHal, MHOXECTBO AepeBbeB
MSTP nepectpanBaeTca, YTO NO3BOAAET MUMHUMU3NPOBATL NOCEACTBNA aBapumn. Huxe npmsegeH npouecc

KoHdUrypaumm KommyTtatopoBs. s 6onee GbICTPON HACTPOMKM co3aaeTca obwmii KoHPUIypPaLMOHHbIN

WwaboH, KOTopbIN 3arpyxaeTtca Ha TFTP-cepBep M UCNO/b3yeTcA BNOCAeACTBMM 1A HAaCTPOWKM BCEX KOM-

MYTaTOpPOB.

1.

CosaaHue WwWabioHa U KOHPUrypaLma NepBoro KOMMyTaTopa

console# configure

console (config)# wvlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit
console (config) # spanning-tree mst configuration
console (config-mst) # name sandbox
console (config-mst)# instance 1 vlan 10,20,30
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console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config)# spanning-tree mst I priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

Hacrtpoiika selective-qing

Hobasnerue SVLAN

MpuBeaeHHbIV 34eCb NPUMEP KOHOUTYPaL MM KOMMYTATOPA AEMOHCTPUPYET KaK A006aBNAATb METKY

SVLAN 20 ko Bcemy Bxogawemy Tpaduky 3a uckntodeHmem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepegayn AaHHbIX A0BOJIbLHO YAacTO BO3HMKAKOT 3a4a4yM, CBA3aHHble ¢ nogmeHoi VLAN
(Hanpumep, A1 KOMMYTATOPOB YPOBHS AOCTYMNA CYLLECTBYET TUMOBAsA KOHGUTypaLLMsa, HO NOJ/Ib30BaATE b~
ckuit Tpaduk, VOIP n Tpaduk ana ynpasneHusa Tpebyetca nepenasatb B pa3Hbix VLAN Ha pasnunyHbIX
Hanpas/ieHusx). B aTom cnydyae 66110 6bl yA06HO Bocnonb3oBaTbesa yHKLMen noameHbl CVLAN ana 3a-
MeHbl Tunu3aunposaHHbix VLAN Ha VLAN ana tpebyemoro HanpaeneHus. Huxke npuseaeHa KoHoUrypawumsa
KOMMYTaTOpa, B KOTOpOoMm ocyliecteasetca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 n 202. ObpaTHas

nogmeHa A0/1XKHa OCyLeCcTBNATbCA Ha 3TOM XKe MHTepd)el‘/JICEZ

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabanuya B.1 — NoaaepkmBaemble 3HaveHus EtherType

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312,

O0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
Ox22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
Ox22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
O0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXKEHUE . ONUCAHUE NPOLIECCOB KOMMYTATOPA

Tabnuua .1 — OnucaHMe NpoLLeccoB KOMMYTATOpPA

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepepayva nakeToB MmeXay YPOBHEM 2 1 CETEBbIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n obpaboTtka metosos AAA

AATT CumynaTtop AAA ana nposepku metoaos AAA

ARPG Peanunsaumna npotokona ARP

B_RS YnpaBneHue nepe3arpy3Koi yCTPOUCTB B CTEKE

BFD Peannsauna npotokona BFD

BOXM JononHuTenbHble AeNCTBUA B CTEKe (NolyYeHMe CBeAEeHWUIM O CTeKe, MHAMKaums, obmeH co-
obuweHunamu, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, COCTOAHUSA cTeKa: gobasneHne Master/Slave, nsyyeHume Tononoruu, ob-
HoB/ieHMe Bepcuu MO Begomoro ycTpoincTaa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard

BRMN Bridge Management: STP, onepauuu c FDB (go6aBneHue, yaaneHue 3anucei), 3epKkanmpo-
BaHue, KoHpurypaumsa noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast

BSNC ABTOMAT CUHXPOHU3ALMN BEAYLLETO U BEAOMOIO YCTPOWCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnposaHune KoHOUrypaLMOHHbIX dainnos

CNLD 3arpyska/sbirpyska KoHburypaumm

COPY YnpasneHue KonnpoeaHuem pannos

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexXnBaHue cOCTOSIHUA CTEK-/IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c dalinoBoi cuctemon

DFST PacnpepeneHHas dainosas cuctema (DFS). MUcnonbayeTcs B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nonyyeHue nHbopmaLmm € yaaneHHbix OHUTOB (Bepcua MO, uptime,
yCTaHOBKa aKTUBHOro obpasa MN0)

DNSC KnueHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbiThit OT yaaneHHbIX OHUTOB 06 MU3MEHEHUWN COCTOSHWUS BEHTU-

DSPT NIATOPOB, UCTOYHMKOB NUTAHUSA, TEpMOLATYNKOB, SFP-TpaHcuBepoB. MoslyyeHne coobLueHui
OT yAaNeHHbIX loHUTOB 06 nx Bepcum MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aMmogelicTBMe c Nonb3oBaTeiem)

ESTC JNlornposaHue cobbiTnin 0 NpeBbiweHMn noporos Tpadumka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBToMaTU4yecKas HacTponKa napameTtpos SERDES

EVAU O6paboTKa cobbiTin Address Update, HUKHUIN ypOBEHb, Nepeaaya Bbile

EVFB Onpoc coctoAaHuAa SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOSIHMUA NOPTa, HUXKHUIN YPOBEHb, Nepeaaya Bbille

EVRT RX Training
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EVRX O6paboTKa cobbITMIA NpUéma nakeTa U3 KommyTaTopa B CPU, HUXKHUIA ypoBeHb, Nepesaya
naketa Ha ypoBeHb 2

EVTX O6paboTKa cobbITUN OKOHYaHUA OTNpPaBKK naketa ns CPU B KommyTaTop, HUKHUIN YPOBEHD

exRX O6paboTKa BbIXxOAa NAKETOB C HUXKHEFO YPOBHA 2

FFTT YnpasneHue Tabanueit mapwpytmsaumm n mapLipyTusauma naketos

FHSF IPv6 First Hop Security (O6paboTka Tanmepos)

GOAH Peannsauns web-cepsepa GoAhead

GRN_ Peanusauma Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMAHZ HACTPOMKM YCTPOMCTBA HUMKHETO YPOBHA

HCPT PoE (B3anmoaeincTBme c KOHTPOIEPOM)

HLTX OTnpaska naketos n3 CPU B KommyTatop

HOST OcHOBHOW host-noToK, X0n10CTOM X0A4,

HSCS Stack Config — HacTpolika pyHKUMIM KOMMyTaTopa Ha YAa/IeHHOM HOHUTE

HSES Stack Events — 06paboTka cobbiTuit link changed, address update ¢ yaaneHHbIX IOHUTOB Ha
macTepe

HSEU O6paboTKa cobbITHiM CTEKA

ICMP Peanunsauna npotokona ICMP

I0TG YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IOTM YnpasneHune TepMmHanamu BBoAa-BbiBoaa

IOUR YnpasneHne TepMmHanamu BBoAa-BbiBoaa

IP6C Cyétunkmn IPv4 u IPV6

IP6M MapuwpyTtnsauma IPv4 n IPv6

IPAT YnpaneHue 6a3oii gaHHbIX IP-agpecos

IPG O6paboTKa nepexBayeHHbIX GparMeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHasa 3agadva ana ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpyTtrsaumnen n IGMP Proxy

IT60

IT6l
3apaun ana paboTobl C NpepbiBaHUAMMU

IT64

IT99

V11 3apaya gna paboTbl C BUPTYabHbIMM NPEpPbIBAHUAMM

L2HU MNepenayva nakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIA CMEHbI COCTOAHUA/HACTPoeK MHTepdeincos 1 nepeaaya cooblueHni 3a-
pPerncTpmMpoBaHHbIM Cy»Kbam

L2UT Ytunusauus noptos (show interfaces utilization)

LBDR Peanunsaums ¢pyHKumnm Loopback Detection

LBDT OtnpasKa naketoB Loopback Detection

LTMR O6wan 3agaya gns BCex TakmMepos

MACT O6paboTKa cobbiTna 06 okoHYaHWUK aeiictena B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABToTeCTbI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBunpoBaHue KoHOUrypaumoHHoro ¢aina B sSHeproHesaBUCMMON NaMATH

MSCm MeHeaKep gnsa paboTbl C TEPMUHANBHBIMW CECCUAMM

MSRP Mepenaya cobbITNIM B CTEKE NO/Ib30BATE/NbCKMM 334a4am

MSSS MpocnywmnsaHue IP-cokeToB

MUXT OTCnenBaHNe U3MEHEHWUIM CTPYKTYPbl CTEKa

NACT BupTyanbHoe TecTupoBaHue kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm
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NSCT HacTtpoiika orpaHMYeHns CKOPOCTM NepexsaTta naketos Ha CPU, BegeHMe cTaTUCTMKK Mo ne-
pexBayeHHbIM NaKkeTam

NSFP OTcnexumBaHue cobbITUiM, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepuroamyeckas reHepauma curHana ansa onpoca 1abamy MAC, VLAN, nopToB, My/ibTUKAcCTa,
MapLpyTU3aLmm, NPUOpPMUTU3aLUM

NTST JobaBneHune u yaaneHume IOHUTOB B CTeKe, cOpoc Ha AedONT COCTOAHMA IOHUTA, HA CETEBOM
YPOBHe

NVCT BcnomoratenbHaa 3agava gna VCT. 3anyck Tecta n oTCcAeXmnBaHMe U3MeHEeHUA COCTOAHUA
nopTa.

OBSR 3afaya gns oTCNeXMBaHMA U yBegOMAEHUA 06 U3MeHeHMAX cneumdPUYeckmx napameTpos
nHTepdelicos, Heobxoanmbix gns LLDP, CDP n apyrmx npoTOKO10B.

PLCR O6paboTKa cobbITUIN CMEHbI COCTOAHMA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOAHUA NOPTOB

PNGA Peanuszaums ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnneHt Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTenbckuii Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OT1cnexumsaHue coctoaHma OOB-nopTa

SCPT ABTOOBHOBNEHWNE M aBTOKOHOUIYpaLmA

SCRX MonyyeHune Tpadpuka c OOB-nopTa

SEAU MonyyeHue cobbiTnit Address Update, HUXKHWUIT ypoBEHb

SELC MonyyeHne cobbITUIA O CMEHE COCTOSIHMA NOPTA, HUKHUIA YPOBEHb

SERT OTcnerknBaHue cobbITUiA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX MonyyeHune cobbiTUIA NPUEma NakeTa 3 KommytaTtopa B CPU, HUKHNI ypOBEHb

SETX MonyyeHune cobbITUIN OKOHYAHMA OTNPaBKM NakeTa U3 CPU B KoOMMyTaTop, HUXKHUI YPOBEHDb

SEMG sFlow Manager — 06paboTka cobbiTnit usmeHeHua IP-aapeca, 3anpocos CLI/SNMP, Taiime-
pos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3a gaHHbIX SNA

SNAE O6paboTKa cobbITMin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B MN3Y

SNMP Peanusauna npotokona SNMP

SNTP Peanunsauna npotokona SNTP

SOCK YnpasneHue paboToii COKkeToB

SQIN HacTpoiika Selective QinQ

SSIM Slave To Master — nepegava coobuieHuid ¢ Begomoro yctpoictsa (slave) Ha Begyuiee
(master)

SSHP Cepsep SSH — HacTpolika, 06paboTKa KomaHA, Tanmep

SSHU Cepsep SSH — npoTokon

SSLP Peannsauna SSL

SSTC JNlornposaHue cobbiTnin 0 NpeBbiweHMn noporos Tpadumka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccma yepes VLAN

STSC CLI-ceccma yepes VLAN
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STSD CLI-ceccmsa yepes VLAN
STSE CLI-ceccusa yepes VLAN
SW2M ObpaboTKa cobbiTuin Address Update ot FDB, 6/10KMpoBKa nopTta Npu BO3HUKHOBEHUMW OLLMU-
60K Ha nopTy
SYLG BbiBOA, co0bLIEHMI B syslog
TBI_ Tabanua BpemeHHbIX NpomeKyTkos aas ACL
TCPP Peanusauna npotokona TCP
TFTP Peanusauna npotokona TFTP
TMNG YnpasneHne npuoputeTamm 3agay
TNSL KnuneHnt Telnet
TNSR Cepsep Telnet
TRCE Peanusauusa traceroute
TRIG 3anyck geicteua B FDB (aging MAC-aapecos)
TRMT YnpaBneHue tOHUTaMM B CTEKE C NOALEPHKKOM TpaH3aKuui
TRNS File Transfer — konupoBaHue daiinos mexay oHUTamm cteka (MNO)
UDPR UDP Relay
URGN O6paboTKa KPUTUUYECKNX COBBLITUI (HanpUmep, Nnepesarpyskn)
VRRP Peanunsauna npotokona VRRP
WBAM Web-based Autentification
WBSO B3anmopaencreme c web-KnmeHTamm, HUKHUI YpOBEHb
WBSR YnpaBneHue n Tanmepbl web-cepeepa
WNTT Mopaepkka NAT gna WBA
XMOD Peanusaums npotokona X-modem
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NPUNOXEHUE L. ®YHKLUMOHANT KOMMYTATOPA, UCNONb3YIOWMNIA TCAM U

uDB

Tabnunuya 4.1 — PyHKUMOHaN KommyTaTopa, ucnonbayrowwmii cepsucel PCL n TTI gansa pabotbl c TCAM

Pazden PyHKYUA PCL-client Mompe6neHue TCAM
input port IPCL_1 ACE=30B rule
IPv4 output port EPCL ACE=30B rule
input VLAN IPCL_O ACE=30B rule
input port IPCL_1 ACE=60B rule
ACL IPv6 output port EPCL ACE=60B rule
input VLAN IPCL_O ACE=60B rule
input port IPCL_1 ACE=30B
MAC output port EPCL ACE=30B
input VLAN IPCL_O ACE=30B
DHCP Snooping BkntoyeHue dyHKUMM Ha VLAN IPCL_1 perVLAN=2x30B+2x60B rules
2.1x Multi-
80 X. urtl Bk/toueHme GyHKUMM Ha port/LAG IPCL_2 Supplicant=30B rule
Session
PIM Snooping BkntoyeHue dyHKUMM Ha VLAN IPCL_1 perVLAN=30B+60B rules
ARP inspection BkntoyeHue dyHKUMM Ha VLAN IPCL_1 perVLAN=30B+60B rules
CraTuyeckune 1 AMHaMMUYECKme 3anncu IPCL_1 Entries=30B rule
IP Source Guard BkAtoueHne GyHKLMK Ha
IPCL_1 VLAN=308B rul
port/LAG/VLAN CL per 30B rule
VPC Peer-link IPCL_1 VPC domain enable=30B+60B rules|
BKkntoueHue pyHKUMM Ha uHTepdeice .
BFD neighbor=30B+60B rules
coceacTea
QoS service- input port IPCL_1 ACEs=30B rule
o .
policy output port EPCL ACEs=30B rule
Selective input port IPCL_2 rule=30B rule
QinQ output port EPCL rule=30B rule
VIAN Subnet-Based IPCL_2 mapping group=2x30B rules
MAC-Based IPCL_2 mapping group=30B rule
RPVST IPCL_2 Global process=30B+60B rules
vxlan=308B rule;
lat IPCL_O ’
Tunnel VXLAN encapsulate - arp-suppressioni=30B+60B rules
decapsulate TTI vxlan=30B rule
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TR-101
vlan mode decapsulate TTI inner-vlan=30B rule
Double-tag
per port
GRE decapsulate TTI tunnel=308B rule
transport | decapsulate TTI LSP=30B rule
MPLS
service decapsulate TTI Label per VRF=30B rule
/ Mpu nepBom HasHavyeHun ACL Ha VLAN-uHtepdeiic aBTomaTMUeckn ycTaHaBAMBAIOTCA ABa
rno6anbHbIX NpaBuaa 06paboTku TpaduKa No ymonyaHuio: permit any any u deny any any.

B panbHeiiwem 3TM NpaBuaa NPUMEHAIOTCA Ko Bcem nocnegytowmm ACL Ha VLAN-uHtep-
deircax.

ACL Ha VLAN He nopaep»uBaloT paboTy c guanasoHamu uHTep¢peincoB: Npu HasHaYeHUU
V oaHoro u Toro e ACL Ha HeckonbKo VLAN-uHtepdeiticos TCAM-npasuna gna ACL 6yayt
Ayb6nunposaTtbca anA Kaxaoii VLAN, Ha KOTOPYIO OH Ha3HaueH.

Tabnunua 4.2 — PyHKUMOHaN KommyTaTopa, ncnonbayolwmii UDB komnapaTtopsbl B PCL ana pabotsl c TCAM

dyHKYUOHAnN Tun Komnapamopa Yucno komnapamopos
BFD rnobanbHbIN 5
VXLAN? rno6anbHbii 4
TCP port-range ingress 4
TCP port-range egress 4
UDP port-range ingress 4
ACL p 8 g
UDP port-range egress 4
offset 16
V UDB aBnseTca pasgenaembim pecypcom ana scex PCL-cepBucoB Ha ycTpoiicTBe.

OAMH KOMNapaTop MOMKeT BbIMNOJIHUTb TOJIbKO OAHY Onepauuio CpaBHeHUs: 6Goablue,
MeHblUe uAn HepasHo. MNpu ucnonbzosaHun UDB gna ¢unbtpauyum no TCP/UDP-noptam

V AmanasoHbl Buga 0-6000 u 7999-65535 notpebyioT No ogHOMY Komnapatopy. [uana3oH
nopTtos Buaa 6000-7999 notpebyeT aBa KOMNapaToOpPa, TaK Kak ONUCbIBaeTcA ABYMA YC/10BU-
AMU ogHoBpemeHHOo (n26000 && n<7999).

! BpoHMpoBaHUWe pecypcos NPOUCXOAMT NOC/AE YCTaHOBKM U MHULIMANAU3aLMM AnLLEH3NM Ha dyHKUumoHan EVPN/VXLAN.

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 441

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32
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V OpuHakosble guanasoHbl TCP/UDP-noptos ana SRC IP u DST IP TpebyioT BbigeneHua ot-
AeNbHbIX KOMNApPaToOpoOB.
Mpasuno cnegylowero eupa notpebyer BbigeneHne 4 KomnapaTopos: <action> <protocol>

<SRC IP> <SRC wildcard> 6000-7999 <DST IP> <DST wildcard> 6000-7999

442 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,

MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32
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NPUNOMEHUE E. MATPULIA NMPOXOXAEHMA TPAGUKA MEXKAY NOPTAMMU C
BKNHOYEHHOW U30NALMEN

Tabnuua E.1 — MaTpu1ua NpoxoxKaeHUa TpaduKa mexay NopPTamm C BKIOUYEHHOW nsonaumen

MopT 6e3
nsonauum

Mopt
B pexume
nsonauum
protected-
port

MopTt
B pexxume
nsonauum
protected-
port
isolate-group
group_A

Mopt B
pexume
usonauum
protected-
port isolate-
group
group_B

MoptB
pexume
usonaumm
protected-
port
community
group_C

MoptB
pexxume
usonAuUn
protected-
port
community
group_D

Moprt 6e3
usonauum

Mopt
B pexxume
usonAumm
protected-
port

MopT
B pexxume
nsonauum
protected-
port
isolate-group
group_A

MoptB
pexume
n3onAauum
protected-
port isolate-
group
group_B

MoptB
pexume
usonaumm
protected-
port
community
group_C

MoptB
pexume
usonAaumm
protected-
port
community
group_D

Ethernet-kommymamopesl cepuli MES2300-xx, MES2310-12XU, MES3300-xx, MES3500I1-08P, MES3500I-10P, MES3500I-8P8F, MES3500I-24F, MES5312, 443
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,

MES5700-32
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TEXHUYECKAA NOAOAEPXKKA

Ona  nonyyeHWs TEXHUYECKOM KOHCyNbTauMM MO BOMPOCaM 3KchayaTauum obopynoBaHuA
000 «MpeanpusaTtne «3INNTEKC» Bbl MoxKeTe 06paTnTbes B CepBUCHbIN LEeHTP KOMNaHUK:
dopma obpaTHOl cBA3K Ha caiiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha opunumanbHOM caitiTe KOMMAAHUM Bbl MOXKETE HAUTU TEXHUYECKYHO OKYMEHTALMIO M MPOrpaMMHOe
obecneyeHune ana npoaykumm 000 «Mpeanpuatne «3/ITEKC», 0bpaTuTbca K 6ase 3HaHUI UM OCTaBUTb
WHTEPaKTUBHYIO 3aABKY:

OdunumanbHbIi cant Komnanuu: https://eltex.ru/
ba3a 3HaHui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LeHTp 3arpysok: https://eltex.ru/support/downloads

444 Ethernet-kommymamopei ceputi MES2300-xx, MES2310-12XU, MES3300-xx, MES3500/-08P, MES3500I-10P, MES35001-8P8F, MES3500I-24F, MES5312,
MES5316A, MES5324A, MES5332A, MES5300-24, MES5300-48, MES5305-48, MES5310-48, MES5320-24, MES5400-24, MES5400-48, MES5410-48, MES5500-32,
MES5700-32


https://servicedesk.eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

