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PykoBogacTBo no skcnayatauum WOP-50L

1 BeBeaeHune

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

Yctpoiicteo WOP-50L siBnsieTcs Toukoin goctyna Wi-Fi. KOHCTpykumusa ycTpoiicTBa npeaycmaTpvBaeT
repMeTUYHbIA KOpryc, KOTOPbIA NO3BO/ISET UCMNO/b30BaTh TOUKY A0OCTYyrNa BHE NMOMeLLEeHWU B pa3nyHbIX
KNnumMaTtunyeckux ycrioBumax npu temneparypax ot -45 go +65 °C.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

@ nNpeaynpexaenns MHOPMUPYIOT NONL30BATENS O CUTYaLMAX, KOTOPbIE MOTYT HAHECT Bpej
YCTPOWCTBY W/ Yes0BEKY, MPUBECTU K HEKOPPEKTHOM paboTe yCTpoincTBa Uav notepe faHHbIX.




PykoBogacTBo no skcnayatauum WOP-50L

2 OnucaHue n3nenus

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTtaHa 6ecnpoBogHas Touka goctyna WOP-50L (ganee — ycTpoiicTBo, Touka gocTyna unu TA).
OCHOBHbIM Ha3Ha4YeHNeM yCTpONCTBa SAABNSETCH co3haHne 6ecnpoBOAHON ceTn nepefadn AaHHbIX L2-ypoBHs
Ha CTbike ¢ npoBogHol ceTbio. WOP-50L nogkntoyaeTcs K npoBoaHoi cetn yepes 10/100/1000/2500M
Ethernet-untepdeiic n ¢ nomowybio pagnonHTeppelicos co3gaet 6ecnpPoBOAHON BbICOKOCKOPOCTHOM AOCTYN
ANS YCTPOWCTB, nogaepxmatowmx texHonoruo Wi-Fi B ananasone 2.4 n 51T,

YCTPONCTBO COAEPXUT 2 pagmonHTepdienca a/1a opraHnsaumm aByx onmsnyeckmnx 6ecnpoBofHbIX ceTeil.

WOP-50L nogaepxunsaeT coBpeMeHHble TpeboBaHUA K kKaueCcTBY CEpBUCOB M NO3BOJISAET Nnepeaasarb
Hanbonee BaxHblli Tpadnk B 6051ee NPUOPUTETHBLIX OYepesaX No CPaBHEHUIO C 06bIYHBIM. [propuTH3aums
obecneunBaeTcs cneayoLwymMmn TexHonornsmu QoS: CoS (cneunansHble meTkun B none VLAN-naketa) n ToS
(meTkn B none IP-naketa). Moaaepxka yHKLUMOHaANA wWelinuHra Tpadgmka Ha kaxkaom VAP nossonsiet B
MOSIHOW Mepe ynpas/iAaTb AOCTYMNOM, KA4eCTBOM CEPBUCOB U OrpaHNYeHNAMN Kak /151 BCeX aBOHEHTOB, Tak 1
[N15 K&XA0ro B YaCTHOCTM.

YCTpOIACTBO paccumTaHo Ha KPYrOroAUYHYH 3KCMlyaTaumio B C/IOXKHbIX YCIOBUSX — OT CU/TbHOMO MOpo3a A0
Xapbl, NPV NOBbILLEHHOW BIAXKHOCTH, 0OCaAKax ¥ 3anbl/IEHHOCTM — 1 YBEPEHHO paboTaeTt TaMm, rae 06blYHoe
oorcHoe 060pyA0BaHME HENPUMEHUMO: HAa MPOMbILLIEHHBIX M10WAAKaX, CTaAMOHaX, B Napkax, Ha cknagax 1
OTKPbITbIX TEPPUTOPUSIX.

2.2 XapakTepuCTUKM YCTPONCTBa
Nnmepabelicnbi:

+ 1 nopt 10/100/1000/2500BASE-T (RJ-45) ¢ noaaepxkoii PoE;
+ 1 nopt 10/100/1000BASE-T (RJ-45);
« Wi-Fi 2.4 Ty IEEE 802.11b/g/n/ax/be;
« Wi-Fi 5Ty IEEE 802.11a/n/ac/ax/be;
+ 4 pazbema SMA-Tuna (female) ana nogknoueHUst BHeLWHNX aHTeHH (Omni, cekTopHasi, naHenbHas u
T.0.).
PyHKYyUUu:
BosmoxHocmu WLAN:

* noaaepxka ctaHgaptoB IEEE 802.11a/b/g/n/ac/ax/be;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

« arperauusi aaHHbIx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHUPOBaHME NakeToB Ha ocHose WMM,;
* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* nogaepxka ckpoitoro SSID;

* 14 BUpTyanbHbIX TOYEK OOCTYNE,;

+ 06HapyXeHne CTOPOHHUX TOYEK A0CTYNa;

* CMeKTpoaHamM3arop;

* aBTOBbIOOP KaHana;

* nogaepxka APSD.



PykoBogacTBo no skcnayatauum WOP-50L

Cemesbie (hyHKYUU:

* aBTOMarMyecKoe CorsiacoBaHne CKOPOCTK, AYTN/IEKCHOTO pexumMa 1 NepeksiiovyeHns Mexay pexnmamm
MDI n MDI-X;

* nognepxka VLAN;

* nognepxka C-VLAN;

* noggepxka Management VLAN,;

* DHCP-knueHT;

+ nopaepxka GRE;

* nepegaya aboOHEHTCKOro Tpaduka BHe TyHHenen;

+ nopaepxka ACL;

+ noggepxka NTP;

* nogaepxka Syslog;

* nognepxka LLDP.

®dyHkyuu QoS:

* OrpaHu4eHune NpPonyckHOWM CNOCOBHOCTY,
* nsmeHeHune napametpos WMM (EDCA) ansi pagnonHTtepdelicos.

Ee3onacHocms:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wndpposarHe WPA/WPA2/WPA3/OWE;

* noAjepXkKa BHELUHero noprana asropusawuuy,

+ aBTOpu3auus yepe3 RADIUS-cepBep npu BXoAe Ha yCTPOICTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHusa o6opygosaHna WOP-50L.

APM

’ oneparepa

Cepeep
DHCP, RADIUS

G:G

PucyHok 1 — ®dyHKUMOHasIbHas cxema ucnosnb3oBaHns WOP-50L



2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTpbl uHTEepdelica Ethernet
KonuuecTso nopTos
DnekTpryecknii pasbem

CkopocTb nepegayn

Mopaepxka cTaHfapToB

MapameTpbl 6ecnpoBOgHOrO NHTEepdeiica
CraHpgapThl

UYacTOTHbI frnana3oH

Moaynauus

Paboune kaHasbl

CkopocTb Nepefayn AaHHbIX

MakcruMasibHOe KOMIMYecTBO OAHOBPEMEHHbIX
NnoAKoUeHNIA

MakcmMmarnbHasi MOLWHOCTb NepeAarymka

UyBCTBUTE/IbHOCTb NPUEMHUKA

Be3onacHocTb

PykoBogacTBo no skcnayatauum WOP-50L

2
RJ-45

10/100/1000/2500 M6uT/c, aBTOONpPEaENeHne
10/100/1000 M6uT/c, aBTOONpPEAENEHNE

BASE-T

802.11a/b/g/n/ac/ax/be

2400-2483.5 MI'L; 51505350 MIw, 5470-5850 MLy

BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM, 4096QAM
802.11b/g/n/ax/be: 1-13 (2401-2483 ML)

802.11a/n/ac/ax/be:

+ 36-64 (5170-5330 MI'y)
+ 100-144 (5490-5730 MI'yy
+ 149-165 (5735-5835 MI'yy

2.4 1Ty, 802.11be: 688 Mo6uTt/c
51Tu, 802.11be: 2882 M6uTt/c

119

2.4TTu; 20 gbm
51Tu: 21 gbm
2.4T1Tu: go-94 pbm
51Ty go-94 abm

LeHTpannsoBaHHas aBTopusauus yepes RADIUS-cepsep
(802.1X WPA/WPA2/WPA3 Enterprise)

wndpposaHme gaHHbix WPA/WPA2/WPA3/0WE
noaaepxka Captive Portal

PapnounHTepdeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2



PykoBogacTBo no skcnayatauum WOP-50L

YnpaBneHue
YpganeHHoe ynpasneHne web-nHtepgeiic, Telnet, SSH, CLI, SNMP, NETCONF
OrpaHnyeHue gocrtyna no naponto, ayteHTudukaums yepes RADIUS-cepeep

O6wue napameTpbl

Flash-namsaTtb 128 MB SPI-NAND Flash

RAM 512 MB DDR3 RAM

MuTtaHne PoE+ 48 B/56 B (IEEE 802.3at-2009)
MoTpebnsiemas MOLWHOCTb He 6onee 13,5 BT

CreneHb 3aWmThbl IP55

Pabounin gnanasoH TemnepaTyp o1 -45 go +65 °C

OTHOCUTEeNbHAsA BAXHOCTb Npu Temnepartype 25 °C 0o 80 %

laGapuTbl (QUameTp x BbICOTA) 125 % 236,5 x 50,4 Mmm

Macca 0,8 kr

CpoK cnyx6bl He meHee 15 net



PykoBoACTBO Mo akcnnyarauum WOP-50L

2.4 KOHCTpYKTMBHOE WCMOJSIHEHME

YctpoiictBo WOP-50L BbINOMHEHO B N1acTMKOBOM Kopnyce. BHewHwuin Bug, yctpoictBa WOP-50L npuBeeH Ha
pUCyHKe 2.

PucyHok 2 — BHewHwuiA Bug, ocHoBHol naHesin WOP-50L

10



PykoBoacTBO Mo akcnnyatauum WOP-50L

MoA, KPBILLKOW B HUXHE YacTu yCTpoiicTBa pacnonioxeHbl LAN-NopThl, a Takxe kKHonka «F» ans cépoca K
3aBOACKUM HacTpoiikam (pUCyHOK 3).

D
2.5GE (PoE)
S . @
& =
I
I
®
1 2 3
PrcyHOK 3 — BHeLHWA BUA, HWXXHE naHenu 8
WOP-50L Q

—

PucyHok 5 — BHewHuii Bug, 3agHein naHenn WOP-50L

4 S 6 7

PucyHok 4 — BHeLWHWIA BUA, BEPXHEN naHenu
WOP-50L

Ha naHensix ycTpoiicTBa pacnosioxeHbl Criefyowme pasbeMbl U OpraHbl ynpasneHus, Tabnuua 2.

Tabnuua 2 — OnucaHne NOpPTOB M OPraHoB ynpaBeHns

AnemMeHT naHenu OnucaHue
1 F hyHKUMOHaIbHasA KHOMKa cbpoca K 3aBOACKMM HacTpoiikam
2 2.5GE (PoE) MopT 2.5GE ana nogknoueHus Ethernet-kabensa v nogaun
nutaHnsa PoE
3 GE Mopt GE ans noakntoueHus Ethernet-kabens
4,6 5-A1, 5-A2 IEEFB'I:EMI:I ONA NOAK/TIOYEHNS BHELLIHMX aHTEHH Auana3oHa 5
L
57 2.4-A1,2.4-A2 gaf‘FﬁMbl A9 NOAK/TOYEHNA BHELLHUX aHTeHH guana3oHa
. 4

8 @ 3a3eM/leHne ycTpolicTBa

11



2.5 CaetoBas nHgukauus

TekyLee COCTOsIHME YCTPOICTBA OTOGPaXKaETCS NPU NOMOLLY MHAMKATOPOB, PACMONIOKEHHbIX HA NepeaHei

PykoBogacTBo no skcnayatauum WOP-50L

naHenu yctponcTea. lNMepeyeHb COCTOSHUI MHAMKATOPOB NpuBeaeH B Tabnvue 3.

Tabnuua 3 — CBeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA

WHavkatop CocTosiHMe uHaukatopa
Power — nHgukarop rOpUT NOCTOSAHHO
[ nUTaHus u ctartyca
( , paboTbl ycTpolicTea muraet

4yacTo MUraeT B TeUeHune
3 cekyHp, nanee roput
NOCTOSIHHO

LAN — nHgukartop
nopta 2.5 GE

3eneHblil, Muraet

LAN — uHgukaTtop

3eneHblil, Muraet

>  Wi-Fi24T1Ty
- — MHAWKaTop cTaryca
2 4G paboTbl 6ecnpoBoAHOIA
: ceTn B gnanasoHe 2.4
My,
> Wi-Fi5 rOPUT NOCTOSIHHO
- 'y — nHankaTop
cratyca paboTbl
5G 6ecnpoBOAHO CETU B

AwanasoHe 5Ty

2.6 C6pocC K 3aBOACKMM HacTpoiikam

lopwuT 3eneHblil CBETOANOL,
(100 M6uT/c);

FopuT 3eneHsblii 1
OpaHXeBbIil CBETOANOS
(1000, 2500 M6uT/C)

ropwT 3eNeHsblii cBeToanoa,
nopta GE (100 M6uT/c);

FopuT 3eneHsblii 1
OpaHXeBblil CBETOANOA
(1000 M6uT/C)

ropuTt NOCTOAHHO

OnucaHue
nuTaHne NoaxIlYeHo, HopmasibHasa paboTa
YCTPOICTBO He nony4unio agpec no DHCP

nepesarpyska/copoc K 3aBofICKMM HaCTpOIiKam

YcTaHOBNEHO COefMHEHNE C NOAKIOUYEHHbIM
CeTeBbIM YCTPONCTBOM

Mpouecc nakeTHoW nepegayn gaHHbIX no LAN-
nHTepceiicy

YCcTaHOB/IEHO COeiHEHME C MOAK/THIOYEHHbIM
CeTeBbIM yCTpOI7ICTBOM

Mpouecc nakeTHol nepegayn gaHHbIX no LAN-
nHTepdeiicy

cetb Wi-Fi B gnanasoHe 2.4 T akTMBHa

ceTb Wi-Fi B gnanasoHe 5 T akTMBHaA

[nsa cépoca K 3aBOACKMM HACTpOiikaM HEOBXOANMO B 3arpy>€HHOM COCTOSIHMM YCTPOMCTBA HaXKaTb U
yaepXmBartb KHOMNKY «F» Ha npoTshkeHun 10—15 cekyHg, noka nHaukatopbl Wi-Fi 2.4 n 5 T He Ha4YHYT MUrathb.

MpounsoligeT aBToMaTnyeckasi nepesarpyska yctponcTsa. [pu 3aBoACKMX ycTaHoBKax 6yaeT 3anyuleH DHCP-
KNWeHT. B cnyyae, ecnn agpec He 6yaet nonyyeH no DHCP, To y ycTpoiicTea 6yaet 3aBoackoli IP-agpec —

192.168.1.10, macka noacetn — 255.255.255.0, uma nonb3oBaTtens/naposnb An1s AocTyna Yyepes web-

nHTepdeinc: admin/password.

12



PykoBogacTBo no skcnayatauum WOP-50L

2.7 KomnnekT nocTaBKu
B KkoMnekT nocTtaBku BXOOAT:

+ obopyposaHue paguogoctyna WOP-50L;

* KOMMNEKT Kpenexa;

* PYKOBOACTBO Mo 3Kcnayatauuy Ha CD-ancke (onuuoHasibHo);
*+ cepTtucukaT CoOTBETCTBUS;

* namsaTka O fJOKyMeHTauuu;

* nacnopr.

13



PykoBogacTBo no skcnayatauum WOP-50L

3 MpaBuna n pekoMeHaaLmm no ycTaHOBKe YCTPOCTBA

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

10.

11.

He BckpbiBaliTe KOpryc yCTPONCTBa. BHYTpW yCTPOWCTBA HET 3/IEMEHTOB, NpeHa3HauYeHHbIX AN
06CNyX1MBaHUS NOSIb30BaTE/EM.

He3aaeicTBOBaHHbIE @aHTEHHbIE pa3beMbl TPEOYEeTCS 3aKpbITh 3aLUUTHOM KPbILIKOM, KOTOpasi BXOANUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBa BO BpeMs rpo3bl. MOXeT cyLLecTBOBaTb PUCK yaapa
MOJTHUEN.

Heobxoanmo cobnoaarb TpeboBaHmsA No HANPSHKEHWUIO, TOKY M 4acToTe, yKa3aHHble B AaHHO
NHCTPYKUNN.

Mepes NOAKNHOYEHNEM K YCTPONCTBY U3MEPUTE/bHBIX NMPUOOPOB 1 KOMMbIOTEPA UX He0BX0AMMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTbCsA B LLe/IOCTHOCTU Kabenei n nx HageXxHoM KpenaeHun K
pasbemam.

He ycTaHaBnmBaliTe yCTPOMNCTBO PALAOM C UCTOYHUKAMU Tern/ia v B NOMELLEHMAX C TEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

Bo BpemMs MOHTaXa yCTPOMCTBA Ha BbICOTHBLIX KOHCTPYKLUMAX CriefyeT BbINO/HATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

Akcnnyarauns ycTpocTBa A0/MKHA NPOU3BOAUTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

MoakoyaTb K YCTPONCTBY paspeLlaeTcsa TONbKO rogHoe K NPYMEeHEeHWIo BCroMoraTesibHoe
obopygoBaHue.

He Bk/itovaiTe nutaHme 6e3 NoAKNHYEHHbIX aHTEHH.

3.2 PekomeHpaumu rno ycTaHOBKe

(X

Mpn yNNYHOI YyCTaHOBKE MO0 B MECTax BbICOKOW BIAXXHOCTWN YCTPOMCTBO 06a3aTe/bHO A0/MKHO ObITh
YCTaHOB/IEHO TakMM 06pa3om, 4To6bl Ethernet-nopT 6611 HanNpaBIeH BHUS.

N —

PekomeHayemMoe NosioXeHne yCcTpoincTea Ansl YCTaHOBKM — KpensieHne Ha TPy6OoCTONKY/CTeHy.
Mepes yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaInYme BUAUMbIX
MexXaHU4ecKnx nospexaeHuii. B cryyae o6HapyXeHnsi NoBpexXaeHnin cnefyet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT 1 06PaTUTLCH K MOCTaBLLUKY.
Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyywmmm
XapakTepucTMkamy yunTbiBainTe cregyrowime npasunia:
* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.
« MUHMMK3UPYIITE uncio nperpag (CTeHbI, NOTOMKK, Mebenb 1 ap.) mexay WOP-50L n gpyrumu
6ecnpoBoAHbLIMY CETEBLIMU YCTPOCTBaAMM.
* He ycTaHaBnvBaiiTe yCTpOcTBO B6NM3M (NOpsigka 2 M) a/1eKTPUYECKUX U PaanoyCTPOIACTB.
* He pekomeHayeTcs ucnonb3oBaTb pagunoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctems 6ecnposogHoii cetn Wi-Fi.
+ [penAaATcTBusA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauMTelbHO YMeHbLUNTb paguyc aericteua Wi-Fi ceTtn.
Mpy pa3meLLeHn HECKONBbKNX TOYeK paguyc coTbl AO/HKEH NepecekaTbCs C coceHel COTON Ha ypoBHe
0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ec/iv He
npegnonaraetcs ucnosb3osaHne VolP, NOTOKOBOro BMAeOBELLaHNS 1 APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MpubnuanTenbHbIN paguyc oxeara yBepeHHoro npuema todek goctyna WOP-50L npu moHTaxe
Ha NoToJIKe B TUMNOBbIX OPUCHBbIX NomMeweHusax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 m. Mpy NOHOM OTCYTCTBUM
npenaTcTBuiA paguyc oxeata: 2.4 'y, — 8o 100 m, STy — go 60 m.

B Tabnvue 4 npuBeneHbl Npu6/IM3nTeNIbHbIe 3HAYEHUS 3aTyXaHus.

Tabnuua 4 — 3HayeHus 3artyxaHus

MaTtepuan N3meHeHMe YPOBHSA curHana, ab
24T1Ty, 5My,
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crexno -0,5 1,7
MncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLTykaTypka C METa/T/IMYECKOIN CETKOM -14,8 -13,2
LLinako610K -7 -11
MeTannuueckas pelueTka (sueiika 13x6 mMm, -21 -13

MeTasns 2 MMm)

3.4 BblGOp KaHaOB COCEACTBYHLLMX TOUEK

Bo n36exaHne MexkaHaslbHOW MHTephepeHLUn Mexay COCeACTBYHOLLMMM TOUKaMy AOCTyNa peKoMeHayeTcs
YCTaHOBWTb HEMEepPEKPbIBAOLLMECS KaHa/b.

KaHansi

2.402 Iy |<7 22 Mly, 4% 2.483 Ty,

PucyHok 6 — O6Lwan gnarpamma nepekpbITUa YacTOTHbIX KaHanoB B 2.4 Ty,

15



PyKoBO/CTBO Mo aKcnayataumum WOP-50L

Mpumep cxeMbl pacnpegeneHns kaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y, npuBeaeH Ha pucyHke 7.

PucyHok 7 — Cxema pacrnpefesnieHust KaHasioB MexXay cocefiHMMM ToukamMu AoCcTyna B guanasoHe 2.4 'y npu
LvpuHe kaHauia B 20 My,

AHaJI0TMYHO PEKOMEHYEeTCS COXPaHSATh AaHHbIVi MexaHW3M pacnpeaesieHnsi KaHasioB Npy PacrosiIoKeHUN
TOUEK MexXay aTaxamu (PUCyHoK 8).

1 e A
+ ‘-r
<&
PucyHok 8 — Cxema pacnpefeneHms KaHasoB Mexay CoceHNUMMN TOYKaMm A0CTyna, pacnonoXeHHbIMU MeXay
STaKaMin

Mpwn ncnonb3oBaHUK WMPKHBI KaHasna 40 My, B agnanasoHe 2.4 ['TL, HeT HenepeKpbIBaloLLMXCA KaHasoB. B
Takux criyyasix CTOUT BblGMpaTb MakCUMasIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 H835
MHz MHz MHz Radar MHz MHz MHz
IEEEChannel # !B S I FTRBED cee-—EEmeme2 !l 122222
| I I

A A A A A A A AR A A A A A A A A A A A A A A A
somiz V.V VN LV VY
80 MHz / \/ \ ' \ \ \ !

160 MHz A i
Examples of [T [
non-contiguous
VHTB0+80 MHz 0\ [

setup
R T

PucyHok 9 — KaHasibl, ucnonb3yemsle B gnanasoHe 5 'L npu wupuHe kaHana 20, 40, 80 MIy,
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PyKoBO/CTBO Mo aKcnayataumum WOP-50L

4 YcTaHOBKa yCTpoucTBa

[nsa Toukn goctyna WOP-50L npeaycMoTpeHbl ABa BapyaHTa MOHTaxa: ycTaHOBKa YCTPOCTBa Ha
TPy6OCTOIiKYy 1 yCTaHOBKa YCTPOMCTBA Ha CTEHY.

4.1 YcTaHOBKa yCTPOWCTBa Ha TpybOCTONKY/CTONO

1. MprkpenuTe KPOHLWTEH K KOpNycy YCTPOMCTBA C NOMOLLbIO BUHTOB, MAYLLMX B KOMMJIEKTE, KaK
nokasaHo Ha pucyHke 10.

PucyHok 10 — KpenneHue KpoHLuTeliHa K YCTPOCTBY

2. YcTaHoBUTe ycTpoiicTBO Ethernet-nopTom BHK3 Ha TPYGOCTOIKY, Kak MOKa3aHo Ha PUCYHKE HUXE, U
3aKpenuTe ero XoMyTamu, Ay M1 B KOMINJIEKTE C YCTpoiicTBOM. CobtogaiiTe MHCTPYKLUMM MO TEXHUKE
6e30MacHOCTV 1 peKoMeHaLuy, NPUBEAEHHbIE B pasfenax «/IHCTPYKLMN N0 TEXHVKEe 6e30MacHOCT» U
«PekoMeHAaLmM Mo YCTaHOBKE.

PucyHok 11 — KpenneHue ycTpoicTea K Tpyb0oCcTolike

3. BbINonHMTE 3a3eM/eHne YCTPOIACTBA Yepes CneLnasibHy KNemMMy Ha paguaTope ycTpoiicTea (CM.
PUCYHOK 5).

17
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4.2 YcTaHOBKa YyCTPOWCTBa Ha CTEHY

© [anHbiit BapuaHT ycTaHOBKM YCTPOICTBA ABNAETCA [JONOMHUTENLHBIM — KPENn/ieHne NpoAaeTcs
OTAE/IbHO U HEe BXOAMUT B KOMIM/IEKT MOCTaBKM.

1. CoBMecTUTe YeTbipe OTBEPCTUSA A/ BUHTOB Ha KPOHLUTEHE C TakMMU Xe OTBEPCTUSAMU Ha
ycTpoicTee. C NOMOLLbIO OTBEPTKN NPUKPENUTE KPOHLUTENH BUHTAMK K YCTPOMCTBY, Kak Noka3aHo Ha
pycyHke 12.

PucyHok 12— KpenneHue KpoHLLUTeiHa K yCTpoicTBy

2. BbiGeprTe MecTo A5t pa3MeLLIeHUst TOUKM A0CTyna B COOTBETCTBUN C PEKOMEHAAUUAMMN U3 pa3fesioB
PYKOBOACTBA «/IHCTPYKLMM MO TEXHUKE GE30MacHOCTI» U «PeKoMeHAaLMM Mo ycTaHoBKE». MpunoxuTe
OCHOBaHMWEe KPOHLUTEHA K CTEHE 11 OTMepbTe PacrosiokeHne oTBEPCTUIA 415 BUHTOB (pUCYHOK 13).
MpoCBeP/IUTE OTBEPCTUSI U 3aKPENUTE B HUX BUHTLI, HE 3aTAMMBas A0 KOHLA.

PucyHok 13 — Pa3melleHne yCcTpoiicTBa Ha CTeHe
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3. BbinosiHWTe 3a3eMneHne yCTpolicTBa Yepes cneumnasbHyo KNemMmMmy Ha paguaTtope ycTpoiictsa (CMm.
PUCYHOK 5).

4. COBMeCTUTE OTBEPCTUSI KPOHLLUTENHA C BUHTaMUM Ha CTeHe. MNMepeaBrHbTE KPOHLUTENH BBEPX U BHU3
[10 yropa 1 3aKpenuTe BUHTbI (PUCYHOK 14).

PucyHok 14 — dukcmpoBaHue yCTPOCTBa Ha CTeEHe
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5 MopgknoveHne ycTponcTea

PucyHok 15 — MopgxntoveHne Ethernet-kabenst k POE-nopty

1. CHuMUTE KpbILLKY, 3aKpbiBatoLLyto Ethernet-nopt Ha HWXHel naHenn ycTpoincTea, nogkaounte Ethernet-
kabenb K PoE-nopty (pucyHok 15).

3aKkpoiiTe KpbILLKY HYKHER naHesnu.

MoAkIuMTE aHTEHHY K YCTPONCTBY, Cnefys UHCTPYKUUAM 13 pasgena «/IHCTPyKuus no repmeTmnsanmum
aHTEeHHbIX Pa3beMOBY:

* Mpu ncnonb3zoBaHun OmMni-aHTEHH: NPUCOeAUHNTE aHTeHHbI K SMA-pa3bemMam yCTPONCTBa;

* [pwn ncnosnb3oBaHUN NaHebHbIX/CEKTOPHbLIX aHTEHH: MPUCOeAMHUTE aHTeHHbl K SMA-pasbemam
YCTPOMCTBA C NOMOLLBIO KabenbHbIx c6opok. OTperynnpyinTe NonoXeHne aHTeHHbI Tak, YTOObI
aboHeHTCKMe yCcTpoicTBa nonagasiv B 30Hy NOKPbITUS YCTAHOBIEHHOW aHTEHHbI.

4. Mopknounte Ethernet-ka6enb, naywmnin ot WOP-50L, k POE-nopTy nHXekTopa nnum nopty KommyTaropa
(IEEE 802.3at-2009).
5. Ecnu Bbl ucnons3yete PoE-nHxekTop, nogknounte ero K poseTtke 220 B ¢ noOMOLLbIO CETEBOTO LLHYpa.

wnN

[ € Bo usbexaHme BbIXxoaa YCTPOIICTBA 13 CTPOS PeKOMEH/LyeTCs UCMO/Mb30BaThb rPO303aLLuTY. ]

[ € He BrouaiiTe NUTaHWe 6e3 NOAKIIOUEHHBIX AHTEHH. ’
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5.1 VHCTpyKUMA No repMeTnsanmnm aHTeHHbIX pa3beMOB

@ Trepmetnzaumio HeO6X0AMMO NPOBOAUTL C 06EeNX CTOPOH Kabens.

1. Mepep nogkntoyYeHMeM kabesnst K pasbemy 0CMOTPUTE ONJIETKY Kabens Ha Hanmume NoBPexXAeHNi, a Takke
MpoBepLTE HaMuMe YNI0THUTENBHOTO KOMblia B ralike pasbemMa, pacnosioxeHne nokasaHo Ha pucyHke 16 (a,
6).

PucyHok 16a PucyHok 166

2. MogknounTe Kabenb K pasbemMy yCTpoiicTBa (aHTEHHBI) 1 3aTSIHWUTE raiiky, Kak nokasaHo Ha pucyHke 17 (a,
6).

PucyHok 17a PucyHok 176

3. OTpexbTe PE3VHOBYHO FEPMETU3NPYHOLLYIO SIEHTY COOTBETCTBYHOLLEN AJIMHBI: HA FEPMETU3aLMI0 O4HOT0
pasbema SMA (pucyHok 17a) Tpebyetcsa 0,15 M ruaponsonupytoLLein neHTsl, Ans pasbema N-type (prcyHok
176) Tpebyetcs 0,3 M rMapoM30NMNPYIOLLLEN NTEHTbI, Kak NoKkasaHo Ha pucyHke 18 (a, 6).

PucyHok 186

PucyHok 18a
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4. Ypanute ¢ pe3nHOBOI NEHTbI 3alLMTHbIA CMON, Kak NoKa3aHo Ha pucyHke 19.

R

PucyHok 19

5. HauyHuTe 06MOTKY CO CTOPOHbI Kabens, npeaBapuTesibHO OTCTYNMUB OT 06XMMHOWK YyacTu Ha 10—-15 mm.
3adkempyinTe KOHUKK NIEHTbI Ha onieTke kabens nog yrnom 15-25 rpagycoB kK ocu kabens, u, cnerka
pactarveas /IeHTy, HauHUTe obMaTbiBaTh Kabesb U pa3beM, NPOABUIasiCb B CTOPOHY Kopnyca ycTpoicTsa.
BuTkn HeobxoamMmo yknaabiBatb ApYr HA Apyra ¢ Hax/1eCToM, CK1aZkM Ha BUTKax He gonyckatotcs. O6moTka
kabens nokasaHa Ha pucyHke 20 (a, 6).

PucyHok 20a PucyHok 206

6. LOCTUrHYB Kopryca yCTpoiCcTBa (AaHTEHHbI) KpaeM NeEHTI, caenalite 060poT BOKPYr pasbeMa, MakCUMasibHO
NpXMMasi Kpav NeHTbl K Kopnycy, gasee NpoAo/MKMTE HAMOTKY /IEHTbI Nog, APYTUM YINIOM, yAasssiCb OT
kopnyca. NMpn HamaTbiBaHWM He 3abbiBaiiTe pacTArMBaTb IEHTY U NIOTHO NPWXXMMATb €€ K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUYMKE NIEHTbI PACTSHXKY HEOOXOAMMO YMEHbLUNTL U NAOTHO NPWXKaTb €ro K BUTKam,
pacnosioXXeHHbIM Ha onneTke kabens, kak nokaszaHo Ha pucyHke 21 (a, 6).
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7. OTpexsTe MBX-NeHTy (M30/1EHTY) COOTBETCTBYIOLLEN A/IMHbI: HA repMETU3aLMI0 0AHOro pasbeMa SMA
Tpebyetcsa 0,28 M n3oneHTsl, ANa pasbema N-type Tpebyetca 0,6 M n30/eHThI. 130n1eHTa Tpebyetca a/is
3aLUMTbl PE3VHOBOI 1IEHTbI OT Y/ILTPadMONETOBLIX Nyyeli. MI30neHTa nokasaHa Ha pucyHke 22.

PucyHok 22

8. HauHuTe 06MOTKY C OnneTkn kabens, npegsaputesisHO OTCTYNMB OT NEPBOrO BUTKA PE3UHOBOM JIEHTbI Ha
5-10 Mmm. 3admKcmpyinTe KOHUMK U30/1EHTLI Ha OnJieTke kabens nog yrnom 15—25 rpafycos kK ocu kabens, u,
cnerka pactsarmsas NieHTy, HauHMTe obmatbiBaTb kabesnb 1 pa3bem, NPoABUrasiCb B CTOPOHY Kopryca
yCcTpoicTBa. BUTkM HE06X0AMMO yKnaabiBaTb ApYr Ha Apyra ¢ Hax/1ecToM, CKNagKkM Ha BUTKaxX He
ponyckatotca. ObmoTka kabesia nokasaHa Ha pucyHke 23.

PucyHok 23

9. locTUrHyB KOpnyca Kpaem feHTbl, caenalite 060poT BOKPYr pa3bemMa, MakCMMasibHO NpuKumas Kpa
N30NEHTbI K KOPMNYyCy YCTPOWCTBA, fanee NPOAO/HKMTE HAMOTKY NIeHTbl NO4 APYTUM YI/1I0M, YOANssach OT
kopnyca. Mpn HamaTbIBaHUK M/I0THO HakKablBaiTe BUTKW NIEHTLI, HEe Aornyckas cknafok. Ha nocnegHnx
BUTKaxX U30/1EHTbI PACTSHKKY HEOOXOAMMO YMEHbLUUTb 0 HYNS U NOCNeHWUIA BUTOK Y/IOXUTbL 6e3 pacTarnBaHus,
Kak nokasaHo Ha pucyHke 24 (a, 6).

PucyHok 24a PucyHok 246

10. MpoBepbTe 3arepMeTU3NPOBaHHbI pa3beM Ha OTCYTCTBME BUAMMbIX YHACTKOB PE3MHOBOM NIEHTBI.
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6 YnpaBneHue ycTpomncTBOM yepe3 web-uHtepdeinc

6.1 Hauyano pa6oTsl
[nsa Hayana paboTbl HY)XHO NOAKIOUNTLCS K YCTPOUCTBY no uHtepdgeincy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.
© 3asopckoit IP-agpec ycTpoiicTsa: 192.168.1.10, Macka noaceTt: 255.255.255.0. Mo ymMonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewHoM 06HapyXeH1M YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsi CTpaHuLa ¢ 3anpocoM VMEHN
nosib3oBaTesns v naposs.

WOP-50L

3. BeBeanTe umsi nonb3oBatesisi B CTpoke «BBeanTe NOrvH» U Naposib B CTPOKe «BBeanTe naposiby.

© 3aBopckue ycTaHoBKM: NorMH — admin, naponb — password.

4. HaxxmnTe KHOMKy «BoliTu». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPWHIa COCTOSIHUSA YCTPOCTBA.

VELTEX  WOP-50L

MOHHTOPUHT Radio VAP CeTeBble HACTPOHKH BHELLHWE CepBMChI Cucrema - (BbIXOD)
Wi-Fi knueHTsl WMapenne WOP-50L
ANNapaTHan BepcuA 1o

CTaTHCTHKa No Tpaduky

3asoackoi MAC-agpec OC:EE:20:30:AE40
CKaHnpoBaHne a@upa
CepHiiHbIi Homep WPB4000027

KypHan coBbITMi Bepcua NoO

CeTeBan nHMopMaLUMA Peaepexan sepcua MO
WHopmauns o Bepcua sarpysumka
paanouHTepdeicax CucTemioe Bpema 14.07.2026 05:59:43
ViHchopmMaLMa of yeTpoicTee > Bpema padoTsl 0 aH, 00:03:08

3arpyska LNy 24;1,\

Mcnonb3yemas namMaTe 40% 186 MGaiT / 460 MBaiT
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5. Mpy HEOBXOANMOCTN MOXHO NEPEKNIOUNTL A3bIK 0TOGPaXKeHNs MHopmaumn. [1a ycTpoincTea
WOP-50L gocTynHbl pycckas u aHrnuiickasi Bepcun web-nHtepdelica.

ELTEX  WOP-50L

MoHuTopUHr  Radio VAP CeTeBble HAacTPOMKM BHELUH1e CEpPBUCEI CucTema - (BbIXOM)

Wi-Fi KNHeHTSI WMapenne WOP-50L

ANNapaTHas BepcuA 1v0
CTaTHCTHKA No TpaduKy

3asonckoi MAC-agpec OC.EE.20:30:AE40

CkaHnpoeaHne 3gupa
CepHiiHblit Homep WP54000027

JKypHan coGeITHid Bepcwa MO
CeTeEan MHQOpMaLWA Peaepenan sepcud MO
VHGOpMELMA 0 Bepcua 3arpysuuka
pannouTepdeiicax CucTeMHoe spemA  14.07.2026 06:59:43
WHhopmMaLua of ycTpoiicTee » Bpema padoTsl 0 nH, 00003°08

3arpyska LNy 24;&\

WMcnonbayeman naMaTe 40% 186 MGaiT / 460 MBaiiT

6.2 puMeHeHne KOHUrypaunum n oTMeHa N3MeHeHui

1. MpUMeHeHNe KoOHUrypaumm

Mpn HaXKaTUK KHOMKM 3anyckaeTcsi IPOLEecC coxpaHeHust koHdurypauum o flash-
namsTb YCTPOCTBA M NPUMEHEHME HOBbIX HACTPOEK. Bce HAacCTpoliki BCTynatoT B cusly 6e3
nepesarpyskiu ycTpoicTaa.

B web-nHtepdeiice WOP-50L peanv3oBaHa BuU3yasibHasi MHAMKALNS TEKYLLLEro COCTOSIHWS npoLecca
nprMeHeHust HacTpoek (Tabnuua 5).

Tabnuua 5 — BusyanbHasi UHAMKaLUS TEKYLLEro COCTOSIHMS NpoLecca NPMMEHEHNS HacTPOoeK

BHelwHWiA BUA OnucaHue CoCTOSAHUSA

Mocne HaxaTusa Ha KHOMKy «[MpUMeHNTL» NPOUCXOANT NPOLLECC NPUMEHEHUSA 1

3anucy HacTpoeK B NamMsiTb ycTpoiicTea. O6 3TOM MHAPOPMUPYET 3HAUOK il B
HasBaHWV BKMAAKM U HA KHOMKe «MpUMEHNTb.
O6 ycnewHoM CoXpaHeH!n 1 MPUMEHEHNUN HACTPOEK UHADOPMUPYET 3HAYOK

B HA3BaHWUMN BKNAKN.

2. OTMeHa U3MeHeHuM

© OTMeHa n3MeHeHui NPOM3BOANTCS TOMBKO [0 HAXATUA Ha KHOMKY «[pUMeHUTL». MpU HaXKaTUM Ha
KHOMKY «[pUMEHUTBL» N3MEHEHHbIE Ha CTpaHuLe napamMmeTpbl 6yayT 06HOBMEHbI HA TEKYyLLMEe 3HAYEHNS,
3anvcaHHble B NaMsATU yCTpoicTea. ocne Haxatusa Ha KHOMKY «[puMeHnTb» BO3BPAT K NpeablayLumm
HacTpoikamM 6yaeT HEBO3MOXEH.

. . X OTmeHa
KHornka oTMeHbl N3MEeHEeHU UMeeT cneayroLni Bua;
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6.3 OcHOBHble anemeHTbl web-nHTepdeica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

eLTEX  woP-50L

MOHWTOPHHT Radio VAP CeTeBble HaCcTPORKK BHeLUHWE CepBUCHI Cucrema - (BbIXOA)

S TR Wsnenwe  WOP-50L
AnnapartHaa BepcHa 1v0
CTarucTHKa no TpadmKy
3aeoackoi MAC-agpec 0C:EE:20:30:AE:40
CKaHWpOoBaHHe 3upa
CepHiiHbIiA HoMep WP54000027

JKypHan coObiThi Bepcua MO

CeTesan WHpopMayua PesepeHas sepcua MO

Bepcus 3arpy3umka
WMH(opmMaLma o P Py

AN GHEIE T HEME- CHCTEMHOE BPEMA 14.07.2026 05:59:43

MHtopmauua ob ycTpoiAcTee » Bpema paboTbl 0 A, 00:03:08
3arpyska LMY 24;\
Mcnonesyemas namaTh 40% 186 MGaiT / 460 MoaiuT
i OGHOBMTB
© 000 Mpednpusmue "3nmexc”, 2026 Bepcun MO: 3.1.3 build 12 (Bepcus WEB: 3.1.3 buiid 1)

OKHO Mo/b30BaTeNIbCKOro nHTepdelica pasgeneHo Ha nNsaTb obnacTeii:

1. Bkiagku MeHio — Ans rpynnupoBK/ NogMeHo no kateropusm: MoHutopuHr, Radio, VAP, CeTeBble
HacTpoiiku, BHewHue cepBuchbl, Cucrema.

Bbi60p sA3blka MHTepdpelica 1 KHomnka «(Bbixofd)», NpeAHa3HauYeHHas A1 3aBepLUEHUs] ceaHca paboTbl B
web-nHTepdelice nog gaHHbIM NoMb30BaTENEM.

Bknagkv nogMeHto — 418 ynpas/ieHnst NosieM HacTpOeK.

Mone HacTpoek ycTpoincTea — A48 NPOCMOTPa AaHHbIX 1 KOHUrypaLmu.

WHdhopmaumoHHoe none, otobpaxatoLlee sepcuto MO, yCTaHOB/IEHHYHO HA YCTPONCTBE.

N

aprw
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6.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

6.4.1 TMogmeHto «Wi-Fi KnueHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKMUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcs B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

MOHWUTOpHHT Radio VAP CeTteBble HaCTPONKN BHELLIHWE CEPBUCHI Cuctema - (BbIXOA)
Wi-Fi KNHeHTBI > & OGHOBHTL
CTaTncTHka no Tpacmky
Link X RX
CKaHNpOEaHHE 3DHpa msa . Link ) Lmk, Quality RSSI, SNR, BW, BW, Bpema
N2 xocTa IP-anpec MAC-anpec MuTepcbeic Capacity Quality Common AEm B TxRate RxRate MMy Mru  paGoTel
PKypHan coCbiTHA v 1 wianiva0 0 100 97 30 42 HENSS2 HENSS2 20 20 00:17:24
MCS11 MCS11
CeTesan MHOpMaLMA 286.8 286.8
VIHEopMaLs o Tepenano / NPUHATO BCero, GaiT 1 064 827 / 794 291 MepenaHo C ownBkamm, nakeTog 0
panvouHTepelicax
Mepenaxo / NPUHATO BCErD, NaKeToB 2348/2 501 TMOBTOpEI NEpPefaYy 3a NocnenHnia nepuof, 0
WHpopMaLma ob ycTpolcTee nakeToB
Mepenano / NPMHATO AaHHbIX, GaiT 1063 208/ 793 383
Oflee YUCNO NOBTOPOS Nepeaaqy, naketos 60
Mepenano / NPMHATO JaHHbIX, NaKeTos 2338/2492
CropocTb nepenayu / npuema, Koutic arz2
Mogynauus MepenaHo NakeToR MPUHATO NAKETOR
OFDME& o 0% 22 1%
HE-NSS2-MCSé 0 0% 2 0%
HE-NSS2-MCS7 0 0% 4 0%
HE-NSS2-MCs8 26 1% 35 1%
HE-NSS2-MCS9 68 3% 146 6%
HE-NSS2-MCS10 242 10% 148 6%
HE-NS§2-MCS511 2002 86% 2135 86%

* Ne — HOMep NOAK/HOYEHHOTO YCTPOWCTBA B CMNUCKE;

* VIMs1 Xocma — ceTeBOe Ms YCTPOICTBa,;

* IP-adpec — IP-agpec NoAKIHYEHHOIO YCTPOCTBE,

* MAC-adpec — MAC-agpec noak/1t04eHHOro yCTponCTBa;

* MiHmepdpelic — nHTepdelic B3anmogerictens WOP-50L ¢ noak/1to4eHHbIM YCTPOCTBOM,;

* Link Capacity — napameTp, KOTOPbIi 0ToO6paxaeT aPPeKTUBHOCTb NCMONb30BaHNA TOUKON AOCTyna
MOAYyNALMN Ha nepegady. PaccumTbiBaeTcs UCX04S U3 KONNMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOAY/SILUMKN [0 KMEHTA, N NMOHMKatoLWMX KoadhdmumeHToB. MakcManbHoe 3HadeHme — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNALMKN 019 MakCMMa/lbHOTO TuMna nss,
NoALEPXXMBAEMOTO KIMEHTOM). MUHUMaNIbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl NepefatoTcs Ha
moaynsiumm nss1mes0 ans knveHTa ¢ nogaepxkon MIMO 3x3). 3HaueHre napameTpa paccUnTbiBaeTcs
3a nocnegHve 10 cekyHz,

* Link Quality — napameTp, KOTOpPbIi 0TO6PaXaeT COCTOAHME NINHKA A0 K/IMEHTA, pacCUMTaHHbIA Ha
OCHOBaHWM KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMasibHOoe 3HaveHve —
100% (Bce nepepaHHble NakeTbl OTNPABUINCH C NEPBOI NOMbLITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OZVH NakeT A0 KMEHTA He Obl YCNELIHO OTnpaB/ieH). 3Ha4YeHWe NapaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c;

* Link Quality Common — napameTp, KOTOPbIi 0TOGpaxaeT COCTOSAHME JIMHKA A0 KMEHTa, pacCUMTaHHbIN
Ha OCHOBaHWW KO/IMYeCTBa PETPaHCMUTOB NaKeToB, OTMNPAaB/IEHHbIX KIMEHTY. MakcMasibHoe 3HavYeHne
— 100% (BCe nepefaHHbIe NaKeTbI OTNPABUNCH C NEPBOI NOMbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OZMH NakeT A0 KMEHTA He Obl YCNeLIHO OTnpaB/ieH). 3Ha4YeHVe napaMeTpa paccunTbiBaeTcs 3a BCe
BpeMs MOAK/TOYEHUS KNNEHT],

* RSSI — ypoBeHb NpyHUMaEeMoro curHana, obm;

* SNR — oTHOWeHWe curHan/wym, ab;

* TxRate — kaHa/lbHasa CKOPOCTb Nepegayn, MouT/c;
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RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegade, My,

Rx BW — nosnoca nponyckaHusa Ha npueme, My,

Bpems pabomsl — Bpemsa coegnHeHunsa ¢ Wi-Fi kineHTom.

[nsa BbiBoga 60nee pa3BepHyTol MHOpMaLIMK MO OnNpeaesieHHOMY K/TMEHTY BblibepuTe ero B
cnucke. Moapo6Hoe onuncaHne BKIOYAET B CeOs cieaytoLive napameTpsbi:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOe
YCTPOWCTBO NaKeToB;

lNepedaHo/npuHsAmMo 0aHHbIX, 6alim — KONMYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KO/IMYeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKeToB, NepefaHHbIX C OLWMOKaMy Ha NOAK/IIUYEHHOe
YCTPOWCTBO;

lMosmopsbi nepedayu 3a rnocsaedHull nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nnepejayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKNI0YEHHOEe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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6.4.2 MoameHto «CTaTtUCTNKa No TPaguKy»

B nogmeHio «CTaTucTUKa No TpacdhmKy» oTo6paxaroTcs rpadimkm CKOpPOCTW NepeaaHHoro/noy4eHHoro
Tpadhuka 3a nocnegHne 3 MUHyTbI, @ TaKKe CTaTUCTMKA O KONMYecTBe nepeaaHHOro/nonyyeHHoro Tpadgmka ¢
MOMEHTA BK/IIOUEHMSI TOUKM AOCTyna.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes uHtepdpeicol Radio 2.4 'y, 1 Radio 5 I'Ty 3a nocnegHne 3 MUHYTbI. Fpadink aBToMaTnyecku
06HOBNSAETCA KaxXable 6 CEeKyHA.

Mowopune  Radio VAP Cereswie nacrpoiiu  Brewnue cepsucs:
WLAND TRx bps WLAN1 TXRx kbps
R 0bps (max 0 bps)
@ T 0bps (max 0 bpe)
bps Kops
o 50
0 o
] a
0 “
0 a
0 £
0 E
0 o
0 2
0 2
0 "
0 "
0 n
0 7
0 1
0 1 T T T 7 T i T T o
101543 101555 101607 101619 101631 10:6:43 101655 104707 101719 101731 104743 10:47:55 101807 1018719 101831 10.1843 ts 101543 101555 101607 101619 101631 101643 101655 109707 104719 101731 101743 104755 101807 101819 101831 101643t
ETH1 TxRx kbpe B ps
Ry 28 kope (max. 56,2 4ope) Re0
® Tic 31.4 kops (max 40.4 oos) @ Troogs
Kops bps
5 i
5 ]
a9 0
5 ]
2 ]
£ 0
u ]
El ]
7 ]
n 0
) 0
® 0
© o
9 0
5 0
! ¥ —— T v T T ¥ T T T 7 T T o
101543 101555 101507 101640 104631 104643 104655 104707 104719 104731 104743 10:47:55 104807 101819 104831 101843 ts 101543 109555 1046:07 104619 109631 101643 101655 104707 104710 104731 104743 104756 104807 101840 104831 101843 ts
Mepepao v~
MpHHATO v
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OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

*+ Bcezo nakemos — KO/IMYeCTBO YCNELUHO OTMNPaB/IEHHbIX NaKeTOB.;
* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

* OmbpOWeEHO nakemos — KONNYeCcTBO NakeToB, OTOPOLLUEHHLIX NPY OTNPaBKe,;
* OWubKU — KONN4YEeCTBO OLLUNOOK.

PykoBogacTBo no skcnayatauum WOP-50L

MepenaHo v
WnTepdeiic Bcero naketos Bcero 6aiiT OTBPOLIEHO NAKETOB Owuskn
LAN 4822 5618468 0 0
WLANOQ 0 0 0 0
WLAN1 0 0 0 o
eth0.200 3223 3776891 0 o]
wlan0-va0 0 0 0 0
wlan0-va1l 0 0 0 0
wilanQ-va2 0 0 0 0
wilanQ-va3 0 0 0 0
wilanQ-vad 0 0 0 0
wlan0-va5 0 0 0 o]
wlan0-vaé 0 0 0 o]
wlan1-va0 0 0 0 o]
wlan1-val 0 0 0 0
wilan1-va2 0 0 0 0
wilan1-va3 0 0 0 0
wlani-vad 0 0 0 0
wlan1-vas 0 0 0 0
wlan1-vaé 0 0 0 o]
OnucaHue Tabnuupl «[PUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca;

* Bceao nakemos — KOJIMYEeCTBO YCMeLHO NPUHATLIX NakeTos;

* Bcezo 6alim — KOM4eCcTBO YCMeLHO NPUHATLIX 6aiT;

* OmO6pOoWeEHO rnakemos — KOJIMYEeCTBO NakeToB, OTOPOLLEHHbIX MPY NOyYEeHUY;

* OwWubKuU — KO/IMYECTBO OLLMOOK.

[ Mpuhato v
WnTepdeiic Bcero nakeTos Beero BaiiT OTEpOLWEHD NakeToR Qwnsku
LAN 33547 3650608 0 0
WLANO o] 1] 0 0
WLAN1 o ] o 0
€th0.200 13243 1337547 o 0
wian0-va0 0 0 0 0
wian0-vail 0 0 0 0
wilan0-vaz 0 0 0 0
wilan0-va3 o] 1] 0 0
wilan0-vad o] 1] 0 0
wian0-vas 0 0 o 0
wian0-va6 0 0 o 0
wian1-va0 0 0 0 0
wiani-vail 0 0 0 0
wilani-va2 o] 1] 0 0
wilani-va3 o] 1] 0 0
wian1-va4 0 0 o 0
wilan1-vas 0 0 o 0
\_wiani-vab 0 0 0 0
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6.4.3 TlogmeHto «CkaHnpoBaHue achrpar»

PykoBogacTBo no skcnayatauum WOP-50L

B noameHio «CKaHMpoBaHue 3achupar OCyLLECTBNSAETCA CKaHUPOBaHWE OKPYXXatoLLEero paanoadupa v

o6HapyXeHne coceiHUX ToUek AocTyna.

MoHMTOPHHT ~ Radie VAP

Wi-Fi KnueHTb!
CTaTMCTHKa M0 TpagMKy
CKaHMpoBaHue agupa >

HypHan cobbiTWit
CeTesan MHopMaLMA

WHthopMaLHa o
panuouHTepdeicax

MHgopMaLma of yeTpoRcTee

CeTeBble HAacTPOMKH

BHELIHHE CEPBMCI

TMocrieaHee ckaHMpoBaHue Obine 14.07.2026 06:20:30

24Ty | 51Ty
OManazoH ssID
241TY
241TY
24T1Ty
24T1TY
241TY
24TTy
24T1TY
241TY

24TTy

PeX1M 6230NacHOCTH MAC-appec
WPA2

Open

WPA2

Open

WPAZ_1X/WPA3_1X

Open

WPA2_1X

Open

Open

KaHan / LnpuHa
1/20

1/20

1/20

1/20

11/20

1/20

620

620

6/20

RSSI, AEM

-31

-35

-36

-38

-38

-39

-1

-

-

(BbIXOD)

[lns 3anycka npouecca CKaHMpoBaHMs adhmpa HaXXMUTE Ha KHOMKy «CKkaHMpoBaTb». Mocne 3aBeplueHmnst

npoLecca Ha CTpaHuLLe NoSIBUTCS CMNINCOK OBHAPYXEHHbIX B paanoadinpe Touek AocTyna 1 MHGoPMaLns 0 HUX:

lNocnedHee ckaHuposaHue bbi/10... — AaTa v Bpems NnocnefHero CKaHMpoBaHus;
Juana3oH — ykasbiBaeTcsa gnanasoH 2.4 'y nnmn 5Ty, B KOTOPOM Obl/ia 06HapyxeHa Touka 4oCcTyna,;

SSID — SSID o6Hapy»XeHHOW TOYKN JOCTYNa;

Pexxum 6e3onacHocmu — pexumMm 6e30nacHOCT 06HapY>XXEeHHON TOYKN J0CTYna;
MAC-adpec — MAC-agpec o6Hapy>XeHHOW TOYKN AOCTYNa;
Kanas/LllupuHa — pagnokaHan, Ha KOTopoM paboTaeT ob6HapyxeHHas Touka [0CTyna,;
RSS! — ypoBeHb, C KOTOPbIM YCTPOUCTBO NPUHMMAET CUrHa1 06HapY)XXEHHOWM TOYKM AOCTyna, ABM.

Bo Bpems ocyLecTBeHNA ckaHpoBaHus adhmpa pagnonHTepdelic ycTporicTea 6yAeT OTK/IOUEH, UTO
npuBeaeT K HEBO3MOXHOCTN nepefayun gaHHbix Ao Wi-Fi knneHToB BO BpeMs CKaHMPOBaHWUS.
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6.4.4 MogmeHo «KypHas coObIThi»

PykoBogacTBo no skcnayatauum WOP-50L

B noameHo «)XKypHan co6bITUii» MOXHO NMPOCMOTPETL CMUCOK MHDOPMALMOHHBIX COOBLLEHWI B peasibHOM
BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

Wi-Fi KnueHTbl

CTaTMCTHKA N0 TPagUKY

CKaHupoBaHwe aupa

KypHan cobLITHA >

CeTesan WHopMaLa

Wrdopwaums o
panuonHTepheicax

Wndopmaums of ycTpoiicTee

MoHWUTOpUHT Radio VAP CeTeBble HaCTPOHKN

= OGHOBHTL

Datan

EpeMA

Jul 14
06:20:30

Jul 14
06:20:30

Jul 14
06:20:04

Jul 14
06:20:04

Jul 14
06:16:45

BHewHWe CepBHCh Cucrema

T OuMcTUTS

Tvn

daemon.info

daemon.info

daemon.info

daemon.info

auth.wam

Mpouece

scanwlan[4500]

scanwlan[4500]

scanwlan[4500]

scanwlan[4500]

weblogin[4192]

CooblieHne

scan on interface 'wlan1' finished

scan on interface "'wlan0' finished

start scan on interface 'wiant

start scan on interface 'wian0'

pam_authenticate call failed: User not known to the underlying authentication module (10)

(BbIXOA)

Jama u spemsi — pata n Bpems, Korga cobbiTe 6bl/10 CreHepPUPOBaHO;
Tun — KxaTeropusi U ypoBeHb BaXXHOCTW COObITUS;

lpoyecc — vmsa Npouecca, CreHepupoBaBLLETO COOOLLEHNE;
CoobuweHue — onncaHue cobbITus.

Tabnuua 6 — OnucaHve Kateropuii BaXKHOCTU CObbITUIA

YpoBeHb Tun BaXHOCTU
COOGLEeHNIA

0 UpesBblvaiiHble
(emergency)

1 CwurHansl Tpesoru (alert)

2 Kputnueckue (critical)

3 Owwu6ouHble (error)

4 MpegynpexaeHns
(warning)

5 YeepomneHus (notice)

6 WHdopmaLmoHHble
(informational)

7 OTtnapgouHble (debug)

OnucaHue

B cucteme npounsowina KpnutTnyeckas owmnbKa, cucTtema Moxet pa60TaTb

HENpaBu/IbHO
Heo6xoauMo Heme1eHHOEe BMeLlaTelbCTBO B CUCTEMY

B cucteme npou3zoluna Kputmueckas owméka

B cucteme npousoLusia owmbka

MpeaynpexaeHne, HeaBapuinHoe coobLLEeHne

YBeAOMIEHNE CUCTEMbI, HEaBapuiiHoe coobLyeHne

NHdopMaLyOHHbIE COOBLLEHUSI CUCTEMBI

OTnafoyHble COOGLLEHNS NPEAOCTaBASIOT NOb30BaTeNto NHhopMaumio Ans
KOPPEKTHOW HaCTPOIK/ CUCTEMDI

L5 nonyyYyeHns HOBbIX COOOLLEHUI B XXypHasie COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbLY.

Mpy HEOGXOAUMOCTI BCE CTapble COOBLLEHUS U3 XXYPHaIa MOXHO YAanUTb, HaXKaB Ha KHOMKY «OUMCTUTb».
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6.4.5 TlNogmeHto «CeTeBas nHopmauns»

PykoBogacTBo no skcnayatauum WOP-50L

B noameHo «CeTeBasA MHhopmaLusi» OCYLLECTB/IAETCA NPOCMOTP OCHOBHBIX CETEBbIX HACTPOEK YCTPOICTBA.

MoHuTOpHHr ~ Radio VAP

Wi-Fi KITMEHTE
CTatncTika no Tpadmky
CKaHUpoBaHue a(upa
Hypran coBbiTHii
CeTeBanA MHOPMALWA »

VHhopmaLns o
pagvouHTepdeicax

WHdopmaumns of ycTpoicTse

CeTeBble HAaCTPOIKW

o}

BHELWHKWE CEPBUChI

Craryc WAN

WHTepdeic
MpoTokon
IP-anpec
Ethernet
ETH1

COCTOAHWE nopTa
CKOpOCTE
ynnekc
MpuHATO

Mepenado

Ne IP-agpec

MapLpyThl

Ne WHTepdeiic

bro

br0

Cuctema

brQ

DHCP

Up
1000

Full

3.5 MBanT (3 674 324 HaiT)

3.3 MBaiT (3 419 115 Gait)

HasHaveHne

0.0.0.0

ETH2

CoCToRHUE NOpTa

MAC-agpec

Linios Macka
0.0.0.0

0.0.0.0

Down

@naru

uG

(BbIXoa)

Cratyc WAN:

* MIHmepdpetic — nms bridge-nHtepdelica;
+ Mpomoko/s1 — NPOTOKON, UCNO/b3yeMbIin ansa goctyna k cet WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLHEW CETY;
* [IpuHSIMO — KONNYeCTBO NPUHATLIX Ha WAN 6aiT;

* [NepedaHo — KonmyecTBO nepegaHHbix ¢ WAN 6aiT.

Ethernet:

- CocmosiHue nopma — coctosiHme Ethernet-nopta;

+ CKopocmb — CKOPOCTb MOAK/IHoUeHUst o nopTy Ethernet;

« dynnekc — pexvum nepegayn faHHbIX:
* Full — nonHbIi aynnekc;
+ Half — nonyaynnekc.

ARP:

B ARP-Tabnuue cogepxutca nHcpopmaumsa o coorsetcTeun IP- n MAC-agpecoB coceHNX CETEBbIX YCTPONCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;

+ MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl:

* Mihmepdgpetic — nms bridge-nHtepdeiica;
+ HasHavyeHue — IP-agpec xocTa niv NoACeTN Ha3HAUYEHNS, A0 KOTOPbIX YCTAHOB/IEH MapLLpPYT;

* LUmo3 — IP-aApec LW3a, Yepes KOTOPbI OCYLLIECTBSIETCS BbIXOA HA afpecara;

+ Macka — macka noaceTu;
* ®azu — onpefeneHHble XapaKTePUCTVKM JaHHOTO MapLLpyTa.
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PykoBogacTBo no skcnayatauum WOP-50L

CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ AB/SAETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MmapLupyTbl NPOXOAAT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLLpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3auum, paboTaroLymM Ha NIOKasTbHO cucTeme, nocpeacTBOM napametpa reinstate.

D — ykasblBaeT, UTO MapLUpyT Obl/1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHns
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuy MapLupyTm3aunn, YTobbl UCKHOYNTD
nepeHanpasneHve a5 nocnefywmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha IOKaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yka3blBaeT Ha 6ydhepun3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBSeTcs OAMH U3 apecoB AaHHOIo
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMapLupyTUsaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBMSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbLeBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTm3aLmn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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PykoBogacTBo no skcnayatauum WOP-50L

6.4.6 ToameHto «/HhopMaLmsa o pagnovHTepdencax»

B nogmeHto «<MHpopmauusa o paguonHtepdeiicax» 0TO6paXKeHO Tekyllee COCTosIHMe paanonHTepdelicoB
WOP-50L.

MGHHTOPUHT Radio VAP CeTeBble HaCTpOHKK BHelLHHe CepBHCh Cuctema - (BbIXOA)

Wi-Fi KnueHTbI Radio 2.4 I'Ty
CTaTMCTHKA N0 TpadhmKy Cratyc  BblKNKNEHo

CKaHWpOBaHWE 3(bupa MAC-aapec

Peskum IEEE 802.11b/g/n/ax/be
JKypHan coGuIThit
Radio 5 Ty
CeTesas MHopMaUmMa
Craryc BrnoyeHo
WHopmayna o
paguouHTepdecax > MAC-anpec

Pexum IEEE 802.11a/n/ac/ax/be
WHopmauua of ycTpoicTee
Kanan 40 (5200 MIu)

LUupuHa kaHana, My 20

PagnovHTepdielicbl TOUKM AOCTYNa MOryT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» 1 «BbIK/THOYEHOY.
Craryc Kaxaoro nu3 paamovHTepeincos oTpaxaeTcs B O4HOMMEHHOM napameTrpe «CTaryc».

Crartyc Radio 3aBMCUT OT TOro, €CTb /11 Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasIbHbIE TOUKM
poctyna (VAP). B cnyyae ecnu Ha paguouHTepdeiice nmeetcs xoTsa 6bl ogHa akTueHast VAP, Radio 6yaet
HaxoguTbes B cTatyce «Bk/ioyeHo», nHaye — «BbIK/TH04EeHO».

B 3aBucumMocTu oT ctaryca Radio Ans MoHUTOpMHra AoCTynHa cneayowas nHpopmaums:
«BbIKNHOYEHO»:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnovHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKAHOYEHOY:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;

+ KaHas1 — HoMmep 6ecrnpoBOAHOMO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* LlupuHa kaHa/1ia — WMpUHa NooCkl YacToT KaHasa, Ha KOTOpPOM paboTaeT paavonHTepdeiic.
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PykoBogacTBo no skcnayatauum WOP-50L

6.4.7 TMoameHto «/HhopMaLmsa 06 ycTpoincTee»

B nogmeHto «<MIHhopmauusa 06 ycTpoiicTBe» 0TOOpaxeHbl OCHOBHbIe xapaktepuctukn WOP-50L.

ELTEX  WOP-50L

MOHMTOPHHT Radio VAP CeTeBble HACTPOIKN BHelHWe CepenChI Cuctema - (BbIXOLO)

Wi-Fi KTHEeHTRI M3genue WOP-50L
AnnapartHaa BepcuA 1v0
CTaTMCTHKa No Tpaduky

3aeoackoil MAC-agpec 0CEE:20:30:AE40
CKaHupoBaHHe 3dupa
CepHitHbIi Homep WP64000027

FKypHan coObITHiA

Bepcua MO
Ceresan MHQopmauyma PeaepeHad BepcnA MO
VHDODMALIA O Bepcua sarpysumka
pasnonHTEpEiicax CucTeMHoe Bpema  14.07 2026 055943
MHopMaLna o0 YCTPORCTBE » Bpema paboThl 0 A, 00:03:08
3arpyska LNy 24-%\
Wcnoneayeman NnamaTs 4[)% 186 MBaiT / 460 MoaiT

= OGHOBUTB

* MI30esiue — HaMMeHoBaHMe MOLENN YCTPOCTBA;

+ Annapammdasi Bepcusi — BepCus annaparHoro o6ecneyeHnst yCTpoicTea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-unHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
n3rotoBuTENEM;

+ CepuliHbili HOMEP — CEPUIiHbIA HOMEp YCTPOICTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTENEM,;

* Bepcus MO — Bepcusl nporpamMHOro obecrnevyeHns yCTponcTea;

* PesepsHas sepcus O — npefbiayuias yctaHoBsieHHasa sepcud M0O;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTpoincTsa;

+ CucmeMHoe speMst — TekyluMe BpeMs 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUEHMSA NN Nepe3arpy3kn yCTPOnCcTea;

+ 3aepy3ska LI[1Y — cpefHuin NpoLeHT 3arpy3ku npoueccopa 3a nocnegHue 5 cekyHa;

* Yicrnonb3yemasi naMmsimb — NPOLEHT UCNONb30BaHMA onepaTMBHON NaMsATh YCTPOICTBA.
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PykoBogacTBo no skcnayatauum WOP-50L

6.5 MeH «Radio»

B meHto «Radio» npon3BoaMTCca HacCTpolika paguonHTepdelicoB yCTpolicTea.

6.5.1 MNoameHto «Radio 2.4 I'u»

B noameHto «Radio 2.4 I'u» ocyLLeCTBAAOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paavonHTepdeiica
yCTpOIiCTBa, paboTatolLero B AnanasoHe 2.4 I,

MOHMTOPKHT Radio VAP CeTeBblE HACTPORKK BHELLHWE CEPBHCHI Cuctema - (BbIX0A)

Radio 2.4 Ty > Ob6wwwne
Radio 5 Ty, Pesun IEEE 802.11b/g/n/axibe v
[lononHuTEntEHO ABTOMaTH4ECKHIA BbIOOP KaHana

QrpaHU4KTh CNMCOK KaHanoB

1 (2432 — 2472 M) %

LnpuHa kaHana, My 40 v
OCHOBHOW KaHan Lower v
MOLJHOCT CMrHana, A6M 15 v

KaHanbHas CKopocTs nepeaayn Auto v

LOononHUTENBHO v

* Pexum — pexvm paboTbl MHTepdelica cornacHo cregyrolwmmM cTaHaapTam:
« |EEE 802.11b/g/n;
« |EEE 802.11b/g/n/ax;
+ IEEE 802.11b/g/n/ax/be;
+ |EEE 802.11be.

+ ABmomamuyeckul 8bI60p KaHasia — NpyY yCTaHOBNEHHOM ch/iare Touka 6yaeT aBToOMaTu4eckm
BblOMpaTh HaMMeHee 3arpy)XXeHHblin paguokaHan gnsa pabotbl Wi-Fi-uHtepdpeiica. Mpu cHaTom chnare
OTKpbIBaEeTCA A0CTYN A1 YCTaHOBKM CTAaTUYECKOro paboyero kaHana;

* Kanas1 — BbI6Op KaHana nepefayvn faHHbIX;

+ O2paHuyumsp CrucoK KaHasi08 — Npu yCTaHOBNEHHOM ch/iare Touka focTyna 6yAeT UCMosib30BaThb
OrpaHNYeHHbI Nob3oBaTeIeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnyYnTb CNUCOK KAHaU10B» HE YCTaHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO To4Ka gocTyna 6yaet BbloupaTtb pabounii KaHan U3 BCeX JOCTYMHbIX KaHa0B JaHHOro
AnanasoHa yacToT. KaHasnbl gnanasoHa 2.4 'y 1-13;

* lupuHa kaHasna, My — WwnpmnHa Nonockl YacToT KaHasia, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHuMaet 3HadeHns 20 n 40 Mly;

+ OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTN CTaTUYeCKn
3aflaHHOro kaHana, pasHoii 40 MI'y,. KaHan 40 MI'y, MOXHO cyMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YacTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHasl MCNOb3YeTCs KNMeHTamu, KOTopble NOAAEPXKMBAIOT TO/bKO
nosaiocy nponyckaHusa kaHana 20 Mru;

+ Upper — nepBunYHbIM KaHasioM 6yaeT BepxHuii kaHan 20 MITy, B nonoce 40 MIy;
+ Lower — nepBuWYHbIM KaHas1ioM ByAeT HWXHUIA kaHan 20 MMy B nonoce 40 My,

* MowHocmb cueHasia, 0bM — perynmpoBka MoLHOCTU curHana nepegarunka Wi-Fi B gbm. MpuHumaet
3HayeHune ot 0 go 15 abwm;

* KaHasibHasi ckopocmb repedaqu — OUKCUPOBaHHas CKOPOCTb 6eCnpoBOAHON Nepefayn AaHHbIX,
onpegensemas cneundukaumamm ctaHgapTos IEEE 802.11.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTtyna ewe He NPOU3BOANIOCH HUKaKMX HACTPOeK, N0 ymonyaHuo Ha Radio 2.4
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
KaHasbl: 1, 6, 11.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymMon4yaHmio «Lower»,
+ kaHan 11 B cnucke «OrpaHMynTb CMMCOK KAaHA/I0B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMunTb CNUCOK KaHaUI0B», HE NOAXOAST Nog, onpeaeneHne «OCHOBHOM kaHas» = Lower.
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B pasgene «[,oNo/IHUTENBHO» OCYLLECTBSETCS HACTPOMKA A0NO/THUTENbHbIX NapamMeTPoB paanonHTepdeiica
yCTpOWCTBA.

[ONOMHUTENBHO ~

OBSS Coexistence
KOpOTEWA S3LYMTHEIH MHTEPEAN
STEC
MNepKon oTNPaaKkK CRyReGHBIX CoODIIEHWA, MC 100
Mopor deparmenHTagmm 2346
Mopor RTS 2347
Arperaums
KopoTkas npeamSyna
Weinep Broadcast/Multicast, nak/c

Legacy Rate Seis Rate (Mbps) 54 48 36 24 18 12 11 9 6 55 2 1

Supported

Basic
Wi-Fi Multimedia (VWMM)
Pennukauma ARP
Pesmm pabotel DHCP Snooping replace v
Onuus 82 dopmar CID APMAC-S5ID v
Onuyus 52 dopmar RID ClientMAC hd
Copmar MAC-agpeca AMBB.CC.DD:EEFF hd

Brnouuts CoS

" [pUMEHHTE X OTmeHa

+ OBSS Coexistence — pexvuM aBTOMAaTMYyeCcKoro yMeHbLUEHUS LWPWHBI KaHasia Npw 3arpyXXeHHoMm
pagnoadmpe. MNMpu ycTaHOB/IEHHOM dhf1are Pexxnm BK/THOYEH;

* Kopomkul 3awjumHbil uHmMepsasa — Nogaepka yKOpoYeHHOro 3almuTHOro nHtepsasia. Touka goctyna
nepeAaeT AaHHble, UCNOosb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KNMeHTamu, KOTopble Takke NoaaepXX1BatT KOPOTKMIA 3alUMTHbIA NHTEpPBaUT,

+ STBC — meTOo4 NPOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOTO KOAMPOBaHUS, HanpaB/eHHbIV Ha MNOBbILLIEHNE
HaZeXHOCTM nepegayn AaHHbiX. MNpu ycTaHOBNEHHOM dhiiare yCTPOMNCTBO nepefaeT O4UH NOTOK AaHHbIX
yepes HeCKO/bKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, yCTPONCTBO He NepefaeT O4VH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKO/IbKO aHTEHH;

* [Mepuod omnpasKu c/y)ebHbix coobuwjeHuli — nepnoa nocbisikn Beacon-thpeiimos. ®peimbl
nepegaroTcs O/ 06HapyXeHNsa ToUKM gocTtyna B achupe. MNapameTp npuHnumaet 3HaveHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;

* lopoz chpazmeHmayuu — nopor hparmeHTaumm gopeiima B 6aintax. MNprHMmaeT 3HaueHmsa 256—2346, no
yMoO/4aHuio — 2346;

* [Mopoe RTS — ykasbIBaeT 4nC/I0 GaiiT, Yepes KOTOpPOe nocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET YYULINTL PaBGoTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli cetu. NpuHnmaeT 3HaveHns 0-2347, no ymonyaHuo — 2347;

+ Agpezayusi — BknroveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNosb30BaHNe KOPOTKOM npeamby bl NakeTa;
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Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hriare BbINO/HAETCS OrpaHnyeHne
nepegayv LMpOoKoBELaTe/IbHOro/MynbTUKACTOBOro Tpadimka no 6ecnpoBoAHON ceTu. JIuMnt ans
LUMPOKOBELLLATE/IbHOTO TPadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Legacy Rate Sets — nogaepxmBaemMbie U TPaHCMPYEMbIE TOUKOW A0CTyna Habopbl KaHaUTbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHn3m koHBepTupoBaHus ARP-3anpocoB 13 Broadcast B Unicast;
Pexxum pabomsi DHCP Snooping — BbI6op nonmTtukmu o6pa6otkm DHCP onuun 82. loCTynHbIE 3HAYeHNs
Ana Bolbopa:
* ignore — obpaboTka onuuun 82 oTK/I0YeHa. 3HaYeHWe Mo YMO/TYaHWIO;
* remove — To4YKa A0CTyna yaasiseTt 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUs:
+ APMAC-SSID — 3ameHa 3HaueHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusA napamerpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TNEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HaveHne no ymonyaduio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsatb cogepxnmoe RID Ha MAC-agpec Toukun JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCs TouKa
[oCTyna;

* custom — n3meHATb cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napameTpa He 3a4aHo, Touka dyaet
n3meHATb RID Ha 3HayeHune no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID nRID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymMmosiyaHuio;

* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.
Bksroyums QoS — npu yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika yHKUMIA 06ecneyveHnst kKayectTsa
o6cnyxuBaHua (Quality of Service). JaHHbI dhyHKLMOHaN NO3BO/SIET NepeonpeaenTb napameTpsbl
EDCA. Mo ymonyaHuio QoS Bcerga BK/IOYEH.
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[N HaCTPOiikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeds AIFS cwMin cwMax TXOP Limit

Data 3 (®on) 5 15 . 1003 v 0

Data 2 (Best Effort)

&)
o
-
=2}
@
-
o

Data 1 (Bugeo) 1 - B

Data 0 (fonoc) 1

Station EDCA Parameters
Ouepege AIFS cwMin cwMax TXOP Limit

Data 3 (©oH)

Data 2 (Best Effort)

w
o
“
o
=]
o
“
=]

Data 1 (Buneo) 2 7 v

Data 0 (fonoc) 2

w
-
~
-
IS
a1

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpaduk nepefaeTcs OT TOUKM
A0CTYyNa K KNMeHTy):

+ Ouepedb — NpeponpeseneHHble ovepean 48 pasiMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KONpPUOPUTETHASA OYepe/ib, BbiCOKas NPOMyckHasi CNOCOBHOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeiHenpropuTeTHas o4epe/b, CPeAHsA NPornyckHas Croco6HOCTb U
3aZepxka. B faHHyt0 ovepepb oTnpaBnsAeTca 60/1bLUNHCTBO TPaAULMOHHbIX IP-gaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS oYepeb, MUHMMasbHbIE 3aepXKn. B AaHHo
ouyepean aBTomatnyeckn obpabarbiBalTCA BUAEOAAHHbIE, UYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

« Data 0 (l'osoc) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHblE 3aepPXKN. B faHHO
oyepeam aBTomMaTMyeckn obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpeaensier Bpema oxugaHusi Kaapos (dpeliMoB)
OaHHbIX, U3MepAEeTCcs B cnoTax, NpUHUMaEeT 3HavyeHns 1-255;

* cWMin — Hayas/IbHOE 3HaYeHne BpeMEeHN OXunaaHus nepes NoBTOPHOW OTNpaBKoW Kaapa,
3ajaeTcs B MUIINCEKYHAAX, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHue BpeMeHN OXnaaHus nepes noBTOPHOW OTNPaBKon kaapa,
3ajaeTcs B MUIINCEKYHAAX, NPUHMMaeT 3HaveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/mMKHO 6bITb 60/1bLIE 3HaYeHUss cwMin;

* TXOP Limit — napameTp Ucnosb3yeTcsa TONbLKO A1 AaHHbIX, NepefaBaeMblX OT KAMeHTa 40 TOUKU
foctyna. Bo3aMoXHOCTb nepefayv — MHTepBasl BpeMeHU, B MWIJIMCEKYHAAX, KOrAa KMeHTcKas
WME-cTaHuMa nmeeT npasa MHUUMMPOBATL Nepefadvy AaHHbIX N0 6eCnpoBOAHON Cpeje K Touke
[0CTyna, MakCcMmasibHoe 3HadyeHne 65535 MUnMcekyHa,

« Station EDCA parameters — Tabnumua HacTpoek napaMeTpoB knveHTa (Tpaduk nepeaaeTcsi oT KneHTa
[10 TOUKM AocTyna). OnucaHve nosneii TabnunLbl NPUBEAEHO BbiLLE.

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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6.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 MMy» ocyLLecTBASATCA HACTPOMKU OCHOBHbIX NapaMeTpoB pajmouHTepgeinca
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

MonuTopusr ~ Radio VAP CeTeBble HACTpOAKM  BHelLHue cepsuch Cuctema

=]
q

(Bbixo)

Radio 2.4 Ty Obwune

Radio 5Ty > Pesiam |EEE 802.11a/n/ac/ax/be ~
JloNoNHMTENEHO ABTOMATMYECKHIi BLIOOD KaHana

OrpaHn4nTh CNHCOK KaHanos

n 36 (5170 — 5210 M) X

LLnpyHa kaKana, My 40 v
OCHOBHOR KaHan Upper v
MOWHOCTL cUrHana, AEM 18 v

KaHanbHas CKopocTs nepefaqu Auto v

LONONHUTENBHO v

* Pexxum — pexuMm paboTbl MHTepdelica cornacHo ctaHgapTam:
+ |EEE 802.11a/n/ac;
« |EEE 802.11a/n/ac/ax;
« |EEE 802.11a/n/ac/ax/be;
+ |EEE 802.11be.

* ABmomamuyeckul B8bI60p KaHasia — Npyv yCTaHOBNEHHOM ch/iare Touka 6yaeT aBToMaTuyeckm
BblOMpaTb HaVMeHee 3arpy>eHHblii pagnokaHan ans pa6otbl Wi-Fi nitepdpelica. Mpu cHaTom chnare
OTKpbIBaETCA AOCTYN A1 YCTaHOBKM CTaTUYeCKoro paboyero kaHana;

* KaHas1 — BbI6Op KaHana nepegayv faHHbIX;

+ O2paHuyumsb CrucoK KaHasi08 — NpW yCTaHOBNEHHOM ch/iare Touka focTyna 6yaeT UCnosib30BaThb
OrpaHNYeHHbI Nob30BaTeNeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHaU10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOYKa gocTyna 6yaet BblompaTtb pabounii KaHan U3 BceX JOCTYMHbIX KaHa10B JaHHOro
AnanasoHa yacToT. KaHasbl gnanasoHa 5 'y 36—-64, 132—-144, 149-165;

* lupuHa kaHasa, My — WwnpunHa Nonockl YacToT KaHasla, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHumaeT 3HadveHus 20, 40, 80 n 160 My,

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTN CTaTUYeCKU
3aflaHHOro kaHana, pasHoii 40 MI'y. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPMYHbIM KaHanamu. MepBuYHbI KaHasl MCNOMb3YeTCs KNNeHTamu, KOTopble NOoAAEPXKMBAIOT TObKO
nosaocy nponyckaHnsa kaHana 20 Mru;

* Upper — nepBnYHbIM KaHaoM ByaeT BepxHuii kaHan 20 My, B nonoce 40 Mly;
* Lower — nepBnYHbIM KaHa/I0M 6yAeT HMWKHWUIA kaHan 20 MI'y, B nonoce 40 MIu,

* MowHocmb cu2Hana, 0bm — perynvposka MowHocTu curHana nepegaryunka Wi-Fi 8 gbm. NpuHnvaet
3HadeHne ot 0 go 18 abwm;

+ KaHasibHasi ckopocmb nepedaqu — OUKCUpPOBaHHas CKOPOCTb 6eCnpOBOAHON Nepefayn AaHHbIX,
onpegensemas crneundukaumsammn ctaHgaptos IEEE 802.11.
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH ByJeT OTMeYeH cepbiM LBETOM. [111A TOro 4To6bI HOBas KOHMUrypauus 6bisia NnpUMeHeHa Ha Touke
JocTyna, B cnucke «OrpaHnymTb CNCOK KaHaN0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna eLle He NPON3BOAM/IOCH HUKAKMX HACTPOEK, N0 YMon4yaHuo Ha Radio 5
My, yctaHoBneHa «LWvpuHa kaHana» 20 My, a B cnncke «OrpaHnYmTb CMMCOK KaHaU10B» yKa3aHbl
kaHanbl: 36, 40, 44, 48.
Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LuprHa kaHanay, pasHbiii 40 My, MNpy n3ameHeHnn
JaHHoro napametpa ¢ 20 MI'y, Ha 40 Ml nponcxoguT cneayoLlee:

« NS pefakTnpoBaHns OTKpbiBaeTcs napameTp «OCHOBHOM KaHas», MPUHUMAtOLLMIA 3HAYeHne Nno

ymonuaHuto «Upper»,
* KaHasbl 36 1 44 B cnvcke «OrpaHMynTb CMMCOK KAHa/10B» MEHSOT CBOW LIBET C CUHETO Ha Cepblii.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNMCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMbKa «BBefeHHbIe AaHHble cogepxar
OLWNGKMN. I3BMEHEHNSA HE GbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUIypaLMs TOUKM AOCTyna
M3MEHEHA He ByfeT. DTO NPOUCXOAMT NO NPUYMHE TOTO, YTO KaHaslbl, BblAENIEHHbIE CEPLIM LIBETOM B
cnucke «OrpaHMuYnTb CNMCOK KaHaI0B», HE NOAXOAAT Nog, onpeaeneHve «OCHOBHOI kaHan» = Upper.
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B pasgene «[,oNo/IHUTENBHO» OCYLLECTBSETCS HACTPOMKA A0NO/THUTENbHbIX NapamMeTPoB paanonHTepdeiica
yCTpOWCTBA.

JononHUTENLHO ~

0BS5S Coexistence

Mogaepxka DFS BrnrH4EHO o

KOpOTEMA 33LUMTHEIA WHTEpEAN

STEBC [l
MNepuon oTnpaskk cnyxebtby cooSWEHMA, MC 100
Mopor fparmMeHTaumnH 2346
Mopor RTS 2347

Arperauna
Kopotkas npeamSyna

Wennep Broadcast/Multicast, nakfc .

Legacy Rate Sets Rate (Mbps) 54 48 36 24 18 12 9 6
Supported
Basic oo 0O C C

Wi-Fi Multimedia (WMM)

Pennukaywa ARP (N

Pestm pabotel DHCP Snooping replace ~
Onuus 82 dropmar CID APMAC-35ID b

Onuus &2 dropmar RID ClientMAC hd

Qopmat MAC-agpeca AMEB:CC.DD.EEFF '

Exnrounts oS C

" [pMMEHHTL ®X OTmeHa

* OBSS Coexistence — pexum aBTOMaTtn4yeCcKoro yMeHbLUIEeHUS WNPUHbI KaHana Npu 3arpyXXeHHOM
paanoadupe. MNMpu ycTaHOB/IEHHOM dh1are pexxnm BK/IOYEH;

+ Noddepxxka DFS — mexaHn3m AMHaMN4eCcKoro Bbibopa 4acToTbl. TpebyeT OT 6eCnpoBOAHbIX YCTPONCTB
CKaHupoBaTb pagnoadunp 1 nsberartb UCMNOIb30BaHNSA KaHa10B, COBNaatoLmx ¢ KaHasiaMu, Ha KOTOPbIX
paboTaloT paamonokaumoHHble cuctemsl B 5 Ty, ananasoHe:

* BbIK/Il04EHO — MexaHn3M Bblk/itodeH. DFS-kaHasibl He JOCTYNHbI 415 BbIO6Opa;
* BK/1l0O4EHO — MeXaHU3M BK/IHOYEH;
* [MpuHyoume/ibHO — MexaH13M BblktoveH. DFS-kaHanbl 4OCTYNHbI 419 BblGopa.

* Kopomkul 3awjumHbil uHmepsasa — nogaepka yKopoyeHHOoro 3almnTHoro nHtepsasia. Touka goctyna
nepeaaeT AaHHble, UCNOosb3ys 3alunTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
KNMeHTaMu, KOTopble Takxe NoaaepX1BatT KOPOTKMIA 3allMTHBIA NHTepBaUT;

+ STBC — meTog, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUSA, HaNpPaB/IEHHbIN Ha NOBbILEHNE
HaAEeXHOCTU nepesayun aaHHbIX. Mpu ycTaHOB/IEHHOM (h/iare yCTPpOMCTBO nepefaeT OAMH NOTOK AaHHbIX
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yepe3 HeCKOMbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPONCTBO He NepefaeT O4VH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/1yxebHbiX coO0bweHUl — Nnepuog nocbiNkn Beacon-gopeiimoB. ®pelimbl
nepegaloTcs 18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumaet 3HavyeHns 20—2000 mc, no
ymonyaHuio — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepefayv LWMpPOoKoBeLLaTeIbHOro/My/IbTUKAcTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaxknTe NMMAUT
ANS LUMPOKOBELLATENBHOIO Tpadgvka B NOSIBUBLLEMCS OKHe (nak/c);
Legacy Rate Sets — nogaepxmBaemMbie U TPaHCMPYEMbIE TOUKOW A0CTyna Habopbl KaHaUTbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHu3m koHBepTupoBaHus ARP-3anpocoBs 13 Broadcast B Unicast;
Pexxum pabomsi DHCP Snooping — BbI6op nonmTukm o6pa6otkm DHCP onuun 82. loCTynNHbIE 3HAYEeHNS
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOMHaHNIO;
* remove — To4YKa A0CTyna yaasiseTt 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA ClefyloLlne napameTpbl:
* Onyus 82 gpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTpa Ha uMs SSID, K KOTOPOMY NMOAK/THOHEH K/TNEHT;
* custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oypet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaer
n3meHaTb CID Ha 3HayeHne no ymonyaxumio — APMAC-SSID;

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4veHune No ymosiyaHuio;

+ APMAC — n3meHsatb cogepxumoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napamMeTpa He 3afaHo, Touka dyaet
n3meHsTb RID Ha 3Ha4yeHne no ymonyaHuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymosiyaHuio;

* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
Bksroyums QoS — npu yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika yHKUMIA 06ecneyeHnst kKayectTsa
o6cnyxusaHua (Quality of Service). JaHHbI hyHKLMOHaN NO3BO/ISIET NepeonpeaenTb napameTpsbl
EDCA. Mo ymonyaHuio QoS Bcerga BK/IHOYEH.
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[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
qupe,qh AIFS cwMin cwMax TXOP Limit

Data 3 (@oH) 7 15 . 1023 v 0

Data 2 (Best Effort)

Data 1 (Buaeo) 1 - .

Data 0 (Tonoc) 1 3 v 7 v 47

Station EDCA Parameters

Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) - 15 . 1023 v 0

Data 2 (Best Effort) 3 15 v 1023 v o

Data 1 (Buaeo) 2 7 .

Data 0 (Tonoc) 2

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku gocTyna (Tpaduk nepeaaeTcs oT TOUKM
[0CTYNa K KNMeHTy):

+ Ouepedb — NpeponpeseneHHble ovepean 418 passiMyHoro poga Tpaduka:

+ Data 3 (PoH) — HU3KONPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMyCckHasi CNOCO6HOCTb
(npuoputeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpeHenpropuTeTHas o4epe/b, CPeaHss NPornyckHas Croco6HOCTb U
3agepxka. B gaHHyt0 ovepeb oTrnpasniseTcs 60/bWMHCTBO TPaAMLMOHHBIX IP-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

+ Data 1 (Budeo) — BbICOKONPMOPUTETHAS ouepefb, MUHMMasIbHbIE 3a4epPXKn. B AaHHO
ouepean aBTomaTMyeckn obpabarbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHANA oYepeb, MUHUMa/IbHbIE 3aePXKN. B faHHOl
ouepean aBTomaTMyecky obpabartbiBalOTCA faHHbIE, HYBCTBUTE/IbHbIE K BPEMEHW, Takne Kak
VolIP, notokoBoe Buaeo (npuoputetsbl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpemsa oxugaHusi Kagpos (dppeliMoB)
OaHHbIX, U3MepseTcs B cnotax, NpUHUMaeT 3HavyeHns 1-255.

* cwMin — Hayas/lbHOE 3HaYeHne BpeMeHN oXngaHus nepes noBTOPHOM OTNpaBKoW Kaapa,
3afjaercsa B MWIINCEKYHAAX, NpuHUMaeT 3HaveHnna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHU OXngaHus nepes noBTOPHOW OTNPaBKoW kaapa,
3afjaercsa B MUWIINCEKYHAAX, NpuHUMaeT 3HaveHnna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HavyeHne cwMax fo/mKHO 6bITb 60/bLIe 3HaYeHUss cwMin;

+ TXOP Limit — napameTp Ucnosb3yeTcsa TONbLKO AN AaHHbIX, NepefaBaeMblX OT KAMeHTa 40 TOUKK
foctyna. Bo3aMoXHOCTb nepefayv — UHTepBasl BpeMeHU, B MWIJIMCEKYHAAX, KOrAa KiMeHTcKas
WME-cTaHuMa umeeT npasa MHUUMMPOBATL Nepegadvy AaHHbIX N0 6eCnpoBOAHON Cpeje K Touke
[0CTyna, MakCcMmasibHoe 3HadyeHne 65535 MUnIncekyHa,

« Station EDCA parameters — Tabnumua HacTpoek napaMeTpoB KnvneHTa (Tpaduk nepeaaeTcsi oT KneHTa
[10 TOUKM AocTyna). OnucaHve noseii Tabnunibl NPUBEAEHO BbiLLE.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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6.5.3 ToameHto «[onoNHUTENbHO»

B nogMeH0 «[LonoMHUTENbHO» OCYLLECTB/SETCA HACTPOKa AONOMHUTE/bHbIX NapamMeTpoB
pagnovHTepelicoB ycTpoincTBea.

MoHuTOpHHT ~ Radio VAP CeTeBble HACTPOMKK BHELUHUE CEPBMCH cucTema M~  (BelX0d)

Radio 2.4 Ty [ononHUTENBHO

Radio 5Ty CTpana Poccua ~ [ Pasonokmposarb

rmoGansHan usonauna [

[lononHUTENLHO >

+ CmpaHa — Ha3BaHve CTpaHbl, B KOTOPOW paboTaeT Touka goctyna. 11 Bbloopa cTpaHbl HYXXHO
BbICTaBUTb hnar «Pa36noknpoBatb». B 3aBUCMMOCTM OT yKa3aHHOro 3Ha4eHns 6yayT NpUMeEHEHbI
OrpaHuy4eHns K noaoce 4YacToT 1 MOLLHOCTM Nepefaryvrka, KoTopble AeCTBYIOT B faHHOW cTpaHe. OT
YCTaHOB/IEHHOW CTPaHbl 3aBUCUT CMMCOK AOCTYMHbIX YaCTOTHBIX KaHa/10B, YTO B/IMSIET Ha
aBTOMaTn4ecKuin BbiIbop kaHasna B pexmme Channel = Auto. Ecnv knneHTCckoe o6opyaoBaHue
NIMLEH3NPOBAHO 4J151 UICNONb30BaHNUS B PYrOM pPernoHe, BO3MOXHO, yCTAHOBUTL CBA3b C TOYKOM AOCTyna
B T@KOM C/lyyae He yaacTcs.

@ Hactpoiika nokanbHbIx (PErMoHasIbHbIX) OFPaHNYEHIiA, BKToUas paboTy Ha paspeLleHHbIX
YaCTOTHbIX KaHas1ax 1 BbIXOAHON MOLLHOCTH, ABNAETCA OTBETCTBEHHOCTLIO MHCTA/IIATOPOB.

© BLI60p HeNpaBMILHOTO PErMOHa MOXET NPUBECTM K NPo6/ieMaM COBMECTUMOCTM C PasHbIMU
K/TMEHTCKMMU YCTPOCTBAMMU.

* [7106as1bHas u30/154yusi — Npu yCTaHOB/IEHHOM dofiare BK/IoHYaeTCs U301aumns Tpadonka Mexay
KnueHTamu pasHbix VAP 1 pasHbIX paavonHTepencos.

[N BCTYNNeHWs1 B CUy HOBOI KOHChUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEHay.
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6.6 MeH «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

6.6.1 TMogmeHo «CymmapHO»

B nogmeHto «CymmapHO» oTobpaxatoTcs HacTpolikn Bcex VAP Ha pagnonHTepdeiicax Radio 2.4 'y, 1 Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTYyasibHOW ToUkM B pasgenax VAPO-VAPG.

MoHHTOpMHT  Radic VAP CeTeBble HacTpoMKK BHELWLHKE CEPBHCHI Cucrema o~ (BbiXom)

CYMMAPHO > 24TTy, 51Ty

24T1Ty Pexum TpaHcnMpoEaTe Pexum Band Waonsuma
VAP  BKNK4eHO GE30MacHOCTH VLAN ID SSID SSID Steer AG6OHEHTOE

51Ty N
VARPD (O BbIKni4eHo

VAP1

BhIKNYEHO
vapz BbIKIHYEHD
VAPE (O BhIKNK4YEHD

MokasaTk BCE

+ VAPO-VAP6 — nopsiikoBbIi HOMEP BUPTYasibHOM TOUYKM AOCTYNa;

* Bk/1104eHO — Npy yCTaHOB/IEHHOM (hiare BUPTyasibHast TOUKa A0CTyna BK/IKOYEHa, MHaYe — BbIK/TIOYEH3;

* Pexum 6e3ornacHocmu — TUN WNpoBaHNS AaHHbIX, UCMONb3yeMbIi HA BUPTYa/lbHOW TOUKe J0CTyna;

+ VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHumMaTbesl MeTka npu nepegadve tpadguka Wi-Fi kineHTtam,
NOAK/TOYEHHbIM K AaHHOoN VAP. Tpu npoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbIN
Tpaduk oT KNnMeHToB ByaeT HaBelumBaTbest MeTka VLAN ID (npu otknitoueHHom pexume VLAN Trunk);

+ SSID — nmsa BUpTyanbHOI 6ecnpoBOLHON CETY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM ch/iare BKHOYEHO BellaHue B adoup SSID, nHave —
BbIK/THOYEHO;

* Pexum Band Steer — npv ycTaHOBNEHHOM ¢oniare akTMBHO NPUOPUTETHOE NOAK/IOUEHME KNneHTa K 5 Ty,
cetn. Ans paboTbl PyHKLMM HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kaxaoMm pagnonHTepdeice n
aKTMBMpoBaTb Ha HUX napameTp «Pexunm Band Steer,

* U3o0n154yus aboHeHmMos — Npuv YCTaHOB/IEHHOM chnare BK/KoUeHa M30/1aums Tpadinka Mexay KveHTaMmu
B npegenax ogHoi VAP.

[ns BCTynneHuss B Culy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEeProHe3aBnCnMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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6.6.2 TogmeHto «VAP»

MOHUTOPMHT Radio VAP CeTeBsle HACTPOMKN BHelHKE cepeucE! Cuctema - (esixoa)

CymmapHo VAP0 | VAP1  VAP2  VAP3  VAPA  VAP5  VAPG
24Ty OBlLMe HACTPORKM
5My, Brnioueto

VLAN ID

SSID
TpaHcnupoeats SSID
Pexim Band Steer O
WaonAyua aboHenTos
Mopaepska 802 11kiv m
Pennuiauyuma Multicast O
MpropuTer DSCP ~
Pexwna Minimal Signal
MUHMMaNEHEIA YpoBEHE CUrHana, obm -100
Mopoer ypoeHA curHana npu poymusre, 4bm -100
Wurepean Minimal Signal, c 10
MaKCHMaNEHO KOMMUECTED KIMEHTOR 0
Pexum BezonackocTi BelknioueHo v e
Mopnepsxa 802.1r

Pexana OWE Transition none -

O6ume HaCTPOIKK:

* BK/1t04eHO — Mpu YCTaHOB/IEHHOM do/iare BUPTyaUibHasA ToUKa AOCTyNa BK/IOYEHA, MHAYe — BbIK/THOUEHE;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHumMaTbcs MeTka npu nepegadve tpaduka Wi-Fi knvenTtam,
NOAKMOYEHHBIM K faHHon VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbI
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — ums BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM chriare BKKOYEHO BelaHue B adomp SSID, nHave —
BbIK/1HOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h/1are akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetu. Ans paboTbl hyHKUUN HYXXHO co3zaTb VAP ¢ ognHakoBbiM SSID Ha kKaxaoM pagnonHTepderice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* U3onsayus aboHEHMOB — NPW YyCTaHOBNEHHOM ch/iare BK/IHOYEHA N301Auua Tpadouka Mexay KnneHtamu
B npegenax ogHoi VAP;

* Moodepxxka 802.11k/v — BKNOUUTb Nogaepxky ctaHaaptos 802.11k/v Ha BUpTyasibHOI TOUKe AOCTYNa;

* Pennukayusi Multicast — npu yctaHoBneHHoMm chnare Multicast-Tpacouk B CTOPOHY K/IMeHTOB ByaeT
npeobpa3osBbiBaTbCA B Unicast 40 KaX4oro KveHTa, Npu OTK/IIOYEHHOM — NMPOXOoAuTh 6e3
MoaundrKaLmii;

* [Mpuopumem — BbIGOP crnocoba npuopuTrsaunn. Onpesenser nosne, Ha OCHOBaHMM KOTOPOTO Tpaguk,
nepegawLuiica B paguovHTepdelic, byaeT pacnpenensatbcsa no oyepeasim WMM:

+ DSCP — 6ypet aHanuauposatbcs npuoputeT 13 nonsa DSCP 3aronoeka IP-naketa;
+ 802.1p — 6yneT aHanuauposaTtbcst NpuopuTeT 13 nons CoS (Class of Service) TerMpoBaHHbIX
MakeTos.

* Pexum Minimal Signal — npy yctaHOBNeHHOM hriare dyHKUUSA OTKIo4eHns knneHnTtckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl (oyHKUMOHaNa
Heob6X04MMO HACTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHas1a B ABM, H/Xe KOTOPOro NPouUCXoAunT
OTKJ/IHOYEHVE KIMEHTCKOro 060pyA0BaHUsA OT BUPTYasIbHON CeTu;
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* [lopoe yposHs cueHasia rnpu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOUCXOANT NepektoyeHne K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp AO/MKEH 6bITb Bbile, YeM «MUHUMa/IbHbIU YPOBEHb cu2Hasa». ecnv «MuHuUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cucHasa npu poymMuHae» OOMKEH ObiTb
paBeH, Hanpumep, -70 gbwm;

* WiHmepsas Minimal Signal — nepunog BpeMeHu, No NCTEYEHMN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOYEHUMN KNIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/Iu4ecmso K/IUEHMOB — MakKCUMa/lbHO AOMYyCTUMOE YMC/0 NMOAK/THYaEMbIX K
BUPTYaU1bHOW CETU K/IMEHTOB;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/IlO4EHO — HEe UCMNOMb30BaTh WNpoBaHve 414 nepefadn AaHHbIxX. Touka JocTynHa ans
MOAK/TIOYEHMA NHOOOTO K/TNEHTS,;

« OWE (Opportunistic Wireless Encryption) — meTop, LUMPPOBaHKs, 06ecnedrBatoLLmMii 6e30nNacHOCTb
[aHHbIX, NepefaBaeMblX N0 He3alMLEHHON ceTy;

« WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LuindppoBaHus, Npun Bbl6ope 04HOro 13
cnoco6oB 6yaeT AOCTyMHa cneayowas HacTpoika:

* Koy WPA — knto4/naposib, Heo6xoanmblii AN18 NOAKIYEHNS K BUPTYaUlbHON TOUKe
poctyna. [yivHa kntoya coctasnser oT 8 4o 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise, WPA2/WPA3-Enterprise, WPA3-
Enterprise — pexum WndpoBaHUA kaHaa 6eCcnpoBOAHON CBSA3U, MPU KOTOPOM K/TUEHT
aBTOPU3yeTCs Ha LeHTpannsoBaHHoM RADIUS-cepsepe. [1/19 HACTPOKN fAaHHOIo pexmnma
6e3onacHoCcTK TpebyeTca ykazaTb napameTpbl RADIUS-cepBepa. Takxke TpebyeTcs ykasaTb K/iou
ona RADIUS-cepiepa. Mpu BeiGope onpegeneHHoro pexunma 6esonacHoctTv 6yayT AOCTYMHbI
cnepyloLme HacTPOonKu:

Pexum GesonacrocTd | WPA2/WPA-Enterprise v e
MFP | OnuwonansHo
PMKSA Kaluposarite
Mopnepxa 802,111
Bpyuyio
FT-overDS
Kniow moBunstoro aoctyna Ro root
Kniou Mobuntsoro Aoctyna R1
UnerTnaHkatop MobunbHoro Aomera | 0
Berpeunsiii MAG-anpec

N MAC-agpec YnaneHHbIR KNiod MO6UNBHOro AocTyna RO YnaneHHBIA KMoy MOGHNLHOTO KocTyna R1 RRB knioy RO RRB knioy R1

« MFP — 3awuta management-kagpos (gocTynHo npu pexmme 6esonacHoct WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope opyrnx pexvmos
6e3onacHocTn MFP nepeBoautca B coctosiHue OmkJ/1o4eHo, Npuy Bbibope pexnma 6e30nacHocTu
WPA3, WPA3-Enterprise, MFP nepeBoauTcsi B COCTOSIHVE BK/IHOYEHO):

* Omk/o4eHo — 3aWmTa management-kaZpoB OTK/IIOYEHS,

+ OnyuoHasibHO — 3awmnTa paboTaeT, ecnu KNNMeHT nogaepxunsaet MFP. KnveHTbl 6e3 noaaepxku
MFP moryT noaknountbes K aaHHoin VAP;

* Br/oyeHO — 3almTa BKIKYEHa, KNIMEeHTbI, He nogaepxvsatowme MFP, nogknountbca He MoryT.

© B crangapre IEEE 802.11be (Wi-Fi 7) pekomeHayeTcs Ncnob3oBaTh pexnmMbl 6esonacHocTt WPA2/
WPA3, WPA3 nnn OWE.

* PMKSA kawuposaHue — pnar ynpasnsaeT BK/HOYEHNEM KILUMPOBaHMSA MHhopMaunmn o NoAKIHYEHNN
Enterprise-knueHTa. Mpun BKAOYEHUM AaHHOWN (DYHKUMKN TOYKa AOCTyNna 3anoMUHAET KIIMEHTCKoe
YCTPOWCTBO Noc/e aBTopusauumn Ha 12 yacoB 1 He TpebyeT NOBTOPHON ayTeHTudmkaummn Ha RADIUS-
cepBepe Npu NOAK/IIYEHUN B TEYEHNE 3TOr0 BpeMeHu. BkrioueHre faHHOW (OyHKUUN CoKpallaeT Bpems
poyMuMHra Npu BO3BpaLLEHNN KNMEHTa Ha Touky B pexume WPA Enterprise. HacTpoiika gocTynHa ToNbKO
npu pexunmax 6esonacHocTu Enterprise;
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+ 802.17r — chyHKUMOHAN BbLICTPOro POyMUHra, paboTaeT TOIbKO C KIIMEeHTaMK, KOTOpbIe NoAAepKUBaOT
ctaHpapt IEEE 802.11r. PoymuHr 802.11r Bo3mMOXeH Tonbko Mexay VAP ¢ pexumamu 6e3onacHocTu
WPA2, WPA3, WPA2/WPA3, WPA2-Enterprise, WPA3-Enterprise, WPA2/WPA3-Enterprise.

lModdepxka 802.11r — BKNOUNTL NoaaepxKy ctaHgapta 802.11r Ha BUPTYasibHON TOUKe JOCTYNa;
BpyyHyto — npu yCcTaHOB/IEHHOM ¢oiare nosiBMSAETCA BO3MOXHOCTb PYUYHO HACTPOMNKM
napameTpoB POYMUHTa;

FT-over-DS — BknioyeHue pexuma «Over the DS»;

Knrod mobusibHo20 docmyna RO — yHUKasbHbINA KoY An1a AadHol VAP, Hanpumep, CEpUinHbIii
Homep;

Kntoy mobusibHoeo docmyna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAbI
ifconfig);

MoeHmugbukamop MobusibHoO20 dOMEHa — HOMEP FPYMnbl, B paMKax KOTOPO MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;

BcmpeyHbili MAC-adpec:

+ MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUYHO ToUkK gocTyna. MakcMmMmasibHoe
KonnyectBo — 256;

* YOasieHHbIU K104 Mo6U/IbHO20 docmyrna RO — yHUKasbHbIN KoY, O/HKEH coBnagath €
«Kntou mobunbHoro goctyna RO» Ha VAP BCTpeuHol Touke [ocTyna;

*+ YoaneHHbIl ko4 MobusibHo20 docmyna RT — MAC-agpec VAP Ha BCTpeYHoin Touke
[ocTyna;

* RRB ko4 RO — cnyyaliHblli kntoy. He gomkeH coBnagath ¢ «RRB ktod R1», HO 06513aT€/1bHO
fomkeH coBnagatb ¢ «<RRB kntoy R1» BCTpeyHol Toukn goctyna. AnvHa knova — 16
CMMBO/I0B;

* RRB ko4 R1T — cnyyaliHblii kntoy. He gomkeH coenagath ¢ «RRB kntod RO», HO 06513aTe/1bHO
AomkeH conagatb ¢ «RRB kntou RO» BCTpeyHon Toukn gocTtyna. AnunHa kaoda — 16
CMMBOJI0B.
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RADIUS:

RADIUS

Homen root
|P-apgpec RADIUS cepeepa 192 168.0.1

Mopt RADIUS cepeepa 1812

®

Mapone RADIUS cepeepa
Mcnoneaoeate akkayHTUHr yepes RADIUS

Mcnons308ate gpyrie HacTpoikK 4nA
AKKAYHTUHE

IP-agpec RADIUS cepeepa gna 192.168.0.1
aKKayHTUHa

Mopt RADIUS cepeepa anA akkayHTWHME 1813

®

Mapons RADIUS cepeepa onA akkayHTUHra
MNepuogmyeckan oTNpaeka akkayHTUHE

WMHTepean oTnpaeky akkayHTUHMa 600

+ [JomeH — nomMeH nosib3oBarens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
« MNopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOPbIA MICNONb3YETCS ANA ayTeEHTU(UKaLNN 1
asTopusauuu;
* Maposib RADIUS cepsepa — naponb ana RADIUS-cepBepa, Mcnonb3yemoro ans ayteHtudmkaumm u
asTopusauuu;
* Vlcnonb3oBamb akkayHmuHe 4yepe3 RADIUS — npu ycTaHOBNEHHOM donare 6yayT oTnpaBnsiTbCs
coobleHns «Accounting» Ha RADIUS-cepBep;
* Vlcnonb3o8ams opyaue HacmpoUlku 0711 akkayHmuHaa:
+ IP-adpec RADIUS cepsepa 0s151 akkayHmuHzaa — agpec RADIUS-cepBepa, Ncnosib3yemoro ans
aKKayHTUHra,;
* [Maposib RADIUS cepsepa 07151 akkayHmuH2a — naponb ana RADIUS-cepsepa, ncnosnb3yemoro asisi
aKKayHTUHra;
« lNopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIA ByAeT NCMoMb30BaH A1 coopa akKayHTUHra
Ha RADIUS-cepsepe;
* [Nepuoduyeckasi omrpaska akkayHmuHaa — BK/IIOUNTb NEePUOLAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpPBasT OTNPaBKM COOBLLIEHNIA MOXHO B nose «/HTepBan
OTMPaBKM akKayHTUHIa».
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[NopTanbHaa aBTOpU3aLINA:

Mpun pexnmax 6esonacHocTn: BeikntoveHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP goctynHa
HacTpolika NopTasibHOM aBTOpPU3aLnN.

MopTanstHas aBTopHU3aLNA

BrnuMTE

HaszeaHWwe BWPTYaneHOro nopTana default

Adpec gnA NepeHanpasneHHa http:#192.168.0.1:83050/etex_portal/

* Bk/1to4umb — Npu ycTaHOBNEHHOM (hriare aBTopm3aumns nosb3oBarteniein B CeTn 6yaeT NporM3BoanTbCA
nocpeacTBOM BUPTYasIbHOrO nopTana;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIO NopTasa, Ha KoTopbIi 6yAeT nepeHanpaseH
nosb3oBaTeslb Npu NOAKAYEHUM K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — agpec BHELLHErO BUPTYasIbHOrO nopTasia, Ha KoTopblil 6yaeT
nepeHanpas/eH Nosib3oBaTe/lb NPU NOAK/IYEHNN K CETK.

OrpaHnyeHve cCKopocTu:

CrpaHWHEHHA CROPOCTH

BrrcunTe

VAP Limit Down 0 KDWTIC
WAP Limit Up 0 KDOWTIC
STA Limit Down 0 KDWTIC
STA Limit Up 0 KDOWTIC

* Bk/1lo4uUmMb — aKTMBUPOBATL NOJIe HACTPOEK,;

« VAP Limit Down — orpaHu4eHne NponycKHOM CNOCOOHOCTM B HanpaB/eHUN OT TOUKM AOCTyna Ao
KTMEHTOB (B CyMME), NOAK/THOUEHHbIX K AaHHoli VAP, K6nT/c;

+ VAP Limit Up — orpaHnyeHne NponyckHoli CNoCOGHOCTY B HanpaB/fieHUN OT KNIMEHTOB (B CyMMe),
NoAKNHYEHHbIX K AaHHol VAP, oo Toukn goctyna, Kout/c;

« STA Limit Down — orpaHMyeHne NponyckHOM CNOCOBGHOCTX B HaMNpaB/ieHMX OT TOYKU AOCTyna A0
KTMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKMOUEHHbIX K AaHHon VAP, K6ut/c;

+ STA Limit Up — orpaHuyeHne nponyckHOi CnocoGHOCTM B HanpaB/ieHUn OT KIMEHTOB (Kaxaoro B
OTAENbHOCTY), NOAKMOUEHHbIX K AaHHO VAP, 10 Toukn gocTyna, K6ut/c.
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KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KoHTponk goctyna no MAC

BHINHYEHD

MonuTika 3anpeTuTb b

Cnucok MAC-agpecoe

1 AABB.CC.DDEEFF - x

2 AABB.CC.DD:EEEE - x

* Bk/1t04eHO — Npun yCTaHOBNEHHOM (hriare 6yaeT pabotarb BblopaHHasA NoNnTKa A0CTyna,;
* lMosnumuka — nonuTuka Joctyna. Bo3moxHble 3HaYeHns:
« 3anpemums — K gaHHoi VAP Gyaet 3anpeLieHo nogkntovarbes knveHtam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTasibHbIM [OCTYN ByAeT paspeLlen;
« Paspewums — K gaHHoli VAP 6yaeT paspelleHo nogkntoyarbes TobKo TeM kimeHTam, MAC-
ajipeca KOTOpbIX CoAepXarcs B Cnucke. BceM octasibHbIM AOCTYN GyAeT 3anpeLleH.
+ Cniucok MAC-adpecos — cnvcok MAC-afpecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLueH A4oCcTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

+
[na Toro 4To6bl 106aBUTL aAPEC B CMINCOK, HAXKMUTE KHOMKY . 1 B nosiBMBLUEMCS Nnone Beeaute MAC-

afpec. Utobbl yaanuTb afipec n3 Cmncka, HAXMUTE KHOMKY E] B COOTBETCTBYIOLLIEV CTPOKE.

Ecnun Bo3HUKNA HEOBXOAMMOCTb 106aBUTb B cNcok MAC-aapec KNneHTa, KOTOpbI B AaHHbI MOMEHT

MOAK/HOUEH K TOUKE [I0CTYNa, HAXXMUTE B KOHLIE CTPOKMN KHOMKY [:] 1 BbIGEPUTE HYXHbIi aApec U3 Cn1cka, OH
aBTOMAaTMYeCcKn 106aBUTCA B MOSe.

Mo ymonyaHuio B cnncke otobpaxaetcsa Ao 10 agpecos. [/19 TOro 4tobbl yBUAETb NOJHbIV CIMCOK B Cy4vae,
ecnu oH cogepxunt 6onee 10 agpecos, HAXXMUTE KHOMKY «[loka3aTb BCEY.

10 AABB.CC:DD:EE:AA - x

MoxkasaTb BCE

[Nsi BCTYN/IeHUSI B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HaXXMUTE KHOMKY «OTMEHa».
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6.7 MeHto «CeTeBble HaCTPONKN»

6.7.1 MogmeHto «CncTtemMHas KOHUrypauus»

MoHuTOpMHHT Radio VAP CeTeskle HacTPOHKN BHeLuHMe cepBuce! Cucrema - (Eexon)

CHcTenmHan KoHcurypaLma > WA xocta WOP-50L
Doctyn [eorpadueckiil AoMeH root
VLAN ynpaenexun Terminating v
VLAN ID
Mpotakon Stalic v
Cramuvecioni IP 192.168.1.10
Ceresan Macka 2557652550
o3
Mepenuneii DNS

Bropuussiii DNS

* VIMsi Xxocma — ceTeBOe UMS YCTPONCTBa, 3afaeTca cTpoka 1-63 CMMBO/IOB: JTAaTUHCKME 3arnaBHble U
CTPOUYHble BYKBbI, LMPPbI, 3HAK AednC «-» (Aednc He MOXET GbiTb NOC/IeAHUM CUMBOJSIOM B UMEHM);

+ leocpachudeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cucTembl yrnpasneHua EMS, B koTopom
pacnonaraeTcs Touka JOCTyna;

* VLAN ynpas/neHus:.

* Bbik/moyeHo — VLAN ynpaBneHusi He NCnosb3yeTcs;

+ Terminating — pexum, npu koTopoM VLAN ynpaBneHus TepMUHMPYETCS Ha Touke aocTyna (B 3Tom
C/lydae y K/IMeHTOB, MOAK/TUYEHHbIX Yepes3 paanonHTepdeinc, HeT gocTtyna Ao gaHHoro VLAN.

+ Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic
(npun cooTBeTcTBYtOLLEN HacTpoiike VAP).

* VLAN ID — npgentudonkarop VLAN, ncnonb3syemsbiii Ansa goctyna K yCTPONCTBY, NPUHUMAET 3HAYEHUS
1-4094,

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogktodeHune no Ethernet-
NHTEepdIecy YCTPOINCTBA K CETU NpefocTaB/ieHns yCyr nposaingepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3 no
YMOJIHaHWIo U Apyrve napameTpbl, Heobxoanmble 18 paboTbl B ceTu, 6yayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoanMble napameTpbl Ha WAN-
NHTEpdenc HazHavarTcA ctatuyecku. MNpu Bolbope Tuna «Static» ANns pefakTMpoBaHnsa CTaHyT
[OCTYNHbI cneayoLme napameTpsbl:

+ Cmamuvyeckuli IP — IP-agpec WAN-nHTepdelica ycTpoiicTBa B CeTU npoBaiaepa;
+ Cemesasi Macka — Macka BHeLLHel noaceTy;
* Lli/103 — afpec, Ha KOTopbI OTNpaBAsAeTCa NakeT, ec/v A5 Hero He HalgeH MapLupyT B
Tabnuue mappyTnsaumm.
*+ lMepsu4yHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTCca aBTOMaTMyeckn no npotokosy DHCP, 3agaiTe nx Bpy4yHy!o.

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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6.7.2 MoameHto «[locTyn»

B nogmeHto «LocTyn» NpoM3BOAMTCA HACTPOViKa AOCTyna K yCTPONCTBY NOCPeACcTBOM web-uHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMo/YaHuio, ¢ 1025 no
65535 BKNHOYNTENBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH fonyCTUMbIX 3HA4YEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJTYaHWIO,
¢ 1025 no 65535 BKNHOYNTESBHO;

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETbL OAUHAKOBOE 3HAYeHNe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [lnsa BkNOYeHUs gocTyna K ycTpolicTBy yepes SSH yctaHoBuTe thnar HanpoTus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

MoHuTopIUHr Radio VAP CeTeBrle HaCTpORKK BHelwHue cepencel Cucrema T (ebxxog)

CuctemHan kosdmrypauma WEB
[octyn > HTTP-nopt 80
WEB-HTTPS
HTTPS-nopt 443
Telnet o
SSH
NETCONF
SNMP
Maponk Ha yTeHue public
Mapons Ha zankcs private
Agpec AnA npuéma Tpanoe vi
Anpec Ans npuéma Tpanoe v2
Anpec ona npréma coobiyenmii Inform
CucTemHoe uma ycTpoicTea
KonTaiTHan uHebopMaLya nponaseauTens Contact
MecTononoxkenue ycTpoiictea Russia

Maporns & Tpanax trap
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MporpammHoe obecneveHne WOP-50L no3BonsieT n3amMeHaTb KOHpMrypaymio ycTpoincTea, NpoBOANTb
MOHUTOPUHI COCTOSIHWSI TOYKM AOCTyna 1 eé AaTyMKoB, a Takke ynpas/isaTb YCTPOWCTBOM, UCNO/b3YS MPOTOKON
SNMP.

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT [JOCTYMHbI cnegytowme napametpbl SNMP-areHTa:

+ [Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSATLI: public);

* [Maposib Ha 3anuck — NapoJsib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

+ Adpec 051 npuéma mparios v1 — IP-agpec nnn goMeHHoe nMs NpuemMHmnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm OMeHHOe NMs npuemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHul Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
topmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — UMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHdopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLms 0 MeCTOMNOIOXEHNN YCTPOICTBE;

+ lMaposib 8 mpanax — Naposb, CoaepXxallmiics B Tpanax (no ymonyaHuto — trap).

Hwxe npuBegeH CNMCoK 06bLEKTOB, NOAAEPXMBAEMbIX A/ UTEHUSA Y KOH(PUTYPMPOBaHWA NOCPeACTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHT NapamMeTPOB TOYKM AOCTYyNa MU NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
* eltexLtd.1.127.3 — ynpaBneHne TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4Ykn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHue OID WOP-50L goctynHo no cnegytouleii cebinke: Onvcadme OID Ha WEP/WOP-xL.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.8 MeHIo «BHellHne cepBuUCbI»

6.8.1 TMogmeHto «MopTasnibHasa aBTopuaums»

MoameHto «MopTanbHas aBTopusayus» NpeaHasHaueHo A/1s BKIOUEHUS U HACTPOiiku cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHns NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

MoHUTOpUHT Radio VAP CeTessle HacTpokn BHeLHMe cepeucs! Cuctema -~ (ebixoq)

MopransHan asTopsauys > Braniowns

Aapec cepanca APB ws://192.168.1.1:8090/apb/broadcast

AirTune

* Bksmo4umb — Npu ycTaHOBNEHHOM hriare Touka byaet nogxnioyarbcs K cepsucy APB, agpec KoToporo
ykasaH B none «Agpec cepsuca APB», onsa obecrnevyeHus nopTasibHOr0 pOyMUHra K/IMeHTOB;

« Adpec cepsuca APB — appec cepBuca APB ons nogaepXxkun poymuHra B pexmme noptasibHOM
aBTopu3auuun. 3agaertcsa B oopmare: «ws://<host>:<port>/apb/broadcast».

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HaXXMUTE KHOMKY «OTMEHA».

6.8.2 MogmeHto «AirTune»
MogmeHto «AirTune» NnpeaHasHa4YeHo AN BKIKYEHNSA U HACTPOKM cepauca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonb3yetcsa 48 onTuMmusaummn pagmopecypco (Radio Resource Management) u
aBTOMaTn4ecKol HacTpoikn 6ecloBHoro poymudra 802.11 k/r.

MoHuTopHHT Radie VAP CeTeBule HacTpOAKN BhewuHme cepemcal Cucrema - (BbXO)

Mopranskan astopuaaLys BenioauTs

Agpec cepauca AirTune ws://192.168.1.1:8099/apb/rrm

AirTune >

* Bks1o4umb — Npu yCcTaHOBNEHHOM (hriare Touka Oyaet nogknoyatbes K cepucy AirTune, agpec
KOTOPOro yka3aH B nosne «Agpec cepsuca AirTune», an1a obecneyeHns oyHkumin Radio Resource
Management n/wnu poymudra 802.11 k/r;

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetca B popmare: «ws://<host>:<port>/apb/
rrmp».

[N BCTYNNeHns1 B CUy HOBOI KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeHNTb». [INs OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.9 MeHto «Cucrtemar

B MeHi0 «CucTteMa» BbINOHAKTCS HACTPOVKM CUCTEMbI, BPEMEHM, OCTYNA K YCTPOWCTBY NO pas/INYHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

6.9.1 MogmeHto «O6HOBNEHKME 1O ycTpoincTBa»

MoameHo «O6HOBNeHMe MO ycTpoiicTBa» NpefHasHavYeHo 415 06HOBNEHUS NPOrpamMmmMHOro obecneyeHuns
yCTpOWCTBa.

MoHuTOpMHI Radio VAP CeTeBsle HAaCTPOIKI BHewHme cepemcel Cuctema - (EBixom)

OBHoanewue MO yeTpoiictaa » AxTneHas Bepona MO

. Peaeparan sepcns MO it
Kowdpurypaus P P [ + Caenars axmenoi |

Axmyaniswan eepoun 10 10 adpesy: hitp Aeltex-co ru/supportdownioads/

Mepesarpyska
®aiin 0bHoenexns MO Beiiepute dhaidn | Daiin ve ebibpan
AyTeHTHRMKALNA
HypHan

flata v speus

OTnagouHan MHpOpMaLWHA

+ AkmusHasi sepcusi 10 — Bepcus NPorpamMmmMHOro o6ecneyeHns], yCTaHOB/IEHHOTO Ha YCTPONCTBE,
paboTaloLlias B aHHbI MOMEHT;
+ PesepsHas sepcusi 10O — Bepcusa NporpaMMHOro obecnevyeHus, yctaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYIO MOXHO nepekniounTbes 6e3 3arpysku caiina Mo.
+ Cdeslamb akmusHoU — KHOIMKa, N03BO/IAIOLWANA caenaTh pe3epBHyto Bepcuto MO akTUBHOW, ANs
3TOro noTpebyeTcsa nepesarpyska ycTpoinctea. AKTBHas Bepcus MO B 3TOM criyvae CTaHeT
pe3epBHOIA.

O6HoBneHve nporpamMmHOro obecneyenHus

3arpysurte chaitn MO c cainTa http://eltex.ru/download/, Bbiobpas WOP-50L B cnvcke yCTPOWCTB U COXpaHuUTe
€ro Ha KomnbkoTepe. Mocne 3Toro HaXXMUTe KHOMKY «Bblbepute dhaiin» B none ®adis1 06HoseHus MO n
yKaxuTe nyTb K haiiny MO B chopmare .tar.gz.

[na 3anycka npouecca 06HOBEHUS HEOBXOANMO HaXKaTb KHOMKY «3anycTuTb 06HOBNEHNEe». MNpouecc
06HOB/EHNSA 3aliMET HECKONbKO MUHYT (O ero TekyLlem ctatyce ByAeT ykasaHo Ha CTpaHuLe), mocse Yero
YCTPOIWCTBO aBTOMAaTUYECKM Nepe3arpy3mnTcs.

@ He otknouaiite NUTaHe yCTPOICTBA M He BLINOMHAITE ero nepesarpysky B NpoLecce 0GHOB/EHNS
no.
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6.9.2 MoameHo «KoHumrypaums»

B noameHo «KoHurypauusa» BbINOMHAETCS COXPAHEHUE U OOHOB/IEHNE TEKYLLEW KOH(UrypaLumm.

MoHUTOPUHT Radio VAP CeTesble HacTpoki BHelwHue cepaurcel Cuctema -~ (esixon)

OBHoanenve MO ycTpoiicTaa MonyuuTe apxve KoHcUrypaLym ¢ yCTpoiicTea * Crauate

Kondprypaups > 3arpyauTe apxuB KoH(UrypaLpm Ha Beibepurte dpaiin | Daiin He suibpar

ycTpoiicTeo
Mepeaarpyaka

AyTeHTutbuKaLua
CBpoc Ha 3aB0ACkME HACTPOMKN CoxpaHuTL napameTpes! AocTyna

[ara u epema

QOmnagounan uxgopmayma

MNonyyeHne koHdbUrypaumm

UTO6bI COXPaHUTL TEKYLLYH KOH(UIypauuio yCTPOCTBA Ha JIOKaSIbHbIA KOMMbIOTEP, HXKMUTE KHOMKY
«CKavaTb».

O6HoBNEHME KOHUIypauun

[ns 3arpy3ky COXpaHeHHOro Ha JI0KaJlbHOM KOMMbloTepe dhainna KoHUrypauum NCnosb3yeTcsa MyHKT
«3agpy3umsb apxus KoHguaypayuu Ha ycmpolcmso». nsi 06HOBEHUSA KOHUIypaLmm YCTPOCTBA HAXXMUTE
KHOMKY «BbiGepuTe chaiiny, ykaxkute daiin (B hopmarte .tar.gz) n HaOXMuUTe KHOMKY «3arpy3unTb chaiin».
3arpyxeHHas KoH(Urypauus npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoitcTBa Ha 3aBOACKNE HACTPONKU

UT0o6bl cAenatb cOpOC BCEX HACTPOEK YCTPOINCTBA HA CTaHA4AaPTHbIE 3aBOACKNE YCTAHOBKM, HOOKMUTE KHOMKY
«C6poc». Ecnu aktuBmpoBaH dnar «CoxpaHuTb napaMeTpbl 40CTynay, TO 6yAyT COXpaHeHbl Te napameTpbl
KOHdUrypaLmm, KoTopble OTBeYatoT 3a A0CTYN K YCTPOICTBY (HacTpolika IP-aapeca, HacTpolikvi gocTyna no
Telnet/SSH/SNMP/NETCONF/Web).

6.9.3 TlMogmeHto «[epe3arpyska»

[nsi nepesarpy3ku yCTpoiicTBa HaXMKUTE Ha KHOMKY «[epesarpy3kar. [Mpouecc nepesanycka ycTpoiicTea
3aHMMAaET NPUMEPHO T MUHYTY.

MoHuTOpUHT Radio VAP CeTeBkle HACTPOIKK BHelUHMe cepBucE Cuctema - (ebxon)

OtHornerne MO yctpoiicea Mepe3arpyaka ycTpoiicTea ZMepezarpyaka
Kondmrypauma
Nepesarpyaka >
AyTeHTHdMEaLMA
HypHan
[ara v pemn

OTnagoyHan MHopMaLmA
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6.9.4 TogmeHto «<AyTeHTUdUKaumnsa»

Mpun BXoge yepes web-nHTepgeinc agMmMHMCTpaTop UMeeT MOJHbIVA A0CTYN K YCTPOMCTBY: YTEHNE U 3annchb
NOObLIX HACTPOEK, NOSHbLIA MOHUTOPUHI COCTOSIHUS YCTPOKCTBA.

© 3asoackas yueTHas 3anuch AN 40OCTyNa K YCTPOIACTBY: noriH: admin, naponk: password.

MoHuTOopHHI Radio VAP CeTeBkle HacTPOIKI BHelwHMe cepemcel Cuctema - (Ekixom)

O6woanenue MO ycrpoiicTea NokanbHbIA napons
KoHdmrypauua Mapone @
Mepesarpyska MoaTeepxaeHne napona @
AyTeHTUMEALMA > .
HacTpoiiku ceccum
Hypran Taiim-ayT DeanefCTBIA, MUH. 15

flata v speus

DTHBJ,D‘—FEH WHDOPMALMA

Pasaen «/1okanbHbI Naposib» NpeAHasHayveH A1 CMeHbl 3aBOACKOro Naposis Ans yyeTHol 3anucy admin.

* [laposis — BBOA HOBOrO Naposs;
+ [MTodmsepxxoeHue napo/isi — NOATBEPXAEHNE HOBOro Naponsi.

Pasgen «<HacTpoiiku ceccum» npeaHasHavyeH a1 aBToMaTtuyeckoro BbixoAa nosb3oBarens us web-
WHTepdelica no Tanm-ayTy.
+ Talim-aym 6e30elicmsusi — BpeMsl 6e34eCTBNSA N0Mb30BaTeNs B MUHYTaxX, NOC/1Ie KOTOPOro ceccus
aBTOMAaTUYECKN 3aBepLLAETCS.

[na BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEHNSA HaCTPOEK B AHEProHe3aBMUCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 1151 OTMEHbI UBMEHEHUIA HAXXMUTE KHOMKY «OTMEHa».
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6.9.5 MoameHo «©KypHaut»

MogMeHo «KypHan» npegHasHayeHo 415 HACTPONKM BbiBOAA PasHOro poga OT/1af0uHbIX CO0OLEeHMI
CUCTEMbI B LiefIAX 06HapYy>XeHunst NpuymH npobnem B paboTe ycTpoincTaa.

MoHuTopmHr Radio VAP CeTeBsle HACTPOMKN BHeLUH1e CepBuCEl Cucrema - (Bbixom)

OfHoneHwe MO yeTpoiicTaa Pexut Cepeep u dhaitn v
Kondwrypaups Agpec Syslog-cepeepa syslog server
Mepeaarpyaka Mopr Syslog-cepsepa 514
AyTeHTadmKaLMA Pazuep daiina, kb 1000
Hypran >

[ata n spemn

OTnagounan uHopmaLya

+ Pexum — pexum paboTsl Syslog-areHTa:
« JlokasibHbIl ghalin — HhopMaLUs XypHasia COXpaHaeTcsl B IoKa/ibHOM doaiinie n AocTynHa B
web-nHTepdelice ycTpoiictBa Ha Bknagke «MoHUTOPUHI/XKypHan cobbITuiA»;
+ Cepsep u ¢halin — nHhopMaLms XypHana oTnpasBiseTca Ha yaaneHHblli Syslog-cepsep u
COXpaHsieTcs B /IOKa/IbHOM chaiine.
+ Aodpec Syslog-cepsepa — IP-agpec nnu gomeHHoe nms Syslog-cepeepa;
« Mopm Syslog-cepsepa — NopT Anst BXoaawmx cooblueHmnin Syslog-cepeepa (no ymonuanuto — 514,
[onycTUMble 3HaueHust 1-65535);
* Pasmep ¢palina, kb — MakcuManbHbIii pasmep haitna xypHana (gonyctMble 3HaueHmst 1-20000 kB).

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B 93HEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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6.9.6 TNoameHto «[laTa 1 Bpems»

B nogMeHto «ata u Bpems» MOXHO HAaCTPOUTb BPEMSI BPYUHYIO U/IN C MOMOLLbH NPOTOKO/1A CUHXPOHM3ALMM
BpemeHn (NTP).

6.9.6.1 Bpyu4Hyro

MoHHTOpUHI Radie VAP CeTeBtle HACTPOMHKM BHeluHne cepeuce! Cucrema - (BbDx0a)

OBroenetune MO yeTpoicTaa Pexum @ Bpyunywo () NTP cepeep
Kondmrypauua [Data v epemn ycTpoiictea  14.07.2026 06:56:00 | # Pegacmuposats

Mepesarpyska Hacosoit noAc Mockea, PoccuA v

AyTerTudmraua Brniouns nepexon Ha neTHes Bpema

Hyoman Mepexog Ha neTHee BpeMA (He exibpaHo) (e exibpaHo) (He exifparo) B| -
I y Mepexon Ha 2MMHEE EPEMA He enlbpaHo) (e esifparo) (He ewifiparo) B -
[ata 1 spewa > paro) paro) || |

OTnapouHan HHchopMaLma Caenr spemeti (MH.) 60

+ [ama u spemsi ycmpolicmsa — fata v BpeMs Ha YCTPONCTBE B AaHHbIA MOMeHT. Ecnun TpebyeTcs
KOpPPEKLUSA, HOKMUTE KHOMKY «PefakTnpoBaTb».
+ [ama, spemsi — 3afainTe TEKyLLY0 AaTy 1 BPEMS U HaXXMUTE KHOMKY «TekyLlas gata u Bpemsi»
AN ycTaHOBKM BpemeHu MK Ha ycTpolicTBo.
+ Yacosol rosic — N03BONSIET YCTAHOBUTL YaCOBO NOSC B COOTBETCTBUM C GAVKaALLMM ropogoMm B
BalLEeM pervoHe 13 3afaHHOro Crmcka;
* BK/1o4UMb repexoo Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dhare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepros BPEMEHMU:
+ [Nepexod Ha iemHee BpeMsi — AeHb U BpeMs, Korga 6yaeT BbINOMHATLCA NepPexos, Ha neTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — feHb U BpeMs, Korga OyaeT BbINO/HATLCA Nepexos Ha 3uMmHee
Bpems;
+ CoBue BpemeHu (MUH.) — nepuog, BpeMeHN B MUHYTaXx, Ha KOTOPbIi BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHMMmaTthb 3HavyeHme oT 0 4o 720 MuH.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «[pUMEHUTb». [151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHa».
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6.9.6.2 NTP-cepsep

MoHuTOpUHT Radio VAP CeTeskle HACTPOMKN Brewmune cepancel Cucrema o~ (eexon)

OBHoanenue M0 yetpolicTaa Pexum (O Bpyusyro @ NTP cepeep
Komdwrypaups [ata u spema ycTpolicTea 09.06 2026 11:30:57

Yacosoii noac Mockea, Poccua v
Mepezarpyzka

NTP cepeej ool.ntp.or
AyTenTudpmkaLn peep P P-org
WypHan BrnrunTs nepexoq Ha NeTHee BpemA
HypHa,

[lata 1 spewa > Mepexon Ha NeTHee BpeMA (He enibpaHo) (He exibpanc) (He exibpaHo) B -

OTnanouHan uHbopMaLKR MNepexod Ha 2UMHEE BPEMA (He enibpaHo) (He exibpana) (ne eibparo) B -
Cpevr Bpemenu {MUH.) 60

Appeca nononHuTenskeix NTP-cepeepor

1 time.google.com ®

2 time cloudflare com ®

+ [pUMEHHUTE %X Otvena

+ [lama u spemsi ycmpolicmsa — fata U BPeEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;
* NTP cepsep — |P-agpec/noMeHHOe nMA cepBepa CUHXPOHM3aUn BpeMeHn. Bo3amMoxHO 3aaartb agpec
NN BbIGpaTb U3 CYLLECTBYIOLLENO CMNUCKa,;
+ Yacosol rnosic — N03BONSET YCTAaHOBUTb YaCOBOM NOSC B COOTBETCTBUM C GAMKaALLIMM ropogoMm B
BaLleM pervioHe u3 3aaHHoro Crnumcka,;
* Br/1o4ums rnepexod Ha /iemHee speMsi — Mpu yCTaHOB/IEHHOM dp/1are nepexop, Ha neTHee/3nMHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuos BpEMEHMU:
* [Nepexod Ha silemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINO/HATLCA Nepexos Ha fieTHee
BpewmS;
* [Nepexod Ha 3uMHee BpeMsi — [eHb U BpeMs, Korga 6yaeT BbINO/IHATLCA Nepexos Ha 3uMHee
BpewmS;
+ CoBue BpemMeHu (MUH.) — Nepuog, BpeMEHN B MUHYTaX, Ha KOTOPbII BbINOMHAETCA CABUI BPEMEHM.
MoxeT npuHmMmathb 3HavyeHme oT 0 4o 720 MuH.
+ Adpeca dornosiHumesibHbix NTP-cepsepos — B Cyyae Korga OCHOBHOM cepBep CUHXPOHU3aL M BpeMeEHM
HefOoCTyNeH, yCTPOCTBO ByAeT obpallaTbCs K AONOMHUTE/bHLIM CEpBEPaM CUHXPOHM3aLNN
BpeMeHu. [1nsA Toro 4tobbl 406aBUTb aApec B CMUCOK, HOKMUTE KHOMKY «[06aBUTb» U B NOSABUBLUEMCS
none seeguTe IP-agpec nnn gomeHHoe nmsa cepsepa. Ytobbl yaganute agpec 13 cnucka, B

COOTBETCTBYHOLLEN CTPOKE HAXKMUTE KHOMKY i

[Nsi BCTYN/IeHUsI B CW/Ty HOBOI KOHQOUIypaLumy 1 3aHECEHMS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». [151 OTMEHbI U3MEHEHWIA HaXXMUTE KHOMKY «OTMEHa».
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6.9.7 MogmeHto «OTNagouHasa nHpopmaumns»

Mowropusr  Radio VAP CeTessie vacTpoilku  BHeuwHue cepaucs)  CHCTeMa - (sson)

O6Hoanekue MO ycTpoiicTea ®aiin oTnagouHoil MHchopMaLun * Crauats
Kondmrypauys
Mepezarpyaka
AyTermudmrkaupa
JKypHan
[lara v pema

OTnanouHan ukGopMalyA >

dainn 0Tnag0vHoN nHhopmMaumm

UT0o6bl NOoNy4nTb apxms troubleshooting.tar.gz ¢ ycTpoiicTBa Ha /IoKa/IbHbI KOMMNbIOTEP, HAKMUTE KHOMKY
«CkayaTb».

65



PykoBogacTBo no skcnayatauum WOP-50L

7 YnpaBneHue yCTPONCTBOM C NOMOLLbIO KOMaHAHOI CTPOKM

© /115 oTo6pakeHNs MMEILMXCA HACTPOEK ONpeAeNeHHOro pasaena KoHUrypaummn BeeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLumm ycTpoiicTBa, HaxkMiTe codeTaHue knasui (B aHrnuiickoin packnagke) [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

7.1 TlogkioyeHne K yCTPOUCTBY

Mo ymonyanuto yctpoiicteo WOP-50L HacTpoeHo Ha nonydeHve agpeca no DHCP. Ecnn 3Toro He Npoun3oLusio,
MOAK/THUNTLCA K YCTPOCTBY MOXHO MO 3aBOACKOMY IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WOP-50L: 192.168.1.10, macka nogcetut: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aipec ycTpoiicTea>, Aanee BBECTV Naposib

telnet <IP-agpec ycTpoiicTBa>, BBECTM /IOTVH 1 Naposib

66



PykoBogacTBo no skcnayatauum WOP-50L

7.2 HacTpoiika ceTeBbIX NapaMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WOP-50L(root):/# configure

WOP-50L(config):/# interface

WOP-50L(config):/interface# bro

WOP-50L(config):/interface/br0# common

WOP-50L(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec WOP-50L)
WOP-50L(config):/interface/br0/common# netmask X.X.X.X (rze X.X.X.X — macka noacetn)
WOP-50L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa Nol)
WOP-50L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa No2)
WOP-50L(config):/interface/br0/common# protocol static-ip (n3veHeHve pexunma paboTsl ¢ DHCP Ha Static-
IP)

WOP-50L(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AOG&BNEHMG CTaTn4yecKoro MapuipyTra.

WOP-50L(config
WOP-50L(config
WOP-50L(config
WOP-50L(config
(
(

:/interface/br0/common# exit

:/interface/brO# exit

:/interface# exit

:/# route

WOP-50L(config):/route# add default (rae default — HazBaHve mapipyTa)

WOP-50L(config):/route# default

WOP-50L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-afpec cetv v y3na HasHauyeHus,
ons gedpontHoro mapupyta — 0.0.0.0)

WOP-50L(config):/route/default# netmask X.X.X.X (rae X.X.X.X — macka ceTu HasHa4yeHus, 019 e OonTHOro
mMapLpyTta — 0.0.0.0)

WOP-50L(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |P-agpec wnto3a)
WOP-50L(config):/route/default# save (coxpaHeHve HacTpoek)

— o ==

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/brO# common
config):/interface/br0/common# protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—~ o~ o~~~ — —
DR R P

© Ectb Bo3mMoXHOCTL 33aaBaTh MTU uepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NPUOPUTET, YeM napameTp, 3aZlaHHbIin B
KOHoUrypaumu.

@ Pasvep MTU ans bridge gomkeH 6biTb He 6oMbLUE, YeM HaMMeHbLLMI pasmep MTU Ha uHTepdeiicax,
KOTOpble HaxoasaTcA B aToM bridge.
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HacTpolika pasmepa MTU Ha uHTepdpeiice

WOP-50L
WOP-50L

root):/# configure

config):/# interface

WOP-50L(config):/interface# br0

WOP-50L(config):/interface/br0# common

WOP-50L(config):/interface/br0/common# mtu X (rae X — pasvep MTU B 6aritax. BO3amMoXHbIe 3HaYeHUs: 1-
1500. Mo ymon4yaHuto: 1500)

WOP-50L(config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—_— e~ —~ —

7.2.1 HacTpoiika ceTeBbIX NapameTpoB C MOMOLLbI0 YTUANTbI set-management-vlan-mode

HeTernpoBaHHbIii gocTyn

[MonyyeHne ceTeBbIX HACTPOeK No DHCP:
WOP-50L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckue HaCTQOVIKM:

WOP-50L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — ctatnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — L/103)

DocTtyn uepes VLAN ynpaBeneHus B pexume Terminating

[NonyyeHune ceTeBbIX HACTPOeK Mo DHCP:

WOP-50L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
MCNONb3YEMbIA /15 AOCTYyrNa K YyCTPOMUCTBY. BO3MOXHblE 3HAaYeHUA: 1-4094)

Cratunyeckue HaCTQOVIKl/I:

WOP-50L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, crnosib3yembli A5 A0CTYyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaueHus: 1-4094; X.X.X.X — cTartnyeckuit IP-agpec; Y.Y.Y.Y — macka nogcetu; Z.Z.Z.Z — L/3)

Aoctyn yepes VLAN ynpaBneHus B pexume Forwarding

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WOP-50L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rae X — VLAN ID,
MCNONb3YEMbIA 47151 A0CTYNa K YyCTPOMUCTBY. BO3MOXHble 3HAYUeHUS: 1-4094)

Cratn4yeckue HaCTQOVIKM:

WOP-50L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmnyeckuin IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — LiJ3)

3aBeplUeHMe U COXPaHEHME HaCTPoeK

WOP-50L(root):/# save (COXpaHeHne HaCTPOeK)
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7.2.2 HacTtpoiika yganéHHoro ynpasieHus

HacTtpoiika SSH

WOP-50L(root):/# configure

WOP-50L(config):/# ssh

WOP-50L(config):/ssh# enable true (ynpasneHve yaanéHHbiM fOCTYNnoM no SSH. /19 oTK/I4eHns BBeanTe
false. 1o ymon4yaHuto: true)

WOP-50L(config):/ssh# port X (rge X — nopt SSH-cepsepa. 1o ymonyaHuio: 22)

WOP-50L(config):/ssh# session-limit X (rae X — MakcumasibHoe KosimyecTBo SSH-ceccuid. Mo ymonyaHuio: 5)
WOP-50L(config):/ssh# save (coxpaHeHne HacTpoek)

HacTtpoiika Telnet

WOP-50L(root):/# configure

WOP-50L(config):/# telnet

WOP-50L(config):/telnet# enable true (ynpasneHve yganéHHbiM JocTynom no Telnet. N8 OTKNHOYEHUS
BeeauTe false. 1o ymonyaHuto: false)

WOP-50L(config):/telnet# port X (rae X — nopt. 1o ymonyanumio: 23)

WOP-50L(config):/telnet# session-limit X (r1e X — makcumansHoe konnyecTtso Telnet-ceccnia. o
YMOJ/14aHUI0: 5)

WOP-50L(config):/telnet# save (coxpaHeHve HacTpoek)

HacTtpoiika SNMPv2

WOP-50L(root):/# configure

WOP-50L(config):/# snmp

WOP-50L(config):/snmp# enable true (ynpasneHne SNMP. [ina otknoveHuns seeaute false. o ymonyaHnio:
true)

WOP-50L(config):/snmp# rocommunity public (rae public — naposis Ha uTeHve napameTpos)
WOP-50L(config):/snmp# rwcommunity private (rae private — naposib Ha 3anvcb napameTpos)
WOP-50L(config):/snmp# trapsink X.X.X.X (rge X.X.X.X — IP-agpec nnv AOMEHHOEe UMSA NMprYeMHVKa
coobuweHnii SNMPv1-trap B oopmate HOST [COMMUNITY [PORT]])

WOP-50L(config):/snmp# trap2sink X.X.X.X (rae X X.X.X — IP-agpec wiv OMEeHHOe NMS NpueMHuKa
coobueHnii SNMPv2-trap B oopmate HOST [COMMUNITY [PORT]])

WOP-50L(config):/snmp# informsink X.X.X.X (rge X.X.X.X — IP-agpec vy JOMeHHoe UM NprueMHuKa
coobuweHuii Inform B dpopmare HOST [COMMUNITY [PORT]])

WOP-50L(config):/snmp# sysname WOP-50L (re WOP-50L — cuctemHoe nvs ycTpoincTaa. 1o ymonyaHuo:
WOP-50L)

WOP-50L(config):/snmp# syscontact Contact (rge Contact — KOHTakTHasA nHOPMaLUA NMPOU3BOANTENSA
ycTpoiicTBa. Mo ymonyaHuto: Contact)

WOP-50L(config):/snmp# syslocation Russia (rze Russia — nHhopmMaL s 0 MeCTOMNONIOKEHUN YCTPONCTBA.
Mo ymonyaHuio: Russia)

WOP-50L(config):/snmp# trapcommunity trap (rae trap — naposib, cogepxaiuiics B Tpanax. 1o
YMOJTHaHWIO: trap)

WOP-50L(config):/snmp# save (CoxpaHeHVe HacTpoekK)

69



PyKoBO/CTBO Mo aKcnayataumum WOP-50L

HacTtpovika SNMPv3

WOP-50L(root):/# configure

WOP-50L(config):/# snmp

WOP-50L(config):/snmp# enable true (ynpassieHne SNMP. 114 oTk/itoueHns seeguTe false. o ymonyaHuo:
true)

WOP-50L(config):/snmp# view (onpenenset anana3oH OID'0B, AOCTYMHbIX ANA KOHKPETHbIX TPy
nosib30oBaTesnen)

WOP-50L(config):/snmp/view# add inc-all

WOP-50L(config):/snmp/view# inc-all

WOP-50L(config):/snmp/view/inc-all# rule (onpegenseT npasa focTyna 4/1a pasHbIX rpynn nonb3oBaTtenei K
onpeaeneHHbIM YacTam MIB)

WOP-50L(config):/snmp/view/inc-all/rule# add 1

WOP-50L(config):/snmp/view/inc-all/rule# 1

WOP-50L(config):/snmp/view/inc-all/rule/1# type included (rze included — Tvn geicTeus. BoamoxHbIe
3Ha4veHus: included — nob6asneHve 3agaHHoro OID, excluded — vckoueHve 3agaHHoro OID)
WOP-50L(config):/snmp/view/inc-all/rule/1# subtree .1 (rae .1 — 3aaHHbIN OID. Ecnn B rpynne B kayecTse
read-view ncnosib3yetcs view c type = included n OID .1, TO Ha YTeHue ByaeT gocTtyneH OID .1 n Bce ero
fodepHue. Ecnu type = excluded, To 6yayT AOCTYNHbI BCe OID'bl KpOME .1 1 ero AOYEPHMX)
WOP-50L(config):/snmp/view/inc-all/rule/1# exit

WOP-50L(config):/snmp/view/inc-all/rule# exit

WOP-50L(config):/snmp/view/inc-all# exit

WOP-50L(config):/snmp/view# exit

WOP-50L(config):/snmp# group (3agaeT gnanaszoHbl OID'0B 419 YTEHUSA 1 3anucu, onpesenseTt ypoBeHb
6e3onacHocTN)

WOP-50L(config):/snmp/group# add rw (rae rw — HazsaHue rpynnbl. Icnosibayerca o189 NpuBsa3skn
nonb3oBaTtesien K rpynne)

WOP-50L(config):/snmp/group# rw

WOP-50L(config):/snmp/group/rwi read-view inc-all (rge inc-all — view /15 uTeHns napameTpos.
OnpegensieT agnanasoH OID'0B AOCTYMHbIX A4J/19 YTEHUS)

WOP-50L(config):/snmp/group/rwi# write-view inc-all (rze inc-all — view gnsa 3anvcu napameTpos.
OnpegensietT agnanasoH OID'0B AOCTYMHbIX A4J/19 3anucu)

WOP-50L(config):/snmp/group/rwi security-level priv (rge priv — pexxvm 6esonacHocT. Bo3amMoxHble
3HauyeHus: noauth — HMKakol 6e3onacHocTK, auth — ncnonb3yercsa aBTopusauuns 3anpocoB Mo UMEHN
nosb30BaTesis 1 Naposnto, priv — UCNob3yeTcs aBTopu3auns 3anpocoB No UMEHN Nosib3oBaTtens u
naposito, a Takke WndpoBaHne 3anpoca 1 0TBETAa)

WOP-50L(config):/snmp/group/rwi# auth-type MD5 (rze MD5 — meTof, aBTopr3aLmi. BO3MOXHbIE 3HAYEeHUS:
MD5, SHA. icnonb3yeTtcs, ecnu security-level = auth unu priv. Ecnv He 3agaH, To ucnosb3yerca MD5)
WOP-50L(config):/snmp/group/rwi priv-type DES (rze DES — meTo/ lWngpoBaHns. BO3MOXHbIE 3HaYeHNS:
DES, AES. /icnonb3ayeTtcs, ecniv security-level = priv. Ecnv He 3agaH, To ucnonb3yercs DES)
WOP-50L(config):/snmp/group/rwi# exit

WOP-50L(config):/snmp/group# exit

WOP-50L(config):/snmp# user (yueTHast 3anucb nonb3osatens. MprBA3bIBaeTCA K ONpeaesieHHoN rpynne u
CoAepXuT B cebe nms 1 naposnuv 4as asTopusaumm n WndpoBaHmus)

WOP-50L(config):/snmp/user# add admin (rge admin — 1ms nosibzosatens. Icnonb3yeTca npy asTopusatim
3anpocoB, a Takke MOXET Ha3HayaTbCcsa O/1A target)

WOP-50L(config):/snmp/user# admin

WOP-50L(config):/snmp/user/admin# group rw (rae rw — rpynna, B KOTOPY A06aB/iseTcs nosb3osaresib)
WOP-50L(config):/snmp/user/admin# auth-password password (rze password — naposib /15 aBTopu3aLnin.
Ecnu y rpynnel security-level = auth unu priv, a auth-password He 3agaH, TO No/b30BaTeNlb He OyaeT
[OCTYMNEH)

WOP-50L(config):/snmp/user/admin# priv-password password (rz1e password — naposib /14 lWngpoBaHus.
Ecnn y rpynnel security-level = priv, a priv-password He 3aaH, TO M0/1b30BaTe/lb He OyAeT AOCTYMEH)
WOP-50L(config):/snmp/user/admin# exit
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WOP-50L(config):/snmp/user# exit

WOP-50L(config):/snmpt# target (BblgaéT Tpanbl Ha 3aaHHble XOCTbl. [lobaBisgeTca onuuoHasibHO. AHanor
trapsink n trap2sink gs1is1 SNMPv3)

WOP-50L(config):/snmp/target# add targetl

WOP-50L(config):/snmp/target# targetl

WOP-50L(config):/snmp/target/targetl# host X.X.X.X (ra1e X.X.X.X — IP-afpec xocTta Ha KOTopbIin 6yayT
OTNPaBNATLCA Tparnbl)

WOP-50L(config):/snmp/target/targetl# port X (rie X — HOMep rnopTa Ha KOTopbIA ByayT OTNPaBnsATLCA
Tpanbl)

WOP-50L(config):/snmp/target/target1# user admin (rge admin — nmsa nonb3oBaTesis, KOTOpoe
ncnonb3yeTcs AN Bbl4ayun Tpanos. Ha BCTpeYHon CTopoHe nosb3oBaTesib AO/HKEH OblTb HACTPOEH
aHanornyHo. Ecnu 3agaH HeakTVBHbIV Nonb3oBatesb (Y Hero He 3aZaH OAMH U3 HEOOXOAMMbIX Naponen),
TO target Takxe 6yAeT HeakTUBHbLIM)

WOP-50L(config):/snmp/target/target1# exit

WOP-50L(config):/snmp/target# exit

WOP-50L(config):/snmp# snmpv3-only true (Bk/1toueHve 3anpeta gocTtyna ko scem OID no SNMPv1,
SNMPv2. ing oTkntodeHns seegute false. o ymonyaHutio: false)

WOP-50L(config):/snmp# save (COxpaHeHne HacTpoek)

7.3 HacTpoiika BupTyasbHbIx Touek gocTtyna Wi-Fi (VAP)

Mpu HacTpoiike VAP crnefyeT NOMHUTL, UTO Ha3BaHve MHTepdeicoB B AnanasoHe 2.4 L, HaumHaeTcs ¢

wlan0, B gnanasoHe 5 'y, — wlant.

Tabnuua 7 — KomaHgpl AN HacTpoiikn pexmma 6esonacHoctn Ha VAP

Pexxum 6e3onacHoCTU KomaHga ansa HacTpoiku peXxnmMma 6e30nacHOCTU
Bes napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA2 mode WPA_WPA?2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
OWE mode OWE
WPA-Enterprise mode WPA_1X
WPA2-Enterprise mode WPA2_1X
WPA/WPA2-Enterprise mode WPA_WPA2_1X
WPA2/WPA3-Enterprise mode WPA2_WPA3_1X
WPAS3-Enterprise mode WPA3_1X

Hwxe npeactaBneHbl npumepbl HAacTpoiikn VAP ¢ pasnnyHbiMn pexnMmamu 6esonacHocty anst Radio 51Ty,
(wlan1).
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7.3.1 HacTtpoliika VAP 6e3 wugpoBaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoin oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WOP-50L(root):/# configure

WOP-50L(config):/# interface

WOP-50L(config):/interface# wlanl-va0

WOP-50L(config):/interface/wlanl-va0O# vap

WOP-50L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-50L_open' (13veHeHne nmenn SSID)
WOP-50L(config):/interface/wlan1-va0/vap# ap-security
WOP-50L(config):/interface/wlan1-va0/vap/ap-security# mode off (pexumv wngposanus off — 6e3 naposns)
WOP-50L(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-50L(config):/interface/wlanl-va0/vap# radius

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHe OTrpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — naposs g1s RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1l04eHEe NepuoaNYecKon OTIPaBKy
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBas OTNPasky COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-50L(config):/interface/wlanl-va0/vap/radiust# exit

WOP-50L(config):/interface/wlanl-va0/vap# exit

WOP-50L(config):/interface/wlan1-va0# common

WOP-50L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIe BUPTYa/IbHOM TOYKN [OCTYNA)
WOP-50L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)

—_— e~ —~ —
_ = = =
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7.3.2 Hactpoiika VAP c wndposaHnem OWE

CospgaHue VAP c wuncpposaHuem OWE

WOP-50L
WOP-50L
WOP-50L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

WOP-50L(config):/interface/wlanl-va0O# vap

WOP-50L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-50L_owe' (13veHeHne nmenn SSID)
)
)

—_— e~~~ —~ —~

WOP-50L(config):/interface/wlan1-va0/vap# ap-security
WOP-50L(config):/interface/wlan1-va0/vap/ap-security# mode OWE (pexum LuchposaHmis OWE —
LndhpoBaHHoe coeanHeHe 6e3 BBoAA Naponisi. B Takom pexnme cMOoryT NoaKkIHUUTLCS TONbKO KAUEHTbI
Wi-Fi 6)

WOP-50L(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-50L(config):/interface/wlanl-va0/vap# radius

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne OTrpaBky COOBLLEHN
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — napons g1s RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1l04eHMEe NepUoANYECKON OTIPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WOP-50L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTepBas OTNPasky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-50L(config):/interface/wlanl-va0/vap/radiust# exit

WOP-50L(config):/interface/wlanl-va0/vap# exit

WOP-50L(config):/interface/wlan1-va0# common

WOP-50L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIe BUPTYa/ILHOM TOUKN AOCTYMA)
WOP-50L(config):/interface/wlan1-va0/common# save (CoxpaHeHve HacTpoek)

—_— e~ —~ —
_ = = =
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7.3.3 Hactpoliika VAP c pexumom 6e3onacHoct WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WOP-50L(root):/# configure

WOP-50L(config):/# interface

WOP-50L(config):/interface# wlan1-va0

WOP-50L(config):/interface/wlanl-va0O# vap

WOP-50L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-50L_Wpa2' (n3veHeHve nmveHn SSID)
WOP-50L(config):/interface/wlan1-va0/vap# ap-security
WOP-50L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexum wngposarns — WPA/
WPA2)

WOP-50L(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1104/naposib, He0OXo4NMbIIA
0N NOAKNIYEHMS K BUPTYaslbHOM TOUKe AocTyna. AnnHa Knva Ao/MKHa COCTaBAsATb OT 8 10 63
CVMBO/0B)

WOP-50L(config):/interface/wlan1-va0/vap/ap-security# exit

WOP-50L(config):/interface/wlanl-va0/vap# radius

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne OTrpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — naposns g15 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1l04eHME NepUoOANYECKON OTIPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaBkn COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-50L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-50L(config):/interface/wlanl-va0/vap# exit

WOP-50L(config):/interface/wlan1-va0# common

WOP-50L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIe BUPTYas/IbHOM TOUKN L,OCTYNA)
WOP-50L(config):/interface/wlan1-va0/common# save (coxpaHeHve HacTpoek)

—_— e~ —~ —
_ = = =
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7.3.4 HacTtpoiika VAP c Enterprise-aBTopu3auueti

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WOP-50L
WOP-50L
WOP-50L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

WOP-50L(config):/interface/wlanl-va0O# vap

WOP-50L(config):/interface/wlan1-va0/vap# ssid 'SSID_WOP-50L_enterprise' (13vieHeHne nmenn SSID)
)
)

—_— e~~~ —~ —~

WOP-50L(config):/interface/wlan1-va0/vap# ap-security
WOP-50L(config):/interface/wlan1-va0/vap/ap-security # mode WPA_WPA2_1X (pexum wnchposaHms — WPA/
WPA2-Enterprise)
WOP-50L(config):/interface/wlan1-va0/vap/ap-security# exit
WOP-50L(config):/interface/wlanl-va0/vap# radius
WOP-50L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — fomMeH nosbL30BaTess)

(

)

=

WOP-50L(config):/interface/wlanl-va0O/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepsepa

WOP-50L(config):/interface/wlan1-va0/vap/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTopbIi
MCNONb3yeTcsa ANA ayTeEHTMdINKaUMM 1 aBTopusaumn. Mo ymonyaHuto: 1812)
WOP-50L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rze secret — naposi 15 RADIUS-
cepBepa, UCrnosb3yemMoro 4/ ayTeHTudomkaunm 1 astopmsaunn)
WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/it0ueHne OTrpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — naposns g1s RADIUS-
cepBepa, UCrnosb3yemMoro 4J/151 akkayHTUHra)

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1l04eHe NepruoanYeckon OTrpaBKkm
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WOP-50L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaBkn COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-50L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-50L(config):/interface/wlanl-va0/vap# exit

WOP-50L(config):/interface/wlan1-va0# common

WOP-50L(config):/interface/wlan1-va0/common# enabled true (Bk/1t0ueHVIe BUPTYas/IbHOM TOYKN [OCTYMA)
WOP-50L(config):/interface/wlan1-va0/common# save (coxpaHeHve HacTpoek)

—_— e~ —~ —
_ = = =

o Mpun ncnonb3oBaHun Enterprise-aBTopmsanmm HasHadyeHHbIn Ha RADIUS-cepsepe C-VLAN cTtaHoBUTCA
NPUOPUTETHLIM AN1A 06CNyxmBaHus knueHta. 3HaveHne VLAN nepepgaetca B RADIUS-aTpunbyTte Tunnel-
Private-Group-Id.
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7.3.5 HacTtpoiika VAP c noptasibHOIn aBTOpU3aLmei

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexviv wndposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WOP-50L' (13veHeHne nveHu SSID)
config):/interface/wlanl-va0/vap# captive-portal
WOP-50L(config):/interface/wlan1l-va0/vap/captive-portal# scenarios
WOP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirecti# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WOP-50L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WOP-50L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirecti# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WOP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-50L(config):/interface/wlan1l-va0O/vap/captive-portal/scenarios# exit
WOP-50L(config):/interface/wlan1-va0/vap/captive-portal# apb-mac-auth true (Bx/104nTE MAC-aBTOPM3ALMNIO
NopTaU/ibHbIX NONb30BaTenein Yepes APB cepBuC (A0CTYMHO TO/bKO € SoftWLC 1.34.1 u Bbiwwe). Mo
ymo/4aHuto: false)

WOP-50L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WOP-50L(config):/interface/wlan1l-va0/vap/captive-portal# exit

WOP-50L(config):/interface/wlanl-va0/vap# radius

WOP-50L(config):/interface/wlan1-va0/vap/radius# domain root (rze root — fomMeH nosbL30BaTess)
WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/110ueHVe OTrIpaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (rje secret — naposib 15 RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/1l04eHMEe NepruoanYecKon OTrpaBKm
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (nHTepBas OTNPaBKky COOOLLEHNI
«Accounting» Ha RADIUS-cepBep)

WOP-50L(config):/interface/wlanl-va0/vap/radiust# exit

WOP-50L(config):/interface/wlanl-va0/vap# exit

WOP-50L(config):/interface/wlan1-va0# common

WOP-50L(config):/interface/wlan1-va0/common# enabled true (Bk/10ueHVIE BUPTYas/IbHOWN TOUKN 4OCTYMA)
WOP-50L(config):/interface/wlan1-va0/common# save (coxpaHeHve HacTpoek)

e~~~ o~~~ o~~~ —~ —
_ o S ==

—_— e~ —~ —
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7.3.6 HacTtpoiika VAP c BHelLHel nopTasibHOM aBTopu3auueit

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L

root):/# configure

config):/# interface

config):/interface# wlanl-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlanl-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexviv wndposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WOP-50L(config):/interface/wlan1-va0/vap# ssid '"Portal_WOP-50L' (n3veHeHve nveHn SSID)
WOP-50L(config):/interface/wlan1l-va0/vap# captive-portal
WOP-50L(config):/interface/wlanl-va0/vap/captive-portal# verification-mode external-portal (Bx/itoueHne
NoAAEPXKN BHELLHEN nopTasibHOM aBTopm3aunn. Mo ymonyaHuio: portal)
WOP-50L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WOP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WOP-50L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-
ip=<NAS_IP>&ap_location=<AP_LOCATION>&nas_id=<NAS_ID>" (yka3zaTb URL BHELLUHEIO BNPTYas/IbHOrO
nopTasia B COOTBETCTBMM C Tabnmuel 8)
WOP-50L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WOP-50L(config):/interface/wlan1l-va0/vap/captive-portal/scenarios# exit
WOP-50L(config):/interface/wlanl-va0/vap/captive-portal# enabled true (BritoueHne yHkLoHana captive-
portal)

WOP-50L(config):/interface/wlan1l-va0/vap/captive-portal# exit

WOP-50L(config):/interface/wlanl-va0/vap# radius

WOP-50L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (ra1e X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A5 aBTopm3anun)

WOP-50L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rze secret — naposi 15 RADIUS-
cepBepa, UICNosib3yeMoro Ans aBTopm3anunn)

WOP-50L(config):/interface/wlan1-va0/vap/radiust# exit

WOP-50L(config):/interface/wlanl-va0/vap# save (coxpaHeHne HacTpoek)

e~~~ o~~~ o~~~ —~ —
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JononHutenbHble KOMaHAbI AN HACTPOWKM BHELUHE NOPTa/IbHOW aBTOpU3auumn

WOP-50L(config):/interface/wlanl-va0/vap/captive-portal# preauth-filter-mode acl (napametp,
onpeaensLmii Ha OCHOBaHUN Yero byaeT hunbTpoBaTbCA Tpaduk HeaBTOPN30BAHHbIX KNTMEHTOB.
Bo3moxHble 3HaueHus: acl, white-list. [1o ymonyaHuto: white-list)
WOP-50L(config):/interface/wlanl-va0/vap/captive-portal# http-auth false (oTk/0UeHVE aBTOpPK3aLMY MO
http. Mo ymonyaHuio: true)

WOP-50L(config):/interface/wlanl-va0/vap/captive-portal# ipv4-aclipv4_list (rae ipv4_list — nva cnncka
npasu ipv4-acl)

WOP-50L(config):/interface/wlanl-va0/vap/captive-portal# url-acl url_list (rge url_list — nma cnucka npasun
url-acl)

WOP-50L(config):/interface/wlanl-va0/vap/captive-portal# filter-dns-by-acl true (Bk/toueHve dousistpaLmm
DNS-3anpocoB no npasuiam preauth-acl. Mo ymonuaHuio: false)
WOP-50L(config):/interface/wlanl-va0/vap/captive-portal# client-mac-format XX-XX-XX-XX-XX-XX (rge XX-XX-
XX-XX-XX-XX — dpopmat MAC-agpeca KiimeHTa, KoTopblii 6yaeT noacTtaBnsaTbCa BMecTo <AP_MAC> B
3anpocax Ha BHeLHNA nopTasl. Bo3amoxHble 3HadeHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXXXXX, XXXXXXXXXXXX. [10 YMOTHAHUHD: XXXXXXXXXXXX)
WOP-50L(config):/interface/wlanl-va0/vap/captive-portal# nas-id-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-
XX-XX-XX — cpopmat MAC-agpeca TOUKM A0CTyna, KOTOpbIin 6yAeT NnoacTaBnATbCs BMecTo <NAS_ID> B
3anpocax Ha BHeLHnA nopTasl. Bo3amoxHble 3HadeHns: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXEXXXX, XXXXXXXXXXXX. [10 YMOTHAHMHD: XXXXXXXXXXXX)
WOP-50L(config):/interface/wlanl-va0/vap/captive-portal# disconnect-on-reject true (napamverp,
OTBEevaloLLMii 3a OTK/IOYEHME KNIMEHTa nocsie nosny4veHuns Access-Reject. 11 oTkitoueHms seeaute false)
WOP-50L(config):/interface/wlanl-va0/vap/captive-portal# exit

WOP-50L(config):/interface/wlanl-va0/vap# radius

WOP-50L(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepegasars MAC-agpec
KnneHTa B kayecTBe naponsa B RADIUS 3anpocax. Mo ymonyanuio: false)
WOP-50L(config):/interface/wlanl-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (rge XX-XX-XX-XX-XX-
XX — cpopmar MAC-agpeca KNneHTa, KoTopblii 6yaet courypuposatb B RADIUS 3anpocax. ®yHKUMoHasn
paboTaeT To/IbKO Nnpu ycnoBumn use-macaddr-as-password = true. Bo3MOXHble 3HauYeHns: XX-XX-XX-XX-XX-
XX, XXX XX XX XX XX, XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XXIXXXXIXXXXXX, XXXXXXXXXXXX. [10
YMOTHAHUHO: XXXXXXXXXXXX)

WOP-50L(config):/interface/wlanl-va0/vap/radius# exit

WOP-50L(config):/interface/wlanl-va0/vap# save (coxpaHeHvie HacTpoekK)

© /15 nonyyenns nHdopmauun 06 anroputMe B3aUMOAENCTBIS C BHELLHUM MOPTA/IOM CM. CXEMY.
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Tabnuua 8 — HacTtpoliika URL wa6noHa an1a BHELWHe NopTasibHOM aBTopu3aunm

MapameTp

<NAS_ID>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>
<NAS_IP>
<AP_LOCATION>

OnucaHue

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnv He 3agaH HY oanH
13 3TUX NapameTpoB, To B kavecTBe NAS ID B RADIUS- n HTTP(S)-
nakeTtax 6ynet ncnosnb3zoBarbcsd MAC-agpec Touku focTyna B
thopmare "nas-id-format”

JomeHHOoe nMs, KOTopoe NMoKasbIBaAETCA K/TINEHTY Npu
nepeHanpasneHun

MAC-agpec Touku goctyna

MAC-agpec knueHTta

SSID

URL, KOTOpbI n3Ha4yas1bHO 3anpalunBas KIMeHT
IP-agpec Toukn goctyna

AP-location Toukn goctyna
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7.3.7 HacTtpoiika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbliit (hyHKUMOHa/T AOCTYNEH TOMbKO A/ PEXMMOB nopTasibHOl 1 Enterprise-aBTopusauumn.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WOP-50L
WOP-50L
WOP-50L
WOP-50L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WOP-50L(config):/interface/wlan1-va0/vap# radius (HacTpoika ocHoBHOro RADIUS-cepBepa)
WOP-50L(config):/interface/wlan1-va0/vap/radius# backup (HacTpoiika fonosHuTensHoro RADIUS-cepeepa)
WOP-50L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec aononHuTesnbHoro RADIUS-
cepBepa B KOHthurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KONMMYECTBO: 4)

WOP-50L(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rge X.X.X.X — |P-agpec A0No/HUTENLHOIO
RADIUS-cepBepa B KOHurypauuu)

WOP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X. X.X.X — |P-
agpec RADIUS-cepBepa)

WOP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbIV NUCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmusaumm. Mo ymonyaHumio: 1812)
WOP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (r7e secret —
naposb ans RADIUS-cepBepa, NCNosb3yemMoro Anst ayTeHTudukaumm n aBTopusawm)
WOP-50L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X.X.X.X — |P-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WOP-50L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbI NCMNOMb3YyeTCcs A1 akkayHTUHra. Mo ymonyaHuio: 1813)
WOP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (rje secret — naposib
Anst RADIUS-cepBepa, MCnonb3yeMoro As1s1 akkayHTUHra)
WOP-50L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (rge order — nproputet RADIUS-
cepBepa. Ecnn npnoputeT He 6biN yKaszaH IBHO, TO CUMTAETCS, YTO OH paBeH 0. B aTom cnyvae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WOP-50L(config):/interface/wlan1l-va0/vap/radius/backup/X.X.X.X# save (COxpaHeHne HacTpoek)

—_— e~~~ —~ —~

7.3.8 [ononHutencHble HacTpoiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WOP-50L(config):/interface/wlan1-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

HasHauyeHue VLAN-Group Ha VAP

WOP-50L(config):/interface/wlan1-va0/vap# vlan-group X,Y-Z (rae X,Y-Z — Homepa VLAN-ID, KoTopble MOXHO
HasHaunTb Ha VAP. Bo3MOXHble 3HaYeHus: 1-4094. Ecnn HacTpoeH napameTp vlan-group, To 6yaet
nUrHopmposaTbcs napametp vlan-id)
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BknioueHue pexxuma Band Steer

WOP-50L(config):/interface/wlanl-va0/vap# band-steer-mode true (Bk/oueHve pexurmva Band Steer. [Ing
oTKNtoveHns seegute false)

BknroueHue VLAN trunk Ha VAP

WOP-50L(config):/interface/wlanl-va0/vap# vlan-trunk true (sxntoueHne VLAN Trunk Ha VAP. 1514
oTkNtoueHust BeeaunTe false)

BknroueHune General VLAN Ha VAP

WOP-50L(config):/interface/wlan1-va0/vap# general-vlan-mode true (Bx/itoueHne General VLAN Ha SSID. [1715
oTK/Io4YeHns BeeauTe false)
WOP-50L(config):/interface/wlan1-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

Bbi6op cnocoGa npuopuTusaum

WOP-50L(config):/interface/wlan1-va0O/vap# priority-by-dscp false (aHasi13 nproputeta nz nons CoS (Class of
Service) TErMPOBaHHbIX NAKETOB. 3HAYEHMEe NO YMO4aHuto: true. B aToM criyyae aHanmaunpyeTcs
npuopuTet 13 nonsa DSCP 3aronoBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WOP-50L(config):/interface/wlan1-va0/vap/ap-security# mfp required (Bk/1104NTL 3alLUMTY management-
Kaapos (opelimoB). required — TpebyeTcs noagaepxka MFP OT KNueHTa, KNneHTbl 6e3 MFP He cMoryT
noakounThCA. capable — coBmecTMMO ¢ MFP, KNMeHTbl 6e3 nogaepxkn MFP MoryT nogkatounTbes. Ans
oTK/o4YeHns BeeaunTe off)

Bk/oueHue Ucnosib3oBaHus TLS npu aBTopusauuu

WOP-50L(config):/interface/wlanl-va0/vap/radius# tls-enable true (1crionb3oBath TLS npu asTopusaumun. [Ans
oTKNtoveHns seegute false)

Bk/itoueHne cKpbIToro SSID

WOP-50L(config):/interface/wlan1-va0/vap# hidden true (sxtoueHne ckpbiToro SSID. s OTKH0YEeHNS
BBeauTe false)

BknroyeHue nsonaumm KnmeHTos Ha VAP

WOP-50L(config):/interface/wlan1-va0/vap# station-isolation true (Bik/1t0ueHne n30NALMN TPaUKE MeXY
KNueHTamu B npegenax ogHoi VAP. s oTkntoveHust seeaute false)
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OrpaHuuyeHne KonmyecTBa KJiMeHToB Ha VAP

WOP-50L(config):/interface/wlanl-va0/vap# sta-limit X (r1e X — makcumasibHO 40MyCTUMOe YNCTI0
NOAKNOYAEMbBIX K BUPTYa/IbHOW CETU K/TMEHTOB)

BknroueHue 3awuthbl oT ARP Spoofing

WOP-50L(config):/interface/wlanl-va0/vap# arp-inspection true (Bx/10ueHVIe NpoBepky Tpadmka Ha
noameHy IP-agpeca ncToyHunka B ARP-nakeTax. Ansa otknioveHus seeaute false. o ymonuyaHuto: false)

Ha3HaueHue ACL Ha VAP

WOP-50L(config):/interface/wlan1-va0/vap# uplink-ipv4-acl X (rge X — nwvis ACL-nucTa, KOTopbIn byaet
npuMeHeH Ha VAP)

Bk/loueHue penivkauum MyibTUKacToBoro Tpadgumka Ha VAP

WOP-50L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bk/10UeHVEe pennvkaLmm
MyNbTUKacToBOro Tpadinka Ha VAP. [1ns oTkaoueHus eeeaute false)

BkntoueHue Minimal Signal u Roaming Signal

WOP-50L(config):/interface/wlan1-va0/vap# check-signal-enable true (Bx/1104eHE NCNOIL30BaHNSA
doyHkumoHana Minimal Signal. 19 oTkoueHnsa Beegute false)
WOP-50L(config):/interface/wlan1l-va0/vap# min-signal X (rge X — noporosoe 3HaveHve RSSI, npn
[OCTUXKEHMN KOTOPOTO ToYKa ByAeT OTKoUaThb KnneHTa ot VAP. MNapaMeTp MOXET NPUHUMATb 3HaYeHUs
0T-100 80 -1)

WOP-50L(config):/interface/wlan1-va0/vap# check-signal-timeout X (r1e X — nepunoz Bpemenn B cekyHaax,
MO UCTEYEHUN KOTOPOro NPUHUMAETCS peLleHre 06 OTK/II0YEHUN KSTMEHTCKOro 060pyaoBaHnsA OT
BMPTYaJsIbHOM CeTu)

WOP-50L(config):/interface/wlanl-va0/vap# roaming-signal X (e X — noporoeoe 3HaveHune RSSI, npu
[OCTUXKEHMN KOTOPOTrO NPOUCXOAMUT NEepPEKIYEHMEe KIIMEHTCKOTO 060pyA0BaHUSA Ha APYryt TOUKY
foctyna. MNapameTp MOXET NPUHUMATb 3HaYeHus oT -100 A0 -1. NMapameTp roaming-signal O/MKEH 6bITb
BblLLE, YeM min-signal: ecny min-signal =-75 gbm, TO roaming-signal JO/MXeH 6bITb paBeH, Hanpumep, -70
ABw)

WOP-50L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

BkntoueHne nepegauym aboHeHCKOro Tpad)uka BHe GRE-TyHHens

WOP-50L(config):/interface/wlan1-va0/vap# local-switching true (Bx/10ueHVe nepegaqun aboHeHTCKOro
Tpadomka BHe GRE-TyHHens. [ins oTkntoueHns seeguTe false. [0 yMOI4aHMIO BbIK/THOYEHO)
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YnpaBneHue BewwaHuem VAP nNpu nponagaHnun CBA3U C KOHTPOJI/IePOM

WOP-50L(config):/interface/wlanl-va0/vap# override-service-hold global (ynpasneHve BelaHnem gaHHOro
VAP B achmpe npv nponagaHvm cBA3u C KOHTPoAAepoM. MoxeT npuHumartb 3HadeHus: global — ans
AaHHoro VAP npyMeHsieTcs 3HavyeHne 13 rnobanbHOro napamerpa service-hold npy nponagaHum cesAsu ¢
KoHTponnepowm; false — 19 gaHHoro VAP BelaHme 6yaeT nprocTaHoOBEHO NpU NponagaHnn CBA3N C
KOHTpONEePOM; true — AN AaHHOro VAP BellaHve 6yaet npon3BoauTbCs BHE 3aBUCUMOCTM OT
COeMHEHNS C KOHTPOs11epoM. o ymonyaHuio: global)

© napametp override-service-hold nepeonpegensieT rno6anbHbIii napameTp service-hold ans
KoHKpeTHoro VAP. B Tabnuue 9 onMcaHo B3aMMOAENCTBUE 3TUX NapaMeTPOB NOCe HACTPOVKKN Npu
nponagaHun CBsA3n C KOHTPOJ/I/IEPOM.

Tabnuua 9 — B3anmopelictBme napameTpoB override-service-hold u service-hold

override-service-hold = override-service-hold = false override-service-hold = true
global

service-hold = true HacTtpanBaemas VAP BewaeTr HacTtpavBaemasa VAP He HacTtpanBaemas VAP Beljaet
B achup BelaeT B achup B achup

service-hold = false HacTtpavnBaemasi VAP He HacTtpavnBaemasi VAP He HacTtpavnBaemas VAP BellaeT
BeLaeT B adhup BeLaeT B adup B achup

HacTtpoiika orpaHMYeHUsi CKOPpOCTU

HaCTQOﬁKa mel‘/’lnepa B HarnpaB/1€HUU OT KJINEHTOB !KMAOFO B OTAeI'IbHOCTI/IL NOAKNHOYEHHbIX K
AaHHOﬁ VAP, 00 TOYKU gocTyna:

WOP-50L(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WOP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rae X — makcymasibHas CKOpocTb B
KOUT/C NN NakeTbl/c)

WOP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# mode kbps (Bx/1t0ueHve Lwelinepa.
Bo3MoxHble 3HaueHus:: kbps — KOUT/cC, pps — NakeTbl/C, off — BbIK/THOUYEHO)
WOP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-rxi# exit
WOP-50L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

HaCTQOﬁKa mel‘/’lnepa B HanpaB/1€HUU OT TOYKUN AO0CTYMNa A0 K/JINEHTOB ‘Ka)_KAOTO B OTAe.ﬂbHOCTML
NOoAKNHOYEHHbIX K AaHHOﬁ VAP:

WOP-50L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WOP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-txi# value X (rae X — makcrumasnibHas CKOpocThb B
KOUT/C NN NakeTbl/c)

WOP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# mode kbps (Bx/1t0ueHve Lwelinepa.
Bo3MoxHble 3HaueHus: kbps — KOUT/C, pps — NakeTbl/c, off — BbIK/THOYEHO)
WOP-50L(config):/interface/wlanl-va0/vap/shaper-per-vap-txi# exit
WOP-50L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)
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HaCTPOﬁKa orpaHun4yeHusa HeM3BeCTHOIo Tpaq)I/IKa

HacTpoliika weiinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM AocTyna:
WOP-50L(config):/interface/wlanl-va0/vap# shaper-unknown-ucast-rx

WOP-50L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rae X — MakcumasibHas CKOPOCThb B
KOUT/C N nakeThbl/c)

WOP-50L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# mode kbps (Bx/1t0ueHve Lwelinepa. Bo3aMoxHbIe
3HaueHus: kbps — KGUT/cC, pps — NakeTbl/c, off — BbIK/1HOYEHO)
WOP-50L(config):/interface/wlan1-va0/vap/shaper-mcast-rxi# exit

WOP-50L(config):/interface/wlanl-va0/vap# save (CoxpaHeHve HacTpoek)

HacTtpoiika KOHTpons gocTyna no MAC

WOP-50L(config):/interface/wlanl-va0/vap# acl

WOP-50L(config):/interface/wlan1-va0/vap/acl# mode local (Bui60p pexuma local — nposepka MA- agpecos
Mo CMMCKY Ha YCTPOICTBE)

WOP-50L(config):/interface/wlan1-va0/vap/acl# mac

WOP-50L(config):/interface/wlan1-va0/vap/acl/mac# add XX:XX:XX:XX:XX: XX (rae XXXXEXKXKXK — MAC-
aZpec ycTpoiicTBa, KOTOPOMY HEOOXOAMMO paspeLunTb/3anpeTuTb AOCTYN. AN yaaneHus agpeca us
cnucka ncnosnb3yiite komaHay del)

WOP-50L(config):/interface/wlanl-va0/vap/acl/mac# exit

WOP-50L(config):/interface/wlan1-va0/vap/acl# policy allow (BL160p nonnTnky. BoamoxHble 3Ha4eHns:
allow — paspeluaTb NOAKIOYEHME TONBKO TEM KneHTam, MAC-aapeca KOTOpbIX COAepXaTcs B CMMCKE;
deny — 3anpeuiatb NogkoueHme knneHtTam, MAC-agpeca KOTOpbIX COAepXarcs B CnMcke. 3HavyeHune no
ymorsiyaHuio: deny)

WOP-50L(config):/interface/wlan1-va0/vap/acl# enable true (Bx/t0ueHvie KoHTpoIA focTyna no MAC. s
oTkNtoueHust Beeaunte false)

WOP-50L(config):/interface/wlanl-va0/vap/acl# exit

WOP-50L(config):/interface/wlanl-va0/vap# save (CoxpaHeHne HacTpoek)
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HacTpolika KOHTponsa goctyna no MAC yepe3 RADIUS-cepBep

WOP-50L(config):/interface/wlanl-va0/vap# acl
WOP-50L(config):/interface/wlanl-va0/vap/acl# mode radius (Bbi60p pexvma radius — nposepka MAC-
azpecoB vepe3 RADIUS-cepBep)
WOP-50L(config):/interface/wlanl-va0/vap/acl# policy allow (BbI60p NoONNTVKA. BO3MOXHbIE 3HAYEHNS:
allow — paspellarb NOAKHYEHNE TO/ILKO TEM K/IMEHTaM, KOTOPbIX 0406pu/1 RADIUS-cepBep; deny —
3anpellarb NOAKMHUYEHNE KIMEHTAM, KOTOPbIX 0406pna RADIUS-cepBep. 3HAYEHME N0 yMOI4YaHuio: deny)
WOP-50L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/1t0ueHVe KOHTPO/IA gocTyna no MAC yepes
RADIUS-cepBep. Ons oTknoveHns seeante false)
WOP-50L(config):/interface/wlanl-va0/vap/acl# exit
WOP-50L(config):/interface/wlan1-va0/vap# radius
WOP-50L(config):/interface/wlanl-va0/vap/radius# domain root (rze root — foMeH nosib3oBaTesns)

(

)

= ==

WOP-50L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa

WOP-50L(config):/interface/wlan1-va0O/vap/radius# auth-port X (rae X — nopt RADIUS-cepBepa, KOTopbIi
ncnonb3yeTcs ANns ayTeHTudmkauum 1 astopusayun. No ymonyaxuio: 1812)
WOP-50L(config):/interface/wlanl-va0/vap/radius# auth-password secret (rae secret — naposb ana RADIUS-
cepBepa, UCNosib3yeMoro 418 ayTeHTugrkaLmm n asTopmsaLmm)
WOP-50L(config):/interface/wlanl-va0O/vap/radius# acct-enable true (Bk/il0ueHne OTrpaBk COOBLLEHNT
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A/18 akkayHTUHra)

WOP-50L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r1e secret — naposib /15 RADIUS-
cepBepa, UCNosib3yeMoro A1 akkayHTUHra)

WOP-50L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/il04eHnEe NepuoaNYEeCcKOn OTMPaBKM
coob6ueHui «Accounting» Ha RADIUS-cepBep. No ymon4yaHuio: false)
WOP-50L(config):/interface/wlan1-va0O/vap/radius# acct-interval 600 (nHTepBas OTNPaBkN COOBOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-50L(config):/interface/wlanl-va0/vap/radius# exit

WOP-50L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTpoek)
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HacTpoiika 6NOKMpoOBKU NOAK/IIOHEHUSA NOMb30oBaTesnieil, nogmMmeHaWmux MAC-agpec ycTpoiicTBa
NPOBOAHON ceTu

B cnyuyae ecnu Heo6xogumo no TpeboBaHMAM 6€30NacHOCTU peasin3oBarb 3aluTy OT NOAKHOHEHNIA

nonb3oBartenen gybnupyrowmx MAC-agpec NpoBOAHOro ycTpoicTea (w3, MK 1 npoyee), TO HEO6X0ANMO

Bocnonb3oBatbcsa HacTpolikoin fdb-filtering, koTopas nmeeT cnegyrowme pexmmMbl paboThbl:

on-connect — peXum 610KMpyeT BCe NONbITKA NOAKIIOYEHNS YCTPOCTB Yepes Wi-Fi, B ciyvae ecniv MAC-
agpec yxe nsyyeH Ha Ethernet-nopTty To4kun [OCTYNa;

by-eth-event — pexum oTk/Il04aeT NoakIH4YeHHOro knueHTa no Wi-Fi, B criydae ecnu ero MAC-agpec crta
n3yyeH Ha Ethernet-nopTy TOUkM AOCTyna (peXxmnm NnoMoraeT ounLaTb CTapyto 3anucb O K/IMEHTE Nnpu
pOymMUHre);

full — pexxum coBmelLaeT B cebe Bce npeplayLine, To ecTb 6/10KMpyeT NOAKNHYEHME HOBOIO
nosnb3oBaresns no Wi-Fi, a Takke OTK/Ii0HaEeT paHee NoAKH0YEeHHOro B ciyyae coBnageHuns ero MAC-
azpeca c ycTpoiicTBom 3a Ethernet-nHtepcpeiicom.

o Mpw BbicTaBneHun pexnmos full v on-connect poyMuHTr Wi-Fi KTMEHTOB MOXET YXYALINUTLCA. Tak B
xofie paboTbl BCe broadcast-nakeTbl OT KIMEHTa NONaJaloT Ha OCTa/lbHble TOYKM AOCTYyna CeTu,
ero MAC nsyyaetcsa Ha BCexX Toukax [oCTyna CeTu, No3aToMy Npu POYMUHIE KIMEHTa, B Cnyyae ecnuv
ero MAC-agpec HaxoguTca B crimcke Ha Ethernet-nopty, nepenok/ioyeHe MOXeT NMPONCXOAUTL
AnnTesibHoe Bpems.

WOP-50L(config):/interface/wlanl-va0/vap# fdb-filtering
WOP-50L(config):/interface/wlan1-va0/vap/fdb-filtering# enabled true (Bx/t0ueHne dyHkuoHana. Ans
oTkNtoveHus seeauTe false. 3HayeHne no ymonyaHuto: false)
WOP-50L(config):/interface/wlan1-va0/vap/fdb-filtering# mode full (8L160p pexunmva paboTsl. 3HaveHne rno
ymosyaHuio: by-eth-event)

WOP-50L(config):/interface/wlanl-va0/vap/fdb-filtering# exit

WOP-50L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA poyMUHTa AOCTYMNEH TONbKO ANs1 TEX KIIMEHTCKUX YCTPOMCTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3moxeH Tonbko mexagy VAP ¢ pexxumom 6e3onacHocTn WPA2/WPA3-Personal n WPA2/
WPA3-Enterprise.

C vHcTpyKumeit no HacTpoiike VAP ¢ pexvmom 6e3onacHoctn WPA2-Personal n gpyrumm

MOXHO 03HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvimom 6e3zonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XXHO HacTpavBaTb MHAMBUAYabHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) « TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpolikn 802.11r Ha AByX Toukax goctyna: TA41 n TA2.

HacTpoliika 802.11r Ha TA1

WOP-50L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-50L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MOoXHO nocMOTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-50L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yHyKa/IbHbLIV KITHOY 4715 AaHHOIA
VAP)

WOP-50L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (fomveH fo/mkeH coBrnagarb Ha
BCTpeYHbIX VAP)

WOP-50L(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-50L(config):/interface/wlanl-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP
nHTEepderica BCTPEeYHOM Toukn goctyna — T/A_2)

WOP-50L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WOP-50L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVIKa/IbHBIN
KoY BCTpeyHoi VAP Toukn aoctyna TA2 — r0-key-holder-id)
WOP-50L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-aapec BCTpeuHoi VAP Ha T/[2)
WOP-50L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon T[2)

WOP-50L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarth ¢ r0-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon T[2)

WOP-50L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WOP-50L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-50L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1l0ueHVIe paboThl TOUKK AOCTYNA MO
NPOTOKO/Yy 802.11r)

WOP-50L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpolika 802.11r Ha T2

WOP-50L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WOP-50L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MoXXHO nocMoTpeThb B BbiBOAe KoMaHbl ifconfig)

WOP-50L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yH/KaIbHLIV KTHOY A5
AaHHoro VAP)

WOP-50L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (foveH fo/mkeH coBrnagarb Ha
BCTPEYHbIX VAP)

WOP-50L(config):/interface/wlanl-va0/vap/ft-config# mac
WOP-50L(config):/interface/wlanl-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTEepdeica BCTPEYHOM ToUkM goctyna — T1)

WOP-50L(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WOP-50L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yHKa IbHbIN
KMo BCTpeyHow VAP Toukn aoctyna TA1 — r0-key-holder-id)
WOP-50L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80
(MAC-agpec BcTpeyHoro VAP Ha TA1)
WOP-50L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb c rl-kh-key T[12, HO 0653aTeNbHO AO/MKEH coBnaaath C r1-kh-key
BCTpeuHon TA1)

WOP-50L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIi kaod. He gomkeH coBnaaarthb ¢ r0-kh-key T12, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeuHon TA1)

WOP-50L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WOP-50L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WOP-50L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1l0ueHVe paboThl TOUKM AOCTYNA MO
npoTokosny 802.11r)

WOP-50L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWnppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pabota no npotokosny 802.11k, To npu nogkntoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WOP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WOP-50L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WOP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r1e
E8:28:C1:FC:D6:90 — MAC-azipec «Apy>XeCTBEHHO» TOUKM A0CTyna)
WOP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WOP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 —
KaHas, Ha KOTOpPOM paboTaeT Touka AocTyna ¢ MAC-aapecom E8:28:C1:FC:D6:90)
WOP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WOP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r1e
E8:28:C1:FC:D6:70 — MAC-azipec «Apy>XeCTBEHHO» TOUKM A0CTyna)
WOP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WOP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rae 36 —
KaHas, Ha KOTOPOM paboTaeT Touka AocTyna ¢ MAC-aapecom E8:28:C1:FC:D6:70)
WOP-50L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WOP-50L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WOP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/it0ueHE PabOThI TOUKM
[0oCcTyna no npotokony 802.11Kk)

WOP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHne HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM30oBaH MexXay NoobIMu ceTMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npouecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT N KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYyNa UAW HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOOBLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XEHHOCTU KaHauia, KOHPUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WOP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/it0ueHE PabOThI TOUKM
[ocTyna no npotokosy 802.11k/v)

WOP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# save (coxpaHeH1e HacTpoek)
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7.4 Hactpoika MLO

© MLO-rpynna 3ageiicteyeT VAP no 04HOMY 13 Kax/4oro avanasoHa (2.4 u 5 L), npy aToM HoMep
3agerictBoBaHHoro VAP paBeH HoMepy rpynnbl. Hanpumep MLO-rpynna 4 ucnosnb3yet cnegytoLine
VAP: wlan0-vap4, wlan1-vap4.
Mpw BkNOYeHUN MLO-Tpynnbl HACTPOMKM cooTBeTCTBYOLWNX VAP 6yayT UTHOPUPOBATLCS.
[ns pa6otel MLO TpebyeTtcs ucnonb3oBaTb 04MH U3 TUNOB WwudposaHusa: OWE, WPA3, WPA3-
Enterprise.

7.4.1 HacTtpoiika MLO-rpynnbl ¢ pexumom wudgposaHmna OWE

CospgaHue MLO-rpynnbl ¢ peXxvumom wudcgposaHmusa OWE

WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L

root):/# configure

config):/# mlo

config):/mlo# mlo-group

config):/mlo/mlo-group# 1

config):/mlo/mlo-group/1# ssid 'SSID_WOP-50L_MLO_owe' (13veHeHne nveHn SSID)
config):/mlo/mlo-group/1# ap-security

config):/mlo/mlo-group/1/ap-security# mode OWE (pexuvimv wndposanuns OWE)
config):/mlo/mlo-group/1/ap-security# exit

config):/mlo/mlo-group/1# enabled true (Bx/1t0ueHie MLO-rpynnbl)
config):/mlo/mlo-group/1# save (coxpaHeHve HacTpoek)

e~~~ o~~~ o~~~ —~ —
P AR P ST Al A R

7.4.2 HacTtpoiika MLO-rpynnbl ¢ pexvumom 6e3onacHoctn WPA-Personal

CospgaHue MLO-rpynnbl ¢ peXxumomM 6e3onacHocTu WPA3-Personal

WOP-50L(root):/# configure

WOP-50L(config):/# mlo

WOP-50L(config):/mlo# mlo-group

WOP-50L(config):/mlo/mlo-group# 1

WOP-50L(config):/mlo/mlo-group/1# ssid 'SSID_WOP-50L_MLO_Wpa3' (n3meHeHne nveHu SSID)
WOP-50L(config):/mlo/mlo-group/1# ap-security

WOP-50L(config):/mlo/mlo-group/1/ap-security# mode WPA3 (pexxum LundgpposaHus WPA3)
WOP-50L(config):/mlo/mlo-group/1/ap-security# key-wpa password123 (k/1t04/raposib, He0OXOAMMBIA A1
NOAKMIOYEHMS K BUPTYasIbHOM TOUKe AocTyna. [AnnHa Knr4va Ao/mkKHa COCTaB/sATb OT 8 10 63 CUMBOJI0B)
WOP-50L(config):/mlo/mlo-group/1/ap-security# exit

WOP-50L(config):/mlo/mlo-group/1# enabled true (Bk/1toueHvie MLO-rpynnbl)
WOP-50L(config):/mlo/mlo-group/1# save (COxpaHeHne HacTpoek)
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7.4.3 HacTtpoiika MLO-rpynnbl ¢ Enterprise-aBTopu3sauuei

Co3spgaHune MLO-rpynnbl ¢ pexxumom 6e3onacHocT WPA3-Enterprise

WOP-50L(root):/# configure

WOP-50L(config):/# mlo

WOP-50L(config):/mlo# mlo-group

WOP-50L(config):/mlo/mlo-group# 1

WOP-50L(config):/mlo/mlo-group/1# ssid 'SSID_WOP-50L_MLO_Wpa3E' (n3veHeHve nveHn SSID)
WOP-50L(config):/mlo/mlo-group/1# ap-security

WOP-50L(config):/mlo/mlo-group/1/ap-security# mode WPA3_1X (pexxum LundpposaHmns WPA3-Enterprise)
WOP-50L(config):/mlo/mlo-group/1/ap-security# exit

WOP-50L(config):/mlo/mlo-group/1# radius

WOP-50L(config):/mlo/mlo-group/1/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepsepa)
WOP-50L(config):/mlo/mlo-group/1/radius# auth-port X (rae X — nopt RADIUS-cepBepa,

KOTOpPbI MCnonb3yeTcsa ansa ayteHTudmkaymm n astopmsayun. Mo ymonyaxumio: 1812)
WOP-50L(config):/mlo/mlo-group/1/radius# auth-password secret (ize secret — naposb 715 RADIUScepsepa,
NCcnonb3yemMoro Ansa ayteHTudmkauumn n asTopmsanmnn)

WOP-50L(config):/mlo/mlo-group/1/radius# exit

WOP-50L(config):/mlo/mlo-group/1# enabled true (Bk/itoueHne MLO-rpynmsl)
WOP-50L(config):/mlo/mlo-group/1# save (coxpaHeHne HacTpoek)

7.5 Hactpolika AirTune

HacTtpoiika AirTune

WOP-50L(config):/# airtune

WOP-50L(config):/airtunet airtune_service_url ws://192.168.1.20:8099/apb/rrm (r1e 192.168.1.20 — |P-
aZpec cepBepa, Ha KOTOPOM yCTaHOB/EH cepBuc AirTune)

WOP-50L(config):/airtune# dca true (Bk/1t0ueHVE (DYHKLMOHAIA AMHAMUYECKOro pacnpeaeneHns KaHaos.
[na otknoueHus seeaute false)

WOP-50L(config):/airtunet tpc true (BKtO4YEHNE (PYHKLMOHAIA aBTOMATMYECKOrO YNpas/ieHUs MOLLHOCTbHO.
[na otknoueHus seeaute false)

WOP-50L(config):/airtune# load-balance-80211v true (Bk/10HeHVIE (DYHKLMOHAIA BalaHCUPOBKI KIMEHTOB.
[na otknoueHus seeaute false)

WOP-50L(config):/airtune# enabled true (Bk/1l04eHVE B3aMMOAENCTBUSA C CePBUCOM AirTune. /15
oTKNtoveHus seeaute false)

WOP-50L(config):/airtune# save (coxpaHeHne HacTPoek)

[na asTomatmnyeckoii HacTpoiku 802.11r uepes cepsuc AirTune Ha ToUke AOCTyna HEO6XOANMO BKNHOUNUTb
doyHKumoHan 802.11r, AN 3TOro BbINOMHUTE CeayrLmne HacTPOKK:

HacTpolika 802.11r uepes AirTune

WOP-50L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bx/1t04eHne paboThl TOUKK [OCTYNA M0
npoTtokosy 802.11r)
WOP-50L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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[nsa aBTomatmyeckoii HacTpoiikn 802.11k/v yepes cepBuc AirTune Ha TOYKe A40CTyna Heo6XoANMO BK/THOUUTb
dyHkumnoHan 802.11k/v Ha SSID, 417 3TOr0 BbINOHUTE CNEeAYOLE HACTPONKM:

HacTtpoiika 802.11k/v uepe3s AirTune

WOP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/t0ueHne nognepxku
npoTokosna 802.11k/v Ha BUPTYasibHOI TOUKe A0CTyna)
WOP-50L(config):/interface/wlanl-va0/vap/w80211kv-config# save (coxpaHeHne HacTpPOeK)

HacTpoiika cepBuca AirTune onncaHa B AokyMeHTaumn koHTponnepa SoftWwLC.

7.6 Hactpolikm Radio

Ha Radio no ymonuaHuo ncnosnb3yeTcsi aBToMaTUYeckuii BbIGop pabouyero kaHana. 1 Toro 4tobbl
YCTaHOBUTb KaHas BPYUHYIO UM CMEHUTbL MOLLIHOCTb, UCMNO/b3YiTe cneaytoLue KoMaHapi:

CMeHa pa6oyero KaHasia ¥ MOLHOCTU paguouHTepdelica

WOP-50L(root):/# configure

WOP-50L(config):/# interface

WOP-50L(config):/interface# wlan0

WOP-50L(config):/interface/wlan0# wlan

WOP-50L(config):/interface/wlan0/wlan# radio

WOP-50L(config):/interface/wlan0/wlan/radio# channel X (rge X — HoOmMep cTatnyeckoro kaHasa, Ha KOTopom
OyaeT paboTarb TOUKa)

WOP-50L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1l0ueHne aBTOBLIOOPa KaHana. [na
BK/IIOUEHUS BBEAUTE true)

WOP-50L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/110ueHne Ycnonb30BaHNsA
OrpaHNYeHHOro cnmcka KaHanoB. [19 BKNHOYeHWs1 BBEAUTE true)
WOP-50L(config):/interface/wlan0/wlan/radio# bandwidth X (rge X — wvprHa kaHana. NapaveTtp moxet
npuHUMaTh 3HauveHue: ans Radio 1: 20, 40; Radio 2: 20, 40, 80, 160)
WOP-50L(config):/interface/wlan0/wlan/radio# tx-power X (rae X — ypoBeHb MoLHOCTY B ABM. [NapameTp
MOXET NPUHUMaTh 3HadyeHue: ans Radio 1: 0-15 aAbm; ans Radio 2: 0-18 abm)
WOP-50L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

© Cnucku fOCTYNHBIX KaHAI0B

Ana Radio 2.4 Ty ansa BbIGOpA AOCTYMHbI CAeAYIOUNE KaHAJbI:
* npu WwupuHe kaHana 20 Mru;: 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Mpu WwupuHe kaHaia 40 Mlu;
+ ecnu «control-sideband» = lower: 1,2, 3,4, 5,6, 7, 8, 9.
+ ecnun «control-sideband» = upper: 5, 6,7, 8,9, 10,11, 12, 13.

Ana Radio 5 'y anA BbIGOpa AOCTYNHbI CAeAyOWNe KaHalbl:
* npu wupuHe kadana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Mpu WwupuHe kaHania 40 Mlu;
+ ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnum «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wupuHe kaHana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144,149, 153,157, 161.
* npu wupuHe kaHana 160 MI'y; 36, 40, 44, 48, 52, 56, 60, 64.
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7.6.1 [ononHutenbHble HacTpoiikn Radio

Bbi6Op cTpaHbl/pernoHa

WOP-50L(config):/interface/wlan0/wlan/radio# country X (rz1e X — BbIOOp CTpaHbl/pernoHa, B KOTOPOiA
HaxoAMTCs YCTPONCTBO. MOXET NprMHMMaTh 3HavyeHus: RU — Poccus (Russia), ALL — 6e3 orpaHuyeHmii. Mo
yMo/14aHuio: RU)

€ Hactpoiika nokanbHbIX (PErMOHaNbHBIX) OrpaH1YeHNii, BKltouas paboTy Ha paspeLLeHHbIX YaCTOTHbIX
KaHaniax 1 BbIXOAHOW MOLLHOCTW, SIB/IIETCSI OTBETCTBEHHOCTHH) MHCTa/NISITOPOB.

HacTpolika orpaHU4YeHHOro CNUCKa KaHas/ioB

WOP-50L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/104ueHVIEe UCNONB30BAHMSA
OrpaHNYeHHOro cnMcka KaHanoB B paboTe aBTOBbIOOPa KaHas10B. Ans oTkoueHnsa seeauTe false. o
YMO/14aHuIo: true)

WOP-50L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1, 6, 11 — kaHa/bl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpamBaeMblil pagnonHTepdenc)

N3meHeHne OCHOBHOIO KaHasa

WOP-50L(config):/interface/wlan0/wlan/radio# control-sideband lower (napameTp MOXeT NpuHUMAaTH
3HauyeHue: lower, upper. 10 ymonyaHuto: onsa Radio 1: lower; o/18 Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBania

WOP-50L(config):/interface/wlan0/wlan/radio# sgi true (Bxk/1t04EHVIE MCMONL30BAHNA YKOPOYEHHOTO
3alUUTHOrO MHTEpBasIa ANd nepeaayn gaHHbIX — 400 HC, BMecTo 800 He. [ins oTkntoueHus BeeauTe false)

BkntoueHune STBC

WOP-50L(config):/interface/wlan0/wlan/radio# stbhc true (Bk/1t0ueHVe MeToga NPOCTPaHCTBEHHO-
BPEMEHHOro 6/104HOro KoaMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAaAEXHOCTM nepeaayn
AaHHbIX. na oTkntoveHns seeaute false)

BkntoueHue arperayum

WOP-50L(config):/interface/wlan0/wlan/radio# aggregation true (Bx/itoueHve arperayun Ha Radio —
nognepxxkn AMPDU/AMSDU. ina otkaoyeHnsa seeguTe false)

BkntoueHue Mcnonb30BaHNA KOPOTKOW npeamMoy bl

WOP-50L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1t04EHVIE CMOL30BAHNA KOPOTKOW
npeamoysbl naketa. [Ansa otkaoyeHnsa seeuTe false)
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BkntoueHue Wi-Fi Multimedia (WMM)

WOP-50L(config):/interface/wlan0/wlan/radio# wmm true (Bk/1toueHne nogaepxkn WMM (Wi-Fi Multimedia)
[na otknoueHus seeaute false)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoanTCca To/bKO Ha Radio 5 Ty (wlanl)

WOP-50L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexum paboTtsl MexaHnsma DFS. Moxet
npuHUMaThb 3HadeHus: forced — MexaH3M BbIK/IOUYEH, DFS-KaHanbl AOCTYMNHbI AN BbIGopa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3Mm BblkNtoYeH, DFS-KaHasbl He4OCTYMHbI A1 BbiGopa)

BknroueHue pexnva aBTOMATUUYECKOIA CMEHbI LMPUHBbI KaHa1a

WOP-50L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/il0ueHne pexrma aBTOMaTnyecKkor CMeHbI
LWMPUHBI KaHana ¢ 40 My, Ha 20 MIMy, npu 3arpy>keHHoM pagnoadupe. s oTknoveHns seegute false)

BKkntoueHue QoS 1 U3MeHeHne napaMmeTpoB

WOP-50L(config):/interface/wlan0/wlan/radio# qos

WOP-50L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/1l04EeHNE NCTNOMBL30BAHNSA (DYHKLNIA,
obecneunBaroLLMX kKa4yecTBo 06cnyxmBaHuA (Quality of Service). Ans oTkntoyeHns seeauTe false)
WOP-50L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTporika napameTpoB QoS TOUK/ A0CTyNa,
Tpadmk nepegaeTca OT TOUKM AO0CTyNa K KNIMEHTY)
WOP-50L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS a1s
HU3KOMPUOPUTETHON ouepeamn ¢ BbICOKOW MPOMYCKHOM CNOCOBHOCTLI0, NpruopuTeThl 802.1p: ¢csl, ¢s2)
WOP-50L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (roe X — Bpemsa oxunaaHusa kagpos
(dbpeitmoB) AaHHbIX, U3MepsiemMoe B crioTax. [IpuHMMaeT 3HavyeHms 1-255)
WOP-50L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Haua/ibHOe 3HauYeHne BpemMeHn
OXMaaHus nepea NOBTOPHON OTNPaBKOW Kaapa, 3a4aeTcsl B MuanucekyHaax. MpuHnMaeT 3HaveHus: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4eHne cwMin He MOXET NpeBbILLIAaTb 3Ha4YeHne cwMax)
WOP-50L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — makcumanbHoe 3HaueHue
BPEMEHU OXMAaHWs nepes NOBTOPHOI OTNPAaBKON Kaapa, 3a4aeTcsl B MuannucekyHaax. NpuHnmaet
3HauveHus: 1, 3,7, 15,31, 63,127, 255,511, 1023. 3Ha4yeHMe cwMax A0/HKHO ObITb 60/1bLUE 3HAYEHUS cwMin)
WOP-50L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsas BpemMeHu B
MUANNCeKyHAaxX, Koraa KnneHtckas WME-CTaHUMS UMEET npaBa UHULMMPOBATh nepedadvy AaHHbIX MO
6ecrnpoBOAHO cpeae K Touke goctyna. MakcumanibHOe 3HadeHue 65535 MUAINCeKyH)
WOP-50L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WOP-50L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-50L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpoB QoS kneHTa: Tpatmk
nepegaeTca OT K/IMeHTa [0 TOYKM A0CTyna)

WOP-50L(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHVe HacTpPOeK)

MeTogauka HacTpoliku edca-sta aHanornuyHa MeToamke HacTpoiiki edca-ap.
HacTpoiika napameTpoB ansi ouepegeii be, vi, vo aHanornyHa HacTpoiike napameTpoB ansi ouepeau bk.
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7.7 Hactpoika DHCP onuun 82

o HacTpoiika DHCP onunn 82 nponssoguTcsa OTAENBHO O/18 K&XA0ro paguonHtepdelica. B gaHHOM
pasgene NpuBoAATCS NpUMepbl HAacTpoku onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumu 82 oTk/YeHa. 3HaYeHVe No YMOTYaHUIo;
+ replace — Touka focTyna NOACTaBASET UM 3aMEHSIET 3HaYeHne onuun 82;
* remove — ToYka JOCTyna yaanseT 3HayeHue onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WOP-50L(root):/# configure

WOP-50L(config):/# interface

WOP-50L(config):/interface# wlan0 (HacTpoiika 6yaet nponsBognTbes Ans Radio 2.4 'Tu. Ecnn Heobxognumo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeanTe wlanl)

WOP-50L(config):/interface/wlan0# common

WOP-50L(config):/interface/wlan0/common# dhcp-snooping
WOP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (Bbi60p paboThl
DHCP snooping B peXume 3ameHbl Ui NoAcTaBneHns onuun 82)
WOP-50L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHVe HacTpPOoeKk)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CreaytoLme napameTpsbl:

HacTtpoiika napameTpoB onuuu 82

WOP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (r/1e custom
— 3amMeHa cogepxxumoro CID Ha 3HavyeHune, ykazaHHoe B napameTtpe dhcp-option-82-custom-

CID. [TapameTp MOXeT npuHuMaTh 3HadeHus: APMAC-SSID — 3ameHa cogepxmmoro CID Ha <MAC-agpec
TOYKWM gocTyna>-<numsa SSID>. SSID — 3ameHa cogepxxunmoro CID Ha nmsa SSID, K KOTOpoMY NOAK/THOYEH
KNueHT. Mo ymonyaHuno: APMAC-SSID)

WOP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (i€ custom
— 3amMeHa cogepkumoro RID Ha 3HaveHune, ykasaHHoe B napameTtpe dhcp-option-82-custom-RID.
MapameTp MOXET NpuMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxunmoro RID Ha MAC-aapec
KNMEeHTCKOoro yctporictBa. APMAC — 3aMeHa cogepxmmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3aMeHa coaepXmmoro RID Ha IOMEH, B KOTOPOM HaxoAMUTCA Touka gocTtyna. Mo ymonyaHuio: ClientMAC)
WOP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHne OT 1 40 52 CMMBOJIOB, KOTOpoe 6yaeT nepegasatbesi B CID. Ecniv 3HaueHne
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsTb CID Ha 3HaYeHne no
yMo/14aHuto: <MAC-agpec To4kM goctyna>-<nums SSID>)
WOP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (r1e
longstring — 3HaueHne OT 1 A0 63 CMMBOJIOB, KOTOpPOe 6yaeT nepefasatbesi B RID. Ecniv 3HaueHne
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3MeHATb RID Ha 3HavYeHue no
ymonyaHuo: MAC-agpec KTIMEHTCKOro YCTPONCTBA)
WOP-50L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bb160p
pasgenntensi oktetoB MAC-aapeca, KoTopblii nepegaetcs B RID v CID. radius — B kKa4ecTBe pasfenntens
BbICTynaeT 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgenntenst BbICTynaeT 3HaK ABOETOUMS:
AA:BB:CC:DD:EE:FF)

WOP-50L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHne HacTpoek)
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7.8 HacTtpoiika pennvkaunn DHCP

© Hacrpoiika akTuBMpyeT hyHKLMOHaN Npeo6pasosaHns broadcast DHCP-0TBETOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/AET NOBbICUTL CTA6U/ILHOCTL 06MeHa DHCP mexay KNMeHTOM 1 cepBepoOM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeacTasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WOP-50L(root):/# configure

WOP-50L(config):/# interface

WOP-50L(config):/interface# wlanl

WOP-50L(config):/interface/wlanl# common

WOP-50L(config):/interface/wlanl/common# dhcp-snooping
WOP-50L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bk/1t0ueHne
pennukaumm DHCP. o yMO/4aHUIO BbIK/IOYEHO: false)
WOP-50L(config):/interface/wlanl/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)

7.9 Hactpoiika pennvkaumm ARP

© Hacrpoiika arp-suppression NPouN3BOANTCA OTAENLHO AN KaX/A0ro paguonHTepdelica. B gaHHOM
pasgene NpMBOASATCS NPUMEPbI HACTPOiKK arp-suppression ans Radio 2.4 My, — wlan0.

Mocne BkNOUEHUA arp-suppression npouncxoant nogmeHa MAC-agpeca nony4yarens.

HacTtpoiika pennukauuun ARP

WOP-50L(root):/# configure

WOP-50L(config):/# interface

WOP-50L(config):/interface# wlan0

WOP-50L(config):/interface/wlan0# common

WOP-50L(config):/interface/wlan0/common# arp-suppression
WOP-50L(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/1t0ueHve arp-suppression. 10
yMO4aHuo BbIK/THOYeHO: false)

WOP-50L(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (ynpasnenve
pennvkaumen ARP. Ecnn napamMeTp BK/HOYEH true, TO MPOMCXOAMT oTOpacbkiBaHWe NakeToB C HEM3BECTHbIM
IP-agpecom HasHaueHus. Ecnn napameTp Bbik/toYeH false, To nakeTbl 6yayT nepegaBartbCs
LUMpoKoBeLLarenbHo. Mo ymonyaHuio BKIOYEHO: true. PaboTaeT TONbKO C BKIIOYEHHbIM arp-suppression)
WOP-50L(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHne HacTpoek)
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7.10 CucTeMHble HaCTPOWKU

7.10.1 O6HoBneHue MO ycTpoiicTBa

OG6HoBneHue MO Touku goctyna no tftp

WOP-50L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue haiina MNO> (nprmvep:
firmware upload tftp 192.168.1.15 WOP-50L-3.1.3_build_X.tar.gz)
WOP-50L(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WOP-50L(root):/# firmware upload http <URL gnsa ckaumBaHua caiina MO> (npumep: firmware upload http
http://192.168.1.100:8080/files/WOP-50L-3.1.3_build_X.tar.gz)
WOP-50L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WOP-50L(root):/# firmware switch

7.10.2 ¥YnpaBneHue KoHdurypaumnein yctpomncTea

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WOP-50L(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WOP-50L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WOP-50L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (nprvep: manage-config
download tftp 192.168.1.15)

Ckauatb KOHhUrypaunoHHblili ¢paiin yctpoiictBa Ha cepBep/lNK uepes SCP

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. JaHHas koMmaHAa BbinonHaeTcAa Ha cepsepe/TK)
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3arpy3suTtb KOH(pUrypaumoHHsblii thaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-50L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue haiina
KoHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-50L(root):/# manage-config apply (npriMeHeHne KoHpurypauum Ha To4Ky A0CTyrna)

7.10.3 MMepesarpy3ka ycTpoicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-50L(root):/# reboot

KomaHga Ans oT/I0KEeHHOi nepe3arpysku ycTpoiictea

WOP-50L(root):/# reboot delay X (rge X — BpeMs B CEKyHAaX, Yepes KOTOpoe NPOon3oNAeT OT/IOXKEHHAs
nepesarpyska ycTpoictea. BoaMoxHble 3HaueHus: 0-86400)

KomaHaa ans 3ansiaHMpoBaHHOI Nepe3arpys3ku ycTpoiicTBa B Ha3HauUeHHOe BpeMsi

WOP-50L(root):/# reboot at hh:mm:ss (r4e hh:mm:ss — Bpemsi, B KOTOpOe Npon3onaeT 3annaHnpoBaHHas
nepesarpyska ycTpoincrtea. BoamoxHble 3Ha4eHus: hh:mm, hh:mm:ss)

KomaHpa Ansa oTMeHbl OT/I0XKEHHOW nepesarpysku ycTpoiicTeBa

WOP-50L(root):/# reboot cancel

7.10.4 HacTpolika pexuma ayTeHTugumKaumm

YCTPOIACTBO MMEET 3aBOACKYH YUETHYIO 3anvck admin ¢ naponem password. YoannTb AaHHYH YUYETHYIO
3annch HeMb3s. I3MeHUTb Naposib MOXHO C MOMOLLI0 YKa3aHHbIX HIKE KOMaH.

N3meHeHMe napons AN yyeTHOW 3anucu admin

WOP-50L(root):/# configure

WOP-50L(config):/# authentication

WOP-50L(config):/authentication# admin-password <HoBbIi naponb Ana yyeTHoi 3anmcu admin> (0T 1
[0 64 CUMBOJI0B, BK/1HO4AsA NTaTUHCKME BYKBbI U LNPbI)

WOP-50L(config):/authentication# save (coxpaHeHve HacTpoek)

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesNeNn 418 NOKaIbHOM ayTEHTUdIMKALMNY, a Takke
ayTeHTudmkaumn yepes RADIUS.

© HosbIM nonb3oBaTeENsM AOMKHA BbITb HA3HAYEHA OfHA U3 ABYX poneii:
admin — nonb3oBaTe/b C Takol Ponbto ByaeT MMETb MOJHbIA AOCTYN K KOHUIypMpoBaHUIO 1
MOHUTOPVIHIY TOYKN AOCTYNa;
viewer — nosb30BaTe/b C TakoW Posibo ByaeT MMeTb AOCTYN TOIbKO K MOHUTOPUWHIY TOYKM AOCTyna.
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Jo6aBneHne HOBbIX MOJI b3oBartesnei

WOP-50L(root):/# configure

WOP-50L(config):/# authentication

WOP-50L(config):/authentication# user

WOP-50L(config):/authentication/user# add userX (rze userX — vms HOBOW y4eTHONM 3anvcn. [Ans yaaneHms
ncnonb3ynte komaHay del)

WOP-50L(config):/authentication/user# userX

WOP-50L(config):/authentication/user/userX# login userX (rze userX — 1ms HOBOW Y4eTHOM 3anucn)
WOP-50L(config):/authentication/user/userX# password <[aponb Ana yyeTHOI 3anmucu userX> (0T 1 710 64
CUMBOJ/IOB, BK/IHOYast NaTUHCKME BYKBbl 1 LMUdpbI)

WOP-50L(config):/authentication/user/userX# role admin (nosib30Batesnio BbIAAKOTCA Npasa Ha
KOHGoUrypupoBaHue. Bo3MOXHOe 3HaveHne viewer — y4eTHON 3anncu 6yaeT AOCTYNeH TO/bKO
MOHUTOPWHT)

WOP-50L(config):/authentication/user/userX# save (coxpaHeHvie HaCTPOeK)

[nsa ayteHTudonkaumm yepes RADIUS-cepep HEO6X0AMMO HACTPOUTL NapaMeTpbl 4OCTyNa K HeEMy.

HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WOP-50L
WOP-50L

root):/# configure

config):/# authentication

WOP-50L(config):/authentication# radius

WOP-50L(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepsepa)
WOP-50L(config):/authentication/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTopbIi
MCNOMb3yeTcsa ANA ayTeEHTMdIMKaUMM 1 aBTopusaumn. Mo ymonyaHuto: 1812)
WOP-50L(config):/authentication/radius# auth-password secret (r2e secret — ko4 4715 RADIUS-cepBepa,
NCMosb3yeMOro Ansa ayteHTudankaumm n aBtopusanmm)

WOP-50L(config):/authentication/radius# exit

WOP-50L(config):/authentication# radius-auth true (Bk/1t0ueHVe pexnmva ayTeHTudukaumm Yepes RADIUS-
cepsep. Ana oTknodeHns seeauTte false)

WOP-50L(config):/authentication# save (CoxpaHeHne HacTpoek)

—_ e~ o~ —

© 1pu ayTeHTUdMKaumm yepes RADIUS-cepeep HEOGXOAMMO 06S3aTeNbHO CO3AAaThb TOKA/IbHYIO YUETHYHO
3anuncb, KoTopasi OyaeT aHasiorMyHa yyetHol 3anmcn Ha RADIUS-cepBepe.
Mpn 3TOM B NOKa/IbHOW YYETHOM 3anucy 06s13aTenbHO A0/HKHA ObITh YKasaHa posib, onpeaensioulas
npasa gocTyna (admin unm viewer).
B cnyuae ecnm RADIUS-cepBep oKaXKeTcs HeAOCTYMNEH, ayTEHTMdIMKALMA NPORAET N0 NOKaIbHOW
YUETHOI 3anuncu.

HacTtpoiika nepnoga 6e3geincTeus

WOP-50L(root):/# configure

WOP-50L(config):/# authentication

WOP-50L(config):/authentication# session-idle-timeout X (re X — Bpems 6e34eicTB1A Nosib30Baress B
web-nHTepgeiice B M1HyTax, Noc/1e KOTOPOro CeCCMs aBTOMAaTUUYECKN 3aBepLlaeTcs. Bo3MoxHble
3Ha4eHust: 0-10080. [1ns oTKNOHEHNST OYHKLUMOHAa YCTaHoBUTE 3HadYeHue 0. Mo ymonyaHuto: 15)
WOP-50L(config):/authentication# save (coxpaHeHne HacTpoek)
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7.10.5 HacTtpolika gatbl 1 BpeMeHu

KomaHabl ANsi HACTPOIKM CUHXPOHU3ALUKM BPEMEHU C cepBepom NTP

WOP-50L
WOP-50L
WOP-50L
WOP-50L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Br/i0oueHve pexviva pabotsl ¢ NTP)

config):/date-time# ntp

WOP-50L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoBka NTP-cepeepa)
WOP-50L(config):/date-time/ntp# alt-servers (ycTaHOBKa A0M0NHUTE LHLIX NTP-cepsBepos)
WOP-50L(config):/date-time/ntp/alt-servers# add <flomeHHOe ums/IP-agpec NTP-cepBepa B
KOHdrypauyumn> (cosgaHne pasgena KoHdurypauum gononHutesibHoro NTP-cepBepa. MakcumasibHoe
Konun4yecTBo: 8. [N yaaneHnsi ucnosnbayrite komaHay del)

WOP-50L(config):/date-time/ntp/alt-servers# exit

WOP-50L(config):/date-time/ntp#exit

WOP-50L(config):/date-time# common

WOP-50L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHOI
30HbI)

WOP-50L(config):/date-time/common# save (coxpaHeHne HacTpoek)

—_— e~~~ —~ —~
_ = = =

7.10.6 [ononHutesNbHble HACTPOWKN CUCTEMBI

BkntoueHue rnoGasibHOW n3onaumuu

WOP-50L(root):/# configure

WOP-50L(config):/# system

WOP-50L(config):/system# global-station-isolation true (Bx/10ueHVIe 1106a/1bHON N30ALMN TPpadrKa
MexXay KnMeHTaMm pasHbix VAP 1 pasHbIxX pagmonHTepdeiicos. Ansa oTknoueHns seeaute false)
WOP-50Lconfig):/system# save (CoxpaHeHve HacTpoek)

M3aMeHeHue UMeHU ycTpoiicTBa

WOP-50L(root):/# configure

WOP-50L(config):/# system

WOP-50L(config):/system# hostname WOP-50L_room2 (r1e WOP-50L_room2 — HOBOE 1MS YCTPOACTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LpbI,
3HaK geduc «-» (aedmnc He MOXET ObITb NOCNEAHNUM CUMBO/IOM B UMEHM). Mo ymonyaHuo: WOP-50L)
WOP-50L(config):/system# save (COxpaHeHue HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WOP-50L(root):/# configure

WOP-50L(config):/# system

WOP-50L(config):/system# ap-location ap.test.root (/e ap.test.root — foMeEH y3n1a gepesa yCTPOUCTB
cucTeMbl ynpasneHus EMS, B KOTOpOM pacnonaraetcst Touka goctyna. o ymonyaHuio: root)
WOP-50L(config):/system# save (CoxpaHeHne HacTpoek)
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N3meHeHune Radius NAS-ID

WOP-50L(root):/# configure

WOP-50L(config):/# system

WOP-50L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rie Lenina_1.Novovsibirsk.root —
naeHTucmkaTop AaHHoM ToUkM gocTyna. MapameTp npeaHasHadyeH ans naeHTUgnKauumn ycTponcTea Ha
RADIUS-cepBepe, B c/lydae ecnv RADIUS oxunaaeT 3HaveHne, oTinyHoe ot MAC-agpeca. Mo ymonyaHuio:
MAC-agpec TO4kM AocTyna)

WOP-50L(config):/system# save (CoxpaHeHue HacTpoek)

HacTpoliika LLDP

WOP-50L(root):/# configure

WOP-50L(config):/# ldp

WOP-50L(config):/lldp# enabled true (Bx/t0ueHve doyHKkUoHana LLDP. s oTkioveHns seeaute false. [0
YMOJIHaHuIo: true)

WOP-50L(config):/lldp# tx-interval X (rae X — n3meHeHve nepuoga otnpasku LLDP-cO06LLEHNIA.
Bo3MoxHble 3HaueHus: 1-86400. Mo ymonyaHuto: 30)

WOP-50L(config):/lldp# system-name WOP-50L_reserv (r1e WOP-50L_reserv — HOBOe 1Ms ycTporicTea. [1o
ymonyaHuo: WOP-50L)

WOP-50L(config):/lldp# save (coxpaHeHVe HacTpoek)

N3meHeHue napona

WOP-50L(root):/# configure

WOP-50L(config):/# authentication

WOP-50L(config):/authentication# admin-password newpassword (rze newpassword — HOBbIV Naposib A1
BXOa B CUCTeMY TOYKM AocTtyna. o ymosiyaHuio: password)

WOP-50L(config):/authentication# save (CoxpaHeHne HacTpoek)

7.11 HacTpoiika napaMmeTpoB NopTasibHON aBTOpMU3aLmnm

HacTtpoiika napameTpoB NopTasibHOW aBTOpU3aLNmn

WOP-50L(root):/# configure

WOP-50L(config):/# captive-portal

WOP-50L(config):/captive-portal# ap-ip-alias <JoMeHHOEe UMA> ([,OMEHHOE VM, HAa KOTOpoe OyaeT
coBepLUaTbCcAa nepeHanpas/ieHne KIMeHTOB. Mo ymonyaHuto: redirect.loc)
WOP-50L(config):/captive-portal# tinyproxy-https true (Bx/10ueHVIe nepeHanpas/ieHns KVMEHTOB Mo
npotokony HTTPS. nsa nepeHanpassieHnsa no npotokony HTTP BBeauTe false. Mo ymonyaHuto: false)
WOP-50L(config):/captive-portal# save (coxpaHeHne HacTpoek)

© DNS-3anpoc JOMEHHOTo NMeHH, ykasaHHOro B ap-ip-alias, Gy4eT nepexsayeH TO4Kol A0CTyna. Ha atoT
3anpoc 6yaeT oTrnpas/eH OTBET, U B 0TBeTe byaeT IP-agpec Toukm goctyna.

102



PykoBogacTBo no skcnayatauum WOP-50L

HacTpoiika uMeH napaMeTpoB, NepeaaBaeMblX BE6-CepBepoOM aBTopu3saLmmn

WOP-50L
WOP-50L

root):/# configure

config):/# captive-portal

WOP-50L(config):/captive-portal# web-redirector

WOP-50L(config):/captive-portal/web-redirector# param-names
WOP-50L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpoiika nvieHu
napameTpa, CoAepPXKaLLero NCXoaHbli URL, 3anNpoLUEHHbI KNMEHTOM. KNMeHT ByAeT nepeaapecoBaH Ha
[laHHbIN URL B C/lyyae ycneLuHoi aBTopu3annm)
WOP-50L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nvmeHu
napameTpa, cogepxallero URL, kyaa 6yaeT nepeagpecoBaH KNMEHT B C/lyvae OLIMOKN aBToOpuU3aLun)
WOP-50L(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nmeHu
napameTpa, CoAePXKaLLEro NI0rvH 15 K/IMEHTA)
WOP-50L(config):/captive-portal/web-redirector/param-names# password pass (HacTporika nMeHn
napameTpa, CoAepXaLlero naposb ANs KNnNeHTa)
WOP-50L(config):/captive-portal/web-redirector/param-names# save (coxpaHeHvie HacTpoek)

P

o HacTpoiika Hy>Ha, ecnvm nmeHa napameTpoB B oTBeTe http ¢ kogom 302 otAnyatoTcs oT A4ePONTHbIX
NMEH, NPUHNMAIOLLIMXCSA TOYKOIN gocTyna.

© B 3HaueHusx napameTpos redirect_url, error_url, username, password MOXHO 1UCNO/1b30BaThb TO/IbKO
natuHuLy Mo6oro perncTpa, a Takke cumsosbl S\-_.1*'() anuHoii ot 0 4o 255 cMMBO/IOB.

HacTtpoiika apanTUBHOIo pexumMa paéoThbl NOPTasiIbHOW aBTOpPU3aLMN

WOP-50L(root):/# configure

WOP-50L(config):/# captive-portal

WOP-50L(config):/captive-portal# web-redirector

WOP-50L(config):/captive-portal/web-redirector# captive-adaptive true (Bk/110ueHVe afanTyBHOIO pexxuma
paboTbl MOPTa/IbHOWM aBTOpM3aLmMn Ansa ycTpoicTB i0S. Ans oTkitodeHns seeauTe false. Mo ymonuaxuio:
false)

WOP-50L(config):/captive-portal/web-redirector# save (coxpaHeHve HacTpoek)

© npu BKIKOUEHHOM aAaNTUBHOM peXVMe PaGoThl NPV CBOPAUYMBAHNN OKHA aBTOPU3aLMU Ha
ycTpoicTBax iOS paspbiBa COeMHEHNS NPOUCXOANTL He ByaeT.
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HacTtpoiika npaBun ipv4-acl

WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L
WOP-50L

root):/# configure

config):/# acl

config):/acl# ipva

config):/acl/ipv4# add ipv4_list (co3gaHune crnivcka ACL npasun)

config):/acl/ipva# ipva_list

config):/acl/ipv4/ipv4_list# entry

WOP-50L(config):/acl/ipv4/ipv4_list/entry# add 0 (cozpaHve ACL npasuna)
WOP-50L(config):/acl/ipv4/ipv4_list/entry# 0

WOP-50L(config):/acl/ipv4/ipv4_list/entry/0# action permit (ykazaHve geicteus Ans npasuia. BoamoxHsie
BapvaHThbl: permit — paspelnTb, deny — 3anpeTuTb)

WOP-50L(config):/acl/ipv4/ipv4_list/entry/0# protocol-mode any (HacTpoiika pexrmva paboTsl NPOTOKONA, N0
KOoTopomy OyaeT oTpabartbiBaTh NPaBu/i0. BO3aMOXHbIE 3HAYEHWS: any — 11060 NpoTokon, value —
KOHKPETHbI NPOTOKON)

WOP-50L(config):/acl/ipv4/ipv4_list/entry/0# protocol gre (BbI60p NpoToKoNa. BO3MOXHbIE 3HAYEHWS: gre,
icmp, igmp, tcp, udp)

WOP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-port-start X (rge X — HavasibHbI NOPT UCTOYHMKA)
WOP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-port-end X (re X — KOHEUHbIA NOPT UCTOYHUKA.
Vicnonb3yeTcsa ToNbKO ANA src-port-mode range)

WOP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-mode host (HacTpolika pexxuma hunsTpauumn NCTOUHMKA.
Bo3MOXHble BapuaHTbl: any — 110601 CTOYHMK, host — dounbTpauusa no agpecy xocta, network —
domneTpaums rno agpecy cetn)

WOP-50L(config):/acl/ipv4/ipva_Llist/entry/0# src-ip X.X.X.X (rae X.X.X.X — IP-afpec xocTa UCTOUYHUKA)
WOP-50L(config):/acl/ipv4/ipv4_Llist/entry/0# src-mask X.X.X.X (rge X.X.X.X — macka nogceTtn xocta
WNCTOYHMKA)

WOP-50L(config):/acl/ipv4/ipv4_list/entry/0# src-port-mode any (HacTpoiika pexxuma paboTsl nopra
NCTOYHMKA. BO3MOXHbIE 3HAYEHNS: any — /10601 pexrm, eq — paBHo, gt — 6onbLue, lt — MeHbLUe, neq — He
paBHO, range — Aana3oH NopToB)

WOP-50L(config):/acl/ipv4/ipv4_list/entry/0# dst-mode host (HacTpolika pexxuma hunsTpaunumn HazHavyeHns.
Bo3MOXHble BapuaHTbl: any — /110601 UCTOYHMK, host — hunbTpauus no agpecy xocta, network —
domneTpaums no agpecy cetn)

WOP-50L(config):/acl/ipv4/ipv4_list/entry/0# dst-ip X.X.X.X (rae X.X.X.X — IP-azpec xocTa HaszHa4yeHus)
WOP-50L(config):/acl/ipv4/ipv4_list/entry/0# dst-mask X.X.X.X (rge X.X.X.X — macka nogceTtn xocta
Ha3Ha4YeHus)

WOP-50L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-mode any (HacTpoiika pexxuma paboTsl nopta
HasHavyeHus. Bo3MOXHble 3Ha4YeHUs: any — /100601 pexnm, eq — paBHo, gt — 6onbLue, it — MeHbLUe, neq —
He paBHO, range — AMana3oH NopToB)

WOP-50L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-start X (r1e X — HavasibHbI NOPT Ha3HaYeHNs)
WOP-50L(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# dst-port-end X (e X — KOHEYHbLIA NOPT HA3HAYEHUS.
Vicnonb3yetcsa Tonbko ansa dst-port-mode range)

WOP-50L(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# save (coxpaHeHue HacTpoek)

e~~~ o~~~ — —
_— T O =
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HacTtpoiika npasun url-acl

WOP-50L(root):/# configure

WOP-50L(config):/# acl

WOP-50L(config):/acl# url

WOP-50L(config):/acl/url# add url_list (coznaHune cnucka ACL-npasun)

WOP-50L(config):/acl/url# url_list

WOP-50L(config):/acl/url/url_list# action permit (ykazaHve geicteus Ans cnvcka. BosmoxHble BapnaHTbl:
permit — paspelunTs, deny — 3anpetunTsb)

WOP-50L(config):/acl/url/url_list# entry

WOP-50L(config):/acl/url/url_list/entry# add 0 (co3paHve ACL npasuna)
WOP-50L(config):/acl/url/url_list/entry# 0

WOP-50L(config):/acl/url/url_list/entry/0# domain <JOoMeHHOe UMsa> (yKkazaHne foMeHa NN PerysispHoro
BbIpaXKeHMWsI)

WOP-50L(config):/acl/url/url_list/entry/0# save (coxpaHeHve HacTpoek)

7.11.1 ¥YnpasneHue noptasibHbIM cepTUnkaTom

3arpyska ceptudpmkarta ans pegupekta no HTTPS no tftp

WOP-50L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue cpaiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptucpmkara ans pegupekta no HTTPS no http

WOP-50L(root):/# manage-certificates portal upload http <URL gna ckaunBaHus cpaiina No>
(npumep: manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CrtupaHue ceptudmkara

WOP-50L(root):/# manage-certificates portal erase

7.12 Hactpolika cepsuca APB

Cepsuc APB ucnonbsyetca an1a obecrneyeHns nopTasibHOr0 POYMUHIa KJIMEHTOB MeXAy ToUKamun 4OCTyna,
NOAKNHOYEHHBLIMU K CEPBUCY.

KomaHabl Ans HacTpoiiku cepBuca APB

WOP-50L
WOP-50L

root):/# configure

config):/# captive-portal

WOP-50L(config):/captive-portal# apbd

WOP-50L(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WOP-50L(config):/captive-portal/apbd# enabled true (Bx/1t0ueHVe cepsuca APB. /19 OTK/IHHEHNSA BBEANUTE
false)

WOP-50L(config):/captive-portal/apbd# save (coxpaHeHve HacTpoek)

—_— e~ —~ —

105



PykoBoacTBO Mo akcnnyatauum WOP-50L

7.13 HacTtpoiika DAS-cepsepa

®yHkumoHan DAS-cepBepa obecneuvBaeT 06paboTKy 3anpocoB AnHamuyeckoi asTopusaumm RADIUS Toukamum
jocTtyna.

KomaHabl ans HacTpoiiku DAS-cepBepa

WOP-50L(root):/# configure

WOP-50L(config):/# das-server

WOP-50L(config):/das-server# enabled true (Bk/1toueHvie DAS-cepeepa. ns otkioveHns seeute false)
WOP-50L(config):/das-server# port X (ra1e X — nopt DAS-cepsepa. o ymonyaHnto: 3799)
WOP-50L(config):/das-server# auth-password secret (/e secret — naposs 4715 DAS-cepsepa, Ncrnosib3yercs
npwv wudoposaHmnn RADIUS-3anpocos)

WOP-50L(config):/das-server# save (CoxpaHeH/e HacTpPoekK)

7.14 ¥YnpasneHve Belwanvem T/ npu nponagaHun CBA3WN C KOHTPO/IIEPOM

KomaHAabl ynpasneHusa BewaHuem T4 npyu nponagaHUu CBA3U C KOHTPOJ1IJIEPpOM

WOP-50L(root):/# configure

WOP-50L(config):/# service-activator

WOP-50L(config):/service-activator# wlc

WOP-50L(config):/service-activator/wlc# service-hold true (ynpasnenve selladnem VAPOB B achupe npu
nponagaHnn CBA3N C KOHTpPosIsiepoM. MoXeT npuHuMaTh 3HavyeHus: false — BelaHne VAPoB byaeT
NPVMOCTaHOB/IEHO NPW NponagaHnn CBA3WN C KOHTPOIEPOM; true — BelwaHne VAPoB GyaeT Npon3BOAMTLCA
BHE 3aBMCUMOCTW OT COeAMHEHNs C KOHTponnepom. Ans oTknoyveHns seeguTe false. Mo ymonyaHuio: true)
WOP-50L(config):/service-activator/wlc# save (CoxpaHeHne HacTpoek)
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7.15 MOHUTOPUHT

7.15.1 Wi-Fi knnentnbl

WOP-50L(root):/# monitoring associated-clients

index (0]

hw-addr 5€:1C:99: XX XX XX
interface wlanmlo-val
rfid 1

wid (0]

band 5

state ASSOC SLEEP AUTH_SUCCESS
ssid WOP-50L_5GHz
vlan-id 100

ip-addr 192.168.1.15
frequency 5200

channel 40

hostname client
username TIOXXXXXXXXX
domain root
auth-algorithm open-system
encryption-cipher no-cipher
encryption-group-cipher no-cipher
dhcp-request-status obtained
authorized true
captive-portal-vap true
enterprise-vap false

radius-mac-auth
portal-auth

portal-auth-time 00:03:57
wlan-auth-type Open
wlan-auth-status authorized
wlan-auth-time 00:04:27
rx-retry-count 227
tx-fails 0
tx-period-retry 71
tx-retry-count 1801
rssi-1 -35

rssi-2 -42

rssi -42
max-rssi-1 -31
max-rssi-2 -40
max-rss-i -31

snr-1 38

snr-2 38

snr 38

noise-1 -73
noise-2 -80

noise -73
tx-rate EHT NSS2 MCS12 SGI 2594.1
rx-rate EHT NSS2 MCS13 SGI 2882.4
rx—bw 160M
rx-bw-all 160M

tx-bw 160M

not-required
authorized
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uptime | 00:04:27

mfp | false

wireless-mode | be

perftest-capable | false

link-quality | 95

link-quality-common | 95

tx-retry-ratio | 14

actual-tx-rate | 745

actual-rx-rate | 112

shaped-rx-rate | 111

actual-tx-pps | 33

actual-rx-pps | 45

shaped-rx-pps | 60

link-capacity | 78

multicast-groups-count | 1

using-802.11r | no

using-802.11k | no

using-802.11v | no

twt-support | none

mld-mac | 5e:1c:99:54:9a:f6
mlo-link-1-band | 5

mlo-link-1-mac | 1a:25:85:17:68:€0
mlo-1link-2-band | 2

mlo-link-2-mac | ce:9f:e9:19:60:c3

name | ©

name | ©
Counter Transmitted Received
Total Packets: 1997 964
TX success: 100
Total Bytes: 2071963 367428
Data Packets: 1989 957
Data Bytes: 2071530 367197
Mgmt Packets: 8 7
Mgmt Bytes: 433 231
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0

Rate Transmitted Received
he-nss2-mcs4 0 | 0% 2
he-nss2-mcs6 0 | 0% 116
he-nss2-mcs7 46 | 2% 73
he-nss2-mcs8 224 | 119% 242
he-nss2-mcs9 455 | 22% 432
he-nss2-mcs10 458 | 23% 77
he-nss2-mcsll 806 | 40% 15
Multicast groups:

MAC IP

01:00:5E:00:00:FB

XXX.0.0.251
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7.15.2 NHpopmaums o6 ycTpoinctee

WOP-50L(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

08:16:34 24.04.2025
8 d 21:29:58
WOP-50L

3.1.3 build X
3.1.3 build X
3.1.3 build X

43

137

104

241

9.5

6.70

false

Eltex

Access Point
WOP-50L

WOP-50L
68:13:E2:xX XX XX
68:13:E2:xX XX XX
WPXXXXXXXX

2v0

false

false

firmware update
false
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WOP-50L(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E2XXXXXX
subject: /CN=68:13:e2:XxX:XX:XX
not-before: Jan 1 00:00:00 1970 GMT
not-after: Jun 1 01:11:37 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true
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issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: F801COA554A38A16

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:27 1999 GMT
not-after: Jan 18 00:00:27 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: A1D68F94A6178E83
subject: /CN=redirect.loc/O=Eltex Ent
not-before: Jun 25 08:28:08 2025 GMT
not-after: Jun 1 08:28:08 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: ATF95936FCF48CD2
subject: /CN=x.*x/0=Eltex Ent
not-before: May 6 16:14:59 2024 GMT
not-after: Apr 12 16:14:59 2124 GMT
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7.15.4 CeteBas nHpopmaums

WOP-50L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | 68:13:€2:xX:XX:XX
rx-bytes | 623207607
rx-packets | 2750425
tx-bytes | 15454709
tx-packets | 74220
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses |
dns-servers |

WOP-50L(root):/# monitoring ethernet-ports

ETH1:
name: ETH1
link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 81921
rx-packets: 1077
tx-bytes: 30714
tx-packets: 112

ETH2:
name: ETH2
link: up

speed: 1000

duplex: enabled
media-type: copper
rx-bytes: 376715473
rx-packets: 303933
tx-bytes: 10438030
tx-packets: 54861
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WOP-50L(root):/# monitoring arp

# ip mac
(0] 192.168.1.1
1 192.168.1.151

WOP-50L(root):/# monitoring route

02:00:48 XX XX XX
2c:fd:ralixx:xx:xx

PykoBogacTBo no skcnayatauum WOP-50L

Destination Gateway
0.0.0.0 192.168.1.1
192.168.1.0 0.0.0.0

WOP-50L(root):/# monitoring lldp

0.0.0.0
255.255.255.0

gi 0/16

System Name

Interface

bro

bro
Capabilities TTL
B,R 120
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7.15.5 becnpoBofHble nHTepdelicsl

WOP-50L(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power

antenna-gain

eirp
connection-status
operation-mode
noise-1

noise-2

noise threshold (dBm)
noise ratio (%)
utilization
rx-utilization
tx-utilization
co-channel-interference
ap-interference-ratio
non-wifi-interference
packet-error-rate
channel

frequency

bandwidth

mode

thermal

name
rfid

status

band

hwaddr

tx-power

antenna-gain

eirp
connection-status
operation-mode
noise-1

noise-2

noise threshold (dBm)
noise ratio (%)
utilization
rx-utilization
tx-utilization
co-channel-interference
ap-interference-ratio
non-wifi-interference
packet-error-rate
channel

frequency

bandwidth

mode

wlano

(0]

on

2.4 GHz
68:13:E2:xX XX XX
16 dBm
4 dBi
20 dBm
AP mode
vap

-70 dBm
-70 dBm
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-92 -89 -86 -83 -80 -75 -70 -65 -60 -55 -50 -1

(0] 7 8 5
56%
7%
0%
49%
79%
34%
6%
11
2462 MHz
40 MHz
b/g/n/ax/be
35

wlanl

1

on

5 GHz
68:13:E2: XX XX XX
19 dBm
6 dBi
25 dBm
AP mode
vap

-76 dBm
-76 dBm

10 9 12 23 8 6

-92 -89 -86 -83 -80 -75 -70 -65 -60 -55 -50 -1

(0] (0]
16%
7%
0%
9%
52%
22%
6%
44
5220 MHz
160 MHz
a/n/ac/ax/be

4 36

7 6 5 6 2 5

113



thermal

7.15.6 VAP

WOP-50L(root):/# monitoring vap

Interface Status

wlanmlo-
wlanmlo-
wlanmlo-
wlanmlo-
wlanmlo-
wlanmlo-va5
wlanmlo-vab
wlan@-va@

wlan@-val

wlan@-
wlan@-
wlan@-
wlan@-
wlan@-
wlanl-
wlanl-
wlanl-
wlanl-
wlanl-
wlanl-va5

wlanl- mlo

BSSID

7.15.7 XypHan cob6bITuii

WOP-50L(root):/# monitoring events

Jan
Jan

Jan
Jan

successfully

Oct 29 05:28:

successfully

Oct 29 05:30:

1 03:00:
1 03:00:
successfully.
1 03:00:
1 03:01:
lease on 192.
Oct 29 05:28:

10 WOP-50L
12 WOP-50L

14 WOP-50L
17 WOP-50L
168.1.15.
57 WOP-50L
by admin
59 WOP-50L
by admin
25 WOP-50L

GE:BB:0OA:xX:xX:XxX ssid:

-62 location:
Oct 29 05:30:25 WOP-50L daemon.info monitord[1190]: event:
packet' ip: 192.168.1.20 mac: 6E:BB:0A:xx:xx:xx ssid:
channel: 48 rssi-1:

'root'

daemon
daemon

daemon
daemon

daemon

daemon

daemon

'"WOP-50L_5GHz"'
auth-method:

-63 rssi-2:

.info
.info

.info
.info

.info

.info

.info

-65

location:

'root'
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Auth type Portal Clients Retry Rate

was don 1 6

OWE down a8 2}

WPA3 Enterprise down a ]

WPA3 down 2] @

épen up a é

OWE down 1 24

WPA3 down a 8

épen up a é

WPA2 down 1 10

WPA2 Enterprise down a 5]
syslogd[1018]: started: BusyBox v1.21.1
configd[1031]: The AP startup configuration was loaded
networkd[1061]: Networkd started
networkd[1061]: DHCP-client: Interface br0® obtained
configd[1031]: The AP running configuration was updated
configd[1031]: The AP startup configuration was updated
monitord[1190]: event: 'authenticated' mac:

interface: wlanl-va® channel: 48 rssi-1: -64 rssi-2:
'Open' captive-portal: 'disabled'
'"IP address was updated by DHCP
'"WOP-50L_5GHz' 1dinterface: wlanl-va0®

reason: 0
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7.15.8 CkaHupoBaHue atpupa

€ Bo Bpems ocyLLeCcTBNEHUSA aKTUBHOTO CKaHUPOBaHNA achnpa pagvuonHTepdeiic ycTpoiicTea 6yget
OTK/IFOYEH, UTO NMPUBELET K HEBO3MOXHOCTY nepefayun gaHHbix Ao Wi-Fi knneHToB BO Bpems
CKaHUpPOBaHWS.

WOP-50L{root):/# monitoring scan-wifi

551D Mode Security BSSID Channel RSSI, dBm  Bandwidth, MHz
AP wpa/wpa2-1x 11 -45 20
AP wpa2-lix 4] -46 28
AP wpaz2 11 -47 208
AP wpaz2 ] -48 20
AP wpa2/wpa3-ix 6 -49 26
AP off 1 -58 28
AP off 11 -51 208
Ap off 1 -53 26
AP wpa2-1x 4] -53 28
AP wpa2/wpa3-1x 44 -38 28
Ap off 43 -38 20
AP wpal 36 -39 28
AP wpa/upa2 48 -4a 20
AP off 36 -41 208
AP wpa2-1x 44 -41 20
AP wpa/wpaZ-1x 4z -41 20
AP wpaz 40 -42 80
AP off 44 -42 20
AP wpaZ 44 -43 80
AP off 48 -58 28
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7.15.9 CnekrtpoaHannsarop

CnekTpoaHanM3aTop npefocTaBnaeT MHpopmMaLmio 0 3arpy>eHHOCTM KaHau10B B AnanasoHax 2.4 n 51w,
Pe3ynstar BbIBOAMTCA B NPOLEHTAX.

€ Bo Bpems paboThbl CNekTpoaHaIM3aTopa NPOUCXOANT OTK/IIOUYEHNE BCEX KIMEHTOB OT TOUKM JOCTYNa.
KnueHTbl Nogkaoyarcs cHoBa TOMbKO TOrAa, Koraa cnekTpoaHaim3aTop 3aKOHYMT CBOK paboTy.
Bpemsa aHasiM3a Bcex pajnokaHanoB ABYX AMana3oHOB COCTaB/AET MPUMEPHO 1.5 MUHYTHI.

© CnexTpoaHannsaTop NPoU3BOAMT aHANN3 BCEX KaHA/IOB Ananas3oHa BHe 3aBUCUMOCTMW OT HACTPOEeK Ha
paagnounHTepdeiice.
C 60nee noapo6HOIi MHGhOpMaLMEn 0 HACTPOiike paanonHTepdeica Yepes CLI MoXHO
03HaKOMUTbCA B pasgene «HacTtpoikn Radio».

WOP-50L(root):/# monitoring spectrum-analyzer

Channel|Frequency [MHz]|Utilization [%]

1] 2412 | 67

2] 2417| 44

3 2422 | 7

4| 2427| 7

5] 2432 | 19

6| 2437| 58

7] 2442 | 24

8| 2447 | 24

9| 2452 | 29
10| 2457 | 38
11 2462 | 53
12| 2467 | 15
13| 2472 6
36| 5180 | 8
40| 5200 | 15
44| 5220 9
48| 5240 | 10
52| 5260 | 38
56| 5280 | 4
60 | 5300 | 2
64| 5320 10
132] 5660 | 2
136 5680 | 0
140 | 5700 | 2
144 | 5720 1
149 5745]| 18
153 5765]| 3
157 5785| 4
161] 5805 | 1
165] 5825]| 1
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7.16 Tony4yeHne oTnagovHON NHopMaLnn

@ [anHas koMaHaa HeOCTYMNHa A1 CO3AaHHbIX NoMb3oBaTenei, 4oCTynHa Tonbko Ans admin.

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WOP-50L(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii 0T1aouHbIe AaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.

MonyunTb apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MK MoxHO no npotokosny TFTP:

€@ [aHHbIil npoToKON HEAOCTYNEH AN CO3AaHHbIX NOoMb30oBaTeNel, 40CTyneH Tonbko Ans admin.

WOP-50L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |********************************| 62755 0:00:00 ETA

MonyunTb apxue troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MNK MoXxHO no npoTokosy SCP:

€@ [aHHbIit npoToKON HEAOCTYNEH AN CO3AaHHbIX NoMb3oBaTeNei, 4oCTyneH Tonbko Ans admin.

scp <lMonb3oBarenb>@<IP-agpec Toukn gocrtyna>:troubleshooting.tar.gz
troubleshooting.tar.gz (nprmep: scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz.
[aHHas komaHAa BbInosHAeTcA Ha cepBepe/TK)
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8 BcnomoraTesibHble YTUNNTDI

8.1 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT

06paboTka nakeTa Ha KaaoMm ya3rne.

@ [anHas yTunuTa HegoCTYNHA ANS CO3AAaHHbIX NOMb30BaTenelt, 4ocTynHa Tonbko Ans admin.

KomaHga 3anycka TpaccupoBKu

WOP-50L(root):/# traceroute <TeCcTUpyeMbIiA XOCT>

8.2 YTtunuta tcpdump
Ytnnuta tcpdump no3BoNsieT 3axBarbiBaTb NakeTbl HA yKa3aHHOM MHTepdeiice.

MonyunTb Nogckasky no paéoTe ¢ yTUAUTOM MOXHO KOMaHAOM:

@ [anHas yTunuTa HegoCTYNHA ANS CO3AAaHHbIX NOMb3oBaTenelt, 4ocTynHa Tonbko Ans admin.

WOP-50L(config):/# tcpdump --help

8.2.1 3axsar Tpadmka c aKkTMBHOro nHTEpdeica

3axsat naketoB Ethernet-nHtepdeiica.
WOP-50L(root):/# tcpdump -i eth0
3axsat naketoB Ethernet-nHtepdelica ¢ coxpaHeHnem B chaiin.

WOP-50L(root):/# tcpdump -i eth0 -env -w tcpdump.pcap

8.2.2 BbIrpyska paitna gamna Tpadiuka ¢ TOUKM AOCTyna Ha cepBep

[laHHas kKomaHAa BbinonHseTcs Ha cepepe/TK.

@ [anHas koMaHAa HeAOCTYMNHA A5 CO3AaHHbIX NoMb30BaTeNel, A0CTynHa Tonbko Ans admin.

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:tcpdump.pcap tcpdump.pcap (npumvep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)
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8.3 Ytunuraiperf

[JaHHas yTunmTa ucnosb3yetcs Ans 3anycka noTtoka Tpadmka c OAHOro YCTPOCTBA Ha ApYyroe.
OTnpasnsoLas CTOpoHa Ha3bIBaeTCs KIMEHTOM, NPUHMMAtOLLLAS — CEPBEPOM.

@ [anHas yTunuTa HegoCTYNHA ANA CO3AAaHHbIX NOb30BaTenelt, 4ocTynHa Tonbko Ans admin.

MonyunTb NOACKa3Ky No paboTe C YTUINTON MOXHO KOMaHAOM:
WOP-50L(root):/# iperf --help

MprMep 3anycka NoToka Tpadhmka ¢ TOUKM JOCTyna Ha cepBep:
HacTpoliika cepBepa Ha npuém Tpadumka

root@server:/# iperf -s

3anyck Tpaduka ¢ TA-client B CTOpOHY cepBepa

WOP-50L(root):/# iperf -c X.X.X.X (rge X.X.X.X — IP-agpec cepsepa)
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obpartHoii cBA3WN Ha caiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdmuymanbHbIin cant komnaHum: hitps://eltex.ru/
Basa 3HaHuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpy3ok: https://eltex.ru/download
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