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— MOHUTOPVHT 1 ynpaBaeHue TouKamu gocryna’

— YnpaeneHue cueHapuMAMU aBTOPU3aL MM Nosib3oBaTtenei
— AganTauua paguonapameTtpos 6ecnpoBogHoiI ceTu

- YnpasneHue poymuHrom 802.11 r/k/v

—

Clrex

VWLC — 37O BUPTYa/bHbI KOHTPOAIEP KOPMOPATUBHOIO YPOBHA ANA CeTel CPefHUX U KPYMHbIX NPeanpUATUR, a TaKKe
ropoackux cete. KoHTponnep no3sonseT CTPOUTb pacnpeneneHHble 6ecnpoBoHbIe CETU C UCMONb30BaHMEM PA3INYHbIX
CLEeHapMeB NPOXoXKaeHNa TpaduKa Ha yposHe L2/L3.

[Ona obecnevyeHns 6e3onacHOCTM ceTel nogaepKaHbl GyHKUMM MexKceTeBoro akpaHnposaHusa. C vVWLC moXKHO co3gaBaTb
pa3/iMyHble CLLEeHapUN aBTOPU3aL MM NOAb30BaTeNEN AN KOPMOPATUBHBIX U NYBANYHbIX (rOCTEBbIX) ceTel. TaKyKe AOCTYMNHbI
CLeHapUN MHTErpaLLmMm c KopnopaTmBHbIMK cepaucamm (LDAP, RADIUS u T. 4.) 3aKa3uuka.

KoHTponnep pa3BopaynBaeTca B BUPTYa/ibHOW cpefe, YTO AaeT BOSMOXKHOCTb MTMOKOro maclutabupoBaHua. BCTpoeHHbI
moZaynb AirTune No3BosAET yNpaBaaTb pagvonapaMeTpamMm ToOYEK AOCTYNA U NOACTPaNBATLCA MO TEKYLLYHO Cpeay, a TaKKe
OCyLLEeCTBASATb 6GAaNAHCUPOBKY KAMEHTOB. Hamayylne ycnoBma NepekntovyeHns KIMEHTOB MeXay TOYKaMM A0CTyna A0oCTU-
ratotcs 6narogapa nogaepskke becwosHoro poymuHra (802.11 r/k/v).

MuHMManbHble cUcTeMHble TpeboBaHnA?

ApxuTekTypa x86-64, TakTOoBadA Yactota He meHee 1,8 ML,
Mpoueccop Moaaep»Ka Habopa MHcTpyKumMn MMX, SSE, SSE2, SSE3, SSSE3, SSE4.1, SSE4.2
(nokonenue npoueccopos Intel Nehalem nan AMD Barcelona CPU unu BbliLue)

OnepaTtuBHaA NamATb He meHee 4 Th

JncKkoBOe NPOCTPAHCTBO He meHee 1 Tb

VirtualBox Bepcum He HUKe 6.0,

VMWare Workstation/ESXi Bepcuu He Huxe 6.7.0,
zVirt Bepcum He Huxke 5.0,

Proxmox Bepcumn He Huxke 8.1.4

Mnepsmsopsl

IMynAauma:
Intel E1000, Intel E1000E,
VMXNET2, VMXNET3
MapaBupTyanusaums:
VirtlO
PCl Pass-through:
Intel XL710 Ethernet Controller (2x40/1x40/4x10/2x20/2x10/1x10),
Intel X722 Ethernet Controller (2x10/4x10)

¢YH KUUOHaNbHbl€ BO3MO>XXHOCTHU

Moaaepxusaemsie |/O

YnpaBneHue To4kamm goctyna —MNopaeprKKa cTaHaapTOB HECLIOBHOMO POYMUHIA
— Nopaepka asTopusaummn WPA/WPA2/WPA3® Personal IEEE 802.11r/k/v
— MNopgaepkKa aBTopmsauum WPA/WPA2/WPA3’ Enterprise — WHTerpauma ¢ BHeWHUMHM rlopTanaMM5
— MopepKa OTKpbITOM ceTh ¢ wnudposaHnem OWE’ — ABTOMaTU4YecKoe ynpasaeHne pecypcamm
— MNopaeprKKa I0KanbHOro cbopa akKayHTMHrA pPaguoOKpyKeHna
nonb3osaTteneit’ — ABTopusaums T no cepTudmkatam

— MNopaeprKKa BbIrPy3KM aKKayHTUHIA Nosib3oBaTenen
Ha BHewHU RADIUS-cepsep

'B LEeMO-pexnume MOXHO nogkntountb 15 TA. PacwumnpeHune konunyectsa T/, ocylectsaseTca no amueHsmnn. MakcumanbHoe konmyectso T/ — 5000.
* NMpuBeaeHHble TPe6OBaHUA NO3BOMAIOT NPOM3BECTM YCTaHOBKY VWLC M NepBrUHbIN 3anyck ¢ 6a30B0I HAaCTPOIIKOIA.

* WPA3 1 OWE nogaepaHbl Ha T, WEP-3ax, WEP-3L, WEP-30L, WEP-30L-Z, WEP-500K, WEP-550K, WOP-30L, WOP-30LI, WOP-30LS.

* Peanusauma dyHKUMI B cneaytowwmx sepcuax MO.

* MposepeHa paborta c Eltex-NAICE, WNAM Netams, Cisco ISE.
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dDYHKUMOHaAbHbIE BO3MOXHOCTH (MPOAOAKEHHUE)

MoapeprBaemble TOYKU A0CTYyNA
— WEP-1L

— WEP-2L

— WEP-3L

— WEP-200L

— WEP-30L

— WEP-30L-Z

— WEP-3ax

— WEP-50L

— WEP-500K

— WEP-550K

- WOP-2L
—WOP-20L
—WOP-30L
—WOP-3L-EX

— WOP-30LI
—WOP-30LS

— WOP-50L
—WEP-2ac

— WEP-2ac Smart
—WOP-2ac
—WOP-2ac rev.B
—WOP-2ac rev.C

KommyTauusa

— 0o 4094 VLAN (802.1Q)

— Voice-VLAN

—Q-in-Q (802.1ad)

— MAC-based VLAN

— Bridge-aomeH

— LAG/LACP (802.3ad)

— Port-security, protected port
—Jumbo-Kagpbl

KommyTtauua no metkam (MPLS)

—Moapeprkka npotokona LDP

—Nopgpepxka L2ZVPN VPWS

—Mopaeprkka L2VPN VPLS Martini Mode, Kompella Mode
— Noaaeprkka L3VPN MP-BGP (Option A, B, C)

— L2VPN/L3VPN over GRE, DMVPN

— MNpo3payHan nepegaya cayxebHbix NPOTOKONOB

Mapuwpytusauma

BGP:

— CemelictBo agpecos: IPv4, IPv6, VPNv4, L2VPN,
IPv4 label-unicast, Flow-spec

— MbKasa BO3MOXKHOCTb yNpaB/ieHMA MapLUPYyTHOM
nHbopmaumenn no atpmubytam. MNoaaepKa MexaHU3MOB
Conditional Advertisement, Route Aggregation n Local-AS

— BbicOKaa macltabupyemocTb U rTMBKOCTb HAaCTPOMKMU:
noaaepKa peer-group, dynamic neighbor, as-range
n Route-reflector

— Fall over Ha ocHoBe npoTokona BFD u Fast Error Peer
Detection

— Graceful restart

— AyteHTnduMKayma

— TMbKana peanctpubslouma ns/s npouecc BGP mapLupyTos
OpYyrnx NPoTOKO108

— Bo3MOXKHOCTb 3anycKa A0 64 npoLeccos 04HOBPEMEHHO

— ECMP

—Moaaeprka MmapLLpyTM3aLLMM Ha OCHOBE NOJUTUK

OSPF(v3):

— 30Hbl pa3nmyHbix TMNoB: Normal, Stub, Totally stub,
NSSA, Totally NSSA

— PaboTa B pasnmMyHbIX TUNax ceTeli: Broadcast, NBMA,
Point-to-point, Point-to-multipoint,
Point-to-multipoint non-broadcast

— Cymmapusauma n GuabTpaLma MapLipyTHOM
nHpopmauum

— AyteHTUdMKaUmS

— ECMP

— [MaccuBHbIN MHTepdelic

— nbkana peauctpubslouma ns/s npouecc OSPF
MapLLPYTOB APYrMX NPOTOKO/10B

— B03MOXKHOCTb 3anycka 40 64 npoueccos 0O4HOBPEMEHHO

— MNopaepxKa npotokona BFD

— MexaHu3m Auto cost calculation

—Moaaeprkka MapLUpyTM3aLMN HA OCHOBE NOJNTUK

IS-1S:

— PaboTa B pasnmyHbIX TMNax ceTtelt: Broadcast,
Point-to-point

— YctaHoBKa coceactsa L1-/L2-ypoBHei

— Metric style: narrow, wide, transition

— AyTeHTUdMKaLMA

— duabTpauma MapLpyTHOM MHbOPMaLUK

— nbKana peanctpubblouma ns/s npouecc IS-IS mapupyTos
APYrMX NPOTOKO/I0B

— B03MOXKHOCTb 3anycKka 40 64 npoLeccos 0og4HOBPEMEHHO

—MNoaaeprkka MapLupyTM3aLnmn Ha OCHOBE MOINTUK

RIP(ng):

— Pabora B pexkumax (RIP only): Broadcast, Multicast,
Unicast

— Cymmapuszaums 1 dGuabTpauma mapLupyTHOM
nHdopmaumnm

— YnpaBieHve MeTPUKOIM MapLupyTa

— AyteHTnduUKauma

— MaccuBHbIN MHTepdelic

— nbKana peanctpubslouma ns/s npouecc RIP maplupytos
OpYrux NpoTOKON0B

—MNopaeprKka MapLUpyTU3aLLMK Ha OCHOBE MOJIUTUK

Static:

— MNopaepxKa npotokona BFD

— PeKypCcUBHbIV NOUCK

— YnpaBieHue MEeTPUKOIM MapLupyTa

— Bo3moXKHOCTb BblOOpa BapuaHTa yBeAOMAEHMUA
oTnpaBuTeNto Npun 610KMpPoBKe TpaduKa

eltex.ru



BupTtyanbHbIM KOHTpOAAEp 6ecnpoBoaHOrO AocTyna cepun VWLC

TexHuuyeckoe onucaHue

SHELTEX

®DYHKUMOHaAbHbIE BO3MOXHOCTH (MPOAOAKEHHKE)

IPsec

— Pexxnmbl «policy-based» n «route-based»

— Pexkmumbl nHKancynsumn: tunnel u transport

— Buabl ayteHTUdMKauum: pre-shared key, public key, xauth
(ikevl only), eap (ikev2)

— MNoppeprkka mobike (ikev2 only)

—Moaaeprkka HabopoB Ktouel ayteHTUdUKaumm ike
ikering

YpaneHHblit goctyn (Remote Access)

— BO3MOKHOCTb yAaneHHoro AocTyna
K KopnopaTtueHoi cetn no PPTP, L2TP over IPsec,
OpenVPN, WireGuard

— Moppeprkka PPPoE-/PPTP-/L2TP-knueHTa

— AyteHTUdMKaUMA nosb3oBaTenel

— lLndpoBaHme coeanHEHN

be3onacHocTb

— MNoaaeprkka cnnckos KoHTpona aoctyna (ACL) Ha 6ase
L2-/L3-/L4-nonemn

— Zone-based Firewall B gByx pexxumax: stateful u stateless.
JNlormpoBaHue cpabaTbiBaHUS NPABUA, CYETUUKHN

— ®unbTPayMA No NPUNOKEHNAM

— 3awmTa ot DoS-/DDoS-/Spoof-aTak 1 nx n1orMposaHue

— Cuctema 06HapyKeHMa 1 NpeaoTBPaLLEHMA BTOPKEHWN
(IPS/IDS) v nx nornposaHue

— CurHaTypHbIt aHanu3 nocpeactsom IPS B AByX pesknumax:
aHa/N3 TPAH3UTHOIO M 3epPKaIMPOBAHHOrO TpaduKa

— B3aumogencteue c Eltex Distribution Manager ans
NoNy4eHUs MLEH3MPYEMOTrO KOHTEHTa — Habopbl
npaswu, npegoctasasemble Kaspersky SafeStream Il

MOHUTOPUHT U yNpaBaeHue

—MoaaepKKa CTaHAAPTHLIX U pacwupeHHbix SNMP MIB,
RMONv1

— Zabbix agent/proxy

— AyteHTndMKaLMA Nofb3oBaTENElM No IOKanbHOW 6ase
cpeactesamm npotokonos RADIUS, TACACS+, LDAP

— 3awuTa OT OWMOOK KOHPUTYPUPOBAHUA,
aBTOMATMYECKOE BOCCTAaHOBJ/IEHUE KOHbUTYypaLumm

— UnTepdeicol ynpasneHuma CLI

— Mopaeprkka Syslog

— MOHWUTOP MCN0/1Ib30BaHNA CUCTEMHbIX PECYPCOB

— Ping, monitor, traceroute (IPv4/IPv6), BbiBOA,
MHPOpMaLMM O NaKeTax B KOHCOAN

— O6HoBneHue MO, 3arpy3Ka 1 BbIrpy3Ka KoHPUrypaumum
no TFTP, SCP, FTP, SFTP, HTTP(S)

—MNoppep»ka NTP

— Netflow v5/v9/v10 (akcnopT ctatncTnku URL
ana HTTP, host ana HTTPS)

— YnaneHHoe ynpasneHue, npoTtokosbl WEB, Telnet, SSH
(IPv4/IPv6)

T AKTUBMpPYETCA NULEH3NeN.

— LLDP, LLDP MED
— JloKanbHoe U yaaneHHoe CoXpaHeHe KoHOUrypauuii
MapLipyTu3aTopa

PesepBupoBaHue 1 Knactepusauus

—VRRP v2, v3

— Tracking Ha ocHoBaHuUK VRRP- nnu SLA-TecTa

—YnpasneHue napametpamun VRRP

—YnpasneHue napametpamu PBR

— YnpasneHne agMUHUCTPATUBHbBIM CTaTyCOM MHTepdeiica

— AKTMBaUMA M AeaKTMBALMA CTaTUYECKOro MapLipyTa

— YnpasneHue atpubytom AS-PATH n preference
B route-map

— DHCP failover ana pesepsupoBaHus 6asbl IP-agpecos,
BblgaHHbIX DHCP-cepBepom

— Failover Firewall ana pesepsupoBaHua ceccuit Firewall
n NAT

— MultiwAN

— Dual-Homing

— CUHXpOHM3auma cepTudUKaToB

— CnHXxpoHu3auma coctoaHna WLC

Omka3oycmoiiyuenlli Knacmep:

— lMNpocToTa afAMUHUCTPUPOBAHUA N UHTErPaLLUN:
CMHXPOHM3aLMA KOHOUTYPaLMA, BPEMEHU, BEPCUA,
NNUEH3UN

— Pe3sepBupoBaHue Bcex coegMHEeHUN B Knactepe

— Pe3sepBupoBaHMe MapLIPyTU3aTOPOB (B TEKYLLEN BepcUn
noAAeprKMBaeTca pesepBrpoBaHme no cxeme «1 + 1»)

Cepsucbl

— DHCP-knueHT, cepsep
— DHCP Relay Option 82
— DNS resolver

—NTP

— TFTP-cepBep

BRAS (IPoE)’

— TepmmMHaumMA nonb3oBaTenemn

— benble/yepHble cnmckn URL

— KBOoTMpoBaHuMe nNo 06bEMY TpaduKa, Mo BPeMeEHU ceccuu,
Nno ceTeBbIM MPUNOKEHUAM

— HTTP/HTTPS Proxy

— HTTP/HTTPS Redirect

— AKKayHTUHT ceccuin no npotokony Netflow

— B3aumogelicteue c cepsepamm AAA, PCRF

— YnpaBsieHue Nosocoi NponyckaHua no opucam
n SSID, ceccuam nosib3oBaTenen

— AyteHTndumKauma nonbsosateneit no MAC- nnu
IP-agpecam
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TunoBas cxema NpUMeEHEHUSA B KOpﬂOpaTMBHOﬁ CeTn

pr— a KommyTtartop

PR— a KommyTrartop
pocrtyna

AocTtyna

UHdopmauuna ana 3aKasa

Onuusa nporpammHbii KoHTponnep VWLC FREE, 1 Mbps, 1024 RIB BGP, 1000 RIB OSPF,
1000 RIB IS-IS, 1000 RIB RIP, 2 VPN, BRAS-DEMO, WIFI-DEMO, 15 AP

ConyTcTBylouiee nporpammHoe obecneyeHune

vWLC-AP Onuma VWLC-AP gna noaknto4eHma ogHOM TOUKM A0CTyna K KoHTpoanepy VWLC

VWLC FREE

Onumns VWLC-AP gna noaxkato4eHma ogHOM TOYKM AOCTyNa K pe3epBHOMY KOHTpOAepy

VWLC-AP-R VWLC

Onumsa WIDS/WIPS-vWLC ansa 1 toukm goctyna Eltex. Cepsuc no obHapy»KeHUo 1

WIDS/WIPS-vWLC o
npesfoTBpaLLEeHNI0 BTOPXKEHUI B 6ecnpoBoAHYIo ceTb

Onuwma WIDS/WIPS-vWLC-R ana 1 Toukmn goctyna Eltex. Cepsuc no o6Hapy»eHuto n
NnpeAoTBpPaLLEHNIO BTOPKEHMI B HECNPOBOAHYIO CETb A1 PE3EPBHOIO KOHTPOJI/IEPA

Caenatb 3akas O komnaHuu Eltex

Mpepnpuatne «3/ITEKC» — BeaylWwmnii POCCUNCKUIA pPa3paboTUmK M

WIDS/WIPS-vWLC-R

‘ ﬁ {é?} NpPoOu3BOAUTENb KOMMYHWKALMOHHOTO 060pyaoBaHuA ¢ 30-neTHei
+7 (383) 274 1001 eltex@eltex.ru eltex.ru ncropmeii. KOMNNEKCHOCTb peLleHnin U BO3MOXKHOCTb MX BeclioBHOMN
+7 (383) 274 48 48 MHTerpaumm B UHGPACTPYKTYpy 3aKasumKa — NPUOPUTETHOE HanpaBieHne

Pa3BUTUA KOMNAHUN.

eltex.ru
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