CepBUC MOHUTOPUHIA U YyNpaBAeHUA KOHPUrypaumuamu «Eltex» ECCM

TexHuuyeckoe onucaHue

— MOHUWUTOPUHI COCTOAHUA U UHBEHTAPHbIX AAHHbIX YCTPOUCTB

— Peructpauusa u aHanus cobbiTuii Ha o6opyaoBaHUK, 0OHapYKeHUe npobiem
B CeTU

— UeHTpanusoeaHHoe ynpasneHue o6HosneHnem MO

— PoneBasa mogenb goctyna, uHterpauua ¢ LDAP/MSAD u KypHanuposaHue
AeNcTBUI nonb3oBarenei

— KapTbl ceTeit c aBTOMaTMUYeCcKMM o6Hapy»xeHuem ceaseit no LLDP
— paduuecknii nutepdeic Hacrtpoiiku firewall Ha ESR n WLC
— IMynATop TepMUHANa YCTPOMUCTB

- pynnoBoe nameHeHue KOHGUrypaumii yCTpomcTB ¢ UCNONb30BaHUEM
wabnoHos Jinja

— basoBas peanusauua Zero Touch Provisioning (ZTP)
— MOHUTOPUHT U KOHUrypupoBaHue IP-pabpuk

— LleHTpann3oBaHHOe ynpaBaeHUe U MOHUTOPUHT 6ecnpoBOAHON ceTh

— NopaeprKKa nuueHsnposaHua ¢ Online/Offline ELM

— Noaaep:xKa paboTbl Ha poccuiickux OC

— MoHnutopuHr BLUMNA-o060pyaoBaHus

— WHTterpauumsa c Peeper

— REST APl pnsa cbopa aaHHbIX 06 ycTpoiicTBax, rpynnax, cobbiTuaAx u 3agavax

ECCM — cepBMC MOHUTOPUHTIA U yNpPaBAeHUA KOHOUTypaLUaMK.

YnpaBneHue ocyLLeCTBAAETCA C MOMOLLbIO NMOHATHOIO Be6-nHTepdeica, KOTopbI NpeaocTaBaneT yaobHble MHCTPYMEHTbI ANA
HaCTPOMKM CUCTEMBI U CETEBOTO 060PYA0BaHMA NOA HYKAbl NO/Ib30BaTENA.

PaboTa c KOHPUTrypaLUAMU YCTPONCTB

CornacHo npasuaam, onpegeneHHbiMm nosib3oBatenem, CUCTEMa ECCM aBTOMaTUYECKN ULLLET B CETU nogaepxuBaemble YCTpOﬁ-
CTBa M HAYNHAET KOHTPO/IMPOBATb BCE nocneayrouine nsmeHeHuna KOH(I)VII'ypaLI,MVI.

CucTtema no3BoAAET MNO/b30BATENO MEHATb KOHOUIYPALMIO KOHKPETHbLIX YCTPOMCTB BPyYHYto. Kaxablii pa3 npu usmeHeHumu
KOoHduUrypaumm yctpoiictea ECCM AoNONHAET MHKpeMeHTaIbHYto 6a3y pe3epBHbIX KONWit. JTlobas coxpaHeHHan BepcusA KOH-
durypaumm moxet bbITb CONOCTaB/IEHA C APYrOi BbIOpPaHHOM BepCcUEN UM NPUMEHEHA Ha YCTPOMCTBO NO KOMaHAe No/ib30Ba-
Tens.

[OnaynpaBneHuna ceTeBbIMU 3KpaHaMM Ha ycTpoiicTBax ESR n WLC npeagycmoTpeH rpadpuyecknii MHTepoelic.

ABTOMaTH3aLMA KOHGUTYPUPOBAHUA CETU

Cuctema no3BoAAET CBECTU K MUHUMYMY TPyA03aTpaThl A1 NepeHaCcTPOMKM YCTPOMCTB MPU 3aMeHe BbllLeALlero U3 cTpos
060pyL0BaHMA Ha aHANIOTMYHOE, @ TaKXKe NPeLoCTaBAAET UHCTPYMEHTbI AN1A reHepaumm KoHdUrypaumin no wabaoHam mu mx
NPUMEHEHMA Ha rPYNMbl YCTPOMUCTB.

Pabota cNO ycTpoiicTs

OfHMM 13 BarKHEMLLMX aCNEeKTOB NOAAEPKAHUA BbICOKOTO YPOBHA 6E30MacHOCTU CETU ABNSETCSA CBOEBPEMEHHOE OOHOBNEHME
BcTpoeHHoro MO ceteBoro o6opyaosaHua. ECCM no3sonsieT 06HoBAATb 10 ycTpoicTB HANMBUAYAIbHO, Fpynnamn. O6HoBe-
HMe 3aMnyCcKaeTcA BPyYHYto.

YnpasneHue cobbiTuamu nunpobnemamm

B ECCM peann3oBaHbl cepBUCbl CO0pa PasNMYHbIX aHHbIX O CETEBOM 060pYA0BaHUM, PErUCTPaLMM COObITUIN, aHaNM3a, 0bHa-
pyKeHua npobaem 1 oTNpPaBKU yBEAOMIEHUI MNOb30BATENAM.
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(DYHKLIMOHa/\beIe BO3MOXXHOCTHU

— Bbino/iHeEHWE onepaLunii Ha OTAENbHbIX YCTPOMCTBAX: — Mpuem, dunbtpauma n aHanms SNMP-TpanoBs ycTpoiicTs
nepesarpyska, obHoBneHwue MO, pegaktMposaHue —pocmoTp AeTasibHOM MHPOPMALMM O MPUHATBIX TPanax
KOHUrypaumnm — MOHUTOPUHT 1 06paboTka SNMP-TpanoBs ycTponcTs

— MNoaroToBKa KOHUrypaumuii s ycTponcTs CTOPOHHWX BEHA,0POB

— Wcnonb3oBaHue Jinja-wabnoHOB Npy NoAroToBKe — 3arpyska 1 npocmoTp MIB-painnoB ycTpoONCTB CTOPOHHMX
KOHUrypaLmm BEHA0pPOB

— HacTpoiika firewall Ha cepBucHbIX MappyTm3aTopax ESR — Mpuem, dunbTpauma n aHanms Syslog-coobuieHni
M KOHTponnepax becnposogHoro goctyna WLC YCTPOKCTB

— MOHUTOPUHT 1 ynpaBaeHne Knactepom ESR — Co3gaHune nonb3oBaTebCKux gawbopaos

— YnpasneHue KoHpuUrypauuamm yctponcts MES — LLlabnoHm3aums onmcaHns cobbITUIA B NpaBuaax reHepaumm
¢ nomoubto 3anpocos SNMP SET cobbITUI

— LLlabnoHM3MpoBaHHOE yripaBaeHne KoOHPUrypaumamm — OTnpaBKa yBegoMAeHUN 0 Npobaemax 1 cobbITUAX Yepes
yctpoicts MES email-/telegram-kaHanbl

— lpynnoBoe peaakTMpoBaHne KOHOUrypaLMii yCTPOICTB — BO3MOXKHOCTb NepecblikM cobbiTuiA U Nnpobsiem BO

— OTCcnexumBaHne M3MeHeHU KoHbUrypaumm BHewwHtow SIEM-cuctemy
Ha yCcTpoMcTBax —Moaaeprkka paboTbl Ha poccuiickux OC: Astra Linux 1.8.1,

— [MoaKAYeHme K YyCTPOMCTBY C MOMOLLbIO 3MyASTOpPa RedOS 8.0 u AnbT Cepsep 10.2.1
TepMMHana

— CepBuc gns xpaHeHua MO ana ycTpoicTs

— MNaHUPOBLLMK rpynnoBoro o6HoBAEHUA

— 06CnyKMBaHME KOMMYTATOPOB, PaboTaOLMX B CTEKE

— [pynnupoBKa yCTPOWCTB 1 OrpaHMYeHmre AoCTyna
nosb3oBartenen

— PoneBas mozenb npas 414 NoAb3oBaTesNel CUCTEMBI

— ®yHKUMOHaN 6AOKMPOBaAHNA/Pa36I0KMPOBAHMSA YUETHbIX
3anucelt nonb3osaTtenen

— OyHKUMOHaN 610KMPOBaHUA AOCTYNa C ONpeaesieHHbIX
IP-agpecos

— [MbKas HacTpoIKa NOAUTUK aAMUHUCTPUPOBAHUA
naponemn

— WNHTerpaumna c LDAP u Active Directory

— OTcnexumBaHue ayTeHTUGMKaLMIM Nonb3oBaTeNnemn

— OTCcne)xmBaHue AencTBuii NoNb3oBaTeNien B cUcTeMe

— MOHUTOPUWHT U yNpaBieHMe Nob30BaTeIbCKUMU
ceccusamu

— OTCneXMBaHWE COCTOAHUSA YCTPOMCTB B PeasibHOM
BpEeMEeHMU

— Cbop, XpaHEHME N aHaNN3 MHBEHTAPHbIX AAHHbIX
N METPUK C YCTPOMCTB

— Onpoc AOCTYNHOCTM YCTPOMCTB

— O6HapyKeHWe Npobnem B CETU Ha OCHOBE aHaM3a
COB6bITUI M ynpaBaeHne UMK

— Cbop, obpaboTKa 1 xpaHeHue wireless-cobbITU

— LUeHTpanusoBaHHOe ynpasieHue wireless-koHdurypaumein
yctpoiicte WLC

— MOHUWTOPUWHT U yNpaBaeHMe TOYKaMK JoCTyna
1 6ecnpoBOAHBIMU KIMEHTaMM

— PasmelLeHme Toyek AOCTyna Ha niaHe nomeLeHmn
(cxembl pasmeleHus)

eltex.ru
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MopaepXXMBaemMbie YCTPOWUCTBA

| wes | ek | mE_ | swe' | mau | wc | ws | WOP |

MES1024
MES11xx
MES14xx
MES21xx
MES22xx
MES23xx
MES2300-xx
MES24xx
MES2410-xx
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES31xx
MES33xx
MES3300-xx
MES3400-xx
MES35xx
MES3500(1)-xx(F)
MES3500I-8P8F
MES3510S-xx
MES36xx
MES37xx
MES53xx
MES5300-xx
MES5305-48
MES5310-48
MES5320-24
MES53xxA
MES54xx
MES5400-xx
MES5410-48
MES5500-xx
MES5700-32

MES7048

ESR-1x
ESR-15(R), ESR-15R FSTEC
ESR-2x, ESR-2x FSTEC
ESR-30, ESR-30 FSTEC
ESR-31, ESR-31 FSTEC
ESR-100, ESR-100 FSTEC
ESR-200, ESR-200 FSTEC
ESR-1000, ESR-1000 FSTEC
ESR-1200, ESR-1200 FSTEC
ESR-15xx, ESR-15xx FSTEC
ESR-1700, ESR-1700 FSTEC
ESR-3100
ESR-3150

ESR-3200, ESR-3200 FSTEC

ESR-3200L, ESR-3200L FSTEC

ESR-3250
ESR-3300, ESR-3300 FSTEC
ESR-3350

VESR

ME2001
ME5000
ME5000M
ME5100
MES5100S
MES5100 rev.X
ME5200
MES5200S
MES5210S

ME6008

SMG-2 TAU-16.IP WLC-15 WB-3P-PTP2  WOP-3ax-LR5
SMG-4 TAU-24.1P WLC-30 WB-3P-PTP5 WOP-3ax-LR6
SMG-200 TAU-32M.1P WLC-3200 WB-3P-PTP6
SMG-500 TAU-36.IP WLC-3250 WB-3P-LR5
SMG-1016M TAU-72.1P WLC-3350 WB-3P-LR6
SMG-2016
SMG-3016
SMG-3116

'SMG-2, SMG-4, SMG-200, SMG-500 — mosbKo MOHUMOopuHe; SMG-1016M, SMG-2016, SMG-3016 — 0q eepcuu 10 3.20.5.X u sblwe.

Caenatb 3aka3s 0 KomnaHuu Eltex

.

+7(383) 2741001
+7(383) 274 48 48

eltex.ru
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eltex@eltex.ru

www.eltex.ru

Npeanpuatne «3ITEKC» — Beaywmnit pocCUMCKUIA pa3paboTimK U
npou3BoAUTENb KOMMYHUKaLMOHHOro obopyanosaHua ¢ 30-netHeit
nctopueit. KOMNAEKCHOCTb peLueHnii U BO3MOMKHOCTb MX 6ecluoBHOM
WHTEerpaumMm B MHOPACTPYKTYpYy 3aKasuyMKa — NpUOPUTETHOE Harmpas-
JIeHVe pPa3BUTUA KOMNAHWUMN,
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