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ECCM.CNNCOK N3MeHEeHWIA.

11819

Jo6GaBneHo

ObICTPbIV NOWCK YCTPOICTB 1 rpynn B MHTepdelice ECCM;

HaCTpOWKN NHTepBasIOB cOopa METPUK 1 Neprofa XpaHeHns AaHHbIX MOHUTOPUHIA B MHTepdelice
ECCM,;

hyHKUMM NepenMeHoBaHnA 1 NepeMeLLeHns rpynn;

oTtobpaxeHune rpacpmkos CPU/RAM/ROM + Tabnuua MHBeHTapHO! NHopMaLmMmn Ha cTpaHuLe
YCTPOWCTBa;

noafepxka mapLipytmusartopos cepun ME: MES000, MESO00M, MES100, ME5100 rev.X, ME5200,
ME5200S;

noAZepXXKka MOHUTOPUHIa TpaHKOBbIX LW/030B SMG (c Bepcueit npowwmekm ot 3.20.5.X 1 HoBee

): SMG-1016M, SMG-2, SMG-200, SMG-2016, SMG-2016 rev.B, SMG-3016, SMG-3016 rev.B, SMG-4,
SMG-500.

YnyJuieHo

NoBbILIEHa NMPON3BOANTENTbHOCTb, NO/THOCTLIO 3aBePLUEH Nepexos Ha HOBbIN ABWMXXOK A5 coopa
Tenemetpumn no SNMP 1 onpoca AOCTYNHOCTWN YCTPONCTB;

4aCTUYHO BHEAPEHO MCNO/b30BaHMe HOBOrO MexaHn3ma /19 B3aMOAeNnCcTBuMA ¢ ycTpoincteamm no SSH;
npegcrtasneHne gaT n BpemeHun npmsegeHo k ctaHgapty NOCT NCO 8601-2001;

AopaboTaH nHTepdeinc ans Bbibopa rpynn Ha CTpaHuLe YCTPOICTB;

AopaboTaH nHTepdeic ans sbibopa gat B pasgene "YCTpoincteo" - "MOHUTOPUHT,

B CKpPUNT A5 3anycka fobasneHa yctaHoBka Docker B cuctemax Astra Linux n RedOS.

NcnpaBneHo

oLIM6Ka 06HapyxeHus yctpoincte no SNMP B criyyae n3meHeHUst napaMeTpoB AOCTyna K ycTpoiicTBam,
owwmnbka yganeHus IP-cbabpviku nocne yganeHus yCTponcTs;

OLLUMGKa OTKPLITUA KapT Nnocne yaasieHns yCTPOoCcTBa, OTMEYEHHOIO Ha KapTe;

oLIM6Ka Npv yaaneHnn yCTPoCTB, korga npu 3anycke ECCM ykasbiBancsa HeBanvaHbli TFTP-agpec;
oLIM6Ka npv fAobasneHnmn yCTPOCTBa C yka3zaHMeM HenpasuibHOW MOLENN.

217138

Jo6GaBneHo

noaAepXka HoBbIX MoZenel cepBmCHbIX MappyTudatopos: ESR-20 FSTEC, ESR-21 FSTEC, ESR-100
FSTEC, ESR-200 FSTEC, ESR-1000 FSTEC, ESR-1500 FSTEC, ESR-1511 FSTEC;

noaAepxka HoBbIX Mogeneli kommyTtartopos cepuii MES2300, MES2400, MES2448, MES3300,
MESS5300A;

noagaepxka npotokona SNMPv3;

noAfepXXka MOHUTOPMHIa CTOPOHHEro 060pyA0BaHUA.

YnyJuieHo

nepenuncaH ABWKOK AN1a cbopa TenleMeTpum 1 onpoca AOoCTYNHOCTU YCTPOMNCTB;

B CKpPUNT A1 3anycka fo6aBneHbl HACTPOVKN A5 HACTPOKM paboThbl € yaanieHHbIM cepBepoM 6asbl
[aHHbIX;

06HOBNEH UHTephenc aNsa ynpasieHns rpynnamm yCTpoOnCTB.

NcnpaBneHo

owm6Ka npu aKcnopTe 60MbLLIONo KonimyecTsa ycTpoiicTe (6onee 8000);
owmnbka onpeaeneHuns craryca AoctynHocty yctpoiicte MES ISS no SNMP.
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3 1.6 - 1.7

Jo6GaBneHo

* nogaepxka HoBblx Mogenein MES2424P, MES5400-24, MES5400-48;
* nogAepXka MOHUTOpUHra mogenein SMG:
SMG-1016M, SMG-2, SMG-200, SMG-2016, SMG-3016, SMG-4, SMG-500;
* VMHCTPYMEeHTbI o115 pabothbl ¢ IP-fabric: macTtep nHnymanvsaumm n nuHtepdeiic ynpasneHus;
* MEeHeXep NMLEH3NI ans yCTpoNCTB;
* nogaepxka pabotbl Be6-mHTepdelica cmctembl No npotokony HTTPS.

YnyJuieHo

+ 06HoBNeHue Bepcun PostgreSQL ¢ 12 Ha 14;

* npuBefeHne CTUNA PUNLTPOB AaHHbIX B Tabnmuax K eauHomy Buay;

* HacTpolika napameTpoB A0CTyna K yCTpoMNCTBaM OTAE/IbHO N0 NPOTOKONaM;

* HacTpoiika BpeMeHun oxngaHus oteeta no SNMP B pasgene o6Hapy>XeHnst yCTPOICTB.

NcnpaBneHo

* COPTMPOBKA CMMCKOB Ha3BaHWii MOAENen yCTPONCTB;

* OKMBKa NPMMEHEHNS KOHpUrypaLmii yCTPOIMCTB, coaepXalmx 3ansTyo npu nepeyncneHnm
napameTpoB;

« Ay6nupoBaHue 3anpocoB B BeG-MHTepdeiice.

4 1.5 1.6

Jo6GaBneHo

* nogaepxka cemencts yctpoinictB MES3700, MES1428, MES2400, MES2424, MES2448;

* MeTKa "akTyasibHasa Bepcus MO

+ nopgaepxka TFTP B ansible-mogynax ans MES ROS 2.5, ROS 4+,

* noadepxka ncnonb3oBaHusa WabsoHoB Jinja Ans rpynnoBoro KOHUrypupoBaHus YCTPOCTB.

YnyJuieHo

+ 06beanHeHne pasaenos rpynnbl/yCTPONCTBa;

*+ pasgenexuve koHgmrypaumm Running/Draft + Backup;

+ B3aumopgeicTeme TFTP-cepBepa CO MHOTUMWN KNIMEHTaMW;

* OKHO CO3[4aHus rpynnoBbIX onepauuii Tenepb 610KMPYeTCS BO BPEMS OXUAaHUS OTBETA OT CepBepPa;

* Npw aBapunHOI OCTaHOBKe cepBuca Bo Bpems Murpaumm identity-provider goctyn k B/}, 60nbLue He
6noknpyetcs;

* YCTPOWCTBA C pa3HbiMU PEBU3UAMU OObEANHEHBI B OAHW TPYMMbl B INLEH3UAX;

* Y/IyULIEHO MaccoBOe KOHUIryprpoBaHne yCTPOCTB;

* nonpas/ieHa BaigaLmnsa MoAeNu-MLeH3nn B guanore o6aBneHns yCTponcTs -> aBTOOOHapYXeHe.

NcnpaBneHo

* HEeBO3MOXXHOCTb 3aryCTuTb eLle OAHO rpynnoBoe 06HOBNEHME NPU YXKe 3anyLLEeHHOM rpynnoBOM
06HOBMEHWU;

* U3MeHeHue ctartyca SSH;

* pasHblii perncTp B Ha3BaHMAX NPOTOKO/I0B B HACTPOMKax AOCTYyNa;

*+ owmnbKa onpegenexus yctpoiictea MES5448;

* owunbKa onpeaeneHns 3agad, Co3aaHHbIX Nosib3oBaTesieM, OT/IMYHLIM OT eccm (NMPeayCTaHOBNEHHbII
nosib30BaTesb);

+ yb6paHbl N0/10CkI NPOKPYTKM M3 MHTepdielica KapT ceTeis;

* HenpaswibHaa cepusa gnia MES2411X AC. Cepus nameHeHa Ha MES2448.
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514 - 1.5

Jo6GaBneHo

nogaepxka TFTP ansa pasgaymn paiinoB Ha ceTeBoe 060pya0BaHuE;

DHCP-cepsep;

ZTP-meHexep ANs UHULMann3aLmmn yCcTponcTs;

cbop AaHHbIX O CTPYKTYpe cetu no LLDP;

nogaepxka cemeincts yctporicts MES11xx, MES21xx, MES22xx, MES31xx;

BO3MOXHOCTb NPOBEPATH AOCTYMHOCTb CETEBOr0 060pyA0BaHNsA No yctaHoseHno TCP-coegnHeHns
(nokasbiBaeT 60/1€€ BbICOKYO NPOU3BOAUTENBLHOCTL, YeM ICMP-npoBepkn);

TpaccupoBOYHbIe 3arosioBkun B http-oTBeThI cepBepa.

YnyJuieHo

yNyylleHns KapT CETU:
* OTOBGpaXKeHne NKOHOK YCTPOICTB B COOTBETCTBUN C TUNOM 060pyAOBaHMS,
* OTOOpaXeHue cTaTycOB CETEBOW AOCTYMNHOCTY;
* aBTOMaTM4eckoe NoCTPOeHNe CBA3e Mexay YCTPOoMCTBaMU OCHOBbIBasACb Ha AaHHbIX LLDP;
* BHeApeH (PyHKLMOHaU "noakapT ceTu', N03BOMAIOLWMIA MHKANCY/IMPOBaTh CI0XKHbIE CeTeBble
CTPYKTYpbI;
* ynydweHo gob6aBneHne yCTponcTB Ha KapTy;
* ynyJlleH pyHKLUMOHaN N3MEHeHNA macluTaba KapTbl
* nepexop K CTpaHuLe yCTpoincTBa ¢ KapTbl CETY;
nepepaboTaH NoAxo4 K onpefesieHno CTaTycoB YCTPOWCTB: OTAE/IbHO 0TO6PaXKalTCs cTaTyc
06CNyX1MBaHNS YCTPOCTBA B CUCTEME U CTATyC CEeTeBOM AOCTYNHOCTM YCTPOWCTBa;
yBenMyeHa Nnpon3BoAnNTENIbHOCTb ONPOCYMKa CEeTeBO AOCTYNHOCTM YCTPOWCTB.

NcnpaBneHo

ynyudlleHa o4YncTKa ovepeam 3a4a4 Ha YCTponCcTBax OT 3aBUCLUMX 3aavy;

MCnpas/IeHO PacnosioXeHre KHOMOK NOATBEPXAEHMSA Y OTMEHbI AeCTBUA B HEKOTOPbIX Anasiorax;
06paboTka OLWMOKM MPY NOMbITKE 3KCNopTa 4EMO-NIULEH3UY;

ncnpasneHbl UMKINYeCcKne nafeHns cepeurca device-manager nocse nepesanycka;

ncnpasneHa 6nokvposka B/l npu HeycnewHol MurpaLmmn Bo BpeMs cTapTa cepBuUca;

ncnpassieHa ownbka npu MMnopTe 4J/IMHHLIX (haitioB CO CNNCKOM YCTPONCTB.

6 1.3 - 1.4

Jo6GaBneHo

MOUCK YCTPOICTB B CETU;

KapTbl ceTeil;

rpynnoBble onepauuy No KOHOUINYpPUpPOBaHNIO YCTPOWCTB;
CKPUNT AN MHCTaNALUN 1 3anycka NpoekTa;

c6op MeTpuk paboTbl cepucoB (ans Prometheus).

YnyJuieHo

ONTUMM3ALMS BHELLHErO BUAA U YA06CTBA UCMONb30BaHUSI (OUNLTPOB B Tabmuax;
CKpbITME Naposeli ans AocTyna K yCTPoCcTBaM U3 JIOr0B BbINOMIHEHUS 3aau.

NcnpaBneHo

noAcyYeT CBOOOAHBIX /TMLEH3UIA Npu f06aBNEHNN YCTPOICTB;

npo6nema oTKpPbITUA rpatIkoB MOHUTOPWHIA NPW eLLLe He 3an0/THEHHBIX JaHHbIX;
OLWMGKM NPy 06HOBNIEHWN TOKEHA aBTOPU3aLUK;

0TOGpPaXeHNe oTpULATENbHON LKasbl X HA HEKOTOPbIX rpadiunkax.
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/7 12513

Jo6GaBneHo

* nopaepxka yctpoincts MES5448/MES7048;

* BKnagka "MHdopmaums” ¢ MHBEHTapHbIMU AaHHBIMU Ha CTpaHuLLEe YCTPOWCTBa,;
+ pasgen "MepcoHasnbHas cTpaHuua” ¢ MHhopmMaume o Nosb3oBaTtene;

* 1CMOoMb30BaHNe MakpocoB A/1s1 KoHchurypmposaHus MES.

YnyJuieHo

* yCcKopeHue cb6opa MHBEHTapHbIX gaHHbIX Mo SNMP npu go6asneHnn HOBbIX YCTPONCTB;

*+ OoTOGpaKeHWe rpynnbl yCTPOCTB B pasfesie YCTPONCTBa;

+ nepexog Ha Kotlin 1.4;

* aniropuTm paboTsl ¢ KoHUrypaunsamm ESR: yepHOBUMKM Nocne NpuMeHeHnss CoxXpaHsarTes B 6ase
[aHHbIX, & He yAansTCs.

NcnpaBneHo

* HEeKOTOpble Ha3BaHWA 3aro/I0BKOB B Tabnuuax;

+ coptuposka MO no sBepcusm;

* OTOOpaeHue LBETOBOrO cTaTyca yCTPOWCTB B pasgenax "Yctpoictea" un "Mpynnbl”;
* MOACYET TPUITepoB B pasaene "CBogHast nHdopmaums”,

* OLWKMOBKM NpY 0BHOB/EHNM CTaTyca YCTPONCTB.

8 1.1 - 1.2

Jo6GaBneHo

* nogaepxka yctpoincte ESR3100 n cemeiicts ycTpoinctB MES23xx, MES33xx, MES35xX,
MES36xx, MES5312, MES5324, MES53xXA;
* MMNOPT/3KCMNOPT YCTPOWCTB B CUCTEMY.

YnyJuieHo

*+ pab6oTa web-nHTepdeiica n cuctemMbl aBTopusaumm yepes ognH TCP-nopT (Mo ymonuaHuio nopt 80);

+ fo6aBnieHa HacTpolika si3blka oTobpaxkeHns nHTepdeiica (ru/en);

* aBTOMAaTM4ecKoe NpoasieHne ceccuy web npu akTMBHOCTY B MHTepAIelice;

+ TpaccupoBka owwmn6ok ¢ backend Ha front;

* nepepaboTaH nHTepdeic 4ob6aBneHNs YyCTPOICTB B CUCTEMY;

* nepepaboTaH MHTepeinc HacTpoiikn AedhonTHbIX (ro6asbHbIX) NapaMeTPOB AOCTYNa K yCTpolicTBam;

+ pob6aBneH napcep UMeHu dhaiina s aBToMaTMyeckoro 3anosiHeHUS CepUin 1 BEPCUil Npu 3arpyske
channos MNO.

NcnpaBneHo

* COPTVPOBKa rpachvkoB Ha CTPaHULLE MOHUTOPUHIA YCTPOIACTBA NO andaBuTy;,

* OWMGKM paccrHXpoHM3auun aepeBa 06bEKTOB NPU yaaIeHNN YCTPOICTB;

* Mponyck 3anycka 3agay nosy4YeHns KoHpurypauum ycTpoiicTea nocsie ero A06aBeHus;
* OWMGKM NPV NOJTyYEHNMN I0TOB BbINO/THEHUSA 3a4au.
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9 1.0 - 1.1

Jo6GaBneHo

* cUCTEMa NIMLEH3MPOBAHMSA N0 KOMMYECTBY 06C/YXMBAEMbIX YCTPOUCTB;
* HacTpoiika MHAMBUAYabHbIX NapaMeTpoB 418 f0CTyna K yCTpoicTBam,;
* MexaHu3M gobaBneHnst YyCTPOCTB B CUCTEMY: NPV A06aBNEHNN YCTPOICTB SIBHO yKa3blBaeTcs TUM.

YnyduieHo

* noBbllLEHNE NPON3BOANTENIBHOCTN,
* ynyduleHnsa BHELWWHEro snaa.

NcnpaBneHo

+ owmbka npu yganeHun 6onee 100 yCcTpoOIiCTB;
*+ owmbKa npu nepexoge Ha Bkiagky "Mpynnbi”;
*+ owmnbKa npu 06HOB/IEHWUY TPYNMbl YCTPONCTB.

& B Bepcumn 1.1 6bIn yaaneH yHKUMOHaN A1 aBTOMATMYECKOro novcka v o6asieHns yCTPoCTB.
Mcnonb3yemasi paHee KOHLUEeNUMs 6bl1a HECOBMECTMMA C NNLEH3MPOBAHNEM U UMeNa HU3KYH
NPOV3BOANTENBHOCTb. BbINI0 MPUHATO pelleHne NOTHOCTbLIO Nepeaenarb MexaHu3M 0GHapYyXXeHUs
YCTPOICTB, OH BYAET BK/OYEH B GMKaiLLne Bepcumn.



TEXHNYECKAA NMOAAEP>XKA

[ns nonyyeHns TEXHNYECKO KOHCY/IbTaummn No BONpocamM yCTaHOBKM 1 3KCMnyataunm CUcTeMmbl
ECCM BblI MOxeTe o6paTnTbCcs B CepBUCHbIV LEeHTP koMnaHnun ELTEX:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/

Servicedesk: hitps://servicedesk.eltex-co.ru/

MONHY0 TEXHUYECKYHO AOKYMEHTaUMI0 1 NPOorpaMmMHoOe obecrnevyeHne Bbl MOXETE HalTh Ha
odhmumanbHom caiite komnaHun: https://eltex-co.ru/
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