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Bepcua fOKymeHTa

JAlaTta BbinycKa

CopeprkaHue U3smeHeHmi

Bepcua 1.45

03.12.2024

CuHXpoHu3aums c sepcuei 4.0.23.6

UsmeHeHuUA B paspenax:

5.7.1 OnucaHue aprymeHTOB KOMaHA,

5.7.3 KomaHab! ana pesepBupoBaHnA KOHGUrypaumum

5.10.1 NapameTpbl Ethernet-unrepgeiicos, Port-Channel- n
Loopback-untepdeiicos

6.2.1 O6HOBNEHMNE CUCTEMHOTO NporpammHoro obecneueHus

Bepcua 1.44

07.10.2024

CuHXpoHu3aums c sepcuei 4.0.23.5

U3meHeHusn B paspenax:
5.17.5.2 Hactpoiika npotokona MSTP

Bepcuna 1.43

12.08.2024

CuHXpoHu3saums c Bepcuei 4.0.23.1

U3meHeHuUA B pasgenax:

2.4 KOHCTPYKTUBHOE UCNONIHEHUNE

4.4 Pexxum paboTbl KOMMyTaTOpa

5.6 KomaHapbl ANs HAaCTPOMKM NapameTpoB ANA 3a4aHUA naponeit
5.7.1 OnucaHue aprymeHTOB KOMaHA,

5.8 HacTpoiika cucTeMHOro BpeMeHuU

5.17.5.1 Hacrpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.21.4 NpoTokon ynpasaeHua cetoto (SNMP)

5.22 ¥ypHan aBapuit, npotokon SYSLOG

5.23 3epKkanuposaHue (MOHUTOPUHT) NOPTOB

5.28.2.1 basoBas npoBepKa NOAJ/IMHHOCTH

5.28.2.2 PaclumpeHHasa nposBepkKa NOA/IMHHOCTH

5.28.7 dyHKumoHan First Hop Security

5.29 ®dyHKkuun DHCP Relay-nocpegHuka

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.42

04.06.2024

CuHxpoHusauuma c sepcueit N0 4.0.22.7

U3meHeHunA B pasgenax:

5.13 Mpynnbl arperauumn KaHanos — Link Aggregation Group (LAG)
5.17.7 Hactpoiika npotoKona LLDP

5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

5.33 KoHpurypauma 3awutbl ot DoS-atak

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.41

07.03.2024

CuHxpoHusauma c sepcuent MO 4.0.22

Bepcusa 1.40

19.12.2023

CuHxpoHusauuma c sepcueit MO 4.0.21.7

Bepcuma 1.39

20.10.2023

CuHxpoHusauuma c sepcueit MO 4.0.21.5

U3meHeHuA B pasgenax:

2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKU

5.19.1 ®dyHKUMA nocpesHUKa npoTtokona IGMP (IGMP Snooping)
5.21.1 MexaHusm AAA

5.29.1 ®dyHKummn DHCP Relay gns IPv4

5.32 KoHdwurypauyma ACL (cnuckm KoHTponsa goctyna)

5.35.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)
5.35.13 KoHdurypauusa BupTyanbHoi 061actm mapLipytusauum
(VRF lite)

Bepcua 1.38

09.08.2023

CuHxpoHusauums c sepcueit M0 4.0.21

N3meHeHUA B pasgenax:
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2.3 OCHOBHble TEXHUYECKUNE XapaKTEePUCTUKHU

5.5 KomaHgbl ynpaBieHUsa cuctemoim

5.8 HacTpoiika cucTeMHOro BpemeHu

5.21.2 NpoTtokon RADIUS

5.28.2.3 HacTpoiika akTUBHOro ceaHca KnueHta (CoA)

5.33 KoHurypauma 3awutbl ot DoS-atak

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35.6 HacTtpoiika Route-Map

Bepcua 1.37

28.04.2023

CuHxpoHusaums c sepcueit MO 4.0.20

U3meHeHus B paspenax:

5.7.1 OnucaHue aprymeHTOB KOMaHA,

5.10.2 Hactpoiika VLAN u peKumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBO npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.28.1 dyHKUUM 06ecneyeHnn 3aWmTbl NOPTOB

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotoKona BGP (Border Gateway Protocol)
5.35.5 Hacrpoiika npotokona IS-IS

Bepcua 1.36

23.01.2023

CuHxpoHusauums c sepcuent M0 4.0.19

U3meHeHuUA B pasgenax:

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 HacTpoiika VLAN u peMumoB KommyTauum nHtepdeiicos
5.16.1 NpoTtokon IPv6

5.17.5.1 Hacrpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.19.1 ®dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.20.1 NMpoTtokon PIM

5.20.4 ®dyHKumua IGMP Proxy

5.21.2 NMpotokon RADIUS

5.21.4 NpoToKon ynpasneHus cetbto (SNMP)

5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

5.28.1 dyHKLUUM 06ecnevyeHnn 3aWwmTbl NOPTOB

5.28.2.2 PaclumpeHHasa nposBepKa NOA/IMHHOCTH

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctTaTuecKoii mapLupyTusaumm

5.35.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcusa 1.35

16.12.2022

CuHxpoHusauma c sepcuent M0 4.0.18.4

Bepcna 1.34

29.11.2022

CuHxpoHusauuma c sepcueit MO 4.0.18.2

U3meHeHus B paspgenax:

5.7.3 KomaHgb! gna pesepBupoBaHUA KOHUIrypauumn
5.10.1 Napamertpsbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.17.2 HacTpoiika npoTtoKkona ARP

5.17.8 Hactpoiika npotokona OAM

5.17.5 CemeicTBO NnpoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.21.4 NpoTokon ynpasaeHus cetoto (SNMP)

5.34.1 Hactpoiika QoS

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.33

29.07.2022

CuHxpoHusaums c sepcueit MO 4.0.18

[Nob6aBneHbl pasgenni:
5.35.13 KoHdurypauma BupTyasnbHOM 061acTU MmapLupyTU3auum
(VREF lite)

U3meHeHun B paspenax:

5.5 KomaHgbl ynpaBieHUsa cuctemoim

5.7.2 KomaHgapb! gnsa paboTbl ¢ paiinamu

5.10.1 Napamertpsbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-untepdeiicos

5.14 Hactpoiika IPv4-agpecauum

5.17.5 CemeiicTBO npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.21.7 HacTpoiika goctyna

5.23 3epKkanuposaHue (MOHUTOPUHT) NOPTOB

5.28.5 3awuTa IP-agpeca KnueHTa (IP source Guard)

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTMiueckoii mapLupytTusaumm

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcma 1.32

27.06.2022

CuHxpoHusauums c sepcuent MO 4.0.17

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKu

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.2 Hactpoiika VLAN u pe}KMumoB KommyTauum uHtepdeincos
5.11 Selective Q-in-Q

5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
5.17.7 Hactpoiika npoToKona LLDP

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.5 RADIUS-asTopusauma sanpocos IGMP

5.21.2 Npotokon RADIUS

5.32.1 KoHdurypaumsa ACL Ha 6ase IPv4

5.32.3 KoHdurypauma ACL Ha 6a3e MAC

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

Bepcma 1.31

01.04.2022

CnHxpoHusauma c sepcueit N0 4.0.16.14

Bepcuma 1.30

28.02.2022

CuHxpoHusauums c sepcuei N0 4.0.16.13

Bepcuna 1.29

12.01.2022

U3meHeHuA B paspgenax:

2.3 OCHOBHbIe TEXHUYECKNE XapaKTEePUCTUKU
5.18 Voice VLAN

5.25.3 lnarHocTUKa MHAUKauum nHtepdeincos
5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.32.2 KoHdurypauusa ACL Ha 6ase IPv6

5.32.3 KoHdurypauua ACL Ha 6a3e MAC

Bepcua 1.28

12.11.2021

U3meHeHuA B pasgenax:

2.1 HazHauyeHue

2.3 OCHOBHbIe TEXHUYECKNE XapaKTEePUCTUKU

2.4.1 BHewWwHWA BUA U ONUCaHUe NepeaHeii NaHeNmn ycTpoicTea
2.4.2 3aaHAA 1M BepPXHAA NaHen YCTPOiiCcTBa

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.27 12.10.2021 U3meHeHunA B paspenax:

2.3 OcHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.19.2 Npasuna rpynnoeoi agpecauunun (multicast addressing)
5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

Bepcua 1.26 30.07.2021 Jo6asneH kommyTtatop MES2324P ACW

U3meHeHun B pasgenax:

2.3 OCcHOBHbIe TeXHUYeCKue XxapaKTepucTuku

2.4.1 BHewHW BUA U ONUCaHUe NnepeaHeii NaHemn ycTpoicTea
2.4.2 3aaHAA 1 BepPXHAA NaHe/In YCTPoiicTBa

2.4.4 CeeTtoBaA UHAMKALMA

4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHabl ynpaBaeHus cuctemoi

5.8 HacTpoiika cucTeMHOro BpeMeHuU

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.17.5 CemeiicTBO NnpoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.22 ¥ypHan aBapuii, npotokon SYSLOG

5.31 KoHdurypauma DHCP-cepsepa

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.6 Hacrpoiika Route-Map

Bepcua 1.25 30.04.2021 [Oob6aBneHbl pasgenbi:
5.25.3 lnarHocTMKa MHAUKauMm nHtepdeincos

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKu

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.4 Hacrpoiika uHtepdeiica IP

5.11 Selective Q-in-Q

5.12 Storm Control ana pasnuuHoro Tpaduka (broadcast,
multicast, unknown unicast)

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.18 Voice VLAN

5.21.1 MexaHusm AAA

5.28.6 KoHTposb npoTokona ARP (ARP Inspection)

5.28.2 NpoBepKa NOAJANMHHOCTM K/IMEHTA HA OCHOBe NnopTa (cTaH-
Baprt 802.1x)

5.28.3 Hactpoiika ¢pyHKumn MAC Address Notification

5.33 KoHurypauma 3awutbl ot DoS-atak

5.34.1 Hactpoiika QoS

Bepcua 1.24 02.03.2021 CuHXpoHu3sauuma c sepcueit N0 4.0.15.3

Bepcua 1.23 10.02.2021 U3meHeHuA B pasgenax:

2.2.3 dyHKUMM BTOPOro YpOBHA ceTeBoii moaenu OSI

2.4.4 CeeTtoBaA UHAMKALMA

4.5.1 ba3oBas HacTpoiika KOMMmyTaTopa

4.5.2 Hactpoiika napameTtpoB cuctembl 6e3onacHocTn

5.5 KomaHgbl ynpasieHusa cuctemon

5.12 Storm Control ana pasnnuHoro Tpaduka (broadcast, mul-
ticast, unknown unicast)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 5
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Bepcua 1.22 24.12.2020 [Nob6aBneHbl pasgenbi:
5.35.12 MNMpoTtokon GRE
U3meHeHuUA B paspenax:
5.7.4 KomaHAabl gna aBTOMaTUYeCcKoro o6HoBneHUA U KoHdurypa-
T
5.10.2 Hactpoiika VLAN u peKumoB KommyTauum uHtepdeincos
5.10.3 HacTpoiika Private VLAN
5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)
5.17.1 Hactpoiika npoTtokona DNS — cucrembl AOMEHHbIX UMEH
5.21.3 Nportokon TACACS+
5.28.4 KoHTtpoab npotokona DHCP u onuua 82
5.33 KoHdwurypaumsa 3awurbl ot DoS-atak
5.34.1 Hactpoiika QoS
Mpunoxkenue . OnucaHMe NpoueccoB KOMMyTaTopa
Bepcma 1.21 27.10.2020 U3meHeHunA B paspenax:
2.5 KomnneKT nocraBku
5.7.2 KomaHabl gna pabotbl ¢ paitnammu
5.33 KoHdurypaumsa 3awurbl ot DoS-atak
Bepcuma 1.20 16.10.2020 U3meHeHuA B pasgenax:
2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKMN
5.17.4 MexaHu3am o6HapyxeHusa netenb (loopback-detection)
5.20.4 ®dyHKumua IGMP Proxy
Bepcma 1.19 14.09.2020 U3meHeHunA B paspgenax:
5.1 ba3oBble KOMaHAbl
5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-unrepdeiicos
5.17.11 Hactpoiika ¢yHKuumM Layer 2 Protocol Tunneling (L2PT)
5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)
5.28.1 dyHKUUM 06ecneyeHnn 3aWmTbl NOPTOB
5.28.5 3awumTa IP-agpeca KnueHrta (IP source Guard)
Bepcma 1.18 02.09.2020 [Oob6aBneHbl pasgenbi:

5.26 IP Service Level Agreements (IP SLA)

5.28.2.3 HacTpoiika aKTMBHOro ceaHca KnuneHTa (CoA)
5.35.5 HacTpoiika npotoKona IS-IS

5.35.8 HacTpoiika cBA3KM Kntoueit

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYECKUEe XapaKTepPUCTUKU

2.4.4 CBeToBas MHAUKALMUA

2.5 KomnneKT nocraBku

5.7.2 KomaHgab! gnsa paboTbl ¢ pailnamm

5.10 KoHdwurypauma nntepdeiicos n VLAN

5.10.1 Napamertpsbl Ethernet-untepoeiicos, Port-Channel- n
Loopback-untepdeiicos

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.4 ®dyHKumua IGMP Proxy

5.21.1 MexaHusm AAA

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.1 ®dyHKLUUM 06ecnevyeHnn 3aWwmTbl NOPTOB

5.28.4 KoHtponb npotokona DHCP v onuua 82

5.32 KoHdwurypauma ACL (cnucku KOHTpoAa aocTyna)

5.34 KauectBo ob6cnyxunsaHua — QoS

5.35.2 Hactpoiika npotokona RIP

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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5.35.4 HacTpoiika npotoKkona BGP (Border Gateway Protocol)

Bepcna 1.17 23.01.2020 [Ho6asneH KommyTtaTtop MES3510P, y6paH MES2326

U3meHeHus B paspenax:

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 Hactpoiika VLAN u peKumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.3 MLD snooping — NPOTOKO/ KOHTPO/Si MHOFOa4pecHoro
Tpaduka B IPv6

5.28.4 KoHtponb npotokona DHCP u onuyua 82

Bepcua 1.16 22.10.2019 [No6aBneHbl pasgensi:

3.3 YcTaHoBKa ycrpoiicte MES3508, MES3508P, MES3510P Ha
DIN-peiiky

4.5.1.2 PaclumMpeHHas HaCTpoOiiKa ypoBHA AocTyna

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.7.3 YpaneHHblit 3anycKk KomaHg, nocpeacrsom SSH

5.28.7 dyHKumoHan First Hop Security

5.35.11 Hactpoiika npotokona Bidirectional Forwarding Detec-
tion (BFD)

U3meHeHus B paspgenax:

5.7.2 KomaHgapb! gna pabotbl ¢ painamm

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.10.2 Hactpoiika VLAN u pe}KumoB KommyTauum uHtepdeiicos
5.17.5 CemeiicTBO NnpoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.2.2 PaclumpeHHasa nposBepKa NOA/IMHHOCTH

5.29.2 ®yHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6
Relay Agent (LDRA)

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npoToKona IS-IS

Bepcua 1.15 16.09.2019 [Oob6aBneHbl pa3gensi:

5.29.1 ®dyHKummn DHCP Relay gns IPv4

5.29.2 dyHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6 Re-
lay Agent (LDRA)

U3meHeHuA B paspgenax:

2.3 OCHOBHbIe TeXHUYECKUEe XapaKTepPUCTUKU

2.5 KomnneKT nocraBku

4.5.1 ba3oBasa HaCTpoOiiKa KOMMyTaTopa

5.10 KoHdwurypauma unutepdeiicos n VLAN

5.22 }XypHan aBapuit, npotokon SYSLOG

5.28.2.3 Hactpoiika akTUBHOro ceaHca KameHTa (CoA)
5.32 KoHowurypauma ACL (cnucku KOHTpoAA aocTyna)

Bepcua 1.14 27.05.2019 [ob6aBneHbl pasgenbi:

5.17.10 Hactpoiika ¢pyHKumum Flex-link

5.19.5 RADIUS-asTopusauus sanpocos IGMP
5.20.2 ®dyHKkuma PIM Snooping

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 7
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5.20.3 Npotokon MSDP
5.35.5 HacTpoiika npotoKona IS-IS
5.35.7 Hactpoiika Prefix-List

U3meHeHun B paspenax:

2.2.4 dyHKUMM TpEeTbero ypoBHA ceTeBoit mogenu OSI

2.3 OCHOBHbIE TEXHUYECKUE XapaKTePUCTUKMN

5.10 KoHdurypauma untepdeiicos n VLAN

5.14 Hacrtpoiika IPv4-agpecauum

5.19.4 dyHKUUM orpaHuyeHuna multicast-tpadpuka

5.20.1 NMpotokon PIM

5.20.4 dyHKuma IGMP Proxy

5.21.4 NpoTtoKon ynpasneHusa cetbto (SNMP)

5.28.4 KoHTpoab npotokona DHCP u onuua 82

5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.35 KoHdurypauma npoToKON0B MapLupyTU3aumum

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcuna 1.13

05.02.2019

U3meHeHuUA B pasgenax:

2.2.4 ®yHKUMM TPETbEro YPOBHA ceTeBoi mogenu OSI
4.4 Pexxum paboTbl KOMMyTaTOpa

5.17.3 Hactpoiika npotokona GVRP

5.21.7.1 Telnet, SSH, HTTP n FTP

5.25.2 inarHocTMKa onTMY4EeCKOro TpaHcmeepa
5.27.2.2 PaclumpeHHas HacTPOMKa NOAJMHHOCTHU
5.27.3 KoHtponb npotokona DHCP u onuun 82
5.28 ®yHKkuun DHCP-Relay nocpegHuka

5.5 KomaHpabl ynpasaeHUsa cuctemoim
YBenuueHo Koaundecrso Port-Channel go 48

Do6asneHbl pasgensi:

5.17.9 Hactpoiika npotokona CFM (Connectivity Fault Manage-
ment)

5.34.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcma 1.12

01.11.2018

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTuKku

5.17.4 MexaHusm o6Hapy:KeHus nerenb (loopback-detection)
5.5 KomaHgbl ynpasieHUa cuctemon

5.19.2 Npasuna rpynnoBoii agpecauunun (multicast addressing)

Bepcma 1.11

28.09.2018

LOob6asneH pasgen:
5.17.5.3 Hactpoiika npotokona PVST+

U3meHeHuA B pasgenax:

2.4.1 BHelWwHWA BUA U ONUCaHUE NepeaHeli naHen yCcTpouicTea.
4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHgbl ynpaBieHUsa cuctemon

5.17.3 Hactpoiika npotoKkona GVRP

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.2 Npasuna rpynnoBoii agpecaumnun (multicast addressing)
5.25.2 inarHocTnKa onTM4eCcKoro TpaHcusepa

5.25.1 ilnarHocTuKa megHoro Kabensa

5.21.2 Npotokon RADIUS

5.26 dneKkTponutaHue no nuHuam Ethernet (PoE)

5.27.1 ®dyHKuMA o6ecneyeHuUA 3aWMTbl NOPTOB

5.30 KoHourypauma DHCP-cepsepa

5.4 HacTpoiika MaKpOKOMaHA,
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Bepcma 1.10 28.06.2018 U3meHeHuUA B pasgenax
5.13 pynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
Bepcma 1.9 28.05.2018 [ob6aBneHbl pasgenni:

5.3 NepeHanpaeneHue BbiBoAa KOMaHg, CLI B npon3Bo/bHbINA
daiin Ha N3Y
5.34.5 Hactpoiika Equal-cost multi-path (ECMP)

U3meHeHus B paspenax:

2.3 OCHOBHble TeXHUYECKue XxapaKTepucTuku

5.7.4 KomaHgapb! gna aBTomaTuueckoro o6HoBneHus u KoHdurypa-
uum

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel u Loop-
back-untepdeiicos

5.13 F'pynnbl arperauum KaHanos Large Aggregation Group

5.14 Hactpoiika IPv4 agpecauumn

5.17.1 Hactpoiika npoToKkona DNS — cuctembl SOMEHHbIX UMEH
5.17.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
5.19.5 dyHKUUA MHOroaapecHoi mapwpyTtusauum IGMP Proxy
5.20 MHoroagpecHasa maplipyTtusaumua — npotokon PIM

5.30 KoHourypauua DHCP-cepsepa

5.34.3 Hactpoiika npotokona OSPF, OSPFv3

NPUNOXKEHUE A. NTPUMEPbI MTPUMEHEHUA U KOHOUTYPALIUU
YCTPOWMCTBA

NPUNOXEHUE I'. ONUCAHME NMPOLLECCOB KOMMYTATOPA

Bepcna 1.8 12.12.2017 U3meHeHunA B paspenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTUKu

2.4 KOHCTPYKTUBHOE UCMNOJIHEHUE

2.4.4 CeeToBaa MHAUKALMA

5.4 KomaHAbl ynpaBieHUsa cuctemoim

5.9.1 NapameTpbl Ethernet-unrepdeiicos, Port-Channel n Loop-
back-untepdeiicos

5.9.2 Hactpoiika VLAN u pe}MmoB KommyTauumn uHtepdeiicos
5.16.7 Hactpoiika npotoKkona LLDP

5.18.1 ®yHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.20.4 NpoToKon ynpasneHua cetbto (SNMP)

5.20.6 Cnucku goctyna ACL ans ynpasieHUA YCTPOUCTBOM
5.24.2 inarHocTMKa onTU4ECKOro TpaHcueepa

6.2 XXypHan aBapwmii, npoTtokon Syslog.

6.9 KoHpurypauua PPPoE Intermediate Agent

Bepcna 1.7 18.09.2017 [Oob6aBneHbl pa3gensi:
5.9.3 HacTtpoliika Private VLAN

U3meHeHuUA B pasgenax:

2.3 OCHOBHble TEXHUYECKUNE XapaKTEePUCTUKU

5.4 KomaHpgbl ynpaBieHUA cMCTemoin

5.9.2 Hactpoiika VLAN u pexXMmoB KommyTauumn uHtepdeiicos
5.16.4 MexaHu3am o6HapyxeHusa netenb (Loopback-detection)
5.18 I'pynnoBasa agpecaumsa

5.20.6 Cnucku pocryna ACL anAa ynpaBieHUA yCTPOICTBOM
5.20.2 Npotokon RADIUS

5.20.4 NpoTokon ynpasaeHus cetbto (SNMP)

5.21 }XypHan aBapuit, npotokon SYSLOG

5.26.3 KoHTponb npotokona DHCP u onuua 82

5.28 KoHowurypaumsa PPPoE Intermediate Agent

5.32.1 Hactpoiika QoS
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Bepcua 1.6 25.05.2017 [Nob6aBneHbl pasgenbi:
5.16.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
U3meHeHun B paspenax:
2.2.4 dyHKUMM TpeTbero ypoBHA ceTeBot mogenu OSI
5.9 KoHdurypauua nurepdeiicos n VLAN
5.12 Fpynnbl arperaumm KaHanos — Link Aggregation Group (LAG)
5.16.4 MexaHu3am o6HapyxeHusa netenb (Loopback-detection)
5.16.6 HacTtpoiika npotokona G.8032v2 (ERPS)
5.20.4 NpoTokon ynpasaeHus cetoio (SNMP)
5.20.7.1 Telnet, SSH, HTTP un FTP
5.26.1 PyHKLUUM 06ecnevyeHnA 3aWwmuTbl NOPTOB
5.27 ®dyHkuum DHCP Relay nocpeaHuka
5.28 KoHowurypaumsa PPPoE Intermediate Agent
5.30.3 KoHdurypaumua ACL Ha 6a3e MAC
5.32.1 Hactpoiika QoS
5.33.3 Hactpoiika npotokona OSPF, OSPFv3

Bepcua 1.5 23.03.2017 [Oob6aBneHbl pasgenbi:
5.6.3 KomaHpab! gna pesepsupoBaHua KoHpurypauum
5.26.6 Hactpoiika ¢pyHKkumn MAC Address Notification
NPUNOXEHUE I ONMUCAHME NPOLLECCOB KOMMYTATOPA
U3meHeHus B paspgenax:
4.3 3arpy3o4yHoe MeHto
5.4 KomaHgbl ynpaBieHUA CUCTEMOM
5.6.2 KomaHab! gnsa paboTbl ¢ paiinamu
5.9 KoHurypauus nHtepodeiicos
5.18.2 ®dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.16.2 Hacrpoiika npotokona ARP
5.16.5.1 Hactpoiika npotokona STP, RSTP
5.20.1 MexaHusm AAA
5.26.3 KoHTtponb npotokona DHCP u onuua 82
6.1 MeHto Startup

Bepcna 1.4 09.09.2016 [o6aBneHbl pasgensi:
2.4 KOHCTPYKTUBHOE UCNOIHEHUe — A06aBneHo onucaHue Kom-
myTtatopos MES2308
5.8 KoHpurypauma sBpemeHHbIX MHTepBanoB time-range
5.15.8 Hactpoiika npotokona OAM
5.17.4 ®yHKuMM orpaHnueHuna multicast-tpadpuka
5.24 dneKTponuTtaHue no nmHuam Ethernet (PoE)
5.27 KoHowurypaumua PPPoE Intermediate Agent
U3meHeHuA B paspgenax:
2.3 OCHOBHbIe TEXHO/IOTUYECKUE XapaKTEPUCTUKHU
5.4 KomaHgbl ynpaBieHUa CMCTeMoi
5.7 HacTpoiiKa CUCTEMHOrO BpeMeHU
5.8 KoHdurypauua nHtepdeiicos
5.12 HacTtpotiika IPv4-agpecauum
5.15.5 CemeiicTBO NpoToKoaoB STP (STP, RSTP, MSTP)
5.17.1 Npasuna rpynnosoii agpecaumnun (multicast addressing)
5.17.2 dyHKUMA nocpesHUKa npotokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA
5.19.2 MNpoTtokon RADIUS
5.19.5 NpoToKon ynpasneHus cetbto (SNMP)
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Bepcma 1.3 22.07.2016 [Nob6aBneHbl pasgenni:
5.15.6 HacTtpoiika npotokona G.8032v2 (ERPS)

U3meHeHun B paspenax:

2.2.3 dyHKUMM BTOPOro YPOBHA ceTeBoii moaenu OSI
5.4 KomaHabl ynpaBaeHUsa cuctemoim

5.8.2 HacTtpoiika untepdeiica VLAN

5.19.1 MexaHusm AAA

5.19.8.1Telnet, SSH, HTTP u FTP

5.20 XypHan aBapuit, npotokon SYSLOG

5.27 KoHdurypauma ACL (CnUCKM KOHTpOANA Ao0CTyna)

Bepcusa 1.2 25.05.2016 Do6aeneHbl pasgenol:

2.3 OCHOBHbIe TEXHONOTUYECKUE XapaKTEPUCTUKMN

2.4 KOHCTPYKTUBHOE UCNOTHEHUE - ONUCaHUue KOMMYTaTopoB
MES2348B

Bepcma 1.1 12.05.2016 [Oob6aBneHbl pasgenbi:

2.3 OCHOBHbIe TEXHO/IOFMYECKUE XapaKTePUCTUKHN

2.4 KOHCTPYKTUBHOE UCNO/IHEHUE - ONUCAHUE KOMMYTAaTOPOB
MES3324, MES2324

YpaaneH paspen:
5.14.2 TyHHenupoBaHue npotoKoa IPv6 (ISATAP)

Bepcua 1.0 25.03.2016 MNepBas ny6aunkauus.

Bepcua NO 4.0.23.6
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YC/TOBHbIE OBO3HAYEHMUA

O603HauyeHue OnucaHue
B KBaZpaTHbIX CKOBKax B KOMAHAHOW CTPOKe yKa3blBatoTcA HeobA3aTebHble
[1] napameTpbl, HO UX BBOA, NpeaoCcTaBAAeT onpenesieHHble AONOJHUTENbHbIE
onumm.
0 B durypHbix ckobkax B KOMaHAHOM CTPOKe YKa3blBAOTCA BO3MOXKHble 061-
3aTesibHble NapameTpbl. Heobxoanmo BbibpaTb OANH U3 NAapPaMeTPOB.
«,» ﬂ,aHHbIe 3HaKM B ONNCaHNUN KOMaHAbl UCNOJIb3YIOTCA ANA YKa3aHWA Anana-
«=-» 30HOB.
«|» [aHHbIN 3HAK B ONUCaHMM KOMaHAbl 0603HAYaeT KUANY.,
«f» [JaHHbIV 3HaK B onNncaHMe KOMaHAbl YKa3blBAeT HA 3HAYEHUE NO YMOYAHUIO.
Kypcue Calbri KypcmBom Calibri yKkasbiBatoTcaA mepemeHHble WM NapameTpbl, KoTopble
Heob6X04MMO 3aMEHUTb COOTBETCTBYIOLLMM CIOBOM UJIU CTPOKOWA.
MNonyKupHobiii MonyXnMpHbIM WPUHTOM BblgeIeHbl NPUMEYAHNA N NpeaynperKaAeHUA.
<MonyxcupHoliii MonyXMpHbIM KYPCMBOM B Yr10BbIX CKOOKax yKasblBatOTCA Ha3BaHWA Kna-
Kypcue> BMLU Ha KnaBuaType.
Courier New MonyxupHbiMm wWpndptom Courier New 3anmcaHbl NPUMepbl BBOAA KOMaHA.
. WpudTtom Courier New B pamMmKe € TEHbIO YKa3aHbl pe3yabTaTbl BbINOJHEHMA
Courier New
KOMaHA,

MpumeyaHuna u npegynpexaeHus

BaHMIO U HaCTPOWKe YyCTPoiiCTBa.

MpeaynpexaeHna UHGOPMUPYIOT NONb30BATENA O CUTYaLUUAX, KOTOpble MOryT HaHecTu

/5- MpumeyaHuA coaeprKaTt BaXKHy0 MHGOPMALMIO, COBETbI UM PEKOMEHL,ALUM MO UCNONb30-
’ Bpep, yCTPOUCTBY UM YEIOBEKY, NPUBECTU K HEKOPPEKTHOW paboTe ycTpoiicTBa uam notepe
=

AdHHDbIX.
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1 BBEAEHME

B nocnegHue rogbl HabaogaeTca TeHAEHUMA K peannsaumm macTabHblX NPOEKTOB NO OpraHM3aumnn
ceTeli cBA3U B COOTBETCTBMM C KoHuenumelr NGN (ceTu cneaytouiero nokoneHma). OAHOM M3 OCHOBHbIX 3a4au
NPW NOCTPOEHUM KPYMHbIX MY/IbTUCEPBUCHDIX CETEM ABNAETCA CO34aHNE HAaZAEKHbIX U BbICOKONPOU3BOAUTEb-
HbIX TPAHCNOPTHbIX CETEN, KOTOPbIE ABAAKOTCA ONOPHbLIMM B MHOTOC/I0MHOM apxmTekType NGN.

Mepesaya wHPoOpMaummM Ha 6ONbLWKMX CKOPOCTAX, OCOBEHHO B CeTAX KPynHOro MacwTaba,
noApasymeBaeT BbI6Op TaKoW TOMONOIMM CETM, KOTOpas Mo3BOAAET MMOKO OCYLLeCTBAATb pacnpenesneHne
BbICOKOCKOPOCTHbIX NOTOKOB.

Kommytatopbl MES23xx, MES33xx n MES5324 moryT UCcno/ib30BaTbCA Ha CETAX KPYMHbIX NpeanpuaTni
W NpeanpuATUIn Manoro u cpegHero busHeca (SMB), B onepatopckux cetax. OHM obecneyumBatoT BbICOKYHO
NpPOW3BOAUTENBHOCTb, FMOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KauyecTBO 06cay»KMBaHUA (QOS).
KommyTtatopbl MES5324 1 MES3324 061aaatoT NOBbILEHHOM HafeXHOCTbIO 3a CYET pe3epBUpPOBaHMA Y3/10B,
onpeaenatowmx becnepebonHoOCTb GYHKLUMOHNPOBAHMA — MoAyAeN NMUTAHNA U MOAYNEN BEHTUNALMUMN.

JNInHelika npomblwneHHbix KommyTaTopos IJITEKC cepun MES35xx npegHasHavyeHa 414 opraHM3aumm
3aLUMLLEHHDbIX OTKA30yCTOMYMBBLIX CETEN Mepeayu AaHHbIX Ha 0ObeKTax, rae HeobxoAMMO BbIMOJHEHME
TpeboBaHMI MO YCTOMYMBOCTM K BO3LENCTBUAM PA3NMYHOIO BMAA TEMMEpPaTypHbIM U MEXAHUYECKUM
BO34EeNCTBMAM, BUOpaLMK U Ap.

B HacToAwem pyKOBOACTBE U3/I0XKEHbl Ha3HAYeHMe, TEXHUYECKUE XapaKTepPUCTUKU, peKoMeH4aumun no
Ha4YasbHOM HaCTpOVIKe, CUNHTAKCUC KOMaHA4 AnA KOH(I)MpraLI,MM, MOHUTOPUHIa U obHoBNEHUA nporpamMmmHoro
obecneveHus KOMMYTATOpPOB.
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2 OINUCAHUE U3AENUNA

2.1 Ha3HaueHue

KommyTtatopbl arperaumm MES33xx, MES5324 — 370 BbICOKOMNPOU3BOAUTE/IbHbIE YCTPOMCTBA],
OCHalleHHble WHTepdelicamm 10GBASE-R, 40GBASE-R w npepgHasHayeHHble AN WCNONb30BaHUSA B
OMepaTopCKMX CETAX B Ka4ecTBe YCTPOMCTB arperaumm 1 B LieHTpax o6paboTkm aaHHbIx (LLOA) B KauecTse Top-
of-Rack nnun End-of-Row kommyTtaTopos.

MopTbl ycTpoicTBa noaaep»kusatoT paboTy Ha ckopoctax 40 Féut/c (QSFP+) (MES5324), 10 Iéut/c
(SFP+) nan 1 réut/c (1000BASE-X 1 1000BASE-T SFP), uto obecneumsaeT rMbKOCTb B MCNOAb30BaHUU U
BO3MOKHOCTb NOCTENEHHOrO nepexosa Ha 6osiee BbICOKME CKOPOCTM Nepenauyn AaHHbIX. Hebnokupyeman
KOMMYTaLMOHHAA MaTpULa NO3BO/IAET OCYLLECTBAATL KOPPEKTHYIO 06paboTKy NaKeToB NPU MaKCMMasbHbIX
HarpysKax, COXpaHas Npu 3TOM MUHMMAa/bHbIE U NPeacKasyemMble 3aePKKM Ha BCeX TMNax Tpaduka.

Cxema BeHTUNAUMM front-to-back obecneunBaet addeKkTMBHOE OXNaxKAEHME NPU WUCNOJb30BAHMM
YCTPOMCTB B YC0BUAX COBpeMeHHbIx LLO/.

[y6nnpoBaHHble BEHTUAATOPbI M UCTOYHWUKU MUTAHUA MOCTOAHHOTO WAM MNEPEeMEHHOro TOKa B
COYEeTaHWM C Pa3BUTOM CUCTEMOI MOHUTOPMHIA annapaTHOW YacTu YCTPOWCTBA NO3BOAIOT NOYUYNUTL BbICOKME
NoKasaTenn HageKHOCTU. YCTPOWCTBa MMEIOT BO3MOMHOCTb ropsadYeil 3amMeHbl MoAyner NUTaHuUA U
BEHTUNALMOHHbIX Mogynen, obecneymsan becnepebonHOCTb GYHKLUMOHMPOBAHUA CETM onepaTopa.

KommyTtatopbl goctyna MES2308(R), MES2324(B)(F)(FB), MES2348B, MES23xx(P) — ynpaBnsemble
KOMMYTaTOpbl YPOBHA L3, OCylLecTBAAIOT NOAK/IIOYEHME KOHEUYHbIX NO/b30BaTeNel U ceTel npeanpuaTuii
Masioro 1 cpeaHero 6M3Heca K CeTAM OnNepaTopos CBA3M C NomMoLLbio HTepdeicos 1/10 Gigabit Ethernet.

MpomblwneHHble KommyTaTopbl MES23281, MES3508(P), MES3510(P) npeaHa3Ha4yeHbl AnA opraHusa-

UMM 3alUMULLEHHbIX CeTel nepepayn AaHHbIX Ha 06beKTax, rae Heob6xo4MMO BbINOJHEHWE TPeboBaHMIA MO
obecneyeHuUIo yCTOMUMBOCTM K TeMNepaTypHbIM BO34,ENCTBUAM.

2.2 O®yYHKUUM KOMMYTATOpA

2.2.1 basosble hyHKYuU
B Tabanue 1 npuseaeH cnncok 6a3oBbix GyHKUKWIA YCTPOMUCTB, ZOCTYMNHbIX 418 a4MUHUCTPUPOBAHUSA.

Tabnunua 1 — basoBble GpyHKLMN YCTPOKCTBA

3awuma om B1OKMpPOBKa BO3HUKAET B C/IyHaAx NeperpysKku BbIXOAHbIX MOPTOB YCTPOMCTBA Tpa-
6n0KupoesKu GUKOM OT HECKONIbKMX BXOAHbIX MOPTOB. ITO NPUBOAUT K 3a4epKKam rnepesaum
oyepedu (HOL) JaHHbIX N NOTepe NaKeToB.
Moddepxka c 6
NocobHOCTb NoAAepKMBATb Nepefaydy CBEPXANMHHBIX KagpoB, YTO Mo3Bo/AeT

C8EepPXOAUHHbIX AAep PEAatly CBEPXA AP .

nepesaBaTh AaHHbIE MEHbLUMM YMCAOM NAKETOB. ITO CHUNKAET 06bem cayKebHoM
Kaodpoe (Jumbo

MHbopMaLmun, Bpems 06paboTKu 1 nepepbiBbI.
frames)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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YnpaeneHue
nomokom
(IEEE 802.3X)

YnpaBneHne NoTOKOM NO3BOJIAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C Bbl-
COKOCKOPOCTHbIM. 1A NpefoTBpaLLeHnsa nepenosiHeHns bydepa HU3KOCKOPOCT-
HOe YCTPOMCTBO MMeeT BO3MOXKHOCTb OTNPaBnATb nakeT PAUSE, Tem cambim WH-
bopmMUpyA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTU cAeNaTb Naysy npu
nepesave NakeTos.

Paboma e cmeke
ycmpoiicme

KommyTaTop noaaep:kmeaer obbeanHeHNe HECKONIbKUX YCTPOMCTB B CTEK. B aTom
C/lyyae KOMMYTaTOpbl PAcCMaTPMBAIOTCA KaK eauHOoe YCTPOMCTBO C obwmmu
HacTpolikamu. BO3MOKHbI ABE TOMOJ/IONMM MOCTPOEHUSA CTEKa — KO/bLO U Lie-
nouka. Mpu 3ToM NapameTpbl NOPTOB BCEX YCTPOMCTB, BK/AOUYEHHbIX B CTEK, MOXKHO
3agaTb C KOomMmyTatopa, paboTaioliero B pexume «mactep». CTeKMpoBaHue
YCTPOMCTB NO3BO/IAET CHU3UTH TPYA0EMKOCTb YNPABAEHUSA CETbIO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GyHKUMM YCTPOWCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnua 2 — OyHKUMK paboTbl c MAC-agpecamu

Tabauya MAC-
adpecos

KommyTaTop coctaBnsfeTt B namAT1 Tabaumuy, B KOTOPOM yCTaHABAMBAETCA COOTBET-
cteune mexay MAC-agpecamu 1 y3namum NopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 06YyUYeHMA AaHHbIe, MOCTYNatoWme Ha Kakoi-nMbo nopT, nepegatorca
Ha BCe OCTa/IbHble NOPTbI KOMMYTaTOPa. B pexrme 0bydeHUa KOMMYTaTOp aHaNu-
3upyeT Kagpbl u, onpegenns MAC-agpec oTnpaBuTeNs, 3aHOCUT ero B Tabauuy
KommyTaumun. Bnocneactenum Kaap Ethernet, npeaHasHayeHHbI gaa xocta, MAC-
aflpec KOTOPOro y¥Ke ecTb B Tabanue, nepeaaetcs TOIbKO Yepes yKa3aHHbIN B Tab-
J1LE NOPT.

Moddepicka
nepedayu Ha
Heckonbko MAC-

[JaHHaa dyHKUMA NO3BONAET YCTaHABAMBATh COEAMHEHUA KOAMH KO MHOTUM» U
«MHOTME KO MHOrMM». Takum 06pa3om, Kaap, afpecoBaHHbIA MHOTOaApPecHOM

adpecos rpynne, nepeAaeTca Ha KaxKabl NOPT, BXOAALWMI B Fpynny

(MAC Multicast ’ '

Support)

Aemomamuveckoe 3 }

epems xpaHeHus Ecnu ot ycTpoiictea ¢ onpegeneHHbim MAC-agpecom 3a onpeaesieHHbIn nepuog,
BpemMeHU He NOCTYyNakoT NaKeTbl, TO 3aNUCb A1A AAaHHOTO a €Ca yCtapeBaeT n a-

MAC-adpecoe p y ANnAa 4 Aap ycTap YA

Aut tic Aai naetca. 370 no3BosAeT noaaepXxumeaTb Ta6n|/|u.y KOMMYTaUuunn B aKTya/lbHOM CO-

(Automatic Aging for ——

MAC Addresses)

CmamuvecKue .

3anucu MAC CeteBowm KOMMYTATOpP NO3BOZIAET NO/1b30BATE/IO ONpenesinTb CTaTuyeCckmne 3anncu

X . cooteeTcTBUN MAC-aapecoB, KOTOpble COXpaHAtoTcA B TabMLe KOMMYTaLUN.
(Static MAC Entries)
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2.2.3 ®yHKyuu e8mopozo ypoeHa cemesoli modenu OSI

B Tabnnue 3 npuseaeHbl pyHKLUN 1 0COBEHHOCTM BTOPOro YpoBHS (ypoBeHb 2 OSlI).

Tabnnua 3 — OnucaHune yHKLUMIA BTOporo yposHA (Layer 2)

Peanusauus npoTtokona IGMP no3sonset Ha ocHoBe MHbOPMaLUK, NONYYEHHOM

®yHKyua IGMP npv aHanuse cogepxunmoro IGMP-nakeToB, onpeaenunTb, Kakme yCTPOUCTBA B CETH
Snooping yuacTBytoT B rpynnax MHOroaApecHoi paccbiikv, U aapecoBaTb TpaduK Ha cooT-
BETCTBYIOLLME NOPTbI.
®yHkyua MLD Peanusauma npotokona MLD no3sonseT ycTPoONCTBY MUHUMMU3UPOBATb MHOF0a4-
Snooping pecHbIi IPV6-Tpaduk.
dyHKUMA, NO3BOMIAIOWAA NEpPeHanpas/iaTb MHOrOAAPEecHbI TpaduK U3 OAHOWM
dyHKyusa MVR VLAN B apyryto Ha ocHoBaHuM IGMP-coobLieHnii, YTO NO3BOIAET YMEHbLIUTD

HarpysKy Ha uplink-nopT. MpumeHsaeTca B peweHusax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast

Storm Control)

«lWTopm» — 37O pasmHokeHue broadcast-, multicast-, unknown unicast-naketos
B KaXXAOM y3/1e, KOTOPOe NPUBOAMUT K NaBUHOOBPa3HOMY POCTY MX YMCNa M Napa-
nusyeT paboTy ceTn. KommyTaTopbl UMEOT QYHKLMIO, MO3BO/IAIOLLYIO OFPaHUYNTD
CKOPOCTb Nepesaym MHOrOaApPEeCHbIX U LUIMPOKOBELLATENbHbIX KaApOoB, NPUHATLIX
M nepeaaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKannpoBaHue NopToB No3BosAeT Ayb6aMposaTb TpaduK HabaogaeMblix NOPTOB,
nepecbinas Bxogsawme U/Uam UcxoasliMe nakeTbl HA KOHTPOAMPYIOLWMI nopT. Y
Nno/sib30BaTeN KOMMYTaTOpPa €CTb BO3MOMKHOCTb 334aTb KOHTPO/IMPYHOLUIA U KOH-
Tpo/AMpyemble MOPTbI U BbIGpaTh TUM TpadUKa (BXOAALLMIA M/UAN UCXOAALWMIA), KO-
TOpbIN ByaeT nepeaaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3zonayua nopmos
(Protected ports)

[aHHaa yHKUMA N03BOASET Ha3HauuTb NopTy ero uplink-nopT, Ha KoTopblin be-
3ycnosHo byaeT nepeHanpasaATbcA Becb Tpaduk, obecneymsan Tem cambiM U30-
NALMIO C APYTrMMM NopTamu (B Npegenax o4HOro KOMMyTaTopa), HaxXoAAWMMUCA B
3TOM Ke WnpoKoBeLwaTenbHom gomeHe (VLAN) B npeaenax og4HoOro KommyrtaTopa.

Private VLAN Edge

[aHHaa ¢yHKUMA NO3BOAISET M30AMPOBATL rPynny NopTos (B npeaenax ogHOro
KOMMYTaTopa), HaXoAALWMXCA B OAHOM LUMPOKOBELLLATENIbHOM AOMEHE MeXKAy COo-
60i1, N03BONAA NPU 3TOM 0B6MeH TPadUKOM C APYrMMM NOPTaMM, HAXOLALLMMUCS
B 3TOM e WWPOKOBELLATENbHOM AOMEHE, HO He MPUMHAANEXALWMMKU K 3TOW
rpynne.

Private VLAN (light
version)

ObecneynBaeT U30AALMIO MEKAY YCTPONCTBAMM, HAXOAAWMMUCA B OLHOM LLUMPO-
KoBeLlaTeNbHOM AOMEHE, B Npeaenax Bcei L2-ceTn. Peann3oBaHbl TONIbKO ABa pe-
XUMMa paboTbl nopTta: Promiscuous u Isolated (Isolated-nopTbl He moryT o6meHu-
BaTbCA APYr C APYrom).

Moddepxka
npomokona STP
(Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoi NPOTOKOA, OCHOBHOW 3aJayel KOTOPOro ABAA-
eTca npueeaeHue cetu Ethernet ¢ n3bbITOYHBIMU COEANHEHUAMM K APEBOBUAHOM
TOMOJIOrNK, UCKAtoYatowel netan. KommyTtatopbl 06MeHMBaOTCA KOHPUrypaum-
OHHbIMM COOBLLLEHNAMM, UCNONB3YA Kaapbl cneunansHoro ¢opmara, U BbIbopoyHo
BK/IIOYAIOT M OTK/IOYAIOT Nepesady Ha nopTbl.

Moddepxka
npomokona RSTP
(IEEE 802.1w Rapid
spanning tree
protocol)

Rapid (6bicTpbiit) STP (RSTP) — ABnsieTcA ycoBeplleHCTBOBaHMEM npoTokona STP,
XapaKTepm3yeTca MeHbLIMM BPpEMEHEM NPUBEAEHUSA CETU K 4PEBOBULHON TOMO-
nornn n umeet 6onee BbICOKYH YCTOMYMBOCTb.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324

19



HELTEX

lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKoN NpeAHa3HauyeH ANA NOBbIWEHWA YCTOMYMBOCTM U HaJEKHOCTU CeTH Ne-
pepaun AaHHbIX, UMEeIoLEe KObLLEeBYIO TONO/ONMUIO, 33 CYET CHUMKEHUA BPEMEHMU
BOCCTaHOBJ/IEHUA CETU B C/lydae aBapuun. Bpems BocctaHoB/IeHMA He npesblluaeT 1
CEKYHAbl, YTO CYLLECTBEHHO MEeHbLUE BPEMEHW NepecTpoiKM CeTM Npu UCMO/b30-
BaHMM NPOTOKOJ/IOB CEMeiNCTBa spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMyTaTopa, 06pasyowmx oAHy LWMPOKOBELLATE b-
Hyt0 061acTb (AomeH). KommyTaTop noaaepKnBaeT pasiMyHble CPeacTBa KNaccu-
dVMKaLmMm NakeToB A5 ONpeseneHns ux NpUHaaNexKHoCcTU K onpeaeneHHon VLAN.

Moddepka
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
bYHKUMKM YPOBHA KaHana nepenayn AaHHbIX NPeacTaBaAsoT coboi NpoToKoa Mo-
HUTOPMHIFa COCTOAHWUA KaHana. B aTom npoToKone Ana nepegayn nHopmauum o
COCTOAHUM KaHana Mexay HemnocpeacTBEHHO MOAK/AOYEHHBIMU YCTPOMUCTBaMMU
Ethernet ncnonb3sytotca 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpou-
CTBa A40/KHbI NoAAepXKuMBaTb cTaHaapT IEEE 802.3ah.

Moddepxcka GVRP
(GARP VLAN)

Mpotokon peructpauun GARP VLAN obecneumBaeT AuHamuuyeckoe aobasre-
Hue/yoanenune rpynn VLAN Ha nopTtax KommyTtaTtopa. Ec/iv BKAKOYEH MPOTOKOA
GVRP, kKommyTaTOp onpeaenseT, a 3aTemM pacnpocTpaHAeT AaHHble O NPUHagNex-
HocTK K VLAN Ha BCe NopTbl, ABAAOLMECA YAaCTbtO aKTUBHOM TOMONOTUM.

Moddepicka VLAN Ha
6ase nopmos
(Port-Based VLAN)

PacnpeaeneHune no rpynnam VLAN BbinoAHAETCA MO BXOAAWMM nopTam. [laHHoe
pelleHne No3BONAET UCMOJIb30BaTb Ha KaXKA0M NOpTy TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbI CTaHAAPT, KOTOPbI ONUCbIBAET NPOLLEAYPY TETMPOBAHUSA
TpaduKa ansa nepegadm MHGopmaumm o npuHaanexxHoctm K VLAN. Mossonset uc-
No/b30BaTb HecKobko rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHue
KaHan08 ¢
ucnonv3o8aHuUem
LACP

MpoTtokon LACP obecneunBaeT aBTomaTnyeckoe ob6beanHeHe oTAeNbHbIX CBA3EN
MeXay ABYMS YCTPOMCTBaMM (KOMMYTAaTOP—KOMMYTATOP MM KOMMyTaTop—cep-
BEp) B eAUHbIN KaHa/ nepeaayn AaHHbIX.

B NpOTOKO/1E€ MOCTOAHHO ONpeAenseTcd BO3MOXHOCTb 06beAMHEHUA KaHaloB, 1 B
C/lyyae OTKasa CoeAMHEHUSA, BXOAALLErO B 06beAMHEHHDIN KaHan, ero Tpapuk as-
TOMaTMUYeCcKM nepepacnpenenserca Nno He OTKa3aBWMM KOMMOHEeHTam obbeau-
HEeHHOro KaHana.

Co3daHue epynn LAG

B ycTpoiicTBax noaaep:kmBaetca GpyHKLMSA CO3[aHUA TPyNn KaHanoB. Arperauus
KaHanos (Link aggregation, trunking) unu IEEE 802.3ad — TexHonorusa obbveauHe-
HUA HECKONIbKUX GU3NYECKMX KaHaNoB B OAMH JIOTMYECKUA. ITo cnocobcTByeT He
TO/IbKO YBE/IMYEHWIO MPOMYCKHOW CMOCOOHOCTM MarucTpasbHbIX KaHaloB KOMMY-
TaTOP—KOMMYTATOP MM KOMMYTaTOP—CEPBEP, HO U MOBbLILUEHUIO UX HAJEKHOCTU.
Bo3moXKHbI TpU TMNa 6anaHCMpPOBKM — Ha ocHoBaHWM MAC-afpecoB, Ha OCHOBa-
Huu IP-agpecos 1 Ha ocHoBaHUK noprta (socket) HasHaueHus.

Mpynna LAG cocTouT M3 NOPTOB C OAMHAKOBOW CKOPOCTbIO, paboTatowumx B Ayn-
NIEKCHOM peXMME.

Mododepxcka Auto
Voice VLAN

MpepoctaBAAeT BO3MOXKHOCTb MAEHTUDULMPOBATL FOI0COBOMN TPadUK Ha OCHOBa-
Hum OUI (Organizationally Unique Identifier — nepsblie 24 6uta MAC-aapeca). Ecau
B MAC-Tabnnue KommyTtatopa npucytcteyeT MAC-agpec ¢ OUl ronocoBoro wnto3a
unu xe IP-tenedoHa, To AaHHbIA NOPT aBTOMATUYECKN aobasnseTcs B voice vlan
(naeHTMdUKauma no npotokony SIP nau ke no MAC-agpecy nonyyatens He noa-
OeprKuBaeTcs).

Selective Q-in-Q

Mo3BonseT HasHa4yaTb BHewHUin VLAN SPVLAN (Service Provider's VLAN) Ha oc-
HOBE CKOHOUIYpPMPOBAHHbIX Npasua GUAbTPaALUK NO HOMepaM BHYTpeHHMX VLAN
(Customer VLAN). MpumeHeHue Selective Q-in-Q nossonset pasobpaTb TpapuK
aboHeHTa Ha HeckonbKo VLAN, nameHutb metky SPVLAN y nakeTa B oTAe/lbHOM
y4acTke ceTu.
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2.2.4 ®yHKyuu mpemoe2o yposHa cemesoii modenu OSI|

B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHune GyHKLUMIA TpeTbero yposHsa (Layer 3)

Knuenmeoi BootP u
DHcCP

(Dynamic Host
Configuration
Protocol)

YcTpoiicTBa C€NOCO6HbI aBTOMaTMYeckM noayyatb |IP-agpec no npoTtokony
BootP/DHCP.

Cmamuyeckue IP-
mapuwipymel

AZMWHWCTPATOP KOMMYTaTopa MMeeT BO3MOXKHOCTb A06aBNATb U yAANATb CTaTU-
YyecKkue 3anucu B TabanLy MapLupyTusaumm.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npotoKkon conoctassieHun IP-agpeca u Gpu3nMyeckoro agpeca ycTpoicrea.
CooTBeTCTBME YCTaHaB/AMBAETCA Ha OCHOBE aHa/M3a OTBETa OT y31a CeTu, agpec
y3/1a 3anpalwmBaeTcs B LUMPOKOBELATe/IbHOM MaKeTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AMHAMMWYECKOW MapLLpPYTM3aLMmK, KOTOPbLIA NO3BOIAET MapLUpPyTM3aTo-
pam 06HOBAATL MApPLUPYTHYIO MHOOPMALMIO, MOYYan ee OT COCeAHMNX MapLIPYTH-
3aTOpoB. B 3a4a4n NpoToKo1a BXOAMT OnpeaeneHme onTMMa bHOro MmapLipyTa Ha
OCHOBAHMM AAHHbIX O KOJIMYECTBE NMPOMEKYTOUHbIX Y3/108.

®yukyusa IGMP
Proxy

IGMP Proxy — ¢yHKUMA YNPOLLEHHOM MapLUpPyTM3aLMNM MHOFOAAPECHbIX AaHHbIX
Mexay cetamu. [na ynpaBneHWAa mapLlipyTMsauuein MCnonb3yeTca NpOTOKOA
IGMP.

lNpomokon OSPF

MpPOTOKO/ AMHAMMYECKON MapLUpPyTU3aLMKU, OCHOBAHHbLIA Ha TEXHOJ/IOTUM OTC/e-
YKMBaHMA cocToAHMA KaHana (link-state technology) v ncnonb3ytowmin ans Haxox-
AeHuA KpaTyakwero Nyt anroputm Jelkctpol. MpoTokon OSPF pacnpocTpaHaeT
MHbOPMaALMIO O AOCTYMHbIX MAPLIPYTaX MEXKAY MapLUpyTU3aTOpaMmn O4HON aBTo-
HOMHOWM CUCTEMDBI.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKoA rpaHUYHOrO W/03a) ABAAETCA NPoTo-
KOJIOM MapLUpyTM3aLMM MeXKAY aBTOHOMHbIMK cuctemamu (AS). MapupyTusa-
TOpbl 06MeHMBatOTCA MHPOPMaLMEN O MAPLLPYTaX K CETAM HasHaYeHus.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH ANs pe3epBrpoBaHMA MapLIpyTU3aTOPOB, BbINOA-
HAKOLWMX PO/b W33 N0 YMOAYaHMI0. ITO gocTuraetca nNyTém obbeanHeHus IP-
NMHTepdencoB rpynnbl MapLIpPyTM3aTOPOB B OAMH BUPTYasibHbIN, KOTOPbIA ByaeT
MCNO/Ib30BaTLCA KakK LUJ/IK03 MO YMOYAHUIO A1 KOMMbIOTEPOB B CETU.

PIM-npoTOKON MHOroaZpecHol mapuwpytusaunmn ana IP-ceteit, co3gaHHbii ans
peweHua npobnem rpynnosol Mmapwpytusauuun. PIM  6asupyetca  Ha
TPaAMLMOHHbIX MapLUPYTHbIX NPOTOKOAax (Hanpumep, Border Gateway Protocol),

lpomokon PIM BMeCTo TOro, 4Tobbl cO34aBaTb COGCTBEHHyK ceTeBytd Tononoruto. PIM
ncnonb3yeT unicast-Tabanuy maplpytTusaummn ans nposepkun RPF. 3Ta nposepka
BbIMOMIHAETCA  MaplupyTM3aTopamu, 4Tobbl  ybeauTbeca, 4To  nepefaya
MHOroazpecHoro Tpadpuka BbINoaHAeTca no nytm 6e3 neTtensn.
MpoTokon ansa obmeHa uHPopmaumen 06 MCTOUYHMKAX MYNbTUKACTA MEX,
lpomokon MSDP P A bopmay, 4 i

pasaunyHbimu RP B PIM.
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2.2.5 ®yHkyuu QoS

B Tabanue 5 npuBeaeHbl OCHOBHble GYHKLUMM KadecTBa obcnyxusaHusa (Quality of Service).

Tabnmua 5 — OcHoBHble GYHKLMM KavyecTBa 0OCyKMBAHUA

Moddepka
npuopumemHbix
oyepedeii

YCTPOICTBO NOAAEPKMBAET NPUOPUTU3ALMIO UCXOAALLETO TPadMKa NO oYepesnam
Ha Kaxk4oMm nopTy. PacnpeaeneHune nakeTos No oyepessam MOMKET MPOU3BOLUTLCA
B pe3y/ibTaTe KaaccubuKaLumMm NaKeToB No PasIMYHbIM MNOMAM B 3arosI0BKax nake-
TOB.

Moddepicka Knacca
obcnyxusaHusn
802.1p

CraHgapT 802.1p cneundunumpyetT MeToZ YKasaHUA NpuopuTeTa Kagpa U anro-
PUTM MCNO/Ib30BAHUA MPUOPUTETA B LENIAX CBOEBPEMEHHON AOCTaBKU YyBCTBU-
TE/IbHOTO K BPEMEHHbIM 3aeprKKam Tpadumka. CtaHgapT 802.1p onpeaensaeT Bo-
CeMb yYpoBHen npuoputeToB. KOMMyTaTOpbl MOTYT MCNOAb30BaTh 3HAYEHWE NpU-
oputeTta 802.1p ana pacnpegeneHua Kagpos N0 NPUOPUTETHLIM oYepeaam.

2.2.6 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnmua 6 — PyHKUMKN 0becnevyeHms Be3onacHoCTH

dDyHKLMA KOMMyTaTOpa, NpeaHasHaYyeHHan ANa 3alMTbl OT aTak C UCNOAb30Ba-
Huem npoTokosna DHCP. Obecneumsaet Ppuabtpaumto DHCP-cooblieHunit, nocTy-

DHCP Snooping MUBLUMX C HEHAZEXKHbIX MOPTOB MyTEM NOCTPOEHUA U NoAAEP!KAHUA 6a3bl AAHHBIX
npueaskn DHCP (DHCP Snooping binding database). DHCP snooping BbinoaHaeT
AencTena bpaHamayspa Mexay HeHaaeKHbIMM noptamu 1 cepsepamm DHCP.
Onuwms, KoTopas no3sosiseT nponHbopmmnposatb DHCP-cepsep o0 Tom, C Kakoro
Onyus 82 DHCP-peTpaHcnaTopa v Yyepes Kakoil NopT npuLlen 3anpoc.

npomokosna DHCP

Mo ymoi4aHUo KOMMyTaTop, Ucnosb3yowmin yHkumo DHCP Snooping, o6Hapy-
KMBaeT un oTbpacbiBaeT ntoboii DHCP-3anpoc, cogep:Kalmin onumio 82, KOTopbIn
OH MONY4YnN Yepes HeHaZEXHbIN (untrusted) nopr.

UDP relay

MepeHanpasneHune wWnpokoselaTesbHoro UDP-TpadmKa Ha yKasaHHbIM IP-agpec.

®yHkyuu DHCP-
cepsepa

DHCP-cepBep OCyLLEeCTBAAET LEeHTPaAM30BaHHOE ynpasieHue ceTeBbiMM ajpe-
CaMM M COOTBETCTBYIOLLMMWU KOHOUIYPaLMOHHBIMM NapameTpamu, aBTomaTmye-
CKM NPeAoCTaB/An UX KANEHTaM.

IP Source address
guard

dyHKUMA KOMMyTaTopa, KoTopaa orpaHuymneaet IP-Tpaduk, dunbTpya ero Ha oc-
HOBaHMM TabanLbl cOOTBETCTBUIM H6a3bl gaHHbIX NpuBa3kn DHCP — DHCP Snooping
M CTaTUYeCKU CKOHOUrypupoBaHHbIX IP-agpecoB. ®DyHKUMA Mcnonb3yeTca Ana
60pbbbI c NogmeHow IP-agpecos.

Dynamic ARP
Inspection
(Protection)

PyHKUMA KOMMyTaTopa, NpeAHa3HaYeHHasa A41A 3aWuTbl OT aTak C UCNOJ/b30Ba-
Huem npoTtokona ARP. CoobuieHune, KOTOpoe NOCTynaeT C HEHAAEXKHOro MopTa,
nogsepraeTca nposepke — cooTBeTcTByeT An IP-agpec B Tene npuHatoro ARP-na-
KeTa IP-agpecy oTnpasuTens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop OT6packiBaeT nakKer.

L2-1L3-L4ACL
(Access Control List)

Ha ocHoBe MHbOpMaUMK, coaepKallenca B 3aro/loBKax yposHel 2, 3 n 4, y agmm-
HUCTPATOPa eCTb BO3MOMXKHOCTb HAaCTPOWTL NPaBKUIA, COrIACHO KOTOPbLIM NakeT by-
net obpaboTaH Mbo oTOpOLLEH.

Time-Based ACL

Mo3sonsaeT cKoHGUIrypupoBaTb BPEMEHHbIE PaMKM, B TEUEHNE KOTOPbIX AaHHbIN
ACL bygeT aenctsoBaThb.
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Moddepirka OcHoBHaA GyHKLMA 61OKMPOBKU — NOBLICUTL He30nacHOCTb CeTH, NPeaoCcTaBNAnA
3a610KUPOBAHHbIX AOCTYN K NOPTY KOMMYyTaTopa TO/IbKO A/1A YCTPOICTB umetowwmx MAC-agpeca, 3a-
nopmos KpensieHHble 33 3TUM NOPTOM.

lpoesepka

noéauHHoOCMU Ha
OCHose nopma
(802.1x)

MposepkKa noanvHHocTu IEEE 802.1x npeactaenset cobot MexaHU3M KOHTPOA
[OCTYNa K pecypcam Yepes BHeLWHU cepsep. Mpolueawine nposepKy Nog/AMHHO-
CTM NONb30BATENN MOYHAOT AOCTYN K pecypcam BblbpaHHOM ceTu.

2.2.7 ®yHKYuUU ynpasseHuUs KOMmymamopom

Tabanua 7 — OCHOBHbIEe PYHKLMK yNpaBAeHUA KOMMYTAaTOPaMM

3azpy3Ka u
ebi2py3Ka paiina
Hacmpoliku

MapameTpbl yCTPOMCTB COXPaHAOTCA B daiiie HaCTPOMKU, KOTOPbLI COAEPKUT
[JaHHble KOHOUTYPaAL MK KaK BCEM CUCTEMBI B LLE/IOM, TaK U OMNpeaesIeHHOro nopTa
YCTPOMCTBA.

lpomokon TFTP
(Trivial File Transfer
Protocol)

MpoToKkon TFTP ncnonb3yeTcs a8 onepawmii 3anmMcy u yteHus ¢aiinos. MNpotoKkon
OCHOBAH Ha TpaHCNOPTHOM npoToKosae UDP.

YcTpoicTsa noaaepuBatoT 3arpysKy 1 nepeaadvy no JaHHOMY NPOToKoNy dpaiios
HacTPOWKKM 1 06pa3oB NporpammHoro obecneveHus.

lpomokon SCP
(Secure Copy)

MpoTokon SCP ncnonb3yeTtcs 414 onepaunin 3anucu u yteHma gpainos. MpoTtokon
OCHOBaH Ha ceTeBOM npoToKose SSH.

YCTpoiCTBa NOAAEPKMBAIOT 3arpy3Ky M Nepesady no AaHHOMY NpoTokoy dainnos
HacTPOWKKM 1 06pa3oB NporpammHoro obecneyeHus.

YoaneHHsilii
MOHUMOpPUH2
(RMON)

YaaneHHbit moHUTOpmHr (RMON) — cpeacTBO MOHUTOPUHIA KOMMbIOTEPHbIX Ce-
Ten, pacwmpeHne SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAOT cobupaTb Ana-
rHOCTMYECKNe AaHHble C MOMOLLbIO CTaHUuK ynpasaeHua cetbto. RMON — 3To0
CTaHAapTHaa 6a3a MIB, B KOTopoit onpeaeneHbl TEKYLWAA U Npeablaywas cTaTu-
CTMKa ypoBHA MAC 1 06beKTbl ynpaBieHUsn, NpeaoCcTaBAAoWLME AaHHbIE B peasib-
HOM BPEMEHMW.

lpomokon SNMP

MpoTokon SNMP ncnonb3yetca A58 MOHUTOPUHIA U YPaBAeHUA CETEBbIM YCTPOW-
cTBOM. 114 yNpaBAeHUA JOCTYNOM K cUCTeMe onpenenaeTcsa CNMCoK 3anucei co-
obLecTsa, Kaxkaan U3 KOTOPbIX COAEPKUT MPUBUAETUN AOCTYNA.

Unmepdpeiic
KOMAHOHOU cmpoKu
(CLI)

YnpasneHne kKommytatopamum nocpeactsom CLI ocyliecTBnseTcs NOKaAbHO Yepes
nocnegoBaTenbHbli nopT RS-232, nnbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMaHAHOW CTPOKM KoHconu (CLI) sBnAeTcs NpombIWAEHHbIM CTaHAAPTOM. UH-
TepnpeTaTtop CLI npefocTaBAseT CNMCOK KOMaHA, U KAHOYEBbLIX CI0B A/1A MOMOLLM
MONb30BATENO U COKPALLEHWNIO 06beMa BBOAMMbIX AAHHbIX.

Syslog — npoTokon, obecneynBatowmin nepeaady coobLLEHNI O NPONUCXOAALLNX B

Syslog M

cucTeme cobbITUAX, a TaKKe yBeAoMAeHN 06 olwmnbKax yaaneHHbIM cepBepam.
SNTP MpoTtokon SNTP — MpPOTOKOA CMHXPOHU3ALMKN BPEMEHW CeTU, rapaHTMpyeT Tou-
(Simple Network HOCTb CMHXPOHM3aL MM BPEMEHM CETEBOTO YCTPOMCTBA C CEPBEPOM A0 MUAAUCE-

Time Protocol)

KYHZbI.

Traceroute — cay»ebHasa GyHKUMA, NpegHasHaAYeHHan 4/1A onpeaeneHns maplu-

Traceroute
pyTOB Nepefayvn AaHHbIX B IP-ceTax.
YnpaeneHue A .
MUWHWUCTPATOP MOXKET onpeaennTb YPOBHWU NPUBUAETUA A0CTYNa ANA NONb30Ba-
KOHMpoaupyemeoim h . P . P PeA P P AocTyna 4 N
Tenen yCTpomCTBa M XapaKTEPUCTUKU L1 KAXKAOr0 YPOBHA NpuBMAEruii (TONbKO
docmynom —

ypoeHu npueuneauii

ONns uTeHusa — 1 ypoBeHb, NOAHbIN AocTyn — 15 ypoBeHb).
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KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTYNa K Kaxaomy uHtepdeincy
ynpasneHus (SNMP, CLI). 3anpeT MOKeT 6bITb YCTAaHOBNEH OTAENbHO 418 KaXKA0ro

baoKkuposka
uHmepdeiica TMNa gocTyna: .
Telnet (CLI over Telnet Session)
ynpaenexusa Secure Shell (CLI over SSH)
SNMP
JlokaneHasa [na nokanbHOM ayTeHTUdMKaLMM NOAJEPIKMBAETCA XpPaHeHWe naponei B 6ase
aymeHmudguKayusa AaHHbIX KOMMYTaTOpa.

dunempayus IP-

Joctyn no SNMP paspeluaetca gnsa onpeaeneHHbix IP-aapecos, ABAAKOLWUXCA Ye-

adpecos 013 SNMP Hamu SNMP-coobecTsa.
MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMOUKALMM, aBTOPM3aALMKN U y4yeTa.
Cepsep RADIUS ucnonb3yeT 6asy AaHHbIX NOAb30BaTe/ieil, KOTOPas COAEPKUT
Kauenm RADIUS PBEP Y VA , KOTOPaA COAEP
JaHHble NPOBEPKU NOANMHHOCTU ANA Kax[0ro nosb3osatens. KommyTtaTopbl co-
JepKaT KAMEHTCKYIo YacTb npoTokona RADIUS.
YCTPOICTBO NpeaocTaBAsfeT NOALEPIKKY NPOBEPKM MOAIMHHOCTU KAMEHTOB NO-
TACACS+ cpencTBom npotokona TACACS+. MpoTtokon TACACS+ o6ecneymsaeT LLeHTpaamn3o-
(Terminal Access BaHHYlO cucTeMy 6€30nNacHOCTU A/1A NPOBEPKM NOJ/Ib30BATENEN, MONYHAOLNX [0-
Controller Access CTYN K YCTPOWCTBY, @ TaKXKe LLEeHTPAIM30BaHHYIO CUCTEMY YNPaBAEHUS NpU cobAto-
Control System) AeHun coemectumoctn ¢ RADIUS n apyrumun npoueccamu NpoBepKU NOJANHHO-
cTu.
Cepeep SSH dyHKumA cepeepa SSH no3BonseT KAMeHTy SSH ycTaHOBUTb C YyCTPOMCTBOM 3aluu-
LLleHHOE CoeaUHEeHUe ANA YNPaBAEHUA UM.
Moddepka [daHHaa ¢yHKUMA npenocTaBNAeT BO3MOMHOCTb CO34aBaTb MaKPOKOMaHAPbI,
npeactasaapolwme coboint Habop KomaHA, U NPUMEHATb UX A8 KOHUrypaumm
MAKpOKOMaH) pen, w p A p it $urypau,

yCTpoWCTBa.

2.2.8 /[lononHumenobHble pyHKYyUU

B Tabmue 8 npueeaeHbl 4ONOAHUTENbHbIE GYHKLMKM YCTPOMCTBA.

Tabnunua 8 — JononHutenbHble GyHKLMM YCTPOMCTBA

BupmyansHoe
mecmuposaHue
Kabens (VCT)

CeTeBOW KOMMYTaTOP MMeET B CBOEM COCTaBe NPOrpaMMHbIe M annapaTtHble cpes-
CTBa, NO3BO/ANOLWME BbINOAHATL GYHKLMKN BUPTYanbHOro Tectepa Kabena — VCT.
TecTep NO3BOASET ONPEAENNTL COCTOSHME MeAHOro Kabens ceAsn.

JuazHocmuka
onmuy4yecKoz20
mpaHcusepa

YCTPOWCTBO NO3BOAAET TECTUPOBATb ONTUYECKUI TpaHcuBep. Mpu TecTMpoBaHUM
OTC/IEKMBAIOTCA TaKMe NapameTpbl, KaK TOK U HanpsaxKeHue nuTaHua, TemnepaTtypa
TpaHcueepa. s peanusaummn TpebyeTca noggepikka aTUX GYHKUMIA B TpaHCK-
Bepe.

Green Ethernet

,ﬂ,aHHbIVI MeXaHU3M NOo3BOJSIAET KOMMYTATOPY CHU3UTb 3Hep|’OI'IOTp96erHM6 3a
CYHET OTK/II0YEHUNA HEAKTUBHDbIX 3/1IEKTPUYECKUX MOPTOB.

KommyTaTop 06/1agaeT BCEMU HEOBXOANMMbIMUM XapaKTEPUCTUKAMM aaa paboTbl C
npotokonamu MMS, GOOSE, SV:
e Manas BennumnHa 3agepKkn GOOSE-coobueHns npu nepegaye

Coomeemcmeue
cmandapmy MIK e YmeHue pacnosHaBsaTb Ethertype GOOSE-COO6LLI,€HMF|
e YmeHue paboTaTb C TEFTOM BUPTyanbHOM ceTU M Terom npuoputeta IEEE
61850 802.1Q GOOSE-coobuieHus
o [loppep:kka nepegayun multicast-coobuieHnii 1 BO3MOXKHOCTb paboTbl C
onpeaeneHHblm ctaHgapTom M3K 61850 gruana3zoHom rpynn BewaHma.
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2.3 OcCHOBHbIe TeXHUYECKUue XapaKTepPUCTUKun

OCHOBHble TEXHMYECKME NAapaMeTPbl KOMMYTaTOPOB NpUBEAEHbI B Tabauue 9.

Ta6nmu,a 9 — OCHOBHbIe TeEXHMYECKUe XapPaKTeEPUCTUKN

O6wue napameTpbl

NHTepdeichl

MES5324

1x10/100/1000BASE-T (OOB)
1x10/100/1000BASE-T (Management)
24x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x40GBASE-SR4/LR4 (QSFP+)
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324F

1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324

1x10/100/1000BASE-T (OOB)

20x10/100/1000BASE-T

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopt RS-232 (RJ-45)

MES3316F

1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES3308F

1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2324
MES2324B

24x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2324P
MES2324P ACW

24x10/100/1000BASE-T (RJ-45) PoE/PoE+
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopt RS-232 (RJ-45)

MES2324FB
MES2324F

20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348B
MES3348

48x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348P

48x10/100/1000BASE-T (PoE/PoE+)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopt RS-232 (RJ-45)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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48x1000BASE-X/100BASE-FX (SFP)

MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
10x10/100/1000BASE-T (RJ-45)

MES2308 2x1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+)
2x10/100/1000BASE-T (RJ-45)

MES2308P 2x1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES2308R 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopt RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopt RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES3508 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3510P 4x100BASE-FX/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
24x10/100/1000BASE-T (RJ-45)

MES2328] 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
1xUSB 2.0
ontuuyeckune nHtepdeicobl 1/10/40 rémt/c

MES5324 ”
3neKTpuyeckue nHtepdeiicol 10/100/1000 M6ut/c

MES3324F

MES3324

MES3316F

MES3308F

MES2324

MES2324P

MES2324P ACW ontuyeckune nHtepdeicol 1/10 rout/c

MES2348B aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES2348P

CKOpOCTb Nnepeaaymn MES3348
AaHHbIX MES3348F

MES2324B

MES2324FB

MES2324F

MES2308R

E

MES3508P ontuyeckune nHrepdeicsl 100/1000 M6éuT/c

MES3508 aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES3510P P P

MES2328lI

MES2308P onTuyeckune nHtepdeicol 1 rémt/c

MES2308 aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES5324 800 rémut/c
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MponyckHan
cnocobHocCTb

MES3324
MES3324F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F

128 réut/c

MES2348B
MES2348P
MES3348

MES3348F

176 Iéut/c

MES3316F

112 réut/c

MES2328lI

56 I6ut/c

MES3308F

96 I6uTt/c

MES2308R
MES3508P
MES3508

20 réut/c

MES2308
MES2308P
MES3510P

24 Téut/c

Mpownssogutens-
HOCTb Ha nNakeTax
ONnHOM 64 Baiital

MES5324

512,8 MPPS

MES3324
MES3324F

95 MPPS

MES2324
MES2324B
MES2324FB
MES2324F

92,1 MPPS

MES2324P
MES2324P ACW

93,1 MPPS

MES2348B
MES2348P
MES3348

MES3348F

130,9 MPPS

MES2308R

14,7 MPPS

MES3508P
MES3508

14 MPPS

MES3510P

17,8 MPPS

MES2328lI

41,6 MPPS

MES2308
MES2308P

17,7 MPPS

MES3316F

83 MPPS

MES3308F

71 MPPS

! 3HayeHuna YKa3aHbl AnA O,Cl,HOCTOpOHHef/'I nepeaavn
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MES5324 4 Mb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES23248B
O6vem MES2324FB 1,5 Mb
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328!

6ydepHoit
namaTtu

MES2348B
MES2348P
MES3348

MES3348F

3 Mb

MES5324 4TB

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES23248B
MES2324FB
O6bem O3Y (DDR3) MES2324F
MES23488
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328!

512 Mb
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O6bem M3Y (RAW
NAND)

MES5324

2Tb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328l|

512 Mb

Tabnanua MAC-
aapecos

MES5324

65536

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

16384

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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Konnuectso ARP-
3anuceir!

MES5324

7748

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4023

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

820

MNoppep»xka VLAN

cornacHo 802.1Q go 4094 aktmnsHbix VLAN

Konunuectso rpynn
L2 Multicast (IGMP
snooping)

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4091

MES2348B
MES2348P
MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

2047

! ina kaxpaoro xocta B ARP-TabauLe co3gaerca 3anuch 8 Tabauue mappyTusauum
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Konunyectso npasun
SQinQ

MES5324

1982 (ingress/egress)

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3006 (ingress/egress)

MES2324
MES2324pP
MES2324P ACW
MES2348B
MES2348P
MES23248B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

958 (ingress/egress)

Konnyectso npasun
ACL

MES5324

1982

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3006

MES2324
MES2324P
MES2324P ACW
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

958
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MES5324 2048

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3072
MES3348F
MES3508P
MES3508

MES3510P

Konnuyectso ACL MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

1024

Konnuectso npasun ACL B8 ogHom ACL 256

7744 IPv4

MES5324 1942 IPv6

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
Konunuectso MES3510P

12864 IPv4
3222 IPv6

mapuwpyTtos L3

MES2324
Unicast?! 523

MES2324pP
MES2324P ACW
MES2324B
MES2348B
MES2348P 816 IPv4
MES2324FB 210 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ucnonb3ytot obLime annapaTHble pecypcbl
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MES5324

MES3324F
MES3324

MES3316F
MES3308F 3876 IPv4
MES3348 1006 IPv6
MES3348F
MES3508P
MES3508

Konunuectso MES3510P

MapuipyTos L3 MES2348B
Multicast (IGMP MES2348P
Proxy, PIM)* MES2324P
MES2324P ACW
MES2324
MES23248B 412 IPv4
MES2324FB 103 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konnyectso VRRP-mapwpyTmnsatopos 255

MES5324 64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

MES3510P
MaKcMManbHbIn MES2324

pasmep ECMP-prﬂl'I MES2324P 8
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konunuectso VRF 16 (BkAtoyan VRF no ymonyaHuio)

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcbl
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Konnyectso L3-
nHTepdeicos

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2048

MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328l|

130

KosnuecTso BMpTyanbHbix Loopback-

nHTepdeicos

64

Konnuyectso ak3emnaapos npoueccos OSPF

20

Konunuectso OSPF-coceacTts

64

Konunuyectso BGP-coceacts

32

Arperaumsa KaHanos (LAG)

48 rpynn, 8o 8 NopTOB B KaxAao0M

Konnuyectso aksemnaapos MSTP 64
Konnuyectso aksemnaapos PVST 63
Konnuectso DHCP pool 32

KauecTBo obcnyxuBaHma QoS

npuMopuTnsauma Tpadmka, 8 ypoBHew
8 BbIXOAHbIX o4epeseli ¢ pasHbIMU NPUOPUTETAMM 1A KaKA0ro
nopta

Ceepxa/vHHble Kagpbl (jumbo frames)

MaKCMMasibHbIM pasmep naketos 10240 6anT

CreknpoBaHue

0o 8 yctpoiicts (kpome MES3508, MES3508P n MES3510P)

34
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IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P,
MES2324P, MES2324P ACW, MES2348P, MES3508P u

CooTBeTcTBME CTaHAAPTaM

MES3510P)

M3K 61850
YnpasneHue
JlokanbHOe ynpasneHune Console
YpaneHHoe ynpasneHue SNMP, Telnet, SSH, web

dusnueckne XxapaKTepUCTUKM U YCI0BUA OKpYKatoLei cpeabl

MES5324
MES3324F ceTb NnepemeHHoro Toka: 100240 B, 50-60 Iy,
MES3348 CeTb NOCTOAHHOIO TOKa: 36—72 B
MES3348F BapWaHTbl MUTAHUA:
MES3324 - OAVH UCTOYHUK NUTAHUA NOCTOAHHOIO UM NEePEeMEHHOr0 TOKa;
MES3316F - ABa UCTOYHMKA NUTAHUA NOCTOAHHOIO UJIN NEePeMEHHOr0 TOKa
MES3308F C BO3MOMXHOCTbIO FopsAYei 3ameHbl
MES2328lI
MES2324 AC
MES2308 ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
MES2308R
MCTOYHMKM NUTaHMA mgz;;gii 22 ceTb nepemeHHoro Toka: 170-264 B, 50-60 Iy,

MES2324P ACW ceTb NnepemeHHoro Toka: 100—240 B, 50-60 I'y,

ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
CceTb NOCTOAHHOrO TOKa: 36—72 B
BapWaHTbl MUTAHUA:

MES2348P
- O4MH UCTOYHMK NUTAHMA MOCTOSHHOTO MW NePEeMEHHOrO TOKa;
- B UCTOYHMKA MUTAHMA MOCTOSHHOTO MW NEPEMEHHOTO TOKa
C BO3MOKHOCTbO ropAyei 3aMeHbl

MES3508P CEeTb NMOCTOSAHHOIO TOKa: C BKAKOYEeHHOM PpyHKLmel PoE:

MES3510P 45-57 B; c oTKAtoueHHoM ¢yHKLUmel PoE: 20-57 B

MES3508 ceTb MOCTOAHHOrO Toka: 20-75 B

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
CBMHLLOBO-KMC/IOTHbIN akKymynsaTop: 12 B
XapaKTepUCTUKM 3apAAHOro YCTPOMNCTBA:

- TOK 3apAaja:

2,7+0.2 A — MES2324FB 1 MES2348B,;
MES2324B 1.610.1 A — MES23248B.
MES2324FB - HanpAxeHue cpabaTbiBaHWA pacuennTenn Harpyskm — 10—
MES2348B 10,5 B;

- MOPOroBoe HanpAXKeHMe MHANKALNM HU3KOro 3apaga — 11 B
/. CeueHue npoBoga ana nogknoueHua AKb He meHee
V 1,5 mm. Ana MES2324B pekomeHayeTtcsa
ucnonb3oBatb AKB éMmKoCTblo He meHee 12 Ah, ana
MES2324FB n MES2348B — He meHee 20 Ah.

MES2324F DC
MES2324 DC

MES2324P DC
MES2308P DC

CeTb NOCTOAHHOTIO TOKa: 36—72 B

MES5324 He 6onee 107 BT
MES3324F He 6onee 45 Bt
MES2324 He 6onee 25 Bt
MES3308F He 6bonee 27 BT
mg;;;iglz He 6onee 35 Bt
MES2324F He 6onee 39 Bt
MES2324B He 6onee 50 BT
MES2324FB He 6onee 85 Bt
MES3348 He 6onee 43 Bt
MoTtpebnaemasn mgz;:z:; He 6onee 89 BT
MOLLHOCTb
MES2348P He 6onee 1600 BT
mg:;zg:R He bonee 14 Bt
MES3508 He 6onee 15 Bt
MES2308P AC He 6onee 275 BT
MES2308P DC He 6onee 280 BT
mgg;ji 2EW He 6onee 445 Bt
MES2324P DC He 6onee 455 BT
mg::gggi He 6onee 260 BT
MES2328l| He 6onee 33 Bt
Motpe6asemas MES23248B He bonee 26 BT
MoOLLHOCTb 6e3 yyeTa MES2324FB
3apsaga AKB MES2348B He 6bonee 45 Bt
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MES2324P
MEs2324p Acw | SSO0 BT
MES2348P 1450 Bt
BroarkeT moLHOCTH
PoE MES3508P 240 BT (ans npunokeHuii 802.3at pekomeHgyemoe
MES3510P HanpsA»keHue nutaHma 54-56 B DC)
MES2308P 240 BT
MES5324 107 Bt
MES3324F 45 Bt
MES2324 25 Bt
MES3308F 17 Bt
MES3324
MES3316F 35 BT
MES2324F 39 Bt
MES2324B 28 BT
MES2324FB 50 Bt
MES3348 43 Bt
MES3348F 89 Bt
TennosblgeneHune MES2348B 54 Bt
MES2348P 150 Bt
MES2308
MES2308R 14 Br
MES3508 15 Bt
MES2308P AC 35 BT
MES2308P DC 40 Bt
MES2324P AC
MEs2324p Acw | 22 BT
MES2324P DC 75 Bt
MES3508P
MES3510P 20Br
MES2328lI 33 Bt
MES2308R ecTb

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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AnnapaTtHaa

Gasp

nogaepxka Dying

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324B
MES2324FB
MES2324F
MES2324pP
MES2324P ACW
MES2348B
MES2348P
MES2308
MES2308P
MES2328lI

HeT

TemnepaTyp

MES5324

ot 0 go +45 °C

MES2308
MES2308P DC

oT-20 po +45 °C

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2308P AC
MES2308R
MES2348B

oT-20 go +50 °C

MES2348P

oT-10 go +50 °C

WUHTepBan paboumnx

MES2324F
MES2324FB

oT-20 go +65 °C

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F

oT-10 go +45 °C

MES3508P
MES3508
MES3510P

o1 -40 po +70 °C

MES2328lI

ot -40 po +60 °C

MHTepBan TemnepaTypbl XpaHeHMs

MHTepBaa TemnepaTtypbl XpaHeHuns oT -50 ao +70 °C (o1 -50 °C
80 +85 °C ana MES3508, MES3508P n MES3510P)
/| Mepep nepBbim BKAIOYEHMEM NOCAE XPAHEHUA MPU
V TemnepaTtype meHbluei, yem -20 °C, uam npu 6onbluei,
yem +50 °C, TpebyeTca BblAgepKaTb KOMMYTATOP NpU
KOMHATHOI TemnepaType He MeHee YeTbIPEX YacoB.
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OTHOCKTEIbHAA BNAXKHOCTb NpK
3Kcnayataumm (6e3 obpasoBaHuA
KOHZeHcaTa)

He 6onee 80 %

OTHOCUTENbHasA BNAXKHOCTb MPU XpaHEHUN
(6e3 obpasoBaHUs KOHAEHCATA)

oT1 10 10 95 % (0T 5 Ao 95 % ana MES3508P)

MES5324 430 x 44 x 298 mm
MES2324
MES23248 430 x 44 x 158 mm
MES2324P AC 440 x 44 x 203 mm
MES2324P ACW
MES2324P DC 430 x 44 x 304 mm
MES2324FB
MES2324F 430 x 44 x 243 mm
MES3324F
MES3324
MES3316F 430 x 44 x 275 mm
MES3308F
ra6apMTHb|e MES2348B 440 x 44 x 280 mm
pa3mepbl (L x B xT)
MES3348 440 x 44 x 316 mm
MES3348F 440 x 44 x 330 mm
MES2348P 440 x 44 x 490 mm
MES2308
MES2308R 310 x 44 x 158 mm
MES2308P 430 x 44 x 158 mm
MES3508P
MES3508 85 x 152 x 115 mm
MES3510P 85x 175 x 115 mm
MES2328lI 430 x 44 x 305 mm
MES5324 3,95 Kr
MES2308
MES2308R 1,45 kr
MES2308P AC 2,55 Kr
Macca MES2308P DC 2,35 Kkr
MES2324
MES23248 2,25 k1
MES2324P AC 3,16 Kr
MES2324P ACW 4,52 Kr

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES2324P DC 4,02 kr
MES2308P AC 2,55 kr
MES2324FB 3,55 kr
e
MES2348P 9,55 kr
MES3308F 3,15 kr
MES3324 3,25 kr
MES3324F 3,50 kr
MES3348 3,95 kr
MES3348F 4 Kkr

MES3508 1,36 kr
MES3508P 1,40 Kkr
MES3510P 1,74 kr

CpoK cybbl He meHee 15 net

-
V Tun NnUTaHMA yCTPOIiCcTBa onpeaenseTca Npu 3aKkase.
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2.4 KOHCTPYKTUBHOE UCNOJSIHEHUE

B AaHHOM pa3sfene onmcaHo KOHCTPYKTMBHOE MCMONHeHWe ycTpoincTs. MpeacrasineHbl n3obpaskeHns
nepeaHen, saaHei (BepxHent ana MES3508, MES3508P, MES3510P) 1 60K0BbIx MaHenelt yCTPOUCTB, ONMncaHbI
pa3bembl, CBETOAMOAHbIE MHAMKATOPbI M OpraHbl yrpasaeHus.

Ethernet-kommyTaTopbl MES23xx, MES33xx, MES5324 BbiNosHEHbI B METaNIMYECKOM KOpnyce ¢ BO3-
MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl cepun MES35xX BbINOJIHEHbI B META/I/IMYECKOM KOPMyce A1s KPenneHus Ha
DIN-peitky.

2.4.1 BHewHuli 8ud u onucaHue nepedHeli naHenu ycmpoiicmea

BHewHM BMA, nepegHein naHenu yctponcte MES23xx, MES33xx, MES35xx n MES5324 nokasaH Ha
puUcyHKax 1-24.

M‘m-:
Fiiiv] Loredd

21 Posr

1 e

) ban

Do

|

1 2

PucyHok 1 — lMNepepHaa naHenb MES5324

B Ta6nmu,e 10 npmeengeH nepeyvyeHb pasbemMoB, CBETOANOOHbIX MHOUKATOPOB U OpPraHOB ynpas/eHUA,
PaCnNoO/0XKEHHbIX Ha ﬂepEAHeVI naHen KoMmmMmyTaTopa.

Tabanuya 10 — OnucaHue pasbeMoB, MHANKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHean MES5324

No dnemeHT nepegHen Onucanme
naHenm
Unit ID NHANKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAWKaTOp NUTAHMA YCTPOMCTBA.
1 Master MHauKaTop pexuma paboTbl ycTpolicTBa (Beaywmii/seaombiii).
Fan NHanKaTop paboTbl BEHTUAATOPOB.
RPS MHAWKATOP pe3epBHOro 3NeKTPONUTaHMUA.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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Console

KOHCO/bHbIN NOPT AN IOKabHOTO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pasbema cieaytolasn:

He ucnonb3syetcs

He ucnonb3syetcs

RX

GND

GND

X

He 1ucnonb3yeTcs

He ucnonb3syetcs

He ucnonb3syetcs

Pacnaiika KoHcoIbHOro Kabens npuBeaeHa B pasgene «MpunoxeHune b.
KoHconbHbIl Kabenby.

O oOoNOOULD WNPR

usB

USB-nopr.

00B

MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoOro yrnpas-
JIeHUA YCTPOMUCTBOM.

YnpaBaeHue ocyLLecTBAAETCA N0 CeTH, pa3feNibHO C KaHaoM nepeaaqn
[aHHbIX.

Mgmt

MopT 10/100/1000BASE-T (RJ-45) ans yaaneHHOro ynpasieHuna yCTpoii-
CTBOM. YNpaB/iieHWNe OCYLLEeCTBAAETCA N0 CETU Nepesayn AaHHbIX.

dyHKUMOHANbHAsA KHOMKa 415 nepesarpysKku ycTponcTea 1M cbpoca K 3a-
BOACKMM HaCTpOMKam:

- MPU Ha¥KaTUM Ha KHOMKY A/IMTENbHOCTbIO MeHee 10 ¢ npoucxoamT ne-
pe3arpyska ycTpoWnCTBa;

-NPU HAXKaTUW Ha KHOMKY AauTenbHoctblo 6onee 10 ¢ npoucxogut
cHbpOoC HACTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypauuu.

[1-24]

CnoTbl ana yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.

XLG1, XLG2
XLG3, XLG4

Cnotbl XLG1-XLG4 ana yctaHoBKKU TpaHcueepos 40G QSFP+.

PucyHok 3 — lMNepepHaa naHenb MES3324
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PucyHok 4 — lMepeaHaa naHenb MES3316F

AOLTEX  Mesnow o
woﬁ
-0 0O
=000 &
lT] ‘
1 3 24

PucyHok 5 — lMepeaHaa naHenb MES3308F
B Tabanue 11 npmBeneH nepevyeHb PasbeMOB, CBETOANOAHbBIX MHAMKATOPOB M OPraHOB yrnpaB/eHus,
pPacnonoXeHHbIX Ha nepegHen naHenn kommytatopos MES3308F, MES3316F, MES3324, MES3324F.

Tabnnua 11 — OnucaHWe pa3bemMoB, UHAMKATOPOB M OPraHOB ynpasaeHus nepeaHen naHenn MES3308F,
MES3316F, MES3324, MES3324F

UnitID MHAWKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master MHAMKaTop pexxrnma paboTbl yCTpoicTBa (BeayLmii/Beaomblit).
Fan NHauMKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaTOp pe3epBHOro a1eKTpONUTaHuA.
2 Console KOHCONbHbIV NOPT ANA NOKANBHOMO YNPaABAEHUA YCTPONCTBOM.

Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpas-
NeHMA YCTPOMCTBOM.

3 008 YnpasaeHne ocyLecTBAAETCA MO CETH, PasfesibHO C KaHAOM nepesayn
JaHHbIX.
dyHKUMOHabHAA KHOMKa A5 nepe3arpyskun yCcTponcTea 1 cbpoca K 3a-
BOACKMM HacTpOKam:
4 F - NPY HaXaTUKM Ha KHOMKY A/MTeIbHOCTbI0 meHee 10 ¢ npoucxoauT ne-
pesarpyska yCTpoicTBa;
- NPV Ha)KaTUM Ha KHOMKY AauTenbHocTblo 6osnee 10 ¢ mpoucxoaut
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
[1-24] CnoTbl gnA ycTaHOBKM TpaHcusepoB 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
(1-8]
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[11-12, 23-24]

6 [7-8, 15-16] Komb60o-nopTbl: noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4, 7-8]
XG1, XG2

7 XG3, XG4 CnoTbl gnAa ycTaHOBKM TpaHcueepos 10GSFP+/1GSFP.

e 1 2 3 4 5 6 7 89 10 1 12 Aelrex meszza

UnitID
T8
Power O O O
Master O O O
sesO O O
MmO O O

i3,

PucyHok 9 — lMepeaHaa naHenb MES2324P DC

B Tabnnue 12 npuBeaeH nepevyeHb PasbeMoB, CBETOANOAHbIX MHAMKATOPOB M OPraHoOB yrnpaBaeHus,
pacnonoXeHHbIX Ha NepeaHel naHeAn kommyTtatopos MES2324 AC, MES2324 DC, MES2324P AC, MES2324P

ACW, MES2324P DC.
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Tabanua 12 — OnuncaHMe pasbemoB, MHOMKATOPOB M OPraHOB ynpasieHUA nepegHein naHenn MES2324 AC,
MES2324 DCY, MES2324P AC, MES2324P ACW, MES2324P DC

Ne dnemeHT nepegHen
it OnucaHue
naHenu
~110-250VAC max 2A Pasbem 4na NOAKNIOYEHMA K UCTOYHUKY 3/IEKTPONUTAHNA MEPEMEHHOTO
TOKa.
1
36-72 VDC Pasbem Ana NOAKNOYEHUA K UCTOYHUKY 3/1EKTPONUTAHUA NOCTOAHHOIO
TOKa.
Unit ID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTpOMCTBa.
2 Master MHAMKaTop pexkrMma paboTbl ycTpoicTea (BeayLumii/segombiii).
Status NHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm NHankaTop asapuu.
3 Console KoHCObHbIV NOPT ANA NOKANBHOTO YNpaBaeHUA YCTPONCTBOM.
PyHKLMOHabHAA KHOMKA ANA nepe3arpysku ycTpoincTea u cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 P - MIPY HaXXaTUW Ha KHOMKY ANUTeNnbHOCTbIo meHee 10 ¢ npoucxoauT ne-
pe3arpyska ycTpoWcTBa;
- NPWU HaXaTUW Ha KHOMKYy AauTenbHocTbto 6onee 10 ¢ npoucxoaut
cHbpocC HACTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypaumum.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 Link/Speed CBeToBan MHAMKALMA COCTOAHUA ONTUHECKUX MHTepdeicoB.
XG1, XG2
7 XG3: XGa Cnotbl ana yctaHoBKM TpaHcnsepos 10GSFP+/1GSFP.

PucyHok 10 — lMepeaHas naHenb MES2348P

B Tabaunue 13 npusBeneH nepevyeHb pasbemoB, CBETOANOLHbIX MHAMKATOPOB WU OPraHOB YNpaB/ieHuUs,
pacnonoXeHHbIX Ha NnepeaHen naHenAn kommyTtatopa MES2348P.

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom O0B (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpasaeHna yCTPOMCTBOM. YNpaBaeHue OCYLLECTBAAETCA NO CeTH, pasaesbHo
C KaHaNoOM nepesayn AaHHbIX).
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Tabnnua 13 — OnucaHune pa3bemoB, MHANKATOPOB M OPraHoOB ynpasaeHus nepeaHen naHenn MES2348P

Unit MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Status MNHAMKATOP COCTOAHMA YCTPOICTBA.
1 Master NHauKaTop pexuma paboTbl ycTpoiicTBa (Beayuimnit/seaombiit).
PS1 NHAuMKaTOp cOCTOAHMA NepBoro 6710Ka NUTaHMA.
PS2 MNHaunKaTop cocToAHMA BTOporo 610Ka nuTaHus.

dyHKUMOHaNbHAA KHOMKa A/1a nepesarpyskun yctpoiictea u cbpoca K 3a-
BOACKMM HacTpOlKam:
- NPY HaXKaTWUM HA KHOMKY AANTENbHOCTbIO meHee 10 ¢ nponcxoauT nepe-

2 F
3arpysKa ycTpoicTBa;
- NPW HAXXaTUM Ha KHOMKY ANuTeNbHOCTbIo 6os1ee 10 ¢ nponcxoauT cbpoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.

3 Console KOHCONbHbIV NOPT A5 IOKANbHOIO YNPaB/AEHUA YCTPOWCTBOM.

4 [1-48] MopTbl 10/100/1000BASE-T (RJ-45).

XG1, XG2
5 XG3, XG4 CnoTbl Ana ycTaHoBKM TpaHcuseposB 10GSFP+/1GSFP.

2 3 45 6 7 8

PucyHok 13 — lNepeaHasa naHens MES2324F DC
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PucyHok 14 — MNepegHaa naHens MES2348B

1..24 - 10/100/10008ASE-T

SELTEX  MES23281

1 3 5 i 9 11 13 15 17 15 21 23 25 27
e S0 O 10 O 10 O 0[O0 O 10 O o) O 0 [ 10 O R0 e R S T[T IT 0] 472 - 10/100/10008m8eT
Foner Q) OO or 100BASE-FX/1000BASE-X
Master O O O . 25 2 27 28
gt 1= | i B il i gt Y o )t i o
wsQ OO 3 o 5 o o 5 s S s ] 5 s g 5 0 8 5 e | 5 50 s 8 5 e 5 0 8 0 Q Q Q Oseo)
A snonn Loy 2 [ G B 10 2 12 16 18 0 2 2 % )
[ ‘ I ‘ I

PucyHok 15 — lMepeaHasa naHeno MES2328I

PucyHok 16 — lMepeaHasa naHenb MES3348

PucyHok 17 — lNepeaHaa naHens MES3348F

B Tabnnue 14 npuBeneH nepevyeHb PasbeMOoB, CBETOANOAHbIX MHAMKATOPOB M OPraHoOB yrnpaB/eHus,
pacnonoXeHHbIX Ha nepeaHel naHenn KommyTtatopos MES2324B, MES2324FB, MES2324F DC, MES2348B,

MES3348, MES3348F.

Tabnvua 14 — OnucaHue pasbemMoB, MHAMKATOPOB W OPraHoB ynpaBieHUs nepegHer naHenn MES2324B,
MES2324FB, MES2324F DC', MES2348B, MES3348, MES3348F

~110-250VAC, 60/50Hz Paszbem ana nogKNtouYeHMA K UCTOYHUKY SNEKTPONUTAHMA NepemeH-
max 2A HOro TOKa.

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom O0B (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpas/ieHUs yCTPOMCTBOM. YNpaBAeHWe OCYLLLECTBAAETCA MO CeTH, PasAeNbHO

C KaHa/iom nepenayu p,aHHbIX).
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48 (45 ~ 57) VDC Pasbem gna NoAKAOYEHUA K UCTOYHMKY 3NEKTPONUTaHMA MNOCTOAH-
HOro TOKa.
2 12VDC max 3A Knemmbl gna NoaKNIO4EHUA aKKyMyNATOPHOW 6aTapen 12V.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOP NUTAHMA YCTPOMCTBA.
Master MHAmMKaTop pexknma paboTbl ycTpoiicTea (BegyLwnii/seaomblit).
3
Fan NHauKkaTop paboTbl BEHTUAATOPOB.
Battery NHauKaTop cocToAHuA baTapeu.
RPS NHanKaTop pe3epBHOro 3N1eKTPOoNUTaHuA.
Console KOHCONbHbIM NOPT ANA NOKANBbHOIO YNpaBAeHUA YCTPONCTBOM.
4
usB MopT USB (TonbKo ana MES2328I).
dDyHKLMOHANbHAA KHOMKa A/1A nepes3arpysKku ycTpolicTea u cbpoca K
33aBOACKUM HaCTPOMKam:
5 F - NPU HA)XaTUW Ha KHOMKY ANUTEeNbHOCTbIO meHee 10 ¢ npoucxogut
nepesarpyska ycTpoWucTBa;
- NPWU HaKaTUM HA KHOMKY AnuTenbHocTbio H6onee 10 ¢ npoucxoamt
cHpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypauuu.
MES2324B MopTbl 10/100/1000BASE-T (RJ-45).
[1-24] MES2324FB
MES2324F CnoTbl 4NA yCTaHOBKKU TpaHcueepos 1G SFP.
[11-12,
23-24] MES2324FB Kom60-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
6 -
[25-28] MES2328]| Kom6o-noptbl 10/100/1000BASE-T/1000BASE-X/100BASE-FX
MES2348B
) MES3348 Moptbl 10/100/1000BASE-T (RJ-45).
[1-48]
MES3348F CnoTbl 4NA yCTAaHOBKKU TpaHcueepos 1G SFP.
7 Link/Speed CBeToOBasA MHAMKALMSA COCTOAHUA ONTUYECKMX HTEPdENCOB.
8 ;((g;: igi CnoTbl AN ycTaHoBKM TpaHcueepos 10GSFP+/1GSFP.

PucyHok 18 — lMepeaHasa naHenb MES2308
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PucyHok 19 — lMepeaHasa naHenb MES2308P AC
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PucyHok 21 — MNepepHaa naHens MES2308R

B Ttabnuue 15 npueeaeH nepevyeHb pPa3bemMOB, CBETOAMOAHbLIX MHOMKATOPOB M OPraHOB ynpaBaeHus,
pPacnonoXeHHbIX Ha NepegHei NnaHean kommyTtatopos MES2308, MES2308P AC, MES2308P DC, MES2308R.

Tabnnua 15 — OnucaHMe pa3bemMoB, MHAWMKATOPOB M OpPraHoB ynpaBneHua nepeaHelr naHenn MES2308,
MES2308P AC, MES2308P DC, MES2308R

dnemeHT nepegHen
Ne e OnucaHue
naHenu
1 Knemma 3azemneHusa K o
& neMma A4 3a3eM/1eHMA YCTPOMCTBa.
~110-250VAC, 60/50Hz Paszbem gna nogKknoyeHma K UCTOYHUKY SNEKTPONUTAHUA NepeMeHHOro
max 2A TOKa.
2
Pasbem AnAa NoaKNIOYEHUA K UCTOUYHWUKY 3NEKTPONUTAaHMA NOCTOAHHOIO
36-72 VDC
TOKa.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAWKaTOp NUTAHUA YCTPOMCTBA.
3 Master NHauKaTop pexxuma paboTbl ycTpoicTBa (BeayLmii/seaombiii).
Status MNHAMKATOP COCTOAHMA YCTPOMCTBA.
Alarm MHanKaTop aBapum.
4 Console KOHCO/IbHbIN NOPT 418 I0KANbHOIO YNpPaBAeHWUs YCTPONCTBOM.
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®YHKUMOHaIbHasA KHOMKa A/1A Nepes3arpy3Kku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:

- MPU HA)KaTUM HA KHOMKY A/NTENbHOCTbIO MmeHee 10 ¢ npoucxoaut ne-
pe3arpysKa ycTpolicTBa;

- MPM HaXKaTUW Ha KHOMKY AnuTenbHocTblo 6onee 10 ¢ npoucxogut
cbpOoC HacTpoEK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.

[1-10]

10 noptos 10/100/1000BASE-T (RJ-45).

Link/Speed

CBeTOBasA MHAMKALMA COCTOAHMUA ONTUYECKMX NHTEPENCOB.

[11,12], [9, 10]

CnoTbl ANA yCTaHOBKM TpaHcmsepos 1G SFP.

JOMIONIOMSET  AeLTEX
[ MES3508
1 2
3 4
[
8
M orurt || ]
O PWR2 3
Ovwemp || |
5 4
= -\1 B
El ||—5
i Console A

PucyHok 22 — lMepeaHasa naHenb MES3508

B Tabnunuax 16, 17, 18 npueeaeH nepeyeHb pa3bemoB, CBETOANOLHbIX MHAMKATOPOB M OPraHOB yrnpaBaeHus,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopos MES3508, MES3510, MES3510P.

Tabnunua 16 — OnucaHune pasbemMoB, UHANKATOPOB M OPraHoOB ynpaBaeHus nepeaHen naHean MES3508

Ne dnemeHT nepeaHen Onmcanme
naHenm
1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).
2 9,10 Kombo-nopTbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MHAWKATOPbI NMUTAHWUA YCTPOMCTBA.
3
Temp MHAMKaTop TemnepaTtypsbl.
®YHKUMOHaIbHaA KHOMKa A1A NepesarpysKku ycTpomncTea u copoca K 3a-
BOACKMM HaCTpOMKam:
4 . - MPY HaXaTUM Ha KHOMKY AanTenbHOCTbIO meHee 10 ¢ npoucxogmT ne-
pesarpyska ycTpoWcTBa;
- MpPX HaXaTUM Ha KHOMKY AnuTenbHocTblo H6onee 10 ¢ npoucxogut
cbpoc HacTPOEK yCTPOMCTBA 40 3aBOACKOM KOHPUTypaLmu.
5 Console KOHCONbHbIM NOPT AN5 NIOKANbHOIO YNpaB/eHUs YCTPOUCTBOM.
50 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 23 — lMepeaHas naHenb MES3508P

Tabnunua 17 — OnucaHune pa3bemMoB, MHAMKATOPOB M OPraHOB ynpaBaeHns nepeaHel naHenm MES3508P

1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 [1-8] CeeToBan nHAMKauma PoE.
3 9,10 Kom60-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MNHAMKATOPbI MUTAHWUA YCTPOMCTBA.
4 Alarm MHanKaTop aBapuu.
Temp MHanKaTop TemnepaTypsl.
PyHKLMOHaNbHAA KHOMKa A1A Nepesarpysku ycTpomnctea u copoca K 3a-
BOZCKMM HAaCTPOMKaM:
5 r - MPM HaXKaTUM Ha KHOMKY AAUTeNbHOCTbI0 meHee 10 ¢ npoucxoauT ne-
pe3arpysKa yCTpoIiCTBa;
- NPU HaXaTUW Ha KHOMKY AAuTesnbHOCTbio 6osnee 10 ¢ npoucxoguT
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
6 Console KOHCONbHbIV NOPT AN5 NIOKANbHOIO YNPaB/eHUA YCTPOUCTBOM.
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1.8 - 10/100/1000BASE-T PoE+
9.12 - 100BASE-FX / 1000BASE-X

PucyHok 24 — lMepeaHasa naHenb MES3510P

Tabnmua 18 — OnuncaHue pasbemoB, UHANKATOPOB M OPraHOB yrpaBaeHus nepeaHen naHean MES3510P

o 3 7
N NnemeHT nepeaHeun Onncanme
naHenm
1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBanA MHAMKauUmMA PoE.
3 9,10,11,12 100/1000BASE-FX/1000BASE-X (SFP).
PWR1, PWR2 MNHAMKATOPbI NMUTAHWUA YCTPOMCTBA.
4 Alarm MHanKaTop aBapuu.
Temp NHanKaTop TemnepaTtypbl.
dPyHKUMOHaNbHas KHOMKA A/1A Nepes3arpysku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 r - MPU HA*KaTUM Ha KHOMKY AJUTENbHOCTbIO MmeHee 10 ¢ npoucxoauT ne-
pe3arpysKa yCTpoIiCTBa;
- NPU HaXaTUW Ha KHOMKY AAuTesnbHOCTbio 6osnee 10 ¢ npoucxoguT
cbpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypauuu.
6 Console KOHCONbHbIV NOPT AN5 NOKANbHOFO YNPaBAeHUA YCTPONCTBOM.

2.4.2 3a0HAA u 8epXHAA NaHenu ycmpolicmea

BHewWwHM BMA 3aaHen naHenn kommyTtatopoB MES5324 npuBeaeH Ha pucyHKe 25.

PucyHok 25 — 3agHaa naHenb MES5324

52

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

B tabaunue 19 npuseaeH nepeyeHb pasbemMoB, PAcroIOXEHHbIX Ha 3aAHeN naHenn KommyTaTopa
MES5324.

Tabanua 19 — OnuncaHme pa3beMoB 3aHeEN NaHenn KommyTtaTopa MES5324

Ne dnemeHT 3agHell naHenm OnucaHue
— — o

1 Knemma 3aszemnenHua —= Knemma pgns 3asemneHuma yCTponcTea.

CbeMHble BEHTUAALMOHHbIE MOAY/IU C BO3MOXHOCTbIO ropsiyelt 3a-
2 CbeMHble BEHTUNATOPSI

MeHbI.
3 43VDC Pasbem gna noAKNOYEHUA K UCTOYHUKY SNEKTPONUTAHMA NOCTOAH-

HOro TOKa.

Pasbem Ana NOAKAOYEHUA K UCTOYHUKY INEKTPOMUTAHUA nepe-
4 ~220 VAC 50 Hz max 1A ANIA TIoA ¥ P P

MEHHOTIO TOKa.

BHewWwHW BUA 3a4HUX NaHenen KommyTtatopos cepmn MES33xx npuBeneH Ha puUcyHKax 26—29.
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PucyHok 26 — 3agHasa naHens MES3308F
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PucyHok 27 — 3agHaa naHenb MES3316F
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PucyHok 28 — 3agHaa naHenb MES3324F, MES3348F, MES3324
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PucyHok 29 — 3aaHaa naHenb MES3348

Tabnnua 20 — OnucaHMe pa3bemMoB 3a4HEN NaHen KommyTaTopoBs cepumn MES33xx

Ne dnemeHT 3agHel naHenu OnucaHue
—r o

1 Knemma 3asemnexHuna —= Knemma ans 3a3emneHus ycTpoicTBea.

CbeMHble BEHTUNALMOHHbIE MOAYAN C BO3MOXHOCTbIO ropsayeit 3a-
2 CbeMHble BEHTUAATOPbI

MEHbI.
3 48VDC Pa3sbvem ANA NOAKNKYEHUA K UCTOYHUKY INEKTPONUTAHNA NMOCTOAH-

HOTrO TOKa.

Pazbem AN NOAKMOUYEHUA K UCTOYHUKY SNEKTPOMNUTAHUA NEepPEMEH-
4 ~220 VAC 50 Hz max 1A ANA TOA y P P

HOro TOKa.

BHewWwHMI BMA 3aHEN NaHe M KomMmyTaTopos cepun MES23xx npuseaeH Ha pucyHKax 30-34.

O & -

PucyHok 30 — 3agHaa naHenb MES2324, MES2324B
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PucyHok 32 — 3agHaa naHenb MES2324P ACW
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PucyHok 34 — 3agHaa naHenb MES2348B

Tabnmua 21 — OnuncaHue pasbemoB 3aaHel naHean kommyTtatopos MES2324F DC, MES2324FB, MES2348B

Ne dnemeHT 3agHei naHenm OnucaHue

1 Knemma 3azemnenuna = Knemma anda 3asemneHuns ycTpoicTea.

2 BeHTMnAaTOpbLI.

3 12VDC max 5A Knemmbl g5 NoAKNOYEHMA aKKYMYNATOPHOM 6aTapen 12V.

4 ~110-250VAC, 60/50Hz Paszbem ona NOAKAOYEHUA K UCTOYHUKY INEKTPONUTAHUA nepemeH-
max 2A HOro TOKa.

BHewHW BUA 3agHeN naHenn KommyTtatopa MES2348P npusegeH Ha pucyHke 35.

_/_“ﬁ

]
So

1 2 3 3
PucyHok 35 — 3agHaa naHenb MES2348P

B Tabnmue 22 npuBeaeH nepeyeHb Pa3bemoB, PacnosOKeHHbIX Ha 3a4Hel NaHeAn KoMmmyTaTopa
MES2348P.

Tabnunua 22 — OnucaHne pa3bemoB 3aHel naHenn KommyTtatopa MES2348P

Ne dnemMeHT 3agHeil naHenu OnucaHue

CbemHble BEHTUAALMOHHbIE MOAYAN C BO3MOXHOCTbIO ropayei 3a-
1 CbeMHble BeHTUAATOPbI

MEHbI.

—_—r— V)
2 Knemma 3asemneHna = Knemma gns 3asemneHuma yCTpomncraa.
3 ~100-240VAC, 60/50Hz Paszbem gna NnoaKNOYEHUA K UCTOYHUKY 3/1IEKTPONUTAHMA NEPEMEH-
max 10A HOFO TOKa.
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BHelWHMI BMA 3a4HEN NaHen KommyTaTopos cepmnmn MES2308x npuseaeH Ha pucyHKe 36.

-
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PucyHok 36 — 3agHasa naHenbs MES2308, MES2308P AC, MES2308P DC, MES2308R

BHewHW BUA 3agHen naHenn KommyTtatopa MES23281 npmeeneH Ha pucyHke 37.
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PucyHok 37 — 3agHaa naHenb MES2328l|

BHeWwHMN BMA, BepxHen naHennm kommytatopos MES3508, MES3508P n MES3510P npuBeaeH Ha

pucyHke 38.
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PucyHok 38 — BepxHaa naHenb MES3508, MES3508P, MES3510P

Tabnnuya 23 — OnuncaHme pasbemoB BepxHel naHean kommytatopos MES3508, MES3508P, MES3510P

Ne dnemMeHT 3agHel naHenmn

OnucaHue

" —
1 Knemma 3asemnenua =

Knemma ana 3asemneHus yCTpOVICTBa.

48 (20~ 75) VDC (ana
MES3508)

Pasbembl gna NOAKNIOHEHUA K UCTOYHMKAM SNEKTPONUTAHUA NOCTO-

2
48 (45~ 57) VDC (ana AHHOrO TOKa.
MES3508P n MES3510P)
3 12VDC max 5A PeneiHbiN BbIxo4 aBapuitHOM curHanmnsaumm: 1 A 24 V DC.

56 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

2.4.3 bBokoevbie naHenu ycmpoliicmea

@
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®

PucyHok 40 — JleBasi 6oKkoBasA naHenb Ethernet-kommyTaTopos

Ha 60KoBbIx naHensx yCTpOﬁCTBa PacnoNoXeHbl BEHTUNAUNOHHDbIE PELUETKU, KOTOPbIE CAyXKaT ANA

2.4.4 Ceemoeasn uHOUKayusa

oTBOAa Tenna. He 3aKpbiBaiTe BEHTUNALMOHHbIE OTBEPCTMUA MOCTOPOHHUMMK MpeameTamu. ITO MOKeT
MPMBECTM K Neperpesy KOMMOHEHTOB YCTPOMCTBA M Bbi3BaTb HapylleHMa B ero pabote. PekomeHaauumn no
YCTaHOBKE YCTPOICTBa Pacno/ioKeHbl B pasgene «YCTaHOBKa M NOAK/II0UEHME .

CocrtosHue nHTepdeiicos Ethernet MHanumpyeTca asyma cBeToaAMOAHbIMU MHANKATOpamu, LINK/ACT

SPEED

LINK/ACT
PucyHok 41 — BHewHM BuA pasbema ¢ QSFP+-TpaHcnsepamm

o

LINK/ACT  SPEED

PucyHok 42 — BHelwHWit BuA pasbema SFP/SFP+

3e/1eHoro ugeta n SPEED aHTapHOro useta. PacnonoXeHne cBeTOANOA0B NOKA3aHO Ha pUCYHKax 41, 42, 43.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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SPEED

PucyHoK 43 — BHewHu Bua pasbema RJ-45

Tabnuua 24 — CeeToBas MHAMKaUMA cocToAaHMa XLG-nopToB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeAUHEHME He YCTaHOBAEHO

lopuT nocToAHHO

lopwuT nocToAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 40 Meut/c

lopnT NOCTOAHHO

Mwuranue

MaeT nepepaya faHHbIX

Tabanua 25 — CeeToBas MHAMKAUMA COCTOAHNA XG-NOpTOB

BbikntoueH

BbikntoueH

lMopT BbIKAOYEH AN COeAUHEHME He YCTaHOBAEHO

BbikntoueH

FopnT NnocToAHHO

YcTaHOB/IeHO coenHeHne Ha ckopocTu 1 éeut/c

lopuT nocToAHHO

lopuT nocToAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 10 Feut/c

X

Mwuranue

MaoeT nepegava gaHHbIX

Tabnunua 26 — CeeToBas MHAMKaUMSA cocToAHUA Ethernet-noptos 10BASE-T

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTaHOBAEHO

BbikntoueH

FopnT NOCTOAHHO

YCTaHOB/IEHO CcoeaMHeHUe Ha ckopoctn 10 Méut/c
nnan 100 M6uTt/c

lopuT NnoCcTOAHHO

lopuT nocToAHHO

YcTaHOBNEHO coeauHeHMe Ha ckopoctn 1000
Méut/c

X

Mwuranue

NaeT nepeaaya AaHHbIX

NHaukaTop Unit ID (1-8) cny»KuT ana o603HauyeHUs Homepa YCTPOMCTBA B CTeKe.

CuctemHble nHamnkaTopbl (Power, Master, Fan, RPS) caysaT ans onpegeneHua coCToAHUA paboTbl

y310B KOMMmyTaTopos cepmumn MES53xx, MES33xx, MES23xx, MES35xx.

Tabnnua 27 — CBeToBas MHANKAUMSA CUCTEMHbBIX MHOMKATOPOB

Power

MuTaHme BbIKAOYEHO

MWTaHWe BKNOYEHO, HOpMabHan
paboTa ycTpolicTBa

BbikntoueH
CocToaHue 3eneHbli, roput
MCTOYHWKOB NOCTOAHHO
nuTaHuA .

3eneHblit, mepuaet

CamoTecTpoBaHMe yCTpoicTBa Npu
ctapte (POST)

58
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KpacHbiin, roput
NOCTOAHHO

OTCyTCTBME NEPBUYHOIO NMUTAHUA OT
OCHOBHOTO MCTOYHMKA (NPU NUTaHMM
YCTPOWCTBA OT pe3epBHOro
WUCTOYHUKA)

MpusHak 3eneHbln, roput YCTPOMCTBO ABAAETCA «KMACTEPOMY B
Master BeayLLero NOCTOAHHO CTeKe
yCTpOKcTBa Npu BbIK/THoueH YCTPOICTBO He ABNAETCA «KMacTepoOM»
paboTe B cTeke B CTEKe
3eneHsbli, roput
CocrosaHwne HOCTOAHHO Bce BeHTUNATOPbLI UCMPaBHbI
Fan BEHTUATOPA ”
oxNaKAEHNA KpacHbiin, roput OTKa3 ogHoro nau bonee
NOCTOAHHO BEHTU/IATOPOB
3eneHbli, roput .
HopmanbHasa paboTa ycTpoictsa
NOCTOAHHO
. OTKas ogHoro unu bonee
KpacHbin, roput
BEHTUNATOPOB, Unun asapua PoE
NHamkaTop NOCTOAHHO (MES2348P)
Status COCTOAHUA —
ycTpolicTsa 3arpyska ycTtpoucrea. He Ha3HayeH
. . IP-agpec HM Ha oaunH K3
KpacHbin-3eneHbin, .
MaraeT nHTepdeicos, MMbO B CTEKe He
obHapy:xeH mactep (MES2324,
MES2324FB, MES2324F DC)
. MoaknoyeH notpebutens PoE (roput
MHpmkarop 3eneHbl, roput WMHOMKATOP, COOTBETCTBYHOLLMIA
PoE coctoAaHna PoE- NOCTOAHHO A P yiot
nopTtos nopry)
BbikntoueH MNoTpebutenn PoE He NoaKAtOYEHDI
3eneHbli, roput Pe3epBHbIN UCTOYHUK MOLK/IOYEH U
Pexkum paboTbl NOCTOAHHO paboTaeT HopmanbHO
RPS pe3epBHOro KbacHbIi. roouT OTcyTCcTBME NEPBUYHOIO NMUTaHMA
NCTOYHMKA ngcmﬂm;o P pe3epBHOro UCTOYHWUKA UK ero
nNUTaHMA HEWCNPaBHOCTb
BbIkntoueH Pe3epBHbIN UCTOYHUK HE NOAKIOYEH
3eneHbli, roput
HOCTOAHHO AKB nogKkntoyeHa, nnTaHne B Hopme
Batt " 3eneHblit, muraet AKB 3apsarkaeTca
atter HAMKaTO = —
(MESZ32)£/lB co:'ronHMﬂp KpacHbIn-3enéHbin, OcHOBHOE NUTaHMe oTKI4YeHo, AKB
' . Muraet paspsrkaeTca
MES2324FB, AKKYMYNATOPHOM = =
MES23488) Gatapen KpacHbin, muraet Hu3kun yposeHb 3apaga AKb
BbikntoueH AKB oTKAo4YeHa
KpacHbIn, roput ABapus PTB (pacuenuTtensa Toka
NOCTOSIHHO 6artapenm)
3eneHbli, roput BAOK NUTaHMA yCTaHOB/IEH B C/OT,
NOCTOSAHHO NUTAHWE BKOYEHO
MHAVKaTO BAOK NUTaHMA yCTaHOB/EH B C/IOT, HO
PS1, PS2 A P . nUTaHUe OTKAYEeHOo; 610K NUTaHUA
COCTOAHUA KpacHbiin, roput
(MES2348P) 6/10KOB MTaHUS I'IOCTOFlHI—;O YCTaHOBJIEH B C/IOT, NUTaHMWe
BKJ/IIOYEHO, HO MMeeTCA
HEWCnpaBHOCTb
bIKN JIOK MUT T n not
BbikntoueH BNOK NMUTaHMA He YCTAaHOBAEH B CNO
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Alarm

KpacHbl—3enéHblii, Harpy3Ka PoE Bbile HaCcTpOMKK
Muraet usage-threshold
CeeTtoBan KputnyecKkas owmnbKa B pabote PoE,
WHAMKALMA KpacHbIi, roput npveeaLwasn K oTkAto4eHuto PoE Ha
CUCTEMHBbIX NOCTOAHHO BCEX NOPTax IMBO OTKa3 04HOMo UAN
WHAMKATOPOB 60s1ee BEHTUNATOPOB
Harpy3sKa POE HW»Ke HacTpOMKu
BbikntoueH
usage-threshold

2.5 KomnneKrt nocraBku

B 6a30BblIii KOMMNAEKT NOCTAaBKM BXO4AT:

Ethernet-kommyTaTtop;

KoMnNAeKT Kpeneska B CTOMKY;

WHyp nutaHua EBpoBunka-C13, 1.8m (Tonbko ana MES2308, MES2308R, MES2308P AC,
MES2324 AC, MES2324B, MES2324P AC, MES2324P ACW, MES2324FB, MES2348B);

LWHyp nuTaHma MNBC 2x1.5, 2m (Tonbko ans moaenen MES2308P DC, MES2324 DC, MES23248B,
MES2324F DC, MES2324FB, MES2324P DC, MES2348B, MES3508, MES3508P, MES3510P);
Pasbem KabenbHon uactu 2EDGK-5.08-02P-14-00AH — 2 wrt. (Tonbko ana MES3508,
MES3508P, MES3510P);

Pasbem KabenbHoi uactu 2EDGK-5.08-03P-14-00AH — 1 wrt. (Tonbko ana MES3508,
MES3508P, MES3510P);

MamaTKa 0 AOKYMeEHTaUuMK;

CepTndunKaT COOTBETCTBUSA;

Macnoprt.

Mo 3anpocy B KOMMNAEKT MOCTAaBKM OMUMOHANbHO MOTYT 6bITb BKNOYEHDI:

PykoBoacTtBo no akcnayatauum Ha CD-gucke;

KoHco/bHbIM Kabenb;

Moaynb nutaHua PM160-220/12 (ana MES2328I u cepuit MES33xx, MES5324) nan PM950-
220/56 (pna MES2348P);

LWHyp nuTaHua EspoBunka-Cl3, 1.8m (B ciyyae KomMieKkTauMuM mogynem nutaHus PM160-
220/12 nan PM950-220/56);

Moaynb nutaHus PM100-48/12 (ans MES2328I u cepuit MES33xx, MES5324) nam PM950-
48/56 (ana MES2348P);

WHyp nuTanua NBC 2x1.5, 2m (B caydae KOMNIEKTaUMmM moaynem nutaHua PM100-48/12);
SFP/SFP+/QSFP+-TpaHcuBsepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B aaHHOM pa3zene onucaHbl NpoLeaypbl YCTaHOBKU 060pyA0BaHUA B CTOMKY U NOAKAOYEHUS K NUTa-
foLen cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMNAEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI AN1A YCTAHOBKM B CTOMKY M BUHTbI 418 Kpenje-
HUA KPOHLUTEMHOB K KOpNycCy yCTpoicTBa. 1A YyCTaHOBKM KPOHLUTEAHOB:

PucyHok 44 — KpenneHune KpOHLITENHOB

1. Tpw HanMyMmM TPAHCNOPTHOrO BUHTA YAA/IUTe ero nepes HayaloM YCTAaHOBKMU.
2. CoBmecTuTe YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAaKUMMU Ke OTBEPCTUAMM Ha Ho-
KOBOW MaHenn ycTpoicTBea.

C NoOMOLLLbI0 OTBEPTKU MPUKPENUTE KPOHLITENH BUHTAMM K KOPyCy.

4. MMosTopuTte aeictens 1, 2 ANA BTOPOro KPOHLWTENHA.

w

3.2 YcTaHOBKa ycTpoiicTBa B CTOMKY (Kpome MES3508, MES3508P, MES3510P)

[N yCcTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNpPaBASIOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUS KPOHLUTEMHOB C OTBEPCTMAMM Ha HANPaBAAIOLLMX CTOMKKU. UcnonbayiiTe
OTBEpCTUA B HaMNpaBAAOLWMX Ha OAHOM YPOBHE C 06eMX CTOPOH CTOMKM, A/1A TOFO YTO6bl YCTPO-
CTBO pacno/iarasocb FOPU30oHTabHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.
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PucyHoK 45 — YcTaHOBKaA YCTPOMCTBA B CTOMKY
Ha pucyHKe 46 npuBegeH npumep pasmeLleHns KommyTtatopos MES5324 B cToitke.

o MES-5324 N1 o
(] KabenbHblin opraHanaep o
o  MES5324N2 o
o KabenbHbiii opraHansep o
o] MES-5324 N3 o
(] KabenbHbiin opraHanaep (o]
o  MESB5324N4 o
o KabGenbHblii opraHansep (]
o] MES-5324 N5 o
o KabenbHbili opraHaiisep (o)

PucyHoK 46 — PasmelueHne kommytatopos MES5324 B cToike

' l He 3aKkpbiBaiiTe BEHTUNALMOHHDbIE OTBEPCTUA, @ TAKIKE BEHTUIATOPbI, PAacNo/IoXKeHHbIe Ha
3agHel naHenu, NOCTOPOHHMMU NpeaMeTamun Bo usbexkaHue neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa M HapylueHua ero paboTbl.
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3.3 YcrtaHoBKa ycTpoiicte MES3508, MES3508P, MES3510P Ha DIN-peiiKy

YCTpOMUCTBO pasmell,aeTca BepTUKANbHO, TaK KaK 60KoBble NaHenun obecneynsaloT Tensio-
ralf | OTBOA,

[ns yctaHoBKK ycTpolicTea Ha DIN-peliky:

1. HaKAoHWUTb KOPMYC YCTPOICTBA BEPXHEN YacTbio OT ceba M NPUNOKNUTb KpenaeHne Ha 3aaHel
naHenu K DIN-pelike TaK, 4Tobbl ee BEPXHAA KPOMKA OKa3asiacb 3@ MPOBOIOYHOM NPYKMUHON.

2. HapaswuTb Ha KOpNyC YyCTPOMCTBA CBEPXY.

3. He cHMMana gaBneHUA, NPUMKaTb HUMKHIOK YacTb KOpnyca ycTponcTea K DIN-peitke [0 3awenku-
BaHUA.

Ona pemoHTaxKa yctponctea ¢ DIN-peiiku:

1. HapaBuTb Ha KOpMyC YCTPOMCTBA CBEPXY.
2. He cHMMaA faBneHun, NOTAHYTb HUMKHIOK YacTb KOMMYyTaTopa Ha cebs.
3. [MpunoaHAas Kopnyc, CHATb ycTpoiicTBo ¢ DIN-peliku.

3.4 YcTtaHOBKa moAay/iel NUTaHuA

KommyTaTop MOXeT pa6OTaTb C OAHUM Unn AByma Mmoaynamum nUTaHuA. YcTaHOBKa BTOpPOro moayna
NMNTaHNA HEO6XOAMM3 B C/ly4ae WuMCNo/21b30BaHUA yCTpOﬁCTBa B ycCnoBuAX, TpEGVIOU.I,MX NOBbILEHHOWN
HaOeXHOCTU.

MecTa Ans yCTaHOBKM MOAY/NeN NMUTaHUA C SNEKTPUYECKOM TOUKMN 3peHNA paBHOLEHHbI. C TOYKU 3peHun
MCMNO/b30BaHMNA YCTPOMCTBA MOAYb NMUTAHWA, HaXo4AWMNCA BAKNKE K Kpato, CYUMTAeTCA OCHOBHbIM, 61MKe K
LEHTPY — pe3epBHbIM. Moaynu NuTaHWA MOTYyT YCTaHaBAMBAaTbCA M W3BNEKATbCA 6€3 BbIKNHOYEHMUSA
ycTpoiictea. MNpu yCTaHOBKE WAW U3BAEYEHWUM AOMNONHUTENBHOMO MOAYAA MUTAaHNA KOMMYTaToOp NPOAO/KAET
paboTy 6e3 nepesanycka.

' ‘ Mepep 06cny:xmMBaHMem U3genna, pPEMOHTOM UAWN APYTMMU aHANOTMYHBIMU AeiCTBUAMMU
e OTKNIlOUUTE U3[e/ine OT BCEX UCTOYHMKOB NUTaHMUA.

PucyHok 47 — YcTaHOBKa Moaynein nuTaHus
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CoctoAiHMe Moay/el MUTAHUA MOMKEeT OblTb NMPOBEPEHO Mo WMHAMKaAUMW Ha nepegHel naHenu

KommyTaTtopa (cm. pasgen 2.4.4) uaum no AMarHOCTMKE, AOCTYMHOW 4epe3 WHTepdeicbl ynpaBaeHus
KOMMYTaTOPOM.

.‘

UHauKauma aBapun moayna nUTaHUA MoXKeT 6bITb BbiI3BaHa He TOJIbKO OTKAa3oMm moAayns,
HO U OTCYTCTBMEM NEPBUYHOro NUTAHUA.

3.5 ToaknouyeHue NUTaIOLWEN CETH

1. [Mpexzae Yem K yCTpoMncTBy byaeT NogKAOYeHa NMTatOWAA ceTb, HEOBXOAMMO 3a3eMAUTL KOP-
nyc yCTPOMCTBA. 3a3emaeHne He0H6X0AMMO BbINOAHATL N30ANPOBAHHBIM MHOTOXWUAbHbBIM NPO-
BOAOM. YCTPOMCTBO 3a3eM/IEHMA U CeYeHne 3a3eMNALWEero Nposoaa A0KHbI COOTBETCTBO-
BaTb TpeboBaHuam My3.

MNopknoueHne A0NKHO OCYLECTBAATLCA KBaINPULMPOBAHHBIM CNELUaICTOM.

2. Ecam npegnonaraertca NoAK/Alo4YeHUe KOMMbloTepa UAN MHOro 060pyA0BaHNA K KOHCObHOMY
NOpPTY KOMMYTaTOpPa, 3TO 060PYyA0BaHME TaKKe A0KHO ObITb HAZLEKHO 3a3eM/IEHO.

3. ToaxntounTe K yCTPOWCTBY Kabenb NMTaHMA. B 3aBUCMMOCTM OT KOMMIEKTAL MKW YCTPOMCTBA, NK-
TaHWE MOKET OCYLLLECTBAATLCA OT CETU MePEMEHHOT0 TOKa IMBO OT CeTM NOCTOAHHOTO ToKa. Mpu
NOAK/IIOUYEHNN CETU NMEPEMEHHOTO TOKa C/ielyeT UCMO/b30BaTb Kabesb, BXOAALLMI B KOMMIEKT
ycTpoiicTga. Mpu NoAKAOYEHUN K CETU MOCTOSAHHOTO TOKa UCMO/Ib3YHTEe NPOBOJ, CEYEHNEM He
meHee 1 Mm% 1 cobogaiite NONAPHOCTb, YKa3aHHYIO Ha 610Ke NUTaHusA.

Bo nsbexkaHme BOSHMKHOBEHUA KOPOTKOro 3amMbiKaHUA NpU NOAKNIOYEHUU K CeTU NOCTO-
AHHOrO TOKa pekomeHAayeTcAa Npounu3BecTy 3a4UCTKY NPoBOAA Ha AJINHY 9 mm.

Llenb NnMTaHUA NOCTOAHHbLIM TOKOM A0J1)KHa COAEPKaTb YCTPOMUCTBO OTKIOYEHUA NUTAHUA
¢ dU3MUeCKUM pasbeAnHEHMEM COeaUHEHUA (BbIKAIOUYATENb, Pa3beM, KOHTAKTOp, aBTO-
MaTUYECKUi BbIK/loYaTeNb U T.N.).

4. BknaouuTe NUTaHMe yCTpOVICTBa n Y6eAMTECb B OTCYTCTBUMU aBapMﬁ No COCTOAHUIO MHONKATOPOB
Ha I'IEpEAHEVI naHenn.
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3.6 MoaknioueHne AKb K MES2324B, MES2324FB, MES2348B

MoaxntoveHne AKB ocyLLecTBNseTca MeaHbIM NMPOBOAOM ceyeHneM He MeHee 1,5 mm2, Mpu noaknto-
yeHun AKBb Heobxoanmo cobatogatb NOAAPHOCTb.

EmKocTb AKE He meHee 20 Ah.

PucyHok 48 — MNoakntoveHme AKB K ycTpoicTBy

3.7 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

/} YCTaHOBKa ONTUUYECKUX MOAY/Iei MOXKET NPOM3BOAUTLCA KaK NPU BbIKAIOYEHHOM, TaK U
Y NPy BKNIOYEHHOM YCTPOIiCTBE.

1. BcrtaBbTe BepxHUt SFP-moayib B COT OTKPbLITOM YacTblo pa3bema BHWU3, @ HUXKHUIA SFP-moaynb
OTKPbLITOM YacTblo pa3bema BBEPX.

PucyHok 49 — YctaHoBKa SFP-TpaHcmBepos

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324 65



HELTEX

2. Hapasute Ha moay/sb. Koraa oH BCTAHET Ha MECTO, Bbl YC/bIWNTE XapaKTePHbINA WENYOK.

PucyHok 50 — YcTaHoBneHHble SFP-TpaHcuBepbl
[na ynaneHna TpaHcusepa:

1. OTKpoiiTe 3alLenky moayns.

PucyHok 51 — OTKpbITMe 3awenku SFP-TpaHcuBepos

2. WU3Bnekute MmoAay/nb U3 CnoTa.

PucyHok 52 — U3BneveHune SFP-TpaHcuBepos
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4 HAYA/NbHAA HACTPOMKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTuUTb Nporpammy smynsaummn TepmuHana (HyperTerminal, TeraTerm, Minicom) u
NPOW3BECTM CAeaytoWwMe HACTPOMKM:

— BblbpaTb COOTBETCTBYIOLLMI NOCAEA0BATE/NbHbIN NOPT;

—  YCTaHOBMTb CKOPOCTb Nepeaaym AaHHbix — 115200 604;

— 3apatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBLIN BUT, 6€3 KOHTPOS YETHOCTY;

—  OTK/IIOYUTb annapaTHOe U NPOorpammHoe ynpasaeHUe NOTOKOM AaHHbIX;

— 334aTb PEXUM aIMYyNALMM TepMUuHana VT100 (MHorMe TepMmUHa/IbHbIE MPOrPaMMbl UCMO/b3YHOT
AAHHbIN PEXUM IMYNALNN TEPMNHAA B KAYECTBE PEXUMa NO YMOTYaHUIO).

4.2 BKAwouYeHue yCTPOUCTBA

YCTaHOBUTb COeAMHEHME KOHCOJIM KOMMyTaTopa (nopt «console») ¢ pasbeMom mocnenosBaTtesibHOro
nHTepdelica KoMnbIOTepPa, Ha KOTOPOM YCTaHOB/IEHO NPOrpamMmmMHoe obecrneyeHne aMyaALUN TepMUMHana.

BKNOUUTL YCTPOMCTBO. [MpY KaxKa0M BKIOYEHUM KOMMYTATOpPA 3aMyCKaeTcsa npoueaypa TeCTMpoBaHMA
cucTembl Npu BKAoYeHUKU (POST), KoTopaa no3sonseT onpeaennTb paboTocnocobHOCTb YCTPOICTBa nepes,
3arpysKoli UCNoIHAeMOM NPorpaMmbl B onepaTuBHYyo namsaTb (O3Y).

OTobpaxkeHue xo4a BbiNoaHeHUs npoueaypbl POST Ha kKommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa ABe CeKyHZAbl noc/e 3aBeplieHus npoueaypbl POST HaunHaeTcs aBTo3arpysKa nporpaMmmHoro
obecneyeHns KoMmyTaTopa. [1s BbINOJIHEHUS CieumManbHbIX NpoLeayp UCNoNb3yeTca MeHto Startup, BOMTH
B KOTOPOE MOXHO, NPepBaB 3arpy3Ky Haxatnem Knasuwm <Esc> nnu <Enter> B Te4eHMe 3TOro BPEMEHM!.
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Mocne ycnewwHoM 3arpy3kn KOMmMyTaTopa NOABUTCA CUCTEMHOE NpurialleHne nHtepdelica KomaHaHOM
cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x** (admin)

console#

/";;‘ [ns 6bicTporo BbiI30Ba CNPABKU O AOCTYMHbIX KOMaHAaX MCNO/b3yiTe KOMBUHALMIO Kna-
, BULWW <Shift>n <?>.

4.3 3arpy3o4yHoe meHIo

[na BXofa B 3arpy3oyHOE MeHI0 ciefyeT MOoAKAYMTLCA K YCTPOMCTBY uyepes mHTepdeic RS-232,

nepesarpysuTb YCTPOWCTBO M B TEYEHUE ABYX CEKYHA, NOCAE 3aBepLueHma npoueaypbl POST HaxaTb <ESC> unu
<ENTER>:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupa 3arpy3o4HOro meHio:

Startup Menu
1] Restore Factory Defaults

[

[2] Boot password

[3] Password Recovery Procedure
[4] Image menu

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnnua 28 — PyHKUMM MHTepdelica 3arpy304HOro MeHIo

dyHKyua OnucaHue
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HAaCTPOMKM
Boot password YcTaHOBUTL/YAaNUTb Naposb Ha bootrom
Image menu BbIbpaTb akTMBHbIM 06pasa cuctemHoro MO
Password Recovery Procedure COpOoCUTb HAaCTPOMKM ayTeHTUPUKALUK
Back MpoAoNKNTb 3arpy3Ky
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4.4 Pexum paboTbl KOMMYyTaTOpa

KommyTtatopbl MES23xx, MES33xx, MES5324 paboTaloT B pexnme CTEKMPOBAHMUA.

V Kommytatopol MES3508, MES3508P wu MES3510P He nopAaepXuBalwoT pexum
CTEKMPOBAHMUA.

Ctek OYHKUMOHMPYET Kak eanMHOEe YCTPOMCTBO U MOKET 0O6beANHATL A0 8 KOMMYTATOPOB OAHOM U TOM
e MOgEeNN, UMEILLMX Cieaytolme poau, onpeaensemble nx nopaakosbimm Homepamu (UID):

— Master (UID ycTpoiictBa oT 1 Ao 8), C HEro NPoOUCXOAUT ynpaBaeHUe BCEMM YCTPONCTBaMUN B
cTeke. Posib MOXKHO Ha3Ha4YMTb BCEM YCTPOMCTBAM, HO aKTUBHbIN master npu sTom byaeTt oauH,
ocCTa/ibHble byayT GyHKUMOHMPOBaTb B posn backup.

— Backup (UID ycTpoiictBa oT 1 Ao 8) — ycTpolicTBO, nog4ymHsatoweeca master. ybaumpyert Bce
HACTPOWKM, U, B CNyYae BbIXoAa YNpaB/AOLLErO YCTPOUCTBA U3 cTpos, bepeT Ha cebsa GpyHKuUM
YyNpaB/ieHNs CTEKOM. POJIb MOXXHO HA3HAYMUTb MAKCUMYM CEMU YCTPONCTBAM.

— Slave (UID ycTtpolictBa oT 1 A0 8) — yCTPOICTBO, NoAUmMHAKLLeecs master. He moxeT paboTaTtb
B aBTOHOMHOM peXume (ecnm oTcyTcTByeT master). PoOnb MOXHO Ha3Ha4YMUTb MaKCUMYM LIECTH
ycTpolictBam. [lonycTma KoppeKTHasa paboTa cTeka 6e3 yCTpoMnCTB ¢ AaHHOW PoJibio.

Ona KoppeKkTHOM paboTbl cTeKa He06XoAMM XOTA 6bl OAUH IOHUT C POaIbl0 Master U oauH
OHUT ¢ ponbto backup.

.-

/’ UHTepdeiicbl B pexxnme CTeKMPOBaHUA PAabOTAIOT TO/IbKO HA MaKCMMaJIbHOU CKOPOCTU UH-
Tepdeiica.

Mo yMONYaHMI0O KOMMYTATOP HAaxoAMTCA B poan master, nopTbl XLG (XG) yyacTsytoT B nepegaye AaHHbIX.

B pexume crekuposaHma MES5324 wucnonb3yetr XLG-MopTbl ANA CUHXPOHU3AUMUKM, OCTasibHble
KOMMyTaTopbl cemenctBa, Kpome MES2308, MES2308P, MES2308R, MES2328] — XG-noptbl (MES2308,
MES2308P, MES2308R 1 MES2328| ucnonb3ytoT 1G-noptbl). Mpu 3TOM yKasaHHble NOPTbI HE y4acTBYIOT B
nepegaye AaHHbIX. BO3MOXKHbI ABE TONOAOMMU CUHXPOHU3UPYIOLLMXCA YCTPONCTB — KObLLEBAA U IMHENHAA.
[nA noBblilWEHUA OTKAa30yCTOMYMBOCTM CTEKA PEKOMEHAYEeTCA UCMO/Ib30BaTb KOMbLEBYO Tornonoruto. Mpu
MCMNO/Ib30BaHUWN JIMHEAHOM TOMONOTUKN B CXEME U3 ABYX HOHUTOB CTEKOBbIE NOPTbl 06beanHATCA B LAG, uTo
No3BO/IAET NOBbICUTbL MPOMYCKHYO CNOCOBHOCTb KaHana. MNpu Mcnonb3oBaHMM KONbLEBOM TONOAOMMU OAMH
CTEKOBbIN IMHK BaoKkupyeTtca ana Broadcast, Multicast, Unknown Unicast-tpaduka n He 6a10Kkupyetca gns
o0by4yeHHoro Unicast-TpadmKa, 4To N03BONAET NOBLICUTb NPOMYCKHYIO CNOCOBOHOCTb CTEKOBBIX IMHKOB.

V Ona KommyTtatopos MES2348P, MES2348B, MES3348, MES3348F gna obbeanHeHua B

NIMHEeHOI Tononornun cTeKoBbIX NopToB B LAG Heob6xoanmo ncnonb3osatb MHTEpdeiichl

tel-8/0/1, tel-8/0/4 wan tel-8/0/2, tel-8/0/3. Mpu nobbIX APYrUX KOomMEMHaUMAX
CTEKOBbIX NOPTOB OAUH U3 HUX ByaeT HaxoauTbCA B pesepse u umeTb cratyc Standby.

KommyTtaTtopbl cepuit MES23xx, MES33xx n MES53xx noaaep»xunsatoT ¢pyHKumoHan NSF (Non-Stop
Forwarding) B cTeke. [aHHbIi GyHKUMOHAN MO3BOASET MWHMMM3MPOBATbL NOTEPU ONA TPAH3UTHOIO
HeMapLpyTU3Mpyemoro Tpadmka B MOMEHT Nepesadm mactepcTea oT master k backup.

MpuHumn paboTbl NSF: B MOMeHT, Koraa backup 6epet ynpasneHue Ha cebs M 3anyckaeT npouecc
OOVHMUMAAM3aumMmM Ao poam master, 3anyckaetca Taiimep NSF n dukcupytotca STP-ctaTycbl NOPTOB, NOPThI B
LACP, uneHctBo noptoB Bo VLAN, ckopocTb noptoB M T.4. OcTanbHble HACTPOMKM MPUMEHAIOTCA Ha
KOMMYyTaTOpe, CTaBlemM master, B peasibHOM BpeEMEHM.

Mpn atom BO BpemaA npouecca NSF M3meHeHue cTatyca noptoB B STP Ha cTeke MNOAHOCTbIO
UrHopupyeTca. TaKkke 3anpeLwaerca BbINOJHEHWE KOMaHA NpocMoTpa KoHourypaumm (KomaHabl “show
running-config, show startup-config” B pexxnme EXEC), uameHeHMe coCTOAHUS NOPTOB (KomaHab! “shutdown,
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no shutdown” B KOHTEKCTHOM MeHI0 KoHduUrypauumn nHtepdelrica) n VLAN (KomaHga “vlan 2” B KOHTEKCTHOM
meHio “vlan database”), ckopoctn nopTtoB (“negotiation, speed” B KOHTEKCTHOM MEHIO KOHUrypaLuu
nHTepdelica), ounctka FDB (“clear mac address-table dynamic” B pexxmume EXEC), nepesarpyska ycTpoictsea
(“reload” B pexxume EXEC), nameHeHuMe wumeHM ycTponctBa (“hostname” B pexume rnobanbHoM
KOHdUrypaumm), BkatodeHne/sbikatodeHne STP (“no spanning-tree” B pexkume rnobanbHol KoHdUrypaumun).

Korga uctekaetr Taimep NSF, Bce paHee 3adMKCMPOBaHHbIE HACTPOMKM MPUMEHSAIOTCA K CTEKY B
peasbHOM BpEMEHM.

Tabnuua 29 — Matpumua cteknpoBaHua ans MES23xx

¢ | 8| 8§ ¢ | g | ¢ |¢ € | € | ¢
MES2308R + - - - - - - - - _
MES2308 - + - - - - - - - _
MES2324 - - + + + - + - - )
MES2324B - - + + + - + - - _
MES2324FB - - + + + - + - - )
MES2348B - - - - - + - - - )
MES2324F DC - - + + + - + - - )
MES2324P - - - - - - - + _ +
MES2308P - - - - - - - - + -
MES2348P - - - . - - - + - +

Tabnnuya 30 — MaTpuua cteknpoBaHua ana MES33xx, MES5324

<« w w w % w <
8 N S S S S P
b @ @ « b @ i
] © © [ ] 0 2
S W W w S w S
S S S S
MES3324 + + + + - - -
MES3324F + + + + - - -

70 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

MES3308F + + + + - - -
MES3316F + + + + - - )
MES3348 - - - . + + -
MES3348F - - - . + + .
MES5324 - - - - . . +
Hacmpolika cmeKkuposaHusi KoOMMymamopos
3anpoc KOMaHAHOM CTPOKM MMeET caeayoLwmnii Bua,;
console (config) #
Tabnnua 31 — KomaHAabl AN HAaCTPOMKK CTEKa
Komanda 3HayeHue/3HayeHue Neiicmeue

1o ymon4yaHuro

stack configuration links
{fo1-4| te1-4 | gi9-12}

Ha3sHaunTb HTEpdENCh A8 CUHXPOHMU3ALMK PAabOTbI
KOMMyTaTopa B cTeke. MMHUManbHoe Kosinyectso — 1,
MaKcumanbHoe — 2.

stack configuration unit-id

HasHauyaeT Homep ycTpoWcTBa «unit-id» nokanbHomy

unit_id unit_id: (1..8, yCTpOMCTBY (Ha KOTOPOM BbINONHEHA KOMaHAa). CMeHa HoMepa
auto)/auto YCTpOMCTBaA NPOM30MAET NOC/e Nepe3arpyskn KOMMyTaTopa.

no stack configuration YAanuTb HacTPOMKK CTeKa.

stack configuration master MpUHYAUTENBHO HAa3HAYMUTb YCTPOWCTBO MacTepPOM (MacTepcTBo

unit unit_id 6yaeT Bceraa CoxpaHeHo 3a KOHUTOM B CAydae Haanuma ero 8
cTeke). EciM B KOMaHAe yKasaTb HOMep YCTPOCTBA, OTANYHbIN

unit_id: (1..8)/— OT TOro, Ha KOTOPOM BbINOJIHAEM €€, TO TeKYLL I macTep

NPUHYAWUTENbHO Nepes3arpysnTca Ana oTAa4M MacTepCTBa.

no stack configuration BepHyTb BbI6GOP MacTepa K CTaH4APTHOMY asropuTmy

master (macTepom byaeT BbI6paHO YCTPOIACTBO C HaMbobLWIMM uptime).

stack configuration fec Hactpoutb pexkum Forward Error Correction (FEC) Ha

{off|cl74} —Joff MHTepdericax cTeka.

V‘ TonbKo gna MES5324.

stack nsf

no stack nsf

—/BbIK/IOYEHO

Pa3pewnTb HenpepbiBHYIO Nepeaady aaHHbix (NSF) Bo Bpems
OTAa4Mn MmacTepcTsa.

3anpeTuTb HenpepbIBHYIO Nepesadvy AaHHbIx (NSF) Bo Bpems
OTAa4yMn MacTepcTsa.

stack nsf timer value value: 3azaTtb Bpems, B TeyeHue KoToporo aamtcsa NSF.
no stack nsf timer (60..600) c/120 ¢ YCTaHOBWTb 3HaYeHMEe NO YMOYAHMUIO.
stack unit unit_id unit_id: (1..8) MepeinTn K KOHPUTYPMPOBAHUIO IOHWUTA B CTEKE.
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KomaHObI pexcuma KoHgu2ypauyuu roHUma

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KoHUrypaLumm loH1Ta:

console(unit)#

Tabnnua 32 — KomaHabl 415 HACTPONKM OTAE/IbHOTO IOHUTA

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

stack configuration role
{slave | master}

no stack configuration role

role: (master, backup,
slave)/1 — master, 2 —
backup, 3-8 — slave

HasHauMTb Po/ib KOMMYTaTOPA B CTEKE.

YCTaHOBUTb 3HAYEHMeE Mo YMO4aHUIO.

stack configuration links
{fo1-4 | tel-4 | gi9-12}

HasHauuTb nHTepdeicl A CUHXPOHMU3aLUK PaboTbl
KOMMyTaTOpa B CTeKe.

stack configuration unit-id

Ha3HaunTb Homep ycTpoicTBa «unit-id» KOHPUrypnpyemomy

unit_id unit_id: (1..8, toHUTY. CMeHa Homepa yCTpoicTBa Npon3onaeT nocie
auto)/auto nepesarpyskv KommyTaTopa.
no stack configuration YAanuTb HaCTPOMKK CTEKa.
' Ona npumeHeHUA HaCTPOEK cTeKa Heobxoauma nepesarpysKa yCTPOMUCTBA.
Y _E

[lpumep

=  0b6beanHUTb B CTEK ABa KOmMyTaTopa MES5324. HasHaunTb BTOPbIM IOHUTOM, MCNOb30BAT
delicbl fol-2 B KauecTBe CTEKUPYIOLLMX.

console# config

console (config) # stack configuration unit-id 2 links fol-2

console (config) #

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET C/ieAyoWmin BUA,:

console#

Tabnnua 33 — ba3oBble KOMaHAbI, A4OCTYNHbIe B pexkume EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show stack

OT06pasnTb MHGOPMaLMIO 06 YCTPOICTBAX, BXOAALLMX B CTEK.

show stack configuration

0OT06pa3nTb MHPOPMALMIO O CTEKUPYIOLLUX UHTEePdelicax
IOHWUTOB B CTEKE, a TaKXKe TeKyLWMi BapuaHT BbiIbopa mactepa.

show stack links [details]

PaclumpeHHoe oTobpaxkeHne MHPOPMaLMKU O CTEKMPYIOLLUX
MHTepoencax.
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= [lpumep ncnonb3oBaHnA KomaHabl show stack links:

console# show stack links

Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 fol/0/1 fo2/0/2 40G fol/0/2
2 fo2/0/2 fol/0/1 40G fo2/0/1
’ ‘ YcTpoiicTBa ¢ 0AMHaKOBbIMU uaeHTuduKkaropamm «Unit ID» He moryT pabotaTtb B ogHOM
- CTeKe.

4.5 HacTpoiKa pyHKLUA KOMMyTaTopa

®DYHKUMM NO HaYaNbHOMY KOHPUIYPUPOBAHMIO YCTPOMCTBA MOKHO pa3ae/inTb Ha ABa TuMa.

— ba3oBas HacTpoiika — BK/o4aeT B cebs onpeaeneHne 6a30Bbix GYHKLUMIA KOHOUIypauumn u
HaCTPOMKY AMHamMuyecKkux IP-agpecos.

— Hactpoitka napameTpoB cucTemMbl 6€30MaCHOCTM — BK/OYAET YNpaB/ieHWe CUCTEMOW
6e3onacHOCTN Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpysKe yCTPOMCTBA BCe HECOXPAHEHHbIE AaHHble byayT yTepaHbl. [ina coxpa-
HeHUA N6bIX BHECEHHDBIX MU3MEHEHUI B HACTPOIKY KOMMYTaTopa UCNONb3YyeTcA cneaylo-
Wan KoMaHAa:

console# write

4.5.1 ba3oeasa Hacmpolika Kommymamopa

[na Hayana KoHOUrypauum ycTponcTsa HeEOH6XOAMMO NOAKIOUYUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocneaoBaTeNnbHbIM NOPT. 3anyCTUTb Ha KOMMbIOTEPE NPOrPaMMy SMYNALMU TEPMUHANG COTNIACHO NYHKTY 4.1
«HacTtpolika TepmuHana».

Bo Bpems HauyaibHOM HACTPOMKMN MOXKHO ONpeaennTb HTepdEIC, KOTOopbI ByAeT CNOb30BaThCA ANA
NOAK/IOYEHUA K YCTPOWUCTBY yAaNeHHO.

basosan HaCTpOl\;IKa BK/IIOHaeT cheaytoulee:

1. 3apaHue naposa ans nosnbsosatens «adminy» (c yposHem npusunernin — 15).
Co3faHure HOBbIX MO/Ib30BATENEN.

HacTpoiika ctaTuueckoro IP-agpeca, Macku noaceTv v Wak3a No YyMOAYaHUIo.
Mony4yenHune IP-agpeca ot cepsepa DHCP.

HacTpoika napameTtpoB npoTokosa SNMP.

vk wnN

4.5.1.1 3adaHue naposs 044 nosab3osamesnsa «admin» U co30aHUe HoB8bIX rosb3osameneli

Dna obecneyeHunn 3awWMLLEHHOrO BXO4A B CUCTEMY HEOH6XOA4MMO Ha3HAYMTb Napo/ib NpU-
e BU/erMpoBaHHOMY nosb3oBartento «admin».
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Mma nonb3oBaTens u Napoib BBOAUTCA NPU BXOAE B CUCTEMY BO BPEMSA CeaHCOB aAMUHUCTPUPOBAHUS
ycTpoicTBa. 4aa co3gaHma HOBOTo NOJIb30BATENA CUCTEMbI UM HACTPOMKM Nt0HOro 13 NapameTpoB — UMEHMU
NnoJib30BaTesA, NApo/s, YPOBHA NPUBUAETUIA, UCMONb3YOTCA KOMaHAPbI:

console# configure
console (config) # username name password password privilege {I1-15}

V YposeHb npuBuaernii 1 paspeluaer 4ocTyn K yCTPOICTBY, HO 3anpeLyaeT HaCTPOMKy. Ypo-
BeHb NpuBuaerunii 15 paspeluaer Kak JOCTyN, TaK U HACTPOMKY YCTPOICTBA.

Mpumep KoMaHg, ana 3agaHusa nonb3osatento «admin» napona «eltex» M cosgaHua nosib3osBaTtens
«operator» c naponem «pass» 1 ypoBHem npusuaernin 1:

console# configure

console (config) # username admin password eltex privilege 15
console (config) # username operator password pass privilege 1
console (config)# exit

console#

4.5.1.2 PacwupeHHas Hacmpolika yposHsa docmyna

Ha ycTpoiicTBe CyLlecTByeT BO3MOMHOCTb pacnpefesieHns npas nosib3oBaTtesiell B 3aBUCMMOCTM OT
YPOBHA MNPUBMAETNIA, Ha KOTOPOM KaxAblii M3 nosb3osaTeneit 6bin co3gaH. KOHKpeTHOMy YpOBHIO
npusuaernii npuceansaeTcs Habop KOMaHA, KOTOpPble MOrYT BbIMOHATLCA MO/b30BATENAMM C YPOBHEM He
HUXe 3a4aHHoro.

l KommyTtatop noppep:kuBaeT cucTemy HacnepoBaHuA Habopa KomaHpg, oT 6osee HU3KMX
N YpOBHeii npusunerni.

l Mpusunernn BbICTPAUBAIOTCA TOJIBKO AN KOHKPETHO 3afaHHOro y3na. Kaxayo KomaHay
o Heo6X0AMMO NPONUCHIBaTb ABHO, HE UCMONb3YA COKPaLLeHHble popmbl.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOro KoOHGUrypnupoBaHua:

console (config) #

Tabnnua 34 — KomaHAabl 415 HAaCTPOMKM paclUMpPeHHOoro gocTyna

KomaHoa 3HaveHue/3Ha4yeHue ”
Aelcmeue
o ymon4aHuio
privilege context level MpuceansaeT ykazaHHOMY YPOBHIO NpUBUAETUiA
command
level: (1..15); 33aHHYI0 KOMaHAy.
/ypoBeHb Npusnaeruii | - context — pexnm paboTbl KOMaHAHOW CTPOKMU;
KOMaHZ, peKuma - level — ypoBeHb NnpuBmUaeruii, Ha KoTopom byaet
EXEC — 1, [OCTYyNHa HacTpamMBaemasa KOMaHAa;
BCEX OCTaNbHbIX - command — KomaHpaa.
ivil level KomaHg — 15
no privilege context leve Ypanaet A0CTyN K KOMaHAe € YPOBHA, Ha KOTOPOM
command KoMaHza bblna paspelleHa.
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= [lpMmep HacTPOIMKM Habopa KomaHa Ana nosibsosaTena «admin» c 4 ypoBHemM npuBuaeruii n Habopa
KOMaHA, Ans nosb3oBatens «user» ¢ 10 yposBHeM NpuBUAETNA:

console# configure

console (config) # username admin password passl privilege 4
console (config) # username user password passZ privilege 10
console (config)# privilege exec 4 configure terminal
console (confiqg)# privilege exec 4 show running-config
console (config)# privilege config 10 vlan database

console (config)# privilege config-vlan 10 vlan

#
#
#
#

Tenepb A1 NOKabHbIX NMOAb30BaTeeN, Yelt ypOBEHb NPUBUAETUIA BbllLe UK paBeH 4, CTaHeT A0CTyneH
BblBOA, KOMaHAbl show running-config, Ho He 6yaeT gocTynHa HacTpoiKa vlan. [1na nonb3oBaTtenei, ypoBeHb
npuBmaeruii Kotopbix cootsetcTayeT 10 u Bbiwe, byaeT AOCTyNHA HacTpolika 1 vlan, u BbiBog, KomaHab! show
running-config.

4.5.1.3 Hacmpoliika cmamuueckozo IP-adpeca, Macku nodcemu u Wwst03a rno yMOoAYaHUIO

[na BO3MOXKHOCTU yNpaBJeHMUA KOMMYTAaTOPOM M3 CETU HEOBXOAMMO HAa3HAUUTb ycTporncTay IP-agpec,
MacKy NoACeTU U, B CIyHae yNpaBAeHUA U3 APYroi CeTH, W3 No YyMONYaHUIo. IP-agpec MOXKHO Ha3HauYUTb
nobomy nHtepoeiicy — VLAN, dnsmnueckomy nopty, rpynne noptos (nNo ymondaHuto Ha untepdeiice VLAN 1
Ha3HauyeH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a Ao/KEeH NPUHAANEKATb K TOM Ke
NoACeTH, YTo 1 oauH 3 IP-nHTepdeiicos ycTpoiicTaa.

/ B cnyuyae ecnm IP-agpec HacTpansaeTca AnA uHtepdeiica GUsnUecKoro nopTa UK rpynnbl
nopToB, 3TOT UHTepdeiic yaanaerca us rpynnbl VLAN, KOTOpPOI OH NpUHaANEXKan.

V IP-agpec 192.168.1.239 cywiecTByeT A0 TeX Nop, NOKa Ha ntobom nHTepdeiice cTaTUUECKU
‘ unm no DHCP He co3gaH apyroi IP-agpec.

V Mpu yaaneHun ecex IP-agpecos KomMmyTaTopa A0OCTYN K Hemy byaeT ocylecTBAATbCA No
IP-apgpecy 192.168.1.239/24.

= [lpumep KOMaHA, HacTpoikm IP-appeca ana nHtepdeitca VLAN 1:

MapameTpbl MHTEpPdElica:

IP-adpec, HazHa4yaemeolli 0na uHmepgpelica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a rno ymonyaHuro — 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if) # ip address 192.168.16.144 /24
console (config-if)# exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#
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[Ona Toro 4tobbl yoeanTbes, Yto agpec bbin HazHavyeH nHTepdelicy, BBeAUTE KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [lony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHna IP-agpeca moxKeT ncnonbiosatbca npotokon DHCP, B cnyvae ecan B ceT npucyTcTeyet
cepsep DHCP. IP-agpec ot cepsepa DHCP mokHO nonyyatb Yepes nobont uHtepdelic — VLAN, dusnueckuit
nopT, rpynny nopToB.

V Mo ymonuaHuio DHCP-KnAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

Mpurmep HACTPOWMKK, NpeaHA3HAYEHHOWN ANs NOoAyYeHUs anHamudeckoro IP-agpeca ot DHCP-cepBepa
Ha uHTepdelice vlan 1:

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if)# exit

console#

[na Toro utobbl ybeanTbea, UTo agpec 6bin HasHaYeH UHTepPOENCY, BBEAMUTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempoes npomokosaa SNMP 0as docmyna K ycmpolicmey

YCTPOCTBO COAEPKMT BCTPOEHHbIN areHT SNMP 1 noaaep:kunsaeT sBepcum npoTtokona vi/v2c/v3. AreHt
SNMP noaaep:xunsaeTt Habop cTaHAAPTHbIX NepemeHHbIX MIB.

[na BO3MOXHOCTM aAMUHUCTPUPOBAHMA YCTPOMCTBA MocpeacTBOmM npoTokona SNMP Heobxoanmo
€o34aTb X0TA 6bl 04HY CTPOKY coobuiecTBa. KommyTaTopbl NOAAEPKMBAKOT TPM TMNA CTPOK coobluecTsa:

— ro — onpeaenseT AOCTYN TO/IbKO Ha YTeHuUe;
— rw — onpegenset AOCTYN Ha YTEHUE U 3anuch;
— su — onpeaensaet goctyn SNMP-agmunHucTpaTopa.

Hanbonee pacnpocTpaHeHO MCMONAb30BaHWE CTPOK coobuiectBa public — ¢ JOCTYNOM TOMbKO ANs
yteHus obbekToB MIB © private — ¢ AOCTYNOM Ha yTeHMe U M3meHeHune obbekToB MIB. [na Kaxaoro
coobuecTsa MOXKHO 3aaaTb IP-agpec cTaHUMM ynpaBaeHus.
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Mpumep co3paHma coobuiecTBa private ¢ JOCTYNOM Ha 4YTeHMe M 3anucb M IP-apgpecom craHumu
ynpasneHna 192.168.16.44:

console# configure

console (config)# snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config)# exit

console#

[ns npocMmoTpa co3aaHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTtca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpoliika napamempos cucmemol 6e3onacHocmu

Ona obecneyeHns 6e30MacCHOCTM CUCTEMbI UCMOAb3yeTcs MmexaHusm AAA  (ayTeHTUdMKaums,
aBTOpM3aLms, yyeT). Ans wmudpoBaHMA SAaHHbIX UCNOb3yeTca mexaHu3m SSH.

— Authentication (ayTeHTUdMKaUMA) — conocTaBaeHUe 3anpoca CyLecTByoWei y4ETHOM 3anmcu
B cMcTeme 6e30MacHOCTH.

— Authorization (aBTopv3aLms, NPOBepKa YPOBHA A0OCTyNa) — COMNOCTaB/NeHWe YY4ETHOM 3anncK B
cucteme (Npolueawert ayTeHTUGUKaLMIO) U onpeaenEHHbIX MOAHOMOUUNA.

— Accounting (y4€T) — cnexeHue 3a noTpebaeHMem pecypcoB nosib3oBaTenem.

MpY MCNONB30BaHUM HACTPOEK YCTPOMCTBA MO YMOMYAHUIO UMA NoJsib3oBaTens — admin, naponb —
admin. Maponb Ha3HauyaeTca nonb3oBaTesemM. B ciayyae ecnv Naposib yTpayeH, MOMKHO Mepesarpysutb
YCTPOMCTBO M Yepes cepuiiHbI MOPT NpepBaTb 3arpysKy, Haxkae Knasuwy <Esc> wnun <Enter>. B TeuyeHue
nepBbIX ABYX CEKYHZ, Noc/ie NosBAeHMA COOBLLEHMA aBTO3arpy3KM OTKPOETC MeHHo Startup, B KOTOPOM HYXKHO
3anycTuTb Npoueaypy BoccTaHoBAeHMA napons ([2] Password Recovery Procedure).
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/ Monb3oBaTtenb no ymoauaHuio (admin/admin) cywecteyer Ao Tex Nop, NOKa He co3AaH
noboii gpyroit Nnosb3oBaTteb C YpoBHEM npusuaeruii 15.

/ Mpu yaaneHun Bcex co3gaHHbIX nosib3oBatenei ¢ 15 yposHem npusuaernii Jocrtyn K
KommyTatopy 6yAeT OCywecTBAATbCA NOA, NONb30BaTeNeM MO  YMONYaHUIO
(admin/admin).

Ana obecneyeHus nepBOHaqaanoﬁ 6esonacHoCTH napoJib B CUCTeME MOXHO 3a4aTb ANA CEPBUNCOB!

— KoHconb (nogkntoueHue yepes cepuinHblin NOPT);
—  Telnet;
— SSH.

4.5.2.1 YcmaHoeKa naposs 0715 KOHCOAU

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# line console

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password console

B oTBeT Ha NpurnaweHve BBECTU Napoib BO BpeMA perncrpauunm B yCTpOﬁCTBe yepe3 ceaHC KOHCOon
BBEAWUTE NApPO/ib — console.

4.5.2.2 YcmaHoseka napons ons Telnet

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config) # ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password telnet

B oTBeT Ha npurialleHne BBECTM NapoJib BO BPEMA PErnmcTpauumn B ycTporcTee yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 0as SSH
console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line
console (config)# ip ssh server

console (config)# line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBET Ha Npu1raalweHMe BBECTM Napo/ib BO BPEMS PErMCTPALLMM B YCTPOMCTBE Yepes ceaHc SSH BeeauTe
naponb — ssh.
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4.5.3 Hacmpolika 6aHHepa

[nsa yaobcTBa aKenyaTaummn ycTpoicTBa MOXKHO 334aTb 6aHHEp — coobLlieHune, coaepsKallee nobyto
nHdopmaumto. Hanpmmep:

console (config)# banner exec;

Role:

Core switch
Location: Objedineniya 9, str.
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5 YNPAB/JIEHUE YCTPOUCTBOM. UHTEPPENC KOMAHAHOWM CTPOKU

[Nna HacTPOMKM KOMMYTaTOpa MCMOJIb3YEeTCA HECKOJIbKO PEeXMMOB. B Kaxkgom perkmme AOCTyneH
onpefieNeHHbIN CNUCOK KoMaHA,. BBoA cMMBONA «?» CNAYXUT ANA NPOCMOTPa Habopa KoMaHA, AOCTYMNHbIX B
Ka*KAOM M3 PEXMMOB.

Ona nepexoga M3 O4HOrO pexkMMa B APYro MCMNONb3YHTCA cneumasnbHble KoMaHabl. lMepedyeHb
CYLLLECTBYIOLLMX PEXMMOB M KOMaHZ, BXO4A B PEKMM:

KomaHOHbili pexcum (EXEC), naHHbIN pexum A0CTyneH cpasy Nnocse ycnewHol 3arpy3kmM KommMmyTaTopa
M BBOAA MMEHW MOJb30BaTeNsA M Naponsa (4Nna HenpuBMAErMpoBaHHOIO nosb3oBaTens). MpurnaweHue cu-
CTeMbl B 3TOM peXKMMe COCTOUT U3 MMeHM ycTpoictea (host name) u cumona “>".

console>

MpueuneauposaHHbiii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN pexXum A0CTyneH cpasy nocne
yCNewHoM 3arpy3kn KOMMyTaTopa, BBOAA MMEHM NONb30BaTeNA M Napoas. MpurnaleHmne cUCTEMbI B 3TOM
perKMme COCTOUT U3 UMeEHM ycTpoiicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoii KoHpuypayuu (global configuration), naHHbl pexum npeaHasHayeH AnA 3a0a-
HUA 0b6LWMX HacTpoeK KommyTaTtopa. KomaHabl pexuma rnobanbHo KoHbUrypaumm gocTynHbl U3 Atoboro
nogpexmMma KoHpurypaumm. Bxoa B pexknm ocyLecTBaseTca KomaHaon configure.

console# configure
console (config) #

Pexcum KoHgpu2ypayuu mepmuHand (line configuration), naHHbIV peXMm npeaHasHayveH ana KoHdu-
rypaumm, cBs3aHHOM ¢ paboTon TepMMHana. Bxoa B pexmm ocyLLeCcTBAAETCA U3 perKnma rnobanbHON KOHOU-
rypaumu.

console (config)# line {console | telnet | ssh}
console (config-1line) #

5.1 ba3soBble KOMaHAbI

KomaHOobi pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexknme EXEC nmeet cneayowmin Bua;

console>

Tabnnua 35 — ba3oBble KOMaHAbl, AOCTYMHbIe B pexume EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
o ymoa4aHuro

enable [priv] priv: (1..15)/15 MepekNoUnTLCS B MPUBMAETMPOBAHHBIN PEXUM (ecnun 3HayeHune
He yKa3aHo — TO ypoBeHb npusunaeruit 15).

login — 3aBepLueHue TEKYLLEe CECCUM U CMeHa NONb30BaTeN .

exit — 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.

help . 3anpoc cnpaBoYHOM MHOpPMaLMKM 0 paboTe MHTepdeiica
KOMaHAHOM CTPOKM
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show history

MoKa3aTb UCTOPUIO KOMaHA, BBEAEHHbIX B TEKYyLL e
TEPMUHANBHOM ceccum.

show privilege

MoKasaTb ypOBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

—/dYHKUMA BKAKOYEHA

BKAOUNTL GYHKLMIO COXPaHEHWA UCTOPUM BBELAEHHbIX KOMaHZ,
ANA TEKyLWel TePMUHANBLHOM ceccum.

OTKAOUNTD GYHKLMIO COXPaHEHWA UCTOPUU BBELEHHbBIX KOMAHA,
ANA Tekywel TepMUHaNbHOM ceccum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pazmep Bydepa UCTOPUM BBEAEHHBIX KOMaHA ANA
TeKyLLen TEPMUHAIbHOW Ceccun.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

—/BbIBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OT106pasunTb BbIBOA KOMaHA, 6e3 pasaeneHuns Ha CTPaHULbI
(paspeneHve BbIBOAA CNPABKM NO CTPAHMLLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

terminal prompt

terminal no prompt

—/dYyHKUMA BKAKOYEHa

BKNOUMTDL NOATBEPKAEHWE Nepes, BbIMOJHEHUEM HEKOTOPbIX
KOMaHA,

OTKNOUYNTL NOATBEPKAEHUE Nepes, BbINOJHEHNEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT caeayowmii BUa;

console#

Tabnuua 36 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexume privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) n3
nNpYBUAErMPOBAHHOIO KOMaHAHOro pexkmma (privileged EXEC).

configure[terminal]

MepenTn B peXMm KoHOUrypaumm.

debug-mode

MepeinTn B pexxMm OTNagKu.

set system mode {acl-sqinq
| acl-sqing-udb}

acl-sging

YCTaHOBUTb PEKUM HACTPOWKK dUAbTpaLmMm TpaduKa.

- acl-sging — pexxum no ymonyaHuto;

- acl-sging-udb — BABOE YMEHbBLIEHO KOMYECTBO BO3MOXKHbIX
npasun SQinQ; AobasneHa BO3MOXKHOCTb GUAbTPALMKN MO
TpuHaguatv opdcetam (B pexkmme No yMOAYaHUIO — NATb).

KomaHObl, docmyrnHble 80 8Cex pexumax KoOHguaypayuu

3anpoc KOMaHAHOM CTPOKU MMEET OAMH U3 CaeayioLmMX BUAOB:

console#

console (config) #

console (config-line) #

Tabnuua 37 — ba3oBble KOMaHAbl, 4OCTYMHbIE BO BCEX PeXMMaxX KOHOMIypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aeiicmeue

exit BbITH 13 Nt06Oro pexkmma KOHPUrypaLmMm Ha ypoBeHb Bbille B
nepapxmun komaHg, CLI.
end BbINTM 13 N106OTO perkMma KOHOUIypaLumn B KOMaHAHbIA PEXMUM

(Privileged EXEC).
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do BbINONHUTL KOMaHAY KoMaHaHoro yposHs (EXEC) u3 noboro
peXxnma KoHdurypaumu.
help — BbiBecT cnpaBKy MO UCNO/Ib3yeMbIM KOMaHAaM.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT caeayroLwmii Bua;

console (config) #

Tabnnua 38 — BasoBble KOMaHAbl, AOCTYMHbIE B perKMMe rnobanbHol KoHUrypauum

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

banner exec d
message_text d

no banner exec

3afaTb TEKCT coobLLEeHMs exec (Npumep: No/ib30BaTe b
YCNELHO BOLWE B CUCTEMY) U BKIOYMTb BbIBOA HA IKPaH.
- d — pasgenutens;

- message_text — TeKcT coobLeHus (B cTpoke go 510
cumBonos, obuwee 2000 cumBooB).

Y8anuTtb TeKCT coobLLeHns exec.

banner login d
message_text d

no banner login

3apatb TeKCT coobuweHua login (MHPopmaunoHHoe coobuieHue,
KOTOpoe oToBparkaeTca nepes, BBOAOM UMEHU NONb30BATENA U
NaponA), U BKKOYUTb BbIBOA HA IKPaH.

- d — paspgenutens;

- message_text — TeKcT coobLeHus (B cTpoke go 510
cumBonos, obuwee 2000 cumBonos).

Ypanutb TekcT coobuieHua login.

line session-limit max-
session

no line session-limit

max-session: (1..6)/6

3afaeT MaKCMManbHO BO3MOXHOE YMCN0 aKTUBHbIX ceccuit CLI.
OpaHa ceccus 3aperMcTpMpoBaHa ANA ynpasBieHus
V uepes com-nopr.

YcTaHaBAMBaeT 3Ha4YeHune no YMONYaHUIO.

KomaHObI pexcuma KoHguaypayuu mepMmuHana

3anpoc KOMaHAHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CaeayoLWmi BUA;:

console (config-line) #

Tabnnua 39 — BasoBble KOMaHAbl, LOCTYMHbIE B peXKMMe KOHOUTYpauumn TepM1MHana

3Ha4yeHue/3HayeHue .
KomaHda Aeiicmeue
no yMmon4aHuio
history BKNOUUTL PYHKLMIO COXPAHEHMA UCTOPUM BBEAEHHBIX KOMAHA,
no history —/GYHKUMA BKIIOYEHA | BbIKNIOUMTL GYHKLMIO COXPAHEHWA NCTOPUM BBEAEHHbIX

KOMaHa,

history size size

no history size

size: (10..207)/10

M3meHUTb pasmep bydepa UcTopum BBEAEHHBIX KOMaHA,

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3afaTb TaiMayT TekyLlell TepMUHANBbHOWM CECCUM B MUHYTaX.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.
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5.2 ®unbTpayma coobLeHM KOMaHOHOK CTPOKM

dunbTpaumnsa coobuieHMin NO3BOAAET YMEHbLINTL 06beM 0TOOpaXKaembix AaHHbIX B OTBET Ha 3anpochl
nosb3oBatens U obneryntb NOUCK Heobxoammon nHpopmaumn. Ona dunbTpaummn nHbopmauumn Tpebyetca
N06aBUTb B KOHEL, KOMaHAHOW CTpPoKM cumBon “|” m ucnonb3oBaTb OAHY M3 onuuii puabTpaumu,
nepeyncsieHHbIx B Tabauue 40.

Tabnnua 40 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumum

Memod 3HayeHue/3HayeHue Lleiicmaue
o ymon4aHuio
begin pattern Haiitn nepsoe coBnageHue ¢ WwaboHOM B Hayasie CTPOKM,
BbIBECTM BCE CTPOKM 33 HEN.
include pattern - BbIBECTM BCE CTPOKM, coaeprKalume WwabnoH.
exclude pattern BbiBECTU BCE CTPOKMU, HE coaeprKalume WabnoH.

5.3 MepeHanpasneHue BbiBOAA KOMaHA, CLI B npousBonbHbIN Ppaiin Ha N3Y

NHTepdelic KOMaHAHOM CTPOKU NPeaoCcTaBAseT BO3MOMKHOCTb NepeHanpas/ieHNs BbiBOAA KOMaHA, B
Npown3Bo/ibHbIN dain Ha M3Y.

[ns Toro 4tobbl KONMPOBaATb BbIBOA, KOMaHAbl B daitn (nepesanucatb dalin, ecnm Takon yxe cylie-
cTBYET), TpebyeTca nocne Habopa KoMaHZAbl 0TObpaXkeHUs MHbopMaLummn 406aBUTb CUMBOJ «>» U YKa3aTb UM
daina. ns Toro, 4ytoHbI KONMPOBATL BbIBOA KOMaHAbI B KOHeL, dalinia, nocie Habopa KomaHAabl oTobpakeHus
nHbopmaunm gobaBnUTb CUMBOA «>>» U YKa3aTb MMA dainna. NMpumep MCNoONb30BAHUSA:

console# show system >> flash://directory/filename

MNepeHanpaBaATb BbIBOA KOMaHA, B ¢paill MOXKeT TONIbKO No/Ib30BaTe/b € 15 ypoBHeM Npu-
BUNETUMA.

.‘

5.4 Hactpoiika MaKpOKOMaHA,

[aHHas GyHKUMA NO3BONSET CO34aBaTb YHUOULMPOBaHHbIE HAabopbl KOMaHL — MaKpoCbl, KOTopble
MOXHO BMNOC/NeACTBUN NMPUMEHATbL B MPOLLECCe KOHOUTYpauum.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabanuya 41 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
o ymoa4aHuro

macro name word [track Co3aaTb HOBbIM Habop KOMaHA, ecan Habop € TaKUM UMeHeM
object [state activa- cyliecTsyeT — nepesanucaTb ero. Habop KomaHa BBOAUTCA
tion_statel]] NOCTPOYHO. 3aKOHUYUTb MAKPOC MOXKHO C MOMOLLbIO CUMBO/IA

“@”. MakcumanbHasa a4nvMHa makpoca — 510 cumBonos. B Tene

MaKpOCa MOYHO MCNO/b30BaTb A0 TPEX NepeMEeHHbIX B

word: (1..32)
KoHburypauun. Ecnm 3agaH napamertp track, makpoc byget
CMMBOJI0B

aKTMBMPOBaH Npu nameHeHnn TRACK ob6bekTa c Homepom
object, B cooTBeTCTBMM C NapameTpom state (up — akTMBauma
npu nepexoge mn3 coctoaHna DOWN B coctosiHne UP, down —
aKTuBauma npu nepexoge us coctoaHmna UP B coctoaHne DOWN,
any — akTuBaumaA nNpu Nt06OM U3MEHEHUN COCTOAHMSA). MaKkpoc
He MoeT 6bITb akTMBMpPOBaH M3meHeHnem TRACK obbekTa npu
Ha YN NepemeHHbIX B Tene.

object: (1..64);
activation_state: (any,
up, down)/any

no macro name word Y[anuTb yKasaHHbIA Makpoc.
macro global apply word word: (1..32) MpPUMEHUTb YKa3aHHbIN MaKpoc.
CUMBOJI0B
macro global trace word word: (1..32) MpoBepuTb YKa3aHHbI MaKpoC Ha BaIMAHOCTb.
CUMBO/I0B
macro global description Co34aTb CTPOKY-AECKPUNTOP rN10b6asbHOro Mmakpoca.
word: (1..160)
word
— CUMBOJI0B
no macro global description Y[anuTb CTPOKY-AeCKpMnTop.

KomaHObl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 42 — KomaHgbl perkuma EXEC

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4aHuto

macro apply word [patternl MPUMEHNTb yKa3aHHbIM MaKpoc.
valuel] [pattern2 value2] - pattern — wabn0oH, cocToAWMIN N3 06bABNEHUA, HaNpUMep,

word: (1..32) nen . .
[pattern3 value3] cumeona "$", M nepemeHHOM, HanMCaHHbIX CIMTHO;

CMMBO/I0B

- value — nepemeHHas KOHGUTypaLuu.

macro trace word I'IposepMTb \/Ka3aHHbIl71 MaKpOC Ha BaAUOHOCTb.

show parser macro [{brief |
description [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-

OT06pasnTb NapameTpbl HACTPOEHHbIX MAaKPOCOB Ha

i 2(12.. 1..48);
gi_port: (1..8/0/1..48); ycTpoicTse.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

tygigabitethernet fo_port | group: (1..48);
ort-channel group}] | word: (1..32)
i group CMMBO/IOB

name word}]

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdUrypaumm nHtepdeinca:

console (config-if)#
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Tabanua 43 — KomaHabl pexkMma KoHourypaumm nHtepderica

Komanda 3HavyeHue/3HavyeHue Leiicmeue
o ymoa4aHuro
macro apply word [patternl MpUMeHUTb yKa3aHHbIN MaKpoc.
valuel] [pattern2 value2] word: (1..32) - pattern — WwWabnoH, COCTOAWMIA U3 0O6BABNEHUA, HANpPUMep,
[pattern3 value3] CMMBOJ1I0B cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
- value — nepemeHHas KOHPUrypaLmu.
macro trace word word: (1..32) MpoBepuTb yKazaHHbIM MaKpoC Ha Ba/IMAHOCTb.
CMMBOJI0B

macro description word word: (1..160) YCTaHOBUTb CTPOKY-AECKPUMNTOP MaKpoca.
no macro description CMMBOJI0B YAanuTb CTPOKY-AeCKpUnTop.

5.5 KomaHabl ynpaBneHusa cuctemom

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 44 — KomaHapl ynpasieHusa cuctemoi B pexxume EXEC

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host}
[vrf vrf-name] [size size]
[count count] [timeout
timeout] [source
A.B.C.D] [df]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHga cnyxut ana nepegaym sanpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMYy y3/ly CETH, a TaKXKe ANA KOHTPoNA
noctynatowmx oteetos (ICMP Echo-Reply).

- vrf-name — uMA BUPTyanbHOM 061acTV MapLIpyTU3aLmK;

- A.B.C.D — IPv4-agpec y3na cetu;

- host — pomeHHoe nms y3na cetu;

- Size — pa3mep nNakeTta A/nA OTNPaBKM, KOANYECTBO 6alT B
nakete;

- count — KOIMYECTBO MAKETOB A/1A Nepesayu;

- timeout — BpemsA OXKMAAHUA OTBETA Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumBonOB;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHgza cnyxut ana nepegaym sanpocos (ICMP Echo-Request)
npoTtokosa ICMP yKasaHHOMY y3/ly CE€TU, a TaKKe A/1A KOHTPOIA
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-agpec y3na ceTu;

- host — nomeHHoOe Ums y3na cetu;

- Size — pa3mep NaKkeTa Aaa OTNPaBKM, KONNYECTBO 6alT B
nakeTe;

- count — KOZIMYECTBO MAKeTOoB A/1A nepesayu;

- timeout — Bpems 0XWAaHWA OTBETA Ha 3anpoc.
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traceroute ip {A.B.C.D |
host} [vrf vrf-name] [size
size] [ttl tt] [count
count] [timeout timeout]
[source ip_address]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6airT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

Onpegenntb MapLupyT TpaduKa A0 y31a Ha3HAYeHUs.
- vrf-name — umaA BUPTyanbHOM 061acTV MapLpyTM3aLmm;
- A.B.C.D — IPv4-appec y3na cetu;
- host — noMeHHOoe UMA y3na ceTy;
- Size — pa3mep NaKkeTa A/1a OTNPaBKM, KONNYECTBO 6alT B
nakete;
- tt/ — MaKcMMmanbHOe KOAMYECTBO YHaCTKOB B MapLUPYTE;
- count — KOIMYECTBO MOMbITOK NepeAayn NakeTa Ha Kaxgom
Yy4acTKe;
- timeout — BpemsA OXKMAAHUA OTBETA Ha 3anpoc;
- IP_address — |P-agpec uHTepdelica KommyTaTopa,
MUCNONb3yeMbIN ANA Nepesayn NakeTos.

) OnucaHue oWMBOK NPU BbINOJIHEHMU KOMAHA U
V pe3ynbTaToB NpuBegeHo B Tabaunuax 46, 47.

traceroute ipvé
{A.B.C.D.E.F | host} [size
size] [ttl tt] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBoNOB;
size: (66..1518)/66 bair;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

Onpeaenntb MapLupyT TpadmKa A0 Y313 Ha3HAYEeHUs.
-A.B.C.D.E.F — IPv6-agpec y3na cetu;
- host — [OMeHHOEe UMsA y3n1a ceTu;
- Size — pasmep NakeTa A4/1a OTNPaBKU, KOANYECTBO HaliT B
nakete;
- tt/ — MaKcMManbHOE KOAMYECTBO YHaCTKOB B MapLUPYTE;
- count — KOIMYECTBO MOMbITOK NepeAaym NakeTa Ha Kaxgom
YYacTKe;
- timeout — Bpems 0XWAaHWA OTBETA HA 3anNpoc;
- IP_address — |P-agpec uHTepdelica KommyTaTopa,
MUCNONb3yeMbIN ANA nepesayn nakeTos.
] OnucaHue oWMNBOK NpU BbINOJIHEHUU KOMAHA, U
V pe3ynbTaToB NpuBeAeHo B Tabaunuax 46, 47.

telnet {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

OTKpbITb TELNET-ceccuto gna ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — BOMeHHOe UMsA y3na ceT;
- port — TCP-nopT, no KoTopomy paboTaeT cny:kba Telnet;
- keyword — knto4yeBoe CNoBo.
V‘ OnucaHue cneuuanbHbiXx KomaHg Telnet u Knroue-
BbIX C/10B NpuBeAeHo B Tabnuue 48.

ssh {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/22;

OTKpbITb SSH-ceccuto ana ysna cetn.
- A.B.C.D — IPv4-appec y3na cetu;
- host — nomeHHoe Ums y3na cetu;
- port — TCP-nopT, no KoTopomy paboTaeT cay»6a SSH;
- keyword — knto4eBoe Cn0BO.
V‘ OnucaHue Ko4yeBbiX C/10B NPUBEAEHO B Tabnuue
49.

resume [connection]

connection:
(1..5)/nocnenHsasn
YCTaHOB/IEHHaA ceccus

MepeKknoUnTLCA Ha APYryro YCTaHOBNEHHYIO telnet-ceccuto.
- connection — Homep ycTaHoBNeHHOW telnet-ceccun.

show users [accounts]

OT06pasnTb MHGOPMALMIO O NO/L30BATENAX, UCMONb3YHOLLUX
pecypcbl ycTpolicTBa.

show sessions

OT06pasnTb MHGOPMALMIO 06 OTKPBITBIX CECCUAX K YAANEHHbIM
yCTpoicTBam.

show system

BbIBECTU CUCTEMHYIO MHPOPMALMIO.

show system battery

0OT06pa3nTb MHPopMauuio o batapee.

[unit unit] unit: (1..8)/— - Unit — HOMep YCTPOWCTBA B CTEKE.
show system id [unit OT06pa3nTb CEPUIMHBIIM HOMEP YCTPOWMCTBA, PEBU3MLIO NAATbI U
unit] unit: (1..8)/— 6a3osblii MAC-agpec.
- unit — HoMep yCTPOICTBA B CTeKe.
show system [unit unit] unit: (1..8)/— OTo?pasmb CMCTeMH\:PO MHPOpMaLMIO KOMMYTaTOPA.
- unit — Homep yCTPOICTBA B CTEKe.
show system fans [unit unit: (1..8)/— OT06pasnTb MHPOPMALMIO O COCTOAHUN BEHTUNATOPOB.

unit]

- unit — Homep yCTPOMCTBA B CTeKe.

show system power-
supply

OTO6pa3VITb VIHd)OpMaLIMI-O O COCTOAHUN UCTOYHUKOB NUTAHUA.

show system sensors

OT06pasnTb HOPMaLMIO TEMNEPaTYPHbIX AATYMKOB.
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show version

OT06pa3snTb TEKYLLYHO BEPCUIO CUCTEMHOrO NPOrPamMHOro
obecneyeHuns yCTpoCTBa.

show system router
resources

OT06pasnTb pasmep 1 3aHATOCTb annapaTHbIX Tabauy,
YCTPOICTBA (MapLpyTU3aumm, coceaen, MHTepdpeiicos).

show system tcam
utilization
[unit unit]

unit: (1..8)/—

OT06pa3unTb 3arpysKky pecypcos namsatn TCAM (onpeaeneHHo
agpecyemasn namsaTb).
- unit — Homep yCTPOMCTBA B CTEKE.

show tasks utilization

OT06pasnTb ypoBEHb 3arpy3Kn PECypCcoB LEHTPANbHOMO
npoueccopa KOMMyTaTopa A1A KaX40ro CUCTEMHOrO npoLiecca.

show tech-support
[config | memory]

0OT06pa3nTb HPopmaumio 0b ycTpoicTee, Heobxogumyto ann
HavyanbHOM AMArHOCTUKKM Npobaem.
BbiBOA KOMaHAbI NpeacTaBaseT coboi KombuHauuo
V BbIBOAOB NepPeyYnC/eHHbIX HUXKe KOMaHA:
e show clock
e show system
e show version
e  show bootvar
e  show running-config
e show ip interface
e  show ipv6 interface
e  show spanning-tree active
e  show stack
e  show stack configuration
e  show stack links details
e show interfaces status
e show interfaces counters
e show interfaces utilization
e show interfaces tel/0/xx
o show fiber-ports optical-transceiver
e show interfaces channel-group
e  show cpu utilization
e  show cpu input-rate detailed
e  show tasks utilization
e show mac address-table count
e showarp
e show errdisable interfaces
e showvlan
e  show ip igmp snooping groups
e show ip igmp snooping mrouter
e  show ipv6 mld snooping groups
e  show ipv6 mld snooping mrouter
e show logging file
e show logging
e  show users
e show sessions
e show system router resource
e  show system tcam utilization

show storage devices

OT06pasnTb 3HaUeHMA obbema U cBobogHoM namaTtu MN3Y.
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KomaHpga «show sessions» oTobpakaeT Bce yganeHHble coeAUHEHUA TONIbKO U3 TEKYLLEeN
ceccuun. laHHaA KOMaHAA Ucnonb3yeTca caeayowmm obpasom:

.‘

1. BbINONAHUTb NOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYyTaTopa C NMOMOLLbIO
TELNET unu SSH;

2. BepHyTbCA B poAUTENbCKYIO ceccuio (Ha KommyTtaTop). 15 3TOro HaxKaTb KOMGUHaLMIO
Knasuw <Ctrl+Shift+6>, ornycTuTb M HaxaTb <x> (MKc). pon3oiaET nepexopn B poau-
Te/NIbCKYIO CeCccuio;

3. BbINonHUTb KomaHAy «show sessions». B Tabauue [,0MKHbI NPUCYTCTBOBATb BCE UCXO-
AAlWMe coeAnHeHUA B TeKyLei ceccum;

DnA Toro uto6bl BEPHYTHCA K CECCUMN YAANEHHOTO YCTPOMCTBA, HEO6XOAMMO BbINOJHUTD KO-

maHgy «resume N», rae N — Homep coegMHeHUa U3 BbIBOAA KOMaHAbl «show sessions».

KomaHObI pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKK B pexume privileged EXEC numeet cneaytowmii Bua;
console#

Tabnuua 45 — KomaHabl ynpasaeHusa cuctemoii B pexkmume privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

reload [unit unit_id] unit_id: (1.8)/— I'Iepfaazfnycmrb yCTpOVICTLBO.

- unit_id — Homep ycTpoiicTBa B CTeKe.
reload in {minutes | minutes: (1..999); YCTaHOBUTb MPOMEXKYTOK BPEMEHMU, Yepes KOTopbI MpousongeT
hh:mm} hh: (0..23), mm: .

(0..59). OT/I0XKEeHHas nepesarpysKa ycTponcTea.
reload at hh:mm hh: (0..23), mm: N
(0..59). YcTaHOBWTb BpeMs nepesarpysku ycTpoicTea

boot password password YcTaHOBUTbL Naponb Ha bootrom.
no boot password o Yaanutb naponb Ha bootrom.
reload cancel — OTMEHUTb OT/IOMKEHHbIN Nepesanyck.
show cpu utilization . OTO6pPa3nTb CTaTUCTMKY MO YPOBHHO 3arpy3KM pecypcos

LLeHTPaNbHOro NpoLeccopa.
show cpu input rate . OTO6pPa3nTb CTaTUCTUKY MO CKOPOCTU BXOAALLMX Kafpos,

06pabaTbiBaeMbix MPOLLECCOPOM.
show cpu input-rate . OTO6pPa3smnTb CTAaTUCTUKY MO CKOPOCTU BXOAALIMX KaApos,
detailed 06pabaTbiBaeMbix MPOLLECCOPOM MO TUMNY TpadumKa.
show cpu thresholds — OT06pasmnTb CNMCOK HACTPOEHHbIX Noporos gna CPU.
show memory thresholds — OTO6pPa3nTb CNUCOK HAaCTPOEHHbIX MOporos gas RAM.
show sensor thresholds — OT06pasunTb CNMCOK NOPOroB ANA AATYMKOB.
show storage thresholds — OTO6pPa3nTbL CNMCOK NOPOroB A/ Pa3fesioB YCTPOWCTB.
show system mode — 0OT06pa3snTb MHGOPMaLMIO O NapameTpax GunbTpauun TpaduKa.

- I'Ipmmep MCMo/Ib30BaHMNA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x %
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Tabnmua 46 — OnuncaHue pesynbTaToB BbINOJHEHUA KOMaHAbl traceroute

lMone OnucaHue
1 MopAAKOBbIN HOMEP MapLIPYTM3aTOpPa B NMYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBOe MMA 3TOro0 MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplpyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a KOTOEOE nakeT 6bl1 NepegaH U BEPHYACA OT MapLipyTM3aTopa. YKasbiBa-
eTCca ANA KaXKA0WN NOMbITKM Nepefaym nakeTta.

an BbINOJIHEHUWN KOMaHAbI traceroute moryTt ﬂpOM30ﬁTM 0LLIVI6KVI, onucaHue owmnbok npmneeaeHo B

Tabnuue 47.

Tabnnua 47 — OwnbKM NpU BbINOAHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TamayT Nnpu NonbITKe Nnepesayum nakera.
? HewnsBecTHbIM TUM NaKeTa.
A ASMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT Npu BNOKMPOBAHUM UCXOAA-
wero Tpaduka no npasmnam B Tabauue gocrtyna ACL.
F TpebyeTcs pparmeHTauma 1 yctaHoBKa 6uTos DF.
H Y3en ceTn HegoOCTyMNEH.
N CeTb HeOCTYMHa.
P lpoToKoN HepoCTyneH.
Q MCTOYHUK noaaBieH.
R McTekno Bpems NoBTOpHOM cbopKM pparmeHTa.
S OwnbKa ncxoaalLero mapLupyTa.
U MopT HepocCTyNEH.

MporpammHoe obecneyeHne Telnet KommyTaTOpoB NOAAEPKMBAET cheuuanbHble KOMaHAbl —
bYHKUMKM KOHTPOAIA TepMuHana. [lna BxoAa B peXum crneulmanbHbiX KOMaHA, BO Bpemsa akTuBHoi Telnet-

Ceccum NCNoJib3yeTcs KOMBUHALUMA KNaBuw <Ctrl+shift+6>.

Tabnuua 48 — CneumanbHble KomaHabl Telnet

CneyuanbHas KomaHoa HasHaveHue
AN MNepepatb no telnet paspbiB coeguHeHUs.
AN C MNepeaatb no telnet npepbiBaHme npouecca (IP).
AN h Mepeaatsb no telnet yaaneHue cumsona (EC).
AN Qo MNepepatb no telnet npeKkpaweHune BbiBoga (AO).
ARt Mepeaatb no telnet coobuieHne «Are You There?» (AYT) Ana KOHTpOAs nogkatoye-
HUS.
ANy MNepepatb no telnet ctupaHue ctpokm (EL).
AN X Bo3BpaT B peXnMM KOMaHAHOM CTPOKMU.
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TaK»e BO3MOKHO MCNONb30BaHME AONONHUTENbHBIX ONLUMIA NpU OTKPbITUKM Telnet- n SSH-ceccui:

Tabnunua 49 — KntoueBsble €10Ba, UCMOJIb3yemble Npu oTKpbITUKM Telnet- n SSH-ceccuit

Onyusa OnucaHue
/echo JloKanbHO BKAtOYAET GYHKLMIO echo (NnogaBneHue BbIBOAA HA KOHCO/b).
/password OnpepnenseT naponb Ans Bxoaa Ha SSH-cepsep.
/quiet He gonyckaeT BblBOA, BCex cO0bLEeHMI NporpammHoro obecneyerua Telnet.

/source-interface

OnpeaenseT nHTepdEnCc-UCTOUHUK.

BkntoyaeT 06paboTKy NOTOKA, KOTOPLIM paspellaeT He3awmueHHoe TCP-coeguHeHne
6e3 KoHTponsA nocnegoBaTenbHocTel Telnet. MoTokoBoe coeanHeHWe He obpabaTbi-

/stream BaeT Telnet-onuMm U MOXKET MCNONL30BATLCA A5 NOAKNOYEHMA K NOPTAM, Ha KOTO-
pbiX 3anyLueHbl nporpammsl KonuposaHusa UNIX-to-UNIX (UUCP) nnbo apyrme npoto-
KONbl, He asastowmeca Telnet-npoTokonamu.

Juser OnpegenaeTt uma Nonb3oBaTena anAa exoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peKmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmii Bua;

console (config) #

Tabanua 50 — KomaHgpbl ynpaB/ieHUa cMCTEMOW B pexxmnme rnobanbHoi KoHoUrypaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
hostname name name: (1..160) 3asaTb ceTeBOE MMA YCTPOIACTBA.
no hostname CMMBONOB/— BepHyTb ceTeBOE MMA YCTPOICTBA B 3HAUYEHMWE MO YMONYAHWIO.
service tasks-utilization Pa3peLwmnTb ycTpoCTBY NPOrpaMMHO U3MEPATL YPOBEHb 3arpy3Ku
pecypcoB LLeHTPaNbHOIo NPOLLeccopa KOMMYTaTOPa A1 KA A0ro
CUCTEMHOrO npouecca.
- — —/BK/OYEHO —
no service tasks-utilization 3anpeTuTb YCTPOWCTBY NPOrpamMmMHO U3MepPATb YPOBEHb 3arpy3ku
pecypcoB LLeHTPaNbHOIo NPOLLeccopa KOMMYTATOPa A1 KaKAoro
CUCTEMHOrO npouecca.
service cpu-utilization Pa3peLwmnTb ycTPOACTBY NPOrpaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NpoLeccopa KOMMyTaTopa.
- — —/BKNOYEHO —
no service cpu-utilization 3anpeTuTb YCTPOWCTBY NPOrPaMMHO U3MePATb YPOBEHb 3arpy3ku
pecypcoB LLeHTPanbHOro NpoLeccopa KommyTaTopa.
service cpu-input-rate Pa3peLmnTb ycTPOMCTBY MPOrpaMMHO U3MEPATb CKOPOCTb
BXOAALLMX KagpoB, 06pabaTbiBaeMbIX LEHTPaAbHbIM
NpoLLEeccopom KOMMyTaTopa.
- - —/BKNOYEHO -
no service cpu-input-rate 3anpeTuTb YCTPOWCTBY NMPOrPaMMHO U3MepPATb CKOPOCTb
BXOAALLMX KagpoB, 06pabaTbiBaeMbIX LEHTPabHbIM
NpoLLEeccopom KOMMyTaTopa.
service cpu-rate-limits traffic: (http, telnet, YcTtaHoBuTb Ha CPU orpaHMyeHnA CKOpPOCTM BXOAALWMX KaapOoB AN
traffic pps ssh, snmp, ip, link-local, | onpeaneneHHoro TMna Tpaduka.
arp, arp-inspection, - ppS — NAKETOB B CEKyHAY.
stp-bpdu, routing, Peanusyet ¢pyHKuuio CoPP (Control Plane Protection).
ip-options,other-bpdu, V
dhcp-snooping,
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no service cpu-rate-limits

traffic

igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

BoccTaHOBMTL 3HaUEHME ppPs N0 YMOIYAHUIO A/1A ONpeaeNeHHOro
TpadukKa.

syn);

pps: 8..2048

service password-recovery Pa3pelunTb BOCCTaHOB/IEHME NAPOA YEPES 3arPy304HOE MEHIO
bled «password recovery procedure» ¢ COXxpaHeHUEM KOHUrypaLumu.

no service /enable Pa3pelunTb BOCCTaHOB/IEHME NAPO/A Yepes 3arpy304HOE MEHIO
password-recovery «password recovery procedure» ¢ yaaneHnem KoHpurypaumu.
link-flapping enable bled BKAtounTb NpegoTepalieHme GaannmHra IMHKa.
link-flapping disable /enable OTKNOYUTL NpeaoTBpaLleHne GaannumHra MHKa.
service mirror- Co34aBaTb pe3epBHYIO KOMWIO TeKyLLEel KOHPUrypaumn.
conflgu'ratlon — Jenabled
no service .
mirror-configuration OTKNIOUYUTD KOMMPOBaHME TEKYLLEe KoHOUrypauuu.
system router resources ip_entries: YCcTaHOBWTb pazmep TabauLbl MapLLIpyTU3aLMU.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries ipm_entries | (32..8048)/1024;
ipmv6-entries ipm_entries:

ibmv6_entries])

(8..8024)/512;
ipmv6_entries:
(32..8048)/512

cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recov-
ery-notify {enable | disa-
ble}]

no cpu threshold index in-
dex

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLEHTOB;
flap_interval:
(0..100)/0 npougeHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apatb nopor gna 3arpyskm CPU.

- index — NPoun3BOJIbHbIV MHAEKC NOPOra;

- interval — nHTepBan uamepeHua 3arpyskm CPU. 3HayeHue 3a-
rpy3ku CPU 3a aToT MHTepBan 6yaeT cpaBHMBATLCA C NOPOro-
BbIM;

- relation — oTHoWweHWe mexay 3arpyskoii CPU 1 noporosbim
3HayeHnem, Heobxoaumoe ana cpabaTbiBaHWA Nopora;

- value — 3Ha4YeHWe nopora;

- flap_interval — 3HauyeHue, onpegenstolLee MOMEHT BOCCTa-
HOBNEHWUA nopora nocse cpabaTbiBaHUSA;

- Severity — ypOBeHb BaXHOCTM TPanoB Aa 3TOro nopora;

- notify — BKalouaeT/oTKAIOYAET OTNPaBKy TPAnos o cpabatbl-
BaHWK Nopora;

- recovery-notify — BK/tOYaeT/OTKAOYAET OTNPABKY TPanos O
BOCCTAHOBJ/IEHUW NOpoOra.

YAanuTb Nopor € 3aiaHHbIM UHAEKCOM.

memory threshold index
index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3agatb nopor gns obbema ceobogHOM namaTi RAM.

- index — NPoOW3BO/IbHbIV MHAEKC NOPOra;

- relation — oTHoWeHWe mexay 06bemom cBo6OAHOM NAMATU U
MoporoBbiM 3HayeHMem, Heobxoammoe 415 cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHue nopora;

- flap_interval — 3HayeHue, onpegensatolLee MOMEHT
BOCCTaHOB/IEHUA Nopora nocse cpabaTbiBaHUs;

- severity — ypoBeHb Ba)KHOCTU TPanoB 4/14 3TOro Nopora;

- notify — BK/IlO4aeT/OTKAIOYAET OTNPABKY TPaNos o
cpabaTbiBaHUM Nopora;

- recovery-notify — BKkatouyaeT/oTK/l0UaET OTNPaBKy TPanos o
BOCCTAHOB/NEHUM NOpora.

YAanuTb NOPor ¢ 3alaHHbIM UHAEKCOM.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324

91



HELTEX

sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..1000000000)
060pOTOB/MUH;
flap_interval:
(0..1000000000)/0
060poTOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb Nopor 4N AaT4MKa CKOPOCTM BPALLLEHUSA BEHTUAATOPA.
- fan_num — Homep BEHTUNATOPA;

- unit_id — Homep 1OHWUTa, Ha KOTOPOM HaXOAWUTCA BEHTUAATOP;
- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — OTHOLWEHWE MeX Ay CKOPOCTbIO BPALLEHUA
BEHTU/IATOPA U NMOPOroBbiM 3Ha4YeHMEM, HeobxoamMmoe Ans
cpabaTbiBaHMA Nopora;

- value — 3HayeHwue nopora;

- flap_interval — 3Ha4yeHune, onpeaenaowee MOMeHT
BOCCTAHOB/IEHUA Nopora nocse cpabaTbiBaHus;

- severity — ypoBeHb Ba)KHOCTW TPanoB A/14 3TOro Nopora;

- notify — BK/ItOYaeT/oTKAOYaET OTNPABKY TPanos o
cpabaTbiBaHWKM NOPOra;

- recovery-notify — BK/lO4aeT/oTKAOUAET OTNPABKY TPanos o
BOCCTAHOB/IEHUW NOpPOra.

YAanuTb NOpor € 3alaHHbIM MHAEKCOM AN1A BEHTUAATOPA fan_num

Ha IoHUTe unit_id.

sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb Nopor oNs AaTymKa TeMnepaTypbl.
- §ensor_num — HOMep TepMOoJaTynKa;

- unit_id — HoMep OHUTA, Ha KOTOPOM HaX0AUTCA TEPMOAATYMK;
- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — OTHOWEHWE MeX Ay TeMNepaTypPoi U NOPOroBbIM
3Ha4YeHMeM, Heobxoanmoe ana cpabaTtbiBaHMA NOPOra;

- value — 3Ha4YeHWe nNopora;

- flap_interval — 3HayeHue, onpeaenatolLee MOMEHT
BOCCTAHOB/IEHWA NOpoOra nocse cpabaTbiBaHUSA;

- severity — ypOBEHb Ba)KHOCTU TPanoB A/18 3TOro Nopora;

- notify — BK/IlO4aeT/oTKAOYaEeT OTNPABKY TPanos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BKktoYaeT/oTKOUaeT OTNPaBKy TPanos o
BOCCTaHOB/IEHUW NOpPOTra.

YAanuTtb nopor ¢ 3aJaHHbIM UHAEKCOM ANA TepMoJaTImKa
sensor_num Ha toHuTe unit_id.

storage threshold index
index interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

3apaTb nopor ana o6bema cBob6ogHOM NamaTh Ha N3Y.

- index — Npown3BO/IbHbIN MHAEKC NOPOra;

- relation — oTHoweHWe mexay ob6bema cBob6oAHON NaMATH U
NnoporosbiM 3Ha4YeHUeM, Heobxoaumoe A1 cpabaTbiBaHUA
nopora;

- value — 3Ha4yeHwue nopora;

- flap_interval — 3Ha4yeHune, onpeaensatow,ee MOMEHT
BOCCTAHOB/EHUA Nopora nocse cpabaTbiBaHus;

- severity — ypOBeHb Ba)KHOCTU TPanoB A/11 3TOro Nopora;

- notify — BKAtouaeT/oTK/IOYaeT OTNPaBKy TPaMNos o
cpabaTbiBaHUM Nopora;

- recovery-notify — BKktouyaeT/oTK0UaeT OTNPaBKy TPanos o
BOCCTAHOB/NEHUM NOpOra.

Ypanutb nopor € 3agaHHbIM UHAEKCOM.

reset-button {enable |
disable | reset-only}

—/enable

HacTpouTb peaKkLuio KOMMYTaToOpa Ha HaXaTue KHOMKK F.

- enable — npu Ha)aTMK Ha KHOMKY AAUTENIbHOCTbIO MeHee 10
CeK, NPOUCXOANT NepesarpysKa ycTPonCTBa; NPU HaxKaTUu Ha
KHOMKY annTtenbHocTbio 6onee 10 cek, nponcxoamT cbpoc
YCTPOWCTBA A0 3aBOACKOWN KOHOUIypauuu;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — To/1bKO nepesarpysKa.
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5.6 KomaHpAbl N8 HAaCTPOMKK NapamMeTpoB ANA 3a4aHUA Naponen

JaHHbI KOMNAEKC KOMaHA, NpeaHasHavyeH Ana 3aJaHusa MUHUMA/IbHOM CNOXHOCTU NapoiA, a TaKxe
ANA 3alaHMA BpeMeHu AeCTBMA Napons.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXXmnme rno6anbHON KOHOUIypauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 51 — KomaHapl ynpaB/ieHUa cUCTEMOW B pexxmnme rnobanbHoi KoHoUrypaumum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

passwords aging age

no password aging

age: (0..365)/180 aHeir

3a4aTb BPEMSA KU3HU naponeli. Mo ncteyeHUn 3a4aHHOO CPOKa
OyaeT npeasioXeHo CMeHUTb Naposb. 3HavyeHue 0 roBopuT O
TOM, YTO BPEMS }KU3HU Naposiel He 3aZaHo.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

passwords complexity ena-

ble

no passwords complexity
enable

—/BbIK/IOYEHO

BKAtOUNTL OrpaHuyeHre Ha popmat napons.

BbIKNtOUMTb OrpaHnyeHne Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BKIOYMTb OrpaHnYeHmne, 3a4atoLLee MUHUMaNbHOE KOIMYECTBO
KN1AaccoB CMMBO/OB (CTpouHble 6yKBbl, 3arnasHble 6yKsbl,
undpbl, CUMBObI).

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BK/IIOUMTL OrpaHMUYeHMe Ha MUHUMA/bHYIO AJIMHY Napons.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

passwords complexity
no-repeat number

no password complexity
no-repeat

number: (0..16)/3

BK/IIOUMTb OrpaHUYeHne, 3afalollee MaKCMMasbHOE Ko/uue-
CTBO MOCNeA0BaTE/IbHO NOBTOPAIOLLMXCA CUMBOJIOB B HOBOM Ma-
pone.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

passwords complexity
not-current

3anpeTuTb NpY CMeHe Napos MCNO/b30BaTh B KAUYeCTBe HOBOTO
CTapblii.

—/enabled —
no passwords complexity Pa3pelunTb MCNO/b30BaTb CTapblit Naposb Npu cMeHe.
not-current
passwords complexity 3anpeTuTb MCMOAbL30BaTb B KadectTBe Mapo/ifd UMA MO/b30Ba-
not-username Tens.
- —/enabled
no passwords complexity Pa3pelnTb MCnonb30BaTh B KayecTBe Maposis MMsA Mo/b30Ba-
not-username Tens.
password lockout value YCTaHOBWUTb KOAMYECTBO MAYLMX NOAPAZL MOMbITOK BBOAA Na-
ponsa c owmnbKon A0 BNOKMPOBKM IOKANbHOM YY4ETHON 3anuncu
value: (1..5)/—

no password lockout

nonb3osBaTenA.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

passwords time block sec-
onds

no passwords time block

seconds: (0..7200)/0

YcTaHOBWUTb Bpema 6G10KMPOBKM JI0OKaNbHOW y4eTHOWM 3anucu
nosb3oBaTens.

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.
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Tabnuua 52 — KomaHabl yn

paBneHus cuctemon B pexkmme Privileged EXEC

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show passwords configuration

set username username active

HEBEPHOro BBOAa NaponaA.

5.7 Pabora

¢ patnamm

5.7.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpu ocyliecTBAeHUM

npuseneHo B Tabauue 53.

onepaumii Hag, dainamm B KayecTBe apryMeHTOB KOMaHZ BbICTynaloT agpeca
URL — onpegennTtenn MecToHaxoxaeHua pecypca. OnncaHune KatoueBsbix C/10B, UCMOb3YEMbIX B ONepaumnx,

Tabnunua 53 — CNMCOK KNtoYeBbIX CI0B U UX OnuMcaHue

Knrouesoe cnoso

OnucaHue

flash://

McxoaHblii agpec nnm aapec Mecta HasHauyeHMs 419 SHEProHe3aBMCUMON NamATH.
JHeproHesaBMcMMan NamaTb UCNOAb3YETCA MO yMoaYaHuio, eciv agpec URL onpeseneH 6e3

npedukca (npedukcamm ssaatotea: flash:, tftp:, scp:...).

running-config

Paiin TekyLen KOHPUrypaumm.

mirror-config

Konusa dalina Tekyliein KoHourypaumu.

startup-config

®aitn nepBoHavYanbHON KOHGUTypauuu.

active-image

®daiin c aKTMBHbIM 06pasom.

inactive-image

®daiin c HeaKTMBHbIM 0b6pasom.

ftp://

UcxopHbIV agpec unm agpec mecta HasHadeHua ana FTP-cepsepa.
Cuntakcuc: ftp://[username[:password]@host/[directory/] filename
- username — UMA NOJb30BaTeNs;

- password — napo/ib NoNb3oBaTenNs;

- host — IPv4-agpec unm ceTeBoe MMA YCTPOWCTBA;

- directory — katanor;

- filename — vma daiina.

tftp://

UcxopHbIV agpec nnv agpec mecta HasHadyeHusa ana TFTP-cepsepa.
CuHTakcuc: tftp://host[:port]/[directory/] filename.

- host — IPv4-agpec unu ceteBoe MMs YCTPOMCTBA;

- port — nNopT Ha3Ha4yeHus;

- directory — katanor;

- filename — nma dainna.

scp://

McxoaHbIv agpec nam agpec mecta HasHadeHus ana SSH-cepsepa.
CuHTakcuc: scp://[username[:password]@]host[:port]/[directory/] filename
- username — MMA NONb30BaTeNA;

- password — naponb Nonb30BaTeNs;

- host — IPv4-agpec unm ceteBoe MMa YCTPOWUCTBA;

- port — nNopT Ha3HaYeHus;

- directory — Katanor;

- filename — nma daina.

sftp://

McxoaHbIv agpec nam agpec mecta HasHadeHus ana SSH-cepsepa.

Cuntakcuc: sftp://[username[:password]@]host[:port]/[directory/] filename
- username — VMA NO/Nb30BaTeNA;

- password — naponb Nonb30BaTeNs;

- host — IPv4-agpec unm ceteBoe MMA YCTPOWCTBA;

- port — nNopT Ha3HayeHus;

- directory — Katanor;

- filename — vma daina.

logging

®aiin c uctopmen KomaHa,
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5.7.2 KomaHObI dna pabomeli ¢ paiinamu

3anpoc KomaHaHoM cTpoku B pexmme Privileged EXEC umeeT cnegytowmin sua;:

console#

Tabnuua 54 — KomaHapl ans paboTtbl ¢ pannamm B pexknme Privileged EXEC

destination_url:

3HayeHue/
KomaHoa 3Ha4yeHue no Aelicmeue
ymon4yaHuro
copy source_url destination_url Konuposatb ¢aiin n3 MectonosoxKeHnsa NCTOYHUKA B
[exclude | include-encrypted | MEeCTOMO/IOXKEHME Ha3HAYeHUA.
include-plaintext] - source_url — mectonosioxeHune Konupyemoro ¢anna;
- destination_url — appec mecTta HasHauyeHus, Kyaa dain byaer
CKOMUPOBaH.
Cneaytolime onuumn SOCTYNHbI TONbKO NPU KOMMPOBaHUK U3
daitna KoHpUrypaumm:
- exclude — nHpopmaums, KpuTuuHas gns 6e3onacHocTu, He
6yAeT BKAOYEHa B KOHeYHbIV dalin;
- include-encrypted — nHdpopmaums, KpUTMUHan gnn
source_url: 6e3onacHocTH, ByAeT BK/IIOUEHa B KOHEYHbIN daiin B
(1..160) 3alWndpoBaHHOM BUAE;
CUMBO/IOB;

- include-plaintext — nHdopmayusa, KpuTnyHaa ana
6e3onacHocTH, byaeT BKIOYEHA B KOHEYHbIN daiin B

(1..160) HesawwndpoBaHHOM BUE.
copy source_url running-config CMMBONOB; Konuposatb daiin KoHoUrypauum c cepsepa B TEKYLLYHO
KOHOUrypaumio.
copy running-config CoxpaHWUTb TEKYLLYI KOHOUIypaLmio Ha cepBepe.
destination_url [exclude | include- - exclude — MckNOUYUTL U3 KONUPYEMBIX AaHHBIX MHGOPMaLMIO O
encrypted | include-plaintext] KAKoYax, Naponsx u . f.
- include-encrypted — coxpaHATb AaHHble O K/oYax, Naponax B
WwndpoBaHHOM BUAE;
- include-plaintext — coxpaHaTb AaHHbIE O KNtOYax, Naponsx B
ABHOM BUJe.
copy startup-config destination_url CoxpaHuUTb NepBoHa4aNbHYO KOHOUIypaLuio Ha cepeepe.
copy running-config startup-config — COXpaHWTb TEKYLLYI KOHUIypaL Mo B NepBOHAYA/bHYHO.
copy running-config file COXpPaHWTb TEKYLLYIO KOHUIypaLmio B 3aaHHbIV pe3epBHbIi
- daiin KoHduUrypauum.
copy startup-config file CoxpaHWUTb NepBOHa4aNbHY KOHOUIypaLuio B 3a4aHHbIN
- pe3epBHbI Gpaiin KOHPUrypaumm.
boot config source_url Konuposatb $aiin KoHourypaunum c cepsepa B paiin
o nepBOHaYanbHOM KOHPUIypaLmK.
dir [flash:path | dir_name] — 0OT06pa3nTb CNMCOK palinoB B yKasaHHOM KaTasore.
more {flash:file | startup-config | OTo6pasuTb coaepkmnmoe daina.
running-config | mirror-config | - startup-config — oTobpakaeTt cogepxumoe dpaiina
active-image | inactive-image | nepBoOHaYabHON KOHUrypaLumm;
logging | file} - running-config — oTobparkaeT cogepxunmoe daina TekyLLen
KoHbUrypauuu;
- flash: — oTob6paskaeT painbl ¢ dnew-namaT yCTPOUCTBa;
- mirror-config — oTobpakaert cogepxumoe palina TekyLemn
file: (1..160) KoHUTrypaumm ¢ 3epKana;
CMMBO/IOB - active-image — oTob6parkaeT Bepcuio TekyLlero ¢paina obpasa

no.
- inactive-image — oTobparkaeT Bepcuto HeakTUBHOTO daina
obpasza MoO.
- logging — oTobparkaer cogepxumoe daiina xypHana.
- file — nmsa daiina.
' daiinbl otobpaxkatorca B popmare ASCII.
Ll
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delete ur/ — Ypanute daiin.
delete startup-config — Yaanutb dain nepsoHayanbHoM KoHduUrypaumu.
boot system source_url KonupoBsatb daiin MO ¢ cepBepa B HEAKTUBHYIO 061acTb NaMATH
- Ha mecTo pesepsHoro MO.
boot system inactive-image — 3arpysuTb ¢ HeakTMBHOro obpasa MNO.
show {startup-config | running- gi_port: OT06pa3nTb cogepknmoe daina nepBoHavanbHoOM (startup-
config} [brief | detailed | (1..8/0/1..48); config) nnu Tekywei (running-config) koHdurypauum.
interfaces {gigabitethernet gi_port te_port: - interfaces — kKoHbUrypaunsa nHTepdelicos KommyTaTopa —
| tengigabitethernet te_port | (1..8/0/1..24); du3nyecknx nHTepdeicos, rpynn nHTepdencos (port-channel),
fortygigabitethernet fo_port | oob fo_port: VLAN-uHTepdeincos, oob-nopTa, MHTepdeica 3amblKaHMA Ha
| port-channel group | vlan (1..8/0/1..4) cebs, TyHHene.
vlan_id | tunnel tunnel_id | group: (1..48); Cnegytowme onummn JOCTYNHbI NPU BbIBOAE TEKYLLEN
loopback /oopback_id}] vlan_id: KOHOUrypaumm
(1..4094); - brief — BbIBOA KOHOUIYpaunm 6€3 ABONYHBIX AaHHbIX,
tunnel_id: Hanpumep, SSH- 1 SSL-Kntouels;
(1..16); - detailed — BbIBOA KOHPUMIYpaL MK C BKAOYEHNEM ABOUYHBIX
loopback_id: LAHHbIX.
(1..64)
show bootvar . MoKasaTb akTUBHbIN paiin cuctemHoro MO, KOTOpbIN YCTPOMCTBO
3arpy)kaeT npu 3anycke.
write [memory] CoXpaHuTb TeKyLLy KoHdUrypauuto B Gpalin nepBoHavanbHoOM
- KOHOUrypaumu.
boot license source_url — 3arpysuTb Ha YCTPOICTBO Gaia ANLEHIUN.
delete license [word] . YAanuTb € yCTPOMCTBA BCE YCTaHOBNEHHbIe $halbl IULEH3NIA.
- word — vms dalina IMUEH3UU, KOTOPbIN AO0/IKEH ObITb YAANEH.
rename url new_url url, new_url: N3meHUTb Mmsa daiina.
(1..160) - url — Tekywee nmsa dainna;
CMMBO/IOB - new-url — HoBoe umsa daiina.

CepBep TFTP He moxKeT 6bITb agpecom UCTOYHMKA U aApecoM HasHauyeHUs AN OAHOW KO-
B MaHAbl KONMPOBaHUA.

[Mpumepbl UCM016308AHUS KOMAHO

= Yaanutb paiin test 3 sHeproHe3aBUCUMOM NAMATH:

console# delete flash:test
Delete flash:test? [confirm]

Pe3yanaT BbIMOJIHEHNA KOMaHAbI: NoCsie nogTBepAeHUA ¢a17|n 6YFI,ET yAaneH.

CyLecTByeT BOSMOXKHOCTb NMPOCMOTPA KOHPUIYPaLMK O/18 TEKYLLErO MECTOMOJIOKEHUA AN Cenyio-
LWMX PEKMMOB KOHPUIYpaLMK:

" vlan database

= interface {gigabitethernet gi port | tengigabitethernet te port |
fortygigabitethernet fo port | port-channel group | loopback
loopback id | vlan vlan id | ip ip addr}

= interface range {gigabitethernet gi port | tengigabitethernet te port
| fortygigabitethernet fo port | port-channel group | vlan vilan id}

Tabnnua 55 — KomaHabl NpocmoTpa KOHOUTypaLMmM U3 TEKYLLLETO MECTOMOI0XKEHNSA

3HayeHue/3Ha4yeHue
no ymoa4aHuro

KomaHoa Aelicmsue

show — OT06pasnTb HACTPOMKM A1 TEKYLLETO pPeXMMa KoHdUrypaumu.
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5.7.3 KomaHObI 0nsa pe3epsuposaHus KOHgu2ypayuu

B AaHHOM pasgene ONWCaHbl KOMAHAbI, MNpegHa3HayeHHble AAA HACTPOMKM pe3epBMPOBaHMA
KOHUrypaLmmn No Tainmepy Man Npu CoOXpaHeHUn TekyLen KoHpurypaumm Ha flash-Hakonutene.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pexxmnme rno6anbHon KoHPUrypaumm MMeeT cieayowmin Bua,;
console (confiqg) #

Tabanua 56 — KomaHAabl ynpaBaeHUa cCUCTEMOW B peXxume rnobanbHo KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

backup server server port
port

server: (1..22)
CUMBOJI0B
port: (0..65535)/nopt
no ymonuanumio (tftp —

YKa3aTb cepBep, Ha KOTOPbI byAeT NPON3BOAUTLCS PE3EPBUPO-
BaHMe KOHOUrypaumm.

- server — cTpoka B dopmate «tftp://XXX XXX XXX XXX» vau
«scp://username:password@XXX. XXX.XXX.XX»

- port — NopT Ha3HaYyeHUA cepBepa, Ha KOTopbIW ByaeT npouc-

69, scp — 22) XOAMTb pe3epBaLma KOHOUrypaumm.
no backup server YpanuTtb cepsep A1A pesepBUpPOBaHUA.
backup path path YKasaTb NyTb pacnosnoxeHua ¢aina Ha cepsepe u npedukca
path: (1..128) daina. Mpwu coxpaHeHUu K npedukcy byaeTt ob6aBNATLCA TEKY-
CUMBOJI0B Was AaTa v Bpemsa B popmate rrrrMmaaq4mMmmcc.
no backup path Y8anuTb nyTu ANA pe3epBUpoBaHUA.

backup history enable

no backup history enable

—/BbIK/IOYEHO

BkAtounTb coxpaHeHue NUCTOPUU pe3epBHbIX KOMWN.

OTKNOUYNUTD COXPaHEHNE UCTOPUM PE3EPBHbIX KOMWUNA.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKaszaTb MPOMEXKYTOK BpeMeHU, Mo ncTeyeHnm Kotoporo byaet
OCYLLECTBAATLCA aBTOMATUYECKOE Pe3epBUpOBaHME KOHOUry-
pauuu.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

backup auto

no backup auto

—/BbIK/IOYEHO

BkaounTb aBTOMaTnyeckoe pesepsnpoBaHue KOHd)VIpraLI,VIVI.

YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

backup write-memory

no backup write-memory

—/BbIK/OYEHO

BK/lOUMTL pesepBMpoBaHME KOHOUrypauuu Npu COXpaHeHum
nonb3osaTenem KoHdurypaumumn Ha flash-HakonuTens.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

backup reachability-check
tftp

no backup reachability-
check tftp

—/BKAKOYEHO

BKntounTb OTNpaBKy NyCTOro naketa A/aAa NPOBEPKU Hanuuyua
TFTP-cepBepa (3HaYeHMe No YMOAYaHUIO).

OTKNOYUTbL OTNPABKY MYCTOro nakeTa A/1A MPOBEPKM HAaNNuUA
TFTP-cepsepa.

Tabnunua 57 — KomaHabl ynpasieHua cuctemon B pexknume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show backup

OT06pa3snTb MHOOPMALLMIO O HACTPOIMKaX pe3epBUPOBAHUA
KoHbUrypauuu.

show backup history

OT06pasnTb UCTOPMIO YCNELIHO COXPaHEHHbIX Ha cepeep
KOHUrypaLumii.
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5.7.4 KomaHObI 019 aemomamuyecko20 06HOBMeHUA U KOHgu2ypayuu

[Mpouecc asmomamu4yecko2o0 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npouecc aBTomaTyeckoro obHoBneHus, 6asmpytowminica Ha DHCP, ecan oH
BK/IOYEH M uMmA TekctoBoro ¢aiina (DHCP-onuusa 43, 125), copep:kawero mma obpasa MO, 6bin1o
npegocrtasneHo cepsepom DHCP.

Mpouecc aBToMaTUYECKOro 06HOBIEHMA COCTOUT 13 CeAYIOWMX 3TaMNoB:

1. KommyTaTop 3arpy»KaeT TEKCTOBbIV daiii 1 yutaeT us Hero ums ¢aiina obpasa NO Ha TFTP-cep-
Bepe;

2. KommyTaTtop cKaumBaeT nepsbiii 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM coaep-
*utca sepcma MNO;

3. KommytaTtop cpaBHuMBaeT Bepcuio daitna obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei
aKTMBHOro obpasa MO KommyTaTopa. ECiM OHM OTAKYAOTCA, KOMMYTATOP 3arpyrkaeT 06pas3 NO ¢
TFTP-cepBepa BMecTo HeakTMBHOro obpasa N0 KommyTaTopa 1 AenaeT AaHHbI 06pa3 aKTUBHbIM;

4. Ecnv 06pas MO 6bin 3arpykeH, TO KOMMYTaTOp Nepe3arpyKaercs.

[pouecc asmomamu4ecko20 KOHU2YypUpPosaHUs

KommyTaTop 3anycKkaeT NpoLLecc aBTOMaTUYeCKOro KoHOUrypmnpoBaHusa, 6asupytowwmiica Ha DHCP, npu
BbIMNOJIHEHUW CNEAYIOLLMX YCOBUNA:

— B KOHOUrypaumm paspeLleHo aBTOMaTMYeCcKoe KOHOUrypupoBsaHue;

— otBer DHCP-cepBepa cogeput IP-agpec TFTP-cepBepa (DHCP-onuua 66) u uma daiina
KoHdurypaumm (DHCP-onuma 67) B dopmate ASCIL.

MonyuyeHHbIU daitn KoHUrypaLum 3arpyKaeTca B NnepBoHaYanbHylo (startup) KoHouUry-
e pauumio. Mocne 3arpy3Kku KOHGUrypaLuMm KOMMmyTaTop nepesarpyraercs.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUrypaumum MMeeT cieayowmii Bua;

console (config) #

Tabanua 58 — KomaHapl ynpaBieHNa cUcTeEMO B pexxmnme rnobanbHoin KoHourypaumm

3HayeHue/3Ha4yeHue ”
KomaHda / Aeilicmeue
Mo YyMOAYAHUIO
boot host auto-config BK/IlOUMTL aBTOMAaTUYECKYHO KOHduUrypaumio, 6asmpytoLyrocs
Ha DHCP.
- —/BKNtOYEHO
no boot host auto-config BbIK/MOYMTL aBTOMATMYECKYIO KOHbUIypaLumio, 6asmpytoLLyrocs
Ha DHCP.
boot host auto-update BKntounTb aBTOMaTUyeckoe obHosneHue MO, 6asumpytoweecs
Ha DHCP.
—/BKNOYEHO
no boot host auto-update BbIkNtoUMTb aBTOMaTMYeckoe obHoBneHue MO, 6asmpytoweecs
Ha DHCP.
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KomaHOb1 pexcuma privileged EXEC

3anpoc KoMaHAHoOM CTPpoKM B pexkmme privileged EXEC umeet cneaytowmii Bua;:
console#

Tabanua 59 — KomaHgbl ynpaBaeHma cuctemom B pexkume privileged EXEC

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda Aelicmeue

KoHbUrypauuu.

show boot MpoCcMOTPETb HACTPOMKM aBTOMATUUECKOTO 0BHOBNEHUA U

= [pumep KoHPurypaumm ISC DHCP Server:

option image-filename code 125 = {
35265 (Eltex)
option-data + 2.
unsigned integer 8, #sub-option-code. Kom nomomnumy, BCerma paBeH 1

unsigned integer 8, {#sub-option-len. [nmuHa cTpoku sub-option-data

obpaza IO
}i

host mes2124-test {
hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec koMMyTaTOpa

unsigned integer 32, #enterprise-number. MmeHTudmkaTop NPOM3BOIUTEJISI, BCeTIa PaBeH

unsigned integer 8, #data-len. [iMHa BCeX IaHHHX ONUMM. PaBHa IJMHE CTPOKM Sub-

text #sub-option-data. MmMs TexcTOBOTO OGaria, CcomepXamero WM

filename "mesXXX-test.cfg"; #VMS KOHOUTYpaLUMM KOMMYyTaTopa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #1Ma TEKCTOBOTO
banna, comepxamero mMsa obpasza 10

next-server 192.168.1.3; #IP-ampec TFTP cepepa

fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.8 HacTpoiKa cucTeMHOro BpemeHum

/ Mo ymonuyaHMI0 aBTOMaTUYECKUIA Nepexos, Ha IeTHee BPeMA OCYLLECTBAAETCA B COOTBET-
cTBUM co cTaHaapTamu CLLUA u EBponbl. B KOoHGUrypauum moryt 6biTb 3agaHbl tobble garta

U BpemMmsa anAa nepexoga Ha sietTHee spema un 06paTHO.

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHgHoM cTpoKu B pexxume Privileged EXEC nmeet cneayrowmin BuAa;

console#

Tabnnua 60 — KomaHAabl HACTPOMKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
Mo yMOAYAHUIO
clock set hh:mm:ss day hh: (0..23); Py4yHasn ycTaHOBKa CUCTEMHOIO BpemeHu (KomaHga AOCTyNHa
month year mm: (0..59); TONbKO AR NPUBUAETMPOBAHHOIO MNO/b30BaTENS).
clock set hh:mm:ss month ss: (0..59); - hh — Yacbl, MM — MWHYTbI, SS — CEKYHAbI;
day year day: (1..31); - day — peHb; month — mecay; year — rog,
month: (Jan..Dec);
year: (2000..2037)
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show sntp configuration — Moka3aTb KoH$Urypaumto npotokona SNTP.

show {sntp | ntp} status — MoKasaTb cTaTyc NPOTOKO/1Aa CUHXPOHM3ALMM BPEMEHM MO CETU.

MokaszaTb MHPOPMaLUIo 0 cornacoBaHum ycTpolictea ¢ NTP-
cepBepamm 1 O4HOPAHTOBLIMU y3N1aMMU.

show ntp associations
[detail]

show ntp statistics — MoKasaTb CTaTUCTUKY PaboTbl NPOTOKONA.

KomaHOwbi pexcuma EXEC

3anpoc KomaHAHOM CTPoKM B pexkume EXEC numeet cneaytowmin sua;

console>

Tabnnua 61 — KomaHAabl HACTPOMKM CUCTEMHOTO BPEMEHU B pexknume «EXEC»

3HavyeHue/3Ha4yeHue Aelicmeue

1o ymon4yaHuro

KomaHda

show clock MoKasaTb cUCTEMHOE BpemMa U aary.

show clock detail — JononHutenbHo oTob6pa3nTb NapameTpbl HaCOBOTO nNosca u

nepexoaa Ha 1eTHee Bpema.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexxume rnobanbHoM KOHOUTYpaLMN MMEET CAeayioLWnin BUA,;

console (config) #

Tabnnua 62 — CNUCOK KOMaHA ANA HAaCTPOMKM CUCTEMHOTO BPEMEHU B perKMMe rnobanbHOM KOHUrypaLmm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock source {sntp | ntp |
browser}

| browser}

no clock source {sntp | ntp

— /BHELIHNIA NCTOYHUK
He ucnonbayercs

Mcnonb3oBaTh BHELWHWNIA UCTOYHWK A1 YCTaHOBKM CUCTEMHOTO
BpemMeHMu.
B cnyyae Ha3HaueHUA UCTOYHUKOM ntp, YCTPOICTBO
V 6yAeT N0 ymonuyaHuio BbINONHATL Posb ntp-server,
OTBEYasn Ha 3anpocbl KIMEHTOB.

33I'|p€TVITb MCNONb30BaHWE BHeELWHero UCTO4YHNKa ANA YCTaHOBKU
CUCTEMHOIO BpeMeHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT ONUCaHMUA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YCTaHOBUTb 3HaYeHMe YacoBOro nosca.

- zone — €NoBo, CGOPMUPOBAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETAHUA, KOTOPOE OHO 3aMeHsEeT (onncaHme 30Hbl);

- hours-offset — yacoBoe cmelLeHne OTHOCUTE/IbHO HY/IEBOTO
mepuamaHa UTC;

- minutes-offset — MUHYTHOE CMELLLEeHNE OTHOCUTE/IbHO HYNEeBOro
mepuamnaHa UTC.

YCTaHOBUTb 3Ha4YeHME NO YMOJYAHMUIO.

clock summer-time zone
date date month year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
date month date year
hh:mm month date year
hh:mm [offset]

zone: (1..4) cumsona/
HeT OnN1caHMA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUWH;

3afaTb AaTy v BPEMA 419 aBTOMATUYECKOro Nepexoa Ha IeTHee
Bpems 1 Bo3BpaTta 06paTHO (4nA onpeseneHHOro roaa).
MepBbiM B KOMaHAE YKa3blBAeTCA ONMUCaHME 30Hbl, BTOPbIM Bpems
[ONA Nepexosia Ha NeTHee BPEMA U TPETbUM BPeMA A/1 BO3BpaTa.
- zone — cnoBo, cGOPMUPOBAHHOE U3 NEPBbIX OYKB
CNI0BOCOYETAHUA, KOTOPOE OHO 3aMeHseT (ON1caHue 30Hbl);

- date — yucno;

- month — mecsu;

- year — rop;

- hh — yacbl, mm — MUHYTbI;

- offset — KoMyecTBO MUHYT, fo6aBAAEMBIX NPU Nepexose Ha
NeTHee Bpems.
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clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

Mo ymonyanumo
nepexop, Ha neTHee
BPeMsA BbIK/OYEH

3apaTtb AaTy U Bpema 419 aBTOMATUYECKOro nepexosa Ha neTHee
BpeMsA 1 BO3BpaTa 06paTHO B perKMMe exXerofHo.

- zone — cnoBo, cdopMMPOBaAHHOE M3 NEPBbIX OYKB
C/I0BOCOYETAHUSA, KOTOPOE OHO 3aMEHSAET (ONUCaHWe 30Hbl);

- usa — yCTaHOBMUTb NpaBu/Ia Nepexosa Ha fieTHee Bpems,
ncnonbdyemble B CLLA (nepexos BO BTOpOe BOCKpeceHbe mapTa,
06paTHO B NepBoe BOCKpeceHbe HOABPA, B 2 yaca yTpa no
MECTHOMY BPEMEHMU);

- eu — YCTaHOBUTb NPaBW/a Nepexoaa Ha NeTHee BPeEMS,
ncnosb3yemble EBpocoto3om (nepexos B nocnegHee BOCKpeceHbe
MapTa, obpaTHO B NocseaHee BOCKpeceHbe OKTAGPA, B 1 yac yTpa
no FpuHBMYy);

- hh — yacbl, mm — MUHYTbI;

- week — Hepena mecaua;

- day — peHb Hepenu;

- month — mecsu;

- offset — KonmuyecTBO f06aBNAEMbBIX MUHYT NPU Nepexoae Ha
NeTHee Bpems.

OTKOUYNTL aBTOMATUYECKUI nepexo Ha neTHee spema.

sntp authentication-key number: YCTaHOBUTbL K04 NPOBEPKM NOSJAUHHOCTM ANA NpoTokona SNTP.
number md5 value (1..4294967295); - number — HoMep KNtoua;
encrypted sntp authentica- value: (1..32) - value — 3HauyeHuWe KnoYa;
tion-key number md5 value CMMBOJIOB; - encrypted — 3afaTb 3Ha4YeHMeE K/toYa B 3alIMPPOBAHHOM BUAE.
no sntp authentication-key Mo ymonuaxuio YAanuTb KNoY NpoBepKM NOAJMHHOCTM ana npotokona SNTP.
number nposepka
noA/IMHHOCTH

OTK/IIOYEHa

sntp authenticate —/nposepka TpeboBaTb NPOBEPKY NOAANHHOCTU ANA NOAyYeHUA MHPOPMaLUn
NOANMHHOCTM He oT NTP-cepBeposB.

no sntp authenticate Tpebyetca YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
sntp source-interface {for- fo_port: (1..4); Onpeaenntsb IP-uHTepdeic nctouHnka ana naketos NTP IPv4,
tygigabitethernet fo_port | te_port: (1..24);
tengigabitethernet te_port gi_port: (1..24);
| gigabitEthernet gi_port | Ib_port: (1..64);
loopback /b_port | tunnel tn_port: (1..16);
tn_port | port-channel group: (1..48);

group | oob | vlan vian_id}

no sntp source-interface

vlan_id: (1..4094)
/BbIK/OYEHO

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

sntp source-interface-ipvé
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitEther-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | oob
| vlan vian_id}

no sntp source-interface-
ipvé

fo_port: (1..4);

te_port: (1..24);
gi_port: (1..24);

Ib_port: (1..64);

tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

/BbIKNOYEHO

Onpeaenntsb IPv6-uHTEpdEC NCTOYHMKA ana nakeTtos NTP IPv6.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

sntp source-port udp_port

no sntp source-port

udp_port:
(1..65535)/no
YMOYaHUIO
ncnonb3yercs
C/lyYaiHbIi nopT

YcrtaHosutb SRC UDP-nopt ana naketos NTP.
Mpu ncnonozosaHnm UDP-noptoB U3 avanasoHa 1-1024
npeABapuUTE/IbHO HYXXHO Y6eaunTbeA, YTO AaHHbIW NopT
cB0604eH 1 He UCNONb3YeTCA APYrMMM CepBUCaMM.
NopT 50000 aBnAETCA NOPTOM NO YMOAYAHUIO ANA
dyHKUMoHana peer detection ipaddr.

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

sntp trusted-key key _num-
ber

no sntp trusted-key
key_number

key_number:
(1..4294967295);
Mo ymonyanumio
nposepka
NoANMHHOCTU
OTK/ItOYEHa

OcyLecTBUTb NPOBEPKY NOAJAMHHOCTU CUCTEMBI, OT KOTOPOWA
CUHXPOHU3MpPYeETCA ¢ NomoLLblo SNTP no 3agaHHOMY KAtouy.
- key_number — Homep Katoya.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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sntp broadcast client ena-
ble {both | ipva | ipv6}

PaspewunTb paboTy WnpoKoBewaTebHbix SNTP-KnMeHTOoB.

. —/3anpelyeHo
no sntp broadcast client en- YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
able
sntp anycast client enable PaspewunTb paboTy SNTP-KAMeHTam, NOALEPKUBAOLWMM METOL,
{both | ipv4 | ipv6} PacCbiIKM NaKeToB, NO3BOAAIOLMI NOCbINATL AAHHbIE
—/3anpelyeHo 6uKaliemMy yCTPOMCTBY U3 rpynnbl NoayYaTenen.
no sntp anycast client ena- YCTaHOBWUTb 3HAYEHWE MO YMOMYAHUIO.
ble
sntp client poll timer sec- seconds: YcTaHOBUTL Bpemsa onpoca ana SNTP-cepsepa.

onds

no sntp client poll timer

(60...86400)/1024

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

sntp client enable {fortygi-
gabitethernet fo_port |

tengigabitethernet te_port
| port-channel group | oob

PaspewunTtb paboTy SNTP-Kn1MeHTam, NoaaepKUBaoWMM MeTos,
PaCCbIIKM NAKETOB, NO3BONAOLLNIA NOCbIIATL AAHHbIE
6uKaliemMy yCTPOMCTBY U3 FPYNMbl NONyYaTeNnen, a TakKe
WwupoKoBewaTenbHbiM SNTP-KaneHTam ana Bbi6paHHOToO

. fi t: (1..4); .
| vlan vian_id} teo_poc;;- ((1 24))_ nHTepdeiica.
Fc‘:u .'(1 .4'18)', - noapobHoe onvcaHune nHTepdelicoB U3N0XKEHO B pasaene
g 'p. o «KoHburypauua nHtepdeiicosy.
- vlan_id (1..4094)
no sntp client enable {for- YCTaHOBUTb 3HAaYEHUE NO YMOIYAHUIO.
L. /3anpeleHo

tygigabitethernet fo_port |

tengigabitethernet te_port

| port-channel group | oob

| vlan vian_id}

sntp unicast client enable PaspewwnTb paboTy ogHoagpecHbix SNTP-K1MeHTOB.

no sntp unicast client ena- —/3anpelyeHo YCTaHOBWUTb 3HAYEHME MO YMOMYAHMIO.

ble

sntp unicast client poll PaspelwnTb NocaeaoBaTesbHbI ONPOC 3a4aHHbIX O4HOAAPECHbIX
— /3anpetyero SNTP-cepBeposB.

no sntp unicast client poll

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

sntp server {ipv4_address |
ipv6_address | ipv6_link_lo-
cal_address%{vlan {integer}
| ch {integer} | isatap {inte-
ger} | {physi-
cal_port_name}} | host-
name} [poll] [priority prior-
ity] [key keyid]

no sntp server
{ipv4_address | ipv6_ad-
dress | ipv6_link_local_ad-
dress%{vlan {integer} | ch
{integer} | isatap {integer} |
{physical_port_name}} |
hostname}

priority: (0..255)/0
hostname: (1..158)
CUMBO/I0B;
keyid: (1..4294967295)

3apatb agpec SNTP-cepsepa.

- priority — npuopuTeT cepBepa: Npu YCJI0BMM PaBHbIX 3HAYEHUM
CTPaTyMOB CMHXPOHU3aLMA BpemMeHn ByeT BbINONHATLCA C
CcepBepPoM, y KOTOPOro Haubosbluee 3HaYEHME NPUOPUTET];
- ipv4_address — IPv4-appec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- ipv6z-address — |Pv6z-appec y3na cetm ans ping.

dopmart agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbii IPv6-agpec KaHana;
interface_name — numsa ncxoaswero nHTepdeica 3agaercs 8
cneaytowem dopmare: vian {integer} | ch {integer} | isatap
{integer} | {physical_port_name}

- hostname — pomeHHOe UMA y3na ceTn;

- poll — BKAtoyaeT onpoc;

- keyid — naeHTudUKaTOp KAtoya.

Ypanutb cepsep u3 cnucka SNTP-cepsepos.

ntp {server | peer}
{ipv4_address | ipv6_ad-
dress | hostname} [version
version]

no ntp {server | peer}
{ipv4_address | ipv6_ad-
dress | hostname}

version: (1..4)/4
hostname: (1..158)
CMMBOJI0B

3apatb agpec NTP-cepBepa uam o4HOPaHrOBOrO y3na.
- ipv4_address — IPv4-aapec y3na cety;

- ipv6_address — IPv6-aapec y3na cetu;

- hostname — gomeHHoe MMA y3n1a ceTu;

- version — onpegenvTb Bepcuto NpoToKona ntp.

Ypanutb cepsep 13 cnucka NTP-cepsepos.
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clock dhcp timezone

no clock dhcp timezone

—/3anpeLlyeHo

PaspewunTb NonyyeHne TakMX AaHHbIX KaK 4YacoBOM NOAC U eTHee
Bpemsa ot DHCP-cepsepa.

3anpeTuTb NoNyYyeHMe TakMX AaHHbIX KaK YacoBOW NOAC U NeTHee
spemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHguaypayuu uHmepgelica

3anpoc KOMaHAHOM CTPOKK B pexume KOHPUrypauum nHtepdeiica MMeeT cieayowmn Bua,:

console (config-if)#

Tabnnua 63 — CNUCOK KOMaHA ANA HAaCTPOMKM CUCTEMHOTO BPEMEHU B perkume KOHOUIypauumn niTepdeiica

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

sntp client enable

no sntp client enable

—/3anpeweHo

Paspewntb paboTy SNTP-KAMEHTY, KOTOPbIN NoAAEPKUBAET
MeTO/, PacCbl/IKM NaKeToB, NO3BONAIOWMIN NOCbINATL AaHHblE
YCTPOMCTBY BAMMKaMLWeMy U3 Frpynnbl NoAyYaTenem, a Takxe
wnpokosewatenbHomy SNTP-KAMeHTy Ha HacTpanBaemom
nHTepodeiice (Ethernet, port-channel, VLAN).

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

[pumepbl 8b1M0MAHEHUS KOMAHO

= OT0b6pasnTb CUCTEMHOE BPEMSA, AATY U AaHHbIE MO YacCOBOWN 30HE:

console# show clock detail

Time zone:

Summertime:

15:29:08 PDT (UTC-7)
Time source is SNTP

Acronym is PST
Offset is UTC-8

Acronym is PDT

Jun 17 2009

Recurring every year.
Begins at first Sunday of April at 2:00.

CTaTyC npouecca CMHXpPOHU3aUunMn BpeMeHU OT06pa)'K38TC’r'I C noMouwbto AONO/THUTEZIbHOITO CMMBOJ1a

nepeg sHa4eHnem BpemeHu.

[pumep:

*15:29:08 PDT (UTC-7)

Jun 17 2009

MCI'IOﬂb3YI-OTCﬂ cnegywouimne ob03HayeHuA:

— TO4Ka (.) 03HauaeT, YTo Bpemsa AOCTOBEPHO, HO HET CUHXPOHM3aLMK C cepBepom SNTP;
—  OTCYTCTBME CMMBO/Ia O3HAYaeT, YTO BPEMSA LOCTOBEPHO U CUHXPOHU3ALMA eCTb;
— 3Be3a04Ka (*) o3HayaeT, UTo Bpems HeoCTOBEPHO.
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= 334aTb AaTy M BpeMA Ha CMCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT06pa3unTb cTaTyc npotokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum : 3
Status :up
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bbile CUCTEMHOE BPEMA CUHXPOHU3MPOBAHO OT cepsBepa 10.10.10.1, nocnegHuit oTeeT
nony4veH B 10:37:38, HecoBnageHne CUCTEMHOIO BPEMEHMU C BpeMeHeM Ha cepsepe coctasmno 1.04 c.

= YKasaTb ntp-server:

console (config) #clock source ntp
console (config) #ntp server 10.10.10.1

=  YKasaTtb ntp-peer:

console (config) #clock source ntp
console (config) #ntp peer 10.10.10.1

=  YKasaTtb sntp-server gna unicast-pexxnma:

console (config) #clock source sntp

console (config) #sntp client poll timer 60
console (config) #sntp unicast client enable
console (config) #sntp unicast client poll
console (config) #sntp server 10.10.10.1 poll

5.9 KoHdurypaumua BpemeHHbIX MHTEepBanoB time-range

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHOM KOHPUrypaumm:

console (config) #
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Tabanua 64 — KomaHabl pexkmma rnobanbHoM KoHpUrypauum

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

time-range time_name

no time-range time_name

time_name: (0..32)
cMmBoia

Co3patb time_range 1 BXo4, B peXXum KOHOUTypaumm BpemMeHHbIX
WMHTEPBaNOB.
- time_name — umsa npoduna HacTpoek time_range.

YAanuTb BpeMeHHOM UHTepBa.

KomaHObI pexcuma KoHgu2ypayuu epemMeHHbIX UHMepsasnos

console# configure

console (config)# time-range range name
console (config-time-range) #

Tabnnua 65 — KomaHapl pexxnma KoHPUrypaLmm BpeMEHHOTo MHTEPBaa

Komanoa 3HayeHue/3HayeHue Neiicmeue
no yMmon4aHuo
absolute {end | start} hh:mm hh: (0..23); 3afaTb Ha4yano v (MNn) KoHel, BPeMEHHOTO UHTepBana B popmaTe:
date month year mm: (0..59); Yyac: MUHYTa feHb MecsL, rof.
no absolute {end | start} date: (1..31); Y0anuTb BpeMeHHOM UHTepBan.

month: (jan..dec);
year: (2000..2097)

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BpEMEHHOM MHTEPBaA B TeYEHWE OLHOIO M3 AHE Heaenn
W/IN KaXKA0ro AHA Heaenu.

Y0anutb BpeMeHHOM MHTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm
to weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3a4aTb BPEMEHHOM MHTEePBas B TEUEHUE Heaenu.

YAanuTb BpemMeHHoM MHTepBan.

KomaHObI pexcuma KoHguaypayuu uHmepgelicog Ethernet u Port-Channel

Bupa 3anpoca KomaHAHOM CTPOKU B peXKUME KOHOUTypaummn nHtepodeicos:

console (config-if) #

Tabnnua 66 — KomaHabl pexkuma KoHourypauum nHtepdeiicos Ethernet u Port-Channel

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

operation time time_name

no operation time

time_name: (0..32)
cumBona

3apatb time-range, onpegenaowmii BpeMeHHOW UHTepBas, B KO-
TOopom MHTepdeic byaeT HaxoAnTbesA B cocTosiHum Up.
- time_name — vma npoduns HacTpoek time-range.

YanuTb BpeMeHHOM MHTepBa.

5.10 KoHdurypauua unrepdeiicos n VLAN

5.10.1 Napamempeol Ethernet-unmepdpeiicos, Port-Channel- u Loopback-unmepdgbeiicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Ouana3oHa uHmepgelicos)

console# configure
console (config) # interface {gigabitethernet gi port |
fortygigabitethernet fo port |
| loopback Ioopback id}

te port |
{.}

console (config-if) #

tengigabitethernet

oob | port-channel group | range
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[aHHbIA pexXmMm [OCTyneH M3 peXuma KOHPUrypaummu u npepHasHayeH AAA 3afaHUA NapameTpos
KOHUrypaumm nHtepdeica (nopta KOMMyTaTopa MK rPynnbl MOPTOB, PaboTaloWmX B PEXKMME pasaeneHus

Harpysku), nin6o amManasoHa nHTepdencos.

Bbibop MHTEepdeinca ocywecTBAAETCS NPM NOMOLLM KOMaHA,:

Ona MES5324

Tabnnua 67 — KomaHabl Bbibopa nHTepdelica ana MES5324

KomaHoa

Ha3HauyeHue

interface fortygigabitethernet fo_port

ona HacTtpoiiku 40G-uHTepdelicos

interface tengigabitethernet te_port

ona HacTtpoiikm 10G-uHTepdelicos

interface gigabitethernet gi_port

ANA HAacTponkn 1G-nHTepdeicos

interface port-channel group

[ON1A HAaCTPOWMKM rpynn KaHaoB

interface oob

O HAaCTPOMKM UHTepdelica ynpaBaeHusa

interface loopback /oopback_id

015 HAaCTPOMKM BUPTYabHbIX MHTEpdeicos

roe:

— group — NoOpAAKOBbIA HOMEP rpynnbl, obliee KoMYecTBO coriacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— fo_port — nopsaakosbli Homep 40G-unHTepdelica, 3agaetca 8 suae: 1..8/0/1..4;

— te_port — nopsaakosblii Homep 10G-nHTepdeliica, 3agaertca 8 Buae: 1..8/0/1..24;

— gi_port — nopsaxosbit Homep 1G-nHTepdeiica, 3aaaetca B suge: 1..8/0/1;

— loopback_id — nopagakoBblit HOMep BUPTYanbHOro MHTepdelica, obliee KONMYECTBO cornacHo Tab-
nvue 9 (cTpoka «Konnuectso BupTyanbHbix Loopback-nHtepdeiicos»).

Ana MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324P ACW, MES2324F, MES2324FB

Tabnnua 68 — KomaHgabl Bblbopa nHTepdeica gna MES3324F, MES3324, MES2324, MES2324B, MES2324P,

MES2324P ACW, MES2324F, MES2324FB

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

AnA HacTpoikn 10G-uHTepdeiicos

interface gigabitethernet gi_port

O1A HACTpoMnKM 1G-uHTepdeincos

interface port-channel group

[OJ/15 HACTPOMKM rpynn KaHanos

interface oob

ON1A HAacTPOMKKM UHTepdelica ynpasneHuna (MHTepdelic ynpasne-
HUWA NPUCYTCTBYET HE HA BCEX KOMMYTATOpPax)

interface loopback loopback_id

[NA HAaCTPOUKM BUPTYasbHbIX MHTepbeiicos

roe:

— group — NopsAAKOBbLIA HOMep rpynnbl, obLiee KOAMYECTBO cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopaakosbit Homep 10G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosblii Homep 1G-uHTepodeiica, 3agaetca 8 suge: 1..8/0/1..24;

— loopback_id — nopagKoBblt HOMep BUPTYyasbHOrO UHTepdelica, obliee KOMYECTBO cOrnacHo Tab-
nvue 9 (cTpoka «Konnyectso BUpTyanbHbix Loopback-nHtepdericos»).

Ana MES2348B, MES3348, MES3348F

Tabnnua 69 — KomaHabl Bbibopa MHTepdelica ana MES2348B, MES3348, MES3348F

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

Ons HacTpoliku 10G-uHTepdelicos

interface gigabitethernet gi_port

ONA HacTpolikm 1G-uHTepdeicos

interface port-channel group

[ANA HACTPOKM rpynn KaHanos

interface loopback loopback_id

01 HAaCTPOMKM BUPTYaNbHbIX MHTepdencos
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roe:

— group — NOPAZKOBbIA HOMEpP rpynnbl, obliee KoMYecTBo coriacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaxosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..48;

— loopback_id — nopagakoBblit HOMeEp BUPTYasbHOro MHTepdenca, oblLLee KoMYecTBo CornacHo Tab-
mue 9 (ctpoka «Konnyectso BMpTyanbHbIx Loopback-uHtepdeiicos»).

Ans MES3316F

Tabnnua 70 — KomaHgb! Bbibopa nHTepdelica ana MES3316F

KomaHoa

HasHauyeHue

interface tengigabitethernet te_port

Ons HacTpolikn 10G-uHTepdelicos

interface gigabitethernet gi_port

ONR HacTpoliku 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaios

interface oob

O HAaCTPOWKKM UHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HUWA NPUCYTCTBYET HE HA BCEX KOMMYTATOpPax)

interface loopback /oopback_id

[ON1A HAaCTPOMKM BUPTYaNbHbIX MHTepdeiicoB

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopagkosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..16;

— loopback_id — nopazkoBblit HOMep BUPTYasibHOrO MHTepdelica, obliee KOAMYECTBO COrNacHoO Tab-
nvue 9 (cTpoka «Konunuectso BupTyanbHbix Loopback-nHtepdericos»).

Ana MES3308F

Tabnnua 71 — KomaHab! Bbibopa uHTepdelica ana MES3308F

KomaHoa

Ha3sHauyeHue

interface tengigabitethernet te_port

nns HacTpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

L8 HacTpoliku 1G-uHTepdeicos

interface port-channel group

[OJ/19 HACTPOMKM rpynn KaHanos

interface oob

O1A HACcTPOKKM UHTepdelica ynpasneHua (MHTepoelic ynpasne-
HWUA NPUCYTCTBYET HE HA BCEX KOMMYTaTopax)

interface loopback loopback_id

[NA HAaCTPOUKM BUPTYasbHbIX MHTepdeiicos

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopsaaxosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..8;

— loopback_id — nopaakoBblit HOMep BUPTYanbHOro MHTepderica, obliee KONMUYECTBO COrnacHoO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ana MES2328lI

Tabnnua 72 — KomaHgbl Bbibopa uHTepdelica ana MES2328I

KomaHoa

Ha3sHayeHue

interface tengigabitethernet te_port

ona Hactpoiikm 10G-uHTepdelicos

interface gigabitethernet gi_port

Ona HacTpoliku 1G-uHTepdeicos
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interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

O HACTPOWKKM nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HUA NPUCYTCTBYET HE Ha BCEX KOMMYTaTOpPaXx)

interface loopback loopback_id

019 HAaCTPOMKM BUPTYanbHbIX MHTepdeicos

roe:

— group — NopAAKOBbIA HOMep rpynnbl, obLiee KoAMYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsakosbiit Homep 1G-nHTepdeiica, 3agaetca B suge: 1..8/0/1..28;
— loopback id — nopsagKoBbii HOMep BUPTYyanbHOro MHTepdeiica, obliee KoANMYECTBO COrlacHo Tab-
nvue 9 (cTpoka «Konunuectso BupTyanbHbix Loopback-nHtepdericos»).

Ona MES2308 u MES2308P

Tabnnua 73 — KomaHgb! Bbibopa uHTepdelica ana MES2308, MES2308P

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHTepdeicos

interface port-channel group

[ON1A HAaCTPOWMKM rpynn KaHaoB

interface loopback /oopback_id

[ON1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicos

roe:

— group — nNopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 snge: 1..8/0/1..12;
— loopback_id — nopazkoBblit HOMep BUPTYasbHOrO MHTepdenca, obLiee KoIMYecTBo COrnacHo Tab-
nvue 9 (cTpoka «Konnuectso BUpTyanbHbix Loopback-nHtepdericos»).

Ana MES2308R

Tabnnua 74 — KomaHgb! Bbibopa uHTepdelica ana MES2308R

KomaHoa

Ha3sHauyeHue

interface gigabitethernet gi_port

08 HacTpoliku 1G-uHTepdeicos

interface port-channel group

L1 HACTPOMKM rpynn KaHanos

interface loopback /oopback_id

[OJ18 HAaCTPOMKM BUPTYabHbIX MHTEpdecos

roe:

— group — NopsAAKOBbIA HOMep rpynnbl, obLiee KOAMYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 snge: 1..8/0/1..10;
— loopback_id — nopagkoBblit HOMep BUPTYasibHOrO MHTepdeinca, oblLiee KOMYecTBO COrnacHo Tab-
nuvue 9 (cTpoKa «Konunuectso BUpTyanbHbix Loopback-nHtepdeiicos»).

Ana MES3508 n MES3508P

Tabnunua 75 — KomaHabl Bbibopa uHTepdelica ana MES3508 n MES3508P

KomaHoa

Ha3HauyeHue

interface gigabitethernet gi_port

L5 HacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface loopback loopback_id

01 HAaCTPOMKM BUPTYanbHbIX MHTepdeicos

roe:
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— group — NOPAAKOBbIA HOMEpP rpynnbl, obliee KoaMYecTBo coriacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaxosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1/0/1..10;
— loopback id — nopsagKoBbii HOMep BUPTYyanbHOro MHTepdelica, obliee KOANMYeCcTBO COrlacHo Tab-
nvue 9 (cTpoka «Konunuectso BUpTyanbHbix Loopback-nHtepdericos»).

Ona MES3510P

Tabnnua 76 — KomaHabl Bbibopa uHTepdeiica ana MES3510P

KomaHoa

Ha3sHnayeHue

interface gigabitethernet gi_port

ONA HacTpoliku 1G-uHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanos

interface loopback /oopback_id

O HAaCTPOMKM BUPTYabHbIX MHTEpdeicos

roe:

group — NopAAKOBbIN HOMepP rpynnbl, obliee KOAMYECTBO cornacHo Tabauue 9 (cTpoka «Arperaumsa
KaHanos (LAG)»);

gi_port — nopsagKosbin Homep 1G-nHTepdeirca, 3agaetca 8 suge: 1/0/1..12;
loopback _id — nopaakoBbIn HOMepP BUPTYasibHOTro MHTepdelica, obluiee KOMYecTBO COracHo Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

3anucb uHtepdeiica

1..8/0/1..N

HOMep YCTPOWNCTBaA B CTEKE HOMep c/noTa Homep MHTepdelica

KomaHgbl, BBeAgeHHble B pexuMme KOHPUrypauum uHTepdeica, NpUMEHATCA K BblIOpaHHOMY

nHTepdelicy.

Hu)Ke npuBeAeHbl KOMaHAbl 414 BXOA4a B PEXMM HacTpoWKu aecatoro Ethernet-wHtepodeiica (ans

MES5324) nepBoro ycTpoiCTBa B CTEKE U BXO43 B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10

console (config-if) #
console# configure

console (config)# interface port-channel I

console (config-if) #

Bblbop AManasoHa MHTepdecoB OCyLLECTBAAETCSA MPU MOMOLLM KOMaHA,:

— interface range fortygigabitethernet portlist — gna HacTpoliku ananasoHa fortygigabitether-
net-uHTepdeiicos;

— interface range tengigabitethernet portlist — pona HacTpoiKkM amnanasoHa tengigabitether-
net-uHTepdeiicos;

— interface range gigabitethernet portlist — pns HacTpoikM amanasoHa gigabitethernet-
nHTepdelicos;

— interface range port-channel grouplist — ana HacTpoWKKW gManasoHa rpynn NopToB..

KomaHabl, BBeAEHHbIE B AaHHOM pexnme, NPUMEHAKTCA K Bbl6paHHOMy AnanasoHy MHTepq)EI\;ICOB.
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HuKe npmBeaeHbl KOMaHAbl ANA BXOAA B PEXKUM HAacTPOMKK ananasoHa Ethernet-uHtepdelicos ¢ 1 no
10 (ana MES5324) u ana Bxoaa B peXXMM HAaCTPOMKM BCex rpynn nopToB.

console# configure

console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if)#

console# configure

console (config)# interface range port-channel 1-8
console (config-if)#

Tabnuua 77 — KomaHabl pexxmuma KoHpurypaumm nHtepoeiicos Ethernet n Port-Channel

3HavyeHue/3HayeHue ”
KomaHoa / Aelicmeue
no ymoa4aHuro
shutdown BbIK/NOUNTL KOHPUTYpUpPYyeMbIl MHTepdeiic (Ethernet, port-
—/BKAtOYEH channel).

no shutdown BKNOUUTL KOHOUTYPUPYEMbBIA MHTEPDENC.
description descr descr: (1..64) [ob6asuTb onucaHue nHtepoetlica (Ethernet, port-channel).
no description CMMBO/IOB/HeT o

Ypanutb onncanue nHTepdeiica.

onucaHua

speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepegayuun gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HAYEHME N0 YMONYAHMUIO.

duplex mode

no duplex

mode: (full, half)/full

3afaTh pexum gynnekca uHTepdeiica (NoaHogynneKcHoe
coeamnHeHue, NoNyaynaekcHoe coeamHeHne, Ethernet).

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

unidirectional send-only

no unidirectional

—/BbIK/IIOYEHO

BK/110UMTb NOPT, OCHALLEHHbIV ABYHAaNPaBAeHHbIMMU
npvemonepesaTiNKkamu, B PeXXUM O HOHaNPaBAeHHOM
nepegauu.

V | Tonbko ana MES3508, MES3508P.

YCTaHOBUTb 3HAYEHME Mo YMO4aHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BKNIOUMTbL aBTOCOrNAacoBaHWE AN1A CKOPOCTU M AynaeKca Ha
HacTpavBaemom MHTepdeiice. MOXKHO yKasaTb onpeaeneHHble
COBMECTUMOCTY MapameTpa aBTOCOI/IAaCOBaHUA, €C/IM NapameTpbl
He 3aJlaHbl, TO NOAAEPKMBAIOTCA BCe coBMecTUMOCTH (Ethernet,
port-channel).

BbIK/IOYMTL aBTOCOMIACOBAHME AJ1 CKOPOCTU U AynieKca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

no negotiation bypass

—/BKNOYEHO

BbikntounTb nponycK npoueAnypbl aBTOCOr/1acoBaHUA, eCnun
napTHEpP Ha BCTpe“IHOl;’I CTOpPOHE HEe OTBeYaeT.

Bkatountb nponycK npoueaypbl aBTOCOr/1aCcoBaHMA, eCan napTHep
Ha BCTpe‘-lHOi;I CTOPOHEe He oTBeYaeT.

flowcontrol mode

mode: (on, off,

3a4aTb pexxum ynpasaeHus notokom flowcontrol (BkatounTb,
OTK/IIOUUTb UM aBTOCOrNacoBaHWe). ABTOCOr/1acoBaHue
flowcontrol paboTaeT ToNbKO B cnyyae, ecam pexmm

auto)/off ABTOCOrNacoBaHMA negotiation BKAOYEH Ha HaCTpaMBaemMom
nHtepdevice (Ethernet, port-channel).
no flowcontrol OTKNOYUTD PEXUM YNPABAEHUA NOTOKOM.
back-pressure BKNOUUTL PYHKLMIO «0O6PaTHOrO AaBAEHUSA» Ha HAacTpaMBaeMom
nHTepoerice (Ethernet).
—/BbIKAOYEH

no back-pressure

BbIKNOUNTL QYHKUMIO «0BPATHOrO AaBNEHUA» Ha HAaCTpPauBaeMoM
MHTepodeiice.

load-average period

period: (5..300)/15

YCTaHOBUTb Meprog, B TeYeHMe KOTOporo cobupaercsa CTaTUCTUKa
0 Harpyske Ha uHTepodeiice.
V Mpwu 3TOM MHTEpBaN pacyéTa CYETUYMKOB He
U3MeHsaeTca.
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no load-average

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

no media-type

—/prefer-fiber

BbI6paTh TMN KOMBO-NOPTa B KAYeCTBE OCHOBHOMO HOCUTENS.
-force-fiber — paspelueHa akTUBHOCTb TO/IbKO ONTUYECKOW YaCTK
KoMb60-nopTa;

-force-copper — paspelueHa akTMBHOCTb TO/IbKO MefHOW YacTu
KOMb0-nopTa;

-prefer-fiber — npenmyuiecTso onTUyeckoro NMHKa.

YCTaHOBUTb 3HaYeHMe N0 YMOJIYaHUIO.

mtu size YcTaHOBUTbL 3HaUeHMe maximum transmission unit (MTU)
V Hactpoiika MTU He pa6oTaeT gns TpaH3UTHOro TpaduKa.
size: (128..1500)/1500
6anT HacTpoiika npumeHsaeTca nocne nepesarpysku
yCTpOMCTBa.
no mtu YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
snmp trap link-status BkntounTb otnpaBky SNMP trap-coobueHuii o cocToaHUU
—/BKNtOYEHO MHTePPENCHBIX IMHKOB.
no snmp trap link-status OTKAtounTb oTnpaBky SNMP trap-coobLieHui.
hardware profile portmode MNepekntounTb pexxum noptos XLG1-XLG4.
{1x40¢g | 4x10g} V KomaHga A0CTynHa TONbKO ANA NOPTOB
—/1x40g fortygigabitethernet ycrpoiictea MES5324.
HacTpoiika npumeHsieTcs nocse nepesarpysku
yCTpoOiACTBa.
feccl74 BKNIOUUTL peXkuUm NPsMoit KoppeKLmm olwmnbok cl74 Ha
HacTpauBaemom uHTepdeiice (XLG1-XLG4).
V‘ KomaHpaa AocTynHa TonbKo Ans NopToB
— /BbIK/IOYEH fortygigabitethernet ycrpoiictea MES5324.
V KomaHaa HepoCTynHa ANA CTEKOBbIX IMHKOB.
fec off OTKNOUYNUTD PEKUM NPAMOI KOPPEKL MU OLIMOOK.
ip tcp adjust-mss value HasHauunTb pusmyeckomy nHtepdericy Ethernet pasmep TCP
Maximum segment size.
value:

no ip tcp adjust-mss

(500..1460)/1460 6aitT

’ Ucnonb3yetca npu Hannuum IP address Ha uHTepdeiice.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume rnobanbHon KoHGUrypaumm:

console (config) #

Tabnunua 78 — KomaHabl pexkmma obuimx HacTpoek nHtepdeica Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

port jumbo-frame

—/3anpeueHo

Paspeluntb KommyTaTopy paboTath ¢ Kagpamu 60abLIOro
pasmepa.
V 3HaueHne maximum transmission unit (MTU) no
ymonuanuio 1500 6air.

Hactpoiika BCTynuT B cuny TONbKO Nocse nepe3arpysKku
V yCTpoicTBa.
V 3HaueHne maximum transmission unit (MTU) npu
HacTpoiike port jumbo-frame 10240 6aiiT.
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no port jumbo-frame

3anpetTnTb KOMMyTaTOpPy PaboTaTh C Kagpamu 601bLIOTO
pa3smepa.

errdisable recovery cause
{all | loopack-detection |
port-security | dotlx-src-
address | acl-deny | stp-
bpdu-guard | stp-loopback-
guard | unidirectional-link
| storm-control | link-
flapping | I12pt-guard | pvst
| vpc | arp-inspection |
dhcp-rate-limit}

BKNOUMTL aBTOMATUYECKYHO aKTUBALMIO MHTepdelica nocne ero
OTKNIIOYEHMA B CNEAYIOLWNX CNyYanX:

- loopback-detection — o6Hapy:keHue neTens;

- port-security — HapyleHne 6e3onacHOCTM AnA port security;
- dotlx-src-address — HenpoxoxaeHue ayTeHTUdUKaLnK,
0CHOBaHHOW Ha MAC-appecax nosb3oBaTenei;

- acl-deny — HecooTBeTcTBME cnuckam gocTyna (ACL);

- stp-bpdu-guard — akTuBauma 3awmTbl BPDU Guard (nepegaya
HEeCaHKLMOHMPOBaHHOro nakeTta BPDU uyepes nHtepdeiic);

- stp-loopback-guard — o6HapyeHue netenb npoTokosiom STP;
- udld — akTnBaums 3awmTol UDLD;

- storm-control — 3almTa OT «WTOPMa» ANA Pa3INYHOrO
Tpaduka;

- link-flapping — dbnannuHr nvHka;

—/3ar'|peu.|,eHo - I2pt-guard — npeBbiWeHNEe KOANYECTBA BXOAALLMX NAKETOB
link-
. dyHKumMK L2PT;
flapping/paspewero | _ pvst — ownbkm npoTokona PVST;

- vpc — ownbKM npotokona VPC;

- arp-inspection — oWW6KKM KOHTPOA NpoToKona ARP;

- dhcp-rate-limit — npesbilweHne KonnyecTsa NpUHATLIX DHCP-

NaKeToB Ha NOPTY.
no errdisable recovery YCTaHOBWTb 3HaYEHMeE N0 YMOHAHUIO.
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |
link-flapping}
errdisable recovery interval YCTaHOBWTb BPEMEHHOM MHTEPBan AN aBTOMATUYECKOro
seconds seconds: NOBTOPHOTrO BK/OYEHUA MHTepdeiica.

- (30..86400)/300

no errdisable recovery ceryHa YCTaHOBWTb 3HaYeHMeE N0 YMOYAHUIO.

interval

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback loopback_id}

gi_port: (1..8/0/1..28);
fa_port: (1..8/0/1..24);
group: (1..48);
loopback_id: (1..64)

C6poCcUTb HACTPOWMKN MHTepdeica uam rpynnel UHTEpdeicos Ha
3HaYeHWA, YCTaHOB/IEHHbIE MO YMONYAHUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console#

Tabnnuya 79 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuo

Aeilicmeue

clear counters

CObpoCKHTb CTAaTUCTURY A1 BCeX MHTepdencos.

clear counters {oob | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

CHpOCUTL CTAaTUCTURY AnA uHTepdeiica.
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set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

AKTUBMPOBATb MOPT UAW TPYNMY NOPTOB, BbIK/IHOHYEHHbIX KOMaHAOM
shutdown.

show interfaces {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3aTb CBOAHY MHPOPMALMIO O COCTOAHUM, HACTPOMKe U
CTaTMUCTUKe noprTa.

show interfaces configura-
tion {oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokaszaTb KOHPUTypaLmo MHTepdencoB.

show interfaces status

MoKasaTb COCTOAHUE BCEX MHTEPdENCOoB.

show interfaces status {oob
| gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cocTosHWe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOI/1acoBaHMA, 06bABAEHHbIE AN BCEX
nHTepdencos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3saTb NapameTpbl aBTOCOIACOBaHMA, 06bABAEHHbIE ANA
Ethernet-nopTa, rpynnbi nopTos.

show interfaces description

MoKasaTb onuncaHuna Bcex MHTepdencos.

show interfaces description
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb onucaHue Ethernet-nopTa, rpynnol NopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY 414 BCeX UHTepdeicos.

show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id | detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

MoKa3aTb CTAaTUCTUKY ANA UHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY NO HarpysKe A5 BCex nHTepdelcos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3aTb CTaTUCTMKY MO Harpyske ans Ethernet-unrtepdodeiica.

show interfaces mtu {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | loopback loop-
back_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback-id: (1..64);
vlan_id: (1..4094)

MoKasaTb HacTpoliky MTU gna nHutepdeitca.

show ports jumbo-frame

MokasaTtb HacTpoliKy jumbo-frames B KommyTaTope.
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show errdisable recovery

MoKa3aTb HAaCTPOIMKM AN aBTOMATUYECKOM NOBTOPHOM aKTUBaLUK

nopra.

show errdisable interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

MoKasaTb NPUYMHY OTKIIOUEHMA NOPTa, rPYNMbl MOPTOB U
COCTOAIHWE aBTOMATUYECKOM aKTUBALLUMU

| fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel group: (1..48)

group}

show hardware profile MokasaTtb pexum noptoB XLG1-XLG4.
portmode _

V KomaHga aocrynHa TonbKo ana MES5324.
/)

[pumepbl 8bINOAHEHUS KOMAHO

MoKa3aTb cOCTOAHME UHTEPEICOB:

console# show interfaces status

Type
Port Mode

1G-Copper
Access
gil/0/2 1G-Copper
- Access
gil/0/3 1G-Copper
- Access
gil/0/4 1G-Copper
- Access
gil/0/5 1G-Copper
- Access
gil/0/6 1G-Copper
- Access
gil/0/7 1G-Copper
- Access
gil/0/8 1G-Copper
- Access
gil/0/9 1G-Copper
- Access
gil/0/10 1G-Copper
-- Access
gil/0/11 1G-Copper
-- Access
gil/0/12 1G-Copper
-- Access
gil/0/13 1G-Copper
-- Access
gil/0/14 1G-Copper
-- Access
gil/0/15 1G-Copper
-- Access
gil/0/16 1G-Copper
-- Access
gil/0/17 1G-Copper
-- Access
gil/0/18 1G-Copper
- Access
gil/0/19 1G-Copper
- Access
gil/0/20 1G-Copper
-- Access

gil/0/1

Duplex

Speed Neg

Flow Link Uptime Back

ctrl State (d,h:m:s) Pressure

Down -= -=
Down -= -=
Down -= -=
Down -= -=
Down -= -=
Down -= -=
Down -= -=
Down -= -=
Down -= -=
Down -= -=
Down -= -=
Down -= -=
Down -= -=
Down -= -=
Down -= -=
Down -= -=
Down -= -=
Down -= -=
Down -= -=

Down -= --
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gil/0/21 1G-Copper -- -- -- -- Down -= --
-= Access
gil/0/22 1G-Copper -- -- -- -- Down -= --
-= Access
gil/0/23 1G-Copper - - - -- Down -- -
-= Access
gil/0/24 1G-Copper - - -- -— Down - -
-= Access
tel/0/1 10G-Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled
Off Trunk
tel/0/2 10G-Fiber Full 10000 Disabled Off Up 00,04:37:10
Off Trunk
tel/0/3 10G-Fiber -— -— —— -- Down --
-= Access
tel/0/4 10G-Fiber -— -— —— -- Down --
-= Access
Flow Link
Ch Type Duplex Speed Neg control State
Pol -= -= - - -= Not Present
Po2 -= -= -= -= -= Not Present
Po3 - -- -- -- - Not Present
Po4d -= -= -= -= -= Not Present
Pob5 -= -= - - -= Not Present
Pob --— - -- -- -- Not Present
Po7 -= -= - - -= Not Present
Po8 --— - -- -- -- Not Present
Po9 - -- -- -- - Not Present
Pol0 - -= -= -= -= Not Present
Poll -= -= - - -= Not Present
Pol2 - -= -- -- -— Not Present
Pol3 - -= - - -= Not Present
Pol4 -= -= - - -- Not Present
Pol5 - -= - - -= Not Present
Polb - -= - - -= Not Present

MoKasaTb CBOAHYO MHPOPMAaLMIO O COCTOAHWKN, HAacTPOMKe U cTatucTuke Ethernet-nopra (pexum

OTOOPAKEHUA CTAaTUCTUKK KnaccuburKaumm TpaduKa):

console# show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down (not connected)

Interface index is 1

Hardware is tengigabitethernet, MAC address is a8:£9:4b:£fd:00:41
Description: ME5100 erl 17.161 te 0/0/1

Interface MTU is 9000

Link is down for 0 days, 0 hours, 3 minutes and 28 seconds
Flow control is off, MDIX mode is off

15 second input rate is 0 Kbit/s

15 second output rate is 0 Kbit/s

packets input, 0 bytes received

broadcasts, 0 multicasts

input errors, 0 FCS, 0 alignment

oversize, 0 internal MAC

pause frames received

packets output, 0 bytes sent

broadcasts, 0 multicasts

output errors, 0 collisions

excessive collisions, 0 late collisions

pause frames transmitted

symbol errors, 0 carrier, 0 SQE test error

t queues: (queue #: packets passed/packets dropped)
0/0

0/0

0/0

Outp

(SR SES T eoNeoNeoNoNoNoNeoNoNoNoNe)
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O J oy U >

0/0
0/0
0/0
0/0
0/0

= [loKa3aTb MapameTpbl aBTOCOrNACoBaHUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled -- --
tel/0/2 10G-Fiber Disabled - -
tel/0/3 10G-Fiber Disabled - -
tel/0/4 10G-Fiber Disabled -- -
fol/0/3 40G-Fiber Disabled -- -
fol/0/4 40G-Fiber Disabled -= --
gil/0/1 1G-Copper Enabled Slave ——
Pol -= Enabled Slave -
Po2 - Enabled Slave -
Po8 -- Enabled Slave -
Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h, 10f, 10h
- [ToKa3aTb CTaTUCTUKY NO MHTepd)eﬁcaM:
console# show interfaces counters
Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0
Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0
0O0B InUcastPkts InMcastPkts InBcastPkts InOctets
oob 0 13 0 1390
0O0B OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
oob 3 616 0 39616
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* [loKasaTb CTAaTUCTUKY NO rpynne KaHanos 1:

console# show in

terfaces counters port-channel !

Alignment Errors:
FCS Errors: 0

SQE Test Errors: O
Deferred Transmiss
Late Collisions: 0
Oversize Packets:

Symbol Errors: 0

Transmitted Pause

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
Pl o1 o o 007

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
______ Bl o & 3 a2

0

Single Collision Frames: 0
Multiple Collision Frames: 0

ions: 0

Excessive Collisions: O
Carrier Sense Errors: 0

0

Internal MAC Rx Errors: O

Received Pause Frames: 0

Frames: 0

= [loKas3aTb HacTpoOliKy jumbo-frames B KommyTaTope:

console# show po

rts jumbo-frame

Jumbo frames are dis
Jumbo frames will be

abled
disabled after reset

Tabnmua 80 — OnuncaHue cyeTYNKoB

Cuemyuk OnucaHue
InOctets Konnyectso NpuHATbIX 6aliToB.
InUcastPkts Konnyectso NpUHATbLIX 04HOAAPECHbIX NAaKeTOoB.
InMcastPkts Konnyectso NPUHATLIX MHOFOAApECHbIX MaKeToB.
InBcastPkts Konnyectso NPUHATBIX LWUMPOKOBeLLaTebHbIX MAaKeToB.
OutOctets Konunyectso nepegaHHbIx 6anToB.
OutUcastPkts Konunyectso nepefaHHbIX O4HOAAPECHbIX NAKeTOoB.
OutMcastPkts Konnyectso nepegaHHbIX MHOTOaApeCHbIX MaKeToB.
OutBcastPkts Konnyectso nepesaHHbIX LWMPOKOBELLATE/bHbIX MAaKEeTOB.

Alignment Errors

KonnyectBo NpUHATBLIX Kagpos ¢ Hapyl.lJeHHOI?I LeNoCTHOCTbIO (C KONMYecTBom H6aiT
He COOTBETCTBYHOWMM ,a,/lee) M He npowegwnx npoBepPKRy KOHTpOJ'IbHOVI CYMMbI
(FCS).

FCS Errors

Konnyectso NpMHATLIX KaAPOB C KOAMYECTBOM HaiT, COOTBETCTBYIOLWMM AJMHE, HO
He NpoLeALnX NPoBEPKY KOHTPOIbHOMI cymmbl (FCS).

Single Collision
Frames

Konnuyectso Kagpos, BOB/IEYEHHbIX B €4MHUYHYIO KOJIZIM3UIO, HO BNOCAeACTBUM Ne-
penaHHbIX ycnewHo.

Multiple Collision
Frames

Konunuectso KagpoBs, BOBAEYEHHbIX 6onee Yem B 04HY KONNU3NIO, HO BMOCAEACTBUU
nepeAaHHbIX yCNeLwHo.

Deferred Transmis-
sions

Konunuectso Kaapos, 417 KOTOPbIX NepBasn NOMbITKa Nepeayn OT/I0KEHA M3-3a 3aHA-
TOCTU cpeabl nepesayun.
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Late Collisions

Konunyectso cnyyaes, Korga Koaamsuna 3adpMKCUMpoOBaHA NoC/ie TOro, Kak B KaHan
CBA3M yrKe bblan nepenaHbl nepsble 64 6aiT (slotTime) nakeTa.

Excessive Collisions

Konnuectso Kagpos, KOTOpble He 6bln NepeaaHbl U3-3a U306bITOYHOrO KOANYECTBa
KONNU3UNA.

Carrier Sense Errors

Konunuectso cnyyaes, Koraa COCTOAHME KOHTPOIA HecyLel 6bi10 noTepaHo, 1Mbo He
YTBEPXKAEHO NpM NOMbITKE Nepesaym Kagpa.

Oversize Packets

Konunyectso NpuMHATLIX NaKeTOB, pa3Mep KOTOPbIX NPEBbILLAET MaKCMMasbHbIW pas-
pelleHHbI pasmep Kaapa.

Internal MAC Rx
Errors

Konnyectso KaapoBs, KOTopble He BblM NPUHATLI YCNELHO M3-3a BHYTPEHHeW
oWwKnbKM Nnpmema Ha yposHe MAC.

Symbol Errors

[Onsa nutepdeiica, pabotatowero B pexkume 100 M6UT/c — KOMYECTBO C/y4aes, Ko-
roa UMesnca HefonyCTUMbIN CUMBOJT AAHHbIX, B TO BPEMA KaK NpaBU/bHAA HecyLLas
6blna npeacTasaeHa.

[na vnTepdelica, paboTatoliero B nonyaynnekcHom pexkume 1000 Méut/c — Konu-
YeCTBO C/ly4YaeB, KOrga CpeacTsa NpMema 3aHATbl B TEYeHMEe BPEMEHU, PaBHOMY MK
6onblemy Yem pasmep cnoTa (slotTime), U B TeueHME KOTOPOTO UMENOCh XOTA bbl
04HO cobbiTMe, KoTopoe 3acTasnsAeT PHY BbigaBaTh owM6BKy Npuema gaHHbix (Data
reception error) nnv ownbky Hecywel (Carrier extend error) Ha GMII.

[na vHTepdelica, paboTatoLiero B NoJHOM AynaekcHOM pexkmume 1000 M6ut/c —
KONWYECTBO C/ly4aeB, Koraa cpeAcTBa Npuema 3aHATbI B Te4eHUe BpeMEHU, paBHOMY
nAn 6osblIEMY YEM MMHUMANbHBIV pasmep Kagpa (minFrameSize), 1 B Te4eHue Ko-
TOPOro MMeNoch XoTa 6bl 04HO cobbITUE, KOTOpPOe 3acTasaseT PHY BblaaBaTth
oLWKNBKY NprMema AaHHbIx (Data reception error) Ha GMII.

Received Pause
Frames

Konnuyectso npuHATbIX ynpasaaowmx MAC-kagpos ¢ kogom onepaumu PAUSE.

Transmitted Pause
Frames

Konnuyectso nepegaHHbIx ynpasaawowmx MAC-kagpos ¢ Kogom onepaumn PAUSE.

5.10.2 Hacmpoiika VLAN u pexcumos kommymauyuu uHmepdgeiicos

KomaHObI pexcuma 2a0banabHol KoOHuU2ypayuu

Buna 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnnuya 81 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue

Aeiicmeue
o ymon4aHuro

vlan database

— MepeiTn B pexkum KoHpurypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

VLANIist: (2..4094)

- add — po6asuTb ykasaHHble VLAN ID B nepeyeHb 3anpeLyeH-
HbIX ANA BHYTPEHHEro MCNO/b30BaHMA;

- remove — yaanuTb yKasaHHble VLAN ID 13 nepeyHAa 3anpe-
LLLEHHbIX AN BHYTPEHHEro UCNO0/b30BaHWA;

- except — f06aBUTb B NepeyeHb 3anpeLLeHHbIX AN BHYTPeH-
Hero ucnonb3osaHuA sce VLAN ID, 3a UcKntoueHnem yKasaHHbIX
B KQuecTBe NapameTpa;

- none — ouncTuTb NnepedeHb VLAN ID, 3anpeLLeHHbIX 418 BHYT-
pPEHHEero Ncnonb3oBaHUA.

vlan mode {basic | tr101}

—/basic

BKNOYNTL BO3MOXKHOCTb A06aBNeHNA Ha GU3NYECKOM MHTEp-
delice B pexmme customer cpasy AByX WAeHTUdUKATOPOB
VLAN.
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vlan statistics ingress {low |
high}

no vlan statistics ingress
{low | high}

—/BbIK/IOYEHO

BKntounTb cbop cTaTUCTUKM gns ananasoHoB VLAN:
- low — VLAN 1-2047;
- high — VLAN 2048-4094.

BbIKNHOUNTD C60p CTaTUCTUKKN ONA YKAa3aHHOIo Anana3oHa.

vlan tr101 map inner-vlan
c_vian_id interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no vlan tr101 map inner-
vlan c_vlan_id interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

c_vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

CHATb Ha ¢u3nyeckom MHTepdelice cpasy 2 MaeHTUPUKaTopa
VLAN (B pexkmme customer), 6a3mpytoacb Kak Ha s_vlan_id, Tak
1 Ha c_vlan_id. Mpu aTom pelicTBue BbINOAHAETCA TO/IbKO ANA
Tpadwmka, uaywero ¢ uHTepdelica, yKasaHHOro B JaHHOWM
HacTpoMiKe.

- c_vlan_id — naeHTnduKaLMoHHbIN Homep BHYTpeHHel VLAN.
- interface — cnucoK MHTepdeicos, K Bxogawemy Tpaduky Ko-
TOPbIX BO3MOXHO NMPUMEHEHMEe AaHHOro npaswuaa. [uanasoH
HOMEpPOB MHTEPPENCOB MOXKHO 334aTb NepeyncieHnem yepes
3anATY0 UM YKa3aTb Ha4ya/lbHOE U KOHEYHOe 3HaYeHuAa Auana-

30Ha Yyepes geduc.
DOna paboTbl AaHHOW KOMaHAbI
H HacTpoiika pexuma «vlan mode tr101».

Heobxoguma

Ypanutb npasuno.

KomaHObI pexcuma KoHgu2ypayuu VLAN

Bupg, 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm VLAN:

console# configure

console (config)# wvlan database
console (config-vlan) #

[aHHbIN peXxnm JoCTyneH U3 pexxmnma rnobanbHon KoHPUrypaumm n npegHasHayeH gas 3agaHus
napameTpos KoHourypaumm VLAN.

Tabnuua 82 — KomaHgpbl perkuma koHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBona

Lo6asutb VLAN nan Heckosibko VLAN.

Ypanutb VLAN nnam Heckonbko VLAN.

map protocol protocol [en-
caps] protocols-group
group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

anBFBaTb NPOTOKOA K rpynne NPpoOTOKO108B, aCCOUMNPOBAHHbIX
BMmecCTe.

Yaanutb NpuBAsky.
*— Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group
group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpueazatb MAC-agpec unm gnanaszoH MAC-azpecoB Mo macke K
rpynne MAC-aapecos.

YanuTtb NpuBA3KY.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexnme KoHpurypaunm nHtepoerica VLAN:
console# configure
console (config) # interface {vlan vlan id | range vlan VLANIist}

console (config-if) #

[aHHbIN peXxum AOCTYyMeH M3 perrMma KoHOUrypaumm v npegHasHayeH NS 3afaHus napameTpoB
KoHduUrypaumm nutepodeica VLAN nnbo grmanasoHa nHTepdeincos.

Bbibop MHTEepdeica ocywecTBASETCS NPM MOMOLLM KOMaHAbI:

interface vlan vian id

Bbibop AnanasoHa MHTepdencoB OCyLLECTBASETCS NPM NOMOLLM KOMaHAbI:
interface range vlan VLANIist

Huke npuBeaeHbl KOMaHAbl ANA BXO4A B pexXMM HacTponku mHtepdenca VLAN 1 n Bxoga B perkmm
HacTpoukm rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan !

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnnua 83 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymon4YaHuro
name name name: (1..32) [No6aButb nmsa VLAN.
no name CMMBO/I0B/UMA YCTaHOBWTb 3HaYEHME MO YMOIYAHUIO.
COOTBETCTBYET HOMEpPY
VLAN

ip tcp adjust-mss value HasHauutb nHTepoericy VLAN pasmep TCP Maximum segment

value: size.

(500..460)/1460 ’ Ucnonb3ayetca npu Hanuuum IP address Ha untepdeiice.

6anT .

no ip tcp adjust-mss YCTaHOBUTb 3HaYeHMeE N0 YMOHAHUIO.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdelica Ethernet, untepoeica
rpynnbl NOPTOB:

console# configure

console (config) # interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel

group |

range {..}}

console (config-if)#

[aHHbIA peXXnMm OOCTyNneH M3 pexkMma KoHbUrypauum u npefHasHadeH Ana 3a4aHusa napameTpoB

MopT MoXeT paboTaTb B YETbIPEX PEXKMMAX:

— access — NHTepdenc gocTyna — HeTerMpoBaHHbI MHTepdenc ansa oaHol VLAN;
—  trunk — wnHTepdenc, NPUHUMaIOWMIA TONIbKO TErMPOBAHHbIN TpadUK, 3a UCKIOYEHUEM Of-
Horo VLAN, KOTopbIi MOXKET 6biTb 06aBneH ¢ MOMOLLbIO KOMaHAbl switchport trunk native

vlan;

KOHoUrypaumm nHtepdeiica (nopta KOMMyTaTopa MK rPynnbl MOPTOB, PaboTaloWwmX B PeXKMME pasaeneHus
Harpysku), inMbo amManasoHa MHTepdencos.

— general — nHTepdeic ¢ nonHon noaaepxkoi 802.1qg, NPUHUMAET KaK TErMPOBAHHbIN, TaK U
HeTerMpoBaHHbIV Tpaduk;
— customer — Q-in-Q uHTepdelic.

Tabnnua 84 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apath pexkum paboTbl nopta 8 VLAN.
- mode — pexxum paboTbl nopta 8 VLAN.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ansa uHtepderica goctyna.
-vlan_id — npeHTMdMKaLMOoHHbIN Homep VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

—/NpUHMMaTh BCe
TUNbI KaapOB

MpUHMMaTL Ha MHTepdelice TONBKO Kaapbl onpeaeneHHoro Tuna:
- untagged-only — TONbKO HETErMPOBaHHbIE;
- all — Bce Kagpol.

MpUHMMaTb Ha UHTepdelice Bce TUMbI KagpoB.

switchport trunk allowed
vian all

no switchport trunk al-
lowed vlan all

—/BbIK/IOYEHO

ABTOMaTMYeCKM f06aBuTb BCce aocTynHble VLAN gns gaHHOro
MHTepoeica.

OTKAOUNTL aBTOMaTUUecKoe aobasneHne VLAN.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnmcok VLAN ana nHtepoeiica.

- vlan_list — cnucok VLAN ID. inana3oH Homepos VLAN MOXHO
3a4aTb NepeyncaeHnem yepes 3anaTylo UK yKasaTb HayabHoe U1
KOHeYyHoe 3Ha4YeHuA AnanasoHa yepes gepuc "-".

Yaanutb cnucok VLAN gns untepdeliica.

switchport trunk native
vlan vian_id

vlan_id: (1..4094)/1

[ob6asutb Homep VLAN B kayectse Default VLAN gna gaHHoro
MHTepoeica. Becb HeTerMpoBaHHbIM TpaduK, NOCTyNAOWMI Ha
[OaHHbIN NopT, onpeaensietcs B gaHHyo VLAN.

-vlan_id — npeHTMdMKaLuMOoHHbIN Homep VLAN.
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no switchport trunk native
vlan

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6aeutb cnmcok VLAN gna nHitepdeiica.

- tagged — nopTt byaeT nepeaaBaTb TErMPOBaHHbIE NaKeTbl 415
VLAN;

- untagged — nopt 6yaeT nepesaBaTb HETETMPOBAHHbIE NAKETbI
ana VLAN.

-vlan_list — cnucok VLAN ID. AnanasoH VLAN mo¥HO 3aaaTb
nepeyncaeHnem yepes 3anaTylo UM yKasaTb Ha4yaNbHOE U
KOHeYyHoe 3HaYeHuA AnanasoHa yepes gepuc "-".

Ynanutb cnucok VLAN gns untepdeliica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu yctaHosneH VLAN
N0 YMO/I4aHUIO

Lob6asutb ngeHtndukatop VLAN nopta (PVID) ans ocHoBHoOro
MHTepodeica.
-vlan_id — naeHTMduMKayMoHHbIN Homep VLAN nopra.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

switchport general in-
gress-filtering disable

no switchport general in-
gress-filtering disable

—/bunbTpauus
BK/IIOYEHA

BbIKNHOUYNTbL 417 OCHOBHOIO MHTepderca GUNbTPALMIO BXOAALLUX
NaKeToB HA OCHOBE NPUCBOEHHOIO UM 3HaveHuA VLAN ID.

BKAOUUTB AN OCHOBHOTO MHTEpdEica PUAbTPALLMIO BXOSALLMX
NnaKeToB HA OCHOBE NPUCBOEHHOIO UM 3HavyeHuA VLAN ID.

Ecaun dunbTpauma BKAKOYEHA, M NAKeT He BxoauT B rpynny VLAN c
npUCcBOEHHbIM NakeTy 3HayeHnem VLAN ID, To naket
oTbpacbiBaeTcs.

switchport general accepta-
ble-frame-type {tagged-
only | untagged-only | all}

no switchport general ac-
ceptable-frame-type

—/npuHUMaTb BCe
TUNbI KaApPOB

MpUHMMaTL Ha UHTepdelice TONbKO Kagpbl onNpeaeneHHoro Tuna:
- tagged-only — T0/1bKO TErMpPOBaHHbIE;

- untagged-only — T0/1bKO HeTErMpoBaHHbIE;

- all — Bce Kagpsl.

MpuHMMaTL Ha MHTepdeiice Bce TUMbI KAAPOB.

switchport general map
protocols-group group vian
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBUTL NpaBmao Knaccudukaumm VLAN ana nitepdeiica,
OCHOBAHHOE Ha NPMBA3KE K MPOTOKOAY.

- group — NaeHTUGUKALUMOHHbBI HOMEP Fpynnbl;

- vlan_id — naeHTMounKaumMoHHbIN Homep VLAN.

YpanuTe npasuao Knaccudurkauuu.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBWUTb NpaBuao Knaccudukaumm VLAN ana nHtepdeiica,
OCHOBaHHOe Ha npusAske kK MAC-agpecy.

- group — NaeHTUGUKALUMOHHbBI HOMEP Fpynnbl;

- vlan_id — naeHTMounKaumMoHHbIN Homep VLAN.

YpanuTe npasuao Knaccudurkauuu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHOBWUTL NpaBmao Knaccuodukaumm VLAN ana untepoeiica,
OCHOBaHHOE Ha NPMBA3Ke K NPOTOKOAY.

- group — VAeHTUOUKALMOHHBIV HOMep rpynnbl;

- vlan_id — naeHTMounKaumMoHHbIn Homep VLAN.

YaanuTtb NpaBmao KnaccuduKkaumm.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq
ethertype egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
NCXO4AWMX C JaHHOTO UHTepdelica.
[onyctumble 3HaueHus Ethertype npegcrasneHbi B
. NpunoxkeHue B. NoaaepkmBaemble 3HavyeHuA Ethertype.

3ameHuTb ethertype ncxoasLLero ¢ MHTepdeica naketa Ha
3HayYeHne No YMOYaHMUIO.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove
ethertype

ethertype: (1..ffff)
(hex)

[ob6asutb TPID B Tabanuy Knaccupurkatopos VLAN.
Jonyctumble 3HayeHus EtherType cm. MpunoxkeHue B.
Moaaepkmnsaemble 3HaueHus Ethertype.

Yaanute TPID 13 Tabauubl Knaccudumrkatopos VLAN.
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switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer
vlan

vlan_id: (1..4094)/1

Lob6asutb VLAN ansa nonb3oBaTesibCcKoro nHtepdeica.
-vlan_id — naeHTMduMKaLuMoHHbIN Homep VLAN.

[106aBUTb K BXOAALMM HETErMPOBaHHbIM MaKeTamM Ha KJMEHTCKOM
nopTy BHyTpeHHuI 802.1q 3aronoBok — C-VLAN (inner-vlan) n
BHewWwHMi 802.1q 3aroN0BOK, coaepKalumin pvid 4oNoSHUTENBHOM
VLAN (S-VLAN).
[nsa paboTbl 3TO KOMaHAbl HEO6XOANMMO BKAOYUTD
. rno6anbHo pexkum «vlan mode tr101».

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

switchport customer mul-
ticast-tv vlan add vian_list

switchport customer mul-
ticast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspewnTb NPUHUMATL MHOFOAZAPECHbIV TPAPUK M3 YKa3aHHbIX
VLAN (He sBnatowmxcs VLAN nonb3oBaTenbcKoro nHtepdelica) Ha
HacTpanBaemom MHTepdeice, COBMECTHO C N0JIb30BaTeAMM
OpYrvX N0Nb30BaATENbCKMX NOPTOB, NPUHUMAROLLUX
MHOroaapecHsbiii Tpadumk M3 gaHHbIX VLAN.

-vlan_list — cnucok VLAN ID. Aunana3oH VLAN MoKHO 3agaTb
nepeyvcaeHMem Yepes 3anAaTyro UaM yYKasaTb HavanbHoe U
KOHeYHoe 3Ha4YeHuA AnanasoHa Yepes gedpuc "-".

3anpeTuTb NPUHMMaTL MHOTOAAPECHbIN TPaduUK Ha
HacTpanBaemom MHTepoeice.

switchport forbidden vian
add vian_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetutb gobasneHue ykasaHHbix VLAN nopry.

-vlan_list — cnucok VLAN ID. Aunana3oH VLAN MoKHO 3agaTb
nepeyncaeHnem Yepes 3anATyo UM YKa3aTb Ha4ya/lbHOE U
KOHeYHoe 3Ha4YeHuA AnanasoHa Yepes gedpuc "-".

PaspewunTb gobasneHue ykasaHHbIx VLAN nopTy.

switchport forbidden de-
fault-vlan

no switchport forbidden
default-vlan

Mo ymonuyaHutio
yneHctso B default
VLAN pa3pelieHo

3anpetutb gobasneHune default VLAN nopry.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport protected-port

no switchport pro-
tected-port

MepeBecTy NOPT B pPeXUM U30NALMUKN BHYTPU FPYNMbl NOPTOB.

BoccTaHOBUTL 3HaYeHWe N0 YMOHAHMUIO.

switchport protected-port
isolate-group {group}

no switchport protected-
port isolate-group {group}

group (1..8)

MNepesectn NOpPT B YKa3aHHY rpynny nsonaumm nopTos.

YpanuTe NOPT U3 yKa3aHHOM rpynnbl U30A5LMM NOPTOB.

switchport protected {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
ncnonbsyercs
MapLpyTn3auma no
6a3e AaHHbIX
n3yyeHHbIx MAC-
aapecos (FDB)

Mepesectn nopT B pexkmm Private VLAN Edge. OTmeHseT
MapLLpyTU3aLuio no 6ase gaHHbIX M3ydeHHbIXx MAC-agpecos (FDB)
W HanpaBAseT BECb OAHOAAPECHbIN, MHOFOAAPECHbIN U
LWMpPOKOBeLLaTeNbHbIM TpaduK Ha uplink-nopT.

OTKAOUYUTE OTMEHY MapLIPYTM3aLmMmM No 6ase A4aHHbIX U3yYeHHbIX
MAC-agpecos (FDB).

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBUTb NOPT Kak Ternpytowmii 8 aedontHol VLAN.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.
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KomaHOwb! pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma Privileged EXEC:
console#

Tabnuua 85 — KomaHabl pexkmma Privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymon4aHuro
show vlan — Mokasatb uHPopmauuto no scem VLAN.
show vlan tag vian_id vlan_id: (1..4094) MNokaszatb uHopmauuto no VLAN, nouck no ngeHtuduKkaTopy.
show vlan internal usage MNMokasaTtb cnucok VLAN ana BHYTPEHHEero ncnosib3oBaHuA
- KOMMYTaTOPOM.
show default-vlan-mem- MokasaTb cocTas rpynnbl gedontHon VLAN.
bership [gigabitether- .
net gl ‘;E)gr tgl tengign- gi_port: (1..8/0/1..48);
T te_port: (1..8/0/1..24);
bitethernet te_port | for-
L. fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | ]
port-channel group | de- group: (1..48)
tailed]
KomaHOoeb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnnua 86 — KomaHabl pexkmma EXEC
Komanda 3Ha4yeHue/3HayeHue Leiicmeue
o YyMOAYAHUIO
show vlan multicast-tv vlan MoKasaTb NOPTbI-UCTOUYHUKM U NPUEMHMKU MHOTOaLPECHOro
vlan_id vlan_id: (1..4094) Tpaduka B faHHoM VLAN. MopTbI-MCTOYHUKM MOTYT KaK
nepegasatb, Tak U NPUHUMATb MHOFOAAPECHbIN TPadUK.
show vlan protocols-groups — MoKasaTb MHPOPMALMIO O rpynmnax MPOTOKO/O0B.
show vlan macs-groups — MokaszaTtb nHpopmauuto o rpynnax MAC-aapecos.
show interfaces switchport MoKasaTb KOHGMrypaLMIo NOpTa, FPynnbl NOPTOB.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show interfaces pro- MokasaTb cocToAHWe NopToB: B pexkume Private VLAN Edge, B
tected-ports [gigabitether- rivate-vlan-edge-coobuiectse.
net ol l’)’ort I [tge ﬁgiga_ gi_port: (1..8/0/1..48); | P € w
N te_port: (1..8/0/1..24);
bitethernet te_port | for-
L. fo_port: (1..8/0/1..4);
tygigabitethernet fo_port |
port-channel group | de- group: (1..48)
tailed]
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[pumepebl 8b1M10AHEHUA KOMAHO

MNokasatb nHdopmaumio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by
1 1 tel/0/1-24, D
fol/0/1-4,gi11/0/1,
Pol-16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S

MoKa3aTb NOPTbI-MCTOYHMKN U MPUEMHUKU MHOFOagpecHoro Tpaduka B VLAN 4.

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

MoKasaTb MHGOPMaLMIO O rPyNMnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
Ox86dd (IPvo6) Ethernet 3
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MokasaTtb KoHPUrypaumio noprta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-Voice

VLAN

Port : tel/0/1
Port Mode: Trunk

Gvrp Status:

disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:

Name Egress rule Added by

N O oy U WDN

1 Untagged
2 Tagged
3 Tagged
4 Tagged
5 Tagged
6 Tagged
8 Tagged
28 Tagged

N nnonnon n o

Forbidden VLANS:

Vlan

Classification rules:

Protocol based VLANs:

Group ID

Vlan ID

Mac based VLANs:

Group ID

Vlan ID

5.10.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonseTr npou3BoAMTb pasrpaHuyeHue TpaduKa Ha BTOPOM
ypoBHe mogenun OS|I mexay nopramm KOMMYTaTopa, KOTOpble HAXoAATCA B OAHOM LUMPOKOBELLATEbHOM
JomeHe.

— Ha KkommyTatopax moxKeT bbITb CKOHGUIYprpoBaHo Tpu Tuna PVLAN nopTos:

promiscuous — MopT, KOTOPbI cNocobeH 06MeHMBATLCA AAaHHBIMU MEXAY Nt06bIMK
nHTepdericamu, BkAtoYasa isolated- n community-noptel PVLAN;

isolated — nopT, KOTOPbIN NOJAHOCTBHIO M30MPOBaH OT APYIUX NOPTOB BHYTPU OL4HOTO
n Toro e PVLAN, Ho He oT promiscuous-noptoB. PVLAN 6/10KMpytoT BeCb TpaduK,
NOyLnin B CTOPOHYy isolated-nopTos, Kpome TpadurKa CO CTOPOHbI Promiscuous-nopTos.;
nakeTbl CO CTOPOHbI isolated-nopToB MOryT nepefAaBaTbCA TONbKO B CTOPOHY
promiscuous-nopTos;

community — rpynna nopTos, KOTOPble MOTYT 0OMEHNBATLCA AaHHbIMU MeXay coboit
M promiscuous-nopTamu, sTu nHTepdeicol oTaeNeHbl Ha BTOPOM ypoBHe moaenun OSI
OT BCEX OCTa/IbHbIX community-nHTepdeincos, a Takke isolated-noptos BHyTpM PVLAN.
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Mpouecc BbINOAHEHUA GYHKUMM AOMNOJAHUTENLHOrO pPasAeneHus NOpToB C MOMOLLbIO TEXHONOTUM
Private VLAN npepctaBneH Ha pucyHKe 53.

Promiscuous ports

==

Trunk ports
VLAN 100 VLAN 100
Switch A Switch B
E I
VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 53 — Mpumep paboTbl TexHonorum Private VLAN

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypaumm uHtepderica Ethernet, nHtepodeiica VLAN,
nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..} | vlan vlan id}

console (config-if) #

Tabnnua 87 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

switchport mode private-
vlan {promiscuous | host}

no switchport mode

3apaTtb pexkum pabotbl nopta B VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport mode private-
vlan trunk {promiscuous |
secondary}

no switchport mode pri-
vate-vlan trunk

3apatb pexkum pabotbl nopta B VLAN Trunk.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

switchport private-vlan
mapping [trunk] pri-
mary_vlan add second-
ary_vlan

primary_vlan:

switchport private-vlan
mapping [trunk] pri-
mary_vlan remove second-
ary_vlan

(1..4094);
secondary_vlan:
(1..4094)

no switchport private-vlan
mapping

[06aBUTb OCHOBHYO U BTOopocTeneHHble VLAN Ha promiscuous-
MHTepodeinc.
Ha oguH promiscuous-uHtepdeiic Henb3a A06aBUTbL
/'  6onble opHoI primary vian.

Yaanutb BTopocTeneHHble VLAN Ha promiscuous-uHTepdeiice.

Y[anutb OCHOBHYIO 1 BTopocTeneHHble VLAN.
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switchport private-vlan
hostassociation pri-
mary_vlan secondary_vilan

no switchport private-vlan
host-association

primary_vlan:
(1..4094)
secondary_vlan:
(1..4094)

[o6asutb primary u secondary vlan Ha host-uHTtepdeiic.
/1 Ha opun host-untepdeiic Henb3a fo6asutL Gonble
opHoi secondary vlan.

Y0anutb OCHOBHYIO 1 BTopocTeneHHble VLAN.

switchport private-vlan as-
sociation trunk pri-
mary_vlan secondary_vlan

no switchport private-vian
association trunk

primary_vlan:
(1..4094)
secondary_vlan:
(1..4094)

[o6asutb primary u secondary vlan Ha trunk-secondary
UHTepoeic.
Ha oguH trunk-secondary untepdeiic Henbss ao6asuTb
6onblue ogHoM secondary vlan.

Yaanutb OCHOBHYIO M BTOpocTerneHHble VLAN.

switchport private-vlan
trunk allowed vlan add
vlan

switchport private-vlan
trunk allowed vlan remove
vlan

vlan: (1..4094)

[Oo6asunTb Ha PVLAN Trunk-uHtepderic VLAN, He y4acTBytoLLeN B
PVLAN.

Yaanutb Ha PVLAN Trunk-uHTepdeice VLAN, He yyacTBytoLwein B
PVLAN.

switchport private-vlan
trunk native vlan vian

no switchport private-vlan

vlan: (1..4094) /1

Lo6aeutb Homep VLAN, He yyacTytowyto B PVLAN, B KayecTse
Default VLAN ana PVLAN Trunk-uHTtepdeiica.

YCTaHOBUTb 3HAYEHMeE Mo YMO4aHUIO.

trunk native vlan

Tabnnua 88 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

3Ha4yeHue/3HayeHue
no yMmon4aHuo

KomaHoa Aeiicmeue

private-vlan {primary |
isolated | community}

BKkntoumTb mexaHu3m Private VLAN 1 3agatb TMN uHTepdelica.

no private-vlan OTKNIOUNTD MexaHn3m Private VLAN.

private-vlan association
[add | remove]

[o6asuTb (yaanuTb) npussasky sTopocteneHHoi VLAN K

secondary_vlan OCHOBHOW. HacTpolika npumeHnma Tonbko ans primary VLAN.

no private-vlan association (1..4094) Yaanutb npusnasky sTopocteneHHol VLAN K OCHOBHOI.
[ MaKcmmanbHoe KonnuectBso BropocteneHHbix VLAN — 256.
MakcumanbHoe Konmdectso community VLAN, KoTopbie MOryT 6biTb aCCOLUMPOBAHbI

c oaHol ocHoBHOM VLAN — 8.

[Mpumep HacmpolKu uHmMepagelicos Kommymamopa Switch A (pucyHok 53 — pumep pabomel mex-
Hoso2uu Private VLAN)

e promiscuous-nopT — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1

switchport mode private-vlan host

description Isolate

switchport forbidden default-vlan

switchport private-vlan host-association 100 201
exit

|

interface gigabitethernet 1/0/2

switchport mode private-vlan host

description Community-1

switchport forbidden default-vlan

switchport private-vlan host-association 100 202
exit
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interface gigabitethernet 1/0/3
switchport mode private-vlan host
description Community-2
switchport forbidden default-vlan
switchport private-vlan host-association 100 202

exit

|

interface gigabitethernet 1/0/4
switchport mode private-vlan promiscuous
description to Router
switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202

exit

|

interface tengigabitethernet 1/0/1
switchport mode trunk
switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2
switchport forbidden default-vlan

exit
|

interface vlan 100
name primary
private-vlan primary
private-vlan association add 201-202

exit

|

interface vlan 201
name isolate
private-vlan isolated

exit
|

interface vlan 202
name community

[Mpumep Hacmpoliku uHmepagelicos npu pabome mexHoao2uu Private VLAN Trunk

e trunk-isolated nopt — gigabitethernet 1/0/1
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3
e trunk-promiscuous nopt — interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1
switchport mode private-vlan trunk secondary
description Trunk-Isolated
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit
|
interface gigabitethernet 1/0/2
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/3
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/4
switchport mode private-vlan trunk promiscuous
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description Trunk-Promiscuous

switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|

interface vlan 201

name isolate

private-vlan isolated
exit

|
interface vlan 202

name community

private-vlan community

5.10.4 Hacmpolika uimepgelica IP

IP-uHTEepdenc cosgaétca npu HasHadeHun |P-agpeca Ha nwobont M3 MHTepdelicoB YCTPOKNCTBa:
gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel unu vlan.

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHoOUrypaumm nHtepoderica IP.
console# configure

console (config) # interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexum AOCTYyNeH U3 perrMma KoOHOUrypaumm v npegHasHaydeH Ansa 3afaHus napameTpos
KOHOUrypauum nHtepoetica IP.

Tabnnua 89 — KomaHabl pexkmMma KoHourypauum uHtepdelica IP

3HayeHue/3Ha4yeHUe .
KomaHda / Aelicmeue
no yMmon4aHuio

directed-broadcast BKkntounTb PpyHKUMIO NnepeBoga IP directed-broadcast nakerta B
CTaHAAPTHbIN WMPOKOBELLATeNbHbIN MaKeT U paspelunTb
nepegady yepes BbIbpaHHbIN MHTepdeic.

—/BbIK/IOYEHO

no directed-broadcast 3anpeTtutb TpaHcaaumio IP directed-broadcast naketos.
helper-address ip_address BKntounTb Nnepeagpecaymio WmpoKoselaTebHbix UDP-nakeTos
Ha onpefieNeHHbIn agpec.

- ip_address — IP-aapec Ha3HayeHus, Ha KOTopbI byayT
nepeHanpasaATbCA MNaKeTbl.

ip_address: A.B.C.D

no helper-address ip_ad-
OTKNOYUTL NepeagpecaLmio WMpoKoBeLaTebHbix UDP-nakeTtos.

dress

ipirdp PaspelnTb paccbinky aHoHcoB npoTokona IRDP (ICMP Router
—/BKNOYEHO Discovery Protocol).

no ip irdp OTKNOYUTb PaCCbIIKYy aHOHCOB.
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ip redirects BK/IOUMTL reHepaLmio MapLupyTM3aTopom coobuieHmit ICMP
—/BKAKOYEHO Redirect.
no ip redirects OTkntounTb oTNpaBKy ICMP Redirect.

[pumepbl 861N0AHEHUA KOMAHO

= Bkawouuntb ¢pyHKUMIO directed-broadcast:

console# configure

console (config)# interface PortChannel 1
console (config-if)# ip address 100.0.0.1 /24
console (config-if)# exit

console (config)# interface ip 100.0.0.1
console (config-ip)# directed-broadcast

5.11 Selective Q-in-Q

[aHHaa ¢GyHKUMA NO3BOAAET HA OCHOBE CKOHOUIYPUPOBAHHbLIX MPaBua GUALTPALMKM MO HOMEpPaM
BHyTpeHHuX VLAN (Customer VLAN) npounssoantb aobasneHune sHewHero SPVLAN (Service Provider’s VLAN),
noameHaTb Customer VLAN, a TakKe 3anpewatb NpoxoxaeHue Tpadpuka.

[nsa ycTpoiicTBa co3aaeTcs CNMCOK NpPaBMA, Ha OCHOBaHMM KoToporo byaet obpabaTbiBaTbea TpaduK.

MpaBuna Selective Q-in-Q ncnonb3yloT annapaTtHble pecypcbl TCAM. CymmapHblii 06bem
’ npasun ana cepsucos Selective Q-in-Q, Security Suite, DHCP Snooping, ARP Inspection, IP
- Source Guard, Port ACL, VLAN ACL. Policy Based VLAN (MAC, Subnet, Protocol), Rate Limit
per VLAN, PPPoE IA, VPC, L2PT, PIM Snooping paBeH pasmepy TCAM onpeaeneHHoro
ycTpoiicTBa (3a BbiueTom 66 NpaBua No ymonyaHuio). MakcumanbHoe Konmyectso SQinQ-
npaBuA ANA OAMHOYHOrO YCTPOICTBA NpuBeAEeHO B Tabanue 9 — OCHOBHbIE TEXHUYECKUue
XapaKTepPUCTUKMU.
Ecnn ycrpoiictBa o6beaunHeHbl B cTeK, To cepsucbl DHCP Snooping, VLAN ACL, Security
Suite, ARP Inspection, Rate Limit per VLAN, PPPoE IA, L2PT, PIM Snooping ncnonbsywoT
TCAM Bcex unit-oB cTeKa, a cepsuchbl Selective Q-in-Q, Port ACL, IP Source Guard, Policy
Based VLAN (MAC, Subnet, Protocol), VPC ucnonbsyior TCAM onpeaeneHHoro unit-a.
MaKcumanbHoe cymmapHoe KoaundectBo SQinQ-npaBua cteka MES5324 — 11600 npasun.
MaKcumanbHoe cymmapHoe Koandectso SQinQ-npasun cteka MES33xx — 11136 npasua.
MaKcumanbHoe cymmapHoe Koanuyecteo SQinQ-npasun cteka MES23xx — 3456 npasu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelticog) Ethernet u Port-Chan-

nel
BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma KoHdurypaumm nHtepdeica:

console# configure

console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..7}

console (config-if) #
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Tabnumua 90 — KomaHgbl perkmma KoHourypaumm nHtepdeiica (guanasoHa nHtepdeicos) Ethernet

3HayeHue/3HayeHue
o ymon4YaHuro

KomaHoa

Aelicmeue

selective-qinq list ingress
add_vlan vian_id [in-
gress_vlan ingress_vlan_id] vlan_id: (1..4094)

ingress_vlan_id: (1..4094)

Co3aaTb NPaBMIO, HA OCHOBAHMM KOTOPOTO K BXOAALLEMY
nakeTy C BHelHel meTKoW ingress_vlan_id 6yaeT pobasnatbes
BTOpas mMeTKa vlan_id. Ecnv ingress_vlan_id He yKa3biBaTb —
npasuao Byaet NPUMEHATLCA KO BCEM BXOAALMM NakeTam, K
KOTOpbIM He 6blAn NpUMeHeHbl Apyrue npasuna («npasunao no
YMOYAHMION).

selective-qinq list ingress
deny [ingress_vlan in-

gress_vian_id] ingress_vlan_id: (1..4094)

Co3paTb 3anpeluatolee NPaBmIo, Ha OCHOBaHMM KOTOPOTO
BXOZALLME MaKeTbl C BHELWWHEN MeTKoW Tera ingress_vlan_id
byayT oTbpacbiBaTbeA. Ecnum ingress_vlan_id He yKka3sbiBaeTca —
6yayT oTOpachbiBaTbCA BCE BXOAALLME NAKETHI.

selective-qinq list ingress
permit [ingress_vlan in-

gress_vlan_id] ingress_vlan_id: (1..4094)

Co3aaTb paspeluatoLee NPaBMIO, HA OCHOBAHUM KOTOPOro
BXOZALLME MaKeTbl C BHELWWHEN MeTKoW Tera ingress_vlan_id
byayT nepeaaBatbea 6e3 usmeHenui. Ecav ingress_vian_id He
yKa3sblBaeTca — b6yayT nepenaBaTbCa BCe BXOAALLME NAKeTbl 6e3
N3MEHEHWUN.

selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3aaTb NPaBUAO, Ha OCHOBAHWUM KOTOPOTO BHELLHAS METKa
ingress_vlan_id exopawero naketa 6y4eT 3amMeHATbLCA Ha
vlan_id. Ecam ingress_vilan_id He yKka3biBaTb — npasuio byget
NPUMEHATLCA KO BCEM BXOAALMM NaKeTam.

no selective-qging list in-

gress [ingress_vlan vian_id] vlan_id: (1..4094)

YpanuTb yKasaHHoe npasuo selective ging ans exogawmx
naketoe. KomaHaa 6e3 napameTpa «ingress vlan» yaanaer
MPaBMI0 MO YMOYAHMIO.

selective-qinq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3aaTb NpaBu/Io, Ha OCHOBaHWM KOTOPOrO BHELLHASA METKa
ingress_vlan_id ncxopawero naketa 6y4eT 3ameHATLCA Ha
vlan_id.

no selective-ging list

. . vlan_id: (1-4094)
egress ingress_vlan vian_id

YpanuTtb cnmcok npasun selective ging gn1a ncxoaaLwmMx NakeTos.

KomaHObI pexcuma KoHguaypauuu uHmepagetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B perxnume KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnumua 91 — KomaHgbl perkmma KoHourypaumm nnitepoderica VLAN

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

ip management outer-vlan
outer_vlan_id

outer_vlan_id: (1-4094)

Co3aaTb NpaBuUIO A4/ YNPaBJIEHUA KOMMYTaTOPOM C MOMOLLbIO
Q-in-Q TpaduKa.
B KauecrtBe outer_vlan_id ucnonb3syerca BHewHuii VLAN
(S-VLAN). Ana paboTtbl AaHHOro npasunaa uHTepdeiic
VLAN (C-VLAN) ponkeH 6biTb B coctosiHum Up.

no ip management

Ypanutb co3gaHHoe npasuno.

KomaHOobi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 92 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymoa4YaHuro

show selective-ging — OTo6pasunTb cnmcok npasun selective ging.
show selective-qinq inter- OTob6pa3unTb CNUCOK NpaBuA selective ging gns yKkasaHHOro
face {gigabitethernet gi_port: (1..8/0/1..48); nopra.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)
channel group}
show.ip management [vlan vian_ id: (1-4094) OTtobpasuTb c_nmcox npasua gaa ynpasaeHUs KOMMYTaTOPOM C
vlan_id] nomouybto Q-in-Q Tpaduka.

[pumepbl 8bIN0AHEHUA KOMAHO.

= Co3paaTb NpaBwW/o, Ha OCHOBAHUM KOTOPOrO, BHELIHAA METKa BXoAswero naketa 11 bygert 3ame-
HATbCA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if)# selective-qging list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

= OT06pasnTb CNNCOK CO3AaHHbIX Npasua selective ging:

console# show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress tel/1 override vlan 10 ingress_vlan 11

5.12 Storm Control gna pasnanuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LLITopm» BO3HMKAET BCAeACTBUE Ype3mepHoro KonuvectBa broadcast-, multicast-, unknown unicast-
€o0bLLEeHNI, OA4HOBPEMEHHO NepesaBaeMblX MO CETU Yepes OAUH NOPT, YTO NPUBOAUT K MeEperpy3Ke pecypcos
CETU M NOABEHUIO 3aepiKeK. «LLITopm» MOXKET BOSHUKHYTb NMPU HaIMYMU «3aKO/bLLOBAHHbIX» CEFTMEHTOB B CETU
Ethernet.

KOMMYTaTop namepAaeT CKOpPOCTb MPUHMMAeEMOro LWwupokosewaTte/sibHOro, MHOroagpecHoro u
HEN3BECTHOIo O4HOaAPECHOro Tpad)MKa AnAa nopTtoB C BK/AKYEHHbIM KOHTPOJIEM LWMPOKOBELWATE/NIbHOIO
«wTopma» un OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbIWAET 3a4aHHOE MaKCMMaJ/IbHOE 3Ha4YeEHUE.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdenca rpynnol

MopTOB:

console (config-if) #

Tabnnua 93 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps}
[trap] [shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/HOUNTb KOHTPO/Ib MHOTOAAPeCcHOro TpaduKa:

- registered — 3aperMcTpMpoBaHHoOro;

- unregistered — He3aperncTpupoBaHHoOro.

- level — 06bem TpadumKa B Nnpou,eHTax OT NPONYyCcKHOM cnocobHo-
CTU uHTepodelica;

- kbps — ob6bem TpaduKa.

Mpw 0bHapy»KeHMM MHoroaapecHoro TpadurKka nHTepdeiic mo-
eT 6bITb oTKAto4eH (shutdown) nan gobasneHa 3anuch B XKyp-
Han coobuieHuii (trap).

BbIK/IIOYMTb KOHTPO/Ib MHOTOAAPECHOTO TpadumKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/OYNUTBL KOHTPO/Ib MHOTr0a4PeCcHOro TpaduKa:

- registered — 3aperncTpupoBaHHoOro;

- unregistered — He3aperncTpMpoBaHHOro.

- pPpS — KOJIMYECTBO NAKETOB B CEKYHAY.

Mpu 06HapyKEHNUN MHOTOaLPECHOIO TpadUKa UHTEPdENC MOXKET
6bITb OTKAtOYEH (shutdown) nnun gobasneHa 3anuch B XKypHan co-
obuweHui (trap).

BbIK/IHOYNTb KOHTPOJIb MHOTOA4PECHOTO TPadUKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BKHOUMTbL KOHTPO/Ib HEM3BECTHOMO OAHOAAPECHOro TpaduKa.

- level — 06bem TpaduKa B NPOLLEHTAX OT MPOMYCKHOM CNOCO6HO-
CTM uHTepodelica;

- kbps — obbem TpadukKa.

Mpu 06HapyKeHWM HeM3BecTHOro O4HOAAPECHOro TpaduKa MH-
Tepdelic MoxKeT 6bITb oTKAtoYeH (shutdown) nam gobasneHa 3a-
NUCb B 3KypHan coobuieHnit (trap).

BbikntounTb KOHTPO/1Ib 0 AHOaApeCHOro TpaCbMKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/IIOYNTb KOHTPO/Ib HEM3BECTHOIO OZHOAAPECHOTo TpaduKa.

- pps — KONMYECTBO MaKeTOB B CEKYHAY.

Mpu 06HapyKeHWM HeM3BECTHOro 04HOaAPECHOro TpaduKa MH-
Tepdeiic MoxeT 6bITb oTKNtoYeH (shutdown) nnu gobasneHa 3a-
NUCb B 3KypHan coobuieHnit (trap).

BbIKAOYMTL KOHTPO/Ib OA4HOAAPecHOro TpaduKa.

storm-control broadcast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/IHOYNTB KOHTPO/Ib LUIMPOKOBELLATENbHOTO TpaduKa.

- level — 06bem TpadurKa B NpoLEHTax OT NPONYyCKHOM cnocobHo-
CTU UHTepodelica;

- kbps — ob6bem TpaduKa.

Mpwn 0B6HapyXEeHUN LWMPOKOBELLATENbHOTO TPaduKa MHTepdeinc
MO3KeT b6biTb oTKtodeH (shutdown) uan gobasneHa 3anuch B
YKYpHan coobuueHni (trap).

BbIKNOUNTb KOHTPO/Ib LWMPOKOBELLLATENIbHOTO Tpad)l/IKa.

storm-control broadcast
{pps pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BKOUNTBL KOHTPO/Ib LUMPOKOBELLATENbHOrO TpaduKa.

- pps — KONIMYECTBO NaKeTOB B CEKYHAY.

Mpwn 0bHapyXEeHUN LIMPOKOBELLLATENIbHOTO TpaduKa MHTepdeic
MOKeT bbITb oTKAtoveH (shutdown) wam gobasneHa 3anuch B
KypHan coobuueHwnii (trap).

BbIK/IIOYMTL KOHTPO/Ib LUMPOKOBELLATENbHOTO TpaduKa.
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KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 94 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue

KomaHoa Aelicmeue
no yMoa4YaHUuto
show storm-control inter- MokasaTb KoHUrypaumo ¢yHKUMM KOHTPOAA «LWTOPMa» Ans
face [gigabitethernet gi_port: (1..8/0/1..48); | yka3saHHOro noprta inbo BCex NOpPTOB.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4)

bitethernet fo_port]

[pumepbl 8bIN0AHEHUS KOMAHO

= BKAKOYUTb KOHTPOJb LIMPOKOBELLATENIbHOIMO, MHOMOAAPECHOTO U O4HOaApPeCcHOro Tpaduka Ha 3-m
nHtepderice Ethernet. YctaHoBUTb CKOPOCTb A8 KOHTpOAMpyemoro Tpaduka — 5000 K6/c: gnsa wu-
pokoBewaTtenbHoro, 30 % noaocbl NPONycKkaHMa AnA Bcero MHoroagpecHoro, 70 % ana HeM3BeCTHOro
0AHO3ApPECHOTO.

console# configure

console (config) # interface TengigabitEthernet 0/3

console (config-if) # storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if)# storm-control unicast level 70 trap

5.13 lpynnbl arperauun KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneumBaloT nogaepskky rpynn arperaumm KaHanoe LAG B KonnuyecTse COriacHo
Tabnuue 9 (cTpoka «Arperaums KaHanos (LAG)»). Kaxpgan rpynna nopToB A0/IXKHA COCTOATb U3 UHTepdeicos
Ethernet ¢ ogMHaKoOBOM CKOPOCTbIO, paboTaroLWmx B AynaeKCHOM pexume. O6beauHeHMe NOpPToB B rpynny
yBe/IMUYMBAET NPONYCKHYO CNOCOBHOCTb KaHana MeXay B3aumoAenCTBYIOWUMM YCTPONCTBAMM U NOBbILWaeT
OTKa30ycToNYMBOCTb. [pynna NnopToB ABAAETCA AN KOMMYTaTopa OA4HUM NOTMYECKUM NMOPTOM.

YCTPOWCTBO NOAAEPKMBAET ABA PeXMMa pPaboTbl rpynnbl NOPTOB — CTAaTMYecKasa rpynna 1 rpynna,
paboTatowas no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBYlOLEM pasgene
KOHUrypaumum.

/ Ecan ana wHTepdeiica nponssepeHbl HACTPOUKHU, TO ANa Aob6asaeHUA ero B rpynny cne-
AyeT BepHYTb HAaCTPOKM NO YMONUYAHMIO.

[obasneHne nHTepdelicos B rpynny arperalun KaHanoB AOCTYMHO TOJIbKO B perKMme KoHdUrypaumm
nHTepdelica Ethernet.

KomaHObI pexcuma KoHgpuaypayuu uHimepaetica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm nHtepoderica Ethernet:

console (config-if)#
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Tabanua 95 — KomaHabl pexkmma KoHourypauum nHtepdeiica Ethernet

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

channel-group group mode
mode

no channel-group

group: (1..48);
mode: (on, auto)

[o6asutb ethernet-uHtepdeiic 8 rpynny nopTos.
- on — po6aBuTb NOPT B KaHan 6e3 LACP;
- auto — po6aBMTb NOPT B KaHan ¢ LACP B pexxume «active».

Yaanutb Ethernet-uHtepdeiic n3 rpynnbl nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexume KoHpurypaunm nHtepoeliica Port-Channel:

console (config-if) #

Tabanua 96 — KomaHabl pexkuma KoHourypauum nHtepdeiica Port-Channel

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

lacp min-links min-links

no lacp min-links min-links

min-links: (1..8)/1

3agaTb MMHMMaIbHOE YMC/I0 aKTUBHbIX IMHKOB B cocTaBse Port-

Channel, npu KoTopom oH nepexoauT B coctosiHme Up.
HacTpoiika Bo3mMOXKHa TonbKo npu pabote Port-Channel
B pexXume LACP.

YCTaHOBUTb 3HAYEHMe Mo YMO/THaHUIO.

lacp max-bundle max-bun-
dle

no lacp max-bundle

max-bundle: (1..8)/8

3a4aTb MaKCMMaibHOE YNCN0 aKTUBHBIX JIMHKOB B cocTase Port-
Channel, octanbHble AnHKKM Port-Channel byayT nepeseseHbl B
cocTosHue inactive.
AKTUBHbIe NOPTbl BbiI6UpalOTCA No 3HaveHuto lacp
V npuopuTeTa NopTa UAK, NpU PaBHO3HAYHOCTH
npuoputeTa — No Homepy nopra.
V Hactpoiika Bo3mo)XHa TonbKo npu pabote Port-Channel
B pexxume LACP.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.
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KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console# configure
console (config) #

Tabanuya 97 — KomaHabl pexkmma rnobanbHoM KoHGUrypaumum

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

port-channel load-balance
{src-dst-mac-ip |
src-dst-mac | src-dst-ip |
src-dst-mac-ip-port |
dst-mac | dst-ip | src-mac |
src-ip} [mpls-aware]

no port-channel load-bal-
ance

—/src-dst-mac-ip

3apaTb MexaHU3m 6anaHCUMPOBKM HarpysKku gaa ctpaternn ECMP
M ONA rpynnbl arpermpoBaHHbIX MOPTOB.

- src-dst-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
MAC-agpece u IP-agpece;

- src-dst-mac — mexaHun3m 6anaHCMPOBKM OCHOBBIBAETCA HA
MAC-agpece;

- src-dst-ip — mexaHn3m 6anaHCcMpPOBKM OCHOBbLIBAETCA Ha IP-
agpece;

- src-dst-mac-ip-port — mexaHnsam 6anaHCMpPOBKU
ocHoBblBaeTca Ha MAC-agpece, IP-agpece u TCP-nopTte
Ha3HayeHus;

- dst-mac — mexaHu3m H6anaHCcMpoBKM OCHOBbIBaeTcs Ha MAC-
agpece nony4yartens;

- dst-ip — mexaHu3m 6anaHcMpPOBKKM OCHOBbIBaeTCcA Ha IP-
agpece nonydarens.

- mpls-aware — BKtoYeHue napcuHra L3/L4-3aronoBKos
naketos ¢ MPLS-meTkamu gna Bcero ycTpoicTea. AKTyasibHO
TO/ILKO C pexxnmamm 6anaHcnposku no L3/L4-3aronoskam
nakKeTa.

BosBpart K HaCTpOVIKaM 6al'|aHCl4pOBKVI Harpysku no ymon4aHuto.

KomaHOwbI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnuya 98 — KomaHabl perkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeilicmeue

show interfaces channel-
group [group]

group: (1..48)

MoKasaTb MHbOPMALMIO NO rpynne KaHaoB.
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5.13.1 Cmamuyeckue 2pynnol azpe2ayuu KaHAsn108

dyHKUMen ctaTuyeckux rpynn LAG asasetca ob6beamHeHNe HECKOIbKUX GU3NYECKUX KaHaIoB B OAMH,
YTO MO3BO/ISIET YBENNYUTb MPOMYCKHYHO CMNOCOOHOCTb KaHasna M MOBbICUTb €ro OTKa3oyCTOMYMBOCTb. s
CTaTUYECKMX rpynn NPUOpPMUTET UCMOJIb30BaHNA KaHaNoB B 06beAMHEHHOM MyYKe He 3aJaeTcs.

/ [Ona BkAoueHUsa paboTtbl MHTepdeiica B coCTaBe CTAaTUYECKON rpynmnbl UCMONb3YiiTe KO-
maHay channel-group {group} mode on B pexxume KoHdUrypaumum cooTBeTCTBYIOLLETO UH-
Tepdeica.

5.13.2 Npomokon azpezayuu KkaHanoe LACP

dyHKUuen npotokona Link Aggregation Control Protocol (LACP) aBnsieTca o6beanHEHME HECKONbKUX
dn3nYecKkMx KaHanoB B OAMH. ArpermpoBaHMe KaHa/oB WMCMNO/b3YeTCA AN YBEANYEHMA MPONYCKHOM
CcnocobHOCTM KaHana W MOBbIWEHUA ero oTKasoyctohumsocTn. LACP nossonseT nepepasatb TpaduK no
06beANHEHHBIM KaHa/laM B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETAMMU.

V Ona BKaoueHua pabotbl uMHTepdeiica no npotokony LACP ucnonb3yilte KomaHAay
channel-group {group} mode auto B pexxume KoHPpUrypaumm cooTBETCTBYIOLLErO UHTEP-
deirca.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 99 — KomaHab! pexxkmma rnobanbHon KoHGUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
Mo yMmoA4YaHuio
lacp system-priority value YCTaHOBUTb NPUOPUTET CUCTEMDBI.
— value: (1..65535)/1
no |an system-prlorlty YCTaHOBWUTb 3HAYeHUE No YMOAN4YaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabanua 100 — KomaHgb! pexkuma KoHdurypaumm nntepoeliica Ethernet

3Ha4yeHue/3HayeHue ”
KomaHda / Aeilicmeue
o ymoa4aHuro
lacp timeout {long | short} YCTaHOBUTb aAMUHUCTPATUBHbIV TaliMayT npoTokosa LACP:
Mo ymonyaHutio o
- long — panTenbHoe Bpema TalimayTa;
ncnosbayetca o
- short — manoe Bpemsa TarimayTa.
- 3HayeHue long
no lacp timeout YCTaHOBWTb 3HAYEHME MO YMONYAHMUIO.
lacp port-priority value YcTaHoBUTb NpuopuTeT nHTepdelica Ethernet.
—— value: (1..65535)/1
no lacp port-priority YCTaHOBWTb 3HAYEHME MO YMONYAHMUIO.
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KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 101 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
Mo yMo4YaHuio

Aeiicmeue

show lacp {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port} [pa-
rameters | statistics | pro-
tocol-state]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Mokaszatb UHPopmauuto o npotokone LACP ana nHtepdeliica
Ethernet. Ecnn fononHuTeNbHblE NapameTpbl He UCMOb3YIOTCA,
To 6yaeT nokasaHa BcA MHGopmaLumA.

- parameters — nokasbiBaeT NapameTpbl HACTPOMKM
NPOTOKONa;

- statistics — nokasbiBaeT cTaTUCTUKY paboTbl NPOTOKONA;

- protocol-state — nokasbiBaeT cocToAHMe paboTbl NPOTOKONA.

show lacp port-channel
[group]

group: (1..48)

Mokaszatb nHPopmauuto o npotokone LACP ana rpynnol NOpToB.

[pumepbl 8bINOAHEHUS KOMAHO

= Co3paTb Nnepsyto rpynny noptos, paboTatoLLyto no npotokoay LACP u BKAtovatoLwyto ABa UHTepdelica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6,
npuoputetbl 12 n 13 gna noptos 3 1 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6
console (config)# interface port-channel I

console (config-if) #
console (config-if) #

speed 10000
exit

console (config) # interface TengigabitEthernet 1/0/3

console (config-if) #

speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if) #

exit

console (config) # interface TengigabitEthernet 1,/0/4

console (config-if) #
console (config-if) #
console (config-if) #
console (config-if) #

speed 10000

channel-group I mode auto
lacp port-priority 13

exit

(
(
(
(
(
(
console (config-if) # lacp port-priority 12
(
(
(
(
(
(

5.13.3 Hacmpolika mexHonozauu Multi-Switch Link Aggregation Group (MLAG)

Kak n LAG, BuptyanbHble LAG no3sonatoT o6beauHUTL OAHY WM HeckonbKo Ethernet-nuHuii ans
yBeANYeHMA CKopocTu K obecneyeHma oTKasoyctonumsocTn. MLAG TaK e u3BecTHa Kak VPC (Virtual port-
channel). Npu 06blMHOM LAG arperMpoBaHHble IMHUK A0KHbI 6bITb HAa OAHOM GU3MYECKOM YCTPOICTBE, B
cnydae xe ¢ VPC arpervpoBaHHble JIMHUM HaxoAATCA HA pa3Hbix Gmamnyeckux yctpoicreax. ®yHkuma VPC
No3BO/IAET COEANHNUTD ABa GU3MYECKUX YCTPONCTBA B O4HO BUPTYasbHOE.

’ " Mpu HacTpoiiKe VPC Ha 04HOPAHIroBbIX KOMMYTaTOpPaxX A0NXKHA O6bITb 04UHAKOBAA BepcUa
o nporpammHoro obecneyeHus.
/ VPC Port-Channel KOHTpoOAUPYIOTCA TOIbLKO KOMMYTaTOPOM C ponabto Primary, KommyTa-
Top Secondary ucnonb3yeTt HacTpoiiku Primary.
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Henb3sa ncnonbsoBartb HacTpoiiky switchport forbidden default-vlan gns peer-link, Tak Kak
H TpadumK npotokona VPC nepepgaetca B default vlan Kak untagged.

KomaHObl pexcuma 2n06aa6HoU KOHGU2ypayuu

BuA 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOM KoOHOUrypaumm:

console (confiqg) #

Tabanua 102 — KomaHgbl pexuma rnobanbHoi KoHdUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Co3pgatb VPC-gomeH.
Ha ogHOMm ycTpoiicTBe MOXKeT 6biTb CO3AaH TO/IbKO
V oauH gomeH VPC. Ha napHbIX yCTPOACTBaX A0/MKEH
6bITb 0guHaKoBbi VPC-gomeH.

Ypanute VPC-gomeH c ycTpolicTBa.

vpc group group_id

no vpc group group_id

group_id: (1..63)

Co3pgatb VPC-rpynny. [1na KaxAoro arperMpoBaHHOro MHTep-
delica gonKHa bbITb co3gaHa otaenbHaa VPC-rpynna. Ha nap-
HbIX ycTpoicTBax Homepa VPC-rpynn foKHbI COBNaAaTh.
CymmapHoe konunuyectso VPC-rpynn He moxkert npe-
V BbIiCUTb 48.

Ypanute VPC-rpynny ¢ ycTponcTaa.

vpc

no vpc

—/BbIK/IIOYEHO

Bkatountb pexxkum VPC. UcnonblyeTtca nocne KoHoUrypaumm
VPC.

Bbikntountb pexkum VPC.

KomaHObI pexcuma KoHguaypayuu VPC

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaumm VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabnnua 103 — KomaHab! pexkuma KoHdurypaumum VPC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

peer link group

no peer link

group: (1..48)

HaszHauutb Port-Channel B kauectse peer-link.

UckntounTb Port-Channel 13 yyactma s VPC.

peer detection

no peer detection

—/BbIK/IOYEHO

BkntounTb peer detection protocol.
Peer-detection — [0ONO/NHUTENbHbI MeXaHU3M,
V obecneuunBatowmii pyHKunMoHmposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpeuiaerca uc-
nonb3oBaHue peer-link gna opraHusauum uHTep-
deiica peer-detection.

Bbikntountb peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3a4aTb MHTEpBaa OTNPaBKM coobleHnit peer detection pro-
tocol.

YCTaHOBUTb 3HaYeHMeE N0 YMOJIHAHUIO.
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peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3apaTtb Bpema 0XKuaaHua oteeTa peer detection protocol.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHMUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

HacTtpouTb IP-agpec nonyyatena naketos, IP-agpec oTnpasu-
Tena u UDP-nopT ans peer detection protocol.

YCTaHOBWUTb 3HAYeHME No YMON4YaHUIO.

peer keepalive

no peer keepalive

BkntounTb cnyxby keepalive.

Bbikntountb cnyxby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3ajaTb Bpema OXMAaHMA OTBETa Ha 3anpoc LEes0CTHOCTU
peer-link.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

role priority value

no role priority

value: (1..255)/100

YCTaHOBWUTb NMPUOPUTET YCTPOMCTBA. YCTPOMCTBO C MEHBLIMM
3HayeHnem byaeT Ha3HaveHo Primary.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

system mac-addr mac_ad-
dress

no system mac-addr

Ycranosutb MAC-agpec cuctembl A4na otnpasku 8 VPC-noptbl.

YCTaHOBUTb 3HaYeHMe No YMOYaHULO.

system priority value

no system

value: (1..65535)/32767

YCTaHOBUTb NPUOPUTET CUCTEMbBI ANA OTNPaBkK B VPC-NopThbl.
[onxeH bbITb 04MHAKOBbIN Ha 060MX YCTPOICTBAX.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id

console (config-group) #

Tabnnua 104 — KomaHabl pexkuma KoHdurypaumum VPC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

domain domain_id

no domain domain_id

domain_id: (1..255)

YctaHoButb VPC-group uneHom VPC-gomeHa.

Uckntountb VPC-group ns VPC-gomeHa.

vpc-port group

no vpc-port group

group: (1..48)

[ob6asutb Port-Channel 8 VPC-rpynny.

UckntoumTb Port-Channel ns VPC-rpynnbi

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnmua 105 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

show vpc

OT06pasnTb MHPopMaLmio o KoHdurypauum VPC.

show vpc group id

0OT06pa3nTb MHPopmaumto o Tekylem coctosiHum VPC Group id.

show vpc peer-detection

OTob6pasunTb cocToaHMe cnyKbbl peer detection protocol.

show vpc role

0OT06pa3nTb MHPOPMALMIO O POSIM YCTPOICTBA.

show vpc statistics peer {
keepalive | link | detection

}

OT06pasnTb COCTOAHME CHETYMKOB CNYyK6bI VPC.

5.14 Hacrtpoiika IPv4-agpecauun

B naHHOM pasgene onvcaHbl KOMaHAbI A8 HACTPOMKM CTaTUYECKMX NapameTpos IP-agpecauunm, Takmx
Kak IP-agpec, macka noaceTtu, W03 No ymondaHuto. Hactpoiika npoTtokosoB DNS m ARP onucaHa B
COOTBETCTBYIOLNX pa3aenax AOKYMeHTaumu.

KomaHObI pexcuma KoHgu2ypauuu uHmepgeltica Ethernet, uHmepdgpelica epynnsi nopmos, VLAN,

Loopback

Bunza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol
noptos, nHTepdeica VLAN, nutepdeica Loopback.

console (config-if) #

Tabnunua 106 — KomaHapl pexkuma KoHoUrypaumm uHtepderica

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip address ip_address {mask
| prefix_length}

no ip address [/P_address]

prefix_length: (8..32)

HasHauutb 3agaHHOMy WHTepdelicy IP-agpeca  macku noa-
cetun.
3HaueHue Macku moxert 6biTb 3anucaHo nmbo B ¢pop-
V mate X.X.X.X, nam6o B popmare /N, rae N — Konuue-
CTBO eAMHUL, B A BOMYHOM NpeACcTaBeHUN MACKU.

Yaoanuts IP-agpec uHtepoeiica.

ip address dhcp

no ip address dhcp

MNonyumnts IP-agpec ana HacTpansaemoro uHTepoeica or DHCP-
cepBepa.
V He ucnonbayetca ans loopback-unrepdeiica.

3anpeTtntb ucnonb3osaHune npotokona DHCP ana nonyyeHma IP-
aapeca BblIbpaHHbIM MHTEpdeiicom.

ip unnumbered [vlan
vlan_id | loopback loop-
back_id]

no ip unnumbered

vlan_id: (1..4094);
loopback_id: (1..64)

Pa3pelwntb KOHOUTYpHpPYyemoMy MHTepdelicy 3aMmcTBOBaTh |P-
aapeca VLAN u Loopback-uHTtepdeiica.

OTKAOUUTD d)yHKLI,VIlO 3aMMCTBOBaHMA aapeca.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKK B pexume rn1ob6anbHOM KoHdUrypaumm:

console (config) #

142 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

Tabanua 107 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue
o ymon4aHuro

ip default-gateway ip_ad- 3agatb ANA KOMMYTATOpPa aApec Wa3a Mo YMOAYAHUIO.
dress —/wno3 no

YMON4YaHUIO He 3a4aH

KomaHoa Aelicmeue

no ip default-gateway Y[anuTb Ha3HauyeHHbIM agpec WA3a No YMONYAHUIO.

ip helper-address {ip_inter- BkatounTb Nnepeagpecaumio wmnpokosellatenbHbix UDP-nakeTos
face | all} ip_address Ha onpeaeneHHbIN agpec.
[udp_port_list] - ip_interface — IP-agpec uHTepdelica, ANA KOTOporo
BbINOJ/IHAETCA HAaCTPOMKa;
- all — no3BonseT BbI6GpaTh Bee IP-uHTEpdechl ycTpoNCTBa;

- ip_address — |P-aapec Ha3Ha4YeHuWs, Ha KoTopbIil ByayT
nepeHanpaBnATbca naketbl. 3HadeHune 0.0.0.0 oTkntovaeT
nepeagpecaumio;

- udp_port_list — cnucok noptos UDP. LLinpokoBselLaTenbHbIl
TpaduK, HanpaBAEHHbIM Ha NepeyncieHHble B CNUCKe NOPTbl,
noagepraetca nepeagpecauun. MakcumanbHoe obliee
KOJIMYECTBO NOPTOB U aApecoB Ha ycTpolicTeo — 128.

—/BbIK/IOYEHO

no ip helper-address {ip_in-

. OTMeHUTb Nepeagpecaumto Ha 3a4aHHbIX MHTepdencax.
terface | all} ip_address Peaapeca A pd

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexxume Privileged EXEC:

console#

Tabnnua 108 — KomaHgb! pexuma Privileged EXEC

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue

o ymMmon4aHuro

clear host {* | word} word: (1..158) Yaanutb n3 namaTn noayyYeHHble no npotokoay DHCP 3anucu
T COOTBETCTBMI UMeH UHTepdelicos u nx IP-agpecos.
CUMBOJI0B *
— YAanuTb BCE COOTBETCTBUA.
renew dhcp {gigabitether- OTnpasuTb 3anpoc kK DHCP-cepBepy Ha o6HoBNeHWe IP-agpeca.
net gi_port | tengiga- gi_port: (1..8/0/1..48); | - force-autoconfig — npu o6HoBNEHUM IP-agpeca 3arpyskaeTcs
bitethernet te_port | for- te_port: (1..8/0/1..24); | KoHdurypaumsa c TFTP-cepsepa.
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
vlan vian_id | port-chan- group: (1..48)
nel group | oob} [force-au- vlan_id: (1..4094)
toconfig]
show ip helper-address . OTo6pasunTb Tabaunuy nepeagpecalmm WnpoKosewaTenbHbix UDP-
NaKeToB.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console>
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Tabnmua 109 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

show ip interface [vrf {vrf-
name | all} | gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan_id | oob]

vrf-name: (1..32)
CMMBONA;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback_id: (1...64)
vlan_id: (1..4094)

MokaszaTtb KoHOUrypaumio IP-aapecaunm Ana ykasaHHOro
nHTepdeica uam 06aacTv BUpTyanbHoW mapwpyTmsaumm (vrf).

5.15 Hactpoiika Green Ethernet

Green Ethernet — TEXHO/NOINMA, no3sonAawowand CHU3UTb 3Hepron0Tpe6neHme YCTPOﬁCTBa 3a cyet
OTKNIIOYEHUA NUTAHUA ANA HEAKTUBHbIX 3/TEKTPUHECKUX NMOPTOB N UISMEHEHUNA YPOBHA NepeaaBaeMoro CMrHana
B 3aBUCMMOCTU OT A/IUHbI Kabens.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 110 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuo

Aelicmeue

green-ethernet energy-de-
tect

BKOUMTL 3HeprocheperatoLLnii pexknm 418 HEaKTUBHbIX
nopToB.

no green-ethernet
short-reach

no green-ethernet en- /Beinioden OTKNOUNTL IHeprocbeperatoLLmii pexxnm ONA HEAaKTUBHbIX
ergy-detect nopTos.
green-ethernet short- BkntounTb 3HeprocbeperaroLwmin pexkMm Ansa NopToB, K KOTOPbIM
reach NOAK/OYAIOTCA YCTPOMCTBA C A/IMHOM Kabena noaKAYeHuA
MeHbLLEe MOPOroBOro 3HAYEHWA, YCTAHABINBAEMOTO C MOMOLLbIO
—/BbIKAtOYEH

KoMaHab! green-ethernet short-reach threshold.

OTKNOUNTL 3HeprocbeperatoLmili peskMm Ha OCHOBaHMM A/IMHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica

BunAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnnuya 111 — KomaHgb! pexkuma KoHdurypaumm nntepdeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymoan4aHuro

Aelicmeue

green-ethernet energy-de-
tect

no green-ethernet en-
ergy-detect

—/BKAtOYeH

BKNtOUMTb 3HEprocbeperaroLLmin pexknum gns nHtepdelica.

OTKNOYNTb 3HEprocbeperaoWwmnin pexnum ans nHTepoeica.
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green-ethernet short-
reach

—/BKAtOYEH
no green-ethernet

short-reach

BKNOUNTB SHeprocbeperatowmii peskMm Ha OCHOBAHUU AJ/IMHbI
Kabens.

OTKNOUUTB SHeprocbeperatoLwmii peXKMm Ha OCHOBAHUM A/IMHbI
Kabens.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKKM B pexume Privileged EXEC:

console#

Tabnnua 112 — KomaHgb! pexuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show green-ethernet [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

OTO06pasunTb CTaTUCTUKY green-ethernet.

green-ethernet power-me-
ter reset

CHPOCUTb CYETHMK M3MEPUTENIA MOLLHOCTH.

[pumepbl 8bIN0AHEHUS KOMAHO

=  OT0b6pa3unTb CTAaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Disabled
Short-Reach mode: Disabled
82%

Cumulative Energy Saved: 0

Power Savings:
[Watt*Hour]

(0.07W out of maximum 0.40W)

Short-Reach cable length threshold: 50m
Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off on off off

tel/0/2 on off on off off

tel/0/3 on off on off off

tel/0/4 on off on off off

tel/0/5 on off on off off

tel/0/6 on off on off off

5.16 Hactpouka IPv6-agpecauun

5.16.1 rpomokon IPv6

KommyTaTtopbl noaaeprkmBatoT paboty no npoTtokony IPv6. Mopaep:kka IPv6 ABNAETCA BarKHbIM
[OOCTOMHCTBOM, MOCKOJIbKY MNpOTOKoA IPv6 npu3BaH, B nepcnekTuBe, NOJIHOCTbIO 3aMeHUTb agpecauumio
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npotokon IPv6 nmeet paclwmpeHHoe agpecHoe NpocTpaHcTeo — 128
6uT BmecTto 32. Agpec IPv6 npeacrasnseT cobont 8 6/10K0B, pas3ae/ieHHbIX ABOETOUYNEM, B KaxKaom 61oKe 16
OU1T, 3aNNCaHHbIX B BUAE YETbIpeEX LECTHAALLATEPUYHDIX YMCen.

Ethernet-kommymamopei cepuli

MES23xx, MES33xx, MES35xx, MES5324

145



HELTEX

Momnmo yBennyeHuA aapecHOro MPOCTPAHCTBA MPOTOKOAN IPV6 mmeeT wunepapxmyeckyto cxemy
agpecaumn, obecrneumBaeT arperaumio MapLlpyToB, YMpoLlaeT Tabavuy MmaplupyTusauum, npu 3TOM
3 PeKTMBHOCTb PaboTbl MapLLpPyTU3aTOPa NOBbILIAETCA 33 CHET MEXaHU3Ma OOHapYKEHMA COCeaHMX Y310B.

NlokanbHble agapeca IPv6 (IPv6Z) B KOmMMyTaTope HasHayaloTcA WHTepdeicam, nosTomy npwu
ncnoab3oBaHMKM IPv6Z-aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTCa caeayowmii popmar:

<ipv6-link-local-address>%<interface-name>

roe:
interface-name — vmsa nHTepdeiica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|1|2|3|4|5|6]|7|8]9

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) | for-
tygigabitethernet (1..8/0/1..4)

V Ecnu 3HaueHuMe rpynnbl AN HECKONIbKUX rPyNnn NoApAag, B agpece npotokona IPvé paBHo
Hynto — 0000, TO paHHble rpynnbl MOryT 6biTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6bITb COKpaLueH ao FE40::AD21:FE43.
CoKpalleHUIo He MOryT 6biTb NOABEPrHyTbl 2 pa3geneHHble HyeBble rpynnbl u3-3a Bo3-
HUKHOBEHUA HEOAHO3HAYHOCTM.

V EUI-64 — 310 ngeHtnduKkarop, co3pgaHHblii Ha 6ase MAC-agpeca uHtepdeiica, asnaio-
wmiica 64 maagwmmu 6utamm IPve-agpeca. MAC-agpec pasbusaerca Ha gBe Yactv no 24
6uta, mexkay Kotopbimu gobasnaerca KoHctaHta FFFE.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 113 — KomaHapl pexkruma rnobanbHom KoHbUrypauum

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

ipv6 default-gateway 3a4aTb 3HAYEHUE NOKaNbHOro agpeca IPve-wnto3sa no
ipv6_address YMOYAHMIO.
no ipv6 default-gateway YAanuTb HacTPoMKK IPV6-03a No yMONYaHMIO.
ipv6_address
ipv6 neighbor ipv6_address Co3patb cTaTnyeckoe cootseTcTame mexay MAC-agpecom
{gigabitethernet gi_port | cocefHero ycTponcTtea u ero IPv6-agpecom.
tengigabitethernet te_port - ipv6_address — |Pv6-aapec;
| fortygigabitethernet - mac_address — MAC-agpec.

fo_port | port-channel
group | vlan vian_id}
mac_address

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Ypanutb ctatudeckoe cootseTcTene mexay MAC-agpecom
cocegHero ycTpoicTsa u ero IPv6-agpecom.

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]
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ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apatb orpaHuyeHmne ckopoctn ans ICMPv6-coobuieHnit 06
olwmnbKax.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ipv6 route
prefix[prefix_length
{gateway} [metric]
[distance distance]

no ipv6 route prefix
/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

[Jo6aBuTb cTaTuyeckunit mapwpyT IPv6.

- prefix — ceTb Ha3zHauyeHus;

- prefix_length — npedurKc macku cetm (KOAMYecTBo eauHUL, B
macke);

- gateway — W03 ANA LOCTYNA K CETU HAa3HAYeHUs;

- distance — afMUHUCTPATMBHAA AMCTAHUMA MapLIpyTa.

YpanuTb ctaTudeckuii mappyt IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

— /BbIKOYEHO

BKIOUNTB NepeHanpaBieHne 04HOAAPECHbIX MAKETOB.

OTKNOYNTD nepeHanpasaeHne oagHOaApPEeCHbIX MAaKETOB.

ipv6 distance {ospf {inter-
as | intra-as} | static}
distance

no ipv6 distance {ospf
{inter-as | intra-as} |
static}

distance
(1.255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YCTaHOBWUTb 3HAUYEeHME aAMUHUCTPATUBHOM AncTaHuuK (AD) ans
BCEX MapLUPYyTOB YKa3aHHOro TMna.

- ospf inter-as — ycTaHOBUTb 3HaueHMe AD anA MeXK30HaNbHbIX
MapLIPYyTOB, NPUHATLIX N0 NnpoTokony OSPF;

- ospf intra-as — yctaHoBUTb 3Ha4YeHne AD ana
BHYTPU30HAIbHbIX MapLLPYTOB, NPUHATbIX MO NnpoTokony OSPF;
- static — yctaHoBUTb 3HaYeHMe AD anAa cTaTUyecKmx
MapLUpyTOB.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpetica (VLAN, Ethernet, Port-Channel)

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHOUrypauum nHtepdeica:

console (config-if) #

Tabnnua 114 — KomaHgbl pexkuma KoHdurypaumm nntepoeiica (Ethernet, VLAN, Port-channel)

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipvé enable

—/BbIK/IOYEHO

BkntounTtb nopaeprKy IPv6 Ha nHtepdeiice.

OTKNOUUTL NoaaepKKy IPV6 Ha nHTepdeiice.

ipv6 address ipv6_address/pre-
fix_length [eui-64] [anycast]

no ipv6 address [ipv6_ad-
dress/prefix_length] [eui-64]

prefix-length: (0..128)
((0..64) ecnn
Mcnonb3yertca napamerp
eui-64)

3apaTb IPv6-agpec Ha uHTepodelice.

- ipv6_address — IPv6-agpec, HasHayeHHblt UHTepdeiicy (8
6710K0B, pasfefieHHbIX ABOETOUMEM, B KaxKaom 6aoke 16 6uT,
3aMMCcaHHbIX B BUAE YeTbIpex LWeCcTHaALaTePUYHbIX Yncen);

- prefix_length — pnvHa npedukca IPv6 — gecatuyHoe Yncio
— KOJ/IMYECTBO CTaplmx 6UT agpeca coCcTaBAAOLWMX NPedUKc;

- eui-64 — npgeHTMdMKaTop, co3aaHHbIM Ha 6aze MAC-agpeca
nHTepdelica, 3anvcoiBaeTcs B 64 mnaglmnx 6uta IPv6-agpeca;

- anycast — yKasblBaerT, YTo 3a4aHHbIN agpec anycast-aapec.

Yaanutb IPv6-agpec c uHTepdeiica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaHutio
aBTOMaTUyecKas
KOHbUrypauma BKIOYEHa,
ajpeca He Ha3HayeHbl.

BKntounTb aBTOMaTU4Yeckyto KoHdurypaumio IPvb6-agpecos Ha
nHTepderice. Agpeca HacTpamBaloTCcA B 3aBUCMMOCTM OT npe-
¢uKcoB, KoTopble MosnyvyeHbl B coobleHuax «Router
Advertisement».

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

ipv6 address ipv6_address/pre-
fix_length link-local

no ipv6 address [ipv6_ad-
dress/prefix-length link-local]

Mo YMONYaHUIO 3Ha4YeHune
JIOKaNbHOTO agpeca:
(FES0::EUI64)

3apaTb NOKanbHbIN IPv6-aapec nHtepdeiica. Crapwme 6uTbl no-
KanbHbIX IP-agpecos B IPv6 — FE80::

Yaanutb nokanbHbli IPv6-agpec.
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ipv6 nd dad attempts at-
tempts_number

3apaTb KO/IMYECTBO coobuieHuMiA-TpeboBaHUit, nepesaBaembix
MHTepdEencom B3aMMOAEeNCTBYOWEMY YCTPOMCTBY B Clyyae 06-

no ipv6 unreachables

(0..600)/1 HapyKeHus gybaukauum (konnmsumm) IPv6-agpeca.

no ipv6 nd dad attempts BepHyTb 3HaYeHWe N0 yMoN4YaHUIo.

ipv6 unreachables Bkntoumtb ICMPV6-cOObLWEHNA O HEAOCTUKMMOCTM agpecaTta
—/enabled npu nepefaye NakeToB Ha onpeaeseHHbIN nHTepdeic.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ipv6 mld version version

" " version: (1..2)/2
no ipvé mld version

Onpegenutb Bepcuio npotokona MLD ana nHtepdeiica.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOHAHMUIO.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabanua 115 — KomaHgbl pexuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aeiicmeue

show ipv6 neighbors
{ipv6_address | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MNokasatb MHdopmaumo o coceaHux IPvb-ycTpoiicteax, co-
Jep)Kallytocs B Kalle.

clear ipv6 neighbors

OunMCTUTL K3lW, cofepKawmii MHPOPMaLMIO O COCeaHMX
yCTpOMcTBax, paboTatowwmx no npotokony IPv6. UHdopmauma
0 CTaTMYECKMX 3aNUCAX COXPaHAeTCcA.

show ipv6 distance

lNoKa3aTb 3HaYeHune aAMMHMCTpaTMBHOVI ANCTaHUUM ONnA pas-
JINYHbLIX NCTOYHUKOB MapLlpyTa.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 116 — KomaHgb! pexkmuma EXEC

3HayeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasaTb HAacTPOVKKM NpoToKoa IPV6 Ans yKasaHHOro MHTep-
deiica.
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show ipv6 route [summary
| local |connected | static
| ospf | icmp | nd |
ipv6_address/ipv6_prefix |
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback | vlan
vlan_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Moka3saTb Tabaunuy IPv6-mapLupyTos.

5.17 HacTtpoiKa npoToKo/i0B

5.17.1 Hacmpoiika npomokona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHoW 3agadeit npotokona DNS asnsetca onpegenerue IP-agpeca y3na cetv (xocTa) no 3anpocy,

cogepauwemy ero AOomeHHoe uma.

cooTBeTCTBYHOWMX MM IP-agpecos BegeTca Ha DNS-cepeepax.

KomaHObI pexcuma 2a06ana6Hol KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHON KoHdUrypaumm:

console (config) #

Tabnuua 117 — KomaHapl pexknuma rnobanbHom KoHdUrypaumm

ba3a pgaHHbIX COOTBETCTBUM AOMEHHbIX MMEH Y3/10B CeTUn "

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip domain lookup

no ip domain lookup

—/BKAKOYEHO

Pa3spewunTtb ncnonb3osaHue npotokona DNS.

3anpeTuTb Ucnosb3oBaHMe NnpoTokoaa DNS.

ip dns server

no ip dns server

—/BbIKOYEH

BkntounTb paboTy DNS-cepsepa.

Bbikntountb paboTty DNS-cepsepa.

ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpegenuts IPv4/IPv6-aapeca ansa goctynHbix DNS-cepsepos.

Ypanuts IP-agpec DNS-cepBepa 13 cnvcka AOCTynHbIX.

ip domain name name

no ip domain name

name: (1..158) cumsonos

Ol'lpe,ﬂ,eﬂl/lTb AOMEHHOE UMA NO YMOZTHaHUIO, KOTOpOoe 6y,u,eT
MCnosb3oBaTbCA nporpaMN\oﬁ, ANAa AONONHEHUA

HeNPaBUIbHbIX 4OMEHHbIX UMEH (AOMeHHbIX MMeH 6e3 TOHKVI).

[ns AOMeHHbIX MMeH 6e3 TOUYKM B KoHel, uMeHun ByaeT
[06aBAATLCA TOUYKA U YKa3aHHOe B KOMaHAe 4OMEHHOe UMS.

YaanuTb JOMEHHOe MMA MO YMONYAHUIO.
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ip host name address1
[address2 ... address8]

name: (1..158) cumBonos

no ip host name

Onpegenntb cTaTU4eCcKMe COOTBETCTBMA MMEH Y3108 ceTu IP-
aapecam, 406aBUTb YCTaHOBNIEHHOE COOTBETCTBUE B KILLI.
DyHKUMA nokanbHoro DNS. MorKHo onpenenuTs A0 BocbMu IP-
agpecos.

Y[anuTb cTaTUdeckue COOTBETCTBUA UMEH Y3/10B ceTu |P-
afpecam.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxkunme EXEC:

console#

Tabnnua 118 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

*
clear host {name | *} name: (1..158) cumsonos

YpanuTb 3anucb COOTBETCTBUA MMEHU y3na ceTu IP-agpecy Kawa
nmbo Bce 3anucu (*).

show hosts [name]

name: (1..158) cumsonos

OT06pa3nTb AOMEHHOE UMA MO YMOJYaHUto, cnmcok DNS-
cepBepoB, CTaTUYeCKME U KILLIMPOBAHHbIE COOTBETCTBMA UMEH
y3nos cetu u IP-agpecos.

Mpyn MCNoNb30BaHUM B KOMaHAE UMEHMU y3/1a CeTy,
oTobpaKkaeTcs COOTBETCTBYOWMI emy IP-aapec.

show ip dns server

OTob6pasunTb ctaTyc DNS-cepBepa v CNUCOK AOCTYNHbIX
cepBepos.

show ip dns server cache

OT106pasunTb Kaw DNS-cepsepa.

show ip dns server cache
query_name query_type

query_name: (1..158)
CMMBOJIOB:
query_type: (1..255, a,
ptr, aaaa)

OT06pa3nTb NOAPOOHbIN BbIBOA 3aMMCH, BKAOYAIOLWMIA B cebA
oTBeTbl RR Ha AaHHbIM 3anpoc query_name v query_type.

show ip dns server
counters

OT06pa3unTbL 0b6LLEee YMCNO 3aMPOCOB M 0BLLEE YNCI0 OTBETOB,
HalAeHHbIX B cache-hit.

clear ip dns server cache

Oumnctutb Kaw DNS-cepsepa.

clear ip dns server

— OBHYNWUTL CYETUYMKM 3aMPOCOB M OTBETOB.
counters

[pumepbl UC016308AHUA KOMAHO

Mcnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE UMA
Mo yMOJIYaHMI0O — mes:

console# configure

console (config) # ip name-server 192.168.16.35 192.168.16.38
console (config)# ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: y3e/ CETU C UmeHeMm eltex.mes nmeet IP-agpec 192.168.16.39:

console# configure
console (config)# ip host eltex.mes 192.168.16.39

5.17.2 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoTokon paspelleHus agpecoB) — MPOTOKOJ/ KaHa/IbHOTo
YPOBHS, BbINOAHAKOWMI PYHKUMIO onpeseneHna MAC-agpeca Ha OCHOBAaHMM cofeprKalieroca B 3anpoce IP-
agpeca.
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KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnnua 119 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aeiicmeue

arp ip_address hw_address

[gigabitethernet gi_port | dopmar ip_addr: A.B.C.D;
tengigabitethernet te_port dopmat hw_address:

| fortygigabitethernet H.H.H

fo_port | port-channel H:H:H:H:H:H
group | vlan vian_id | oob] H-H-H-H-H-H;

no arp ip_address gi_port: (1..8/0/1..48);
[gigabitethernet gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4);

| fortygigabitethernet group: (1..48)
fo_port| port-channel vlan_id: (1..4094)

group | vlan vian_id | oob]

[o6aBuTb cTaTMyeckyto 3anucb cooTsetcTems IP- 1 MAC-
agpecos B Tabanuy ARP ana ykasaHHOro B KOmaHae
MHTepdeica.

- ip_address — IP-agpec;

- hw_address — MAC-aapec.

YaanuTb cTaTUYECKyto 3anucb cooTtsetcTemA IP- u MAC-agpecos
13 Tabnumubl ARP ansa yKasaHHOro B KOmaHae uHTepderica.

arp timeout sec
sec: (1..40000000)/60000

HacTpouTb BpemMsa KU3HM AMHAMMUYECKMX 3anuceit B Tabanue
ARP (c).

no ip arp proxy disable

- ceK
no arp timeout YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
ip arp proxy disable OTKNIOUNTb peXxnum npokcmpoBaHuna ARP-3anpocos ana
. KomMMyTaTopa.
—/OTKNIOYEH

BkAounTb pexknum npokcnposaHma ARP-3anpocos gna
KOMMyTaTopa.

KomaHOb1 pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnuua 120 — Komanapl pexknuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

clear arp-cache

YaanuTb Bce AMHaMUYecKune 3anmucu u3 ARP-Tabauupl (komaHaa
[O0CTYMHA TONbKO ANA NPUBUAETMPOBAHHOIO NOb30BaTENA).

show arp [ip-address ip_ad- dopmar ip_address:
dress] [mac-address A.B.C.D
mac_address] [giga- dopmat mac_address:
bitethernet gi_port | tengi- H.H.H van H:H:H:H:H:H
gabitethernet te_port | for- unn H-H-H-H-H-H;
tygigabitethernet fo_port | gi_port: (1..8/0/1..48);
port-channel group | oob] te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mokasatb 3anucyu ARP-Tabanupl: Bce 3anucu, duabTp no IP-
agpecy; ounbtp no MAC-agpecy; dunbTp no nHtepdelicy.
- ip_address — |P-agpec;

- mac_address — MAC-agpec.

show arp configuration

MoKa3saTtb rnobanbHyto KoHduUrypaumuto ARP n KoHourypaumto ARP
OnA nHTepdencos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bug, 3anpoca KoMaHAHOM CTPOKK B pexkume interface configuration:

console (config-if) #
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Tabnnua 121 — KomaHgbl pexkuma KoHdurypaumm nHtepdeica Ethernet, rpynnel nHtepdencos, nHtepdeiica
VLAN

3Ha4yeHue/3HayeHue ”
KomaHda / Aelicmeue
no ymoa4YaHuro

ip proxy-arp BkntounTb pexkum npokcmposaHua ARP-3anpocos Ha

HacTpanBaemom MHTepodeiice.
- —/BKAIOYEHO

no ip proxy-arp OTKNOUYUTL PeKMM NpoKcMpoBaHua ARP-3anpocos Ha
HacTpanBaemom MHTepoeiice.

ip local-proxy-arp BKAtounTb Ha MHTepdelice dpyHKumMoHan Local Proxy ARP
(KommyTaTop ByaeT oTBeyaTb Ha ARP-3anpock! K XocTam,
HaxoAALMMCA B TOM YMCNe Ha 3TOM Xe L3-uHTepdeiice). Ana

—/BbIK/IOYEHO N

paboTbl AaHHOW GYHKUUM Ha NOPTY HEOBXOAMMO BKAOUYUTL
06bI4HbIV Proxy ARP (IP proxy-arp).

no ip local-proxy-arp OTKAtounTb PyHKLMOHan Local Proxy ARP Ha uHTepdeiice.

[pumepbl UC016308AHUS KOMAHO

[JobaBuTb cTtatuyeckyto 3anmcb B ARP-Tabaunuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBUTb BPEMSA KU3HU AMHAMUYecKuX 3anucen B ARP-Tabaunue — 12000 cekyHA:

console# configure

console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2
console (config)# arp timeout 12000

= [lokasaTtb coaeprkumoe ARP-Tabanubl:

console# show arp

VLAN Interface IP address HW address status

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.17.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpauuu. MNpoTokon nossonset
pacnpocTpaHnTb no cetu uaeHTudoumkatopbl VLAN. OcHoBHOWN ¢yHKUMeN npoTokona GVRP sBnsetcs
obHapyKeHne nHdopmaLmm 06 OTCyTCTBYIOWMX B 6a3e AaHHbIX KommyTaTopa VLAN-ceTax npu noayvyeHun
coobuieHnit GVRP. Nonyune nupopmaumio o6 otcytcreytowmx VLAN, KommyTaTop AobaBnaeT ee B cBoto 6asy
OAHHbIX.

KomaHObI pexcuma 2a06asab6Hol KoHpu2ypayuu

Bua, 3anpoca KomaHAHOW CTPOKM pexkmma rnobanbHon KoHduUrypaumuu:
console (config) #

Tabnunua 122 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3HavyeHue .
KomaHda Aelicmeue
no yMmoa4YaHuro
gvrp enable / BkaounTb ucnonb3oBaHune npotokona GVRP-kommyTaTtopom.
—/BbIK/IOYEH
no gvrp enable BbIKNOUNTB MCNONb30BaHMe NPoToKona GVRP-kommMyTaTopom.
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gvrp static-vlan

no gvrp static-vlan

MonyuyeHHble no GVRP VLAN 6yayT aBTomaTuyecku go6aBnatbea
8o vlan database.

OTKNoYUTL fobasneHne vlan-0B, NOAYYEHHbIX MO NPOTOKOY
GVRP Bo vlan database.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepagpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if) #

fortygigabitethernet fo port | port-channel group}

Tabanua 123 — KomaHgb! pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnel uHtepdelicos

no gvrp
vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
gvrp enable BkntounTb ncnonbsosaHue npotokona GVRP Ha HacTpansaemom
MHTepodeiice.
—/BbIKAOYEH
no gvrp enable BbIkntounTb Mcnonb3osaHMe npoTokona GVRP Ha HacTpaneaemom
uHTepodelice.
gvrp vlan-creation-forbid 3anpeTntb gMHaMUYecKoe nameHeHune nnum cosganme VLAN ana
HacTpanBaemoro nHTepodeica.
—/paspelueHo

PaspewnTb gnHamuyeckoe nameHeHune nnum cosganme VLAN gna
HacTpanBaemoro nHTepdeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanuio
cosfaHune un
pernctpauma VLAN Ha
nHTepoelice
paspelueHa

BbINONAHUTL CHATKE perncTpaumm ana scex VLAN 1 He gonyckaTtb
CO34aHuA UK pernctTpauumn Hosbix VLAN Ha gaHHOM uHTepodelice.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

KomaHObI pexcuma KoHguypayuu uHmepgetica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHurypaumm nutepoeiica VLAN:

console (config-if) #

Tabnunua 124 — KomaHabl pexkuma KoHdurypaumm nntepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

gvrp advertisement-forbid

no gvrp advertisement-for-
bid

3anpetutb aHoHcMpoBsaHue VLAN no npotokony GVRP.

OTmMeHUTb 3anpeT Ha aHoHcupoBsaHue VLAN no npotokony GVRP.

KomaHObi pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#
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Tabanua 125 — KomaHgbl pexkuma privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymoa4aHuro
clear gvrp statistics OYNCTUTb HAKONJIEHHYIO CTaTUCTUKY NnpoTokona GVRP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
KomaHOob! pexcuma EXEC
Bua 3anpoca KomaHAHOW CTPOKM perkmma EXEC:
console>
Tabanua 126 — KomaHgb! pexkmuma EXEC
Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymoa4aHuio
show gvrp configuration Moka3saTb KoH$Urypauuio npotokona GVRP gna ykazaHHoro
[gigabitethernet gi_port | nHTepoerica, 1Mbo ans Bcex MHTepdencos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]
show gvrp statistics MoKasaTb HaKONIEHHYIO CTAaTUCTUKY NO NpoTokony GVRP ana
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | ykasaHHOro uHTepodeiica, 1Mbo AN Bcex MHTepdeincos.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
show gvrp error-statistics MoKasaTb CTaTUCTUKY MO oWwmnbKam npu paboTte npoTokona GVRP
[gigabitethernet gi_port | AN yKa3aHHoOro uHtepodelica, MmMbo gna Bcex UHTEPdENCcoB.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

5.17.4 MexaHu3m obHapyxeHusa nemeno (loopback-detection)

[aHHbIA MeXxaHM3M MO3BOASET YCTPOMCTBY OTCAEXMBATb 3aKO/bLLOBAHHbIE MOPTbI. [eTaa Ha nopTty
obHapyKMBaeTcsa NYTEM OTCbIIKM KOMMyTaTopom Kagpa (frame) c MAC-agpecom nopTa KoMmyTaTopa B noJie
Source MAC 1 wnpoKoBewaTenbHbIM (N0 yMmon4aHuio) agpecom B none Destination MAC.

KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume rn1o6anbHoN KoHGUrypaumm:

console (config) #

154 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

Tabanua 127 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

loopback-detection enable

no loopback-detection enable

—/BbIK/OYEHO

BK/IIOUMTb MeXaHM3M 06HapyKeHUs neTesb 418 KOMMyTaTopa.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (10..60)/30
CeKyHA,

YcTaHOBUTL UHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

loopback-detection mode
{src-mac-addr |
base-mac-addr |
multicast-mac-addr |
broadcast-mac-addr}

no loopback-detection mode

—/broadcast-mac-
addr

Onpepenntb MAC-agpec HazHayeHwWA, yKasblBaemblit B LBD-
Kagpe.

- source-mac-addr — B KauecTBe aZpeca HasHayeHuA
ncnonb3yetca MAC-agpec nopTa-UCTOYHUKA;

- base-mac-addr — B KauecTBe agpeca HasHaYeHMA UCMO/b3yeTcA
MAC-agpec KommyTaTopa;

- multicast-mac-addr — B KauecTBe agpeca HazHayeHuUA
MCMNoNb3yeTca rpynnoBoi agpec;

- broadcast-mac-addr — B KauecTBe agpeca HasHayeHuA
MCMNONb3YyeTCA WMPOKOBELLATEIbHbIN afpec.

BocctaHOBUTL 3Ha4YeHWe nNo YMONYaHUIO.

loopback-detection vlan-based

no loopback-detection
vlan-based

—/BbIK/IIOYEHO

BKAOUUTL pexkum obHapyKeHusa netam Bo VLAN. Mpu Hannumm
netnu 8o VLAN aaHHan VLAN b6yaet 3ab610KknpoBaHa Ha NopTy, Ha
KOTOopom bblnia 0b6HapyKeHa neTns.

OTKNOYUTL pexkum obHapyKeHus netim so VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection
vlan-based recovery-time

value: (30..1000000)
/BbIKNIOYEHO

3apaTtb Bpems 610KkMpoBkKu VLAN.
- value — Bpems, no ncreueHme kotoporo VLAN aBToMaTnyeckm
pa3bnokunpyercs.

3abnokuposaHHble VLAN He 6yayT BocCTaHaBIMBaTbCA
aBTOMATUYECKM.

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaummn nHtepdeica Ethernet, Htepdeiica rpynnoi

nopTOoB:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if) #

fortygigabitethernet fo port | port-channel group}

Tabnunua 128 — KomaHgbl pexuma KoHdurypaumm nHtepdeiica Ethernet, rpynnel nHtepdencos, nHtepdeiica

VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection enable

— /BbIKAOYEH

BKAOUMTL MeXaHU3M o6Hapy>|<eHm| neTesb Ha NOpTy.

BoccTaHOBUTL 3HaYeHME NO YMOHAHMUIO.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 129 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda Aeiicmeue

show loopback-detec- OT06pa3unTb cocToAHNe MexaHM3Ma loopback-detection.
tion [gigabitethernet
gi_port | tengiga-
bitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

5.17.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHoOW 3agayeit npotokona STP (Spanning Tree Protocol) aBnsetca npuseaeHue cetu Ethernet c
MHOXEeCTBEHHbIMW CBA3AMM K APEBOBUAHON TOMOJIOTUM, WCKAIOYAKOLWeN LMKAbl naketoB. KommyTtaTopbl
0bMeHMBaOTCA KOHOUIYpaLMOHHBIMU COOBLEHUAMM, WCMONb3YA Kagpbl crneumanbHoro d¢opmarta, M
BbIOOPOYHO BK/IOHALOT M OTK/KOYAIOT Nepeaayvy Ha nopTol.

Rapid (6bicTpbiit) STP (RSTP) saBnaeTcs ycoBeplueHCTBOBaHMEM MpoToKosa STP, xapaKrepusyetca
MEHbLUMM BpemeHeM NpUBeLeHUsA CETU K APeBOBMAHON TONONOTUN U UMEET H60/1ee BbICOKYIO YCTOMYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnsetcA Haubonee coBpemeHHOlM peanusaumen STP,
noaaepxusatouwen ncnonbdosaHne VLAN. MSTP npegnosiaraet KoHpurypaumio Heobxoanmoro Koamyectsa
3K3eMNAAPOB CBA3YloLLEro Aepesa (spanning tree) BHe 3aBUcMMOCTM OT uncna rpynn VLAN Ha KommyTaTope.
KarKabll 3K3eMnaap MOXKET coaepaTtb HeckosbKo rpynn VLAN. Hegoctatkom npoTokona MSTP asnsaeTca To,
YTO Ha BCEX KOMMYTATOpPax, B3aumoaenctayowmx no MSTP, fo/KHbl BblITb OANHAKOBO CKOHGUIYPUPOBAHBI
rpynnbl VLAN.

V MaKcMMmanbHO A0NYyCTUMOE KOIMYECTBO 3K3emnasapos MSTP yKasaHo B Tabauue 9.

MexaHn3m Multiprocess STP npegHasHaveH 415 CO34aHNA He3aBncumblx aepesbes STP/RSTP/MSTP Ha
nopTax ycTponcTea. M3ameHeHMA COCTOAHUA OTAE/bHOTO AepPeBA He OKA3bIBAOT BAUMAHUA Ha COCTOAHUE APYINX
JEepeBbEB, YTO NO3BOJIAET NOBbLICUTb YCTOMUYMBOCTb CETU U COKPATUTb BPEMA NEPECTPOEHMA AepeBA B Cay4vae
O0TKa30B. [pu KOHOUIYpUPOBAHUM CRedyeT WCKAIYUTb BO3MOMHOCTb BO3HMKHOBEHMA KONel, mexay
nopTaMm-4sieHaMm pasHbix gepesbeB. [ 06CnyKMBAHUA N30MPOBAHHbIX AEPEBLEB B CUCTEME CO34aETCA
OTAe/bHbIN NpoLece Ha Kaxgoe aepeso. C npoueccom conocTaBaaoTCcA NOPTbl YCTPOMCTBA, NPUHAAEeKalLme

aepesy.

5.17.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:

console (config) #

Tabnnua 130 — KomaHgb! pexkuma rnobanbHoin KoHduUrypaumm

KomaHoa 3HayeHue/3HayeHue Aeiicmeue
no yMmon4aHuwo

spanning-tree JaKnioueHo Pa3pelunTb UCNob30BaHNEe KOMMYTAaTOPOM NpoTokona STP.
no spanning-tree 3anpeTuTb UCNOAb30BAHNE KOMMYTAaTOPOM NpoToKona STP.
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spanning-tree mode {stp |
rstp | mstp | pvst | rapid-
pvst}

no spanning-tree mode

—/RSTP

YCTaHOBUTb pexkum paboTbl npoTokona STP:

- stp — IEEE 802.1D Spanning Tree Protocol;

- rstp — IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — |IEEE 802.1S Multiple Spanning Tree Protocol.
- pvst — Per-Vlan Spanning Tree Protocol.

- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBWUTb 3Ha4YeHMEe N0 YMOJIYAHUIO.

spanning-tree forward-time
seconds

no spanning-tree for-
ward-time

seconds: (4..30)/15 cek

YCTaHOBUTb UHTEPBA/ BPEMEHMU, 3aTPAUYMBAEMbIii Ha
NPOC/AyLIMBAHUE U U3YYEHWUE COCTOAHUI nepes,
nepekloYeHNEM B COCTOAHME Nepesayn.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YCTaHOBWUTbL MHTEPBAN BPEMEHM MEXKAY nepesadamm
LWMpOKoBeLLaTeNbHbIX coobueHnin «Hello» K
B3aMMOZENCTBYHOLLMM KOMMYTaTOpPam.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

spanning-tree loopback-guard

PaspewunTb 3aWunTy, BbIK/IOYAIOLLYIO MHTEpENC Npu
nony4yeHuu csoero BPDU.

- —/3anpeweHo —
no spanning-tree loop- 3anpeTuTb 3aLmTY, BbIK/OYAOLWY UHTepdelic npu
back-guard nosyvyeHun csoero BPDU.
spanning-tree loopguard de- BrkntoumTb PpyHKUMIO Loop Guard ana Bcex NnopTos.
fault
—/OTKAKOUYEHO

no spanning-tree loopguard
default

OTKAOYNTb GYHKLMIO Loop Guard.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BPEMA }KU3HU cBA3ytoLwero aepesa STP.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpouTb npnoputet ceasytowero gepesa STP.
3HayeHuWe NpuopuTeTa AOMKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

—/long

YCTaHOBUTb METO, onpeaeneHma LEHHOCTU NyTU.
- long — 3HayeHue LeHHoCTU B AnanasoHe 1..200000000;
- short — 3HayeHue ueHHOCTM B gManasoHe 1..65535.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree bpdu {filter-
ing | flooding}

no spanning-tree bpdu

—/flooding

Onpegenntb pexxum obpaboTkm naketos BPDU-
MHTepdencom, Ha KOTOPOM BbIK/tOYEH NPOTOKOA STP.

- filtering — Ha nHTepdelice ¢ BbIK/OYEHHbIM NPOTOKO/IOM
STP BPDU-nakeTbl GuUAbTpytoTCH;

- flooding — Ha nHTepdelice ¢ BbIKNHOYEHHBIM NPOTOKO/IOM
STP HeTernpoBaHHble BPDU-nakeTbl nepegatoTcs,
TermupoBaHHble — GUNBLTPYHOTCA.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree process id

no spanning-tree process id

id: (1..31)/0

Co3paTtb OTAE/bHbIV NPOLECC U NepeBecT KOMaHAHbIN
MHTEpPOENC B PEXKMM ero KoHpUrypaumm.
V BHYTpM npouiecca NPUMEHUMbI BbileyKa3aHHble

KOMaHAbl:
spanning-tree forward-time seconds;
spanning-tree hello-time seconds;
spanning-tree max-age seconds;
spanning-tree priority prior_val.

YAanuTb yKasaHHbIN npoLecc.

spanning-tree tc-protection

no spanning-tree tc-protec-
tion

BKOUNTb OrpaHMYEHNE Ha KonnyecTBo obpabaTtbiBaemblx
TCN/TC BPDU 3a yCTaHOB/IEHHbI MHTEPBAA BPEMEHM ANA
STP, RSTP, HyneBoro saksemnasapa MSTP.

BbIKOUMTbL OrpaHMyeHne Ha Konnyectso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree tc-protection
interval seconds

no spanning-tree tc-protec-
tion interval

seconds: (1..10)/2 cex.

YCTaHOBUTb MHTEPBA/ OrPaHUYEHUA KOANYECTBa
ob6pabaTbiBaembix TCN/TC BPDU.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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YCTaHOBUTb MaKCMMaNbHOE KoiM4ecTBo 0b6pabaTbiBaembix
TCN/TC BPDU 3a 3a4aHHbIN MHTEpPBaN BPEMEHMU.

spanning-tree tc-protection
threshold count

count: (1..255)/1

no spanning-tree tc-protec- YCTaHOBUTb 3HAYE€HME N0 YMONYAHUIO.

tion threshold

’ ' Mpu 3apgaHum STP napametpos forward-time, hello-time, max-age Heo6xoanMmo Bbinon-
e HeHue ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl Mopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei
nopTOoB:

console (config-if) #

Tabnmua 131 — KomaHabl pexmuma KoHpurypaumm nHtepodeliica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpeTtutb paboTy npoToKosa STP Ha KoHbUrypupyemom
nHTepoerice.

- " —/pa3pelueHo

no spanning-tree disable /pasp Paspewntb paboTy npoToKona STP Ha KoHOUTYpUpyemom
MHTepodeiice.

spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHblI MHTepdeiic.

no spanning-tree cost

(1..200000000)/cm.
Tabanuy 132

- €OSt — UEeHHOCTb NyTH.

YCTaHOBWTb 3HaYeHWe, onpeaensiemMmoe Ha OCHOBAHMM CKOPOCTH
nopTta M MeToAa onpeaeneHnsa LeHHOCTU NyTH, cMm.Tabanuy 132.

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHOBUTL NpUOPUTET MHTEPdETica B cBA3YloLWeM aepese STP.

V 3HaueHue NnpuopuTeTa A0MKHO BbITb KpaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

—/auto

BKOUYNTL PEKMM, B KOTOPOM NOPT NPU MOAHATUN Ha HEM IMHKA
Cpasy CTaHOBWTCA B COCTOAHME Nepeayn, He LOKUAAACh
NCTeYEHUA Taimepa.

- auto — fo6aBnAeT 3a4ePHKKY 3 CEKYHAbI Nepes, nepexoaom B
COCTOAIHWE Nnepesayn.

BbIK/NIOUUTbL PEKMM MOMEHTA/IbHOTO NepPexoaa B COCTOAHME
nepeAayn no NOAHATUIO «JIMHKa».

spanning-tree guard {root |
loop | none}

no spanning-tree guard

—/ucnonb3oBaHue
rno6anbHON HAaCTPOMKK

BK/IIOUNTD 3aLLMTY KKOPHA» A/1A BCeX CBA3YIOLWMX AepeBbes STP
Bbl6paHHOro nopTa.

- root — 3anpelaeT uHTepdelcy 6biTb KOPHEBLIM NOPTOM
KOMMyTaTOpa;

- loop — BKAtoYaeT Ha MHTepdeiice JONONHUTENbHYIO 3aLLUTY OT
netenb. B cnyyae ecnn nHtTepdeiic HaAXo0[MTCA B COCTOAHUN,
oTAnyHom oT Designated u npu aTom nepecraet noayyatb BPDU,
nHTepoeric baokupyercs;

- none — oTKAto4YaeT Bce Guard-pyHKUMM Ha nHTepdeliice.

Mcnonb3oBaTh r106abHY0 HACTPOWMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree
bpduguard

—/BbIK/IIOYEHO

PaspewnTb 3amTy, BbIK/IHOYalOLLY0 MHTepdec npu npuéme
naketos BPDU.

3anpeTuTb 3aWmTY, BbIKAOYaOLWY MHTepdeic npu npuéme
naketos BPDU.

spanning-tree mac-address
{dotld | dotlad}

—/dot1d

N3meHnTb MAC-agpec, ¢ KOTOpPbIM OTNPABAAIOTCA U MPUHMUMAIOTCA
BPDU.

- dotld — oTtnpasnstoTca n npuHumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — otnpasnatoTca M npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.
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no spanning-tree mac-ad-
dress

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree link-type
{point-to-point | shared}

—/Bna gynnekcHoro
nopTa — «TOYKa-
TOYKa», AnA
nonyaynaekcHoro —

no spanning-tree link-type

« paSBeTBﬂeHHblljl»

YctaHoBUTb NpoToKOA RSTP B nepegatoLiee coctoaHme u
onpesennTb TN CBA3W ANA BbIGpaHHOro nopra:

- point-to-point — TouKa-TouKa;

- shared — pa3BeTBAEHHDIN.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree restricted-
tcn

—/npuem BPDU ¢
¢dnarom TCN

no spanning-tree re-
stricted- tcn

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

pa3spelueH; Paspewntb npuem BPDU ¢ pnarom TCN.
vlan_list: (1..4094)

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

OnpeaennTtb pexxum obpaboTkm naketos BPDU-uHTepdelicom, Ha
KOTOPOM BbIKAKOYEH NPOTOKoAN STP.

- filtering — Ha uHTepdeiice c BbIKAOUYEHHBIM NPOTOKOAOM STP
BPDU nakeTbl dpunbTpytoTcs;

- flooding — Ha nHTepdelice ¢ BbIKNOYEHHbIM NPOTOKOAOM STP
HeTermposaHHble BPDU-naKeTbl nepefatoTca, TerMpoBaHHble —
bunbTpytoTca.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree binding-
process id

no spanning-tree
binding-process

MpuBA3aTb NOPT K yKazaHHOMY npoueccy. Mo ymonyaHumio Bce
NopTbl NPUBA3aHbI K HY/IEBOMY MpoLieccy.
id: (1..31)/0 - id — Homep npouecca.

BoccTtaHOBUTbL NPUBA3KY NOPTa NO YMOYAHUIO.

Tabanua 132 — LleHHOCTb NYTH, YCTaHOB/IEHHAsA NO YMo4aHuio (spanning-tree cost)

Unmepdpeiic Memoo onpedeneHus yeHHocmu nymu
Long Short
10M 2000000 100
100M 200000 19
1G 20000 4
10G 2000 2
40G 2000000 100
LAG 10M 20000 4
LAG 100M 20000 4
LAG 1G 20000 4
LAG 10G 2000 2
LAG 40G 500 2
V DOna nntepdeiicos Port-channel HauanbHaa cToMMOCTb onpeaenseTca CTOMMOCTbIO nep-
BOro INHKa, Bowepglero B coctas Po. B cnyyae metoga Long npu Ao6aBneHUM aKTUBHbIX

JINHKOB Ha4yaNbHaA CTOoMMOCTb Po AennTca Ha UX KOANYECTBO.

KomaHOb! pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabanua 133 — KomaHgbl pexkuma privileged EXEC

KomaHda 3HayeHue/3Ha4yeHue

no ymosn4aHurwo

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

lMokasaTtb coctoaHne npoTokona STP.

show spanning-tree detail
[active | blockedports] —

MokasaTb NoApo6HY0 MHPOPMALIMIO O HACTPOWKax NPoToKona
STP, nHdopmaumio 06 aKTUBHbIX UM 3a6N10KMPOBAHHBIX NOP-
Tax.

clear spanning-tree de-
tected-protocols [interface
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MNepesanycTuTb Npouecc MUrpauumn NPoTokona. 3aHOBO NPouc-
XO04ANT nepecyéT aepesa STP.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 134 — Komanapl pexkuma EXEC

3Ha4yeHue/3HayeHue
no yMmoa4aHuo

KomaHda

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);

MoKa3aTb pexmnm 06paboTkn naketos BPDU Ha MHTepdeiicax.

5.17.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a0b6aabHol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoOHOUrypaumm:

console (config) #

Tabnnua 135 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

3Ha4yeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

Aelicmeue

spanning-tree

Pa3pelunTb UCNosb30BaHNe KOMMYTAaTOPOM NpoTokona STP.

pvst}
no spanning-tree mode

- —/paspelueHo
no spanning-tree 3anpeTnTb MCNOb30BaHME KOMMYTAaTOPOM NpoTokonaa STP.
spanning-tree mode {stp | YcTaHOBUTb pexxum paboTbl NpoTokoaa STP.
rstp | mstp | pvst | rapid- —/RSTP

YCTaHOBWTb 3HaYeHMEe N0 YMOIYAHWIO.
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spanning-tree pathcost YCTaHOBWUTbL METOZ, OnpeaeneHuns LeHHOCTU NyTH.
method {long | short} - long — 3HayeHue LeHHoCTU B ananasoHe 1..200000000;
—/long - short — 3HaveHue LeHHOCTM B gnanasoHe 1..65535.
no spanning-tree pathcost YCTaHOBUTb 3Ha4YeHNe NO YMOAYAHUIO.
method
spanning-tree mst in- YCTaHOBWUTbL NPUOPUTET ANA AAHHOTO KOMMYyTaTOpa nepes,
stance_id priority priority 0OCTa/IbHbIMM, UCMONb3YHOLWMMM 06WKMiA ak3emnaap MSTP.
- instance_id — sk3emnnap MST;
instance_id: (1..63); - priority — npyopuTeT KOMMyTaTopa.

priority: (0..61440)/32768 V 3HauyeHuMe NpUopUTETa A,O0/MKHO 6bITb KPaTHO 4096.

no spanning-tree mst in- YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.

stance_id priority

spanning-tree mst YCTaHOBWUTb MaKCMMasIbHOE KOIMYECTBO TPAH3UTHBIX Y4acTKOB
max-hops hop_count Ans naketa BPDU, Heobxoaumbix ana ¢opMmMpoBaHua aepesa u

yaepKaHua nHGopmaumm o ero cTpoeHnu. Ecam naker yxe
npoLen MakcMmasibHOe KOIMYECTBO TPAH3UTHBIX Y4aCTKOB, TO
hop_count: (1..40)/20 Ha cnefylolLemM yqacTke OoH oTbpacbiBaeTcs.

- hop_count — makcMmManbHOE KONMYECTBO TPAH3UTHbIX
y4acTKoOB A1a nakeTta BPDU.

no spanning-tree mst YCTaHOBUTb 3HAYeHME N0 YMOHAHUIO.

max-hops

spanning-tree mst in- BKAOUMTB OrpaHuyeHme Ha KosimyecTBo obpabaTtbiBaembix TC
stance_id tc-protection BPDU 3a ycTaHOBNEHHbI MHTEPBaN BPEMEHW.

instance_id: (1..63)

no spanning-tree mst in- BbIK/IIOYMTL OrpaHMUYeHe Ha Koandecteo obpabaTbiBaembix TC

stance_id tc-protection BPDU.

spanning-tree tc-protec- YCTaHOBUTb MHTEPBAN OrPaHUYEHUA KONMYecTBa
tion mst instance_id inter- obpabaTbiBaembix TC BPDU.

val seconds instance_id: (1..63);

no spanning-tree tc-pro- seconds: (1..10)/2 cek. YCTaHOBWUTb 3Ha4YEeHWE N0 YMOAYAHUIO.

tection mst instance_id in-

terval

spanning-tree tc-protec- YCTaHOBUTb MaKCMMasibHOE KonnyecTso obpabatbiBaembix TC
tion mst instance_id BPDU 3a 3a4aHHbI MHTEPBaN BPEMEHMU.
threshold count instance_id: (1..63);

no spanning-tree tc-pro- count: (1..255)/1 YCTaHOBWUTb 3Ha4YEeHWE N0 YMOAYAHUIO.

tection mst instance_id

threshold

spanning-tree mst Bowtn B pexknm kKoHburypauum npotokona MSTP.

configuration

KomaHObI pexcuma KoHgu2ypayuu npomokoada MSTP

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm npotokona MSTP:
console# configure

console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnnua 136 — KomaHabl pexkuma KoHdurypaumm npotokona MSTP

Komanda 3HayeHue/3HayeHue leiicmeue
no ymon4YaHuro
instance instance_id vlan Co34aTb COOTBETCTBME MEXAY IK3emMNAAapom npoTokona MSTP n
vlan_range rpynnamu VLAN.
instance_id:(1..63); - instance-id — npeHTUdUKaTOp sK3emnaapa npoTokosna MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id Y0anutb COOTBETCTBUE MEXKAY IK3eMNAApom npoTtokona MSTP u
vlan vian_range rpynnamu VLAN.
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name string

no hame

string: (1..32) cumBona

3apatb UMAa KoHdurypauum MST.
- string — vmsa KoHpurypaumm MST.

Yaanutb ums KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3apaTb HOMep peBu3nmn KoHoUrypaumm MST.
- value — Homep peBu3un KoHdurypauum MST.

YCTaHOBWTb 3HaYeHne No ymonyauutio (value).

show {current | pending}

MokasaTb Tekylyto (current) inbo oxuaarowyto (pending)
KoHoUrypaumo MST.

exit _ BbIiTV U3 pexnma KoHdurypaumm npotokona MSTP ¢
COXpaHeHWem KoHdUrypaumm.
abort BbIMTU 13 pexmuma KoHoUrypauum npotokona MSTP 6e3

COXpaHeHWA KoHOUrypaLuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaumm nHtepdeica Ethernet, nHtepdeiica rpynnoi

nopTOoB:

console (config-if)#

Tabnmua 137 — KomaHabl pexxmma KoHpurypaumm nHtepdeiica Ethernet, rpynnel noptos

KomaHda

3Ha4yeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

—/3almTa BbIKAOYEHA

BKOUMTL 3aLWMTy «KOPHA» A/1A BCEX CBA3YOWMX aepesbeB STP
BblbpaHHOro nopTa. [laHHaA 3awumTa 3anpewaet uHTepdericy boiTb
KOpHEeBbIM NOPTOM KOMMYyTaTopa.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO.

spanning-tree mst in-
stance_id guard root

no spanning-tree mst in-
stance_id guard root

instance_id: (1..63);
/3awWmTa BbIK/IOYEHa

BKNOUMTL 3aLLMTY «KOPHA» YKa3aHHOro sksemnaapa MSTP gna
BblbpaHHOro nHTepdelica. [JaHHas 3awmTa 3anpeLaer
MHTepdeincy 6biTb KOPHEBLIM MOPTOM KOMMYTATOPA.

- instance-id — npeHTUdUKaTOp 3K3emnanapa npoTokona MSTP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

spanning-tree mst in-
stance_id port-priority pri-
ority

no spanning-tree mst in-
stance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHOBUTL NpuopuTeT MHTepdeiica B ak3emnasape MSTP.
- instance-id — npeHTUdUKaTOp aK3emniApa NpoTokona MSTP;
- priority — npuopuTteT nHTepdeica.

V 3HaueHMe NpuopuTeTa J,O0MKHO 6bITb KPaTHO 16.

YCTaHOBWTb 3HaYeHMe NO YMOHYAHWIO.

spanning-tree mst in-
stance_id cost cost

no spanning-tree mst in-
stance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBUWTb LLEHHOCTb NYTH Yepes BbIbpaHHbIV MHTepdenc ans
onpeaeneHHoOro aksemnasapa npotokona MSTP.

- instance-id — npeHTUdGUKaTOp 3K3emnaapa npoTokona MSTP;
- cost — LLeHHOCTb NyTW.

YCTaHOBUTb 3HaYeHWe, onpeaensiemoe Ha OCHOBaHNKN CKOPOCTH
nopTa M MeToAa onpeaeneHna LeHHOCTU NyTh, cMm. Tabauuy 132,

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YCTaHOBUTb NPUOPUTET MHTEPPEICA B KOPHEBOM CBA3YIOLLEM
pepese MSTP.
/| 3HaueHue npuopuTeTa AONKHO BbITb KPaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spanning-tree restricted-
tcn

no spanning-tree re-
stricted-tcn

—/npuem BPDU ¢
¢dnarom TCN paspe-
weH

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewntb npuem BPDU ¢ pnarom TCN.
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KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnmua 138 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group] [in-
stance instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
instance_id: (1..63).

MokaszaTb KoOHbUrypaumo npoTokona STP.
- instance_id — vaeHTuduKkaTop sKk3emnaspa npotokona MSTP.

show spanning-tree detail
[active | blockedports] [in-
stance instance_id]

instance_id: (1..63)

MokasaTb NoapPo6HY0 MHPOPMALLMIO O HACTPOLKe npoTokoaa STP,
MHbOpMaLMIo 06 aKTUBHbIX MW 3a6/10KMPOBAHHbIX MOPTaX.

- active — npocmoTp MHPOopMaLmmn 06 aKTUBHbIX NOPTAX;

- blockedports — npocmoTp MHbGOpMauumn o0 3a6N10KMPOBaAHHbIX
nopTax;

- instance_id — vaeHTuduKaTop s3K3emnaspa npotokona MSTP.

show spanning-tree
mst-configuration

MoKaszaTb MHGOPMALLMIO O CKOHOUTYPUPOBAHHBIX IK3EMMAAPAX
MSTP.

clear spanning-tree de-
tected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MepesanycTuTb Nnpouecc MurpaumMm NpoToKoaa. 3aHOBO
npomucxoanTt Npocyér gepesa STP.

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOYUTb NOAAEPKKY NpoTOKoANa STP, ycTaHOBUTbL 3HaYeHMe npuoputeTa ceasytowero aepesa RSTP
— 12288, nntepsan forward-time — 20 ceKkyHAa, MHTEPBaN BPEMEHN MeXKAY Nepenayamm LWNPOKO-
BelaTesibHbIX coobLeHn «Hello» — 5 ceKyHA, BPEMA KMU3HM CBA3YIOLLEro AepeBa — 38 CEKYHA.
MoKka3aTb KOHPUrypaumio npotokona STP:

console (config)# spanning-tree

console (config)# spanning-tree mode rstp
console (config)# spanning-tree priority 12288
console (config) # spanning-tree forward-time 20
console (config)# spanning-tree hello-time 5
console (config)# spanning-tree max-age 38
console (config) # exit

console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled

Root ID Priority 32768
Address a8:f9:4b:7b:e0:40
This switch is the root

Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec
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Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20

Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type

tel/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
tel/0/6 enabled 128.6 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -

5.17.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa 13 pa3HoBuaHocTel npoTokona Spanning Tree,
pacwupatowan GyHKUMOHaNbHOCTb STP ans ncnonb3oBaHua B otaenbHbiXx VLAN. MpyMeHeHMe gaHHOTO Npo-
TOKo/a no3sonseT B Kaxxaom VLAN co3gaTb oTaenbHbI ak3emnaap STP. PVSTP+ coBmectum ¢ STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) siBnsieTcsa ycoBeplieHCTBOBaHMEM NpoToKkona PVSTP+, xapakTtepusy-
€TCA MEHbLUMM BpeMEHEM NPUBEAEHUS CETU K APEBOBUAHOMN TONOJIOTMN U MMeET boJiee BbICOKYIO YCTOMYK-
BOCTb.

l | Bcero nogaep»aHo 64 PVST/RPVST-uHcTaHca. [py aTom HyneBou Ucnonb3yeTca Anna Bcex
e VLAN, B KOTOpPbIX OTKAloueH PVST/RPVST. Kaxxgomy VLAN c BKaloueHHbIm PVST/RPVST
cootseTcTByeT oauH PVST/RPVST-uHcTaHc.

MopTbl, Ha KOTOpPbIX aKTUBHbI 60see 64 VLAN, npu nepexoae 8 pexkum PVST/RPVST spe-
MeHHO 6a0KupyloTca, Nno3Tomy nepeg skaoueHnem PVST/RPVST Heobxoaumo paccum-
TaTb Konu4yectso ucnonbsyemoix VLAN Ha KonbLeBbIX NOpTax KommyTtatopa. Ecnm pgaH-
Hoe 3HauyeHue npesbllwaeT 63, TO NePBOHaYaNbHO HYXHO OTKAouUTb PVST/RPVST B u3-
6biTouHbix VLAN/RPVST KomaHgoM "no spanning-tree vlian <VLAN ID>",

.‘

Mpwu BkAloYeHHOM pexkume PVST/RPVST kommyTtatopbl MES o6pabatbiBatot PVST bpdu
B0 Bcex VLAN. lMoaTtomy B cny4asx, Korga B KO/bLie UCNONb3YIOTCA KOMMYTaTOpPbl C KONU-
yectBom PVST/RPVST VLAN, npesbiwatowem 63, cnegyer paclumputb AMmutbl 06pa-
60Tku PVST bpdu-tpadmka Ha CPU. [ina aToro ucnonb3syerca KomaHga "service cpu-rate-
limits other-bpdu 1024".

.‘

Ecnm B npouecce aKkcnayataumum noHagoburca yépatb VLAN u3s PVST/RPVST-UHCTaHCOB U
B£,06aBUTb HOBbIe, HYXXHO NPOU3BECTU C/eayoLme A4eNCTBUA:

1) OTknounTb STP B HeHyXHbIX VLAN (KomaHpa «no spanning-tree vlan vian_list» B rno-
6anbHOM peXKume KOHGUrypupoBaHUA).

2) Bkntountb STP B HOBbIX VLAN (KomaHpa «spanning-tree vlan vian_list» B rnobanbsHom
pexXume KoHPUrypuposaHua).

.‘
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KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHom KOHOUrypaLmm:

console (config) #

Tabanua 139 — KomaHgb! pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

spanning-tree vlan vian_list

spanning-tree vlan vian_list

vlan_list: (1..4094)/ no
YMOYAHMIO BCE MHCTaHCbI
BKJIHOYEHbI

BkntounTb paboTy npoTokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTKAoYUTL paboTy Nnpotokona PVSTP+, RPVSTP+ B yKa3zaHHbIX
VLAN.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
duUNbTPaLMA OTKNKOYEHA

dunbTpyeT nam nponyckaert sxoaauime Kaapbl PVST/RPVST-
BPDU.

V JaHHaA KomaHAa feiicTByeT B TOM ciyyae,
ecnu STP oTkAtoueH 60 BKAOUYEH B O4HOM
n3 pexxumos: STP/RSTP/MST. Ecam BKkAOuEH
pexum PVST/RPVST, To gaHHaa KomaHaa
6yaeT AeiicTBOBaTb TO/IbKO B TOM C/lyyae,
ecnu B yKasaHHoi VLAN oTkntoueH STP.

- filtering — BKAtOUMTL PUNbTPaLMUIO;
- flooding — oTkAOUMTL dUAbTPaLMIO.

YCTaHOBUTb 3HAYEHUe Mo YMOI4aHUIO.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YCTaHOBWTb MHTEPBAN BPEMEHM, 3aTPa4YMBaEMbIi Ha

NPOCAYLIMBAHWE N U3YYEHUE COCTOSIHUI Nepes, NepeKktoyeHnem

B COCTOAHME Nepefayn ona ykasaHHbix VLAN.
V Taiimepbl AONKHbI COOTBETCTBOBATbL C/eAy-
toweii popmyne:
2 * (Forward-Time - 1) > Max-Age 22 *
(Hello-Time + 1).

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YCTaHOBUTb MHTEPBaN BPEMEHU MEXAY Nepesadyamm
LUMpPOKOBeLLaTesIbHbIX coobuweHnin «Hello» K
B3aMMOZENCTBYIOLMM KOMMYyTaTOpaM A1 YKasaHHbIX VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spanning-tree vlan vian_list
max-age seconds

no spanning-tree vlan
vlan_list max-age

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YCTaHOBUTb BpemsA M3HW cBasylowero aepesa STP gna
yKa3aHHbIx VLAN.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

spanning-tree vlan vian_list
priority priority_value

spanning-tree vlan vian_list
priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HactpouTb npuopuTeT cBAsyrowero aepesa STP.
V 3HaueHue Bbl6UpaeTca M3 ANManasoHa C Wwa-
rom 4096.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHYAHWIO.

spanning-tree vlan
vlan_list tc-protection

no spanning-tree vlan
vlan_list tc-protection

vlan_list: (1..4094);

BK/IIOYNTL OrpaHUYEeHne Ha KonnMyecTBo obpabaTtbiBaemMblx
TCN/TC BPDU 3a ycTaHOB/IEHHbI MHTEPBaN BpemeHu ans STP,
RSTP, HyneBoro aksemnaapa MSTP.

BbIKNIOUMTL OrpaHMYeHne Ha KonnyecTso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree vlan
vlan_list tc-protection in-
terval seconds

vlan_list: (1..4094);
seconds: (1..10)/2 cex.

YCTaHOBUTb MHTEPBAJ OrpaHUYeHMs KoandecTsa
obpabatbiBaembix TCN/TC BPDU.
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no spanning-tree vlan
vlan_list tc-protection in-
terval

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

spanning-tree vlan
vlan_list tc-protection
threshold count

no spanning-tree vlan
vlan_list tc-protection
threshold

vlan_list: (1..4094);
count: (1..255)/1

YCTaHOBWUTb MaKCMMaibHOE KO/MYecTBo obpabaTbiBaembix
TCN/TC BPDU 3a 3a4aHHbI UHTEPBaAA BPEMEHM.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgeltica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perknMma KoHUrypaumnm nHtepdeiica:

console (config-if)#

Tabnmua 140 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

bpdu {filtering | flooding}

spanning-tree vlan vian_list

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dunbTpaLmMA OTKAOYEHa

dunbTpyeT an NponyckaeT Bxoaduime Kagpbl PVST/RPVST-
BPDU Ha 3agaHHOM uHTepdeiice.

V JaHHaA KoOMaHAA AeiicTBYeT B TOM cayyae,
ecnm STP oTKAOUYEH M60 BKAKOYEH B O4HOM
n3 pexxumos: STP/RSTP/MST. Ecau BKAOYEH
pexum PVST/RPVST, To gaHHas KomaHga
6yaet feiicTBOBaTb TONILKO B TOM C/lyyae,
ecnm B yKasaHHoW VLAN oTkaoueH STP.

- filtering — BKkntOUMTL dUNbTPaLMIO;
- flooding — oTkntounTL dUAbTPaLMIO.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YCTaHOBUTL LLEHHOCTb NyTW Yepes AaHHbIN MHTepdenc ann
yKaszaHHbIX VLAN.
- cOSt — UEHHOCTb NyTH.

YCTaHOBUTbL 3HaYeHue, onpegenaemoe Ha OCHOBaHMKM CKOPOCTH
nopTa n meToga onpegeneHnAa LEHHOCTU NYTU ANA YKA3aHHbIX
VLAN.

spanning-tree vlan
vlan_list disable

no spanning-tree vlan
vlan_list disable

vlan_list: (1..4094)

3anpetuTb paboTy npoTokona STP Ha KOHUTrypupyemom
UHTepdeice ans ykasaHHbix VLAN.

PaspewunTtb paboTy npoTokona STP Ha KOHOUTrypupyemom
nHTepdeice ans ykasaHHbix VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YCTaHOBUTbL NpUopUTET MHTepdElica B KOPHEBOM CBA3YIOLLEM
nepese STP.
V 3HaueHue BbibMpaeTca M3 AManasoHa C wa-
rom 16.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

guard {root | loop | none}

spanning-tree vlan vian_list

vlan_list: (1..4094);

BK/OUUTD 3aLUUTY KKOPHA» Ha JaHHOM MHTepdelice ana
yKa3aHHbIX VLAN.

- root — 3anpewaeT nHTepdelicy 6biITb KOPHEBLIM MOPTOM
KOMMYTaTopa;

- loop — BKAtOYaeT Ha MHTepdeiice AONOHUTENBHYIO 3aLLUTY OT
netens. B cnyyae, ecnn nHtTepdeinc HaxoamuTCa B COCTOAHUM,
oTanyHom ot Designated v npu aTom nepecrtaet nonyyats BPDU,
nHTepdeic baokmpyeTcs;

- none — OTK/toYaeT Bce Guard-oyHKUMM Ha MHTepdeiice.
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no spanning-tree vlan
vlan_list guard

OTKAtounTb BCe Guard-pyHKLMU Ha uHTepdelice.

spanning-tree vian vlan_list
restricted-tcn

no spanning-tree vian
vlan_list restricted-tcn

—/BbIK/OYEHO

3anpeTtutb Nnpuem BPDU ¢ dpnarom TCN gns yKasaHHbix VLAN.

Paspewwntb npuem BPDU ¢ dpnarom TCN gns ykasaHHbix VLAN.

5.17.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHa3HayeH AN NOBbILEHUSA YCTOMUYNBOCTU U
HaAeXHOCTM CeTU nepefaun AaHHbIX, UMEloLWE KONbLUEBYIO TOMOJIOTMIO, 3@ CYET CHUMKEHUA BpPEeMEHMU
BOCCTAHOB/IEHWNA CETM B C/ly4ae aBapun. Bpema BOCCTaHOBAEHMA He npeBbiwaeT 1 ceKyHabl, YTO CyLecTBeHHO
MeHbLLE BPEMEHW NePEeCcTPOIMKN CeTU NPU UCNOIb30BAHMM NPOTOKO0B CEMECTBA spanning tree.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnvua 141 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4YaHuo

Aelicmeue

erps

no erps

—/BbIK/IOYEHO

PaspewunTtb paboTy npotokona ERPS.

3anpeTtutb paboTy npoTtoKosa ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3patb ERPS-konbLo ¢ naeHTudumkaTtopom R-APS VLAN, no
KOTOpoOM byaeT nepeaaBaTbca cnyKebHas MHGopmauus u
nepexon, B peXXMm KOHPUrypaLmm KosbLa.

-vlan_id — Homep R-APS VLAN.

Yaanutb ERPS-KonbLo ¢ naeHTudurkatopom vian_id.

KomaHObI pexcuma KOHgu2ypauuu Koasua

Bua 3anpoca KOMaHAHOM CTPOKM B peXkMme KOHOUIypaLmMmn KobLa:

console (config-erps) #

Tabnunua 142 — KomaHabl pexkuma KoHdurypaumm ERPS-Konbua

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

protected vlan add vian_list

vlan_list:(2..4094, all)

[o6asutb ananasoH VLAN B cNMCOK 3almieHHbIx VLAN.
- vilan_list — cnucok VLAN. inanasoH VLAN MoXHoO 3agaTb
nepeyncieHMemM Yepes 3anaTyto UM yKa3aTb HauyasbHoe 1

nn

KOHEeYHOEe 3Ha4YeHUA AMana3oHa Yyepes ,u,ecbmc .

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanutb gnanasoHd VLAN n3 cnmncka s3awmueHHbix VLAN.
-vlan_list — cnucok VLAN ana yaanexus.

port {west | east} {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no port {west | east}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Bbi6paTh west (east)-nopT KOMMyTaTOpPa, BKAOUYEHHOTO B KOAbLLO.

Ypanutb west (east)-nopT KOMMyTaTOpa, BK/IOYEHHOIO B KO/bLO.
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rpl {west | east} {owner
neighbor}

no rpl

—/no rpl

BbibpaTb RPL-nopT KOMMyTaTOpa U €ro posib.

- west — RPL-nopTom 6yaeT HasHayeH west-nopT;

- east — RPL-nopTom b6yaeT HasHayeH east-noprT;

- owner — KommyTaTop byaeT ABnATbCA BAagenbuem RPL-nopTa;
- neighbor — KommyTaTop byaeT ABNATbCA cocefoM BnasenbLa
RPL-noprTa.

Ypanutb RPL-nopT KommyTaTopa.

level level

no level

level: (0..7)/1

HacTpouTb ypoBeHb coobuieHnit R-APS. Heobxoammo gnn
NpoxoxaeHus coobueHunit yepes CFM MEP.
- level — ypoBeHb coobuieHmnii R-APS.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

ring enable

no ring enable

—/BbIK/IIOYEHO

BK/I10OUNTL GYHKLMOHMPOBaHME KObLa.

BbIKNOUNTL GYHKLUMOHUPOBAHWE KOAbLA.

version version

no version

version: (1..2)/2

BbI6paTb pexnm coOBMECTUMOCTM C APYTMMWU BEPCUAMMU NPOTOKONA
G.8032.
- version — BepcuAa npoTtokona G.8032.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWUIO.

revertive

no revertive

—/revertive

BbibpaTb perkmMm paboTbl KoabLa.

YCTaHOBWTb 3HaYe€HMEe N0 YMOAYAHWUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKa3aTb NOAKONbLO A8 AAaHHOTO KoAbLa.
- vlan_id — Homep VLAN.

Ypanutb NoAKONMbLO.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BKAOUMTL OTNPaBKy cMrHana ounctkn MAC-Tabanupbl B OCHOBHOE
KONbLLO NPW NEPeCcTpoeHnn NOAKObLA.

OTKNOYNUTbL OTNPABKY cMrHana ounctkM MAC-Tabaunubl B OCHOBHOE
KONbLLO NPV NepecTpoeHnn NoaKoNbLA.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTtHoe 10/500 mc

YcTaHOBUTL Taimep, 610KMPYIOLLMIA YCTapeBLIME COObLeHUs
R-APS.

YCTaHOBWTb 3HaY€HMe N0 YMOAYAHWUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 c
TOYHOCTbIO 5 Mc/0 mc

YCTaHOBUTb TaliMep 3a4€ePKKM peakLmm KoMMyTaTopa Ha
M3MEHEHWeE B COCTOSAHWUM. BMeCTo peakumm Ha cobbiTve
BK/IIOYAETCA TaliMep, Mo MCTeYeHMM KOTOPOro KOMMYTaTop
nHbOPMUPYET O CBOEM COCTOAHMU. MpeaHasHayeH ans
yMeHblieHWsa Gayaa nakeTos npu paanmnmHre NopTos.

YCTaHOBWTb 3HaYe€HMEe N0 YMOAYAHUIO.

timer wtr value

value:(1..12) muH/5

YcTaHOBWTb Talimep, KOTOpbI 3anyckaetca Ha RPL Owner
KoMMmyTaTope B revertive-pexume. Ucnonbsyertca ana
npeaoTBPaLLEHNA YacTbIX 3aLLUMUTHBIX NEPEKNOYEHMI U3-3a

MuH CUrHAN0B O HEMCNPABHOCTAX.

no timer wtr YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.

switch forced {west | east} dopcrpoBaTh 3aNycK 3aLLMTHOMO NEPEKYEHUA KobLa, Mpu
—/no 3TOM B0KMpPYeTCa yKa3aHHbIM NopT.

no switch forced OTMeHUTb POpPCUPOBaAHMA NEPEKNIOYEHUS KObLA.

switch manual {west | BpyuHyto 3a6/10KMpoBaTb YKa3aHHbIM west (east)-nopt u

east} —/no pa3bnoknposaTb east (west).

no switch manual OTMEHWTb PyYHYIO 6N10KMPOBKY.

abort OTKaTUTb U3MEHEHWA, BHECEHHbIE C MOMEHTa BXOAA B PEXUM

B KOoHbUrypaumm Konbla.
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KomaHOobi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnmua 143 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuio

KomaHda

3anpocutb nHdopmaumio 06 obwem coctosiHmm ERPS nam
COCTOAHUM YKA3aHHOrO KoJbLa.

show erps [vlan vian_id]

vlan_id: (1..4094)

5.17.7 Hacmpolika npomokKona LLDP

OcHoBHOM ¢yHKuMen npotokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
CETEBbIMM YCTPOMCTBAMM O CBOEM COCTOAHWUW M XapaKkTepuctukax. MHbopmaumsa, cobpaHHaa nocpeacTsom
npoTtokona LLDP, HakananBaeTca B yCTPOMCTBAX M MOXKET ObITb 3aNpoLLeHa YNPaBAAOLLMM KOMMbIOTEPOM MO
npoTtokoay SNMP. Takum o6pa3om, Ha OCHOBAHUWN COBPaHHOMN MHPOPMaALMKM, Ha YNPaBAAIOLLEM KOMMblOTEPE
MOMeET HbITb CMOAENMPOBAHA TONOAOIUA CETU.

KoMmmyTaTopbl NoAAepKMBAIOT Nepesayy Kak CTaHAAPTHbIX NapamMeTpoB, TaK U ONMUMOHANbHbIX, TaKUX
KaK:

—  WMMSA YCTPOICTBA U €ro onucaHue;
—  VMA NOPTa U ero onucaHue;
—  nHdpopmauma o MAC/PHY u . a.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 144 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3Ha4yeHue ”
KomaHda / Aelicmeue
no ymon4YaHuro
lidp run Pa3pewntb KoMmyTaTopy UCNOb30BaHWe NpoToKoaa LLDP.
—/paspelueHo
no lidp run 3anpeTnTb KOMMYTATOPY UCMO/Ib30BaHWe NpoToKoaa LLDP.

lidp timer seconds seconds: (5..32768)/30 OnpefennTb, KaKk 4acTo ycTpoicTeo byaeT oTnpaBAaTbL
obHoBeHne nHdopmaumm LLDP.

no lidp timer cex YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.

lidp hold-multiplier number 3a4aTb BEIMYMHY BPEMEHW 415 MPUHMMALOLLErO YCTPOKCTBA, B

TeYeHNe KOTOPOro HYXHO yAepKneBaTb NPUHMMaEMbIE NAKeTbl

LLDP nepeg ux copocom.

[laHHaA BeNnYMHaA NepefaeTca Ha NPUHUMAIOLLYO CTOPOHY B LLDP

number: (2..10)/4 update-nakeTax (nakeTax 06HOBNEHWA), ABNAETCA KPAaTHOCTbIO ANA

Tarimepa LLDP (lldp timer). Takum obpasom, Bpems KusHu LLDP-

nakeToB paccymuTbiBaeTca no popmyne TTL = min (65535, LLDP-

Timer * LLDP-HoldMultiplier)

no lidp hold-multiplier YcTaHaBAMBAET 3HAYEHUE N0 YMOIYAHMIO.

lldp reinit seconds MuHuManbHoe Bpems, KoTopoe LLDP-nopT byaeT oxkuaaTb nepes
seconds: (1..10)/2 cek | noBTOpHOW UHWMUManu3aLumei LLDP.

no lidp reinit YCTaHOBWTb 3HAYEHME MO YMONIYAHUIO.
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lldp tx-delay seconds

seconds: (1..8192)/2

YCTaHOBUTb 3afepXKKy MexXagy nociegylowymn nepegadyamu
naketoB LLDP, MHUUMMPOBAHHBIMU M3MEHEHUSMU 3HAYEHWN
WAW cTaTyca B IOKabHbIX 6a3ax AaHHbIX MIB LLDP.

cex V PekomeHayeTtca, 4TO6bl AaHHaA 3aAepiKKa
6bina meHblie, yem 3HayeHue 0.25* LLDP-
Timer.
no lidp tx-delay YCTaHOBWTb 3HAYEHME N0 YMONUYAHUIO.
lidp lidpdu {filtering | OnpeaennTb pexum obpaboTkm naketos LLDP, Korga npoTokon
flooding} LLDP BbIkNtOYEH HA KOMMYTaTOpE:
- filtering — yka3biBaeT, uyTo LLDP-nakeTbl puNbTPyOTCA, €Cn
— [filtering npoToKon LLDP BbIkAtOYEH Ha KOMMYyTaTOpeE;
- flooding — yka3sbiBaeT, yTo LLDP-nakeTbl nepeaatoTca, ecim
npoTokon LLDP BbikAOYEH HAa KOMMYyTaTOpe.
no lidp lidpdu YCTaHOBUTb 3HAaYE€HNE NO YMOAYAHUIO.

lidp med fast-start
repeat-count number

no lldp med fast-start
repeat-count

number: (1..10)/3

YcTaHoBWTb Yncno nosTopeHuii PDU LLDP gns 6bicTporo 3anycka,
onpeaenaemoro nocpeacrtsom LLDP-MED.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

lldp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged
| untagged}] [up priority]
[dscp value]

no lldp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpeaenvTb NpaBuao a4 napametpa network-policy (ceteBas

NOUTUKA YCTPOICTBA). JaHHbI napameTp aBasercs

OMNUMOHANbHLIM ANA pacwnpeHna npoTokona LLDP MED.

- number — nNopsAAKoBbIN HOMep Npasuaa network policy;

- application — rnaBHas GyHKUMA, onpefeneHHas ana AaHHOTo

npasuna network policy.

-vlan_id — npeHtndukatop VLAN gns gaHHoOro npasuna;

- tagged/untagged — onpegensert, TernposaHHoOM namn

HeTernpoBaHHol bygeTt VLAN, ucnonb3yemas gaHHbIM NPaBuaom.

- priority — NpuopuTET AaHHOTO NpasBuaa (Mcnoib3yeTca Ha

BTOpOM ypoBHe mogenu OSl);

- value — 3Ha4yeHune DSCP, ncnonb3yemoe AaHHbIM NPaBUIOM.

Ecnun He yKa3biBaTb 3HaYeHWe DSCP, no ymon4yaHio KoMMyTaTop

byneT oTnpasnaTb napametp DSCP 0.

V U3meHeHne network-policy BO3MOXKHO TONbKO

nocne CHATUA NOAUTUKU CO BCEX MHTepdeiicoB,
rae oHa NpMMeEHeHa.

Ypanutb cosgaHHoe nNpasuao Ans napameTpa network-policy.

lldp notifications interval
seconds

no lidp notifications
interval

seconds: (5..3600)/5
ceK

YCTaHOBWTb MaKCMMaJibHYO CKOPOCTb Nepeaaqn yBeaoMIeHuin
LLDP.

- seconds — nepuog BpemeHu, B Te4eHNe KOTOPOro yCTPOMCTBO
MOKeT 0TNpPaBuTb He 60s1ee 04HOro YBeAOMNEHUSA.

YCTaHOBUTb 3HAYE€HME MO YMOYAHWIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm nHtepdeicos Ethernet:

console (config-if) #

Tabnunua 145 — KomaHabl pexkuma KoHdurypaumnm nHtepdeliica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o

ymon4yaHuro

Aelicmeue

lidp transmit

no lidp transmit

lidp receive

M0 YMONYaHMUIO
paspeLueHo

NCMNoNb30BaHWe B 060MX

HanpasaeHUAX.

Pa3pewntb nepegavy naketos no npoTokony LLDP Ha
UHTepodeiice.

3anpeTnTb Nepegavy NaketToB No NpoTokony LLDP Ha
UHTepodeiice.

PaspewunTb npMem naketos no NpoTokony LLDP Ha
UHTepodeiice.
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no lidp receive

3anpeTnTb NpMem NakeTos No NpoTokoay LLDP Ha
MHTepodeiice.

lidp optional-tiv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMONYaHUIO
onuMoHanbHble TLV He
BKNIOYEHbI B MaKeT.

OnpeaennTb, Kakne onunoHanbHble TLV-nona (Type, Length,
Value) 6yayT BK/lOYEHbl YCTPOMCTBOM B NepeaaBaemMblit
LLDP-naker.
B KOMaHAy MOKHO BKAHOYUTb OT OAHOTO A0 NATU
OnuMoHanbHbIX TLV.

TLV 802.3-power-via-mdi pocTynHa TO/AbKO Ha
V YCTPOUCTBAX C noAaaepKoi PoE.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

lidp optional-tiv 802.1
{pvid [enable | disable] |
ppvid {add | remove}
ppv_id | vlan-name {add |
remove} vian_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyanuio
onuMoHanbHble TLV He
BKJIOYEHbI.

OnpeaennTb, Kakne onumoHanbHble TLV-nonsa byayt
BKJIKOYEHbI YCTPOMCTBOM B NepegaBaembiii LLDP-nakeT:

- pvid — PVID nHTepdelica;

- ppvid — po6asutb/yaanuts PPVID;

- vlan-name — ao6asutb/yaanuts Homep VLAN;

- protocol — f06aBUTb/yAannUTb ONpeseneHHbI NPOTOKO.

YCTaHOBUTb 3HAYeHMe Nno YMOI4aHUIO.

lidp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lldp management-
address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).
Mo ymonyanuio
ynpasnsaowmii agpec
onpegensetca
aBTOMaTUYECKMH.

OnpeaenvTtb ynpaBaatowWwmii agpec, 0b6bABAEHHbIN Ha

uHTepodelice.

- ip_address — 3apaeTcs ctaTuyeckuit IP-agpec;

- none — yKasblBaeT, YTO afpec He 06bABNEH;

- automatic — yKkasbIBaeT, YTO cMCTeMa aBTOMATUYECKU

BblOMpaeT ynpaBnsatoLWmii agpec, U3 CKOHGUIYpPUPOBaAHHBIX

afipecoB 3a4aHHOro UHTepdelica.

Ecnun nntepdeltic ethernet unun nHtepdeiic rpynnol noptos

npuHaanexat VLAN, To fgaHHbIn agpec VLAN He 6ypeT

BKJIHOYEH B CMMCOK BO3MOMKHbIX YNPaBAAIOLMX apecoB.

V B cnyyae Hanuuua HeckonbKux IP-agpecos cuc-
Tema BblibMpaeT HavanbHbIK IP-agpec u3 amana-
30Ha AMHamuuyeckux IP-apgpecos. Echu guHamu-
YyecKue agpeca OTCYTCTBYIOT, TO cucTema BbibU-
paeT HauyanbHbIW IP-agpec U3 AuManasoHa BO3-
MOXHbIX cTaTU4ecKkux IP-agpecos.

Yaanutb ynpasnatowmi IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

Nno YMONIYaHMIO OTNpaBKa
yBegomienuit LLDP
3anpeLlyeHa.

Pa3pelunTb/3anpeTuTb OTNpaBKy yBeaomaeHunin LLDP Ha
MHTepodeiice.

- enable — paspelaer;

- disable — 3anpeuiaer.

YCTaHOBUTb 3HAYeHue no YMO4YaHUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,

Pa3pewuntb ncnosib3oBaHMe paclimpeHns npotokona LLDP

location, MED.
inventory)/3anpeLueHo B KOMaHAy MOXHO BKNHOUYUTH OT OAHOIO A0 Tpex
MCNoab30BaHMe cneumanbHbix TLV.
paclmnpeHnsa NpoToKoa
LLDP MED.
lidp med network-policy HasHauuTb npasuao network-policy saHHoOMy uHTepdelicy.
{add | remove} number - add — Ha3HayaeT npasuo;
number: (1-32) - remove — yzanfeT npasuo;

no lldp med network-policy

- number — Homep Npasuna.

Ypanutb npasuao network-policy ¢ gaHHOro MHTepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-
elin ecs_elin_data}

coordinate: 16 6aliT;
civic_address_data:
(6..160) 6air;
ecs_elin_data: (10..25)
6aur.

3agaTb MECTONoN0KEeHMEe YCTPOWUCTBA AN NpoToKona LLDP
(3HaueHue napameTpa location npotokona LLDP MED).

- coordinate — appec B cucTeme KOOpAMHAT;

- civic_address_data — agMUHUCTPATUBHbIN aapec
YCTPOWCTBA;

- ecs-elin_data — appec B dopmaTe, onpeneieHHOM
ANSI/TIA 1057.
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no lidp med location
{coordinate | civic-address
| ecs-elin}

Y4anuTb HaCTPOMKKM NapameTpa mectonosoxKeHus location.

lidp med notification
topology-change {enable |
disable}

no lldp med notifications
topology-change

—/3anpeleHo

Pa3peluntb/3anpeTuTb OTNpasKy yBegomneHunin LLDP MED o6
MN3MEHEHWUW TOMONOTUN.

- enable — paspeluaeT oTNpaBKy yBegoMAEHUI;

- disable — 3anpewaer oTnpaBKy yBEAOM/IEHWIA.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

V MakeTbl LLDP, npuHATbIe Yepe3 rpynny nopTos, 3anOMUHAIOTCA UHAUBUAYANIBHO NOp-
TaMu rpynnbl, NPUHABLWKNMU coobweHua. LLDP otnpaBnsaeT pasnnyHble coobeHuns Ha
KaKA4bl NOPT rpynnbl.

/ PaboTa npoTtoKona LLDP He 3aBUCUT OT cOCTOAHUA NPOTOKona STP Ha nopTy, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA Ha 3a610KMPOBAHHbIX NpoToKonom STP-nopTtax.
Ecau nopT KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c nopTom TO/IbKO B C/ly4ae, ecnm

OH aBTOpPU30BaH.

KomaHObI pexcuma privileged EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 146 — KomaHgbl pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

clear lidp table [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OumncTutb Tabnnuy agpecos 06HaPYKEeHHbIX COCEHUX YCTPONCTB
M HayaTb HOBbIM LMKN 0bMeHa nakeTamu no npotokony LLDP
MED.

show lidp configuration [gi-
gabitethernet gi_port |

| oob | detailed]

tengigabitethernet te_port |
fortygigabitethernet fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasaTtb LLDP-KoHUrypawumm Bcex pusmnyeckux nHtepodencos
YCTPOWCTBA, MO0 33AaHHbIX MHTEpdENCOoB.

show lldp med configura-
tion [gigabitethernet

te_port | fortygigabitether-
net fo_port | oob | de-
tailed]

gi_port | tengigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MoKaszaTb KOHGUIrypauum pacmpeHunsa npotokona LLDP-MED ansa
BCex pusmnyeckunx nHtepdericos, MO0 3afaHHbIX UHTEPPENCOB.

show lldp local
{gigabitethernet gi_port |

| oob}

tengigabitethernet te_port |
fortygigabitethernet fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokaszaTtb LLDP-nHpopmaumio, KOTOpyto aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |

| oob]

tengigabitethernet te_port |
fortygigabitethernet fo_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasaTtb cTaTyc nepe3sarpysku TLVs LLDP.
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show lldp neighbors MNMoKa3aTb MHOPMaLMIO O COCEAHUX YCTPOMCTBAX, HA KOTOPbIX
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | pabotaet npotokon LLDP.

tengigabitethernet te_port | te_port: (1..8/0/1..24);

fortygigabitethernet fo_port fo_port: (1..8/0/1..4)

| oob | detailed]

show lldp statistics MokasaTtb cTaTUcTuKy LLDP.

[gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port | te_port: (1..8/0/1..24);

fortygigabitethernet fo_port fo_port: (1..8/0/1..4)

| oob | detailed]

[pumepbl 8bINOAHEHUS KOMAHO

= YcTaHoBUTb Ans nopta tel/0/10 cneaytowme tlv-nona: port-description, sytem-name, system-de-
scription. lna gaHHoro nHtepdeica gobasuTb ynpasasatowmin agpec 10.10.10.70.

console (config) # configure
console (config) # interface tengigabitethernet 1/0/10

(
(
console (config-if)# 1ldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 10.10.10.70

= [locmoTpeTb KoHurypaumio LLDP:

console# show lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabnnuya 147 — OnucaHne pesynbTaTos

lMone OnucaHue

Timer OnpeaenunTb, KaK 4acTo ycTpoincTBo oTrnpasnseT LLDP-o6HoBAEeHMA.

OnpeaenuTb BesiMunHy BpemeHu (TTL, Time-To-Live) 4na npMHMmatoLwero ycTpon-
Hold Multiplier CTBA, B TEY4E€HME KOTOPOro HYXKHO yAepKMBaTb NPMHUMaemMble nakeTbl LLDP nepes
ux cépocom: TTL = Timer * Hold Multiplier.

Onpegenntb MMHMMaIbHOE BpeMA, B Te4eHne KOTOporo nopT 6yp,eT OXuaOaTb nepen

Reinit delay nocbinkol cneaytouwero LLDP-coobueHus.

Tx delay Onpeaenuntb 3a4epKKY Mexay I'IOCﬂue,L'J,WOLLI,VIMM nepegadyamu LLDP-kagpos, MHULK-
MPOBaHHbIX U3MEHEHUAMM 3HaYeHuU NMbo cTaTyca.

Port Homep noprta.

State Pexkum paboTbl nopTa gns npotokona LLDP.
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MNepepasaemble TLV-onumu.
Bo3MOKHble 3HaYeHuA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnuncaHue cUCTeMbI;

SC — BO3MOKHOCTM CUCTEMbI.

Optional TLVs

Address Aapec ycTpoicTBa, KoTopblii nepegaetcs B LLDP-coobuweHusx.

Notifications YKasblBaeT, pa3pelleHbl Uau 3anpelleHbl ysegomienma LLDP.

MokasaTb MHGOPMaLMIO O COCeAHUX YCTPOWMCTBAX:

console# show lldp neighbors

Port Device ID Port ID System Name Capabilities
te0/1 0060.704C.73FE 1 ts-7800-2 B
te0/2 0060.704C.73FD 1 ts-7800-2 B
te0/3 0060.704C.73FC 9 ts-7900-1 B, R
te0/4 0060.704C.73FB 1 ts-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1,/0/20

Device ID: 02:10:11:12:13:00
Port ID: gi0/23
Capabilities: B

System Name: sandbox?2

System description:

24-port 10/100/1000 Ethernet Switch

Port description:

Ethernet Interface

802.3 MAC/P
Auto-negoti
Auto-negoti
Auto-negoti
duplex mode
duplex mode
Operational

Time To Live:

112

HY Configuration/Status

ation support: Supported
ation status: Enabled

ation Advertised Capabilities:
, 100BASE-TX half duplex mode,

100BASE-TX full
10BASE-T half

1000BASE-T full duplex,
10BASE-T full duplex mode,

MAU type: Unknown

Tabnnua 148 — OnucaHue pesynbTaTos

Mone OnucaHue
Port Homep nopTa.
Device ID Nms nnm MAC-agpec cocegHero ycTpoicTaa.
Port ID NaeHTMduMKaTOp NopTa coceagHero ycTpoiicTaa.

System name

CucTeMHOE UMSA YCTPOCTBa.

Capabilities

[aHHoe none onucbiBaeT TMN yCTpoicTBa:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — Touka goctyna Wi-Fi (WLAN Access Point);
T — TenedoH (Telephone);

D — DOCSIS-yctpoitctso (DOCSIS cable device);
H — CeteBoe ycTpoicTtso (Host);

r — MosTopuTens (Repeater);

O — Tun HeussecTeH (Other).

System description

OnucaHuWe coceHero ycTpoicTaa.
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Port description OnwncaHue nopTa cocegHero ycTpomncraa.

Management address Appec ynpaB/iieHUA yCTPOMUCTBOM.

Auto-negotiation
support

OnpegensaeT, NoAAepKMBAETCA I aBTOMATUYECKOE onpeaeneHne pexnma nopra.

OnpegenseT, BKAOYEHA /M NOAAEPKKA aBTOMATUUECKOIO ONpeAeNeHNs pexxmma
nopta.

Auto-negotiation
status

Auto-negotiation Onpepenset pexumbl, nogaepxnsaemole GyHKLMEN aBTOMAaTUYECKOrO onpeaene-

Advertised HUSA noprTa.

Capabilities

Operational MAU Pabouunit MAU-TMN ycTpolicTaa.
type

5.17.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — pyHKLMN YypOBHS KaHana
nepegayn AaHHbIX NPeacTaBAAoT coboli NPOTOKON MOHUTOPUHIA COCTOSIHMUA KaHana. B aTom npoTokosie gna
nepegayn MHPoOpmMaLMM O COCTOAHUM KaHala MeXKAy HernocpeacTBEHHO MOAKAHOYEHHbIMU YCTPOMCTBAMMU
Ethernet ncnonbsytoTca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoiicTBa A0/KHbI MOAAEPHKUBaTb
ctaHgapt IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if) #

Tabnnua 149 — KomaHgb! pexxuma KoHdpurypaumm nntepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

ethernet oam

no ethernet oam

—/OTKNOYEHO

BkntounTb nopaepky Ethernet OAM Ha nopty.

OtkntounTb Ethernet OAM Ha KOHUrypupyemom nopry.

ethernet oam link-monitor
frame threshold count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame threshold

YCcTaHOBWTb NOPOT KOAMYECTBa OLWMBOK 33 yKa3aHHbIN Nepuog,
(nepnopg, yctaHaBAnBaetca komaHaol ethernet oam link-monitor
frame window).

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame window window

window: (10..600)/100

no ethernet oam link-moni-
tor frame window

mcC

YCTaHOBUTbL BPEMEHHOM MPOMEKYTOK A41A noAcyeTa KoandyecTsa
OWnBOK.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

ethernet oam link-monitor
frame-period threshold
count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame-period threshold

YcTaHoBUTb Nopor ana cobbitua «frame-period» (nepunog,
ycTaHaBuBaeTcA KomaHaon ethernet oam link-monitor frame-
period window).

BoccTtaHOBUTL 3Ha4YeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame-period window win-
dow

window:

no ethernet oam link-moni-
tor frame-period window

(1..65535)/10000

YCTaHOBUTb BPEMEHHOM NPOMEXYTOK A5 cobbiTua «frame-
period» (B Kagpax).

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

count: (1..900)/1

YcTtaHoBUTb Nopor ana cobbitua «frame-period» (nepunog
ycTaHaBuBaeTca KomaHaon ethernet oam link-monitor frame-
seconds window), B cekyHaax.
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no ethernet oam link-moni-
tor frame-seconds thresh-
old

BoccTtaHOBUTb 3HAYEHWE NO YMONYAHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-moni-
tor frame-seconds window

window:
(100..9000)/100 mc

YCTaHOBUTbL BPEMEHHOM NMPOMEKYTOK ana cobbiTua «frame-
period».

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam mode {active
| passive}

YCTaHOBUTb peXkMm paboTbl npoTokona OAM:
- active — kommyTaTop noctoAaHHO oTnpasnsetr OAMPDU;

—/active - passive — KommyTaTop HaunHaet otnpaeaAaTe OAMPDU TonbKko
npu Haanumm OAMPDU co BCTPEYHOM CTOPOHBI.
no ethernet oam mode BocCCTaHOBWTL 3HAYEHME MO YMO/YAHMIO.
ethernet-oam remote-fail- BKAOUNTL NOAAEpPKKY M 06paboTKy cobbiTnin «remote-failure».
ure
—/BKAOYEHO
no ethernet oam re- BoccTaHOBUTL 3HAaUYEHME MO YMOYAHMIO.
mote-failure
ethernet oam remote-loop- BKAtounTb NnoaaepKky dyHKkunmn remote-loopback.
back supported — JoTkniodeno
no ethernet oam re- BoccTtaHOBUTL 3HaYEHME MO YMONYAHWIO.
mote-loopback supported
ethernet oam uni-direc- BKNOYUTL GYHKLMIO OBHAPYKEHUA OAHOHANpPaB/IEHHbIX CBA3EN Ha
tional detection 6ase npoTtokona Ethernet OAM.
— —/OTKAKOUYEHO
no ethernet oam uni-direc- BoccTaHOBWTL 3HAUYEHME MO YMOYAHMIO.
tional detection
ethernet oam uni-direc- OnpefenvTb peakuuio KOMMyTaTopa Ha OAHOHAMNpPaBAEHHYIO
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap u 3anucb B XKypHan;
—/log - error-disable — nepesog nopTa B coctosHue «error-disable»,
3anucb B XXypHan u otnpaska SNMP trap.
no ethernet oam uni-direc- BOCCTaHOBUTb 3HAYEHME MO YMOYAHMIO.
tional detection action
ethernet oam uni-direc- BKtOUYNUTL arpeccuBHbIN peXxXum onpeaeneHns
tional detection agressive OfHOHanNpaBneHHoW cBA3n. Ecam oT cocegHero ycTpoicTea
nepectatot npuxogutb Ethernet OAM-coobuieHns — AMHK
—/oTK/04eHO

no ethernet oam uni-direc-
tional detection aggressive

nomeYyaeTcsa Kak O,D,HOHaI'IpaBneHHbIVI.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

ethernet oam uni-direc-
tional detection discovery
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YCcTaHOBWUTb BPEMEHHOW UHTEpBan AN OnpeAesieHUsa TUNa CBA3K
Ha nopTy.

BocctaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

KomaHOwbi pexcuma privileged EXEC

Bce KomaHAbl JOCTYMHbI ANS NPUBUAETMPOBAHHOIO MoJib3oBaTeNs. Bua 3anpoca KOMaHAHOMN CTPOKM
perknma privileged EXEC:

console#
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Tabanua 150 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

clear ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OYnCTUTL cTaTUCTURY Ethernet OAM gna ykasaHHOro nHTepdeliica.

show ethernet oam discov-
ery [interface {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT06pasunTb coctoaHmne npoTokona Ethernet OAM gna ykasaHHoro
MHTepodeica.

show ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT06pPa3nTb CTATUCTUKY 0BMEHA NPOTOKONbHBIMW COOBLLEHUAMM
[OJ/19 YKa3aHHOTo UHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OT1obpa3unTb HacTpoikn Ethernet OAM pnsa ykasaHHoro
nHTepdeiica.

show ethernet oam uni-di-
rectional detection [inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTo6pasnTb COCTOAHME MeXaHU3Ma onpeaeneHns
OfHOHanpaBJ/IeHHbIX CBA3EN 411 YKa3aHHOro nHTepdeiica.

ethernet oam remote-loop-
back {start/stop}

interface { gigabitether-

net gi_port
/tengigabitethernet te_port
}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24)

3anycTuTb NPOLLECC TECTUPOBAHMA KaHala C MOMOLLbIO
ethernet oam remote-loopback Ha ykazaHHOM UHTepdelice.

[pumepbl 8bIN0AHEHUS KOMAHO

=  OT06pa3unTb cOCTOAHME NPOTOKONA ANA nopTa gigabitethernet 1/0/3:

console# show ethernet oam discovery interface GigabitEthernet 0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:

Mtu size:
Operational status:
Port status:
Loopback status:
PDU revision:

Remote client

MAC address:
Vendor (oui) :

gigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

a8:£9:4b:0c:00:03
a8 f9 4b
Administrative configurations:
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PDU revision: 3
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500

console#

5.17.9 Hacmpolika npomokona CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity Fault Management), IEEE802.1ag — npeaocTtaBnseTt dbyHKUUM Habaoge-
HWA, NOUCKa U yCTPaHEHMS HeMCNpaBHocTel B ceTax Ethernet, No3BonsAs KOHTPOIMPOBATL COEANHEHNE, U30-
NIMPOBaTb NPOB6eMHbIE YYACTKM CETU U MAEHTUPULMPOBATL KAMEHTOB, K KOTOPbIM MPUMEHAINCL OrpaHuYe-
HWA B CETW.

MpoToKon onepupyeT cieayowmuMm NOHATUAMM:

=  Maintenance Domain (MD) — y4acToOK ceTu, NpUHaaNeKaLLni U ynpaBaseMbli O4HUM ONEPaTOPOM;

= Maintenance Association (MA) — COBOKYNHOCTb KOHeYHbIx TodeKk (MEP), Karkaas us KoTopbiX UMeeT
oAMHakoBbIn naeHTudumkatop MAID (Maintenance Association ldentifier), onpeaenatowmin Tun cep-
BUCa;

= Maintenance association End Point (MEP) — KoHeuHasi TOUKa cepBuca, pacrno/ioXKeHHas Ha ero rpa-
HULE;

=  Maintenance domain Intermediate Point (MIP) — npomeyToyHas ToYKa AOMeHa.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KoOMaHAHOWN CTPOKM pexmnma ri1o6anbHOro KOHPUrypmpoBaHma:

console (config) #

Tabnnua 151 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
o yMoA4YaHUuto
ethernet cfm domain name Co3aaTb (MM cmeHUTb ypoBeHb) CFM-gomeHa (MD) ¢ umeHem
[level level] name:(1..32) «name» 1 NepeinTh B PeXKMM KOHOUTYPUPOBAHUA OMEHA.
CMMBO/I0B - level — yposeHb CFM pomeHa.
no ethernet cfm domain level: (0..7)/0 Yaanute CFM-gomeH (MD) ¢ umerem “name”.
name

KomaHObI pexcuma KoHgu2ypuposaHUsa 0oMeHd

Bua, 3anpoca KOMaHAHOW CTPOKM B PeXume KOHPUIrypmposaHMa AoMeHa:
console (config-cfm-md) #

Tabnuua 152 — KomaHapl pexxuma KoHpurypuposaHma CFM-gomeHa (MD)

3HayeHue/3HavyeHue

Aelicmeue
o ymon4arHuro

KomaHoa

YKaszatb ngeHtuoukatop CFM-gomeHa (MD). MUmeHem gomeHa
MOKeT bblITb:
- dns — dns-ums;

id { dns dns | name name
| mac mac_address num-
ber | null }

name: (1..43) cumBonos
dns: (1..43) cumBonos
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no id

mac_address : H.H.H
man H:H:H:H:H:H namn H-
H-H-H-H-H
number: (0-65535)
Mo ymonuanuto: id name
COOTBETCTBYET UMEHM
AOMeHa

- name — TEKCTOBAA CTPOKa;

- mac_address number — MAC-agpec 1 YucnoBoi
MAeHTUPUKATOP AOMEHa;

- null — NULL npeHTtndmkatop.

YCTaHOBUTb 3Ha4YeHMe N0 YMOYAHMUIO.

service port

{ vlan-id vlan_id |
name name |
number number }

no service port

service vlan vian
{vlan-id vian_id |
name name |

number number

no service vlan vian_id

vlan_id: (1..4094)
name: (1..45) cumBosios
number: (0..65535)

Co3pgaTb CFM-cepsuc (MA) 6e3 npmeasku K VLAN 1 nepexos B
pexxmMm KoHOUTYpUpPOBaHUA cepauca.

Ypanute CFM-cepsuc (MA).

Co3gatb CFM-cepsuc (MA), npmesasaHHbIi K VLAN c Homepom
«vlan» v NnepenT B peXXnMm KOHGUTyprMpoBaHUA cepBumca. MmeHem
cepBuCa MOXKET ObITb:

-vlan_id — Homep VLAN;

- name — TEKCTOBAA CTPOKa;

- number — yncnosoi naeHTUdMKaTop.

Ypanute CFM-cepsuc (MA), npussasaHHoro K VLAN c Homepom
«vlan_id».

mip auto-create [lower-
mep-only]

no mip auto-create

—/a BTOMaTU4eCcKoe
COo34aHue OTK/Ilo4eHO

BKNHOUMTb aBTOMATUYECKOE CO34aHME MPOMEKYTOUHbIX TOYEK
cepsuca (MIP). MpomerKyTouHble ToukM cepsuca (MIP) cosaatoTca
Ha BCex nNopTax, Ha KoTopbix nponucad VLAN cepsuca.
Heobs3aTenbHblii NnapameTp «lower-mep-only» nckaoyaeT us
CMUCKA NOPTbI, HA KOTOPbIX YXKe CO34aHa KOHEeYHas TOYKa cepBuca.

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHus cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe KOHGUIyprpoBaHUa AoMeHa:

console (config-cfm-ma) #

Tabnuua 153 — KomaHapl pexkuma KoHpurypmuposaHma CFM cepsuca (MA)

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

continuity-check interval
interval

no continuity-check in-
terval

interval: (1, 10, 100, 600)
cekyHa/1 cekyHaa

YcTaHOBUTb MHTepBan oTnpasku Continuity Check coobuueHmnii.

YCTaHOBUTb 3HaYeHue no YMOAN4YaHUIO

direction down

no direction down

YCTaHOBWUTL HanpaBneHWe KoHeYHoM Toukon cepsuca (MEP) B
HUcxoasLee.

YCTaHOBWTL HanpaBaeHMe KOHeYHoM To4kK cepsuca (MEP) B
BOCxoAdlee.

efd notify erps

no efd notify erps

—/BbIK/IOYEHO

BK/IOUNTL OTNPABKY yBEAOMIEHWI 06 06HapyKeHUW N3MeHeHus
cocToaHMA Konbla ERPS Ha cobbiTua events propagation link
failure/restore v HapyLeHWe CBA3HOCTH, AETEKTUPOBAHHbIX C
nomoubto Continuity Check Protocol (CCM)

OTKNOYUTB OTNPABKY YBEAOMIEHUN.

mep id

no mep id

id: (1..8191)

[06aBuTb KOHeYHyto Touky cepsuca (MEP) ¢ naeHtMpmnkatopom
«id» K AaHHOMY cepBuCy.
[aHHOW KOMaHAOoM OcCylLecTBAAETCA TO/IbKO NpUBA3KA
MEP K cepBucy. MEP co3pgaetca B pexxume KOHPUrypu-
poBaHusa uHtepdeiica.

YAanuTb KOHEYHYo TOUKy cepsuca (MEP).

mip auto-create { lower-
mep-only | none }

—/no ymonuaxuio
NCMNO/Ib3YETCA PEXKMM,

BK/OUMTb aBTOMATUYECKOE CO3JaHNe NMPOMEKYTOUHbIX TOUEK
cepsuca (MIP). NMpomexyTo4Hble Touku cepsuca (MIP)
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no mip auto-create

CKOHOUIYPUPOBaHHbIN
AN JOMEHa, B KOTOPOM
HaxXo4MTCA Cepaunc

CO34al0TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN cepsuca.
Heoba3aTenbHble napameTpbl:
—  lower-mep-only — nckntoyaet us cnucka nopTbl, Ha
KOTOPbIX y¥Ke co3aaHa KoHe4yHas Touka cepsuca (MEP);
—  none — He C0343aBaTb aBTOMATUYECKN MPOMEKYTOUHbIE
To4YKM cepsuca (MIP).

YCTaHOBWUTb 3Ha4YeHME N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet

BuA 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypmuposaHus mHtepderica Ethernet, nHrepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 154 — KomaHabl pexkmuma KoHpurypuposaHusa nutepdeinca Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

ethernet cfm mep mep_id
domain domain_name
service {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain do-
main_name service {vlan-
id vlan_id | name name |
number number}

mep_id: (1..8191);
domain-name: (0..32)
CYMBOJIOB;
vlan_id: (1..4094);
name: (0..45) cumB0ONOB;
number: (0..65535).

Co3gaTtb Ha UHTepdelice KOHeYHOM ToUKK cepeuca (MEP) ¢
naeHTnGUKaTOpOM mep_id ANA YyKa3aHHOTo cepBmUCa B YKA3aHHOM
JOMeHe 1 nepexos, B pexunm koHdurypmposarua MEP.

YAanuTb KOHEUHYHO TOUKY cepBuUCca C UHTepdeiica.

KomaHObI pexcuma KoHgpu2ypupos8aHUs KOHEeYHOU moyYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXUMe KOHPUIyprpoBaHUa AoMeHa:

console (config-if-cfm-mep) #

Tabnuua 155 — KomaHapl pexkuma KoHpurypmuposaHma CFM KoHeuHol Toukun (MEP)

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

active

no active

—/BbIK/IOYEHA

BK/OYUTL KOHEYHYIO TOYKY cepsuca (MEP).

YCTaHOBUTb 3Ha4YeHME N0 YMOJYAHMUIO.

continuity-check enable

no continuity-check ena-
ble

—/BbIK/IlOYEHa

BkntoueHune otnpasku Continuity Check coobuweHuni.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

COs cos

Nno Cos

cos: (0..7)/7.

YcTaHOBUTL 3HauYeHue npuopuTeta CoS, ¢ KoTopbim 6yayT
oTtnpasnsaTbes Continuity Check coobueHus.

YCTaHOBUTb 3Ha4YeHME NO YMOIYAHMUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKaszaTb UHTepBas 3a4epPKKK, N0 UCTEYEHUM KOTOPOTo 6yp,eT
reHepmnpoBaTbCA aBapuA.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKa3zaTb MPOMEXKYTOK BPEMEHMU, MO UCTEYEHMUU KOTOPOTro
npounsonget cbpoc aBapum.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

alarm notification { all |
error-xcon | remote-er-
ror-xcon | mac-remote-
error-xcon | xcon | none }

—/mac-remote-error-
Xcon

BK/OUYUTD YBEAOMAEHMA ANA ONpeAeieHHbIX TUNOB COBbITHIA.
Tunbl COBLITUIA:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote, DefError,
DefXcon;

- error-xcon — TonbKo cobbitua DefError u DefXcon;
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- remote-error-xcon — T0/1bKo cobbiTua DefRemote, DefError u
DefXcon;

- mac-remote-error-xcon — To/bKo cobbiTna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — To/bKo cobbiTne DefXcon;

- none — yBeAOMNEHUSA OTK/IKOUYEHbI.

no alarm notification YCTaHOBUTbL 3HaYEHUE NO YMONYAHUIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:
console#

Tabnnua 156 — KomaHgb! pexuma privileged EXEC

3Ha4yeHue/3HayeHue

Aeiicmeue
o yMon4YaHuo

KomaHoa

show ethernet cfm do-

. name: (1..32) cumBonos | OTo6pasuTb MHGOPMaLMIO 06 yKasaHHOM AOMeHe uau 060 BCex.
main [name]

0OT06pa3znTb MHPopmaumio 06 owmnbkax Continuity Check
npoToKona.

show ethernet cfm errors _

show ethernet cfm
maintenance-points { lo- —
cal | remote }

OTO06pasnTb MHGOPMALMIO O NOKANbHBIX UK YAANEHHbIX
KOHEUHbIX TO4Kax cepsuca (MEP).

show ethernet cfm mpdb name: (1..43) cumBonos

[domain-id { dns name | mac-address: H.H.H uw 0T06pasnTb MHGOPMALMIO O MPOMEKYTOUHbIX TOYKaX cepauca
name | name name| mac H:H:H:H:H:H nan H-H-H- (MIP) 418 yKasaHHOTO AOMEHa WA AN Beex

mac-address number | H-H-H; )

null}] number: (0-65535)

show ethernet cfm statis-
— OTo6pasnTb CFM-CTaTUCTUKY ANA BCEX LOMEHOB.

tics

show ethernet cfm statis- domain-name: (0..32)

tics domain domain-name CUMBOOB;

service { vlan-id vian_id | vlan_id: (1..4094); 0OT06pa3nTb CFM-CcTaTUCTUKY N5 YKA3aHHOTO OMEHa.

name name | number name: (0..45) cumBo10B;

number } number: (0..65535)

show ethernet cfm statis- . OTo6pasnTb CFM-CTaTUCTUKY AN YKa3aHHOW KOHEYHOM TOYKM
. Ly id: (1..8191)

tics mpid id cepsuca (MEP).

5.17.10 Hacmpolika ¢pyHkyuu Flex-link

Flex-link — ¢yHKUMA pesepBuMpoBaHWA, NpeaHasHayeHHaa OnAa obecrneyeHUs HaAEXKHOCTM KaHana
nepefaun aaHHbix. B ceaske flex-link moryt HaxoauTtbesa ethernet n port-channel untepdelicol. OanH U3 aTNX
UHTepdEercoB HaXo0AMTCA B 3ab/IOKMPOBAHHOM COCTOAHWUM M HAaYMHAET NPOMYCKaTb TPadUK TONbKO B C/yyae
aBapuKn Ha BTOPOM MHTepdeiice.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepdgelica 2pynmnsl NIopmos

Bupa 3anpoca KOMaHAHON CTPOKM B pexmme KOoHouUrypupoBaHua uHtepdeiica Ethernet, nnrepdeiica
rpynnbl NOPTOB:

console (config-if) #

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 181



HELTEX

Tabnuua 157 — KomaHabl pexkmma KoHpurypuposaHus nHtepdeiica Ethernet, rpynnbsi noptos

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
M0 yMOAYAHUIO
flex-link backup { BkatouunTts flex-link Ha nHTepdeiice n HasHaunTbL BbIBpaHHOMY
tengigabitethernet te_port uHTepdeiicy ponb backup-uHrepdeiica s flex-link nape.
| gigabitethernet gi_port | te_port: (1..8/0/1..4);
port-channel port_channel} gi_port: (1..8/0/1..24);
no flex-link backup { port_channel (1..48)/— BoikntounTb flex-link Ha MHTepdeiice M yaanute BbIGPaHHBbIN
tengigabitethernet te_port nHTepdeiic us flex-link napsoi.
| gigabitethernet gi_port |
port-channel port_channel}
flex-link preemption mode 3apaTtb geicTeme Npy NogHATUM MHTepdelica, y4acTBYHOLLENO BO
[forced | bandwidth| off] flex-link:
- forced — ecnun noaHaBWMIiCA MHTEpPENC HAaCTPOEH KaK master, To
OH CTaHEeT aKTUBHbIM UHTepderncom;
—Joff - bandwidth — npu nogHATUN MHTepdelica aKTUBHbBIM CTaHET
MHTepdeiic c bonblielt NPonyCcKHOW CNOCOBHOCTLIO;
- off — nogHABWMIicA HTepdelic ocTaHeTcs B 3a6/10KMPOBAHHOM
COCTOAHUM.
no flex-link preemption BepHyTb 3HaYeHUE Mo YMOYaHMIO.
mode
flex-link preemption delay 3agaTb Bpems OT Nepexoga OTK/IYEHHOro NopTa B COCTOAHME
delay «Up», N0 NPOLIECTBMM KOTOPOTO BbINONHAETCA AENCTBUE,
delay: (1..300)/35 ycTaHoBneHHoe komaHao flex-link preemption mode.
- delay — nepuopg, BpemeH#, B CEKYHOAX.
no flex-link preemption BepHyTb 3HaYeHNE Mo YMOYaHMIO.
delay

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KoMmaHAHOM CTPOKK pexunma privileged EXEC:
console#

Tabnunua 158 — KomaHapl pexxknma EXEC

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

show interfaces flex-link
[detailed] { tengiga-
bitethernet te_port | gi-
gabitethernet gi_port |
port-channel port-chan-
nel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24); MNokaszaTtb KoHoUrypaumto dyHKumm flex-link.
port_channel: (1..48)

5.17.11 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuuA Layer 2 Protocol Tunneling (L2PT) no3BonsieT nponyckaTb C/y»KebHble NakeTbl pa3anyHbIx L2-
npotokonos (PDU) yepes ceTb npoBaliaepa, 4To NO3BOSAET «MPO3PaYHO» CBA3ATb KIMEHTCKUE CErMEHTbI CETHU.

L2PT wuHkancynmpyetr PDU Ha rpaHM4YHOM KOMMYyTaToOpe, nepedaeT WX Ha Apyroh rpaHWUYHbIN
KOMMYTaTOpP, KOTOPbIM OXKMAAET CNeLnanbHble MHKANCcyIMpoBaHHbIe Kafpbl, @ 3aTem AeKancyanpyeT ux, 4to
No3BOAAET NOAb30BaTeNAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb Nposaiaepa.

KommyTatopsl cepun MES3000 npeaocTaBAstoT BOSMOXHOCTb MHKAMNCY/IMPOBATb C/YyXKebHble nakeTbl
npotokonos STP, LACP, LLDP, IS-IS.
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[pumep

Ecan Bkntountb L2PT ana npotokona STP, To kommyTtaTopsbl A, B, C u D byayt o6beauHeHbl B OAHO
CcBA3yloLLee AepeBO, HECMOTPA Ha TO, YTO KOMMYTATOp A He coeanHeH HanpAMYI ¢ KommyTaTopamu B, Cu D
(PrcyHok 54 — Mpumep paboTbl dyHKUMM L2PT). MHPopmauma 06 nsmeHeHMM TOMONOTUN CETU MOXKET BbITb
nepefaHa CKBO3b CeTb NpoBanaepa.

CeTb
npoBangepa

[ I | Switch 2

PucyHok 54 — Mpumep pabotbl pyHKLMKM L2PT
Anroputm paboTbl pyHKLMOHANA Cneayowmin:
WHKancynauua:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU;

2. Nopcuctema L2PT onpegensaet L2-npoToKoa, KOTOPOMY COOTBETCTBYET NpuHATbIM PDU, n npose-
PSeT, BK/OYEHA /1M Ha NOPTY, C KOTOPOro NpuHAT 3ToT PDU, HacTpoiika I2protocol-tunnel gna gax-
Horo L2-npoToKona.

Ecnun HacTpoiiKa BKOYEH], TO:

— Bo Bce nopTbl VLAN, Ha KOTOPbIX BKAKOYEHO TYHHeAupoBaHue, otnpasadetca PDU-Kaap;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIK/JOYEHO TYHHEMPOBAaHWE, OTMpaBaAeTcA
MHKancynnposaHHbii PDU-Kaap (McxoaHblin Kagp ¢ Destination MAC-agpecom, U3MEHEHHbIM
Ha TYHHEe/bHbIN).

Ecnu HaCTDOﬁKa BbIK/IKOYEHAQA, TO:

— PDU-Kagp nepenaetca B 06paboTUMK COOTBETCTBYHOLLLErO NPOTOKONA.
Jdekancynauma:

1. PeanusoBaH nepexsat Ha CPU Ethernet-kagpos c MAC-aapecom HasHauYeHUs, 3a4aHHbIM NPU Mo-
Mol KomaHabl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexsat BK/AOYAETCA TONbKO TOrAa,
Korga xoTa 6bl Ha 04HOM NOPTY BKAOYEHA HacTpoWKa |2protocol-tunnel (HesaBucumo ot npoTo-
Kona).
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2. Mpun nepexsate naketa ¢ MAC-agpecom Ha3HaYeHUA XX-XX-XX-XX-XX-XX, OH CHayasia nonagaeT B
nogcuctemy L2PT, KoTopasa onpegensaeT L2-npoTokon gna gaHHoro PDU no ero 3aronosky, 1 npo-
BEPAET, BKAKOYEHA /M Ha MOPTY, C KOTOPOrO MPUHAT MHKANCynMpoBaHHbIA PDU, HacTpolika
[2protocol-tunnel ana gaHHoro L2-npoTokona.

Ecnn HacTpolika BK/tOYEHa, TO:

—  MNOpT, C KOTOPOro 6blN NONYYeH MHKaNCYMPoBaHHbIM PDU-Kaap, 610KMpyeTcs ¢ NpuynHoM 12pt-
guard.

Ecnum HacTpoiiKa BbIKAOYEHA:

— BO Bce noptbl VLAN, Ha KOTOpbIX BK/AKOYEHO TyHHe/AMpOBaHWE, OTnpasaseTca
AeKancynmposaHHbI PDU-Kaap;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIKAOYEHO TYHHEAUPOBaHWE, OTnpasBaseTca
WMHKancyanpoBaHHbIi PDU-kagp.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXnmMa rnobanbHoOM KOHGUIypauum:
console (config) #

Tabanua 159 — KomaHgb! pexnuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

I12protocol-tunnel address
{mac_address}

3apatb MAC-agpec HasHaYeHUAa Ana TYHHeMpyembliX Kagpos.
mac_address: A AP AIATY Py AP

(01:00:ee:ee:00:00,
01:00:0c:cd:cd:d0,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,

01:0f:e2:00:00:03)/

no I2protocol-tunnel ad- 01:00:e:06:00:00

dress

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

V' Ha rpaHuMuyHOom uHTepdeiice aonKeH 6biTb OTKAIOUEeH NpoToKon STP (spanning-tree
disable).

Bupa 3anpoca KoMaHAHOW CTPOKK B pexkmme KoHpurypaummn nutepdeica Ethernet, nntepdeitca rpynnoi
NopTOB:

console (config-if) #

Tabnnuya 160 — KomaHgb! pexkuma KoHdurypaumm nntepoeliica Ethernet

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

KomaHoa

12protocol-tunnel {stp | lacp BKNIOUMTB peXxum MHKancynauum naketos STP BPDU.
| lidp | isis-I1 | isis-12 | pvst
| cdp | dtp | vtp | pagp |
udld | rip | ospf | vrrp}

—/BbIK/IIOYEHO

184 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

no I2protocol-tunnel {stp |
lacp | lldp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp | udld | rip | ospf |
vrrp }

BbIKAHOUNTL peXXmm MHKancynaumm naketos STP BPDU.

12protocol-tunnel cos cos

3apaTb 3HavyeHne CoS gnAa 3anakoBaHHbIX PDU-Kagpos.

no I2protocol-tunnel drop-
threshold {stp | lacp | lidp |
isis-11 | isis-12 | pvst | cdp |
dtp | vtp | pagp}

(1..4096)/BbIKNtOYEHO

no I2protocol-tunnel cos cos: (0.7)/5 YcTaHoBUTb COS B 3HaYeHME N0 YMONYAHMIO.
12protocol-tunnel drop- HacTpouTtb Noporosoe 3Ha4eHWe CKOPOCTU BXoAALLMX PDU-
threshold {stp | lacp | lidp | KagpoB (B MaKeTax B CEKYHAY), NOAYYEHHbIX U NOA/EXKALLNX
isis-11 | isis-12 | pvst | cdp | WHKancynauuu. Npu npesbiweHun nopora PDU

dtp | vtp | pagp} threshold threshold: oTbpacbiBatoTCA.

OTKAOYUTD PEXKUM KOHTPOAA CKOPOCTM BXxoaALWmMX PDU-
Kaapos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp}

threshold:
(1..4096)/BbIKNtOYEHO

WHKancynaumu. NMpu npesbiweHnn nopora nopT byaet
nepeseseH B cocTonHue Errdisable (oTkntoueHn).

HacTtpounTb noporosoe 3Ha4YeHne CKoOpoCcTn BxogAawmx PDU-
KaZpoB (B MaKeTax B CEKYHAY), MONYUYEHHbIX U NOANENKALLUX

OTKNOUUTD PEXKUM KOHTPOANA CKOPOCTM BXoaAwmx PDU-
Kaapos.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 161 — KomaHgb! pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port| port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: ( 1..48).

OT06pa3nTb nHPopmaumto L2PT ana ykasaHHoOro nHtepdelica
UK ana Bcex NHTepdelicos, Ha KOTOPbIX BKAtOYeH L2PT, ecau
UHTepdeNc He yKasaH.

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port:(1..8/0/1..4);
group: ( 1..48)

OumncTnTb cTaTUCTURY L2PT gns yKasaHHOro uHTepderica nam
AN Bcex HTepdelicos, Ha KOTOPbIX BKAOYEH L2PT, ecnm
WHTepoelic He yKasaH.

[Mpumepbl 8bINOAHEHUA KOMAHO

= YcTaHOBUTb TyHHeNbHbIM MAC-aapec B 3HaYeHue 01:00:0c:cd:cd:d0, BkntounTb otnpaBky SNMP traps

oT Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold n shutdown-threshold).

console (config)# l2protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) # snmp-server enable traps l2protocol-tunnel
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= BK/KOUYUTb PeXUM TyHHennposaHus STP Ha uHTepdeiice, yctaHOBUTbL 3HaYeHMe CoS-naketos BPDU
paBHbIM 4, BKIHOUYMUTb KOHTPO/Ib CKOPOCTU BXOAALLLMX NakeToB BPDU.

console
console
console
console
console
console
console
console

config) # interface gigabitEthernet 1/0/1
config-if) # spanning-tree disable

config-if) # switchport mode customer
config-if) # switchport customer vlan 100
config-if) # 12protocol-tunnel stp
config-if) # 12protocol-tunnel cos 4
config-if) # 12protocol-tunnel drop-threshold stp 40
config-if) # 12protocol-tunnel shutdown-threshold stp 100

o

console# show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter
gil/o/1 4 stp 100 40 650 0 450

Mpumepbl coobLLeHUid 0 cpabaTbiBaHUK TpUrTepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/o0/1

12-Nov-2015 14:32:35 $-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/1

5.18 Voice VLAN

Voice VLAN ncnonb3syetca gna sblgeneHma VolP-ob6opyaosaHus B otaenoHyto VLAN. Ons VolP-kagpos
MOTyT 6bITb Ha3HauyeHbl QOS-aTpUBYTLI ANA NPUOPUTM3ALNKM TpaduKa. Knaccndurkauma Kagpos, OTHOCALLMXCA
K Kagpam VolP-obopygposaHua, 6asmpyetca Ha OUI (Organizationally Unique Identifier — nepsble 24 6uTta
MAC-agpeca) otnpaButens. HasHayeHue Voice VLAN ans nopta NpoMcxoguT aBTOMaTUUYECKU, KOrAa Ha nopT
noctynaet kaap ¢ OUI u3 tabanupl Voice VLAN. Koraa nopt onpeaennercs, Kak npuHaanexawmii Voice VLAN
— naHHbIN NopT aobasnsertca Bo VLAN Kak tagged.

Voice VLAN npymeHum ana cnenyowmx CXem:

VolP-obopyaoBaHMe HacTpauBaeTca, uTobbl paccblaTb TerMpoBaHHble nakeTbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMyTaTope.

VolP-obopyaoBaHue paccbinaeT HeTermpoBaHHble DHCP-3anpocsl. B otBeTe ot DHCP-cepBepa
npucytcteyeT onuua 132 (VLAN ID), ¢ nOmOLIblO KOTOPOW YCTPOMCTBO aBTOMAaTUYECKMU
Ha3HauaeT cebe VLAN ana mapkmposku Tpaduka (Voice VLAN).

Cnucok OUl npoussoauteneit VolP-obopyaoBaHuaA, AOMUHUPYIOLWUX HA PbIHKE:

oul dupma-npouseodumernsd
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya
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Voice VLAN moKeT 6bITb aKTUBUPOBaH Ha NopTax, paboTalowmx B pexkume trunk n general.

v/

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

MNpu HasHaueHun Voice VLAN Ha cTopoHe OKOHeuHoro obopyposaHua Heobxogumo uc-
nonb3osaTtb lldp-med noantuku nam DHCP.

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 162 — KomaHgbl pexkuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

voice vlan aging-timeout
timeout

no voice vlan ag-
ing-timeout

timeout: (1..43200)/1440

YCTaHOBWTL TaiMayT AJ/1A NOpTa, NPUHAA/IEXKaLLero K voice-vlan.

Ecav c nopTa B Te4eHMe 3a4aHHOTO BpemeHU He 6b110 Kagpos ¢
OUI VolP-obopyaoBaHus, To voice vlan yaanaetca ¢ gaHHoro
nopra.

BoccTtaHOBUTL 3HAYEHWE MO YMONYAHUIO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0-7)/6

YcTaHOBUTb BbIXOAHYIO oyepeab ana Tpaduka B Voice VLAN B
COOTBETCTBMM C HAcTpoeHHbIM ana Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — Bk/itouaeT nepeHasHayeHne CoS Ha yKasaHHbIN gaa
Tpaduka B Voice VLAN.

BoccTaHOBUTL 3HAYE€HME MO YMONYAHUIO.

voice vlan id vian_id

no voice vlan id

vlan_id: (1..4094)

YcraHoBuTb naeHtuonkatTop VLAN gna Voice VLAN

Yaoanutb ngeHtuomkatop VLAN gna Voice VLAN
Ana ypaneHna ngentueukatopa VLAN tpebyetca
npeAaBapuUTeNbHO OTKAOUMTL ¢pyHKUMIo voice vian
Ha BCex noprax.

voice vlan oui-table {add
oui | remove oui} [word]

no voice vlan oui-table

word: (1..32) cumBonos

MNo3BoAnTb peaaktMposatb Tabamuy OUI.
- oui — nepsble 3 baita MAC-agpeca;
- word — onucaHwe oui.

YaanuTb Bce Nosib3oBaTenbckue nameHeHns OUI-Tabamubl.

voice vlan state {oui-ena-
bled | disabled}

no voice vlan state

-/BbIK/NOYEHO

BkntounTb/oTKAOUMTL Voice VLAN.

BepHyTb 3Ha4YEHME MO YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KoMaHAHOW CTPOKK B pexkmme KoHpurypaummn nutepdeica Ethernet, nntepdeitca rpynnoi

nopToB:

console (config-if) #

Tabnnua 163 — KomaHgb! pexxuma KoHdurypaumm nntepdeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

voice vlan enable

no voice vlan enable

—/OTKAIOUYEHO

Bkatoumntb Voice VLAN ana nopra.

OTtkntounTtb Voice VLAN ana nopra.
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voice vlan authentication PaspewunTb Tpadumky Voice VLAN nrHopmpoBaTb
bypass enable ayTeHTUdMKaumio 802.1x.
V dyHKuMOHaN paboTaeT gna pexkumos dotlx
—/oTKntoueHo host-mode single-host, multi-session.
no v0|ce' vla.n 3anpetutb Tpaduky Voice VLAN urHopuposatb
authentication bypass
enable ayTeHTMdMKaumio 802.1x.
voice vlan cos mode {src | BKOUYMUTE MapKMPOBKY TpadurKa Ana BCex Kaapos, 1M60 TONbKO
all} —/src 017 UCTOYHMKA.
no voice vlan cos mode BoccTaHOBWTH 3HaYeHME N0 YMOHAHUIO.

5.19 lpynnosas agpecauums

5.19.1 ®yHKYyus nocpedHuka npomokona IGMP (IGMP Snooping)

®dyHKuMA IGMP Snooping ncnonb3yetca B CeTAX rpynnoBoi paccbliku. OcHoBHoOM 3agaveit IGMP
Snooping ABnsAeTcA NpefocTaBeHMe MHOTOaApPeCcHOro TpaduKa TONbKO ANA TeX MOPTOB, KOTOPbIE 3anNpocun
ero.

V IGMP Snooping moXeT UCno/1b30BaTbCA TO/IbKO B cTaTuyeckou rpynne VLAN. Noaaepxu-
BaloTcA Bepcun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ‘ Yrobbl IGMP Snooping 6bin akTMBHbIM, PyHKLUMA rpynnoBoi ¢unbTpaumm “bridge mul-

e ticast filtering” ponykHa 6biTb BKAOUEHa (cm. pasgen 5.19.2 Mpasuna rpynnoBoit agpeca-

uum (multicast addressing)).

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAHOYEHBI MHOTOAZPECHblE MapLUPYTM3aTOPbl, OCHOBAHO Ha
cnepyowmx cobbITUAX:

— IGMP-3anpocbl NPUHATBLI HA NOPTY;

— nmakeTbl npoTokosa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MaKeTbl NPOTOKO/MAa MHOroaapecHon mapwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npuHATbI Ha NopTy;

—  nakeTbl npoTokosa Multicast Open Shortest Path First (MOSPF) npuHaTbl Ha NopTy.

KomaHObI pexcuma 2a06ana6Hol KoOHpu2ypayuu

BunAa 3anpoca KoMaHAHOWM CTPOKM pexxmnma rnobanbHoOM KoHOUrypaLumm:

console (config) #

Tabnnua 164 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoaYaHuro
ip igmp snooping Paspewntb ncnosnbsosaHme ¢pyHKumn IGMP Snooping
no yMmon4yaHuio GyHKLmMsA KOMMYTaTOpPOM.
no ip igmp snooping BbIK/tOYEHA 3anpeTutb Ucnosnb3osaHme ¢pyHKUMKM IGMP Snooping
KOMMYTaTOPOM.
ip igmp snooping vlan vian_id Paspewntb ncnonbsosaHme dyHkunn IGMP Snooping
vlan_id: (1..4094) KOMMYTaTOpPOM A/1A AaHHOTo uHTepdelica VLAN.
no ymonuaHuio ¢yHKuma | - vian_id — naeHTMOMKaUMOHHbIN Homep VLAN.
no ip igmp snooping vlan BbIK/1tOYEHa 3anpeTtntb Ucnonb3osaHue dyHKUUKM IGMP Snooping
vlan_id KOMMYTaTOpPOM A/1a AaHHoro nHtepdeica VLAN.
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ip igmp snooping vlan vian_id
group-specific-query suppress

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)

BkntounTb nepeHanpasneHue Bcex naketos IGMP Group
Specific Query B nopTbl, NpMBA3aHHbIE K FPynne, COrnacHo
Tabsaumue ip igmp snooping groups.

OTKNOYUTL NepeHanpasaeHne naketos IGMP GroupSpecific
Query B NOpPTbI, NPUBA3aHHbIE K Fpynne, cornacHo Tabauue
ip igmp snooping groups.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vian
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

3apeructpuposaTb rpynnosoii IP-agpec B Tabanue
rpynnoBoi agpecaunm n cTaTM4eckn gobasuTb MHTEpPENChI
13 rpynnbl ans Tekyuwen VLAN.

-vlan_id — naeHTudukaumoHHbIn Homep VLAN;

- ip_multicast_address — rpynnosoit IP-agpec.
MepeuncneHne nHTepdercoB OCyLLECTBAAETCA Yepes «-» U
«,».

Yaanuts rpynnosoit IP-agpec 13 Tabaunupi.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vian
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo YMO/IYaHMIO
paspeLeHo

PaspewwnTtb gns gaHHow rpynnsl VLAN aBTOMaTU4Yeckoe
pacno3HaBaHMe NOPTOB, K KOTOPbIM MOAK/IOYEHDI
MHOroaZpecHble MapLIpyTU3aTopsbl.

-vlan_id — naeHTuduKkaumoHHbIn Homep VLAN.

3anpetutb ana gaHHou rpynnbl VLAN aBTOMaTUyeckoe
pacno3HaBaHWe NOPTOB, K KOTOPbIM MOAKOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.

ip igmp snooping vlan vian_id
mrouter interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | fortygi-
gabitethernet fo_port | port-
channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {gi-
gabitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OnpeaenvTb NOPT, K KOTOPOMY NOAKIOYEH MapLIpyTU3aTop
MHOroaZpecHoOM paccblIKM Ansa 3agaHHon VLAN.
-vlan_id — naeHTMdUKaLMOHHbIN Homep VLAN.

YKasaTb, YTO K NOpPTYy HE NOAKNKYEH MapLWpPYyTN3aTop
MHoroaAPECHOVI PacCblNIKKN.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter in-
terface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

YCTaHOBWTb 3aMpeT Ha onpegeneHune nopTa (CTaTMyecku,
AVHAMMYECKM) KaK MopTa, K KOTOPOMY MOAK/UEH
MapLLpPYTU3aTOP MHOTOAAPECHOM PACChINKM.

-vlan_id — naeHTuduKaumoHHbIn Homep VLAN.

CHATb 3anpeT Ha onpefesieHne NopTa Kak nopra, K
KOTOPOMY NOAKNOYEH MapLLPYTU3aTOP MHOFOAAPECHO
paccbIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
—/Bblgaya 3anpocos
OTK/oYeHa

BKntounTb Noaaep KKy BblAauM 3anpocoB igmp-query
KOMMYTaToOpOoMm B AaHHoM VLAN.

OTKNIOYUTL NOAAEPKKY BblAAUYM 3aNpocoB igmp-query
KOMMYTaToOpom B AaHHoM VLAN.
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ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKkntounTb 3ameHy IP-agpeca CTOYHMKA Ha YKasaHHbIN IP-
appec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
-vlan_id — naeHTudukaumoHHbIn Homep VLAN;
- A.B.C.D — IP-aapec, Ha KoTopblli ByaeT npousseaeHa
3ameHa SRC IP.
3HaueHue no ymonyaHuio 0.0.0.0 roBopUT 0 TOM,
V yTo 3ameHa SRC IP IGMP report npoussoauTbes He
6yper.

OTKNoUMTb 3ameHy IP-agpeca nctouyHunka B naketax IGMP
report B 3agaHHol VLAN.

ip igmp snooping vlan vian_id
replace source-mac
mac_address

no ip igmp snooping vlan
vlan_id replace source-mac

vlan_id: (1..4094);
mac_address: (H.H.H nan
H:H:H:H:H:H nan H-H-H-

H-H-H
—/BbIKNtOYEHO

BkntounTtb 3ameHy MAC-agpeca UCTOYHUKA Ha YKa3aHHbIN
MAC-agpec Bo Bcex naketax IGMP report B 3agaHHoi VLAN.
-vlan_id — naeHTudukaumoHHbIn Homep VLAN;

- mac_address — MAC-agpec, KoTopbliit 6ygeT noAcTaB/eH B
naket IGMP report.

OTKAtoUnTL 3ameHy MAC-agpeca UCTOYHMKA B nakeTax IGMP
report B 3agaHHol VLAN.

ip igmp snooping vlan vian_id
replace interface interfaces
{gigabitethernet gi port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Paspewuntb nogmeHy MAC-agpeca UCTOYHMKA nau IP-
aApeca MCTOYHMKA BO Bcex naketax IGMP report,
NocTynalLWwmx B 3a4aHHbIN NOPT B 3a4aHHON VLAN.
-vlan_id — naeHTnduKaumoHHbit Homep VLAN.

— - group: (1..48)
no ip igmp snooping vian — /paspelueHo 3anpetntb nogmeHy MAC-agpeca nctouHuka nam IP-agpeca
vlan_id replace interface MCTOYHMKa BO BCcex nakeTax IGMP report, noctynatowmx 8
interfaces 3a4aHHbIN NOPT B 3agaHHON VLAN.
ip igmp snooping vlan vian_id YctaHoBuTb Bepcuio IGMP-npoTokona, Ha OCHOBaHUM
querier version {2 | 3} /IGMPV3 KoTopol byayT dopmuposatecs IGMP-query 3anpochbl.

no ip igmp snooping vian
vlan_id querier version

YCTaHOBWTb 3HaYeHWe N0 YMONYaHUIO

ip igmp snooping vlan vian_id
querier address ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpenennTb UcxoaHbIN IP-aapec, KoTopbi byaeT
ncnonb3oBatbea IGMP querier-om. Querier — ycTpomncTBo,
KoTopoe otnpasnseT IGMP-3anpochl.

YCTaHOBUTb 3HaYeHMe No ymonyaHuto. Mo ymonyaHuio ecnm
IP-agpec HacTpoeH ana VLAN, oH ncnonb3yeTtca B Kayectse
appeca nctoyHunka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
immediate-leave [host-based]
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vian
vlan_id immediate-leave [host-
based] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

vlan_id: (1..4094);
—/BbIK/IOYEHO
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha
Tekywel VLAN. O3Ha4aeT, 4To NopT A0/KeH bbiTb
Hemea/IeHHO yaaneH us rpynnel IGMP nocne nonyyeHms
coobueHua IGMP leave.

- host-based — mexaHu3m fast-leave cpabaTbiBaeT TONbKO B
TOM Cny4ae, Korga Bce No/sb30BaTeNnu, NOAKAOUYEHHbIE K
JaHHOMY NOPTY OTAMCAAMUCL OT rpynMbl (CYETYMK
nonb3oBaTenen BegeTcA Ha ocHoBaHMKM Source MAC-
aapecos B 3aronoskax IGMP-report);

- interface — npu Ucnonb3oBaHUKM AaHHOTO NapameTpa
mexaHu3m fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX
nHTepdeiicax (npu ycnosuu, yto npouecc IGMP Snooping
Immediate-Leave He BK/OYEH rN06anbHO Ha TeKyLL e
VLAN).

OTkAtounTb Npouecc IGMP Snooping Immediate-Leave Ha
TekyLwel VLAN nnm ykazaHHOM pusnyeckom nHtepdelice.
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ip igmp snooping vlan vian_id
proxy-report [version version]

vlan_id: (1..4094);
version: (1..3)

no ip igmp snooping vian
vlan_id proxy-report

BkntounTb PyHKLMIO proxy report B onpegeneHHom VLAN.
Mpw BKNOYEHUM 3TOW GYHKLMM KOMMYTATOP Ha
npuweawme IGMP query byaeT oTBe4aTb OT CBOETO UMEHU
Ana ctatnyeckux rpynn. Knmentckune IGMP report ana
CTAaTUYECKMX TPYNn Npu 3Tom oTbpackiBatoTCA.

- version — ycTaHaBausaet Bepcuio IGMP ans otnpasku
naketoB. [10 ymonyaHuio Bepcus onpeaenaerca no
npuweawemy Ha KommyTtatop nakety IGMP query.

BbikntounTb Proxy report 8 onpegeneHHom VLAN.

ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);

no ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BKAOUMTb MannuHr HeTermposaHHbix IGMP-3anpocos ana
QinQ-MHTepdeicoB Ha yKasaHHbIN vlian_id.

interface — mannuHT BKAOYAETCA TOIbKO HA YKa3aHHbIX
MHTepdericax.

BbIKNOUMTE MannuHT HeTernposaHHbIX IGMP-3anpocos gna
YKazaHHbIx QinQ-nHTepdeincos.

interface — MannuHT BbIKNOYAETCA TO/IbKO Ha YKa3aHHbIX
MHTepdericax.

ip igmp snooping map cpe vilan
cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

cvlan_id: (1..4094);
vlan_id: (1..4094);
gi_port: (1..8/0/1..48);

no ip igmp snooping map cpe
vlan cvian_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BKAOUNTE ManNnUHF TerMpoBaHHbIx cvlan-id IGMP-3anpocos
ana QinQ-nHTepdencos Ha ykasaHHbIN vlan_id. interface —
ManmnWHF BKIOYAETCA TONbKO Ha YKa3aHHbIX MHTepdeicax.

BbIKNOUYUTb MaNMUHT TerMpoBaHHbIX cvlan-id IGMP-
3anpocoB A1a yKasaHHbIXx QinQ-nHTepdeicos.

interface — mannuHr BbIKNOYAETCA TONbKO Ha YKa3aHHbIX
MHTepdeiicax.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKK pexnma KoHdurypaumm VLAN:

console (config-if) #

Tabnnua 165 — KomaHgb! pexxuma KoHdpurypaumm nHtepdeiica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YCTaHOBUTb 3HayeHue yctonumsoctu gns IGMP.
Ecnu Ha KaHane HabaoaaeTcsa notepsa AaHHbIX, 3HaYeHne
YCTOMYMBOCTM OMKHO ObITb YBENIUYEHO.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

ip igmp version {2 / 3}

no ip igmp version

—/IGMPv3

YcraHoBuTb Bepcuio IGMP-npoTokona.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

ip igmp query-interval sec-
onds

no ip igmp query-interval

seconds: (30..18000)/125
c

YCTaHOBUTb TaliMayT, MO KOTOPOMY CMCTEMA OTNpaBseT
OCHOBHbI€ 3aMpPOCbl BCEM Y4aCTHUKAM rpynnbl MHOrOa4pecHow
nepegayn ans NPoBepPKM UX aKTUBHOCTY.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YCTaHOBUTb MaKCUMaibHOE BpemaA OTBEeTa Ha 3anpoc.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip igmp last-mem-
ber-query-count count

no ip igmp last-mem-
ber-query-count

count: (1..7)/3HaveHune
nepemeHHo robustness

YCTaHOBUTb KONMYECTBO 3aNPOCOB, NOC/IE PACCHINKM KOTOPbIX,
KOMMYTaTOp onpeaensert, 4To Ha AaHHOM MOPTY HeT
YKeNarLLMx y4acTBoBaTb B MHOTOaAPECHOM pacchlke.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

ip igmp last-mem-
ber-query-interval millisec-
onds

no ip igmp last-mem-
ber-query-interval

milliseconds:
(100..25500)/1000 mc

YCcTaHOBUTb MHTEPBAA 3anNpoca AN NocnefHero y4yacTHUKa.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknMma KOHOUrypauum nHtepdenca:

console (config-if)#

Tabnunua 166 — KomaHabl pexkuma KoHdurypaumnm nHtepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkatounTb nepeHanpasneHne IGMP-3anpocoBs ¢ KANEHTCKUX
VLAN B Multicast VLAN gna nHtepdeiica B pexxmme «access».
’ Ana paboTtbl AaHHOI PyHKUMM TpebyeTca BKAOYEHUEe
A ip igmp snooping He TonbKo rno6anbHo u B Multicast
VLAN, HO 1 B KnineHTcKux VLAN.

BbikntounTb NnepeHanpasneHune IGMP-3anpocos ¢ KAMEHTCKNX
VLAN B Multicast VLAN gna nHtepdeiica B pexxmme «access».

switchport trunk mul-
ticast-tv vlan vian_id
[tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntounTb nepeHanpasneHne IGMP-3anpocos 13 VLAN,
YHYaCTHUKOM KOTOpbIX ABaseTcs nopT, B Multicast VLAN gns
nHTepoerica B pexxkmme «trunk». Multicast-Tpaduk nepegaercs
Ha NOPT HETErMPOBAHHbIM UAWN TETMPOBAHHBIM B 3aBUCMMOCTM
oT napameTpa tagged. MapameTp tagged yKasbiBaeT Ha TO, YTO
Multicast-TpaduK foMKeH OTNPaBAATLCS B MOPT TEFMPOBAHHbIM
B Multicast VLAN.

BbIKntounTb NepeHanpasneHne IGMP-3anpocos 8 Multicast
VLAN. MNMopT 1CKAOYaeTcs U3 rpynn MHOToaapecHoOM Paccbl/iKv B
Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id

[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

Bknatountb nepeHanpasneHue IGMP-3anpocos u3 VLAN,
YYaCTHUKOM KOTOpbIX ABAseTcs nopT, B Multicast VLAN gns
MHTepdeiica B pexknme «general». Multicast-tpadpumk
nepenaeTca Ha NOPT HETErMPOBAHHLIM UM TETMPOBAHHbLIM B
3aBMCMMOCTM OT NapameTpa tagged. MapameTp tagged
YKa3blBaeT Ha To, Yto Multicast-TpaduK gonkeH oTnNpaBAATbLCA B
nopT TerMpoBaHHbim B Multicast VLAN.

BbIKntounTb NepeHanpasneHne IGMP-3anpocos 8 Multicast
VLAN. MopT UCKAOYaeTcs U3 rpynn MHOToaapecHoOM Paccbl/iKn B
Multicast VLAN.

192

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

KomaHOobi pexcuma EXEC

Bce komaHabl AOCTYNHbI TO/IbKO AN1A NPpUBUNETMPOBAHHOIO NoJib3oBaTenA.

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 167 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

MokasaTb nHbopmaLmio 06 M3yYeHHbIX MHOFOaAPEeCHbIX
MapLupyT13aTopax B yKasaHHol rpynne VLAN.

show ip igmp snooping

mrouter [interface vian_id] vlan_id: (1..4094)

show ip igmp snooping MNokasaTtb uHbopmauuto IGMP-snooping gns gaHHOro

vlan_id: (1..4094)

interface vian_id MHTepodeiica.
show ip igmp snooping MNokaszaTb MHOPMaUUto 06 M3yUYeHHbIX MHOFOaAPECHbIX
groups [vlan vian_id] rpynnax, y4acTByoLWMX B FPYNNOBOM pacchliKe.

[ip-multicast-address vlan_id: (1..4094)
ip_multicast_address]
[ip-address IP_address]

MokasaTtb Tabanuy cooTseTcTBUI Mmexkay VLAN obopyaoBaHus,
YCTQHOBJIEHHOTO Y Nnonb3oBatena, n VLAN ana teneseLlaHus.

show ip igmp snooping cpe

vlans [vlan vian_id] vlan_id: (1..4094)

show ip igmp snooping BbiBecTn nepeyeHb aBTOpu30BaHHbIX IGMP-rpynn Ha Bcex
authorization-cache MHTepdeiicax KommyTaTopa, IM60 TONbKO Ha 3a4aHHOM
[interface {gigabitethernet gi_port: (1..8/0/1..48); nHTEpdelice.

gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port }]

clear ip igmp snooping OuncTnTb Tabnmuy aBTopr3oBaHHbIX IGMP-rpynn Ha Bcex
authorization-cache MHTepdericax KommyTaTopa, MMB0 TONIbKO Ha 3aA4aHHOM
[interface {gigabitethernet gi_port: (1..8/0/1..48); nHTepodelice.

gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port }1

[pumepbl 8bINOAHEHUS KOMAHO

Brkatountb PpyHKumMo IGMP snooping Ha KommyTaTope. [ns VLAN 6 pa3peluntb aBToMaTU4ECKOe pacno-
3HaBaHWe NOPTOB, K KOTOPbIM MNOAKNOYEHbl MHOroapecHble MapLUpyTM3aTOpbl. YCTAaHOBUTbL WMHTepBan
mexay IGMP-3anpocammn — 100 c. YBe/NIMUYMUTb 3HAYEHME YCTOMUYMBOCTM A0 4. YCTAHOBUTb MaKCMMaslbHOE
Bpema oTeeTa Ha 3anpoc — 15 c.

console# configure

console (config)# ip igmp snooping

console (config-if)# ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

console (config-if)# ip igmp snooping query-interval 100

console (config-if)# ip igmp robustness 4

console (config-if)# ip igmp query-max-response-time 15
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5.19.2 lMpasuna 2pynnoeoii adpecayuu (multicast addressing)

[aHHbIA Knacc KOMaHA, npefHasHayeH AAA 33a[aHWA NpaBua rPynnoBoOiM agpecauun B CeTU Ha
KaHa/IbHOM U ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHpurypaumm nHtepdeiica VLAN:

console (config-if)#

Tabanua 168 — KomaHgbl pexxuma KoHpurypaunm nHtepoerica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipva-src-group}

no bridge multicast mode

—/mac-group

3a4aTb peXXum rpynnosow nepesayn AaHHbIX.

- mac-group — MHoOroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN
n MAC-agpecax;

- ipv4-group — mMHoroagpecHasn nepegaya c TMnom puabTpauum,
OcHOBaHHbIM Ha VLAN u agpece npuemHuKa B popmarte IPv4;

- ip-src-group — MHoroagpecHas nepegaya ¢ TMNom GbuabTpauum,
ocHoBaHHbIM Ha VLAN u agpece otnpasutens B dopmare I1Pv4.

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

bridge multicast address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

LOob6asutb rpynnosoit MAC-agpec B Tabaunuy rpynnosoun
afpecaumn u ctaTuieckn gob6asuTb UAK YAAAUTb MHTEPdEChl U3
rpynnol.

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-agpec MHOroaApecHo paccblnky;

- add — nob6aBnsAeT cTaTUYECKyto NOANMUCKY K rpynnosomy MAC-
afpecy gmanasoHa Ethernet-nopTtos uam rpynn nopTos.

- remove — yaanfaeT CTaTUYeCcKyto Nognucky K rpynnosomy MAC-
agpecy.

MepeuncaeHve MHTEPdENCOB OCYLLLECTBAAETCA YEPes «-» U «,»

Yaanutb rpynnosoit MAC-agpec 13 Tabaumubl.

bridge multicast forbidden
address
{mac_multicast_address |
ib_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast forbid-
den address {mac_mul-
ticast_address | ip_mul-
ticast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOAKNOYEHWE HACTPaMBAEMOro NopTa/nopTos K
rpynnosomy IPv6-aapecy (MAC-agpecy).

- mac_multicast_address — rpynnosoi MAC-aapec;

- ip_multicast_address — |P-agpec MHOroaApecHo! pPaccbinky;
-add — po6aBneHue NopTa/NOPTOB B CMMCOK 3aNPELLEHHbIX;

- remove — yaaneHue nopTa/nopToB U3 CNMUCKA 3anpeLLeHHbIX.
Mepeuncnerune nHTepdEcoB OCYLLECTBAARTCA YEPes «-» U «,»

YpanuTob 3anpetiatolliee npasuno ana rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanumio
nepeaava Bcex
MHOr0aApecHbIX
MaKeToB 3anpeLLeHa.

PaspewunTb Nepegayy BCEX MHOrOAAPECHbIX MAaKeTOB Ha MOpPTYy.
- add — no6asnset nopTbl/06bEANHEHHBIE NOPTbI B CMINCOK
NopToB, A/1A KOTOPbIX paspelleHa nepeaaya BCex rpynmnosbIX
naKeTos;

- remove — ybupaeT rpynny noptos/o6beAnHEHHbIX NOPTOB U3
paspeLluatolLero npasuna.

MepeuncieHne MHTEPdENCcoB OCYLLLECTBNAETCA YEPES «-» U «, .

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.
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bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

Mo ymonuyanuio
nopTam He 3anpeLLeHo
ANHaMUYecKn
npucoeanHATLEA K
MHOroazpecHomn
rpynne.

3anpeTuTb NOPTY AUHAMUYECKM A06aBNATLCA K MHOTOaApecHoM
rpynne.

- add — po6aenser noptbl/06beaUHEHHbIE NOPTbI B CMUCOK
NopToB, A/1A KOTOPbIX 3aMnpeLLeHa nepegaya BCex rpynnosbix
nakeTos;

- remove — ybupaet rpynny noptos/o6beMHEHHbIX MOPTOB U3
3anpeLLatoLLero npasuna.

MepeuncneHve nHTepdENCOB OCYLLECTBAAETCA YEPES K-» U «,».

BoccTaHOBMTL 3HaUYeHMe no YMONYaHULO.

bridge multicast ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ip-
address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3apeructpuposats IP-agpec B Tabauue rpynnosoit agpecauum n
cTaTuyeckun gobasnaet/yaanser uHTepdeiicsl U3 rpynnbl.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — pobasnser nopThl K rpynne;

- remove — yaanaeT NopTbl U3 rpynnbl;

MepeuncneHve MHTepdencoB OCYLLLECTBAAETCA YEPEs «-» U «,».

Ypanute rpynnosoi IP-agpec n3 Tabavubl.

bridge multicast forbidden
ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden ip-address
ib_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOPTY AMHAMUYECKM J,00aBAATLCA K MHOFO3APECHOM

rpynne.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — no6asneHve NopTa/NOPTOB K CNUCKY 3aNpeLLEHHbIX;

- remove — yjaneHue NopTa/NopToB U3 CINCKA 3anpeLLeHHbIX.

MepeuncneHne NHTePHENCOB OCYLLECTBAACTCA YEPE3 «-» U «,»
Mpexpe uyem onpeaenntb 3anpelleHHble MOPTbI,

V rpynnbl MHOroaApecHoi paccbi/IKU AOMKHbI 6bITb 3a-

perucrTpuMpoBaHbl.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

bridge multicast source
ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast source
ib_address group
ib_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YCTaHOBWUTb COOTBETCTBME MexKAy IP-agpecom nosb3osatens u
rpynnoBbIM agpecom B TabauLe rpynnosoi agpecaumu, 1
cTaTMyeckun fobasnset/yganaer MHTepdencobl U3 rpynnoi.

- ip_address — ncxogHbiv IP-agpec;

- ip_multicast_address — rpynnoso# IP-agpec;

-add — no6asuTb NOPTLI B rpynny ncxogHoro IP-agpeca;

- remove — yAanuTb NOPTbI M3 rpynnbl ucxogHoro IP-agpeca.

BoccTaHOBUTL 3HaYeHMe NO YMOYAHWUIO.

bridge multicast forbidden
source ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group}

no bridge multicast
forbidden source
ip_address group
ib_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTL 3anpeT Ha fobaBneHve/yaaneHme COOTBETCTBUA
mexay IP-agpecom nosib3oBaTeNs U rpynnoBbiM afpecom B
Tabnvue rpynnosoii agpecauuy ANs onpeaeneHHoro nopra.

- ip_address — ncxoaHbin IP-agpec;

- ip_multicast_address — rpynnoso# IP-agpec;

- add — 3anpet Ha fo6aBneHVe NopTa B rpynny ucxogHoro IP-
afpeca;

- remove — 3anperT Ha yAaneHue NopTa 13 rpynnbl UCXogHoro IP-
afpeca.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.
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bridge multicast ipv6 mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipv6
mode

—/mac-group

3a4aTb peXKMMm rpynnoBoi Nnepegayun AaHHbIX ans IPve-nakeTos
MHOr0aZpecHOM PacChINKM.

- mac-group — MHoroagpecHas nepegava, ocHosaHHasa Ha VLAN
n MAC-agpecax;

- ip-group — MHoroagpecHas nepegaya ¢ TMNom puabTpaumm,
0OCHOBaHHbIM Ha VLAN u agpece npuemHuKa B popmarte IPv6;

- ip-src-group — MHoroagpecHas nepegava ¢ TMnom GpuabTpaLmm,
0OCHOBaHHbIM Ha VLAN u agpece oTnpasuTens B popmare IPv6.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

bridge multicast ipv6
ip-address
ipv6_multicast_address
{add | remove}
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipvé
ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3aperncTpupoBaTb rpynnoBoi IPv6-aapec B Tabaunue rpynnoso
afpecaumu, u ctatuyecku gobasnset/yaanset nHtepodeiicsl s
rpynnbi.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — pobaBnser nopThbl K rpynne;

- remove — yganaeT nopTbl U3 Fpynnbl;

MepeuncneHne NHTEPHENCOB OCYLLECTBAACTCA YEpes «-» U «,».

YpanuTe rpynnosoii IP-agpec n3 Tabaumubl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOAK/OYEHWE HACTPAMBAEMOrO NopTa/NopToB K
rpynnosomy |IPv6-aapecy.

- ipv6_multicast_address — rpynnosow IP-agpec;

- add — nob6aBneHve NopTa/NOPTOB B CMMUCOK 3aMNpPELLEHHDIX;

- remove — ygaseHue nopta/NopToB U3 CINCKA 3anpeLLeHHbIX.
MepeuncneHne NHTepHENCcoB OCYLLECTBAACTCA YEpes «-» U «,»

BoccTaHOBUTb 3HaYEeHME N0 YMONYAHUIO.

bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHoBUTL cooTBeTCcTBME MeXay IPv6-agpecom nonb3osatens u
rpynnoBbImM agpecom B Tabauue rpynnoBow agpecaumu, 1
cTaTMyeckun nobasnaet/yaanaet MHTepdencobl U3 rpynnbi.

- ipv6_address — ncxoaHbivi IP-appec;

- ipv6_multicast_address — rpynnosoti IP-agpec;

-add — no6aBuTb NOPTHLI B rpynny ncxogHoro IP-agpeca;

- remove — yAanuTb NopTbl M3 rpynnbl UcXxogHoro IP-agpeca.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

bridge multicast ipv6
forbidden source
ibv6_address group
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden source
ipv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTb 3anpeT Ha gobasneHne/yaaneHvne COOTBETCTBUA
mexay IPv6-agpecom nonb3oBaTens u rpynnosbiM a4pecom B
Tabauue rpynnoBoi agpecaummn Ana onpeaeneHHoro nopra.

- ipv6_address — ncxogHsoiii IPv6-agpec;

- ipv6_multicast_address — rpynnoso IPv6-aapec;

- add — 3anpet Ha fobaBneHue nopTa B rpynny ucxogHoro IPv6-
agpeca;

- remove — 3anperT Ha yZa/eHne nopTa u3 rpynnbl UCXOAHOTO
IPv6-agpeca.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.
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KomaHObI pexcuma KoHgpuaypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, VLAN, uH-

mepdpelica epynnel nopmos

BuAa 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypaumm uHtepderica Ethernet, VLAN, nHtepodeiica

rpynnbl NOPTOB:

console# configure

console (config) # interface {fortygigabitethernet fo port |

tengigabitethernet te port | gigabitethernet gi port | port-channel group |
range {..}}

vlian |

console (config-if)#

Tabnmua 169 — KomaHabl pexmuma KoHpurypaumm nHtepodeiica Ethernet, VLAN, rpynnbl nHtepdeincos

KomaHda

3HayeHue/3HayeHue
no yMmoa4YaHuo

OnucaHue

bridge multicast
unregistered {forwarding |
filtering}

no bridge multicast
unregistered

—/forwarding

YCTaHOBWTb NPaBMIO Nepesayn NAKeTos C
He3aperucTPUpPOBaHHbIX FPYMNNOBbIX a4PECOB.

- forwarding — nepefnaBaTb He3aperMcTpMpoBaHHble
MHOroaZpecHble NakeTbl;

- filtering — ¢punbTPOBaTL HE3APETrUCTPMPOBAHHbIE
MHOroaZipecHble NakeTbl.

YCTaHOBUTb 3HAYeHMe Nno YMOI4aHUIO.

KomaHObI pexcuma 2a06an6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 170 — KomaHapl pexknuma rnobanbHom KoHdUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

OnucaHue

bridge multicast filtering

BKAOUNTL GUABTPALMIO FPYMNMOBbLIX a4PECOB.

no mac address-table
aging-time {seconds} [vlan
vian_id]

(10..1000000)/300 cekyHa,

no bridge multicast —/OTK/IIO4YEHO OTKNOUYNTL GUNBLTPALMIO FPYNMNOBbIX a4PECOB.

filtering

mac address-table 3agaTtb Bpems xpaHeHua MAC-agpeca B Tabavue rnobanbHo

aging-time seconds {vlan unn ans onpegeneHHoro VLAN.

vlan_id} -vlan_id — naeHTMdpuKaumMoHHbIn Homep VLAN.
Ana KommyTtatopoB cepuint MES23xx, MES33xx

V Bpemsa xpaHeHua MAC-agpeca MOXKHO 3agaBaTb B
aunanasoHe ot 10 pgo 410 cekyHg ¢ warom 1
CeKyHAa, a 3atemMm TMPUMHUMAKOTCA TOJIbKO
seconds:

3HayeHuA, KpatHble 300. [OnAa KommyTaTopa
MES5324 Bpemsa xpaHeHua MAC-agpeca MOXHO
3aaasBatb B AuanasoHe ot 10 po 630 ceKyHp ¢
warom 1 cekyHAa, a 3aTem NPUHUMAIOTCA TOJIbKO
3HayeHuA, KpaTHblie 300.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094,
all)/No ymonyanuio
BK/IOYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHom VLAN.

OTkNOUNTb M3yveHne MAC-agpecos B gaHHOM VLAN.
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mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group} [permanent |
delete-on-reset |
delete-on-timeout |
secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Oob6asutb ucxogHbii MAC-agpec B Tabanuy rpynnosoi
agpecauuu.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — gaHHbIi MAC-agpec MOXKHO yAaUTb TONbKO C
nomouybto KomaHabl no bridge address;

- delete-on-reset — faHHbIV agpec yaanutcs nocne
nepesarpysku ycTponcTBa;

- delete-on-timeout — gaHHbIV agpec yaanutca no Tanm-ayty;
- secure — AaHHbIVW aApec yAaAUTCA TONbKO C NOMOLLbIO
KomaHzabl no bridge address nnv nocne Bo3BpalleHMa nopTa B
pexmm obyyeHus (no port security).

Yaanute MAC-agpec 13 Tabnuubl rpynnoBoi agpecaumm.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | lic
sap | llc-snap pid ] {discard
| bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic
sap | lic-snap pid]

ethtype: (0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpeaenuTb AeicTBME AN NAKETOB MHOTOA4PECHOM PaCcChbINKK
C 3ape3epBMPOBAHHOIO agpeca.

- mac_multicast_address — rpynnosoit MAC-aapec;

- ethtype — T1n naketa Ethernet v2;

- sap — Tvn naketa LLC;

- pid — Tvn naketa LLC-Snap;

- discard — c6bpoc nakeTos;

- bridge — naketbl nepegatotca B pexume bridge.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

mac address-table
lookup-length length

no mac address-table
lookup-length

length: (1..8)/3

3agaTtb pa3mep obnactu MAC-agpecos B anroputme
XewnpoBaHua. M3meHeHua BCTynatoT B AeMCTBME Nocne
pecTapTa KomMmyTaTopa.

YCTaHOBWUTb 3HaUYEHWe MO YMOAYaHUI0. Mi3MeHeHMs BCTYNatoT B
JeiicTBue nocne pecrtapra KommyTaTopa.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnuua 171 — Komanapl pexkmuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuwo

OnucaHue

clear mac address-table
{dynamic | secure}
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

YaanuTb cTaTUyeckne/aMHaMmyeckue 3anucu us Tabauupl
rpynnoBoi agpecaumu.

- dynamic — yaaneHve aHaMUyYeckux 3anucei;

- secure — yJaseHne CTaTUYEeCKUX 3anuceil.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>
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Tabnuua 172 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}] [address
mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasaTb Tabanuy MAC-agpecoB 414 yKa3zaHHOro UHTepdelica
nMbo Bcex HTepdencos.

- dynamic — npocmoTp TONbKO AMHAMUYECKMX 3anunceit;

- static — npocMoTp TONIbKO CTaTUYECKMX 3anunceit;

- secure — NPOCMOTP TO/IbKO Be3onacHbIX 3anucei;

-vlan_id — npeHTMdUKaLMoHHbIN Homep VLAN;

- mac-address — MAC-aapec.

show mac address-table
count [vlan vian_id]
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasaTtb KoanyecTBo 3anucent B Tabanue MAC-agpecos gns
YKa3aHHOro uHTepdeiica nmbo ana scex MHTepdeincos.
-vlan_id — naeHTMduMKayMoHHbIN Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKa3aTb TabAnLy rpynnoBbiX agpecos ANs yKa3zaHHOro
nHTepoeinca nmbo Bcex uHTepdericos VLAN (KomaHaa AoCTynHa
TO/NIbKO 419 NPUBUIETMPOBAHHOIO NO/b30BATENA).

- vlan_id — naeHTMduKaumoHHbIn Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosou IPv4-aapec;

- ipv6_multicast_address — rpynnosoii IPv6-aapec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — |Pv4-appec UCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHMKA.

show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address]
[source
ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKasblBaeT TabmLy cTaTUYECKMX FPynnoBbIX aapecos AnA
yKasaHHoro nHtepdelrica nmbo scex nHtepdericos VLAN.
- vlan_id — naeHTMonKaumMoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosoi MAC-agpec;

- ipv4_multicast_address — rpynnosow IPv4-aapec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- ipv4_source_address — |Pv4-appec UCTOYHUKA;

- ipv6_source_address — IPv6-agpec UCTOYHUKA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHol Tabanubl.

show bridge multicast
filtering vian_id

vlan_id: (1..4094)

MokasaTb KoHPUrypaumio GuabTPa rpynnoBbIX afpecos A1a
yKasaHHoro VLAN.
- vlan_id — naeHTMounKaumMoHHbIn Homep VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb KOHPUIrypaLmio GUAbTPA ANSA HE3APErUCTPUPOBAHHbIX
rPynnoBbIX aLpecos.

show bridge multicast
mode [vlan vian_id]

vlan_id: (1..4094)

MoKasaTb peXknm rpynmnoBoi agpecaumnn ana yKasaHHoro
nHTepoeica nmbo Bcex MHTepdencos VLAN.
-vlan_id — npeHTMduMKaLuMoHHbIN Homep VLAN.

show bridge multicast
reserved-addresses

OT06pa3nTb NPaBMAA, YCTAHOB/EHHbIE A1 FPYNNOBbIX
3ape3epBMPOBAHHbIX afPECoB.
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[pumepbl 861N0AHEHUA KOMAHO

= BkAounTb GUABTPALMIO FPYNNOBbIX a4PECOB KOMMYTaTOPOM. 3a4aTb Bpema xpaHeHnAa MAC-agpeca
450 ceKyHA, paspewnTb nepeaady He3aperMcTpupoBaHHbIX MHOroagpecHbIX naketos Ha 11 nopty
KOMMyTaTOpa.

console# configure

console (config)# mac address-table aging-time 450

console (config) # bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding
console# show bridge multicast address-table format ip

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, tel0/2
19 224-239.130(2.2.8 static te0/1-8

19 224-239.130(2.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.130(2.2.8 te0/8

5.19.3 MLD snooping — npomoKosa KOHMponsa MHo20adpecHo20 mpaduka e IPve

MLD snooping — MexaHW3M MHOroagpecHOM PaccbisIKM COOOLLEHWNI, NO3BONAIOLLMIA MUHUMU3MPOBATD
MHOroaapecHbIi Tpaduk B IPv6-ceTax.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 173 — KomaHabl rnobanbHOro pexnuma KoHourypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
ipvé mld snooping [vlan Bkntounte MLD snooping.
vlan_id] vlan_id: (1..4094)
no ipv6 mid snooping [vlan —/BbIKNIOYEHO OtkntounTtb MLD snooping.

vlan_id]

ipvé mid snooping vlan vian_id
static ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

3apeructpupoBatb rpynnosoit IPv6-agpec B Tabauue rpynnosoi
afpecaumu u ctatudecku gobasnset/yaanset uHtepdeiics! U3
rpynnol ana Tekywein VLAN.

- ipv6_multicast_address — rpynnoso# |IPv6-agpec;
MNepeuncneHne nHTepdENCoB OCYLLECTBAACTCA YEPES «-» U «,».

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)
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no ipvé mid snooping vlan
vlan_id static
ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

Yaanutb rpynnosoit IP-agpec 13 Tabanupi.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipvé mld snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[o6aBuTb NpaBuK/Io, 3anpeLLatolLee NOPTam U3 CNUCKA
pernctpmposaTtbca Kak MLD-mrouter.

YAanuTb npasuno, 3anpeLaroLlee nopTam 13 CNmucka
perucTpmposaTbca Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
—/BKNIOYEHO

M3yunTb NnopTbl, NOAKAOYEHHbIe K mrouter-y no MLD-query-
nakeTam.

He n3y4yatb nopTbl, NOAKAOYEHHbIE K mrouter-y no MLD-query-
nakeTam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipvé mid snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[lo6aBuUTb CNUCOK mrouter-nopTos.

Ypanutb mrouter-nopTbl.

ipvé mid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no ipv6 mid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48);
—/BbIK/IIOYEHO

BkntounTb npouecc MLD Snooping Immediate-Leave Ha Tekywei
VLAN.

- interface — npu Mcnoab3oBaHMM JAHHOTO NapameTpa MexaHM3M
fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX UHTepdericax (npu
ycnosuu, 4to npouecc MLD Snooping Immediate-Leave He
BKAKOYEH rnobanbHO Ha Tekyuien VLAN).

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha Tekywiel
VLAN nnu ykazaHHOM UHTepdelice.

ipvé mld snooping querier

no ipv6 mid snooping
querier

—/BbIK/IIOYEHO

BK/IIOUMTbL NOAAEPIKKY BblAauM 3aNpocoB igmp-query.

OTKNOUUTL NOAAEPIKKY BblAauM 3aNpOCoB igmp-query.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

201



HELTEX

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgelicos) Ethernet, uHmepdgelica

2pynnel nopmos, uHmepagpetica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexmnme KoHoUrypaumm nHtepdelica Ethernet, nutepdeiica rpynnoi
noptoB u nHTepdenca VLAN:

console (config-if)#

Tabnnua 174 — KomaHAabl pexnma KoHpurypauum nHtepdeinca (gruanasoHa uHtepdeiicos) Ethernet, nHtep-
deica rpynnbl nopTos, nHTepdenca VLAN

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
ipvé mid 3a4aTb MaKCMMaNbHYIO 3aZePKKy OTBETa NOC/eAHEro YneHa
last-member-query-interval interval: rpynnbl, KOTOPAa UCNO/b3YyeTCA AJ1A BbIYMCAEHNA KOAA
interval (100..25500)/1000 MaKCMMaNnbHOM 3aaep»KKu oteeTa (Max Response Code)
no ipvé mid MWNNUCERYHA, BoccTtaHOBUTL 3HAYEHWE MO YMONYAHUIO.
last-member-query-interval
ipvé mid query-interval value value: (30..18000)/125 3apaTb MHTEPBAA PACCbINKM OCHOBHbIX MLD-3anpocos.
no ipvé mid query-interval CeKyHA, BoccTtaHOBUTL 3HAYEHME MO YMONYAHWIO.
ipvé mid 3a4aTb MaKCMManbHYO 3a4epKKy OTBETa, KoTopasn
query-max-response-time MCNoNb3yeTcA ANA BbIYMCAEHUM KOAA MAaKCUMAbHOM
value value: (5..20)/10 cekyHg, 3a/leprKKM oTBeTa.
no ipvé mid BoccTaHOBWTL 3HAYEHME MO YMOYAHMIO.
query-max-response-time
ipvé mid robustness value YCTaHOBUTb 3HaYeHne KoapdULMeHTa 0TKAa30yCTONYMBOCTH.
Ecnv Ha KaHane HabtogaeTca notepsa AaHHbIX, KO3GOUUMEHT
value: (1..7)/2 OTKa30YyCTOMYMBOCTU [O/IKEH ObITb YBENIMYEH.
no ipv6 mid robustness BoCCTaHOBWTL 3HAYEHME MO YMOYAHMIO.
ipvé mid version version YCTaHOBWTbL BEPCUIO NPOTOKOA, AEUCTBYHOLLYIO Ha AaHHOM
version: (1..2)/2 nHTepdeiice.
no ipv6 mid version BOCCTaHOBWTL 3HAYEHME MO YMOYAHMIO.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 175 — KomaHabl pexkuma EXEC

3HayeHue/3Ha4yeHue

KomaHoa Aelicmeue
no ymMoa4YaHuro
show ipv6 mld snooping 0OT06pa3snTb MHGOPMALLMIO O 3aPErUCTPUPOBAHHDBIX Fpynnax B
groups [vlan vian_id] [address COOTBETCTBMM C 3aZlaHHbIMM B KOMaHA4e NapameTpamm
ipbv6_multicast_address] vlan_id: (1..4094) dunbTpaymu.
[source ipv6 _address] - ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_address — IPv6-afpec UCTOYHMKA.

show ipv6 mld snooping
interface vian_id

OT06pa3sunTb nHPOpPMaLMIo 0 KoHdUrypaLmmn MLD-snooping ana

vlan_id: (1..4094) [aHHO VLAN.

show ipv6 mld snooping
mrouter [interface vian_id]

vian_ id: (1..4094) OT06pasunTb HGOPMaLMIO O mrouter-nopTax.
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5.19.4 ®yHKyuu ozpaHuyeHusa multicast-mpaduka

®PyHKUMM orpaHuyeHns multicast-tpadmka mMcnonb3yroTcA ANA yAOOHOM HACTPOMKM OrpaHuMYeHuA
NPOCMOTPA onpegeneHHbIX rPYynn MHOFOAZPECHOM PACCbIKMU.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 176 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

multicast snooping profile
profile_name

no multicast snooping
profile profile_name

profile_name: (1..32)
CUMBOJI0B

MepeliTn B pexxnm KoHoburypaumm multicast-npoduns.

YpanuTb ykasaHHbIM multicast-npopuns.
Multicast-npodunb moxkeT 6biTb yAaneH ToNbKO
! nocne Toro, Kak 6yger oTBsI3aH OT BCeX NOPTOB
KoMmyTaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

BuAa 3anpoca KoMaHAHOM CTPOKM pexunma KoHdurypaumm multicast-npoduna:

console (config-mc-profile) #

Tabnunua 177 — KomaHabl pexkuma KoHpurypaumum multicast-npodunsa

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

match ip low_ip [high_ip]

no match ip low_ip

low_ip: BannaHbIn
multicast-agpec;
high_ip: BannaHbin

3apaTb cOOTBETCTBME NPOPUNA YKa3zaHHOMY AManasoHy IPv4
multicast-agpecos.

Yoanutb cootBeTcTBue Npoduaa ykasaHHoOMy AnanasoHy IPv4

no match ipv6 low_ipv6
[high_ipvé]

high_ipv6: BaangHbin
IPv6 multicast-agpec

[high_ip] multicast-agpec multicast-agpecos.
match ipv6 low_ipvé low_ipv6: Banngmbiii IPv6 | 3aAaTb cOOTBETCTBME NPOdUAA YKa3aHHOMY AuanasoHy IPve
[high_ipvé] multicast-agpec; multicast-agpecos.

YaanuTb cooTBeTcTBUE NPOodUAA yKasaHHOMY AnanasoHy IPve
multicast-agpecos.

permit

no permit

—/no permit

B cnyyae HeCOOTBETCTBUA OAHOMY U3 3a[4aHHbIX AMAMNA30HOB,
IGMP-report 6yayT nponyckaTbcs.

B cnyyae HeCOOTBETCTBUA OAHOMY M3 33aHHbIX MANA30HOB,
IGMP-report 6yayT oTbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknma KOHbUrypaumnm nHtepdeica:

console (config-if) #
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Tabnunua 178 — KomaHapl pexkuma KoHpurypauum nHtepdelica (ananasoHa nHtepdelicos) Ethernet

3HavyeHue/3HavyeHue .,
KomaHoa / Aelicmeue
1o ymMon4YaHuro

multicast snooping OrpaHn4mTb KOANYECTBO OAHOBPEMEHHO NPOCMAaTPUBAEMbIX
max-groups number multicast-rpynn ana nHtepdeiica.

number (1..1000)/—

no multicast snooping CHATb OrpaHMYeHne Ha KONNYECTBO OAHOBPEMEHHO
max-groups npocmaTtpmsaembix rpynn gna nHrepdenca.

multicast snooping add MpuBA3aTb YKaszaHHbIN multicast-npoduab K uHTepdelicy.
profile_name profile name: (1..32)

multicast snooping remove CMMBOIOB Yaanutb cootBeTcTBue multicast-npodunn (Bcex multicast-
{profile_name | all} npodunei) nHtepoeicy.

KomaHOob! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 179 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue

KomaHda Aelicmeue
o ymMoa4YaHuto
show multicast snooping OT106pa3nTb MHPOPMaLUIO ANA BCEX MOPTOB O TEKYLLEM
groups count — KO/IMYeCTBE 3aperMcTPMpPOBaHHbIX TPy, a TaKKe
MaKCMMa/ibHOE BO3MOXKHOE KOIMYecTBO.
show multicast snooping profile name: (1..32) OT106pasnTb MHPOPMaLMIO O CKOHPUTYPMPOBaHHbLIX multicast-
profile [profile_name] CMMBOOB npodunax.

5.19.5 RADIUS-aemopu3ayus 3anpocoe IGMP

[aHHbI MexaHU3M MO3BONAET NPOU3BOAUTbL aBTOPM3ALMIO 3anNpocoB NpoTokona IGMP ¢ nomolbio
RADIUS-cepBepa. [na obecneyeHMAa HaAeXKHOCTM W pacnpeneneHua Harpyskm MOXKET WCMO/1b30BaThCA
Heckonbko RADIUS-cepBepoB. Bbibop cepBepa Ansa 0TNpaBKM 04epesHOro 3anpoca aBTopusaLMm nponucxoanTt
cnyyaiiHbim obpasom. Ecnm cepBep He OTBETWU/, OH MOMEYAETCA KaK BPeMeHHO Hepabouuii, n nepecraert
Yy4acTBOBAaTb B MEXaHU3Me ONpoca Ha onpeAefieHHbI Nepmnos, a 3anpoc OTCbIIAETCA HA CAeAyoWwmin cepaep.

MNonyyeHHble aBTOPU3aLMOHHbIE AaHHbIE XPAHATCA B K3LI-NaMATU KOMMYTaTOpPa B TeYeHWe 3aJaHHOro
nepuoga BpeMeHW. ITO MNO3BOAAET YCKOPUTb MOBTOPHYHD 06paboTky IGMP-3anpocos. [MapameTpbl
aBTOpU3aLMM BKAOYALOT B cebs:

=  MAC-agpec KAIMeHTCKOro yCTPOICTBa;
=  UaeHTUPUKATOP NOPTAa KOMMYTATOPa;
= |P-agpec rpynnbl;

=  PelwweHune o goctyne — deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KoHGUrypnuposaHmsa:

console (config) #
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Tabanua 180 — KomaHgbl pexXnuma rnobasbHOro KOHGUrypmpoBaHus

KomaHda 3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ip igmp snooping authoriza-
tion cache-timeout timeout
timeout: (0..10000) mnH/0

no ip igmp snooping authori-
zation cache-timeout

YCTaHOBUTb BpemsA KMU3HW B Kawe. Ecnm 3HaueHne pasHO
HY/II0 — OTCYET BPEMEHMU ¥KMU3HW OTK/IIOYEH (3anuch He
y4aNnaeTcsa co BpeMeHeM).

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

BuA 3anpoca KoMaHAHOM CTPOKM pexmnma KoHOUrypmnpoBaHUa nHTepdelica:

console (config-if)#

Tabnvua 181 — KomaHabl pexkmuma KoHpurypuposaHusa nurtepdeinca Ethernet

KomaHoa 3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

multicast snooping authorization
radius [required]

BkntounTb aBTopusaunio yepes RADIUS-cepsep. Ecim ykasaH
napameTp required, To B c/ly4yae HeAOCTYMHOCTU BCeX
RADIUS-cepsepos IGMP-3anpocbl UTHOpUpYHOTCA.

no multicast snooping
authorization forwarding-first

—/oTKnto4eHa B npotnueHom cnyyae IGMP-3anpoc 6yaet obpaboTaH gaxe
npu OTCYTCTBMM OTBETA CepBepa.
no multicast snooping OTKNOYUTL aBTOPU3ALMIO.
authorization
multicast snooping authorization BKkntounTb NnpegBaputenbHyto 06paboTky IGMP-3anpocos Ha
forwarding-first nopTy Ao otseta RADIUS-cepsepa. [pn nony4yeHnmn oteeTta
OT cepBepa B C/ly4ae NONOXKUTENbHOrO OTBETa NoANNCKa
oCTaeTcA, B C/ly4ae oTpMLATeIbHOrO — yAansaeTca, ecam
—/oTKo4eHa

AOMNONHUTENBbHO HAacTpoeHa GpyHKLMA ip igmp snooping
immediate-leave.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

KomaHObi1 pexcuma EXEC

Bce komaHgbl OOCTYNMHbI TO/IbKO ANA NPUBUIETMPOBAHHOIO NO/1Ib30BaTEN1A.

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
console#

Tabnunua 182 — KomaHabl pexkuma EXEC

tengigabitethernet te_port ]

KomaHda 3HaveHue Aeilicmeue
show ip igmp snooping authori- OT06pasunTb coaepKMmoe Kala asTopmsaumm IGMP.
zation-cache gi_port: (1..8/0/1..24); | Ecnun B KOmaHAe yKasaH uHTepdeiic — To oTobparkatotca
[gigabitethernet gi_port | te_port: (1..8/0/1..4). TO/IbKO Te rpynmbl, KOTOPblE 3aPerncTpPMpPoBaHbl Ha

yKa3aHHOM nHTepdelice.

clear ip igmp snooping authori-
zation-cache gi_port: (1..8/0/1..24);
[gigabitethernet gi_port | te_port: (1..8/0/1..4).
tengigabitethernet te_port ]

OuYMCTUTL KL aBTOPU3aLLMMN.

Ecnu B KOMaHAe yKasaH uHTepdeinc — oumLLaoTca 3anmcu
K3LW AN15 YKa3aHHOro MHTepodeiica.

Ecnu nHTepdeic He yKasaH — K3l OYMULLAETCA NOAHOCTbLIO.
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5.20 MapuwpyT1u3aumua MHoroagpecHoro tpadpuka

5.20.1 Npomokon PIM

PIM — npoToKo/a MHOroagpecHoi mapwpyTtmnsaumm ana IP-ceteld, co3gaHHbIN ans peleHua npobaem
rpynnoson mapupyTtmsaumn. PIM 6asmpyetca Ha TPaguLMOHHbIX MapLIpyTHbIX NPOTOKOAAX (Hanmpumep,
Border Gateway Protocol), Bmecto TOro, 4tobbl CO34aBaTb COBCTBEHHYIO ceTeByl Tononoruto. PIM
ucnosnb3dyet unicast-Tabauuy mapwpytusaumm  gna  nposepku RPF. 3Ta npoBepKa BbINOAHAETCA
MapLUpyTM3aTopamu, 4Tobbl ybeamTbea, YTo nepeaada MHoroagpecHoro Tpaduka BbiNOJIHAETCA Mo NyTn 6es
netenb.

RP (rendezvous point) — TOuKa paHAEeBYy, Ha KOTOpOM OyayT pPerucTpupoBaTbCA MCTOYHUKM
MHOTroaApecHbIX MOTOKOB M CO34aBaTb MapLLPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S,G).

BSR (bootstrap router) — mexaHu3am cbopa nHpopmaumm o RP KaHanaaTtax, bopmmnpoBaHMmM crnncka RP
ONA  Ka)XOOM MHOroaZpecHor rpynnbl WM OTNpaBKa CMNMcKa B npegenax paomeHa. KoHdurypauus
MHOroagpecHoO MapLupyTM3aumm Ha b6ase IPv4.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMmMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnnua 183 — KomaHgbl rnobanbHOro permma KoHourypaumm

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
o ymoa4aHuio
ip multicast-routing pim BKNOUMTL MHOFOaAPECHYO MapLIpyTM3aumio, NpoTokon PIM Ha
—/no ymonyaHuio o
BCex UHTepdericax.
- - - - bYHKUMA BbIKAOYEHA
no ip multicast-routing pim OTKNOYMUTb MHOTOaAPECHYIO MapLIPyTM3aLmio 1 NnpoTokon PIM.
ipvé multicast-routing pim Bkatountb ana IPv6 mHOroagpecHyo mapLlipyTusaumio, NpoTOKON
—/no ymonyaHuio PIM Ha Bcex nHTepdeiicax.
no ipv6 multicast-routing GYHKUMA BbIKIOYEHa OTKAOYMTbL Ana IPv6 mHOroagpecHyto mapLupyTusaumio n
pim npoTokon PIM.
ip mroute prefix pre- Co3paTb CTaTMYecKoe MpaBuaO A/ MHOroapecHoln Tabanubl
fix_length MapLIpyTU3aLmK.
fw_router_address tunnel . - prefix — IP-agpec ceTn HazHayeHus;
. prefix: (A.B.C.D); . .
tunnel_id - prefix_length — macka npeduKca HasHaYeHUs Unu ee 4INHa;

prefix-length:
(A.B.C.D uan /n);
fw_router_ad-

- fw_router_address — |P-agpec mapLipyTM3aTopa MHOroas-
PecHOW paccbiNKku;
- tunnel_id — vaeHTUPUKATOP TyHHENS.

dress: (A.B.C.D);

. YpanuTb cTaTMyeckoe Npasuao 13 TabanLbl MHOTOaApecHoM
tunnel_id: (1..16) A P H AP

no ip mroute prefix pre-

fix_length MapLIpyTU3aLmm.
fw_router_address tunnel
tunnel_id
ipv6 pim accept-register list NpuMmeHUTb GUABTPALMIO PEFMCTPALMOHHBIX coobweHnin PIM ana
acc_list IPv6.
acc_list: (0..32) - acc_list — cnucok mHoroaapecHbIx NnpedrKcoB, 3a4aBaeMblii C
cumBona nomoupto ctaHaapTHoro ACL.
no ipv6 pim accept-register OTKNOYUTL GUNBTPALUIO.

list
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ip pim bsr-candidate ip_ad-
dress [mask] [priority prior-
ity_num)]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb YCTPOMCTBO Kak KaHauaaTta B BSR (bootstrap router).
- ip_address — BanuaHbIi IP-agpec KommyTaTopa;

- mask — macka noaceTw;

- priority_num — npuopwurer.

OTKNOUUTL AAHHbIN NapameTp.

ipv6 pim bsr-candidate
ipv6_address [mask] [prior-
ity priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKa3aTb YCTPOMCTBO Kak KaHanaaTta B BSR (bootstrap router).
- ipv6_address — BanuaHblit IPv6-agpec KommyTaTopa;

- mask — macka noaceTw;

- priority_num — npuopwuTer.

OTKNIOUUTD AaHHBIN NapameTp.

ip pim dm {range mul-
ticast_subnet | default}

no ip pim dm {range mul-
ticast_subnet | default}

BK/IIOYMTb MapLLpyTU3aLMIO 334aHHOTO AManasoHa
MY/IbTUKACTHbIX rpynn 8 pexxume PIM-DM.
- multicast_subnet — mHoroagapecHasa NoAcCeTb;
- default — ykasaTb avanasoH 8 224.0.1.0/24.
V KomaHay MOXHO BBECTM HECKO/NbKO pas, 3ajaB He-
CKONbKO ANana3oHoB.

OTKNOUUTL AaHHbIN NapameTp.

ip pim rp-address
unicast_address [mul-
ticast_subnet]

no ip pim rp-address
unicast_address [mul-
ticast_subnet]

Co3paTb cTaTnyeckyto Rendezvous Point (RP), aononHuTtensHo
MOXHO YKa3aTb MHOroaApecHyo NoAceTb ANA AaHHOW RP.

- unicast_addr — IP-agpec;

- multicast_subnet — mHoroagpecHas nogceTb.

Yaanutb ctatmyeckyto RP uau yganute RP ans yKasaHHow
noaceTu.

ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ipv6_unicast_address
[ipv6_multicast_subnet]

Co3patb ctatuyeckyto Rendezvous Point (RP), gononHutensHo
MOKHO YKa3aTb MHOroaZpecHyto noaceTb oaa AaHHoM RP.

- ipv6_unicast_ addr — IPv6-agpec;

- ipv6_multicast_ subnet — mHoroaapecHas noaceTb.

Ypanutb ctatndeckyto RP uam yaanutb RP ans ykasaHHoM
noaceTw.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs]

no ip pim rp-candidate
unicast_address

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60
CEeKYHA

Co3patb KaHauaata ansa Rendezvous Point (RP)

- unicast_addr — IP-agpec;

- acc_list — cnncoK MHoroagpecHbix npeduKcoBs, 3a43aBaeMblit ¢
nomoubto ctaHaaptHoro ACL;

- priority — NpUOPUTETHOCTb KaHANAATA;

- Secs — nepuoz OTNPaBKM COOBLLEHUN.

OTKNOUUTB AaHHbIN NapameTp.

ipv6 pim rp-candidate
ibv6_unicast_address
[group-list acc_list] [priority
priority] [interval secs]

no ipv6 pim rp-candidate
ipv6_unicast_address

acc_list: (0..32)
cumBona
priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA,

Cos3paTtb KaHAMaaTta ana Rendezvous Point (RP)

- ipv6_unicast_addr — IPv6-agpec;

- acc_list — cnMcok MHOroagpecHbIX NpedpuKcoB, 3a5aBaemblit ¢
nomolupto ctaHaapTHoro ACL;

- priority — NPUOPUTETHOCTb KAaHANAATA;

- secs — nNepuog, oTrnpaBKM COOBLLLEHMUN.

OTKAOUUTL AaHHbIN NapameTp.

ip pim ssm {range mul-
ticast_subnet | default}

no ip pim ssm [range mul-
ticast_subnet | default]

YKa3aTb MHOroaapecHyo noacetb

- range — yKa3aTb MHOroagpecHyto NoAceTb;

- multicast_subnet — mHoroaapecHasa NoAceTb;
- default — ykasatb gnanasoH 8 232.0.0.0/8.

OTKNOUUTL AaHHbIN NapameTp.

ipv6 pim ssm {range
ibv6_multicast_subnet | de-
fault}

YKa3aTb MHOroaapecHyto noacetb

- range — yKas3aTb MHOroaJpecHyto NoaceTh;

- ipv6_multicast_subnet — mHoroagpecHas noaceTs;
- default — ykasaTb avanasoH 8 FF3E::/32.
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no ipv6 pim ssm [range
ipv6_multicast_subnet | de-
fault]

OTKNIOUNUTD AaHHBIN NapameTp.

ipv6 pim rp-embedded

no ipv6 pim rp-embedded

—/BKAIOYEHO

BKAOUNTL paclumpeHHbIi pyHKumMoHan rendezvous point (RP).

OTKNOYUTL paclinpeHHbI pyHKUMOHan rendezvous point (RP).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnnua 184 — KomaHab! pexkuma KoHpurypaumnm nHtepdeliicos Ethernet, VLAN, rpynnbl noptos

3HayeHue/ 3HayeHue

KomaHoa Aelicmeue
o ymon4aHuio

ip (ipv6) pim BKkatounTb PIM Ha nHTepdelice.

— - —/BKAOYEHO —
no ip (ipv6) pim Bbikntountb PIM Ha uHTepodelice.
ip (ipv6) pim bsr-border MpeKkpaTuTb Nepeaadvy BSR-coobuieHnin ¢ nHtepdelica.

— —/oTKAo4YEHO —
no ip pim bsr-border OTKNOYUTL AaHHbIM NapameTp.
ip (ipv6) pim dr-priority pri- YKasatb npuoputeT gna Boibopa DR-poyTepa.
ority priorit - priority — npvopuTteT DR-poyTepa onpeaensatowmii, KTo us

jority:

no ip (ipv6) pim dr-priority

(0..4294967294)/1

KOMMyTaTopoB cTaHeT DR-poyTepom. KommyTtaTop ¢ Hanbonblumm
3HayeHuem ctaHeT DR-poyTepom.

BepHyTb 3HaYeHWe No yMoa4YaHuo.

ip ip (ipv6) pim hello-inter-
val secs

no ip (ipv6) pim hello-inter-
val

secs: (1..18000)/30 cek

YKasatb nepuog otnpasku hello-nakeTos.
- sec — nepuog otnpasku hello-naketos.

BepHyTb 3Ha4YeHne No yYMO/IHaHUIo.

ip (ipv6) pim join-prune-in-
terval interval

no ip (ipv6) pim
join-prune-interval

interval: (1..18000)/60
CeKyHA,

YKasaTb MHTepBan, B TeHEHME KOTOPOro KOMMYTATOP OTCblNaeT
join nnu prune-coobueHus.
- interval — nepnopa BpeMeHM OTNPABKM join, prune coobLeHui.

BepHyTb 3HaYeHWe No yMon4YaHuo.

ip (ipv6) pim neighbor-filter
acc_list

acc_list: (0..32)

dunbTpoBaTh BXOAALWME PIM-cooblueHuns.
- acc_list — cnucoK aapecos, Ha OCHOBE KOTOPbIX MPOM3BOAUTCSA
dunbTpaums.

cMmBoONa
no ip (ipv6) pim neigh- OTKNOYUTD JaHHbIN NapameTp.
bor-filter
ip pim passive BKNtOUYNTL MACCUBHDIN PEXMUM HA UHTEpdelice. ITOT UHTepdeiic He
6yaeT oTNpaBaATb M NPUHMMATL coobuieHnsa PIM oT gpyrux
—/disable mapLlpyTnsaTopos PIM. HacTpolika HMKaK He BAUSET Ha

no ip pim passive

coobuieHuns IGMP.

BbIKNHOYMTb NACCUBHbIN pexunm.

ip igmp static-group
group_address [source
source_addr]

no ip igmp static-group
group_addr [source
source_addr]

BKAIOUMTL cTaTUYecKuid 3anpoc multicast-rpynnbl Ha uHTepdeiice.
- group-address — IP-agpec rpynnbi;

- source-addr — IP-agpec UCTOYHMKA rpynnbl.

V Ha uHtepdeiice aonxeH 6biTb BKAOYEH PIM.

BbIKNIOUUTL CTaTUYeCKUiA 3anpoc multicast-rpynnbi.
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Tabnnua 185 — KomaHgb! pexxuma KoHpurypaumum tyHHensa GRE

3Ha4yeHue/ 3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymoa4aHuro

ip pim Bkntountb PIM Ha nHTepdelice.

— —/BKNOYEHO -
no ip pim BbikntounTb PIM Ha uHTepdelice.
ip pim bsr-border MpeKkpaTuTb Nepesady BSR-coobLueHuit ¢ nHTepdeiica.

—— —/OTKAOYEHO "
no ip pim bsr-border OTKNOYUTL AaHHbIN NapameTp.
ip pim dr-priority priority YKasatb npuopuTeT gaa Boibopa DR-poyTepa.

L. - priority — npvopuTteT DR-poyTepa onpeaensatowmii, KTo us
priority:

no ip pim dr-priority

(0..4294967294)/1

KoMmyTaTopoB cTaHeT DR-poyTepom. KommyTtaTop ¢ Hanbonblumm
3HayeHMem ctaHeT DR-poyTepom.

BepHyTb 3Ha4YEHME N0 YMONYaHUIO.

ip ip pim hello-interval secs

no ip pim hello-interval

secs: (1..18000)/30 cek

YKasaTb nepuog, otnpasku hello-nakeTos.
- sec — nepuvog oTtnpasku hello-naketos.

BepHyTb 3HaUYeHMe Mo YMOAYaHUIO.

ip pim join-prune-interval
interval

no ip pim join-prune-inter-
val

interval: (1..18000)/60
CEKYHA

YKa3aTb UHTEPBAA, B TEYEHNE KOTOPOr0 KOMMYTATOpP OTCbIaeT
join unm prune-coobueHums.
- interval — nepwopa, BpemeHu OTNPaBKM join, prune coobLLeHNN.

BepHyTb 3HaYeHWe No yMmoa4YaHuio.

ip pim neighbor-filter

dunbTpoBaTh BXoAALWMe PIM-cooblueHuns.

acc_list acc_list: (0..32) - acc_list — cnucoK aapecos, Ha OCHOBE KOTOPbIX MPOM3BOAUTCSA
cMmBoOAa dunbTpaums.
no ip pim neighbor-filter OTKNOYUTD AAHHbIN NapameTp.
ip pim passive BKNIOUMTBL NacCUBHbIN peXKMM Ha MHTepdeice. ITOT MHTepdeic He
byneT oTNPaBAATb U MPUHUMATL coobuweHuns PIM oT apyrux
—/disable mapLlpytnusaTopos PIM. HacTpoiika HUKaK He BAUSET Ha

no ip pim passive

coobueHua IGMP.

BbIKNHOYMTb NACCUBHbIN pexunm.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 186 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip (ipv6) pim rp map-
ping [RP_addr]

OT06pa3nTb aKTUBHbIE RP, CBA3aHHbIE C MAPLLIPYTHOM
nHbopmavumen.
- RP_addr — IP-agpec.

show ip (ipv6) pim neigh-
bor [detail] [gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

OTo6pasnTb MHPopmaumio o PIM-coceasx.
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show ip (ipv6) pim inter- OTo6pasnTb MHPopmaumio no PIM-nHtepdeiicam:
fa’ce [glgabltet'herr.let gi_port: (1.8/0/1.48); |~ state-on — oTob6pakaer Bce MHTedeeMUCbl, rge BkAoyeH PIM;
gi_port | tengigabitether- - state-off — oTo6parkaeT Bce MHTEpdENCHI, rae BbikAoUYeH PIM.
. te_port: (1..8/0/1..24);
net te_port | fortygiga-
. fo_port: (1..8/0/1..4);
bitethernet fo_port | port-
channel group | vlan group: (1..48);
el group vlan_id: (1..4094)
vlan_id |state-on |
state-off]
show ip (ipv6) pim group- _ OT06pasnTb TabaMLy NPUBA3KM MHOFOAAPECHbIX FPyNM.
map [group_address] - group-address — agpec rpynnoi.
show ip (ipv6) pim counters — OTo6pasunTb cogepkmmoe PIM-cyeTymKos.
show ip (ipv6) pim bsr elec- . 0OT06pa3nTb nHPopmaumio o BSR.
tion
show ip (ipv6) pim bsr rp- . 0OT06pa3nTb HPopMaUMo 06 M3yYeHHbIX KaHgMaaTax B RP.
cache
show ip (ipv6) pim bsr can- . OT06pa3nTb COCTOAHUE KaHanaaTos B RP.
didate-rp
clear ip (ipv6) pim counters — O6HYAUTL PIM-cHeTYmKM.

[pumep UCnoa16308aHUA KOMAHO

= ba3oBas HacTpoiKa PIM SM c ctatnyeckum RP (1.1.1.1). MpeasaputensHo A0KEH BbITb HAaCTPOEH
NPOTOKO MapLIpyTU3aLLUN.

console# configure
console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.20.2 ®dyHKyusa PIM Snooping

®dyHKumA PIM Snooping ncnosb3yeTcs B CETAX, I4e KOMMYTATOP UCNOAHAET Pob L2-ycTpoiicTBa MexXay
PIM-mapuipyTtnsatopamu.

OcHoBHoW 3aga4ent PIM Snooping aBnseTca npeaocTaBieHMe MHOIoaApecHoro TpadmKka ToNbKo ans
TeX NopTOB, C KOTOPbIX HblNM NonyyeH PIM Join, PIM Register.

KomaHObI pexcuma 2106aa6Hol KOHuU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKU B peXKMUME r106anbHON KOHPUrypaumm:
console (config) #

Tabnnua 187 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuro
ip pim snooping PaspewunTtb ucnonb3osaHue dyHKuuu PIM Snooping
—/BbIKNIOYEHO KOMMYTaTOPOM.

no ip pim snooping 3anpeTuTb Ucnosab3oBaHue GyHKLUUK
ip pim snooping vlian PaspewunTb ncnosnb3osaHue ¢pyHKUUKM PIM Snooping
vlan_id KOMMYTaTOpPOM g/15 AaHHoro nHtepdeiica VLAN.

__ : vian_ id: (1..4094) vlan_id — naeHTMounkaumoHHbIin Homep VLAN. .
no ip pim snooping vlan 3anpeTuTb ncnonbzosaHue pyHkumm PIM Snooping
vlan_id KOMMYTaTOpPOM /15 AaHHOro nHtepdeiica VLAN.
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KomaHOobi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnmua 188 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

show ip pim snooping

MoKa3aTb 06yt MHPOPMALMIO O HACTPOMKAX.

show ip pim snooping vlan
vlan_id

vlan_id: (1..4094)

MoKa3aTb CTaTUCTUKY KOHTPOIA MHOrOaApecHoro Tpaduka B
OaHHoM vlan.

show ip pim snooping groups

MoKasaTb CNM1COK 3aperncTpMpPOoBaHHbIX rpynm.

sh ip pim snooping neighbors

Moka3saTb CNMCOK 3aperncTpmpoBaHHbIX y4acTHUKOB PIM.

5.20.3 NMpomokon MSDP

MpoToKoN 0BHAPYKEHUA UCTOYHNKOB MHOroaapecHoi paccbiiku (MSDP) ucnonb3yerca ans obmeHa
nHoopmaumen 06 mctouyHmkax Multicast-Tpadmka mexay pasHbimu PIM-pomeHamn. MSDP-coeanHeHue
06bl4HO ycTaHaBAuBaeTca mexay RP kaxkgoro gomeHa.

KomaHObI pexcuma 2a06ana6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMUME r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 189 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

router msdp

no router msdp

BkAtountb npoTokon MSDP 1 nepeiTu B pexmum ero
KOHUrypaumu.

OcTtaHoBUTb NpoToKon MSDP un yaanutb BCO ero
KoHbUrypaumio.

KomaHObI pexcuma KoHgu2ypayuu npomokosad MSDP

Bupa 3anpoca KOMaHAHOM CTPOKK B pexnume KoHpurypaumm npotokosa MSDP:

console (config-msdp) #

Tabnnua 190 — KomaHabl pexkuma KoHpurypauum npotokona MSDP

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

connect-source ip_address

no connect-source

—/IP-agpec He HasHaueH

HasHauuTtb IP-agpec, KoTopbiit ByAeT Ncnoib3oBaH B KayecTse
MCXoaaLero npu coegmHernn ¢ MSDP-nupom.

YCTaHOBUTb 3HAYeHue no YMO/IHaHUIO.

cache-sa-holdtime secs

secs: (150..3600)/150 cek

YCTaHOBUTb BPEMA KU3HU SA-3anuvcu B Kalue.

no cache-sa-holdtime

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

211



HELTEX

holdtime secs

no holdtime

secs: (3..150)/75 cek

YctaHoBUTL Takimep holdtime. Ecan B TeyeHune sToro BpemeHun
He byaeTt npuHaTo keepalive-coobueHne, To coeguHeHne
cocenom cbpacbiBaeTcs.

YCTaHOBWUTb 3HAYeHME No YMO/I4aHUIO.

keepalive secs

no keepalive

secs: (1..60)/30 cek

YCTaHOBUTbL MHTEPBAN MeXKay oTnpaBKow keepalive-coobuieHnin.

YCTaHOBWUTb 3HAYeHME NOo YMO/I4aHUIO.

originator-ip ip_address

no originator-ip

—/IP-aapec He Ha3HayeH

HasHauuTtb IP-agpec, ncnonb3yemblit B Kavectse agpeca RP B
ncxoaaWmMx coobuieHmnax SA.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

peer ip_address

no peer ip_address

[o6aBuTb B KOHdUrypaumto MSDP-nup 1 BOMTU B pEXKUM €ro
KoHbUrypauuu.

Yaoanntb MSDP-nup.

KomaHObl pexcuma KoHgu2ypayuu MSDP-nupa

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumm MSDP-nmpa:

console (config-msdp) #

Tabanuya 191 — KomaHab! pexkmuma KoHpurypauym MSDP-nmpa

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

connect-source ip_address

no connect-source

—/IP-aapec He Ha3HayeH

HasHaunTtb IP-agpec, KoTopbili byaeT NCNoIb30BaH B KayecTse
ncxoaawero npu coeagnHeHun ¢ MSDP-nupom.

YCTaHOBUTb 3Ha4YeHMe NO YMOHAHMUIO.

description text

no description

text: (1..160) cumsona

3apatb onucaHne MSDP-nmpa.

Ypanutb onucaHue.

mesh-group name

no mesh-group

name: (1..31) cumBona

[obasutb cocega kK MESH-rpynne.

Yaanutb cocepa.

sa-filter {in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

no sa-filter {in | out }
sec_num

sec_num:
(0..4294967294)

Co3paTb Npasuao puabTpaumm SA-coobuieHmnit:

- permit — paspewatoliee npasuao GuabTpaLmy;

- deny — 3anpeluatoliee npasuao GpuUabTpaLmm;

- Sec_num — HOMep CeKUUu NpaBuna;

- ip_addr_rp — ¢unbTpauus no agpecy RP;

- ip_addr_gr — ¢unbTpayma no agpecy rpynnbi;

- ip_addr_src — ¢unbTpauma no agpecy nctouHmka Multicast-
Tpaduka.

Ypanaet CO34aHHYIO CeKLUUIo npaBnna.

shutdown

no shutdown

— /BbIK/OYEHO

AOMWHUCTPATUBHO BbIKAKOUNTL ceccuto ¢ MSDP-nnpom, He
y4anaa ero KOHGuUrypaumm.

YCTaHOBUTb 3HaYeHMEe N0 YMOHYAHWUIO.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 192 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
show ip msdp peers [ ip_addr] MokasaTb MHGOPMALIMIO O HACTPOEHHBIX NUPaXx, cTaTyce
coeaMHEeHUs, HaCTPOMKax NMPOB, a TaKXKe CTaTUCTUKY 0bmeHa
- coobuieHnamm npotokona MSDP
- ip_addr — IP-agpec nupa.
show ip msdp source-active — MokasaTtb coaepMmoe Kalwa SA.
show ip msdp summary — MoKa3aTb CymmapHyo MHopMauuio npoTokosia MSDP.
clear ip msdp counters — O6HYNUTb CYETUMKU.
clear ip msdp peers [ ip_addr] . MepeycTtaHoBUTb coeanHeHna ¢ MSDP-nnpamu
- ip_addr — IP-agpec nupa.

5.20.4 ®dyHkyua IGMP Proxy

®PyHKUMA MHOroagpecHoit mapwpyTtmsaumm IGMP  Proxy npeaHasHayeHa AAa peanusauuu
YNPOLWLEHHOW MapLllpyTM3aLMU MHOFOagpecHbIX AaHHbIX MeKAy CeTAMMW, YNnpaBisaemoi Ha OCHOBaHWUU
npotokona IGMP. C nomoubto IGMP Proxy ycTpoicTBa, He HaxodsllMecs B OAHOM CETU C CEepBepom
MHOTroagpecHO’ Paccbi/IKU, MMEIOT BO3MOXKHOCTb MOAKAOUYATLCA K MHOTOa4peCcHbIM rpynnam.

MapLpyT13aLma OCYLLECTBAAETCA MeXay MHTepdencom BblwecTos el ceTn (uplink) u nHTepdeincamm
Huxectosawmx ceteit (downlink). Mpun atom Ha uplink-uHTepdelice KommyTaTop BeaeT ceba Kak 0bbIYHbIN
nosy4atenb MHoroagpecHoro Tpaduka (multicast client) n popmmpyet cobcTBeHHble coobLEHMA NPOTOKONA
IGMP. Ha uHtepdelicax downlink KommyTaTop BbICTynaeT B Ka4ecTBe cepBepa MHOrOagpecHOM PaccbiIKK U
ob6pabaTtbiBaeT coobueHna NpoTokona IGMP oT ycTponcTs, MOAKAOYEHHDBIX K 3TUM UHTepdelicam.

VV KonnyectBo nogaep:kmBaembiX Frpynn MHOroagpecHoit paccbiiku nporokonom IGMP
Proxy yKasaHo B Tabauue 9.
V IGMP Proxy noagpep:usaet go 512 downlink-untepdeiicos.
V OrpaHuyeHus peanusauum ¢pyHKummn IGMP Proxy:
- IGMP Proxy He noaaep:KusaeTtca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaeneH ToNIbKO OAUH UHTepdelic BblLLECTOALLEN CETH;
- Npu ncnonb3oBaHum Bepcumn V3 npotokona IGMP Ha HTepdencax K HUKecTosALLel ceTn
o6pabaTbiBaloTcA TONbKO 3anpocbl TMNa exclude (*,G) u include (*,G).

V’» Bo VLAN-e, B KOTOpbIi1 ocywiecTBasieTca npoKkcuposaHue, IGMP Snooping aoneH 6biTb
OTK/IOYEH.
V’ IGMP Proxy ana QinQ-tpadpukKa:
ONA KOPPEeKTHOWU paboTtbl ¢pyHKUMOHana Heobxogumo BKAuUUTb IGMP Proxy u IGMP

Snooping B SVLAN u CVLAN, a TaK»Ke HacTpouTb IP-agpeca Ha BaHHbIX uHTepdeiicax.

KomaHObI pexcuma 210banabHol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabanua 193 — KomaHgbl pexnuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

ip multicast-routing

PaspewnTtb paboTy MapLIpyTU3aLLMM MHOTOAAPECHBIX AaHHbIX

igmp-proxy —/no ymonyaHuio Ha CKOHOUIYPUPOBAHHbIX NHTEpdelicax.
no ip multicast-routing GYyHKUMA BbIK/OYEHa 3anpeTuTb paboTy MapLUPyTU3aLMN MHOFOAAPECHbIX AAHHbIX Ha
igmp-proxy CKOHPUrypMpoBaHHbIX MHTepdencax.

ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id

prefix: (A.B.C.D); pre-
fix-length: (A.B.C.D nau
/n); fw_router_ad-
dress: (A.B.C.D); tun-
nel_id: (1..16)

Co3paTb cTaTMYeCKoe NPaBuao AN MHOTOaApPecHOM Tabaunubl
MapLpyTU3aumm.

- prefix — IP-agpec ceTn HasHaYeHus;

- prefix_length — macka npeduKca Ha3HaYeHUn Unun ee
O/MH3;

- fw_router_address — |P-agpec mapLlpyTM3aTopa MHOroaa-
pPecHoW paccbliku;

- tunnel_id — npeHTUdUKaTOp TYHHENA.

no ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id

Y4anuTb cTaTMyeckoe Npasuao mn3 Tabanibl MHOroaapecHow
MapLUpyTU3aLMH.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpeticos Ethernet, VLAN, uHmepdgelica 2pynnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypauum nutepoeicos Ethernet, VLAN, nHtepdeiica

rpynnbl NOPTOB:

console (config-if)#

Tabnnua 194 — KomaHgb! pexkuma KoHpurypauum nntepoeiicos Ethernet, VLAN, rpynnbl noptos

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip igmp-proxy {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

KoHurypupyembin nHTepdeiic agnaetca MHTepdercom K
HuKecToAwweln ceTu. KomaHaa HazHavaeT cBs3aHHbIN uplink-
MHTepdENc, y4acTBYIOWMI B MapLIPYTMU3aLMK.

ip igmp static-group group-
address [source source-addr]

no ip igmp static-group group-
address [source source-addr]

BKAtOUNTL CTaTUYECKMI 3anpoc multicast-rpynnbl Ha MHTepdelice.
- group-address — IP-agpec rpynnbi;
- source-addr — IP-aapec UCTOYHMKA rpynnbl.

V Ha uHtepdeiice aonxeH 6biTb BKAOUYEH IGMP Proxy.

BbIKMOUMTL CTaTUYeCKMit 3anpoc multicast-rpynnbl.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKK pexunuma KoHdurypaumm VLAN:

console (config-if)#

Tabnnua 195 — KomaHgb! pexxuma KoHdpurypaummn nHtepoeiicos VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

ip igmp-proxy dscp dscp

no ip igmp-proxy dscp

dscp: (0..63)/0

YcTaHoBUTb 3HaYeHne DSCP B IP-3arosnioBke oA naketos
npoTokona IGMP, KoTopoe 6yaeT MCnob30BaTbCA KOMMYTAaTOPOM
Ha uHTepderice VLAN.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

ip igmp-proxy cos cos

no ip igmp-proxy cos

cos: (0..7)/0

YcTaHoBUTb 3HaveHme 802.1p B IP gna naketos npotokona IGMP,
KOoTOpoe byaeT Mcnoib30BaTbCA KOMMYTAaTOPOM Ha UHTepdelice
VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 196 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoaA4YaHuio

Aelicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

MpocMOTPeTb CMMCKU MHOFOAAPECHbIX rpynn. BoamoskeH BbibGop
rpynn no agpecy rpynnbl AW NO aApecy UCTOYHMKA
MHOroagpecHbIX AaHHbIX.

- ip_multicast_address — |P-agpec rpynnbi;

- ip_address — |P-appec UCTOYHUKA;

- summary — KpaTKoe coAepKaHue KaxKaon 3anucuy B
MHOroagpecHol Tabanue mapLupyTMsaumm.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

MNokaszaTb MHopMauuto o ctatyce IGMP-proxy NPUMEHUTENbHO K
MHTepdeiicam.

[Mpumep 8biNosHEeHUS KOMAHO

console# show ip igmp-proxy interface

Interface Type
vlanb
vlan30

upstream
downstream

* — the switch is the Querier on the interface
IP Forwarding is enabled

IP Multicast Routing is enabled
IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Protection CoS DSCP

default
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5.21 ®yHKUUM ynpaBaeHuUs

5.21.1 MexaHu3m AAA

Ona obecneyeHns 6e30MacCHOCTM CUCTEMbI MCMOAb3yeTcs MmexaHusm AAA  (ayTeHTUdMKaLMS,
aBTOpM3aLMA, yUeT).

— Authentication (ayTeHTUdMKaUNsA) — conocTaBneHUe 3anpoca CyLLECTBYOLWEN YY4ETHOM 3anucu
B cucTeme 6€30NacHOCTM.

— Authorization (aBTopu3auus, NpoBepKa YpOBHA 40CTyMNa) — COMNocTaB/ieHne y4ETHOM 3anucu B
cucteme (nNpollealieit ayteHTUGUKaLMIO) M onpeaenéHHbIX NOAHOMOUYMIA.

— Accounting (y4ét) — cnexeHue 3a noTpebaeHMeM pecypcoB No/Ib30BaTENEM.

AN WwndppoBaHUA AaHHbIX UCNONb3YETCA MeXaHU3M SSH.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 197 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue no .
KomaHoa Aelicmeue
YMOAYAHUIO
aaa authentication login YcTaHOBWUTL CNOCcob ayTeHTUMKALMMU ANA BXOAA B CUCTEMY.
{authorization | default | - authorization — pa3pelaeT npoxoxaeH1e aBTopm3aLmn no
list_name} method_list OMNUCaHHbBIM HUXKEe MeToaaMm;
- default — ncnonb3oBatb ANA ayTeHTUPUKALMM ONUCAHHbIE
HUXKe meToabl;
- list_name — nmsa cnucka ayTeHTUGUKALMOHHbIX METOAOB,
AKTUBM3UPYIOLLLErocs, Koraa nosib3oBaTeslb BXOOUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb Naposb A8 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAbL TEPMUHANG ANA AYTEHTUDUKALMMK;
. - local — ucnonb3oBaTb NIOKaNbHYIO 633y MMeH Noab3oBaTenen
list_name: (1..12)
- ONs ayTeHTuduKaumm
CMMBOI0B;
. . - none — He UCNONb30BaTb ayTEHTUOUKALMIO;
method_list: (enable, line, .
- X - radius — vucnonb3oBaTb cnucok RADIUS-cepsepoB ans
local, none, tacacs, radius); .
/o ymonanmio ayTeHTUdUKaUMK;
Y - tacacs — vcnonb3osatb cnucok TACACS cepsepoB ana
OCYLLECTBNAETCA NPOBEPKA
. ayTeHTUdMKaUMK.
no NoKanbHol H6ase
Ecamn meTtoa ayTeHTUPMKaL MK He onpeaeneH, To
OaHHbIX (aaa o
o . AOCTYN K KOHCOU BCerpa ycnelHbli.
authentication login
authorization default local) "
Co3paHue CNUCKA OCYLLecTBAAETCA KOMaHA0M:
\ aaa authentication login list_name method._list.
Ucnonb3oBaHue cnucka:
aaa authentication login /ist-name
' Bo usbexaHue notepu Aoctyna cnepyer BBO-
e AUTb HEo6XOAMMbI MUHUMYM HAcTpoek AnA
YKa3biBaeMoro metoga ayreHTupuKaumum.
no aaa authentication YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
login {default |
list_name}
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aaa authentication ena-
ble authorization {default
| list_name} method_list

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
—/no ymon4aHuio
OCYLLECTBNSAETCA NPOBEPKA
no fIoKanbHol 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YCTaHOBUTb CNOCOH ayTEHTUOUKALMM NPU MNOBbILEHUN YPOBHA
NnpuBWUAErUiA ONA BXOAA B CUCTEMY.
- authorization — paspeluaeT npoxoxaeHve aBTopm3aLmMm no
OMUCAHHBIM HUXE MeToAam;
- default — ncnonbsoBath AnA ayTEHTUPUKALMM ONUCAHHbIE
HUXe MeToabl;
- list_name — umA cNUCcKa ayTeHTUPUKALMOHHBIX METOA0B,
aKTMBU3MPYIOLLErocs, Koraa noab3oBaTeb BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb NAapoab ANA ayTeHTUdUKaLMK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANA AN1A ayTeHTUDUKALMWK;
- local — ncnonb3oBaTb I0KaNbHYIO 633y UMeH Nonb3oBaTenewn
Ana ayteHTMduKaumm;
- none — He UCNO/1b30BaTb AayTEHTUDUKALMIO;
- radius — vcnonb3oBaTb cnucok RADIUS-cepsepoB gns
ayTeHTUdUKaumm;
- tacacs — ncnonbzoBaTtb cnnucok TACACS-cepsepos ana
ayTeHTUdUKaLMK.

V Ecnun meTop ayTeHTUGMKaL MK He onpeaeneH, To

BOCTYN K KOHCOMM BCerpa ycnewHbli.

Co3paHue CNUCKA OCYLLEeCTBNAETCA KOMaHA0M:
V aaa authentication login list-name method_list.
Ucnonb3oBaHme cnucka:
aaa authentication login list-name
' Bo u3bexkaHue notepu Aoctyna cnepyet BBO-
° AUTb HeobXoAUMbBIE MUHUMYM HacCTPOeK AnAa
YyKa3blBaemMoro mMeToaa ayTeHTMGMKauum.
no aaa authentication YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
enable authorization {de-
fault | list_name}
enable password pass- YCTaHOBWTb NapOo/b A1 KOHTPOAA U3MEHEHMA NPUBUNETUIA
word [encrypted] [level A0CTyna nonb3oBaTenen.
level] - level — ypoBeHb npusuaerni;
level: (1..15)/1; - password — naponb;

no enable password
[level level]

password: (0..159)
cmmsonos/admin

- encrypted — 3a4aTb 3aWNPPOBAHHbBIV Napoab (Hanpumep,
napob B 3alLMPPOBaAHHOM BUAE, CKONUPOBAHHbIW C APYroro
yCTpoiicTBa).

YcTaHOBWTb Napob No YMONYaHULO.

username name {nopass-
word | password pass-
word | password en-
crypted encrypted_pass-
word} [priveliged level]

Nno username name

name: (1..20) cumBoNOB;
password: (1..64)
CUMBO/IOB;
encrypted_password:
(1..64) cumBonoB;
level: (1..15)

[o6aBuTb nonb3oBaTens B 10KaNbHyt0 6a3y AaHHBIX.

- level — ypoBeHb Npusuaerni;

- password — naposb;

- name — VIMs NO/b30BaTeNs;

- encrypted_password — 3alwumndpoBaHHbIN Naponb (Hanpumep,
naponb B 3aWMbpoBaHHOM BUAE, CKONMPOBAHHbIW C APYroro
yCTPOICTBA).

Ypanutb nonb3osatens u3 NoKanbHoM 6asbl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

— /N0 yMmon4aHuio
BeAEeHMe yyeTa 3anpeLleHo

Pa3pelunTb BeieHWe yyeTa (akKayHTa) Ana ceccuii ynpasieHus.
PaspelueHO TONbKO ANA Nosb3oBaTenei, Bowes-
V WKMX B CUCTEMY NO MMEHM U Napoato. Ana sowes-
LWIMX MO Napoio TepMUHana, BegeHue yyera 3anpe-

LeHo.

BepeHue yueta akTUBUPYETCA M NpeKpaLLaeTcsa, Ko-

V raa nosb3oBaTe/lb BXOAUT U OTK/IOYAeTcA OT Cu-
CTeMbl, YTO COOTBETCTBYET 3HaueHuAMm start u stop B
coobuweHuax npotokona RADIUS (napameTpbl, co-
AepXawmeca B coobuweHuax nportokona RADIUS,
npusegeHbl B Tabauue 198).
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no aaa accounting login
start-stop

3anpeTuTb BegeHuWe yyeTta (akkayHTa) ans BeegeHHbIX B CLI Ko-
MaHZ.

aaa accounting dotlx
start-stop group radius

no aaa accounting dot1x
start-stop group radius

—/no ymon4aHuio
BeAEeHMe ydyeTa 3anpeLeHo

PaspewunTb BegeHue yyeTa (akkayHTa) ans ceccuin 802.1x.
BepeHue yueta akTMBMpYeTCA M NpeKpallaeTca, Koraa
V nonb3oBaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMbI,
4YTO COOTBETCTBYET 3HAUEHUAM start u stop B coobuie-
HuAX npotokona RADIUS (napameTpbl, cogeprKawiu-
ecsa B coobueHuax npotokona RADIUS, npuseaeHbl B
Tabnunue 198).

| B pexxume Multiple sessions coobuieHus start/stop
V NOCbINAIOTCA ANA KAXKA0ro NoNb30BaTeNs, B pexxume
Multiple hosts — Tonbko ans nonb3osarens, npowepn-

wero ayteHTMduKaumio (cm. pasgen no 802.1x).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https] method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpegenntb meTog, ayTeHTUdMKaumm npu goctyne K HTTP-
cepsepy. Mpu ycTaHOBKeE CMNMCKA METOAO0B LOMOSHUTE/NbHbIN
meToz, byaeT NPMMEHATLCA TOJIbKO B TOM Cyyae, Koraa no oc-
HOBHOMY MeTOAY ayTeHTUUKaAL MM BO3BpaLLLEHa OWKbKa.

- method_list — meToa ayTeHTUOUKaumUK:

local — no meHu U3 NoKanbHOM 6asbl JAHHBIX;

none — He UCMNONb3yeTCA;

tacacs — ncnonb3oBaHMe cnNUcKoB Bcex cepepoB TACACS+;
radius — ucnonb3oBaHue cnuckos Bcex RADIUS-cepBepos.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

aaa authentication mode
{chain | break}

—/chain

YCTaHOBUTbL aNrOPUTM OMpPOCa METOA0B ayTEHTUDUKaALUM.

- chain — nocne HeyaauHOM NOMNbLITKM ayTeHTUOUKALMM NO Nep-
BOMY METOAY B CMMCKe cnefyeTt MonbiTKa ayTeHTUOUKALMMU MO
cnepylolemy metoay B Lenoyke;

- break — nocne HeyzayHoW ayTeHTUPMKaALMKM NO NeEpPBOMY Me-
TOoA4y Npouecc ayTeHTUdMKauumn octaHasamnsaeTca. AyTeHTudu-
KaLua no cneayrolemy MeToly foMyCTUMa TO/IbKO B C/Iy4ae He-
BO3MOYKHOCTM ayTeHTUMKaLMM NO NpeaplayLiemy metoay.

aaa accounting com-
mands stop-only group
tacacs+

no aaa accounting com-
mands stop-only group

—/no ymon4aHuio
BeAEHME yYeTa KOMaHA,
BbIK/IOYEHO

BkntounTb BegeHue yyeta BBegeHHbix B CLI KomaHza no npoTto-
Kony Tacacs+.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

aaa authorization com-
mands {default |
list_name} group
method_list

no aaa authorization
commands {default |
list_name}

list_name: (1..15)
cumBonos; method_list:
(tacacs, local);

— /N0 YMONYaHUIO aKTUBEH
cnucok default n
aBTOpU3aLMA He
ocyuiecTenAeTca

YCTaHOBUTL CNOCO6 aBTOPU3ALMMN BBOAUMbIX KOMAHA,

- default — pepgaktupoBaTtb cnMcoK c umeHem default, KoTopbiii
MO YMO/IYAHUIO ECTb B CUCTEME;

- list_name — MMA cNMCKa MeToAOB aBTOpU3aLMK, co3aaBae-
MOTO U pegaKkTMpPyemoro nosib3oBaTtesiem:

- tacacs — meToz, N03BONAIOLWMIA MCNOIb30BaTh cnncok TACACS
cepBepoB A/ aBTOpU3aLMUu;

- local — meToa, Npu KOTOpPOM aBTOPM3aALMA HE OCYLLEeCTBASA-
ercA.

BOCCTaHOBUTb 3HAYEHWE MO YMOYAHUIO.
- default — cbpoc cnucka ¢ umeHem default K 3HaueHuto no
YMONYaHUIO;
- list_name — ypanuTb NoNb30BaTE/NIbCKUI CMIUCOK C UMEHEM
list_name.
Cnucok c umeHem default He moxkeT 6bITb yaaneH us
V cucTembl.
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aaa authorization com-
mands {default |

list_name: (1..15)

AKTUBMPOBATb CMMCOK METOA0B aBTOPU3aLMM BBOAMMbBIX KO-
MaHa,
- default — caenaTb akKTMBHbIM CNMCOK C UMeHeM default;

list_name} CMMBOJIOB; - list_name — caenaTtb aKTUBHbIM COOTBETCTBYHOLLMI NOJIb30Ba-
—/default TeNbCKUI CMINCOK.
no aaa authorization BoccTaHOBWTb 3HaYeHME N0 YMOJIYAHUIO.
commands
. Ona Toro uto6bl KNMEHT NONYYUN AOCTYN K YCTPOMCTBY, AarXKe eCc/In BCE MeTOAbl ayTeHTU-
! duKaumumn BepHyaMn oWKNBKY, UCNONb3yATe 3HaUYeHUe Noc/egHero MeToaa B KOmaHae —

none.

Tabnunua 198 — ATpubyTbl coobuieHUI BeaeHMn yyeTa npoTokona RADIUS ana ceccuit ynpasneHus

Hanuuue Hanauyue
ampubymae | ampubyma e
Ampubym pudy pucy OonucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NaeHTudmKauma nonb3osartens.
IP-agpec Ko aTopa, KOTOPbIA MCMOJIb3yeTC
NAS-IP-Address (4) EcTb Ectb p,pu KOMMYTATOpa, KOTOPEIM MCMONB3YETCA ANA
ceccuin ¢ RADIUS-cepsepom.
Mpoun3BosbHOE 3HAaYEHUNE, BK/IOYEHHOE BO BCE CO06-
Class (25) Ectb EcTb P .
LEeHUA yyeTa ceccui.
. IP-agpec KommyTaTopa, UCMONb3YeMblI ANA Ceccui
Called-Station-ID (30) EcTb Ectb AP Y P y A
yrnpaBaeHus.
Calling-Station-ID (31) EcTb Ectb |P-agpec nonb3osartens.
Acct-Session-ID (44) Ectb Ectb YHWKaNbHbIN naeHTUDUKATOP yyeTa.
. YKa3blBaeT MeTo, N0 KOTOPOMY KAUEHT JO/KEH BbITb
Acct-Authentic (45) EcTb Ectb A pomy A
ayTEeHTUOULMPOBAH.
. . MoKasbiBaeT, Kak 40/ro Nnoab3oBaTeNb 6bin NOAKA0-
Acct-Session-Time (46) Het EcTb A A
YeH K cucteme.
Acct-Terminate-Cause
(49) Het Ectb MpuunHa 3akpbITUA ceccun.

Tabanuya 199 — AtpubyTbl coobLyeHnt BeaeHMA yyeTa npoTokona RADIUS ana ceccmin 802.1x

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy onucaHue
coobweHuu coobwieHuu
Start Stop
User-Name (1) Ectb EcTb NpeHTndumkauma nonb3osartens.
NAS-IP-Address (4) Ecrb Ectb IP-ap,p“ec KOMMYTaTOpa, KOTOPbIA MCNOAb3yeTca ANA
ceccuit ¢ RADIUS-cepsepom.
MopT KOMMyTaTOpa, Ha KOTOPOM NOAKNOUUACA NONb-
NAS-Port (5) Ectb EcTb P ¥ P P A
3oBaTesb.
Mpown3BoabHOE 3HaYeHue, BKIOYEHHOe BO BCe CO0b-
Class (25) Ectb EcTb P . !
LLEeHUA yyeTa ceccui.
Called-Station-ID (30) EcTb Ectb IP-agpec kKommyTaTopa.
Calling-Station-ID (31) EcTb Ectb IP-agpec nonb3oBartens.
Acct-Session-ID (44) Ectb Ectb YHWKaNbHbIN nAeHTUDUKATOP yyeTa.
YKa3sblBaeT MeTo, N0 KOTOPOMY KAUEHT JO/KEH BbITb
Acct-Authentic (45) Ectb EcTb TMETOA, O KOTOPOMY K/MEHT A0A T
ayTEeHTUOULMPOBAH.
. . Moka3blBaeT, Kak 40Aro Nonab3oBaTeNb OblA NOAKLO-
Acct-Session-Time (46) Het EcTb A A
YeH K cucteme.
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Acct-Terminate-Cause Het Ectb MpuunHa 3aKkpbITUA ceccuun.

(49)

Nas-Port-Type (61) Ectb EcTb MoKa3blBaeT TMN NopTa KAneHTa.

Eltex-Data-Filter Her Ectb CnucoK npaBun, cogepxawmii B cebe Kawuyesble
cnosa ACL (tabnuua 185)

Eltex-Data-Filter-Name Het Ectb Uma ACL. Echm He 33aHO, TO MMeeT 3HayeHue
«RADIUS_ACL»

Tabaunua 200 — Kntouesble cnosa ACL

Knrouesoe cnoeo

OnucaHue

Tun unm id npoToKkona.
JonycTtumble 3HaYeHUA:
- ans IPV4: icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr, ipv6,

prot ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipip,
pim, 12tp, isis;
- ana IPV6: icmpv6, tcpv6, udpvb.

mac_src MAC-agpec UCTOYHMKA.

mac_dst MAC-agpec HaszHayeHus.

ip_src IP-agpec UCTOYHMKA.

ip_dst IP-agpec HasHayeHus.

ipv6_src IPv6-aapec nctouHuka.

ipv6_dst IPv6-agpec HaszHayeHuA.

dscp 3HayeHune DCSP-nonsa (0..63).

ip_precedence Mpuoputert IP-Tpaduka (0..7).

tcp_flags TCP-dnar.

vlan Mopsaakosbii Homep VLAN.

icmp_type Tun coobuweHnn npotokona ICMP, ucnonbayemblii ana ¢uabTpaumnm
ICMP-nakeTos (0..255).

icmp_code Kog, coobueHnit npotokona ICMP, ncnosb3yemblit ans ¢uabTpauum
ICMP-nakeTos (0..255).

igmp_type Twun npotokona IGMP.

udp_port_src

UDP-nopT NCTOYHMKA.

udp_port_dst

UDP-nopT Ha3HayeHuA.

tcp_port_src

TCP-nopT UCTOYHUKA.

tcp_port_dst

TCP-nopT Ha3HayeHwuA.

udp_src_start

HauvanbHoe 3HavyeHne UDP-nopTa u3 grnanasoHa UDP-NopTOB MCTOYHMKA.

udp_src_end

KoHeyHoe 3HaueHne UDP-nopTta n3 auanasoHa UDP-NopTOB UCTOYHMKA.

udp_dst_start

HayanbHoe 3HavyeHne UDP-nopTta u3 amanaszoHa UDP-nopToB Ha3Haye-
HUA.

udp_dst_end

KoHeyHoe 3HayeHne UDP-nopTa 13 ananasoHa UDP-nopTos Ha3HavyeHuA.

tep_src_start

HauvanbHoe 3HaveHne TCP-nopTa 13 ananasoHa TCP-NopTOB UCTOYHMKA.

tcp_src_end

KoHeyHoe 3HaueHune TCP-nopTa u3 grnanasoHa TCP-nopToB UCTOUYHUKA.

tcp_dst_start

HauyanbHoe 3HaueHne TCP-nopTa u3 granasoHa TCP-nopToB Ha3HaYeHUA.

tcp_dst_end

KoHeuHoe 3HaueHune TCP-nopTa u3 grnanasoHa TCP-nopToB Ha3HavyeHus.
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Eltex-Data-Filter n Eltex-Data-Filter-Name — ocobble Vendor-Specific atpnubyTtbl, NnpeaHasHayeHHble

Ana aMHammyeckoro gobaeneHua cnuckoB ACL Ha nopt yepes coobuieHma ot RADIUS-cepsepa.

Ona

MCNo/1b30BaHMA AaHHOro ¢yHKuUMoHana Ha RADIUS-cepBepe HeobxoaMmo B c/i0Bapb aTpubyToB Ao0b6aBuTb
atpubytbl 82 (Eltex-Data-Filter) n 83 (Eltex-Data-Filter-Name) ana seHgopa 35265 (Eltex).

Mpumep Hactporikn Vendor-Specific atpubytos Eltex-Data-Filter Eltex-Data-Filter-Name pgna

Freeradius.

B daitn /path/to/freeradius/dictionary no6asuthb:

VENDOR Eltex 35265
BEGIN-VENDOR Eltex

ATTRIBUTE
ATTRIBUTE
END-VENDOR

.‘

Eltex-Data-Filter

82 string

Eltex-Data-Filter-Name 83 string

Eltex

dopmar 3anucu IPv4 ACL, IPv6 ACL popmupyetca cnegytowmm obpasom: nepebie YeTbipe
CNoBa AO0J/KHbI 6biTb 3anucaHbl Yepe3 npoben B ctporom nopsagke: acl_type, action

(permit namn deny), ip_precedence, prot. Mocne 3anucu o6a3aTeNbHbLIX NapameTpoB
OCTasbHble NapameTpbl 3aN1CbIBAlOTCA B NPOMU3BOJILHOM NopagKe.

.‘

dopmar 3anucu MAC ACL dopmupyeTtca cnegyowmum obpasom: nepsble TpU CAOBa
AOMKHbI 6bITb 3anucaHbl Yepe3 npoben B ctporom nopsagkKe: acl_type, action (permit nam

deny), ip_precedence. Mocne 3anucu 06a3aTeNbHbIX NapaMeTPOB OCTa/IbHble NapameTpbl
3anucbiBalOTCA B NPOU3BO/IbHOM NOpAAKe.

.‘

Macka gnsa IP-agpeca 3anucbiBaerca uepes «/» 6e3 npobenos.

’ ‘ MPOTOKON MOXKHO yKa3aTb KaK B YUC/IOBOM BUAE, TaK U CTPOKOM.
-
Mpumep:
user3 Cleartext-Password := "hello"
Eltex-Data-Filter = "ip permit 1 prot=tcp ip src=10.0.0.3/0.0.0.255

ip dst=10.0.0.0/255.0.0.0

tcp port src=80 tcp port dst=443",

Eltex-Data-Filter-Name = "Filter-MIX1"

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXMMeE KOHPUTrypaLmm TepMUHana:

console (config-line) #

Tabanua 201 — KomaHgb! pexxuma KoOHPUrypaumm TepMmnHabHbIX ceccui

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

fault | list_name}

login authentication {de-

list_name: (1..12)
CMMBOJI0B

3afaTb MeToa ayTeHTUdUKaLMK NpK BXoLe ANA KOHcoAu, telnet,
ssh.

- default — ncnonb3oBaTb CNNCOK «NO YMONYAHUION,
CO34aHHbI KoOMaHZoM aaa authentication login default.

- list_name — 1cnonb30BaTb CNUCOK, CO34aHHbIN KOMaHAOM aaa
authentication login list_name.
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no login authentication

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

enable authentication {de-
fault | list_name}

list_name: (1..12)
CMMBOJI0B

no enable authentication

3apaTb MeToA, ayTeHTUPMKaLMKM NoIb30BaTENA NPU NOBLILLIEHUN
YPOBHSA NpUBUAErNin Ana KoHconw, telnet, ssh.

- default — ncnonb3oBaTh CNNCOK «MNO YMONYAHUION,
CO34aHHbI KoMaHZoM aaa authentication login default.

- list_name — ncnonb30BaTb CNUCOK, CO34aHHbIM KOMaHA0M aaa
authentication login /ist_name.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIHAHMUIO.

password password [en-

ted
crypted] password: (0..159)

CMMBO/1I0B

no password

3agatb Naposb AN TepMUHana.

- encrypted — 3aaaTb 3awWmdpoBaHHbIM Naponb (Hanpumep,
naposib B 3alMPPOBAHHOM BUAE, CKOMMPOBAHHBIN C APYrOro
YCTpOKCTBA).

Yaanutb naposb Ana TepMUHana.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabanua 202 — KomaHgb! pexuma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

show authentication meth-
ods

MokasaTb MHPopMaL Mo 06 ayTeHTUDUKALMOHHBIX MeToAax Ha
KomMmyTaTope.

show authorization
methods

MNMokasaTb MHGOPMALMIO O CO3AaHHbIX HA KOMMYTaTOpe MeToAax
aBTOPM3aLUMM KOMAHZ,. YKa3blBaeT HAa aKTUBHbI METOA.

show users accounts

Moka3aTb NIOKanbHyo 633y AaHHbLIX NO/b30BaTENEN U UX
npuBunervii.

KomaHOb1 pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Bce KomaHAb! AaHHOTO pasgena AOCTYMNHbI TOAbKO A41A NPUBMUAETMPOBAHHbIX nonb3oBaTenein.

Tabnnua 203 — KomaHgb! pexkuma EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show accounting

MokasaTb MHPOPMALMIO O HACTPOEHHbIX METOAAX BEAEHMA
yyeTta (aKkKkayHTa).

5.21.2 Npomokon RADIUS

MpoTtokon RADIUS wucnonbsyetca ana ayteHTUdMKaumm, aBtopusaumm u ydeta. Cepsep RADIUS
ncnonb3yet 6a3y AaHHbIX N0Nb30BaTENEN, KOTOPAsA COAEPKUT AaHHbIE NPOBEPKM NOAJANHHOCTU AN KAaXKA0r0o
nonb3osaTtesnia. Taknm obpasom, cnosb3oBaHne NnpoTokosa RADIUS obecneunBaeT 4ONOAHUTENBHYIO 3aLLNTY
npu A0CTyNe K pecypcam CeTH, a TaKKe Npu AOCTyrne K CaMmoMy KOMMYTATopy.
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KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnnua 204 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

radius-server host {ipv4-ad-
dress | ipv6-address | host-
name} [auth-port
auth_port] [acct-port
acct_port] [timeout

hostname: (1..158)

[06aBuUTb yKa3aHHbI cepBep B CNMCOK UCNonb3yembix RADIUS-
cepBepoB.

- ip_address — IPv4 vnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepsepa;

- auth_port — Homep nopTa A/1A Nnepesayn ayTeHTUOUKaLMOHHbIX

timeout] [retransmit re- CMMBOJIOB; LaHHbIX;

tries] [deadtime time] [key auth_port: - acct_port — Homep nopTa ANA Nepefayn AaHHbIX y4eTa;
secret_key] [priority prior- (0..65535)/1812; - timeout — WHTepBanN OXMAAHWA OTBETA OT CepBepa;

ity] [usage type] acct_port: - retries — KO/IM4eCTBO NOMbITOK Noncka RADIUS-cepsepa;

encrypted radius-server
host {ipv4-address | ipv6-
address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout] [retrans-
mit retries] [deadtime time]
[key secret_key] [priority
priority] [usage typel]

no radius-server host
{ipv4-address | ipv6-address
| hostname}

(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;
secret_key: (0..128)
CMMBO/IOB;
priority: (0..65535)/0;
type: (login, dot1x,
igmp-auth, coa, dotlx-
eapol, dotlx-mac,
all)/all

- time — BpemAa B MUHYTax, B TeYeHME KOTOPOro HeJOCTyMNHble
cepBsepa He byayT onpawusaTbca RADIUS-KAneHTOM
KOMMYTaTopa;

- secret_key — Kknto4 gna ayTeHTUOUKALMM U LULMPPOBAHNA BCEro
obmeHa aaHHbimM RADIUS;

- priority — npnopwuTteT ncnonb3osaHus RADIUS-cepsepa (Yem
HU¥Ke 3HaYeHue, TeM NpuopuTeTHee cepsep);

- type — TMn ucnonb3osaHua RADIUS-cepsepa;

- encrypted — 3a4aTb K/toy B 3alwmdpoBaHHOM BUAE.

B cnyyae oTcyTCTBMA B KOMaHAe napameTpoB timeout, retries,
time, secret_key nnsa paHHoro RADIUS-cepBepa Mcnonb3ytorcs
3HAYeHMA HAaCTPOEHHbIE C MOMOLLbIO KOMaH/, YKa3aHHbIX HUXKe.

Y[anuTb yKasaHHbIN cepsep M3 CnucKa ucnosibsyemoix RADIUS-
cepsepoB.

radius-server attributes
framed-ip-address include-
in-access-req

no radius-server attributes
framed-ip-address include-
in-access-req

—/BbIK/IOYEHO

[ob6asutb aTpnbyT framed-ip-address (Onuma Ne8) B access-
request naketbl.
’ |  3HaueHue aTpubyTa 3aN0NHAETCA HAa OCHOBe Tabauy,
H dhcp snooping unu arp. Mouck naet B Tabnuue dhcp-
snooping, a 3aTem, ecM 3anucb He 6bi1a HaligeHa, B
Tabauue arp.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

radius-server attributes
nas-id include-in-access-req
[format word]

no radius-server attributes
nas-id include-in-access-req
[format]

word: (3..32)/%h

Ho6asutb aTpnbyT NAS-Id (onums Ne32) B Access-Request nakeTbl.

CumBosibl "%h", BcTpevatowmecs B GopmaTHOM CTPOKe,
3aMeHSAIOTCA Ha TeKyllee umsa xocta (hostname).

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

[encrypted] radius-server
key [key]

no radius-server key

key: (0..128)
CMMBON10B/NO
YMONHAHUIO KoY —
nycras cTpoka

YCTaHOBUTb K04, UCNONb3YEMBIN MO YMOYAHUIO, ANA
ayTeHTMdMKaLMK 1 wWndpoBaHMa Bcero obmeHa aaHHbimM RADIUS
MeXay YCTPOWCTBOM U OKpyKeHnem RADIUS.

- encrypted — 33aaTb Koy B 3aWwndpoBaHHOM BUAeE.

YCTaHOBUTb 3Ha4YeHME N0 YMOHYAHMUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHOBUTb MHTEepBan OXXWaaHMA OTBETa OT CepBepa,
VICI'IO}'Ib3yeMbIl71 N0 YMO/THaHUIO.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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radius-server retransmit re-
tries

no radius-server retransmit

retries: (1..15)/3

OnpenennTb KOAMYECTBO NONbITOK Noncka RADIUS-cepsepa 13
CMKUCKa CepBepoB, NCNOb3yemoe No ymon4YaHuio. MNpu oTkase
OCYyLLECTB/IAGTCA MOUCK CIeAyoLWero No NpuopuTeTy cepsepa us
cnucka.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMWH

OnTumnsnposaTb Bpemsa onpoca RADIUS-cepsepos, Koraa
HEeKOTOpble cepBepa HeAOCTYMNHbI. YCTaHaB/MBAET BpeMs B
MUWHYTaX, UCNO/Ib3yeMoe Mo YMONYaHUIO, B Te4EHUE KOTOPOro
HepoCTynHble cepBepa He byayT onpawwneaTtbes RADIUS-
K/IMEHTOM KOMMYyTaTopa.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

radius-server host
source-interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3apaTb MHTepdeiic ycTpoiicTsa, IP-agpec KoToporo byaeT
MCNO/1b30BaTbCA MO YMOJIMAHUIO B Ka4YecTBe afpeca UCTOYHUKA
nepegasaemoro B coobuieHnax npotokona RADIUS.

Ypanutb nHtepdeic yctponicTsaa.

radius-server host
source-interface-ipv6 {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3agaTb MHTepdeWc ycTpoiicTBa, IPv6-agpec KoToporo byaeT
MCNONb30BaTbCA MO YMONYAHUIO B KayecTBe agpeca UCTOYHMKA
nepegasaemoro B coobuieHnnax npotokona RADIUS.

Ypanute nHtepdeic ycTponicTsaa.

radius server accounting-
port port

no radius server account-
ing-port

port: (1-65535)

YCTaHOBWUTb NOPT PErucTpaLmm y4éTHbIX 3anmceit Ha RADIUS-
cepsepe.

OTMeHuUTb ncnonbsosaHue UDP-nopTta ana perncrpaumm y4eTHbIX
3anuce.

radius server authentica-
tion-port port

no radius server autentifi-
cation-port

port: (1-65535)

YctaHosuTb UDP-nopT Ana oTnpaBKKW 3anpocoB Ha
ayTeHTUMKALMIO YHETHBIX 3aMUCeN.

OTmeHuTb ncnonb3osaHue UDP-nopTa 414 3anpocoBs Ha
AYTEHTUDUKALMIO YHETHBIX 3annCcen.

radius server enable

no radius server enable

BkatounTte RADIUS-cepBep Ha KOMmMmyTaTope.

Bbikntountb RADIUS-cepBep Ha KommyTaTope.

radius server group word

word: (1-32)

3asaTb Ha3BaHWe ANA rPynnbl CepBepa U NepenTh B peXMUM ee
KOHOUTYpUpPOBaHMS.

radius server secret key key
{ipv4 | ipv6 | default}

no radius server secret
[ipv4 | ipv6 | default]

dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xi XX
key: (1-128) cumBona

YCTaHOBUTb KAtOY ANA UCMOb30BaHMUA radius server.
default — kntoy HasHauvaeTcA ANA UCNONIb30BAHUA KNUEHTAMMU, He
nmerumnx onpeseneHHoro Kaya.

Yaanutb KN4 ANA UCNOb30BaHUA radius server.

radius server secret {ipv4 |

ipv6}
no radius server secret
{ipv4 | ipv6}

dopmart ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xi XX

Mcnonb3oBaTh 3alumMbpoBaHHbIN KAOY AOCTYNA K cepsepy Ans
KOHKPETHOro XocTa.

Yaanutb KN4 ANA MCNOb30BaHUA radius server.

radius server traps ac-
couting

no radius server traps ac-
couting

BKAOUYNTBL NOAAEPKKY trap-coobueHnit Ha cobbITUA YYETHBIX
3anucei.

OTKNOUNUTL NOALAEPIKKY trap-co0BLEeHNNA.

radius server traps authen-
tication {failure | success}

BKNOUMTB NOALEPIKKY trap-co0bLLEHNI, OTODpaXKatoLWMX
pe3ynbTaT ayTeHTuduKaumm Ha RADIUS-cepsepe.
failure — cboii npu nonbiTKe ayTeHTUMKaUNW.
success — ycrnewHo nNpoiaeHHan ayTeHTMdMKaumA.
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no radius server traps au-
thentication

OTKAIOUUTD NOAAEPIKKY trap-cO0BLEHNNA.

radius server user
username username group
password pass

no radius server user
username username

Co3patb N0/Ib30BaTeNA M HA3HAYUTb AR HEro rpynny Ha cepeepe
C 33/iaHHbIM NapPONEM UCMNOb30BAHUA.

YpanuTb nonb3osaTess Ha cepeepe.

KomaHObI pexcuma KoHgu2ypuposaHusa radius server 2pynmol

BuAa 3anpoca KOMaHAHOWN CTPOKM B pexxnume KoHPUrypuposaHua radius server-rpynnbi:

console (config-radius-server—-group) #

Tabnmua 205 — KomaHabl pexkmuma KoHPUrypuposaHus radius server-rpynnbi:

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

acl acl_name

no acl

acl_name: (1-32)
cuMmBOIaA

HasHaunTb ncnonb3oBaHue ykazaHHoro ACL B gaHHOM rpynne.

OTKAOYNUTb UCNO/Ib30BaHMe yKasaHHoro ACL B AaHHoM rpynne.

allowed-time-range
range_name

range_name: (1..32)

HasHaunTb neproa BpemeHun time-range Ha UCNONb30BaHUE
rpynnbl.

no privilege-level

no allowed-time-range cMmBONa OTK/IIO4YNUTb UCNoIb30BaHMe time-range Ha Mcnoab3oBaHWe
rpynnbi.
privilege-level level HasHaunTb ypoBeHb NpUBUAETUIA, HA KOTOPOM ByaeT MCnoAHUMA
level: (1-15)/1 KoHbUrypupyemas rpynna.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHOwbi pexcuma Privileged EXEC

Bua 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 206 — KomaHgb! pexxuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show radius-servers status

Moka3satb cTtatyc cepsepos RADIUS.

show radius-servers [key]

OTobpasnTb napameTpbl HacTpoliku RADIUS-cepBepoB (KomaHaa
[AOCTYMNHA TONbKO A4 NPUBUAETMPOBAHHbIX NOb30BaTeNei).

show radius server {statis-
tics | group | accounting |
configuration | rejected |
secret | user}

OT06pasnTb CTAaTUCTMKY NpoToKona RADIUS, nHdopmaumio o
nosnb3oBatensax, KoHourypaumto RADIUS-cepsepa.
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[pumepbl UCI016308AHUA KOMAHO

= YcTaHOBMUTb r06asbHble 3HAaYEHMA ANA NAPaMEeTPOB: MHTEPBAN OXKWAAHUA OTBETa OT cepBepa — 5
CEeKyHA, KonnyecTso nonbiTOK nomcka RADIUS-cepsepa — 5, Bpems, B Te4eHMe KOTOPOro HeJoCTyn-
Hble cepBepa He 6yayT onpawmeatbcAa RADIUS-knMeHTOM KommyTaTtopa — 10 MUHYT, CEKPETHbIN
Kntoy — secret. Jobasutb B cnucok RADIUS-cepBep, pacnosioxeHHbI Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa Ans ayteHTMPuKaumm — 1645, KoMYeCcTBO NOMNbITOK AOCTYNa K cepBepy
— 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645 retransmit
2

MoKka3aTb NapameTpbl HacTponkmn RADIUS-cepBepos.

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.21.3 Npomokon TACACS+

Mpotokon TACACS+ obecneuymBaeT UEHTPaAN30BaHHYO cucTeMmy 6e3onacHOCTM ANA MPOBEPKU
nosib30BaTeNeNn, NOyYaroLMX AOCTYN K YCTPOMCTBY, NPU 3TOM noagepkusas coBmectmmoctb ¢ RADIUS wm
APYrMMuK npoLeccammn npoBepku noginHHocTn. TACACS+ npefocTaBaseT cneaytowime cnyxooi:

— Authentication (nposepka nooauHHocmu). ObecneunBaeTcs BO Bpemsa BXoda B CUCTEMY MO
MMeHaM No/sib3oBaTesien n onpeaeneHHbIM NoAb30BaTENAMM NAPOAAM.

— Authorization (aemopuszayusa). ObecneumBaeTcs BO Bpema Bxoga B cuctemy. [locne
3aBeplleHMA CceaHca MNpPOBEpPKM MNOAJMHHOCTM 3aMyCKaeTca CeaHC aBTopu3aumMu C
NCNO/Ib30BaHMEM MPOBEPEHHONO MMEHW MNO/b30BATENA, TaKKe CepBepoOM MpPOBepPAOTCA
NpMBUAErMN NONb30BATENS.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume rnobanbHol KoHUrypauum:

console (config) #
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Tabanua 207 — KomaHgbl pexkuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port]
[timeout timeout] [key
secret_key] [priority
priority]

encrypted tacacs-server
host {ip_address |
hostname} [single-
connection] [port-number
port] [timeout timeout]
[key secret_key] [priority
priority]

no tacacs-server host
{ip_address | hostname}

hostname: (1..158)
CUMBO/I0B;
port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)
CUMBO/I0B;
priority: (0..65535)/0;

[06aBUTb YKa3aHHbIV cepBep B CNMCOK ncnonbayembix TACACS
cepBepoB.

- ip_address — IP-agpec TACACS-cepsepa;

- hostname — ceteBoe uma TACACS-cepBepa;

- single-connection — B KaXA,bli MOMEHT BPeMeHU UMeTb He
60nblle 0AHOro coeanHeHMaA ana obmeHa aaHHbiMu ¢ TACACS-
cepsepom;

- port — Homep nopTa gna obmeHa aaHHbiMK ¢ TACACS-
cepsepom;

- timeout — NHTepBan OXKMAaHMA OTBETA OT CepBepa;

- secret_key — ko4 gna ayteHTMOUKALMM U LindpoBaHUA
Bcero obmeHa aaHHbimu TACACS;

- priority — npnopwuteT ncnonb3oBaHus TACACS-cepsepa (4em
HU¥Ke 3HaYeHue, TeM NpuopuTeTHee cepsep);

- encrypted — 3HayeHue secret_key B 3alunMppoBaHHOM BUAE.
B cnyyae oTcyTCcTBMA B KOMaHAe NapamMeTpos timeout,
secret_key pns paHHoro TACACS-cepBepa UCNO/b3yHOTCA
3HaYeHWA, HAaCTPOEHHbIE C MOMOLLLIO KOMaHA, yKa3aHHbIX
HUXe.

YAanuTb yKasaHHbIV cepBep U3 cnucka ncnosb3yemoix TACACS-
cepsepos.

tacacs-server key key

encrypted tacacs-server
key key

no tacacs-server key

key: (0..128)
CMMBOJI0B/MO YMOIYAHMIO
KNt0Y — MycTan CTPoKa

YCTaHOBWTb K/OY, UCNONb3yEMbIN MO YMONYAHUIO, ANA
ayTeHTUdUKaUMK U WndpoBaHUA Bcero obmeHa AaHHbIMK
TACACS mexay ycTpoincTBom u okpykeHuem TACACS;

- encrypted — 3HayeHue secret_key B 3alinMppPOBAHHOM BULE.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

tacacs-server timeout
timeout

no tacacs-server timeout

timeout: (1..30)/5 cek

YcTaHOBUTb MHTepBan OXXMWAaHUA OTBETA OT CepBepa,
VICI'IOJ'Ib3y€MbIﬁ N0 YMO/IHaHUIO.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

no tacacs-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);
group: (1..48)

3agaTb MHTepdeic ycTpoiicTBa, IP-agpec KoToporo byaeT
MCMNONb30BaTbCA MO YMONYAHUIO B KayecTBe agpeca NCTOYHMKA
ana obmeHa coobuieHnamu ¢ TACACS-cepsepom.

Yaanutb nHTepdeic yctpoicrsa.

tacacs-server attributes
port {console | telnet |
ssh} word

no tacacs-server attributes
port {console | telnet |
ssh}

word: (1..160) cumsonos

HactpouTb dopmart nons port.
Mcnonb3ytoTea creaytowme wabnoHbl:
- %n — HOMep TeKyLLeln ceccuu;

-% % — cumBon %.

Ypanute dopmart nons port.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#
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Tabnmua 208 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

KomaHda Aelicmeue

OTO6pa3nTb HAaCTPOMKY U CTAaTUCTURY ana cepsepa TACACS+.
- ip_address — IP-appec TACACS+ cepBepa;
- hostname — vimsa cepBepa.

show tacacs [ip_address |

hostnamel] host_name: (1..158)

CMMBO/1I0B

5.21.4 NMpomokon ynpaenerHusa cemoio (SNMP)

SNMP — TexHosorua, npusBaHHas obecneunTb ynpaB/ieHWE WM KOHTPOJ/Ib Haj, YCTPOWCTBAMM U
NPUNOKEHUAMM B CETU CBA3M NyTEéM obmeHa ynpasaswowen WHOOPMALMEN MexKay areHTamm,
PacnoNoXKeHHbIMM HA CETEBbIX YCTPOWCTBAX, U MeHedyKepaMu, Haxo4AWMMMUCA HA CTaHUMAX YrNpaBAeHus.
SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAIOWMX CTaHLUMIA U 31eMEHTOB CeTU (rnaBHble
MalUMHbI, LWAO3bl U MapLIpyTU3aTOPbl, TEPMUHA/bHbIE CEpBepbl), KOTopble COBMecTHO obecneymsatoT
aAIMWUHUCTPATUBHbIE CBA3M MEXAY CETEBbIMU YNPaBAAOLWMMM CTAaHUUAMM U CETEBLIMMU areHTamm.

KoMmyTaTopbl NO3BOAAIOT HAcTpouTb paboTty npoTokosa SNMP ana yaaneHHOro MOHMTOPUHIA M
ynpaB/ieHNs yCTPOIMCTBOM. YCTPOIMCTBO NoaaepKMBaeT NpoToKonbl Bepcuit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXnma rnobanbHoM KOHGUIypauum:

console (config) #

Tabnuua 209 — KomaHapl pexknuma rnobanbHom KoHdUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

snmp-server server

no snmp-server server

Nno YMONYaHUIO
nogAep:kka NnpoTokona
SNMP oTkntoueHa

BkatounTb noaaeprkky npotokona SNMP.

OTKAIOYNTb NoaAepXKy npoTtokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name] [vrf vrf_name]

snmp-server commu-
nity-group community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress [vrf vrf_name]] [mask
mask | prefix prefix_length]

encrypted snmp-server
community encrypted_com-
munity [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name] [vrf vrf_name]

community: (1..20)
CMMBOI0B;
encrypted_community
:(1..20) cumBonos;
dopmart ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XXX XX
dopmar
ipv6z_address:
X:X:X:X::X%<ID>;
mask: —
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJI0B;
group_name: (1..30)
CMMBOIOB
vrf-name: (1..32)
CMMBO/I0B

YCTaHOBWTb 3HaUYEeHWe CTPOKM coobLLecTBa AN 06MeHa AaHHbIMU
no npotokony SNMP.

- community — cTpoKa coobuiecTsa (naposb) Ana focTtyna no
npoTtokony SNMP;

- encrypted — 3a4aTb CTPOKY coobuiecTBa B 3alWIMPOBAHHOM
BUAE;

- r0 — [0CTyN TONbKO ANA YTEHUSA;

- rW — [0CTyn ANA YTEHUA U 3anucy;

- SU — A0CTYN agMUHUCTPATOPA;

- view_name — onpegenser uma ans npasuna obospenns SNMP,
KOTOPOEe A0/IXKHO 6bITb NpeaBapUTeIbHO ONpPeaeseHO C NOMOLLbIO
KOMaHAbl snmp-server view. Onpegenset 06beKTbl, LOCTYNHble
coobuiecTsy;

- ipv4_address, ipv6_address, ipv6z_address — |P-agpec
YCTPOICTBA;

- mask — macka agpeca IPv4, koTopas onpegenseT, Kakue 6utbl
ajipeca UCTOYHUKA NaKeTa CPaBHMBAOTCA € 3afaHHbIM IP-agpecom;
- prefix_length — uncno 6uT, KoTopble cocTaBnatoT npedukc IPv4-
agapeca;
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encrypted snmp-server
community-group en-
crypted_community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress [vrf vrf_name]] [mask
mask | prefix prefix_length]

no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_ad-
dress] [vrf vrf_name]

no encrypted snmp-server
community community
[ipv4_address | ipv6_ad-
dress | ipv6z_address] [vrf
vrf_name]

- group_name — onpegenset UMaA rpynnbl, KOTOPOe AOJIKHO BbITb
npeaBapuTENbHO ONMpPeAesIEHO C MOMOLLBIO KOMaHAbl Snmp-server
group. Onpegenser 06bEKTDI, AOCTYMHbIe COOBLECTBY;

- vrf_name — uma 061acTV BUPTyasibHOM MapLLpyTM3aL UK.

YaanuTb napameTpbl Ans CTPOKM coobliecTsa.

snmp-server view
view_name OID {included |
excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CMMBOJI0B

Co3gaTtb MK peaakTMpoBaTb Npasunao obospeHunsa ana SNMP —
paspeLuatolLee NpaBunio, iMbo orpaHMUMBalOLLEE CEPBEPY-
obo3spesatento goctyn K OID.

- 0OID — npentndmKaTop ob6bekTa MIB, NnpeacTaBneHHbIN B BUAE
nepesa ASN.1 (cTpoka BMaa 1.3.6.2.4, MOXKeT BKAtOYATb B cebA
3ape3epBUpPOBaHHbIe C/1I0Ba, Hanpumep: system, dod). C nomolLubto
CMMBO/IA * MOXHO 0603HaYnTL cemMeicTBO nogaepesbes: 1.3.*.2);
- include — OID BkAtoyeHa B NpaBuao ana obo3peBaHus;

- exclude — OID ncknoyeHa 13 npasuna gns 0603peBaHUs.

Ypanute npasuno obosperns gnaa SNMP.

snmp-server group
group_name {v1 | v2 | v3
{noauth | auth | priv} [no-
tify notify_view]} [read
read_view] [write
write_view]

no snmp-server group
groupname {vl1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBOJIOB;
notify_view: (1..32)
CMMBOIOB;
read_view: (1..32)

CMMBONOB; Write_view:

(1..32) cumBonos

Co3gaTtb SNMP-rpynny unu tabauuy cootsetctanin SNMP-
nosb3osaTesnei n npasua 0603peHnin SNMP.

-vl,v2,v3 — SNMP v1, v2, v3 mogens 6e3onacHocTH;

- noauth, auth, priv — TMn ayteHTUdUKALMM, NCNONb3YEMBbIT
npoTtokonom SNMP v3 (noauth — 6e3 ayteHTUdPMKauuu, auth —
ayTeHTUdUKaumA 6e3 wudposaHus, priv — ayTeHTUdMKaLMA C
wundposaHuem);

- notify_view — umsa npasuaa 0603peHnA, KOTOPOMY paspeLIEHO
onpepenatb coobweHns SNMP-areHta — inform u trap;

- read_view — nms npasuna ob603peHns, KOTOPOMy paspeLleHo
TONIbKO YTeHue comepkmmoro SNMP-areHTa KommyTaTopa;

- write_view — nma npasuna 0603peHnsa, KOTOPOMY paspeLleHo
BBOAWTL AaHHblE U KOHOUIYpupoBaTb cogepkmmoe SNMP-areHTa
KOMmyTaTopa.

Yaanute SNMP-rpynny.

snmp-server user
user_name group_name {v1
| v2c | v3 | remote
{ip_address | host} [vrf
vrf_name]}

no snmp-server user
user_name {vl | v2c | v3 |
remote {ip_address | host}
[vrf vrf_name] }

user_name: (1..20)
CMMBO/IOB;
group_name: (1..30)
CUMBOJI0B
vrf-name: (1..32)
CMMBOJI0B

Cosgatb SNMPv3-nonb3oBaTensa.

- user_name — WUMsA NoNb3oBaTeNs;

- group_name — VMaA rpynnbl;

-vrf_name — vmsa 061acTv BUPTYasibHOM MapLIpyTU3aLMK.

Yaannte SNMPv3-nonb3osarens.
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snmp-server filter
filter_name OID {included |
excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CMMBOJI0B

Co3aaTtb MK peaakTMposaTtb npasuao SNMP-bunbTpa, KoTopoe
nossosAeTt ¢punbTposath inform u trap-coobuieHuns, nepesasaemblie
SNMP-cepsepy.

- filter_name — nma SNMP-dunbTpa;

- OID — npeHTndurKaTop obbekTa MIB, NpeacTaBieHHbIN B BUAE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOKeT BK/toYaTh B ceba
3apesepBMpOBaHHbIe C/10Ba, Hanpumep: system, dod. C nomouubto
CcMMBONA * MOXKHO 0603HaUYUTL cemencTso nogaepesbes: 1.3.%.2);
- include — OID Bk/toYeHa B NpaBmao GpuabTpauuu;

- exclude — OID nckntoyeHa 13 npasuna GuabTpaLmm.

Ypanute npasuno SNMP-punbtpa.

snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs] [version
{1] 2c | 3 {noauth | auth |
priv}] {community |
username} [vrf vrf_name]
[udp-port port] [filter
filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address |
ipv6_address | hostname}
[vrf vrf_name] [traps |
informs]

hostname: (1..158)
CMMBO/I0B;
community: (1..20)
CUMBOJI0B;
username: (1..20)
CMMBO/10B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
CMMBO/I0B

OnpeaennTb HACTPOMKKM ANA Nepesayn coobLeHnin ysegomneHms
inform n trap SNMP-cepBepy.

- community — cTpoKka coobuiectsa SNMPv1/2c ans nepegaum
coobLLeHMI yBEAOMNEHUS;

- username — umsa nosb3oBatena SNMPv3 ana ayteHTudUKaLMK;

- version — onpegenat Tmn coobweHuit trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKa3bIiBaeT noA/IMHHOCTb NaKeTa 6e3 wudposaHua;

- noauth — He yKa3bIBaeT NOANMHHOCTb NaKeTa;

- priv — yKa3blBaeT NoANMHHOCTb NakeTa ¢ wndpoBaHMem;

- port — UDP-nopt SNMP-cepBepa;

- seconds — Nepuos OXUOAHNA NOATBEPKAEHUIM Nepes NOBTOPHOM
nepegayen coobueHni inform;

- retries — KO/IM4ECTBO NOMbITOK Nepeaayn coobueHni inform, npu
OTCYTCTBUW UX NOATBEPKAEHMA;

- vrf_name — uma obnacTv BUPTyasibHOM MapLLpyTM3aL M.

YannTb HaCTPOMKM AN nepeaaqn coobuieHmin yeeaomneHms
inform un trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid
local

engineid_string: (5..32)
CYMBOIOB

Co3gaTtb naeHTudumkaTop nokanbHoro SNMP-ycTpoiicTea —
enginelD.

- engineid_string — vma SNMP-ycTpoiicTBa;

- default — npu ncnonb3oBaHWMM JaHHOWM HACTPOMKK engine ID
6yAeT aBTOMaTUYeCKM co3aaH Ha ocHoBe MAC-agpeca ycTpoiicTsaa.

Yaanutb naeHtuounkaTop nokanbHoro SNMP-ycTpoiictea — engine
ID

snmp-server
source-interface {traps |
informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian_id}
[ vrf vrf_name ]

no snmp-server
source-interface [traps |
informs] [vrf vrf_name ]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)
vrf_name: (1..32)
CUMBOJ10B

3agaTtb MHTepdeic ycTpoiicTBa, IP-agpec KoToporo byaeT
MCNoNb30BaTbCA N0 YMONYAHMIO B Ka4eCcTBe afpeca UCTOYHUKA AN
obmeHa coobueHuamm ¢ SNMP-cepsepom.

- vrf_name — onpeaenaeT umsa 061acT BUPTYaNbHOM
MapLipyTU3aLumm.

Yaanutb nHTepdeic yctpoicrsa.

snmp-server
source-interface-ipvé6 {traps
| informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64);
group: (1..48)

3apatb MHTepdeic ycTpolicTBa, IPv6-aapec KoToporo byaer
MCNONb30BaTbCA MO YMONYAHUIO B KavyecTse agpeca UCTOYHMKA ANA
obmeHa coobuieHmamm c SNMP-cepsepom.
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no snmp-server

source-interface-ipv6 [traps

| informs]

Ynanutb nHtepdeic yctpoiicrsaa.

snmp-server engineid
remote {ipv4_address |
ipv6_address | hostname}

hostname: (1..158)

Co3pgaTtb naeHTudumkaTop yaaneHHoro SNMP-ycTpoicTBa — engine
ID.
- engineid_string — npeHTudmKatop SNMP-ycTpoicTBa;

. . CUMBOJIOB; o

engineid_string [vrf L : - vrf_name — uma 061acTV BUPTyasbHOM MapLLPyTM3aL UK.
engineid_string: (5..32)

vrf_name]

D CUMBOJIOB; v ® SNMIP - -
no snmp'server engine vrf-name: (1..32) [aNUTb nAeHTUUKATOP yAANEHHOro yCcTpoicTBa — engine
remote {ipv4_address | ID.

. CMMBOJI0B
ipv6_address | hostname}
[vrf vrf_name]
snmp-server enable traps BratounTtb noaaepxky SNMP trap-coobLieHuii.
no snmp-server enable —/BKNtOYEHO OTkAtouNTL NoasepKy SNMP trap-coobuieHui.
traps
snmp-server enable traps Bkntountb oTnpasky SNMP trap-coobuieHunit npu HeygaqyHoM
authentication NonbITKe ayTeHTUOUKALMN.

—/BKNOYEHO .
no snmp-server enable OTkAtounTL 0TNpaBky SNMP trap-coobueHui.
traps authentication
snmp-server enable traps BkntoumTb oTnpasky SNMP trap-coobuieHnit:
[erps | link-status] - erps npotokosa ERPS;

- link-status — cocToAHUA NHTepPENCHbIX IMHKOB.

—/BKNOYEHO .
no snmp-server enable OTKAuNTb oTnpaBky SNMP trap-coobuieHuit:
traps [erps | link-status] - erps npotokona ERPS;

- link-status — cocToAHUA NHTepPENCHbIX TMHKOB.
snmp-server enable traps Bkatountb otnpasky SNMP trap-coobLieHnii npu MsmeHeHun
flex-link —/ BKAIOYEHO coctoaHuA napsl flex-link nutepdeiicos.
no snmp-server enable OTKNtounTbL oTNpaBky SNMP trap coobueHuii npu 3sMmeHeHuK
traps flex-link coctoaHuA napbl flex-link-nHtepdeticos.
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHunit npu U3sMeHeHUm B
mac-notification change Tabanue nsyyeHHbix MAC-agpecos.
no snmp-server enable —/oTKAIo4eHo OTKAtoUNTL 0TNpaBky SNMP trap-coobueHunit npu n3MeHeHUn B
traps mac-notification Tabanue nsyyeHHbix MAC-agpecos.
change
snmp-server enable traps Bkntountb oTnpaBky SNMP trap-coobuieHunit npu o6HapyKeHnn
mac-notification flapping ¢dnannuHra MAC-agpecos.
no snmp-server enable —/BKAtOYEHO OTkAtouNTL 0TNpaBky SNMP trap-coobueHunii npu obHapyXeHuu
traps mac-notification dnannuHra MAC-agpecos.
flapping
snmp-server enable traps BkntoumTb oTnpasky SNMP trap-coobuieHnit npotokona OSPF.
ospf

—/BKNIOYEHO —
no snmp-server enable OTKNtouNTL oTnpaBky SNMP trap-coobuyeHuit.
traps ospf
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHmnit npotokona OSPF
ipv6 ospf (IPv6).

—/BKAKOYEHO —
no snmp-server enable OTKAtounTb oTnpaBky SNMP trap-coobuuieHuit.
traps ipv6 ospf
snmp-server enable traps Bkatoumntb otnpasky SNMP trap-coobueHnii npu JOCTUMKEHUN
dhcp-snooping limit clients npeaenbHOro KoanyecTsa NnogKkntoYeHHbix DHCP-KnneHToB.
no snmp-server enable —/oTKAtoueHo OTKAtoUNTb 0TNPaBky SNMP trap-coobLeHnid.
traps dhcp-snooping limit
clients
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHunit Ha perucrTpaumio
transceiver-alarm cob6bITMA U3MeHeHn napameTpos SFP ¢ DDM.

CocTosfiHMe cunTbiBaeTcA pa3 B 60 ceKyHa,. Moxker
—/OTKAIOYEHO V

no snmp-server enable
traps transceiver-alarm

npuHumartb 3HaueHua W — Warning, E — Error, OK.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.
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snmp-server trap
authentication

PaspelwnTs NnepeaasaTb coobuieHusn trap-cepsepy, KOTOPbI He
npowen ayTeHTUdUKaLmio.

—/paspelseHo -
no snmp-server trap 3anpeTuTb NepesasaTtb co0bLEHUA trap-cepBepy, KOTOPbIN He
authentication npowen ayTeHTUdmKaumio.
snmp-server contact text text: (1..160) OnpeaennTb KOHTaKTHYO MHOPMALLMIO YCTPOICTBa.
no snmp-server contact CMMBO/10B YAanuTb KOHTaKTHY MHbOPMaLLMIO YCTpOCTBa.
snmp-server location text text: (1..160) Onpeaennts MHGOPMALMIO O MECTOMONOKEHUM YCTPOMCTBA.
no snmp-server location CUMBOJI0B Yaanute MHGOPMALMIO O MECTOMNOIOKEHUN YCTPOMCTBA.

snmp-server set
variable_name namel
valuel [name2 value2 [...]]

variable_name, name,
value gonXHbl
3a4aBaTbCA B
COOTBETCTBUM CO

YCTaHOBWTb 3HaYeHMA NepemeHHbIX B 6ase gaHHbix MIB
KoMMmyTaTopa.

- variable_name — vms nepemeHHoW;

- name, value — napbl COOTBETCTBUIN UMA — 3HAYeHMe.

cneundukaumen
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHnit o cpabaTtbiBaHMM
cpu notification nopora 3arpy3sku CPU.
—/OTKAIOYEHO
no snmp-server enable OTkNtounTL oTNpaBky SNMP trap-coobueHunii o cpabaTbiBaHnm
traps cpu notification nopora 3arpy3ku CPU.
snmp-server enable traps Bkntountb oTnpasky SNMP trap-coobueHunii 0 BOCCTaHOBAEHUM
cpu recovery-notification nopora 3arpy3ku CPU.
no snmp-server enable —/oTKto4eHo OTKAtounTL oTnpaBky SNMP trap-coobueHunii 0 BOCCTaHOBIEHWUM
traps cpu recovery- nopora 3arpy3ku CPU.
notification
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHnit o cpabaTtbiBaHUM
memory notification nopora gaa obbema ceobogHoro mecrta 8 RAM.
no snmp-server enable /oTknioueHo OTKAounTb oTnpasky SNMP trap-coobuieHuii o cpabaTbiBaHUM
traps memory notification nopora gna ob6bema csobogHoro mecta 8 RAM.
snmp-server enable traps BkatounTb oTnpasky SNMP trap-coobueHunii 0 BOCCTaHOBAEHUM
memory recovery- nopora gna obbema cBobogHoro mecra 8 RAM.
notification
—/OTKAIOYEHO —
no snmp-server enable OTKAtouNTL oTNpaBky SNMP trap-coobuyeHunii 0 BOCCTaHOB/IEHWUM
traps memory recovery- nopora gna obbema cBobogHoro mecra 8 RAM.
notification
snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHuit o cpabaTtbiBaHUm
sensor notification nopora g/1a 3Ha4yeHna AaTYNKOB.
—/OTKAKOYEHO
no snmp-server enable OTkAtouNTL oTNpaBky SNMP trap-coobueHuii o cpabaTbiBaHnM
traps sensor notification nopora N 3Ha4yeHuA AaTYNKOB.
snmp-server enable traps BkntoumTb oTnpasky SNMP trap-coobuieHunit 0 BOCCTaHOBAEHUN
sensor recovery- nopora ans 3Ha4eHus AaT4YMKOB.
notification
—/OTK/IIO4YEHO —
no snmp-server enable OTKAtoUNTL 0TNPaBKy SNMP trap-coobLieHnii 0 BOCCTaHOBNEHUM
traps sensor recovery- nopora AN 3Ha4yeHUA JaTYNKOB.
notification
snmp-server enable traps BkntoumTb oTnpasky SNMP trap-coobuieHnit o cpabatbiBaHUM
storage notification nopora gas o6bema cB0O60AHOIrO MecTa Ha BCTPOEHHOM delu-
namaTyu.
—/oTKNtO4EeHO
no snmp-server enable OTKAtounTb oTnpaBky SNMP trap-coobuieHunii o cpabaTbiBaHUM
traps storage notification nopora gas o6bema cB0O60AHOTrO MecTa Ha BCTPOEHHOM delu-
namaTy.
snmp-server enable traps BkntoumTb oTnpasky SNMP trap-coobuieHunii o0 BOCCTaHOBAEHUMN
storage recovery- nopora ana o6bema cB0OH60AHOIO MecTa Ha BCTPOEHHOM daelu-
notification namaTyu.
—/oTKNtO4EeHO

no snmp-server enable
traps storage recovery-
notification

OTKAtOUNTL 0TNPaBKY SNMP trap-coobLieHnii 0 BOCCTaHOBNEHUM
nopora ana o6bema cB0O60AHOIrO MecTa Ha BCTPOEHHOM daelwu-
namaTu.

snmp-server
description description

no snmp-server description

description: (1..160)
CUMBOJIOB;

M3meHUTb 3HaueHne nons sysDescr ana sHewHero SNMP-3anpoca.

BepHyTb 3HaYeHWe nNo ymonyaHuio nons sysDescr.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nnHtepderica Ethernet:

console (config-if)#

Tabanua 210 — KomaHgbl pexxuma KoHdpurypaunm nntepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

snmp trap link-status

no snmp trap link-status

—/BKAIOYEHO

BkntounTb oTnpaBky SNMP trap-coobuieHmnit npu n3ameHeHun
COCTOAHMA HAaCTPaMBaEMOro nopra.

BbIkntounTb oTnpaBky SNMP trap-coobuieHunii npu n3smeHeHUmn
COCTOAIHUA HAaCTpPaMBaemoro nopTa.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabanua 211 — KomaHgbl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show snmp

MokasaTtb ctatyc SNMP-coeanHEHUN.

show snmp enginelD

MoKa3aTb naeHTuduKaTop nokanbHoro SNMP-ycTpoictea —
enginelD.

show snmp views
[view_name]

view_name: (1..30)
CMMBOJIOB

MokasaTb npasuia ob6o3peHna SNMP.

show snmp groups
[group_name]

group_name: (1..30)
CYMBO/IOB

MNokasatb SNMP-rpynnbl.

show snmp filters

filter_name: (1..30)

Moka3aTb SNMP-ounbTpbI.

[filter_name] CMMBOIOB

show snmp users user_name: (1..30) Mokasatb SNMP-nonb3oBateneu.

[user_name] CMMBONOB

show snmp vrf {name | all} VRF name: (1..32) MokasaTtb HacTpolikn SNMP ansa ykasaHHoro VRF.
CMMBO/I0B

5.21.5 NMpomokon ydanéHHo2o0 moHumopuHaa cemu (RMON)

MpoTokon moHuTopuHra cetn (RMON) sABnseTca pacwmpeHvem npoTtokona SNMP, nossonas
npenocTaBuTb 6o/ee WMPOKME BO3MOXKHOCTM KOHTPOAIA ceTeBoro Tpadumka. Otanumne RMON ot SNMP coctout
B XapakTepe cobupaemoli MHpopmaLmm — aaHHble cobupaemble RMON B nepByto oyepenb XapaKTepusyoT

Tpaduk mexKay ysnamu cetn. MHbopmaumsa, cobpaHHas areHTOM, NepesaeTcs B NPUIONKEHWE ynpaBieHus
ceTblo.

KomaHObI pexcuma 210baabHol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHOM KOHGUIypauum:

console (config) #
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Tabanua 212 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CMMBOJIOB;
desc_text: (0..127)
CMMBO/I0B;
name: cTpoka

HacTpouTb cobbITHsA, MCNOoIb3yemble B CUCTEME YAaNEHHOTO
MOHUTOpPUHra.

- index — nHaeKkc cobbiTus;

- type — TN yBeJOMNEHUSA, FeHEPUPYEMOTO YCTPOWCTBOM NO
3TOMY CObbITHIO:

none — He reHepuMpoBaTb YBEAOM/IEHUS,

log — reHepupoBaTh 3anuch B Tabnuue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabauue n otcbinatb SNMP
trap;

- com_text — cTpoka coobuwectsa SNMP ansa nepecbinku trap;
- desc_text — onucaHue cobbliTus;

- name — “ms cosgatens cobbiTua.

Ypanutb cobbiTve, UCNOoNb3yeMoe B CUCTEME YAANEHHOMo
MOHUTOPUHTa.

rmon alarm index mib_ob-
ject_id interval rthreshold
fthreshold revent fevent
[type type] [startup direc-
tion] [owner name]

no rmon alarm index

index: (1..65535);
mib_object_id:
KOppeKTHbIl OID;
interval:
(1..2147483647) cek;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: cTpoKa

HacTpouTb ycioBua BblAaum aBapuitHbIX CUTHaN0B.

- index — HAEKC aBapUMHOro cobbITus;

- mib_object_id — naeHTUdMKaTOp NepemeHHOMN YacTu ob6beKTa
OID;

- interval — vHTepBan, B Te4eHWe KOTOPOTro AaHHble 0TbMpatoTca
M CPaBHUBAIOTCA C BOCXOAALLEN U HUCXOAALLEN rPaHULAMK;

- rthreshold — BocxogAwan rpaHMLa;

- fthreshold — HucxoaAwWwan rpaHnLa;

- revent — UHAEKC COObLITUA, KOTOPOE UCMONb3YeTCA Npu
nepecevyeHMm BOCXO4ALLEN TPaHULbI;

- fevent — vHAEKC COBLITUA, KOTOPOE UCMONL3YETCA NPU
nepecevyeHnn HUCXoaALLEel rpaHuLbl;

- type — meTog, 0TOopa yKa3aHHbIX NepeMeHHbIX M noacyeta
3HaYeHuA ANA CPaBHEHMA C rpaHULAMK:

MeTog, absolute — abcontoTHoe 3HauYeHUe BbIGpaHHOWM
nepemeHHoM 6yaeT CPaBHEHO C rpaHULLEN HA KOHLEe
nccnesyemoro MHTepBana;

MeTog, delta — 3HauyeHune BbIGpaHHOM NepemeHHON Npu
nocsegHem otbope 6yAeT BbIUTEHO U3 TEKYLLLETO 3HAYEHUA U
pasHuUa byaeT cpaBHEHa C rpaHuLamMu (pasHuua mexay
3HaYeHMAMM NepemMeHHOM B KOHLE W B HaYaie KOHTPOJIbHOTO
MHTepBana);

- startup — MHCTPYKLMA ANA reHepaumm cobbiTuii Ha Nnepsom
KOHTPOJIbHOM UHTepBane. OnpeaenaeT NpaBua reHepaumm
aBapUMHbIX COBbITUI ANA NepPBOro KOHTPONbHOIO UHTEPBANA
nyTem cpaBHeHWA OTOHBPaHHOM NepemeHHOoM ¢ oaHOM, 60O
06enMmu rpaHuLamm:

- rising — reHep1poBaTb eANHNYHOE aBapuinHoe cobbiThe no
BOCXOAALLEN rPaHuLLE, €CIM 3HAYeHMe 0TOBpaHHOM NnepemeHHoM
Ha NepBOM KOHTPO/JIbHOM MHTepBane 6onblue 1M60 pPaBHO 3TOM
rpaHuLe;

- falling — reHepupoBaTtb egMHUYHOE aBapuiiHOe cobbiThe No
HUCXOAALLEN TPaHMLEe, eC/M 3HaYeHNe OTOBpPaHHOW NepeMeHHOoM
Ha NepBOM KOHTPO/IbHOM MHTepBasie MeHbLUe AMH0 paBHO 3TOM
rpaHuLe;

- rising-falling — reHepupoBaTtb egMHMYHOE aBapuiiHoe cobbiTne
MO BOCXOZALLEN M/UAN HACXOAALLEN rPaHNLLE, €C/IM 3HaYeHne
0TOb6pPaHHOW NepemMeHHOM Ha NepPBOM KOHTPO/IbHOM UHTepBane
60blue NMMB6O paBHO BOCXOAALLEN rpaHuLLE M/Wan meHblue Ao
PaBHO HUCXOAALLEN TPAHULLE;

- owner — UMms co3gaTens aBapunHoro cobbITUsA.

YAanuTb ycnoBue BblAauu aBapuiiHbIX COBbITUIA.
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rmon table-size {history
hist_entries | log log_en-
tries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3agaTb MakcMManbHblit pasmep RMON-Tabauy,
- history — makcumanbHoe KonnyecTBo CTPOK B Tabnuue
ncropuu;
- log — MmakcMmanbHOE KONMYECTBO CTPOK B Tabsimue 3anucen.
3HayeHMe BCTYNUT B CWIY TONIbKO nocie nepesa-
H rpy3Ku ycTpoiictea.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepgelica

epyrnnel nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmMme KoHdurypaummn nHtepdeica Ethernet, nHrepdeiica rpynnbi

nopTOoB:

console (config-if)#

Tabnnua 213 — KomaHabl pexkuma KoHpurypaumum nntepdelica Ethernet, rpynnbl nHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval inter-
val]

no rmon collection stats in-
dex

index: (1..65535);
name: (0..160)
CMMBO/I0B;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

Bk/tounTL GOopMMpOBaHME UCTOPUM MO FPYyNNam CTaTUCTUKKN AnA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTrA.

- index — vHpekc Tpebyemow rpynnbl CTaTUCTUKK;

- name — Bnagenew, rpynnbl CTaTUCTUKK;

- bucket_num — 3Ha4eHue, accoLMMpPyemMOe C KOIMYECTBOM
Aveek Ana cbopa UCTopuK NO rpynne cTaTUCTUKK;

- interval — nepuopg, onpoca gna GopmMMpoBaHUA UCTOPUM.

BbIKNOYNTL GOPMUPOBAHNE UCTOPUM MO FPYMNMNamM CTaTUCTUKKM ANA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHrA.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 214 — KomaHgb! pexkmuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show rmon statistics {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel

group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb cTaTUCTUKY MHTepdelica Ethernet, anbo rpynnbl
NopTOB, MCMOb3yeMyt0 414 YAANEHHOTO MOHUTOPUHTA.

OT06pasnTb MHGOPMALMIO NO 3anpallnBaemMbIM rpynnam
CTaTUCTUKM.
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show rmon history index
{throughput | errors |

other} [period period] index: (1..65535);

period: (1..2147483647)
ceK

MokasaTtb uctoputo Ethernet cratnctukn RMON.

- index — 3anpoleHHas rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT cyeTYNKM NPOU3BOANTENBHOCTU
(nponyckHoM cnocobHoCTK);

- errors — roKasblBaeT CYETUNKM OLLINOOK;

- other — nokasbiBaeT cyeTYMKM 06PbLIBOB M KONNU3UIA;

- period — NoKa3bIBaeT UCTOPUIO 3a 3aNpPOLLEHHbIV Nepros,
BpPEMEHM.

show rmon alarm-table —

MoKa3aTb CBOAHYIO TabanLy aBapuiAHbIX COBLITUIA.

show rmon alarm index index: (1..65535)

MoKa3aTb KOHOUIypaLMIO HACTPONKMN aBapPUNHBIX COBLITUI.
- index — MHAEKC aBapuItHOro cobbiTuA.

show rmon events —

MokasaTtb Tabamuy cobbiTUin yaaneHHoro moHmTopmHra RMON.

show rmon log [index]

MokasaTb Tabanuy 3anucent yaaneHHoro MoHmTopuHra RMON.

index: (0..65535)

- index — vHAEKc cobbiTuA.

[pumepbl 8bIN0AHEHUS KOMAHO

= [loKasaTb cTaTUCTUKY 10 nHTepodeiica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10

Dropped: 8

Octets: 878128 Packets: 978

Broadcast: 7 Multicast: 1

CRC Align Errors: 0 Collisions: 0

Undersize Pkts: 0 Oversize Pkts: O

Fragments: 0 Jabbers: 0

64 Octets: 98 65 to 127 Octets: 0

128 to 255 Octets: 0 256 to 511 Octets: 0

512 to 1023 Octets: 491 1024 to 1518 Octets: 389

Tabnnuya 215 — OnucaHne pesynbTaTos

Mapamemp OnucaHue

Dropped KonnuectBo 3a4eTEKTUPOBAHHbIX COObITUIA, KOTAa NAaKeTbl OblIN OTOPOLLEHDI.

Octets KonnyectBo 6alT AaHHbIX (BKAtOYana GaliTbl NAOXMX NAKETOB), NMPUHATLIX M3 ceTu (MCKAovas
bpeiimosble BUTbI, HO BKNtOYAs BUTbI KOHTPOIbHOM CyMMbI).

Packets KomuecTBo NpMHATLIX NAKeTOB (BK/tOYan Na0XMe, LUIMPOKOBeLLaTe/IbHblE 1 MHOTOaApecHble Na-
KeTbl).

Broadcast Konnyectso NpUHATBIX LUMPOKOBELLATEbHbIX MAKETOB (TO/IbKO KOPPEKTHbIE MaKeTbl).

Multicast KonmyecTBo NPUHATLIX MHOrOAAPECHbIX MAKETOB (TONbKO KOPPEKTHbIE NaKeTbl).

KonnuyectBo NPUHATLIX NAKETOB AANHOM OT 64 A0 1518 6aiT BKAOUMTENBHO, UMEIOLWUNX HEBEp-
HYH KOHTPOJIbHYIO CyMMY 60 C Le/ibiM YMCAOM BaliT (OLIMBKM NPOBEPKU KOHTPONBLHOMN CYyMMbI
— FCS), nnbo ¢ Heuenbim Yncnom 6aiiT (oWwmnbKM BbipaBHMBaHMA — Alignment).

CRC Align Errors

Collisions OueHKa Konmyectsa KONAn3uiA Ha aHHom Ethernet-cermeHTe.

KonmuectBo NpuHATLIX MAKeTOB A/MHOW MeHblle 64 6aiT (McKntovas dperimosblie 6UTbI, HO

Undersize Pkts N
BKJ/1t0YaA BUTbI KOHTPOJIbHOM CYMMbI), HO B OCTa/IbHOM MPaBU/IbHO CHOPMMPOBAHHBIX.

KonmMuecTBo NpUHATLIX MNaKeToB AANHOM 6onblue 1518 6aiT (McKatovan dpelrimoBble 6UTbI, HO

Oversize Pkts o
BKNOYaA BUTbI KOHTPOIbHOM CyMMbl), HO B OCTa/IbHOM NPaBU/bHO CHOPMUPOBAHHDIX.

KonmuectBo NpuHATLIX MAKeTOB AAMHOMW MeHblle 64 6aiT (McKntovas dperimosblie 6UTbI, HO
BK/It0Yas BUTbI KOHTPOIBHOWM CYMMbI), UMEIOLLIMX HEBEPHYHO KOHTPO/bHYIO CYMMY SIMBO C LiesibiM

Fragments yncnom 6anT (OWMBKM NPOBEPKN KOHTPOAbHOM cymmbl — FCS), 1Mb60 C HeuenbiM Yucaom 6ant
(owmnbKM BbIpaBHMBaHMA — Alignment).
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KonnuyectBo NpUMHATLIX NakeToB ganHOM 6osbwe 1518 6aiT (Mcknoyas dpelrimoBble 6UTbI, HO
BKJ/1t0YaA BUTbI KOHTPO/IbHOWM CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPOJIbHYIO CyMMY AN60 C LesibiM

Jabbers . . o
yncnom 6anT (OWMBKM NPOBEPKN KOHTPOAbHOW cymmbl — FCS), n1Mbo C HeuenbiMm Yyncaom 6ant
(owwnbKM BbipaBHMBaHUA — Alignment).

64 Octet KonnuecTBo NpUHATLIX NAKETOB (BKOYas NAoOXuMe NakeTbl) ANMHOM 64 6aliTa (Mckntovyan dpeit-

MOBbl€ 6UTbl, HO BKtOYas BUTbI KOHTPOIbHOW CYyMMbl).

65 to 127 Octets

KonnuyecTBo NPUHATLIX NAaKeTOB (BK/IOYasA NAOXMe MakeTbl) AANHON oT 65 oo 127 6alT BKAOUU-
TeNIbHO (MCKAoYasa ¢ppermoBble BUTbI, HO BKAOYAA BUTbI KOHTPOIBHOM CYMMbI).

128 to 255 Octets

Ko/imuecTBo NpMHATLIX NAKEeTOB (BKAKOYAA NAOXME NaKeTbl) ANMHOW OT 128 no 255 6alAT BKAOUK-
TeNbHO (MCKAoYasa ¢permoBble BUTbI, HO BKAOYAA BUTbI KOHTPOIBHOM CYMMbI).

256 to 511 Octets

Ko/imuecTBo NpMHATLIX NAKETOB (BKAKOYAA NAOXME NAaKeTbl) ANMHOW OT 256 fo 511 6alAT BKAOUK-
TeNbHO (MCKNtoYasa pperimoBble BUTbLI, HO BKAKOYAnA BUTbI KOHTPOIbHOM CYMMbl).

512 to 1023 Octets

KonnuyecTBo NPUHATLIX NAaKeTOB (BK/IOYasA NA0OXMe NakeTbl) ganHon ot 512 ao 1023 6ainT BKAtO-
yuTeNbHO (McKkNtoYaa dpeirmoBble BUTbI, HO BKAKOUYAA BUTbI KOHTPOILHOM CYMMbI).

1024 to 1518 Octets

Ko/imuecTBo NpMHATLIX NAKeTOB (BKAKOYAsA NAOXME NaKeTbl) AnnHon ot 1024 ao 1518 6aiiT BKAto-
yuTenbHO (McKkNoYaa dpermoBble BUTbI, HO BKAKOUYAA BUTbI KOHTPOILHOM CYMMbI).

= [loKasaTb MHGOPMALMIO NO rpynnam CTaTUCTUKK g1a nopTa 8:

console# show rmon collection stats tengigabitethernet 1/0/8

Index Interface Interval Requested Samples Granted Samples

Tabnnua 216 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO UAEHTUOULMPYIOLLMIA 3aMKUCh.
Interface Ethernet-uHTtepdeiic, Ha KOTopom 3anyLeH onpoc.
Interval MHTepBan B CEKyHAAX MEXAY ONpocamu.

Requested Samples

3aI'IpOLLIeHHOG KO/INYeCTBO OTCHETOB, KOTOPOE MOXKET 6bITb COXpaHeHOo.

Granted Samples

PaspelweHHoe (OCTaBLIeecs) KOIMYECTBO OTCYETOB, KOTOPOE MOMKET BbiTb COXPAaHEHO.

Owner

Bnagenew, AaHHOW 3anumcu.

- lMoKasaTb cHeTYMKMU ﬂpOﬂyCKHOﬁ CNocobHoCTH Ana rpynnbl CTaTUCTUKU 1:

console# show rmon history 1 throughput

Sample set:

MES
Interval: 1800

1 Owner:

Interface: giO/1

Requested samples: 50 Granted samples: 50

Maximum table size: 100
Time Octets Packets Broadcast Multicast
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
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Tabanuya 217 — OnucaHne pe3ynbTaTos

MNapamemp OnucaHue

Time [ata n Bpemsa co3gaHua 3anucu.

Octets KonnuectBo 6anT AaHHbIX (BKAKOYAn 6aiTbl N10XMX NAKETOB) NPUHATbLIX U3 CETU (MCKAtoYan dpeit-
MOBble 6UTbI, HO BK/ItO4asi BUTbI KOHTPOJILHOW CyMMbl).

packets Ko/iMyecTBo NPUHATLIX NAaKeTOB (BK/tOYas NAoXue NakeTbl) B TeyeHue nepuoda popmmpoBaHus
3anucu.

Broadcast KonmyectBo NPMHATLIX XOPOLUMX MAKETOB B TeyeHMe nepnoga GopmnpoBaHUA 3anucy Hanpas-
JIEHHbIX Ha WMPOKOBeLaTebHble agpeca.

Multicast Ko/iMuecTBo NPMHATLIX XOPOLUMX MAKeTOB B TedeHue nepnoaa GopmnpoBaHUs 3anncy Hanpas-
JIEHHbIX HAa MHOFOaApecHble agpeca.
OugeHKa cpefHel NponycKHOM cnocobHOCTM GU3NYECKOro YPOBHA Ha AaHHOM UHTepdelice B Te-

Utilization YyeHue nepmoaa popmmpoBaHusa 3anucK. NMponyckHaa cnocobHOCTb OLEHNBAETCA BE/IMYMHOM A0
TbICAYHOM NPOLLEHTa.
KonnuyectBo NpuHATLIX B TedeHMe nepuoaa GopmMMpoBaHMA 3anMCcU NAKETOB AJIMHON OT 64 fo

CRC Align 1518 6anT BKAOUYUTENBHO, UMEIOWMNX HEBEPHYIO KOHTPOJIbHYIO CyMMYy N6BO C LEeNbiIM YNCOM
6aliT (OLWMBKM NPOBEPKM KOHTPOABbHOW cymmMbl — FCS), b0 ¢ HeuenbiMm Ynuciom 6aiT (owmnbKm
BblpaBHMBaHUA — Alignment).

Collisions OueHKa KoIMYecTBa KOM3NIA Ha gaHHoM Ethernet-cermeHTe B TeyeHue nepuoga popmmnposa-

HUA 3anuncu.

Undersize Pkts

KonnyectBo NpuHATLIX B TeueHMe neproaa GopMUpPOBaHMA 3aNnUCKh NAKETOB A/ IMHOW MeHbLue 64
6anT (UckNtovaa dpeitmoBble BUTLI, HO BK/OYAA BUTbI KOHTPOJIBHOW CyMMbl), HO B OCTa/lbHOM
nNpaBuIbHO CHOPMMUPOBAHHDIX.

Oversize Pkts

KonnMuecTBo MPUHATLIX B TeyeHue nepuoda GopMmMpPOBaHMA 3aMMUCK NaKeTOB A/IMHON 6onblue
1518 6auT (Mckntovan dpelrimosble BUTLI, HO BKAtOYAA BUTbI KOHTPOIBHOM CYMMbI), HO B OCTa/lb-
HOM NpPaBuAbHO CHOPMUPOBAHHDIX.

Fragments

KonunuectBo NpuHATbLIX B TeyeHWe neprmoga GopMMpoBaHMA 3aMMCK NaKeToB AJIMHOM MeHblue 64
6alT (McKNtoYas ppeitmoBble BUTLI, HO BKAOYAA BUTbI KOHTPOJILHOM CYMMbI), UMEIOLLMX HeBep-
HYIO KOHTPOJIbHYIO CyMMY IM60 C LLeIbIM Yncom 6aliT (OWNMBKM NPOBEPKMU KOHTPONLHOM CyMMbI
— FCS), "nbo ¢ Heuenbim Yncnom 6aiT (oW mMbKKM BbipaBHMBaHUA — Alignment).

Jabbers

Konnyectso NpuHATbIX B TeyeHMe nepuoaa GopmMUpoBaHMA 3anvcKh NaKeToB A/MHOW 6osblue
1518 6aiT (Uckntoyan dperimosble 6UTbI, HO BKAKOYAA BUTbI KOHTPOLHOW CYMMbI), MMEIOLLLUX
HEBEPHYIO KOHTPOJIbHYIO CyMMY IMBO C LLeIbiM YnMciom 6aiT (OWMOKM NPOBEPKN KOHTPONLHOWM
cymmbl — FCS), 1Mbo ¢ HeuenbiMm Yncnom 6anT (ownbkm BoipaBHMBaHMA — Alignment).

Dropped

KonmuecTBo 3a1eTeKTUPOBAHHbIX COBbLITUI, KOTAa NakeTbl 6blM OTOPOLLEHDI B TEYEHWE NEpMOAa
bopmuposaHua 3anucu.

- MokasaTtb CBO4HYHO Ta6ﬂMLI,y CUrHanoB TPEBOTU:

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager
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Tabanuya 218 — OnucaHue pe3ynbTaTos

Mapamemp OnucaHue
Index MHAeKC, YHUKaNbHO MAEeHTUOULMPYIOLWKIA 3aNUCh.
(0]]D] OID KOHTPONMPYEMOI NepeMeHHON.
Owner Monb3oBaTenb, CO34aBLUMIA 3aNUCh.

= [loKasaTb KOHPUrypaLmio aBapuiiHbIX CObbITUI C MHAEeKCcOM 1:

console# show rmon alarm I

Alarm 1

Interval:

Sample Type:
Startup Alarm:
Rising Threshold:
Falling Threshold: 78
Rising Event:
Falling Event:
Owner: CLI

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

delta
rising

8700000

Tabnumua 219 — OnucaHune pesybTaToB

Mapamemp

OnucaHue

OoID

OID KOHTpO/IMpyeMoW NepeMeHHOM.

Last Sample Value

3HaueHWe nepeMeHHON Ha NociesHEeM KOHTPOIbHOM MHTepBane. Ecan meTog oTbopa nepemeH-
Hbix absolute — To 3T0 abcontoTHOE 3HaYeHne nepemeHHoMn, eciv delta — pasHuULa mexay 3Ha-
YEeHUAMU NepeMeHHOM B KOHLLE M B HaYasie KOHTPO/IbHOro MHTepBana.

Interval

MNHTepBan B CeKyHOAX, B Te4eHMe KOTOPOro AaHHble OT6Mpa}0TCﬂ M CpaBHUBAIOTCA C BerHeVI n
HUKHEW rpaHnULamu.

Sample Type

MeTopg, oTbopa yKaszaHHbIX NepeMeHHbIX U MoAcYeTa 3HaUYeHUA ANA CPaBHEHUA C rpaHML,aMmu. Me-
Topg, absolute — abcontoTHoe 3HayeHMe BbIGpaHHOW NepemeHHoW byeT CpaBHEHO C rpaHuLLen
Ha KOHLe uccnegyemoro vHTepsana. Metog, delta — 3HayeHue BbIGpaHHOW NnepemeHHON npwu
nocnesHem ot6ope ByAeT BbIUTEHO U3 TEKYLLLETO 3HAaYEHUA, U pasHULLA ByeT CpaBHEHA C rpaHu-
LamMu (pasHuLa MeXay 3HaYeHUSMU NepemMeHHON B KOHLE W B Hayane KOHTPOJIbHOrO WMHTep-
Bana).

Startup Alarm

MHCTPYKUMA ANA reHepaumu cobbiTMil Ha NepBoM KOHTPONbHOM UHTepBane. Onpeaenser npa-
BW/Ia reHepaLMm aBapuitHbIX COBbITUIA ANA NePBOro KOHTPOJIBHOTO UHTEPBAIa NyTEM CPaBHEHMA
0TO6paHHOM NepemeHHoM ¢ ogHON, IMB0o 0benmm rpaHULLaMK.

rising — reHepMpoBaTb eaNHUYHOE aBapuitHoe cobbITUE NO BOCXOAALLEN rpaHuLEe, eciv 3Have-
HWe oTobpaHHOW NepemeHHOlM Ha NepBOM KOHTPOAbHOM WHTepBane 6onblue AMbo paBHO 3TOM
rpaHuLe.

falling — reHepupoBaTb eaANHUYHOE aBapUINHOE CObbITUE MO HUCXOAALLEN FPaHULE, ECIN 3HAYe-
HWe 0TOB6paHHO NepemeHHOW Ha NepPBOM KOHTPOJ/IbHOM UHTepBase MeHblle 60 paBHO 3ToW
rpaHuue.

rising-falling — reHepupoBaTb eguHMYHOE aBapuitHoe cobbITHE NO BOCXOAALLEN U/UAN HUCXO-
AALLel rpaHnLE, ecnm 3HaYeHne 0ToBpaHHOW NepemMeHHON Ha MePBOM KOHTPO/IbHOM MHTEPBane
6onblie MM60 pPaBHO BOCXOAALLEN rpaHuLE, U/UAn MeHblue B0 PaBHO HUCXOAALLEN rpaHuLe.

Rising Threshold

3HaueHMe BocxogsAlleit rpaHuLbl. Korga 3HadeHne oTo6paHHON NepemeHHOM Ha npeablayLiem
KOHTPO/IbHOM MHTepBane 6bl10 MeHble JaHHOW rPaHuLbl, @ Ha TEKYLLEM KOHTPO/IbHOM UHTEp-
Bane 60/blem NM6O PaBHOM 3HAYEHUIO FPAHULLbI, TOTAA eAMHUYHOE COBbITUE reHepupyeTcs.

Falling Threshold

3HaueHMe HUCXoAAWEelN rpaHuubl. Koraa 3HadeHne oTobpaHHO NepemMeHHON Ha npeablayLem
KOHTPO/IbHOM MHTepBane 6b110 60blie AaHHOWM rPaHuLbl, @ Ha TEKYLLLEM KOHTPOJIbHOM MHTEp-
BaJie MeHblUe 60 PaBHO 3HAYEHWMIO FPaHMLLbl, TOF4A eauHUYHOEe CobbiThe reHepupyeTcsa.

Rising Event

MHAeKC cobbITUA MCMO/b3YIOLLErocs, KOrAa BOCXOAALLAA rpaHuLLa nepeceyeHa.
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Falling Event MHAEeKC cobbITUA MCNOb3YIOLLErOoCs, KOrAa HUCXOAALAA rpaHnLLA nepeceyeHa.

Owner MNonb3oBaTtenb, CO34aBLUMIA 3aMUCh.

® [lokasaTtb Tabaunuy cobbiTMin yaaneHHOro moHntTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnmua 220 — OnucaHune pesybTaToB

Mapamemp OnucaHue

Index NHAEeKC, YHUKaNbHO NaeHTUGULMPYOLWNIN cobbiTue.

Description KommeHTapuii, onucbiBatowmii cobbitme.

Tun yBegoOMNEHUSA, FeHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY COBbITUIO:
none — He reHepUpPoOBaTb yBEAOMIEHUA,

Type log — reHepupoBaTb 3anuck B Tabauue,

trap — otcbnatb SNMP trap,

log-trap — reHepupoBaTb 3anuch B Tabauue n otcbinate SNMP trap.

Community Crtpoka coobuwectea SNMP ana nepecbinku trap.

Owner Monb3oBaTenb, CO34aBLUMIA COObITHE.

BpeMﬂ 1 AaTa reHepupoBaHnA nocnegHero cobbITMA. Ecnm He 6bino creHepnpoBaHoO CO6bITVIl7I, TO

Last time sent
3TO 3Ha4YeHue byaeT paBHO Hy O,

MoKkasaTb Tabanuy 3anucen yganeHHoro MoHMTopuHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

1 Errors Nov 10 2009 18:48:33

Tabnnua 221 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO UAEHTUOULMPYIOLLMIA 3aNKCh.
Description KommeHTapuii, onucbiBatowmii cobbiTme.
Time Bpemsa co3gaHuna 3anucu.

5.21.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecrneyeHne KOMMYTaTOPOB MO3BOJIAET paspelmnTb AMBO orpaHMuUTb AO0CTYyn K
ynpaBAeHUIO YCTPONCTBOM Yepes onpeaeneHHble nopTbl uau rpynnbl VLAN. [na 3Tol Lenu co3aatoTcs Crnckn
pocrtyna (Access Control List, ACL) gns ynpaBneHus.

’ .~ ACL per VLAN pa6oTaeT TobKO B pexxume «acl-sqing»
o
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KomaHObI pexcuma 2a0b6an6Hol KOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnnua 222 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

management access-list
name

- name: (1..32) cumBona
no management access-list

name

Co3paTtb CNUCOK A0CTyNa Ana ynpasaeHua. Bxoa B pexxmm
KOHUTypaLmMm cnmcka AocTyna ana ynpasneHus.

YAanuTb CNUCOK AOCTYNa ANA yNpaBieHus.

management access-class
{console-only | name}

name: (1..32) cumBona

no management ac-
cess-class

OrpaHun4nTb yNpaBaeHWe YCTPOMCTBOM MO onpeaesieHHOMY
cnucky goctyna (access list). AKTUBMPYET yKa3aHHbIN CNUCOK
Joctyna.

- console-only — ynpasneHune ycTpOWCTBOM AOCTYMNHO TO/IbKO C
KOHCO/U.

OTMEHUTb OrpaHMYeHne Ha ynpaBieHne yCTPOMCTBOM No
onpeaeneHHoMy cnMcky aocTtyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka docmyna 0718 ynpasaeHus

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXXMUME KOHPUIypaLmm Cnncka A4oCTyna ana ynpasaeHus:

console (config) # management access-list eltex manag

console (config-macl)#

Tabnuua 223 — KomaHabl perkMma KoHOUrypaumm cnmcka goctyna Ans ynpasaeHun

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

permit [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service ] [ace-
priority index]

permit ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3apaTh paspeLuatollee ycioBue ANA YNPaBAAOLLEro CnmcKa
Jocrtyna.

- service — Tvn goctyna.

- index — npvopuTeT npasuna.
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deny [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

deny ip-source
{ipv4_address |
ipbv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

3afaTb 3anpeLatoLiee ycI0BMe 418 YNPaBAAOLLEro CNUCKa
Aoctyna.

- service — Tvn goctyna,

- index — npuopuTeTt npasuna.

remove ace-priority index index: (1..65535)

Y4anuTte ycnosue U3 cnmcka gocTyna.

KomaHOob! pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKKM pexunma Privileged EXEC:

console#

Tabnuua 224 — Komanapl pexkmuma Privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aelicmeue

show management access-

A name: (1..32) cumBona
list [name]

MokasaTb cnuncku gocTyna (access list) ana ynpasneHus.

show management ac-
cess-class

MokaszaTb MHGOPMaLUIo 06 aKTUBHbIX CMIUCKAX JOCTyNa
(access list) onsa ynpasneHums.

5.21.7 Hacmpolika docmyna

5.21.7.1 Telnet, SSH, HTTP u FTP

[JaHHble KOMaHAbl nNpegHa3HaveHbl

ana

HacTPOMKM CepBepoB [AOCTyna Aaa ynpas/ieHun

KommyTaTtopom. MNoaaepxka cepsepos TELNET n SSH KommyTaToOpOmM N03BONAET yAA/IEHHO NOAKAOYATLCA K

HemMy AN MOHUTOPUHIA U KOHOUTypaumu.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:

console (config) #

242

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

Tabanua 225 — KomaHgbl pexknuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ip telnet server

no ip telnet server

no ymonyaHuto Telnet-
cepBsep BK/OYEH

PaspewunTb yaaneHHoe KOHGUrypMpoBaHUe yCTPOICTBa Yepes
Telnet.

3anpeTuTb yaaneHHoe KOHPUrypnpoBaHMe YCTPOUCTBa Yepes
Telnet.

ip ssh server

no ip ssh server

no ymonyaHuto SSH-
cepBep OTK/OYEH

PaspewnTb yaaneHHoe KOHOUIYpUpoBaHUe YCTPOICTBa Yepes
SSH.
[o Tex nop, Noka Koy Ana WnppoBaHUA He creHe-
V pupoBsaH, SSH-cepsep 6yaeT HaxoauUTbCA B pe3sepse.
Mocne reHepauum Katova (Mcnonb3yemble KOMaHAbI
crypto key generate rsa u crypto key generate dsa)
cepsep nepeiiger B pabouee cocrosHue.

3anpeTuTb yaaseHHoe KOHpUrypnpoBaHue ycTponcTea yepes
SSH.

ip scp server

no ip scp server

no ymonyanuto SCP-
cepBep OTK/OYEH

PaspewunTtb KONUpoBaHue daiinos ns Gpan0BOro XxpaHUAULLA
KOMMYyTaTopa 1 Ha Hero 4yepes SCP.
/| SSH-cepsep ponkeH 6bITb BK/IOYEH.

Bbikntountb SCP-cepsep.

ip ssh port port_number

no ip ssh port

port_number:
(1..65535)/22

TCP-nopT, ucnonb3yemsiii SSH-cepsepom.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ip ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client source-in-
terface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3agaTtb HTepoenc ana SSH-ceccmi.

Yaanutb nHtepdenc.

ipv6 ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan vian_id}

no ipvé6 ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3agaTtb MHTepoeic ansa IPve SSH-ceccui.

Yaanutb nHtepoeic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Nno yMO/4YaHUIO
ncnonb3soBaHune
I'Iy6}'IW-I HOrO KNto4a
3anpeleHo

Pa3pelwnTb MCNOIb30BaHME NYBAUYHOIO KAtoUa ANS BXOAALMX
SSH-ceccuit.

3anpeTuTb UCMOb30BaHMeE NYBANYHOrO KAtoYa ANA BXOAALWMX
SSH-ceccuit.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,
aes192, aes256, arcfour,
none)/paspeLlleHbl Bce
aNroOpUTMbI, KPOME nNone

3a/aTb CNUCOK pa3peLleHHbIX aropuTMOB WKdpPOBaHUA AN
cepsepa.

BoccTaHOBUTL CAMCOK pPa3pelweHHbIX aAropnuTMmoB obmeHa
Kl04aMum No YMOTHaHUIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal)/
paspeLueHbl Bce MeToapl

3afaTb CNUCOK paspeLleHHbIX MeTofoB 06MeHa Katouamu ans
cepsepa.

BoccTaHOBUTL CMNCOK pa3speLleHHbIX aAropuTMOB obmeHa
KK04amMy No yMONYaHUIO.

ip ssh password-auth

no ip ssh password-auth

Nno YMONYaHUIO BK/IKOYEHO

BKOUUTL PEXMM ayTEHTUOMKALMM MO NAPOIo.

OTKNOUUTD PEKUM ayTeHTUDUKALMK NO NAPOAIO.

crypto key pubkey-chain
ssh

MO YMOIYAHUIO KAIOY He
co3gaH

BoliTK B pexkmMm KoHdUrypaumm nybanyHoro Kiatova.
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crypto key generate dsa

leHepupoBaTb Napy Katouel DSA — 4acTHbIA U Ny6AUYHbBIA Ann
SSH-cepBuca.
Ecnu xota 6b1 0AMH 13 Napbl KAtoYeit yxKe co3aaH, To
V cucTema NpeasioXKUT nepesanucatb Kakou.

crypto key generate rsa

leHepupoBaTb Napy Katodel RSA — yacTHbI U Ny6AUYHBIN gns
SSH-cepswuca.
V Ecnu xoTa 6bl 0AMH M3 Napbl KAloueil y3Ke co3aaH, To
cucTema NPeaNoXKUT nepe3anmcaTtb KA.

crypto key import dsa

encrypted crypto key im-
port dsa

MmnopTupoBsatb napy kawoyei DSA.
- encrypted — B 3awmndposaHHOM BUAE.

crypto key import rsa

encrypted crypto key im-
port rsa

MmnopTtuposatb napy Kkatoyei RSA.
- encrypted — B 3awmndposaHHOM BUAE.

crypto certificate {1 | 2}
generate

leHepupoBaTb SSL-cepTndUKar.

ip http server

no ip http server

no ymonyanuo HTTP-
cepsep BKAOYEH

PaspewunTb yaaneHHoe KOHUIypMpoBaHUeE yCTPOMCTBa Yepes
web.

3anpeTuTb yaaseHHoe KOHPUrypnpoBaHMe yCTponcTBa Yepes
web.

ip http port port

no ip http port

1..65535/80

3apatb nopt HTTP-cepsepa.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

ip http secure-server

no ip http secure-server

no ymon4yauuio HTTPS-
cepBep BK/IOYEH

Bkatountb HTTPS-cepsep.

BbikntounTtb HTTPS-cepsep.

ip http timeout-policy sec-
onds [http-only | https-
only]

no ip http timeout-policy

seconds: (0..86400)/600

3agaTtb TanmayT HTTP-ceccum.

BoccTaHOBUTL 3HaYeHME N0 YMONYAHUIO.

ip https certificate {1 | 2}

OnpeaennTtb akTUBHbIN HTTPS-cepTudmkar.

no ip https certificate — BocCcTaHOBUTbL 3HaUYEHWE MO YMONYAHUIO.
crypto certificate {1 | 2} l'eHepupoBaTh SSL-cepTndMKaT.
generate
crypto certificate {1 | 2} im- _ MmnopTtuposaTtb SSL-cepTUdMKaT, Ha3HAYEHHbIN LLeHTPOM
port cepTudUKaumm.
no crypto certificate {1 | 2} BoccTaHoOBUTbL SSL-cepTUdMKAT N0 YMONYAHUIO AN1S YKa3aHHOTo
cepTudmKara.
V Knioum, creHepupoBaHHble KOMaHgamu crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM AN nonb3oBartena ¢aiine KoHUrypauum.

KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Kawyd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMmMe KOHdUrypaumm nybanyHoOro Katoua:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #
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Tabnnua 226 — KomaHgbl pexuma KoHPurypauum nybaM4yHoro Katoya

Komanda 3HavyeHue/3HavyeHue Leiicmeue

no ymoa4YaHuro
user-key username {rsa | BoWTH B pexXnm co3gaHus MHAUBMAYaNAbHOrO Ny6AnYHOro
dsa} KAtoya.

username: (1..48) - rsa — co3aatb RSA-Kkntoy;

CMMBONOB - dsa — co3patb DSA-kAtoY.
no user-key username Yaanute ny6ANYHBIV KAOY ANA onpeseNeHHOoro
nosib3osarens.

Bua 3anpoca KOMaHAHOM CTPOKU B peXnUme co3gaHusa MHANBMAYANbHOTO Ny6ANYHOTO Katoua:

console# configure

console (config)# crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnunua 227 — KomaHapl pexxuma co3gaHna MHANMBMUAYaAbHOro nybanYyHOro Kaua

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuro
key-string Cosgatb Ny6ANYHbIN KoY ANA onpeseneHHoro
- nonb3oBaTens.
key-string row key_string Co3gaTtb Ny6ANYHbBIN KoY ANA onpeaeneHHoro

nonb3oBaTens. BBog KNtoYa ocyLLLeCcTBAAETCA NOCTPOYHO.

- key_string — 4acTb Knto4a.
[na Toro uTo6bl CUCTEMA NOHANA, YTO K/IOY BBe-
AEH NONHOCTbIO, HE06X0AUMO BBECTU KOMaHAY
key-string row 6e3 cumBonoB.

KomaHObI pexcuma EXEC

KomaHap! AaHHOro pa3aena A0CTYNHbl TONLKO A/1A NPUBUAETMPOBAHHbIX MO/Ib30BaTENEN.
Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 228 — KomaHgb! pexkuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMOAYAHUIO
show ip ssh MokasaTb KoHdUrypauuto SSH-cepBepa, a TaKKe aKTUBHbIE
- Bxoaalwme SSH-ceccun.
show crypto key pub- username: (1..48) MokasaTtb Nyb6anYHbIe SSH-KNtoun, coxpaHeHHble Ha
key-chain ssh [username CMMBOJIOB. KOMMYyTaTope.
username] [fingerprint Mo ymonyaHutio - username — VMA YAANEHHOIO KNNEHTA;
{bubble-babble | hex}] OTMNeYaTokK Kawua B - bubble-babble — otneuaTok Kntoua B Koge Bubble Babble;
LeCTHaALaTeEPUYHOM - hex — oTneyaToK K/toYa B LWECTHAALATEPUYHOM KOoAe.
dopmare.
show crypto key mypubkey MoKasaTb NybAnYHbIe KNtoun SSH-KommyTaTopa.
[rsa | dsa] -
show crypto certificate [1 | _ OTtobpasunTb SSL-cepTuduKatol ana HTTPS-cepsepa.
2]
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[pumepbl 861N0AHEHUA KOMAHO

BkntounTb cepsep SSH Ha KommyTaTope. PaspewmnTb Ucnob3oBaHUe Nyb6anyHbIx Katoven. Co3gatb RSA-
K/ItoY AnAa nosnb3osartensa eltex:

console# configure

console (config)# ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWI1Al4kpgIw9GBRoNZQZxJHKcgKL6rM1Q+ZNXEZS
kvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GREpSwoQUvVV35LqdJk67I0U/zfw0O11gkTwml 75QR9gH
ujS6KwGN2QWXgh3ub8gDjTSgmuSn/WA05iDX2TIExQWu0811icglk02LYciz+Z4TrEU/9FIxwPiVQO
JCc+KBXuR0JuNg5nFYsY0ZCkON/W9a/tnkmlshRE7D1i71+w3fNiOA6w9I044t6+AINEICBCCAAYCF6
zMzaTlwefWwX6f+Rmt5nhhgdAtN/40Jfcel66DgVX1gWmNzNR4DYDvSzg01lDnwCAC8Qh
Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.21.7.2 KomaHObI KOHpuUeypayuu mepmuHana

KomaHabl KOHOUIypauumn TepMmnHaNa CAy»KaT 1A HAacTPOMKM NapaMeTpoB JIOKaNbHOM U yaaneHHoM
KOHCOAN.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (confiqg) #

Tabnunua 229 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HaveHue/3HayeHue .
KomaHoa / Aelicmeue
Mo yMmoA4YaHuio

line {console | telnet | ssh} BoWTH B peXknm COOTBETCTBYHOLLErO TEPMMUHANA (NOKaNbHas
— KOHCO/1b, yAaneHHasa KoHconb — Telnet uan yganeHHas
3aLMLEHHasA KOHCoNb — SSH).

KomaHObI pexcuma KoHguaypauuu mepMmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXUME KOHPUrypaLmm TepMnHana:

console# configure
console (config)# line {console | telnet | ssh}
console (config-line)#

Tabnnua 230 — KomaHAabl pexkuma KoOHPUrypauum TepMmuHana

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
Mo yMoA4YaHuio

speed bps YCTaHOBWUTb CKOPOCTb AOCTYNA MO JIOKaNbHON KOHCO/M

bps: (2400, 9600, (komaHZa [OCTYNHA TOILKO B peXmMme KoHdUrypaumm
19200, 38400, 57600, M
NIOKaNbHOWM KOHCONMM).

115200)/115200 604,

no speed YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
autobaud BK/IOYNTbL aBTOMATUYECKOE OnpeseneHne CKopocTu A0CTyna
—/BKAOYEHO No SIOKaNIbHOM KOHCONM (KOMaHZA AOCTYMNHA TO/IbKO B pPeXUMe

KOHOUIypaLmm NOKaNbHON KOHCOMK).
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no autobaud BbIKnOUMTL aBTOMaTMYECKOe onpeaeneHme CKopocTu AoCTyna
Mo SIOKaZIbHOM KOHCONN
exec-timeout minutes 3afaTb MHTEpBa, B Te4EHWE KOTOPOro cMcTemMa oXuaaet

minutes: (0..65535)/10

[seconds] BBO/Ja Nosib3oBaTens. Ecav B TeueHne AaHHOrO MHTepBana
MUH;
¢ Mo/1Ib30BaTe/lb HUYEro He BBOAMWT, TO KOHCOJIb OTKJ/IHOYAETCA.
- seconds: (0..59)/0 cek
no exec-timeout YCTaHOBUTb 3HAYEHME MO YMOTYAHMIO.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabanua 231 — KomaHgb! pexkmuma EXEC

3HayeHue/3HavyeHue .
KomaHda / Aeiicmeue
o ymon4aHuo

show line [console | telnet MokasaTb NapameTpbl TEpMUHANA.
| ssh]

5.21.7.3 Y0aneHHsili 3anyck komaHO nocpedcmseom SSH

PyHKUMA NO3BONAET YA3A/IEHHO OCYLLECTBUTL BbINOJIHEHME KOMaH/Z Ha KOMMyTaTope Yepes ceccuto SSH.
[na paboTbl AaHHON GYHKUMM HEOBXO0AMMO, YTOObI HA KOMMyTaTope bbla BKAtoYeH SSH-cepeep (KomaHaa ip
ssh server B rno6anbHOM pexnme KOHPUIypupoBaHus).

Huyke nokasaH npumep MCNoib30BaHUA GYHKUUM yaaNEeHHOTO 3amnycka KOMaHg Yepes SSH.

BbinonHutb KOMaHay show clock ana kommyTtaTopa c IP-agpecom 192.168.1.239:

username@username-system:~$ ssh -1 admin 192.168.1.239 "show clock"
admin@192.168.1.239's password:

*10:12:59 UTC Jun 10 2019

No time source

Time from Browser is disabled

KomaHabl, Tpebylowme nogreepkaeHna (Hanpumep: write, reload u gp.), xayt eBoga nogreep-

}KOEHWi U ToNbKO NoTom coeguHeHune SSH paspbiBaeTca.

5.22 }ypHan aBapui, npotokon SYSLOG

CuctemHble XKYpPHa/bl NO3BONAKOT BECTU UCTOPUIO CO6bITMl71, npousouwealinx Ha YCTpOVICTBe, a TaKXe
KOHTPO/IMPOBATb Npounsoweguine cobbiTMA B peasnbHOM BpemeHu. B }ypHan 3aHocATCcA cobbITMA ceMU TUNOB:
qpe3BMqaﬁHme, CUrHanbl TpPEBOrn, KpUTUYECKME WU He KpUtnyeckue OMM6KM, npeaynpexaeHwusa,
yBEAOMHEHMH,MH¢0pMauMOHHbmIAOTﬂaAOqHHe.

KomaHObI pexcuma 2a06asabHol KoHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe rN106anbHOM KOHGUrypaLmm:

console (config) #
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Tabanua 232 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

logging on

no logging on

—/perncTpaums BraYeHa

BKHOUUTB perncTpaLmio oT1af0ouHbIX COOBLLEHUI K
coobuieHunit 06 owmnbKax.

BbIKAHOUYNTL PErUCTPaLLUIO OTAaA0UYHbIX COOBLLEHN 1
coobuieHunit 06 owmnbKax.
1 MNpw BbIKAOYEHHOI perncTpauum oTi1aaouHble co-
V o6wweHuna n coobueHna o6 owmnbkax 6yayT nepe-
[,aBaTbCA Ha KOHCOb.

logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text]

no logging host
{ip_address | host}

host: (1..158) cumBonos;
port: (1..65535)/514;

level: (cm. Tabnunuy 234);

facility: (local0..7)/local7;
text: (1..64) cumsonos

BKAOYMTL Nepeaayy aBapuiiHbIX U OTAAA04YHbIX COOBLLEHNI
Ha yaaneHHbIn SYSLOG cepsep.

- ip_address— IPv4 nnun IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe umsa SYSLOG-cepBepa;

- port — HoOMep nopTa A41a nepesaym coobweHnn No
npotokony SYSLOG;

- level — ypoBeHb BaXKHOCTU COOBLLEHMIA, NepeaaBaembIX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepefaBaemas B COOOLLEHUSAX;

- text — onucaHune SYSLOG-cepsepa.

Ypanute BbIbpaHHbIN cepBep U3 CNUCKA UCMO/Ib3YEMbIX
SYSLOG-cepBepos.

logging console [/evel]

no logging console

level: (cm. Tabanuy
234)/informational

BKAOUUTL Nepegavy aBapuiiHbIX UM OTNAL0UHbIX
co06LLeHNI BbIBPaHHOTO YPOBHA BaXKHOCTU Ha KOHCO/b.

BbIKNOUYNTL Nepegaydy aBapuiiHbIX UM OTAAA0UHbIX
COO0BLLEHMI Ha KOHCO/b.

logging buffered [sever-
ity_levell

no logging buffered

severity_level: (cm.
Tabavuy
234)/informational

BKAtOUMTL Nepesayvy aBapuiiHbIX UM OTNAL0UHbIX
co06LLeHMI BbIBPAaHHOTO YPOBHA BaXKHOCTU BO BHYTPEHHUI
bydep.

BbIK/IIOUNTL Nepeaayvy aBapuiHbIX MU OTNAL0UHBIX
coobLieHnin Bo BHYTpeHHUI bydep.

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3MeHUTb KOIMYECTBO COOBLLEHMIA, 3aNMOMMHAEMBbIX BO
BHYTpeHHeM bydepe. HoBoe 3HauyeHue pasmepa bydepa
NPUMEHUTCA NoCae Nepesarpysku yCTPoCTBa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

logging file [level]

level: (cm. Tabnuuy 234)

BKOUMTL Nepesaydy aBapuiHbIX UAKU OTNAL0YUHBIX
Co0bLWEeHNIN BbIBPAHHOTO YPOBHSA BaXKHOCTM B hain KypHana.

no logging file /errors BbIKNOUNTL Nepesayy aBapunHbIX NN OTNAL04YHBIX
coobuieHunint B dalin xypHana.
aaa logging login 3aHOCUTb B XKypHasbl COOLITUA ayTeHTUdUKaL MM,
aBTopu3aumu n yyeta (AAA).
- - —/BK/IIOYEHO
no aaa logging login He 3aHOCUTDb B 3KypHabl COBbITUA ayTEHTUDUKALLMMK,
aBTopM3aumn n yyeta (AAA).
. . BK/OYMTL 3aNUCh B XKYpPHAN cobbITMiM nHbopmaLmm ob
logging events link-status . .
MU3MEHEHUW COCTOAHMUM MHTepdeitcos.
- - —/BKNIOYEHO —
no logging events link- BbIK/IFOYNTD 3aMUCh B *KYPHaN OCHOBHbIX COObITUI
status MHdopmaLumm 06 M3MEHEHUMN COCTOAHUI MHTEPdENCOoB.
logging events BKAOUUTL perncTpaLmio MsMmeHeHus ctatyca uHTepoelicos B
spanning-tree STP.
port-state-change
—/BKNIOYEHO

no logging events
spanning-tree
port-state-change

OTKNIOUYUTD PErnCTPaLMIo M3MEeHeHUs cTaTyca nHTepdelicos B
STP.

logging events
spanning-tree
topology-change

— /BbIKOYEHO

BKNHOUMTB perncTpaLmio usmeHeHui Tonoaorum B STP.
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no logging events
spanning-tree
topology-change

OTK/IOUNUTb PEFUCTPALMIO U3MEHEHUI Tononorum B STP.

logging events
spanning-tree root-
bridge-change

no logging events
spanning-tree root-
bridge-change

— /BbIKOYEHO

BKntouMTb perncrpaunio cmeHsbl root bridge.

BbIKNOUNTL perncTpaymio cmeHsbl root bridge.

logging events ddm
threshold

no logging events ddm
threshold

— /BbIKOYEHO

BK/OYUTL PerucTpaLmio cobbiTMa M3MeHeH NnapameTpoB

SFP c DDM.

V CocTofiHMe cuuTbiBaeTcA pa3 B 60 ceKyHa,. MoxeT
npuHumartb 3HaueHua W — Warning, E — Error, OK.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

logging cli-commands

no logging cli-commands

—/OTKNOYEHO

BktounTb normposaHue BBegeHHbIx B CLI KomaHa,.

OTKAOYNTL NormMpoBaHue BeeaeHHbIX B CLI KomaHA.

file-system logging
{copy | delete-rename}

no file-system logging
{copy | delete-rename}

Mo ymon4yaHuo
perucTpauma BKOYeHa

BKAOUMTL perncrpaumio cobbiTnin dpatnoBoit cuctemsl.

- COpy — perucTpaumsa coobLieHui, CBA3aHHbIX C onepaLmamm
KonupoBaHua ¢alinos;

- delete-rename — pervcTpayma coobLeHNn, CBA3AHHDIX C
yoaneHnem $paiinos u nepeMmeHoBaHMEM ONepaumii.

BbIkntounTb pernctpaumio cobbiTnin Gbaninosowm cuctemsl.

management logging
deny

no management logging
deny

Mo ymon4yaHuo
perucTpauma BKoYeHa

BKAOUUTL perncTpaumio cobbiTiii 0 3anpeTe gocTyna K
ynpasieHUo KOMMYTaTOPOM.

BbIK/IOYMTb perncTpaLmio cobbiTvil 0 3anpeTe A4oCTyna K
ynpasieHUo KOMMYTaTOPOM.

logging aggregation on

no logging aggregation on

—/OTKNOYEHO

BKNHOYMTBL KOHTPO/Ib arperaunm syslog-coobLLeHmi.

OTKNOUNUTDL arperaumio syslog-coobuieHuii.

logging aggregation
aging-time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cekyHz,

YCTaHOBUTb BpeMsA XpaHeHUs CrpynnuMpoBaHHbIX syslog-
coobLLeHui.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

logging service cpu-rate-
limits traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpvé-
snooping, igmp-snooping,
mld-snooping, sflow, log-
deny-aces, vrrp)/—

BKAOUNTL KOHTPO/Ib OFPaHNYEHNA CKOPOCTM BXOAALLMX
Kagpos 4/1A onpeseneHHoro Tuna TpadmKa.

OTKAIOYNTb NOTUPOBAHME.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

—/Het

3afaTb NapameTp, KOTOPbIN ByAeT UCNONb30BaTLCS B
KauecTBe naeHTUOMKaTOpa xocTa B syslog-coobLyeHusx.

Mcnonb3oBaTtb 3HaYeHMe N0 YMONYAHUIO.

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vian_id}

no logging source-
interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3osath IP-agpec ykasaHHoro uHtepdeiica B kKavecTse
MUCTOYHMKA B IP-nakeTax npoTokona SYSLOG.

Mcnonb3oBaTb IP-agpec ucxoasuero nHtepdeliica.
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logging source-interface-
ipv6 {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vlan_id}

no logging source-
interface-ipvé

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Ucnonb3oBaTb IPv6-agpec yKazaHHOro uHTepderica B
KayecTBe MCTOYHMKA B IP-nakeTax npotokona SYSLOG.

Mcnonb3oBaTb IPv6-agpec ncxoasauero nHTepoeica.

system dry-contacts
enable [initial-state state]
cause alarm

no system dry-contacts
enable

state: (nc-com/no-com)
/BbIK/IIOYEHO

BKOUNTbL PaboTy NepekNtOYEHNA CYXMX KOHTAKTOB Npu
BO3HWUKHOBEHWM aBapUIAHOTO COBLITUA.
- state — NONOXKeHWe KOHTAKTOB, KOTOpble GUKCUPYIOT
aBapwuio.
Tonbko gna ycrpoiicte MES3508, MES3508P u
MES3510P.

BkAtounTb paboTy NepeKkNtoYeHUA CYXMX KOHTAKTOB Mpu
BO3HWUKHOBEHWUM aBapUIAHOTO COBLITUA.

alarms event erps ring-
protection

no alarms events erps
ring-protection

— /BbIK/IOYEHO

BKNIOUMTL NEpPEKNtOUEHUE CYXMX KOHTAKTOB MO COObITUIO
paspbiBa Kosbua ERPS.
' TonbKo pgna ycrpoiicts MES3508, MES3508P u
MES3510P.

BbIK/IHOUNTL NEPEKNIOYEHNE CYXMX KOHTAKTOB MO COOLITUIO
paspbiBa Konbua ERPS.

alarms events poe usage-
threshold-exceeded

no alarms events poe
usage-threshold-
exceeded

— /BbIKOYEHO

BKNIOUMTL NEPEKNIOUYEHUE CYXMX KOHTAKTOB MO COObITUIO
HencnpasHOCTU POE-KOHTpoONepa nan ero neperpysku.
' TonbKo pgna ycrpoiicts MES3508, MES3508P n
MES3510P.

BbIKNHOUNTD NepekItoYeHME CYXMX KOHTAKTOB NO cObbITUIO
HeucnpasHocTu PoE.

alarms events power-

supply [power-supply]
not-present

no alarms events power-

supply [power-supply]
not-present

power-supply:
(1..2)/BbIKNIOYEHO

BKNtOUMTL paboTy NepeKkNtoUeHUs CyXMx KOHTAKTOB Npu OT-
KNtoYeHMU BAOKa NUTaHUA.
Tonbko gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbikntounTb pa60Ty nepexknryYeHna Cyxmx KOHTaKToB npu
OTK/ItOYEHUM H60KA NUTAHUA.

alarms events sensors
critical-temperature

no alarms events sensors
critical-temperature

— /BbIK/OYEHO

BKAouMTb paboTy NEpPeKNoUYEHUs CyXMX KOHTaKTOB npu
BO3HMKHOBEHWUM KPUTMUECKON TemnepaTypbl Ha Temnepa-
TYPHbIX AaTYMKaXx.
| TonbKo pgna ycrpoitcte MES3508, MES3508P 1
MES3510P.

BbIK/OUNTL PaboTy NepeKtUEHUSA CYXMX KOHTAKTOB Npw
BO3HUKHOBEHWMU KPUTUYECKOM TemMNepaTypbl Ha
TemnepaTypHbIX AaTYMKaX.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoOHPuUrypaumnm nnHtepderica Ethernet:

console (config-if)#

Tabanua 233 — KomaHgbl pexuma KoHpurypaunm nHtepoeiica

Komanoa 3HayeHue/3HayeHue no Neiicmeue
yMon4aHuio
alarms events link-status BKIOUNTB PabOTy NepPeKNOYEHNA CYXMX KOHTAKTOB MNpu
[status] M3MEeHeHUKN onepaTMBHOrO CTaTyca UHTepdelica.
status: (up/down) Tonbko pna ycrpovicte MES3508, MES3508P u
/BbIKNOYEHO MES3510P.
no alarms events link-status BblkntounTb paboTy NepekntoYeHUA CyXMX KOHTAKTOB Npw
[status] M3MEHEHUU onepaTUBHOTO CTaTyca UHTepdelica.

Kaxaoe coobuieHne MMeeT CBOM YPOBEHb BaXKHOCTU; B Tabauue 234 npuseaeHbl TUMbl COOOLLEHUI B
nopaake ybbiBaHUA NX BasKHOCTU.

Tabanua 234 — Tunbl BaXKHOCTU COOBLLEHNT

Tun eaxcHocmu coobujeruli OnucaHue
. . B cucTeme npousoLna KpUTUYecKas onbKa, cucTema MoXKeT paboTaTb Henpa-
YpesBblyaliHble (emergencies)
BWU/IbHO.
CurHanbl Tpesorwu (alerts) HeobxoAMMoO HemeaIeHHOE BMELLATE/IbCTBO B CUCTEMY.
Kputnueckue (critical) B cucteme npousolna KpuTuyeckas owmbKa.
OwunbouHble (errors) B cucteme npousoluna owmnbKa.
MpeapynpexaeHus (warnings) MpepynpexaeHne, HeaBapuiiHoe cooblueHue.
YBegomneHus (notifications) YBegomieHne cucTembl, HeaBapuitHoe coobuieHue.
NHbopmaumoHHble (informational) NHPpopmaumoHHble coobLieHmns cucTemol.
. OTnapoyHble CoobLLeHMA, NPeaoCTaBAAOT Monb3oBaTento MHGopmauuto ans
OTnagouHble (debugging) A N uf » PEA bopmay A
KOPPEKTHOM HAaCTPOMKM CUCTEMDI.

KomaHOowb1 pexcuma Privileged EXEC

Bupg 3anpoca KomMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

Tabnunua 235 — KomaHaa pexuma Privileged EXEC ana npocmoTpa dalina KypHana M aBapumnHbIX COBbITUI

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymon4aHuro
clear logging — YaanuTb Bce cooblieHna 13 BHyTpeHHero bydepa.
clear logging file — Yaanutb Bce coobuieHma 3 daina KypHana.
show logging file . OT06pasmnTb COCTOAHMUE KypHaANa, aBapuinHble N OTNAL0YHbIEe
co0blLeHUs, 3anncaHHble B paline KypHana.
show logging . OT06pasunTb COCTOSHUE KypHasa, aBapuiiHble U 0TNaf0UHbIe
coobLueHus, 3anmcaHHble BO BHyTpeHHem Bydepe.
show syslog-servers — OT06pasmnTb HACTPOMKK aNA yAaNEHHbIX syslog-cepBepos.
show alarms OTobparkaeT BClo MHGOPMaUMIo 06 aBapUIAHbIX COOLITUSAX.
— TonbKo pna ycrpoiicte MES3508, MES3508P u
MES3510P.
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system dry-contacts [dry- MepekntounTb pexxnmbl paboTbl CyXMX KOHTAKTOB:
status] - lock — nepekntoyeHne Cyxnx KOHTaKTOB MPOUCXOAMUT MO
cobbITUIO aBapum;
dry-status: - unlock — no cobbITMIO aBapuM Cyxme KOHTaKTbl He byayT
(lock/unlock/toggle) nepekntoyarcs;
/unlock - toggle — npuHyauTENbHAA CMEHA NEPEKTIOYEHUA CYXMX
KOHTaKTOB.
Tonbko pna ycrpoiicte MES3508, MES3508P um
MES3510P.
show system dry-contacts OT06pasnTb TEKyLLME HACTPOMKMN CYXMX KOHTAKTOB.
- TonbKo gna ycrpoiicte MES3508, MES3508P m
MES3510P.

[pumepbl UC016308AHUA KOMAHO

= BK/HOYUTb PETUCTPALINIO OLUMBOYHBIX COOBLLEHMA HAa KOHCONU:
console# configure

console (config)# logging on
console (config)# logging console errors

= OuunctuTb dakin KypHana:
console# clear logging file

Clear Logging File [y/n] vy
5.23 3epKanuposaHue (MOHUTOPUHT) NOPTOB

®yHKLMA 3epKaIMPOBAHUA NOPTOB NpeaHa3HAYeHa A5 KOHTPOA ceTeBOro Tpadumka nyTem nepecbuikm
KOMUIM BXOAAWMX U/MAN UCXOAALLMX NAKETOB C OAHOMO MW HECKOIbKUX KOHTPOAMPYEMbIX MOPTOB Ha O4MH
KOHTPOAUPYIOLLMIA NOPT.

K KOHTponMpyloLemy NOpTy NPUMEHAIOTCA CAeaytolme orpaHMYeHna:
— TopT He MoKeT 6bITb KOHTPOIMPYHOLLUM U KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;
IP-nHTEPdENC fONKEH OTCYTCTBOBATL AN1A 3TOrO NOPTa;
— NpoTtokon GVRP gonkeH 6biTb BbIKAOYEH Ha 3TOM MOPTY.

K KOHTpO/AMpyeMbIM NOPTaM NPUMEHAIOTCA Ceaytolme orpaHnUYeHus:
— TopT He MOXKET HbITb KOHTPOIMPYIOWMM N KOHTPOAUPYEMbIM NOPTOM OAHOBPEMEHHO.
CyuiecTByeT orpaHMYeHue Ha 7 ceccuii 3epKanmpoBaHms, No 8 3epKanmpyembix MHTepdeincos (nopTos
nnu VLAN) B KaxkaoMn.

V 3epkanuposaHue VLAN BO3MOXKHO TO/IbKO B NEPBOA CeCCUM.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHPUrypauum:

console (config) #
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Tabanua 236 — KomaHgbl pexknuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue

no ymoa4YaHuro
port monitor mode 3afaTb pexum paboTbl NnopTa
{monitor-only | network} - monitor-only — Kagpbl, nocTynawoouwue Ha MopT, oTbpacbiBa-

—/monitor-only toTCS;

- network — no3sosAeT BecTM 06MeH JaHHbIMU.

no port monitor mode BepHyTb 3HaYeHne No ymoayaHuio.
port monitor remote vian HaszHauutb VLAN ana yaaneHHoro moHuTtopwmHra (RSPAN), B
vlan_id [cos priority] [tx | rx] . KOTOpY!0 6yAyT NOMEeLLaTbCA NAaKEeTbl C KOHTPOMPYEMbIX

vlan_id: (1..4094); o

. MHTepdencos.
- priority: (0..7)/0

no port monitor remote vian Yaanute VLAN gnAa yaaneHHoro MOHUTOPUHra.
vlan_id

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume KoHpurypaumnm nntepdelica Ethernet:
console (config-if)#

JaHHble KOMaHAbl HeNb3A BbINONHATL B peXXume KoHpuUrypauum amanasoHa uHtepodeii-
e coB Ethernet.

Tabnuua 237 — KomaHabl AOCTYMHbIE B peXXnUMme KoHburypaumm nitepodeica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMoa4YaHuro
port monitor {remote | gi- BKHOUMTD PYHKLMIO MOHUTOPUHIA Ha HAacTPaMBaemMom
gabitethernet gi_port | uHTepdeice. JaHHbIl UHTEPdENC ByaeT KOHTPOANPYIOLLMM NOPTOM
tengigabitethernet te_port [AN1A YKa3aHHOro B KOMaHAe KOHTPO/IMpyeMoro nopra.
| fortygigabitethernet - gi_port, te_port, fo_port — KOHTpONMpPyeMbIit NOPT;
fo_port} [rx | tx] - X — KOMWPOBATb MaKeTbl, NPUHATbIE KOHTPONNPYEMbBIM NOPTOM;
- tX — KOMNMpoBaTb NaKeTbl, NepeAaHHble KOHTPOIMPYEMbIM
nopTom;
Mpu OTCYTCTBMM NMapameTpa rx/tx ¢ KOHTPOAUPYEMOro NopTa
gi_port: (1..8/0/1..48); Konmpychn BCe NakKeThbl. .
te_port: (1.8/0/1.24), YHKLMA MOHMTOPUHIA MOXKeT 6biTb HACTPOEHa Ha ABYX
nopTax oAHOBPEMEHHO.
fo_port: (1..8/0/1..4);
KoHdurypauusa PortChannel B kauectse
V KOHTpo/MpyloLero nHtepdeiica nponssoamntca nocne
nepesoga uHTepdeiica B coctosHue UP.
no port monitor {remote | BbIKMOUNTL GYHKLIMIO MOHUTOPUHIA Ha HacTPaMBaeMoOM
gigabitethernet gi_port | nHTepdeiice.
tengigabitethernet te_port
| fortygigabitethernet
fo_port }

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 253



HELTEX

ONA yKasaHHon VLAN.

port monitor vlan vian_id BkAtounTb GYHKLMIO MOHUTOPMHIA HA HAaCTPaMBaeMoMm
nHTepoeice. aHHbIN MHTepdeic ByAeT KOHTPOIMPYOLWMM NOPTOM

MopT MOHMTOPUHIA He A0/IXKEH NPUHAANENKATD K
V HacTpamsBaemoit VLAN.

MoHuTopuHr VLAN mo3KeT 6biTb BK/IHOYEH /UL B TOM
vlan_id: (1..4094) \ cay4ae, €C/iM B CUCTEME HaCTPOeHo He 6onee oaHoro
KOHTpO/IMpYloLLLero nopra.

Ecnv KOHTPONMPYIOLWMIA NOPT HACTPOEH PaHee, TO TONbKO
V 3TOT NOPT MOKET 6bITb UCNO/Ib30BaH AN MOHUTOPUHTA

VLAN.
no port monitor vlan Yaanutb yKasaHHyto VLAN U3 MOHUTOPUHTa.
vlan_id
port monitor remote BKAOUNTD GYHKLMIO yaaneHHoro moHuTopuHra (RSPAN) Ha
HacTpanBaemom MHTepoeice.
no port monitor remote o BbIKMOUNTD DYHKLUMIO yAaNeHHOro MoHUTopuHra (RSPAN) Ha

HacTpanBaemom MHTepoeiice.

KomaHOobl pexcuma EXEC

3anpoc KOMaHAHO CTPoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 238 — KomaHabl, AocTynHble B pexume EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

nopram.

show ports monitor BbiBeCTM MHGOPMALMIO NO KOHTPONUPYIOLLUM U KOHTPONUPYEMbIM

[pumepbl 8bIN0AHEHUS KOMAHO

= YcTtaHoBuTb 13 uHTepdelic Ethernet KoHTponupyowmm ansa 18 nHtepdeica Ethernet. Becb Tpaduk

¢ 18 nntepdeiica nepegasaTb Ha 13.

console# configure

console (config) # interface tengigabitethernet 1/0/13
console (config-if)# port monitor tengigabitethernet 1,/0/18

BbiBECTU MHOOPMALMIO MO KOHTPOMPYIOLWMM M KOHTPOIMPYEMbIM NMOPTaM.

console# show ports monitor

Port monitor mode: monitor-only
RSPAN configuration

RX: VLAN 5, user priority O

TX: VLAN 5, user priority 0

Source Port Destination Port Type Status RSPAN

tel/0/18 tel/0/13 RX, TX notReady Disabled
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5.24 ®dyHKuua sFlow

sFlow — TexHo/10r1A, N03BONAOLLAA OCYLLECTBAATb MOHUTOPUHT TPadpUKa B MAKETHbLIX CETAX Nepeaaumn
AAHHbIX NyTEM YacTUYHOM BbIOOPKKU TpadmMKa ANna nocieaytolei MHKaNcynsauum B cneumasbHble coobuieHus,
nepefaBaemMble Ha cepBep cbopa CTaTUCTUKK.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOM KOHPUTypaLLmK:

console (config) #

Tabanua 239 — KomaHgb! pexkuma rnobanbHoi KoHdUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymoa4aHuro
sflow receiver id {ipv4_ad- id: (1..8); 3apaTtb agpec cepsepa cbopa ctatuctukm sflow.

dress | ipv6_address |
ipv6z_address | url} [port
port] [max-datagram-size
byte]

port: (1.. 5535)/6343;
byte: nonoxutensHoe
uenoe 4ncno/1400;
dopmart ipv4_address:

- id — Homep sflow-cepBsepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;
- url — BOMeHHOEe UMsA XOCTa;

- port — HOmep nopTa;

A.B.C.D; - byte — MaKCMMaibHOE KOAMYECTBO BalT, KOTOPOE MOKET BbITb
¢dopmart ipv6_address: | oTnpassieHO B OAMH MaKeT AaHHbIX.
no sflow receiver id XX XeXeX; Ypanutb agpec cepsepa c6opa ctatnctmkm sflow.
dopmat

ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumsonos

sflow receiver {source-in-
terface | source-interface-
ipv6} {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel | group | loopback
loopback_id | vlan vlan_id |
oob}

no sflow receiver source-in-
terface

vlan_id: (1..4094)
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)

3apaTtb MHTepdeiic ycTpolicTBa, IP-aapec KoToporo byaeT Ucnosb-
30BaTbCA MO YMONYAHUIO B KayecTBe afpeca WCTOYHMKA cbopa
CTaTUCTUKM.

Ypanutb sBHoe 3agaHue uHTepdelica, ¢ agpeca KoToporo byaert
OTNPaBAATLCA CTATUCTMKA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm nHtepoderica Ethernet:

console# configure

console (config) # interface {gigabitethernet gi port |
fortygigabitethernet fo port}

te port |

console (config-if) #

tengigabitethernet
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Tabnmua 240 — KomaHabl pexkuma KoHpurypaumm uHtepoeliica Ethernet

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
o ymoa4aHuro
sflow flow-sampling rate id 3afaTb CPesHIo CKOPOCTb BbIGOPKM NakeToB. UTOroBas CKOpPoOCTb
[max-header-size bytes] ¢ BbIBOPKM cumnTaeTcs Kak 1/rate*current_speed (current_speed —
rate:
TEKYLLAA CPeAHAN CKOPOCTb).
(1024..107374823); VL3R chea poce)
id: (0.8) - rate — cpefHAA CKOPOCTb BbIGOPKM NaKeTOB;
1a: {..2); - id — Homep sflow-cepBepa;
bytes: (20..256)/128 b 6aii 6
G - bytes — MmaKkcumanbHOe KonnyecTso HaiiT, KotTopoe byaert
CKOMMPOBaHO 13 obpasua nakera.
no sflow flow-sampling OTKNOYUTDL CYETYMKM BbIBOPKM Ha MOPTY.
sflow counters-sampling OnpefenvTb MaKCUMabHbIA MHTEPBAN MEXAY YCNeLHbIMM
secid BbIOOPKaMU NaKeToB.

sec: (15..86400) - SeC — MaKCMMaNbHbIN MHTEPBAN MeXAY BbIBOPKaMK B CEKYHAaX.

CEeKYHZ; . N .
i (\:) ,c;;,,) - id — Homep sflow-cepBepa (3agaeTtca komaHgoli sflow receiver B
id: (0..
rno6anbHOM pexume KoHdUrypaLmm).
no sflow counters-sampling OTKNOYNUTbL CYETYMKM BbIBOPKM Ha MOPTY.

KomaHObi pexcuma EXEC

3anpoc KoMaHAHOM CTPOoKM B pexknume EXEC nmeet cneaytowmin Bua;
console>

Tabanua 241 — KomaHgbl, AocTynHble B pexume EXEC

3HayeHue/3Ha4yeHue .
KomaHda / Aeiicmeue
no ymon4aHuwo

show sflow configuration BbiBecT HacTpoiku sflow.
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port]

clear sflow statistics [giga- gi_port: (1..8/0/1..48); OuncTuTb cTaTUCTURY SFlow. Ecam nHTepdelic He yKasaH,
bitethernet gi_port | tengi- te_port: (1..8/0/1..24); KOMaHZa OYMLLAET BCE CYETYMKM CTAaTUCTUKM SFlow.

gabitethernet te_port | for- fo_port: (1..8/0/1..4)
tygigabitethernet fo_port]

show sflow statistics [giga- OT06pasunTb CTaTUCTUKY SFlow.
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port]

[pumepsi 8biM0AHEHUS KOMAHO

= YcraHosuTb IP-agpec 10.0.80.1 cepsepa 1 ansa cbopa cratuctukm sflow. Ana Ethernet-untepdeiicos
te1/0/1-te1/0/24 ycTtaHOBUTbL CPeAHIO CKOPOCTb BbIBOPKK NakeTos — 10240 K6UT/c U MaKcUMab-
HbI1 MHTEPBAN MeXAY ycnewHbiMmU BbibopKamm naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1,/0/1-24
console (config-if-range)# sflow flow-sampling 10240 1
console (config-if)# sflow counters-sampling 240 I
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5.25 ®yHKUUM AUArHOCTUKKN PU3NYECKOro YPOBHSA

CeTeBble KOMMYTATOpPbl COZEPXKAT annapaTtHble M NporpammHble cCpeacTsa ANA  AMArHOCTUKMU
dunsnyecknx nHTepdeincoB 1 ANHKIK CBA3KN. B nepeyeHb TECTUPYEMbBIX NAPAaMETPOB BXOAAT Cneaytowme:

[Nns aneKkTpuyYecknx nHTepdencos:
— A/IMHa Kabens;
—  paccTofHue A0 MecTa HeEMCNPABHOCTU — 06pPbIBA UM 3aMbIKaHUA.

Ons onTnyecknx nHtepoeicos 1G n 10G:
— napameTpbl NUTAHUA — HANPAXKEHUE U TOK;

— BbIXOAHaA onNTU4YeCKaa MOLLHOCTb,
— ONTUn4eCKaAa MOWHOCTb Ha npuneme.

5.25.1 AlJuazHocmuka medHoz20 Kabens

KomaHOobl pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeet chepytowmii Bua;

console>

Tabnuua 242 — KomaHabl ANArHOCTUKM MeaHOro Kabens

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
no ymon4aHuro

test cable-diagnostics tdr BbINONHUTL BUPTYaIbHOE TECTUPOBAHME Kabena ana ykasaHHOro
[all | interface gigabitether- gi_port: (1..8/0/1..48) | nHTepdeiica.
net gi_port] - all — gna Bcex uHTepodelicos.
show cable-diagnostics tdr OT06pa3nTb pesy/bTaTbl NOCAEAHEro BUPTYaibHOrO TECTUPOBAHMA
[interface gigabitethernet gi_port: (1..8/0/1..48) Kabena ana ykasaHHoro nHTepdeica.
gi_port]
test cable-diagnostics tdr- BbINONHUTL BUPTYanbHOe TeCcTMpoBaHMe Kabensa ¢ HU3Kom
fast [all | interface giga- gi_port: (1..8/0/1..48) | TouHOCTbIO ANA YKa3aHHOro nHTepdelica.
bitethernet gi_port ] - all — gna Bcex uHTepodelicos.

OT06pasnTb NPeANoNOKUTENBHYIO ANUHY Kabens, NOAKAYEHHOTO

K YKasaHHoMy nHTepdelicy (ecam Homep nopTa He 3a4aH, To

show cable-diagnostics ca- KOMaH/Aa BbINOHAETCA ANs BCeX NOpPTOB).

ble-length [interface giga- UHTepddeiic ponkeH 6biTb aKTUBHbIM U paboTaTb B

bitethernet gi_port] V pexume 1000 M6ut/c nnn 100 M6ut/c. AnarHocTmka
noAaAepKMBaeTca TONbKO Ha MHTepdeiicax

GigabitEthernet.

gi_port: (1..8/0/1..48)

[Mpumepbl 8bINOAHEHUA KOMAHO

= [lpoTectnposatb nopT gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface gi0/1

Cable on port gil/0/1 is good
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5.25.2 luaezHocmuKka onmu4YyecKko2o0 mpaHcueepa

®DYHKUMA OMArHOCTMKM MO3BO/MIAET OLEHUTb TeKyllee COCTOsiHWE ONTUYECKOro TpaHcuBepa U
ONTUYECKOU TNHUU CBA3N.

Bo3MOKeH aBTOMATMYECKUIA KOHTPOIb COCTOSHUA IMHUI CBA3W. [11A 3TOr0 KOMMYTaTOp NEPUOANYECKN
onpawunBaeT napameTpbl ONTUYECKMX WHTEPDENCOB M CPaBHMBAET WX C MOPOrOBbIMM 3HAYEHUAMM,
3aZlaHHbIMM MPOM3BOAUTENSAMM TpaHcuBepoB. [pu BbiIXOAEe MapameTpoB 3a AONyCTUMble Mpeaessbl
KommyTaTop GopmMuMpyeT Npeaynpexgatolime U aBapuiiHbie coobLeHus.

KomaHOwbl pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexxkmnme EXEC nmeet cneaytowmin Bua;

console>

Tabnunua 243 — KomaHga AnarHoCTUKM ONTUUYECKOro TpaHCcMBepa

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
o ymon4arHuro

show fiber-ports opti- OT06pa3nTb pesy/bTaTbl AMArHOCTMKM ONTUYECKOrO TPaHCUBEpa.
cal-transceiver [detailed] . . .
[interface {gigabitethernet gi_port: (1..8/0/1..48);
i_port | tengigabitether- te_port: (1..8/0/1..24);
9L . fo_port: (1..8/0/1..4).
net te_port | fortygiga-
bitethernet fo_port}]

[Mpumep 6b1M0AHEHUS KOMAHObI

swl# show fiber-ports optical-transceiver interfaceFortygigabitEthernet

1/0/1
Port Temp Voltage Current Output Input LOS Transceiver
Power Power Type
fol/0/1 OK OK OK N/S OK No Fiber
OK OK No
OK OK No
OK OK No
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Tabnunua 244 — MapameTpbl ANArHOCTUKM ONTUYECKOTo TpaHcuBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcmBepa.
Voltage HanpsakeHue nuTaHmA TpaHcuBepa.
Current OTKNOHEHME TOKA Ha Nepegaye.
Output Power BbIxoAHasA MOLLHOCTb Ha nepegaye (MBT).
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Input Power BxogHas MOLWHOCTb Ha npueme (MBT).

LOS MoTtepa curHana.

3Ha4YyeHMA pe3ynbTaToB AMArHOCTUKM:

— N/A — HepocTynHo,
— N/S — He noagepskunsaetcs.

5.25.3 [lJuazHocmuka uHOUKayuu uHmepdgelicoe

KomaHObi pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC nmeeT cneayowmin Bua;

console>

Tabnvua 245 — KomaHabl ANArHOCTUKM MHAMKAUUK MHTepdeincos

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4aHuro

test led port mode { force- BKNOUUTL HEOBXOAMMbIN PEXMM PaboTbl MHAMKALMK MHTepdeica
on | force-off |force-blink - force-off — BbIKNIOYEH;
| default [gigabitethernet gi_port: (1..8/0/1..48); | - force-on — ropuT NOCTOAHHO;
gi_port | tengigabitether- te_port: (1..8/0/1..24); | - force-blink — muranue;
net te_port | fortygiga- fo_port: (1..8/0/1..4); | - default — pexum paboTbl CBETOBOW UHAMKALIMKU MOPTOB,
bitethernet fo_port | all]} /default all OMNUCaHHbIN B NyHKTe 2.4.4;

V Tonbko gna yctpoiicte MES5324.

show led port mode [giga- OT06pa3nTb MHGOPMALMIO O pexkuMe PaboTbl MHANKALMW Ha
bitethernet gi_port | tengi- nHTEpoelice.

gabitethernet te_port | —

fortygigabitethernet

fo_port]

5.26 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHuns o6 ypoBHe obcny:kmBaHus B IP-ceTax) — TEXHONOrMs aKTUBHOFO MOHWTOPUHTA,
MCNONb3YIOWANACA AN U3SMEPEHMA NapameTpPoB ObICTPOAENCTBUA KOMIbIOTEPHbIX CETEM M KayecTBa nepegauu
OaHHbIX. AKTUBHbIA MOHUTOPUHT NPeACTaBAseT CO60MN NPOAOIKUTENBHYIO LMKANYECKYIO reHepaLumto TpaduKa,
cb6op MHPOPMALMM O ero NPOXOKAEHUN NO CETU U BEAEHUE CTAaTUCTUKN.

Ha gaHHbIA MOMEHT M3MepPeHME NAPaMETPOB CETU MOMKET OCYLLECTBAATLCA C UCMOb30BaHME NPOTOKOA
ICMP.

Mpu Kaxkgom BbinonHeHUn onepaumm ICMP Echo yctpoiictBo oTnpasaset ICMP Echo request coobuieHue
Ha aZpec HasHa4YeHUn, OXKMaaeT noaydyeHus coobueHmsa ICMP Echo reply B TedeHuMe 3a4aHHOIO MHTEpPBana Bpe-
MeHMU.

C oagHoit IP SLA onepaumelt MOXKHO CBS3aTb HeCcKoibko 06bekToB TRACK. CocToAaHue ob6bekTa TRACK ums-
MEHAEeTCA B MOMEHT M3MeHeHUsA cocToaHus IP SLA onepaumm, nmbo c 3agaHHON 3a4ePHKKON.

Mpu M3MEeHEeHMN COCTOAHUA TPeKa BO3MOXHO BbINOJIHEHUWE MaKpOKOMaHA. MaKpOKOMaHAbl BbINOAHA-
0TCA B pexkume rinobanbHoro KoHGUrypuposaHua. 1A BbINONHEHMA KOMaHA pexXuma privileged EXEC KomaHapl
HeobxoaMMO A0NoNHUTb NpedurKkcom do. KomaHabl co3gaHna Habopa MaKpoKomaHA npuseseHbl B Tabanue 41.
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Ona ncnonosoBanua pyHKUMM IP SLA Heob6x0AMMO BbINOAHUTL CAeaytolne AencTBumA:

— CospgaTb onepauymio icmp-echo 1 ckoHpUrypupoBaTb eé.

— 3anycTuTb BbIMOJIHEHUE ONepaLum.

— CospgaTtb TRACK-06beKT, CBA3aHHbIN C KOHKpeTHOM IP SLA onepauuelt n cCKoHbUrypmMpoBaThb ero.
— [pn HeobxogMMOCTM, CO34aTb MAKPOCHI, BbIMOAHAEMbIE NMPU U3MEHEHUWN COCTOAHWUA OOBEKTA

TRACK.

- HDOCMOTDETb CTaTUCTUKY, Npn HeOGXO,ﬂ,MMOCTM, O4YnUCTUTDL €e.
- an HEO6XO,£I,VIMOCTVI, NPEKPaTUTb BbIMOJIHEHNE Onepaunn.

KomaHObI pexcuma 2a0b6an6Hol KoOHgu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexume rnobasibHOM KoHbUrypaumm:

console (config) #

Tabnunua 246 — KomaHabl pexkuma rnobanbHoin KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip sla operation

no ip sla operation

operation: (1..64)

MepeiTn B pexxnm KoHdurypmuposaHua IP SLA onepaumu.
- operation — HOmep onepauuu.

Ypanutb IP SLA onepauutio.

ip sla schedule operation life
life start-time start-time

no ip sla schedule operation

operation: (1..64);
life: (forever);
start-time: (now)

3anycTuTb Ha BbinonHeHue IP SLA onepauyuio.

- operation — Homep onepauuu.

- life — Bpems, B TeueHWe KOTOPOro onepauma 6yaeT BbINONHATHCA.
- start-time — Bpems 3anyckKa.

MpeKpatnTb BbinosHeHue IP SLA onepauuu.
- operation — Homep onepauuu.

track object ip sla operation
state

no track object ip sla

object: (1..64);
operation: (1..64)

Co3aaTb TRACK 06beKT, KOTOPbIN byaeT oTcnexKmBaTb cocTosiHue IP
SLA onepauuu.

- object — Homep TRACK o6bekTa.

- operation — Homep IP SLA onepauuu.

Yaanutb TRACK-06beKT.
- object — Homep TRACK-06beKTa.

logging events ip sla opera-
tion-state-change

BKAtoUNTb BbIBOA, COOB6LLEHMI 06 M3MeHeHUn cTaTyca IP SLA onepa-
IVI7R

no logging events ip sla track-
state-change

- - —/BKNtOYEHO —
no logging events ip sla oper- BbIKNtOUMTb BbIBOA, COOBLLLEHNI 06 M3MeHeHuu cTaTyca IP SLA one-
ation-state-change pauum.
logging events ip sla track- BKNtOUNTL BbIBOZ COOBLLEHMIA 06 U3MEHEHUM CTaTyCca TPeKa.
state-change
—/BKAIOYEHO

BbIKntoUnTL BbIBOA, C006|J.I|EHMI\;I 06 M3MeHeHUn CTaTyCa TpeKa.

Tabnunua 247 — KomaHabl pexxuma co3gaHus onepaumit IP SLA

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

icmp-echo {A.B.C.D | host }
[source-ip A.B.C.D]

host: (1..158)
CMMBOJI0B

MepeiTn B pexum KoHpurypmposaHua ICMP ECHO onepa-
Luu.

-A.B.C.D — IPv4-apgpec y3na cetu;

- host — poMeHHoe nMs y3na ceTu.
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KomaHObI pexcuma KoHgu2ypuposaHusa IP SLA ICMP ECHO-onepauyuu

Bua 3anpoca KoMaHAHOM CTPOKM B pexume KoHurypuposanua IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #

Tabanuya 248 — KomaHabl pexkuma KoHpurypumposaHma onepauymm ICMP Echo

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

frequency secs

no frequency

secs: (10..500)/10 cek

YCTaHOBUTbL 4acTOTy MNOBTOPEHUA
- Secs — 4acToTa, B CEKYHAAX.

ICMP ECHO-onepauuu.

YCTaHOBWTb 3HA4YEHME YacTOTbl MOBTOPEHUI NO YMOYAHUIO.

timeout msecs

no timeout

msecs: (50..5000)/2000 mc

YCTaHOBWUTb A/IMHY TaimayTa, NO UCTEYEHUM KOTOPOro, ecamu
He npuwen ICMP-oTBeT, onepauua 6Oyaetr cyuTaThbeA
HeyaauyHOM.

- msecs — TaMayT, B MUIIMCEKYHOAX.

YCTaHOBUTb 3HaYyeHue TaﬁmayTa No YMONYaHUIO.

request-data-size bytes

no request-data-size

bytes: (28..1472)/28 6aiit

YcTaHOBUTbL KONMYecTBo 6aiT, nepesaBaembix B ICMP-nakete
B KauecTBe gaHHbIx (payload).
- bytes — Konu4yecTso 6alT.

YCTaHOBWTb 3Ha4YeHWe KonnyecTsa 6aT No yMoAYaHUIo.

l Ona HopmanbHoro sbinonHeHus onepauumn ICMP Echo peKomeHayeTcA yCTaHOBUTb 3Ha-

YeHue YacToTbl BbINOJIHEHUA onepauun 60abLINM, Yem 3HAYEHUe TalimayTa onepauuu.

KomaHObI pexcuma KoHgu2ypupos8aHus mpeKa

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoOHGUryprupoBaHUa Tpeka:

console (config-track) #

Tabnunua 249 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HaveHue

Aelicmeue

delay {up secs down secs |
up secs | down secs}

no delay [up] [down]

secs: (1..180)/0

YCTaHOBUTb 3aZleP*KKY A/1a cMeHbl cocTossHuA TRACK-06beKTa,
npu n3meHeHumn coctoAanusA IP SLA-onepauunu.

- Secs — 3a[eprKKa, B CEKYHOAX.

- up — 3ajepXKa WM3MEHEeHMA COCTOAHWA MNpPU U3MEHEHUMU
onepauuun B coctoaHue OK;

- down — 3azeprKKa M3MEHEHUA COCTOAHUA MPU U3MEHEHUMU
onepaumu B coctoaHue Error.

YanuTb 3a4epiKKy.

KomaHOb! pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabanua 250 — KomaHgbl pexkuma privileged EXEC

KomaHoa 3HavyeHue Aelicmeue

OTo6pasnTb MHPopmaumio 06 IP SLA-onepaumax.
- operation — HOmep onepaumu.

0OT06pa3nTb nHPopmaumio o TRACK-obbekTax.

- object — Homep 0b6bekKTa.
O6HYNUTL cyeTumKu IP SLA-onepaumm.

- operation — HOMep onepaumm.

show ip sla operation
[operation]
show track [object]

operation: (1..64)

object: (1..64)

clear ip sla counters
[operation]

operation: (1..64)

Mpumep HaCTPOMKM, NpesHA3HAYEHHOW AR KOHTPOAsA y3na cetu ¢ agpecom 10.9.2.65, ¢ oTnpasKoii
icmp-3anpoca Kaxkable 20 ceKkyHa, BpemeHem OTBeTa Ha icmp-3anpoc, He npesbiwatowmm 500 mc, u
pasmepom AaHHbix 92 6aliTa; 3a4eprKka cmeHbl cocToaHuA TRACK-06beKkTa — 3 ceKyHApl; NpU U3MEHEHUN
coctonaHMA TRACK-o06beKTa BbinoHATCA Makpocbl TEST _DOWN mn TEST_UP:

console# configure

console (config) # interface vlan I

console (config-if)# ip address 10.9.2.80 255.255.255.192
console (config-if) # exit

console(config)# macro name TEST DOWN track 1 state down
Enter macro commands one per line. End with the character '@'.
int gil/0/11

no shutdown

@

console (config) #

console (config) # macro name TEST UP track 1 state up

Enter macro commands one per line. End with the character '@'.
int gil/0/11

shutdown

@

console (config) #

console (config) # ip sla I

console (config-ip-sla)# icmp-echo 10.9.2.65

console (config-ip-sla-icmp-echo)# timeout 500

console (config-ip-sla-icmp-echo)# frequency 20

console (config-ip-sla-icmp-echo)# request-data-size 92
console (config-ip-sla-icmp-echo) # exit

console (config-ip-sla) # exit

console (config)# ip sla schedule 1 life forever start-time now
console (config)# track 1 ip sla 1 state

console (config-track) # delay up 3 down 3

console (config-track)# exit

console (config) # exit

console#

Mpumep BbIBOAA CTAaTUCTUKM ans onepaumm ICMP Echo:

IP SLA Operational Number: 1
Type of operation: icmp-echo
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Error counter: 0
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roe:

Operation state — TeKyw,ee COCTOAHME Onepaumu:

= scheduled — onepauua BbINOHAETCS;

= pending — BbINOJIHEHWE ONEpPaLUN OCTAHOBAEHO.
Operation return code — Koz 3aBepLUeHUs NocAeaHeN BbINOJHEHHON onepauuu:

=  OK — ycnewHoe 3aBepLueHne npeablayLier onepaumm;

=  Error — Heyga4yHoe 3aBepLueHue nocaeaHenr nonbiTkM U3MepeHus.
Operation Success counter — KONMYECTBO yCMNeLwHO 3aKOHYEHHbIX onepauui.
Operation Failure counter — KONN4eCTBO HeYAAYHO 3aKOHYEHHbIX onepauuii.
ICMP Echo Request counter — KonnM4ecTBo NPOBeAEHHbIX 3aMYyCKOB OnepaLuu.
ICMP Echo Request counter — KonnM4ecTBo Noy4yeHHbIX oTBeToB Ha ICMP-3anpoc.

ICMP Error counter — CYETYMK, OTOOPAXKAIOLWMUIA KOJIMYECTBO U3MEPUTE/IbHBIX ONEpPaLIMi, 3aKOHUYMBLLUXCS C CO-
OTBETCTBYIOLLMM KOAOM OLUMOKM.

5.27 dnekTponutaHue no nmHuam Ethernet (PoE)

Mogenn kommyTaTtopos ¢ cyddukcom ‘P’ B 0603HaUYEHMMN NOAAEPHKMBAIOT INEKTPONMUTAHUE YCTPOCTB
no nvHum Ethernet B cooTBeTcTBUM C pekomeHaaumnamm IEEE 802.3af (PoE) u IEEE 802.3at (PoE+) no Tuny pac-

NMUHOBKMK A.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

Tabnnua 251 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/ 3Ha4yeHue no .
KomaHoa Aelicmeue
YMOAYAHUIO
power inline limit-mode {port | BbI6paTb pexxnum orpaHUYeHNa MOLLHOCTH
class} 3N1eKTPONUTAHUA:
- port —orpaHuyeHune yCTaHaBANBAETCA HAa OCHOBAHUU
—/class aAMMHUCTPATMBHbIX NApPamMeTPOB NOpPTa;
- class — orpaHuyeHuMe ycTaHaBNMBaAETCA Ha OCHOBaHMM
Knacca NOAKNOUYEHHOTO YCTPoKCTBa
no power inline limit-mode BepHyTb 3Ha4eHne No ymonyaHuo
power inline restart auto Bk/tounTbL aBTOMaTUYECKUI pecTapT PoE B cnyyae
OTKNtoYeHnAa PoE-KoHTponepa.
no power inline restart auto —/BKAKOYEHO YCTaHOBWTb 3HA4YEHME N0 YMONYaHUI0. OTKAOUUTD
aBTOMaTU4ecKunit pectapt PoE B cnyyae oTkatodeHus PoE-
KOHTpO/NEepa.
power inline usage-threshold YcTaHOBWUTL NOpOr NoTpebnsemoin MOLWHOCTH, NpK
percent KoTopom bopmupyeTca MHPOPMaLMOHHOe coobLieHne
percent: (1..99)/95 (snmp trap) o npesbiweHUn nopora.
no power inline usage-threshold BoccTaHOBUTL 3HaYeHWe Nopora No YyMOAYaHUIo.
power inline traps enable Paspewntb popmmnpoBaHme MHPOPMALLMOHHBIX
—/BbIKNOYEHO coobLeHunii gna nogecuctemsl PoE.
no power inline traps enable BepHyTb HAaCTPOWKM K NapameTpam no YMOAYaHuIo.
power inline inrush test disable BKntounTb NnpoBepKy inrush-Toka.
no power inline inrush test —/BKAKOYEHO OTKNOUUTB NPOBEPKY inrush-ToKa.
disable
power inline disable OTKNOYUTL Ucnosib3oBaHue PoE.
V Hacrpoiika BcTynuT B cuny To/IbKO nocne
—/Bbikniouero nepesarpysKu ycTpoiicTsa.
no power inline disable BkAtounTb Mcnosb3osaHue PoE.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoOHPuUrypaumnm nnHtepderica Ethernet:

console# configure

console (config) # interface gigabitethernet gi port

console (config-if) #

Tabnnua 252 — KomaHgb! pexkuma KoHpurypaunm nHtepoeliica Ethernet

3HayeHue/3HayeHue
o ymon4aHuro

KomaHda

Aeiicmeue

power inline {auto | never}
[time-range range_name]

range_name : (1..32)
CUMBON;
—/auto

YnpaBnaTb paboToi NpoToKoa obHapyKeHun PoE-ycTpoicTs
Ha uHTepdelice.

-auto — paspewaeT paboTy NpoToKona obHapy»KeHua POE-
YCTPOMCTB Ha UHTepdelice U BKNOYAET NOAAYY SNEKTPONuTa-
HUA Ha UHTepdelic;

-never — 3anpeluaeT paboTy NnpoTokona obHapyKeHua PoE-
YCTPOWCTB Ha UHTepdelice U OTKIKOYAET Nogavy 3NeKTponuTa-
HUA;

-time-range — BpeMeHHOM UHTEPBAS, B TeYEHME KOTOPOTO
nuTaHue byaeT NnoaaBaTbcA Ha MHTepdENC.

power inline powered-device
pd_type

no power inline
powered-device

pd_type:(1..24)
CMMBO/I0B/HE 3a7,aHO

[o6aBuTb Npon3Bo/ibHOE onucaHne PoE-ycTpoiicTea ga
NMOMOLLM B aAMUHUCTPUPOBAHUKN 060pyA0BaHUA.

YpanuTb paHee 3afaHHoe onucaHue PoE-ycTpoiicTaa.

power inline priority {critical |
high | low}

—/low

no power inline priority

3apaTb npuopuTeT MHTepdeica POoE npu ynpaBneHUmn snek-
TpONUTaHWEM.

- critical — ycTaHaBAMBaET HaMBbLICLINIA NPUOPUTET /IEKTPO-
NUTaHUA. DNEKTPONUTAHME NOPTOB C TAaKUM NpUOPUTETOM bY-
AeT NpeKpaLLaTbca B NOCAEAHIO o4Yepeab Npu neperpyske
cuctembl PoE;

- high — ycTtaHaBnMBaeT BbICOKUI NPUOPUTET INEKTPONUTA-
HUA;

- low — ycTaHaBAMBAET HU3KUI NPUOPUTET INEKTPONUTAHUSA.

BOCCTaHOBMTb MPUOPUTET MO YMOIHAHUIO.

power inline limit power

mBT

no power inline limit

power: (0..30000)/30000

HasHauMTb Npegen MOLLHOCTM 31eKTPONUTaHNA AA
BblbpaHHOro nopTa.

BoccTaHoBUTL npegen MmowHOCTU NO YMO/THaHUIO.

KomaHOb! pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#

Tabnnua 253 — KomaHgb! pexxkuma Privileged EXEC

3Ha4yeHue/3HayeHue
no yMmon4aHuwo

KomaHoa

Aelicmeue

show power inline [giga-
bitethernet gi_port | unit
unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OT106pasnTb COCTOAHME INEKTPONUTAHUA MHTEPdEIicoB,
noAaAepXunBatoLLMx NnuTaHme no AnHum PoE.
- unit_id — Homep OHWTa B CTEKeE.

show power inline con-
sumption [gigabitethernet
gi_port | unit unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OT0b6pasnTb XapaKTepucTuku notpebneHma mowHoctTm PoE-
MHTepdEencoB ycTponcTaa.
- unit_id — Homep OHWTa B CTEKeE.

show power inline version

OT06pasnTb BepcUIo NporpammHoro obecneyeHus
KOHTpoAnepa nogcmucrtembl PoE.
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[pumepbl 861N0AHEHUA KOMAHO

= [loKas3aTb COCTOAHME IIEKTPONUTAHMA BCEX MHTEPdENCOB YCTPOICTBA:

console# show power inline

Power-limit mode: Class based
Usage threshold: 95%
Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)

1 MES2308P 240 219 (91%) 85

12-port 1G

Managed

Switch with

8 POE+ ports
2 MES2308P 240 0 (0%) 42

12-port 1G

Managed

Switch with

8 POE+ ports
Interface Admin Oper Power (W) Class Priority
gil/0/1 Auto On 31.800 4 low
gil/o0/2 Auto On 31.800 4 low
gil/0/3 Auto On 31.0 4 low
gil/0/4 Auto On 31.400 4 low
gil/0/5 Auto Oon 31.500 4 low
gil/0/6 Auto On 31.0 4 low
gil/0/7 Auto On 31.600 4 low
gil/0/8 Auto Fault 0.0 0 low

= [loKasaTb COCTOAHME 3/1EeKTPONUTaHMA BbibpaHHOro MHTepdeica:

console# show power inline gil/0/1
Interface Admin Oper Power (W) Class Priority
gil/0/1 Auto Searching 0.0 0 low

Port Status:

Port standard:
Admin power limit
Time range:

Spare pair:
Negotiated power:
Current (mA):
Voltage (V) :
Overload Counter:
Short Counter:
Denied Counter:
Absent Counter:

Operational power limit:

Invalid Signature Counter:

802.3AT
(for port power-limit mode) :

30.0 watts
Disabled
0 watts
0

(None)

OO OO oo

30.

0

Port is off. Detection is in process

watts
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OnucaHuMe oTobpakaembix NapameTpPoB 3/IEKTPONUTAHMA NpuBeaeHo B Tabanue 254.

Tabnunua 254 — MapameTpbl cTaTyca 3/1€KTPONUTaHUA

Nominal Power

HomnHanbHaa MOLWHOCTb UCTOYHUKA NUTaHMA nogcuctembl PoE.

Consumed Power

M3mepeHHOe 3HaYeHne noTpebnsemoin MOLLHOCTH.

Usage Threshold Moporoeoe 3HayeHne NoTpebaemolt MOLLHOCTH, MPY KOTOPOM dopMUpyeTca MHOP-
MaLMOHHOe coobLeHne (snmp trap) o NpeBbIWeHnn nopora.

Traps OTobparkaeT paspelieHne popmupoBaHme MHGOPMALIMOHHBIX COOBLLEHWNA.

Port O603HaveHne uHTepdeica KommyTtaTopa.

Admin AOMUHUCTPATUBHOE COCTOAHWE 3N1EKTPONUTAHMUA NOPTA. BO3IMONKHbIE 3HaueHua —
auto u never.

Priority MpuopuTeT ynpaBaeHUa 31eKTponuTaHMem nopTta. Bo3mokHble 3HayeHusa — critical,
high, low.

Oper OnepaTMBHOE COCTOAAHWE 3NEKTPOMUTAHUA NOPTa. BO3MOKHbIE 3HaYeHUA:

Off — nuTaHWe NopTa BbIKAOYEHO aAMUHUCTPATUBHO;

Searching — nuTaHWe NopTa BK/AOYEHO, OXUAaHWe noakatoueHmsa PoE-ycTpolicTsa;
On — nuTaHWe NopTa BKAKOYEHO U ecTb npucoeanHeHHoe PoE-ycTpolicTBo;

Fault — aBapua nutaHuWa nopTta. PoE-ycTpolicTBO 3anpocmao MoWHOCTb 6onbLuyto,
4yem AOCTYNHO Mau notpebnsemas PoE-ycTpoiCTBOM MOLLHOCTb NpeBbiCUMAA 3adaH-
Hbll Npeaen.

Port standard

Knaccndurkauma nogKkntoyeHHoro yctpoictsa B cootsetcTemm ¢ IEEE 802.3af, IEEE
802.3at.

Overload Counter

CYeTumnK KONNYECTBa C/Iy4aeB NeperpysKm Nno 31eKTPONUTaHuUo.

Short Counter

CYeTYMK Cly4aeB KOPOTKOrO 3amMblKaHWA.

Denied Counter

CyeTymk C/ly4aeB OTKa3a B nogaye 3/1IeKTpoOnnTaHuA.

Absent Counter

CyeTunKk cryyaeB MPEKpPaLLeHMA 3NEeKTPOMUTAaHMA M3-33 OTK/OYEHUA MUTAEeMOro
yCTpoKcTBa.

Invalid Signature

CyeTumK owMBOK KnaccuduKaumm nogxatoueHHbIX POE-ycTpolicTe.

Counter

5.28 ®dyHKuuu obecneueHns 6esonacHoCcTH

5.28.1 ®yHKyuu obecnevyeHus 3auumeol NOpmMoe

C uenbto noBblweHMA 6e30NacHOCTU B KOMMYTATOPE CYLLLEeCTBYET BO3MOXKHOCTb HAaCTPOUTb Kako-n1nbo
NopT TaK, YTobbl AOCTYN K KOMMYTATOPY Yepes 3TOT NOPT NPeAOCTaBAANCA TO/IbKO 3a4aHHbIM YCTPOMUCTBaM.
®DyYHKLUMA 3aWMTbl MOPTOB OCHOBaHa Ha onpegeneHnn MAC-agpecoB, KOTOpbIM paspeluaetca goctyn. MAC-
afpeca Moryt 6biTb HACTPOEHbl BPYYHYH MAW U3y4YeHbl KOMMyTaTopom. locne usyyeHna Heobxoammblix
afpecos nopT cnenyeT 3a6N0KMPOBATh, 3alMTUB €ro OT MOCTYNAeHWUA NAKeToB C HeusyyeHHbimM MAC-
aapecamu. Takum obpasom, Koraa 3abN0KMPOBaHHbLIM NOPT NosydaeT nakeT, n MAC-agpec MCTOYHUKA NaKeTa
He CBA3aH C 3TUM MOPTOM, aKTUBU3IMPYETCA MEXAHWU3M 3aLmMTbl, B 3aBUCUMOCTM OT KOTOPOrO MOryT ObiTb
NPUHATbI CAeaytowme Mepbl: HECAHKLMOHUPOBAHHbIE MaKeTbl, NOCTyMNalwLwWme Ha 3ab/10KMPOBAHHbIIA NOPT,
nepecblnatotca, oTbpacbiBatoTca, MO0 e NopT, NPUHABLLMIA NAKeT, oTKAoYaeTca. OyHKUMA 6e30NacHOCTM
Locked Port nossonsetr coxpaHUTb CMKUCOK M3y4veHHbix MAC-agpecoB B daitne KoHOUrypaumu, Takum
06pasom, 3TOT CMUCOK MOXKHO BOCCTAHOBUTb NOC/Ie Nepe3arpysku yCTpomncTaa.

/ CyuwiecTtByeTt orpaHuyeHue Ha Koamdectso MAC-agpecoB, KOTOpOe MOXKET U3Y4YUTb NOPT,
MCNONb3YIOWMIA PYHKLMIO 3aLUTDI.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console (config-if)#

Tabnnua 255 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl uHtepdelicos

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

port security

no port security

—/BbIK/IOYEHO

BKkntoumTb PYHKLMIO 3alLmTbl HA UHTepdelice. BnokupyeT
dYHKLMIO U3ydeHMA HOBbIX agpecoB Ansa uHTepderica. NakeTbl
¢ HeusyyeHHbIMU MAC-agpecamm UCTOYHUKA OTOpacbIBatoTCA.
KomaHza aHanornyHa KomaHge port security discard.

OTKNOUNTb GYHKLMIO 3aLMUTbI HAa MHTepdeice.

port security max num [voice]

no port security max

num: (0..65536)/1

3a4aTb MaKCMMaNbHOE KOJIMYECTBO afLPecoB, KOTOPOE MOXKET
M3y4nTb NopT. MpuK 3TOM 13 0bLLEro IMMMTA agpecos
BblYMTAETCA IMMUT a4PECOB B Voice vlan.

- voice — yCTaHaBAMBAET MAaKCMMaIbHOE KO/IMYECTBO a4pecos,
KOTOPOE MOKeT BbITb n3y4eHo B voice-vlan.

NIumunT agpecos B voice-vlan He MoXKeT NpeBbILWaTb 06LWmiA
NUMUT.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

port security routed se-
cure-address mac_address

no port security routed se-
cure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

PaspelwmnTb TONbKO MapLUpyTM3aLLMIO NAKETOB C YKa3aHHbIM
MAC-agpecom UCTOYHMKA.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

port security {forward |
discard | discard-shut-
down | discard-shutdown-

vlan} [trap freq]

freq: (1..1000000) cek

BKAtounTb GYHKLMIO 33LWnTLI Ha MHTepdeiice. BaokupyeT
DYHKLMIO U3y4eHMA HOBbIX aApecoB Ans uHTepdelica.

- forward — nakeTbl ¢ HensyyeHHbIMM MAC-agpecamu
MCTOYHMKA NepecblIatoTea.

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-aapecamu
WUCTOYHWMKa OTHpacbiBatoTCA.

- discard-shutdown — nakeTbl ¢ HensyyeHHbIMKU MAC-
afipecaMu UCTOYHMKA OTOpacbIBaloTCA, MOPT OTK/IOYaAETCS.
- discard-shutdown-vlan — naketbl ¢ HeMsyyeHHbIMM MAC-
aapecamu UCTOYHMKa oTbpacbiBatoTca. MopT yaanseTtca us
cootsetcTaytowein(nx) VLAN. BosspaT nopta 8o VLAN
ocyLLecTBaseTca KomaHaom set interface active.

- freq — YacToTa reHepupyemblx coobLeHunit npotokona SNMP
trap npu NOCTyN/AeHNU HECAHKLMOHNPOBAHHbIX MaKeToB.

port security trap freq

freq: (1..1000000) cek

3apaTb YacTOTY reHepupyembix coobuieHunit npotokona SNMP
trap npu NOCTYNAeHNN HECAHKLMOHUPOBAHHbIX MaKeToB.
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port security mode {secure 3a4aTb pexxum orpaHuyeHus nsyveHma MAC-agpecos ais
{permanent | delete-on- HacTpanBaemoro nHTepdeiica.

reset} | max-addresses | - max-addresses — yzanaer Tekywme AMHaMUYeckn

lock} M3y4YeHHble agpeca, CBA3aHHble ¢ MHTepdelricom. PaspeweHo

M3y4yeHne MaKCMManbHOro KoinyecTBa afpecos Ha MopTy.
MoBTOpHOE N3yyYeHMe K cTapeHue paspeLleHbl.

- lock — coxpaHsaeT B KOHUrypaLmio TeKyLMe ANHAMUYECKN
M3y4eHHble agpeca, CBA3aHHbIe C UHTepdericom u 3anpeLlaet
—/lock obyyeHue HOBbIM agpecam 1 CTapeHMUE YKe U3yYeHHbIX
agpecos.

- secure — HacTpauBaeT CTaTUYECKOE OrpaHUYEHNE U3YYEHUA
MAC-agpecos Ha nopTy.

- permanent — gaHHbii MAC-agpec coxpaHuTca B Tabauue
Aaxe nocne nepesarpyskn ycTponcTea.

- delete-on-reset — gaHHbIV agpec yaanutca nocne
nepesarpysku ycTpomncTaa.

no port security mode YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

KomaHObI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 256 — KomaHgb! pexkmuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymon4aHuro

show ports security {giga- MoKa3aTb HACTPOMKM YHKLMM 6€30MacHOCTU Ha BbIbpaHHOM
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); nHTepdeiice.
gabitethernet te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group | detailed}
show ports security ad- MoKa3aTb TeKyLlee KOIMYECTBO U3yYEHHbIX apecos u
dresses {gigabitethernet gi_port: (1..8/0/1..48); BO3MOMKHbI IMMUT 415 3a6/10KMPOBAHHbIX MOPTOB.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)
channel group | detailed}
set interface active {giga- AKTMBMPOBATbL MHTEPPENC, OTKAIOUYEHHDBIN QYHKLMEN 3aLumTbl
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); nopTa (KOMaHAa AOCTyMNHa TONbKO AN NPUBUIETMPOBAHHOMO
gabitethernet te_port | te_port: (1..8/0/1..24); nonb3osaTens).
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show ports security status — MoKa3aTb TeKyLLMIA CTaTyC BCeX MHTepdencos.

[pumepsi 8biM10AHEHUS KOMAHO

= BkatounTb GyHKUMIO 3awWwmThl Ha 15 uHTepdeiice Ethernet. YcTaHOBUTL OrpaHMYeHUe Ha U3yyeHue
agpecos — 1 agpec. Mocne usyyenmsa MAC-agpeca 3a6710KMpoBaTb GYHKLUMIO U3YYEHUA HOBLIX aj-
pecoB ans uHTepdeiica ¢ Lenblo oTOPOoCUTb NakeTbl ¢ HemsdydeHHbIMW MAC-agpecamm UCTOYHMKA.
CoxpaHuTtb B palin n3yyeHHbIN agpec.

console# configure
console (config) # interface tengigabitethernet 1/0/15
console (config-if) # port security mode secure permanent
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console (config-if) # port security max I
console (config-if) # port security

5.28.2 lposepka NodaUHHOCMU KaAueHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.28.2.1 baszosas nposepka nodauHHocMu

AyTeHTUdUKaumMa Ha ocHoBe cTaHaapTa 802.1x obecneymBaeT NPOBEPKY NOA/MHHOCTU NO/b30BaTeNEN
KOMMYTaTOpa 4Yepe3 BHELWHUWA CepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAKAOYEH KAWEHT. TO/bKO
ayTEHTUPULMPOBAHHbBIE M AaBTOPWU30OBAHHbIE MOJ/Ib30BATE/IM CMOrYT NepenasaTb M MPUHUMATb AaHHbIE.
MpoBepKa NoA/IMHHOCTU NOAb30BaTe/iel NopToB BbiNnosHAeTcA cepBepom RADIUS nocpeactBom npoTokona
EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHoOM KOHGUIypauum:

console (config) #

Tabnunua 257 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuo

Aelicmeue

dotlx system-auth-control

no dotlx system-auth-con-
trol

— /BbIK/IOYEHO

BKAtoUNTL perkmum ayTeHTuduKaumm 802.1X Ha KommyTaTope.

BbIKNt0UNTL pexxkum ayteHTUudMKaumm 802.1X Ha KommyTaTope.

aaa authentication dot1x
default {none | radius}
[none | radius]

no aaa authentication
dotlx default

—/radius

3apaTb 04MH UK ABA MeTOoAa NPOBEPKM NOA/MHHOCTY,
aBTopu3aumm u yyeta (AAA), ANA UCNONb30BaHMA HA
uHtepoericax IEEE 802.1X.
- none — He BbINONHATb ayTeHTUPUKaLMIO;
- radius — ncnonb3osatb cnncok RADIUS-cepsepoB ana
ayTeHTMdMKaLMM Noib30BaTeNs.
Btopoit meTop ayTeHTUPMKAuUM Ucnoab3yeTtca
V TO/IbKO B C/ly4ae, ec/iv No NnepBomMy ayTeHTUdUKauma
6biN1a HeycneLwHoM.

YCTaHOBUTb 3HAYEHME MO YMONHYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:

console (config-if) #

V Mpotokon EAP (Extensible Authentication Protocol) BbinonHsaeT 3agaum ana ayteH-
TMdUKALUM yAaNEHHOrO KNMEHTa, NPY 3TOM onpeaensasa mexaHusm ayteHTuduka-

uum.
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Tabnnua 258 — KomaHgb! pexkuma KoHpurypaunm nHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

—/force-authorized;

HacTtpoutb ayteHTUdMKaumio 802.1X Ha uHTepdelice.
PaspeluaeT py4HOW KOHTPO/Ib 338 COCTOAHMEM aBTOPU3aL MK
nopra.

- auto — ncnonbsosatb 802.1X onA USMeHeHMA COCTOAHUA
KNMEeHTa MeXAy aBTOPU30BaHHbIM M HEABTOPU30BAHHbIM;

- force-authorized — Bbikntouaet ayteHTUdMKaumio 802.1X Ha
nHTepoeice. MopT nepexoamT B aBTOPM30BAHHOE COCTOAHUE
6e3 ayTeHTUGUKauuu;

time: (1..32) .
- force-unauthorized — nepesoguT NOpT B HEAaBTOPM30BaHHOE
cocTosHMe. MrHopupyroTCs BCe MOMbITKM ayTeHTUdUKaLmMn
K/IMEHTa, KOMMYTaTOp He NPeAoCTaBNAET CEPBUC
ayTeHTUdMKaLMM AN 3TOro NopTa;
- time — vHTepBan BpemeHuW. Ecam gaHHbI NnapameTp He
onpegeneH, To NOpPT He aBTOPM30BaH.
no dotlx port-control YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
dotlx reauthentication —/nepuoanyeckune BKAOUMTL NepuogmyecKme NoBTOPHbIE NPOBEPKU
NMOBTOPHbIE NPOBEPKM noA/IMHHOCTY (NepeayTeHTUGMKALMIO) KIMEHTa.
no dotlx reauthentication NOAMHHOCTN BbIKNHOUNTL NepuoanYeckme NoBTOPHbIE NPOBEPKU
BbIK/IOYEHbI NOANMHHOCTM (NepeayTeHTUPUKALMIO) KNINEHTa.
dotlx timeout reauth-pe- . YCTaHOBUTb NEPUOL, MEXKAY NOBTOPHbLIMU NMPOBEPKAMM
riod period period: NOANMHHOCTH.
- (300..4294967295)/
no dotlx timeout 3600 cek YCTaHOBUTb 3HAYeHME N0 YMOJHAHUIO.

reauth-period

dotlx timeout quiet-period
period

no dotlx timeout quiet-pe-
riod

period: (10..65535)/60
ceK

YCTaHOBWUTb NEPUOZ, B TEYEHME KOTOPOrO KOMMYTaTOP
OCTaeTCs B COCTOAHMM MONYaHWA NOCNE HeYyAaYHO NPOBEPKU
NOANNHHOCTK.

B TeyeHue neproaa MONYAHUA KOMMYTATOP HE MPUHUMAET U
He MHULUMPYET HUKAKUX ayTEHTUOUKALMOHHBIX COOBLLEHMA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout tx-period pe-
riod

no dotlx timeout tx-period

period: (30..65535)/30
ceK

YCTaHOBUTb NEPUOL, B TEYEHME KOTOPOro KOMMYTATOP
0XKMAAeT OTBET Ha 3anpoc Mbo MaeHTUdUKALMIO NOo
npoTtokony EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKOM
3anpoca.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YCTaHOBUTbL MaKCMMaJIbHOE YMC/IO MOMbITOK Nepesayn
3anpocoB NPoToKona EAP-KAMeHTY nepes HOBbIM 3amnycKom
npouecca NpoBepKu NoAAMHHOCTK.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

dotlx timeout
supp-timeout period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YCTaHOBUTb NepUoA, MeXay NOBTOPHbIMK Nepeaadamm
3anpocoBs npoTokona EAP-knneHTy.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YCcTaHOBUTb Nepros, B Te4eHMe KOTOPOro KOMMYTaTop
OXXWUpaeT OTBeTa OT cepBepa ayTeHTMd)MKaLI‘MM.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

dotlx timeout silence-pe-
riod period

no dotlx timeout si-
lence-period

period: (60..65535)
ceKk/He 3aaHo

YcTaHOBUTb nepunopa spemeHn HeakKTUBHOCTU K/IMEHTa, No
ncre4yeHme KoToporo KIMeHT CTaHOBUTCA HEABTOPU30OBAHHbIM.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

dotlx multi-sessions moni-
tor-mode

no dotlx multi-sessions
monitor-mode

—/BbIK/IIOYEHO

Bkntountb oTnpaBky multicast Request Identity HesaBucumo
OT ayTeHTUULMPOBAHHbBIX CECCUI

Ypanute KoHdurypauuto gna OSPF-cocepa ¢ ykasaHHbIm IPv4-
agpecom.
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KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKKM pexnma Privileged EXEC:

console#

Tabnnua 259 — KomaHgb! pexuma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aelicmeue

dotlx re-authenticate [gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bpyu4Hyto OCyLLECTBMTb NOBTOPHYIO NPOBEPKY NOAJMHHOCTU
YKa3aHHOro nopTta B KOMaHge, 1Mbo Bcex NopTos.,
noaaepxusatowmx 802.1X.

show dotlx interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasaTtb coctonaHme 802.1X aAna KommyTtaTopa Ambo ann
yKa3aHHOro uHtepdelrica.

username: (1..160)
C“MBO/I0B

show dotlx users
[username username]

MoKa3aTb aKTUBHbIX ayTEHTUDULIMPOBAHHbIX NO/b30BATENEN
802.1X KommyTaTtopa.

show dot1x statistics inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MokasaTtb cTatucTuKy no 802.1X ans BbibpaHHOro nHTepdelica.

[pumepbl 8bINOAHEHUS KOMAHO

= BKAKOUUTb pexum ayteHTMduKaumm 802.1x Ha KommyTtaTtope. Mcnonb3osatb RADIUS-cepsep anA
NPOBEPKMN MOAJIMHHOCTU KNMEHTOB Ha nHTepdeicax IEEE 802.1X. Ana 8 nHtepdeiica Ethernet uc-

Nosib30BaTb pPeXMm ayTeHTUdMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

= [lokasaTtb cocToaHMe 802.1x ana KommyTtaTopa, 4na 8 uHtepdeliica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled
Authenticating Servers: Radius
Unauthenticated VLANs:

tel/0/8

Host mode: multi-host

Port Administrated Status: auto
Guest VLAN: disabled

Open access: disabled

Server timeout: 30 sec

* Port is down or not present
Reauthentication is disabled

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

Port Operational Status: unauthorized*

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 271



HELTEX

Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec

Interfaces 802.1X-Based Parameters
Tx period: 30 sec

Supplicant timeout: 30 sec

Max req: 2
Authentication success: 0
Authentication fails: 0

Tabnnua 260 — OnmncaHMe pe3ybTaToB BbINOJIHEHMA KOMaHA,

Mapamemp

OnucaHue

Port

Homep noprta.

Admin mode

Pexum ayteHTMdMKaymm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepauymoHHbIA PeKMM MOpTa: aBTOPU30BaHHbINA, HEaBTOPWU30BaHHbIN, NM60 BbIKAOYEHHbIN
(Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayTeHTUOUKaALNN.

Reauth Period

Mepunoa mexay NOBTOPHbIMM NPOBEPKAMM NMOAANHHOCTHU.

Mma nonb3osaTtena npu ncnonbsosaHum 802.1X. Ecam nopt aBTOpM30BaH, TO 0TObparkaeTca uma

Username Tekywero nosb3oBatena. Ecav nopT He aBTOpM30BaH, TO OTObparkaeTcA MMA MnocieaHero
ycnewHo aBTOPM30BaHHOrO N0/b30BaTeNA Ha NOPTY.
Quiet period Mepuroa, B Te4eHME KOTOPOro KOMMYTATOP OCTAEeTCA B COCTOAHMM MOMYAHMA NOC/Ae HeyAauyHoM
p NPOBEPKN NOAJNHHOCTH.
Tx period Mepuoga, B Te4eHME KOTOPOrO KOMMYTATOP OXMUAAET OTBET Ha 3anpoc Mbo naeHTMdUKaumo No
npoTokony EAP oT kKnveHTa, nepes NOBTOPHOW OTNPaBKOM 3anpoca.
Max req MaKcrMmanbHoe YMCa0 NOMbITOK Nepesayn 3anpocos NpoTokona EAP kaneHTy nepes, HOBbIM 3a-

NyCKOM npouecca NpoBepKn NOANNHHOCTU.

Supplicant timeout

Meprog meKay NOBTOPHbIMM Nepesadyamm 3anpocoB npoTokona EAP kaneHTy.

Server timeout

Mepuog, B Te4eHME KOTOPOro KOMMYTATOP OXMAAET OTBETA OT cepsepa ayTeHTUdMKaLmu.

Session Time

BpeMﬂ NOAKNKYEHUA NO/Ib30BATENA K yCTpOﬁCTBy.

Mac address

MAC-agpec nonb3osartens.

Authentication Method

MeTog, ayTeHTUMKALMM YCTAHOBNEHHOW ceccum.

Termination Cause

MpryrHa 3aKpbITUA ceccuu.

State

TeKyuiee 3HayeHMe aBTOMaTa COCTOSHUI onpeaennTens NoAANHHOCTM U BbIXOAHOTO aBTOMaTa
COCTOSIHUN.

Authentication success

Konnuectso nonyyeHHbIx coobueHnin 06 ycnewHom ayTeHTUPUKaLLMKM OT cepBepa.

Authentication fails

Konnuectso nonyyeHHbIX COOBLLEHMI 0 HeycnelwHo ayTeHTudMKaLLMKM OT cepBepa.

VLAN

pynna VLAN Ha3HavyeHHaA Noib30BaTento.

Filter ID

MaeHTudukatop rpynnbl bunbTpaLuu.
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= [lokasaTb cTaTucTUKy no 802.1x ana nHtepdeiica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1,/0/8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EaplLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

Tabnnua 261 — OnuncaHMe pe3yNbTaToB BbIMOMHEHMA KOMaH/,

Mapamemp OnucaHue

KonnuecTBo KOpPEKTHbIX NakeToB Atoboro Tuna npotokona EAPOL (Extensible Authentication
EapolFramesRx

Protocol over LAN), npuHATbIX AaHHbIM OnpeaenvMTenem noa/IMHHOCTH.

KonnuyecTBo KOppeKTHbIX nakeToB fitoboro Tmna npotokona EAPOL, nepefaHHbIX AaHHbIM
EapolFramesTx PP P » NEPEA A

onpeaenutTenem nogMHHOCTH.

Konunyectso naketos Start npotokosa EAPOL, NpuHATLIX AaHHbIM onpegenuTenem noganH-
EapolStartFramesRx

HOCTW.

Konnuectso naketos Logoff npoTokona EAPOL, NpuHATbIX AaHHbIM OnNpeaennTesnem nogant-
EapolLogoffFramesRx

HOCTW.

KonunuectBo naketos Resp/ld npotokona EAPOL, NpuHATLIX AaHHbIM onpegenuTenem nog-
EapolRespldFramesRx p/id np » P A peA A

JIMHHOCTW.

Konnuectso naketos oTBeToB (Kpome Resp/ld) npoTtokona EAPOL, NpuHATbLIX AaHHbIM onpe-
EapolRespFramesRx (kp p/id) np 1P A P

nenutenem noaMHHOCTU.

Konnuectso naketoB Resp/ld npotokona EAPOL, nepefaHHbIX AaHHbIM onpegenvtenem
EapolReqldFramesTx o/ P » MEPEA A pea

NOA/IMHHOCTW.

KonnuectBo naketos 3anpocos (Kpome Resp/ld) npotokona EAPOL, nepeAaHHbIX AaHHbIM
EapolReqFramesTx P (kp p/id) np » NEPEA A

onpeaenvutenem noasIMHHOCTU.

. Konunyectso naketos npotokona EAPOL c Hepacno3HaHHbIM TUNOM, NMPUHATbIX AAHHbIM

InvalidEapolFramesRx P P » 1P A

onpegenvTenem noa/MHHOCTHU.

Konnuectso naketos npoTtokona EAPOL c HEKOPPEKTHOM OIMHOM, MPUHATLIX AAHHbIM Onpe-
EaplLengthErrorFramesRx B . A /1P A B

nenutenem noajMHHOCTU.
LastEapolFrameVersion Bepcua npotokona EAPOL, npuHATas B CamOM NOCAeAHEM HA AaHHbIA MOMEHT NaKkeTe.
LastEapolFrameSource MAC-agpec UCTOYHMKA, MPUHATLIA B CAMOM NOCIeAHEM Ha AaHHbI MOMEHT NaKeTe.

5.28.2.2 PacwupeHHasa nposepKa nodauHHOCMuU

PacwupeHHble HacTpolikn dotlx MO3BOAAOT NPOBOAMTL MPOBEPKY MNOAJMHHOCTU ANA HECKOIbKUX
K/MEHTOB, NOAK/OYEHHbIX K NOpTy. CyulecTByeT ABa BapuaHTa ayTeHTUdMKaLMMK: NepBblil, KOrAa NpoBepKa
NOA/IMHHOCTU Ha OCHOBE NopTa TpebyeT ayTeHTUdUKAL MM TONbKO OAHOIO KANEHTa, YTObbl AOCTYN K cucTemMe
MMenn Bce KameHTbl (pexum Multiple hosts); BTopoi, Koraa npoBepKa NOAJAMHHOCTM Tpebyet
ayTEHTUOUKALMN BCEX NOAKNIOUEHHDBIX K MOPTY KNMEHTOB (pexunm Multiple sessions). Ecnm nopT B perkume
Multiple hosts He npoxoaAnT ayTeHTUPUKaLMIO, TO BCEM NOAKAKOUYEHHBIM XOCTamM ByaeT 0TKa3aHo B A0OCTyne K

pecypcam ceTu.
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KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexXkume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabanua 262 — KomaHgbl pexuma rnobanbHoi KoHdUrypaumm

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

KomaHoa

Aeiicmeue

dotlx traps authentication
success [802.1x | mac |
web]

no dotlx traps authentica-
tion success

— /BbIK/IOYEHO

PaspelwnTb OTNPaBKY trap-coOBLEHNIA, KOTAa KANEHT yCnewHo
NpPOXOAMUT ayTEHTUPUKALMIO.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

dotlx traps authentication
failure [802.1x | mac |

web] —/BbIKNOYEHO

no dotlx traps authentica-
tion failure

PaspewunTb OTNPaBKy trap-coobLeHni, Koraa KAMEHT He npoLen
ayTeHTUdUKaLMIO.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

dotlx traps authentication
quiet
— /BbIKOYEHO

no dotlx traps authentica-
tion quiet

BKNHOUUTL OTNPABKY trap-coobLueHniA Mpu NpeBblweHnn
Nonb30BaTeleM MaKCMMasbHO A0NYCTUMOTO KoanYecTea
6e3ycneLHbIX NOMbITOK ayTeHTUdUKALMK.

YCTaHOBUTb 3HaYeHMe NO YMOIHAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnnua 263 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

dotlx host-mode
{multi-host | single-host |

multi-sessions} —/multi-host

PaspewnTb Hanume o4HOr0/HECKONbKUX KAMEHTOB Ha
aBTopm3oBaHHOM nopty 802.1X.

- multi-host — HeCKObKO KNNEHTOoB;

- single-host — oguH KAneHT;

- multi-sessions — Hecko/bKo ceccuit.

dotlx violation-mode {re-
strict | protect | shut-
down} [trap freq]

—/protect;
freq: (1..1000000)/1 cek

no dotlx single-host-viola-
tion

3apaTb AeiicTeue, KOTopoe HeobXoAMMO BbINOAHUTL, KOrAa
ycTpoiicteo, MAC-aapec KoToporo otim4yaercs ot MAC-agpeca
K/IMEHTa, OCYLLEeCcTBAAET NOMbITKY AOCTYNa K MHTepdeicy.

- restrict — nakeTbl ¢ MAC-agpecom, oTanyHbim oT MAC-aapeca
KANEHTa, NepecbINatoTca, NPU 3TOM afpec UCTOYHUKA He
n3yvaertcs;

- protect — naketbl ¢ MAC-agpecom, oTandHbim oT MAC-agpeca
KAWeHTa, oTbpacbiBatoTCH;

- shutdown — nopTt BbikntoYaeTca, naketsl ¢ MAC-agpecom,
oTanyHbIM oT MAC-agpeca KaveHTa, oTbpacbiBatoTcs;

- freq — YacToTa reHepupyembix coobLeHuit npoTokona SNMP
trap npu NOCTynieHnn HeCaHKLMOHNPOBAHHbIX NMaKeToB.

V KomaHpga urHopupyertca B pexkume Multiple hosts.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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dotlx authentication
[mac | 802.1x | web]

no dotlx authentication

— /BbIKAOYEHO

BKkntounTb ayTeHTUdMKaLMIO.
- mac — BK/Il0YaeT ayTeHTUPMKALMIO, OCHOBAHHYI Ha MAC-
agpecax;
- 802.1x — BK/ItOYAET ayTeHTUPMKaLMIO, OCHOBaHHYIO Ha 802.1x;
- web -BkatoyaeT mexaHnam web-based ayteHTudPmkaumm
. - He pomkHO 6bITb cTaTUuecknx npusasok MAC-agpe-
! COB.
- ®YHKUMA NOBTOPHOW ayTeHTUPMKALUU [OMKHA
6bITb BKAIOYEHA.

BbIK/IOUNTb ayTEHTUDUKALMIO, OCHOBaHHYH Ha MAC-agpecax
nosb3osaTesen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts:
(1..4294967295)

3aaTb MaKCMMaNbHOE KO/IMYECTBO XOCTOB, NPOLUEeALINX
ayTeHTUdMKaLMio.

BepHyTb 3HaYEHME MO YMOUaHUIO.

dotlx max-login-attempts
num

no dotlx max-login-at-
tempts

num: (0, 3..10)/0

3a4aTb KONMYECTBO HeyAauHbIX MOMbITOK BBOAA JIOFMHA, noc/e
KOTOPbIX KNMEHT BOKMpyeTCA.
0 — 6ecKOHeYHOEe YNC/IO MOMbITOK.

BepHyTb 3HaYeHMe MO YMOAYAHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

— /BbIK/IOYEHO

BkntoumTb pyHKUMIo rocteBont VLAN Ha Tekylem uHtepdeiice.

Bbikntountb dyHKUMIO rocTeBoit VLAN Ha Tekyliem nHtepdeiice.

dotlx critical-vlan enable

no dotlx critical-vlan ena-
ble

— /BbIKOYEHO

BKAOUMTb PYHKUMIO KpuTmndeckoro VLAN Ha TeKkyliem
MHTepodeice.

BbIKNOUNTb GYHKUMIO KpuTUYeckoro VLAN Ha Tekyliem
MHTepodeice.

dotlx radius-attributes fil-
ter-id

no dotlx radius-attributes
filter-id

— /BbIK/OYEHO

BK/OYMTbL NPOBEPKY NOA/IMHHOCTU, OCHOBaHHY Ha ACL/
Ha3HauuTb QoS-Policy.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes
vlan

— /BbIKOYEHO

BkatounTtb 06paboTKy onuuu Tunnel-Private-Group-ID (81) B
coobuweHmnax RADIUS-cepsepa.

BbIKntounTb 06paboTKy onumm Tunnel-Private-Group-ID (81) B
coobueHunsax RADIUS-cepsepa.

dotlx radius-attributes
vendor-specific data-filter

no dotlx radius-attributes
vendor-specific data-filter

— /BbIK/OYEHO

BKkntounTb PyHKLMIO AUHammYeckoro aobasneHus ACL Ha nopT
yepes coobueHuns ot RADIUS-cepsepa.

BbIKNOUNTb GYHKLUMIO ANMHaMMYecKoro gobasneHusa ACL Ha nopT
yepes coobueHns ot RADIUS-cepsepa.

KomaHObI pexcuma KoHguaypuposaHusa VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KOHPUrypuposaHua nHtepoeica VLAN:

console (config-if) #

Tabnnua 264 — KomaHgbl pexxuma KoHpurypumposaHua nHtepdeica VLAN

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

dotlx guest-vlan

no dotlx guest-vian

no ymonyaHuto VLAN He
onpegeneH Kak rocteBom

Onpegenutb roctesoit VLAN.

OTKpbIBAaeT HEAaBTOPM30BAHHbIM NO/Ib30BATENAM UHTEpPdElica
npoctyn K roctesomy VLAN. Ecnv roctesoi VLAN onpeaeneH u
paspelleH, NopT byaeT aBTOMATUYECKM NPUCOEAUHATLCA K HEMY,
KOrga He aBTOPU30BaH, U NOKMAATb, KOraa nponaer
asTopm3saumto. Ytobbl MCNONb30BaTb AaHHbIV GYHKLMOHAN, NOpT
He A0/1XeH BbITb CTaTUYeCKUM YneHom roctesoro VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

dotlx critical-vlan

Onpegenutb VLAN B KauecTBe Kputnyeckoro. OTKpbiBaeT
HEeaBTOPWU30BaHHbIM M0/1b30BATENAM AOCTYN B KPUTUYECKNI
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no dotlx critical-vlan

no ymonyanuto VLAN
He onpefeneH Kak
KPUTUYECKUIA

VLAN npu HegocTynHoctn cepsepoB RADIUS. Ecam Kputuueckni
VLAN onpegeneH v paspelleH, nopT byaeT aBToMaTUYeCKU
n06aBneH B HEro NOC/e aKTUBALMU U NOKUHET KPUTUYECKUI
VLAN npu nony4yeHun oTBeTa OT cepBepa.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

dotlx auth-not-req

no dotlx auth-not-req

Nno YMO/I4aHMUIO aBTO-
pusauma ana VLAN
BKJIOYEHA

Onpeaenntb VLAN 6e3 aBTopu3aumu. OTKpbiBaeT
HeaBTOPWU30BaHHbIM NO/Ib30BATENAM AOCTYN K BblAe/IEHHOMY
VLAN. HeaBTopm3oBaHHbI VLAN gonKeH 6bITb Ha3HayYeH Ha
NopT CTaTUYECKM KaK tagged.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 265 — KomaHapl pexkmma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show dot1x interface
{gigabitethernet gi _port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

HacTtpowuTb npoTokon 802.1x Ha uHTepdelice (KomaHAa AOCTyNHa
TONIbKO AR NPUBUIETMPOBAHHOTO NO/Ib30BaTENA).

show dotlx detailed

MoKa3aTb pacliMpeHHble HACTPOMKKM NpoToKoaa 802.1x.

show dot1x users
[username]

username: CTpOKa

MNokasaTtb dBTOPMU30BAHHbIX KNMEHTOB.

show dotlx locked clients

Moka3aTb HEaBTOPM30BAHHbBIX KJIMEHTOB, 3aBIOKMPOBaAHHbIX MO
Talimayry.

show dot1x statistics
interface {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasaTtb cTatucTUKy 802.1x Ha MHTepdelicax.

5.28.2.3 Hacmpolika akmusHo2o ceaHca KnueHma (CoA)

RADIUS CoA (Change of Authorization) — aTo ¢yHKUMSA, KOTOpaa no3sonseT cepsepy RADIUS HacTpouTb
aKTUBHbIN CEaHC KNNEHTA, paHee ayTeHTUGULMPOBAHHOTO Ha OCHOBe cTaHgapTa 802.1x. O6paboTKa cooblieHui
CoA-Request npoucxoaut B cootsetcTBMm ¢ RFC 5176. O6pabaTbiBatoTcs cooblueHus, npuieawive Ha UDP-nopT
3799 ot cepBepoB, 33ZaHHbIX KOMaHAoM radius-server hosts n ¢ KAOYOM, 334aHHBIM KOMaHAoM radius-server
key. Ana naoeHTndMKaumMm ceaHca KameHTa ucnonbsytotca RADIUS-atpubyTtbl User-Name wnn Acct-Session-Id.
[ns HacTpoMKM ceaHca KaneHTa nogaepmeatotca RADIUS-atpubyTel Tunnel-Private-Group-Id, Filter-1d, Calling-
Station-Id, Eltex-Data-Filter, Eltex-Data-Filter-Name.

KomaHObI pexcuma 2a06anbHoU KOHpuU2ypauuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHom KoHGUrypaumm:

console (config) #
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Tabanua 266 — KomaHgbl pexnuma rnobanbHoi KoHdUrypaumm

3HayeHue/3Ha4yeHue

Aelicmeue
o yMmon4YaHuo

KomaHda

aaa authorization dynamic BKNHOUMTB PYHKLMIO HACTPOMKM aKTUBHOIO ceaHca KaueHTa (CoA).
radius
no aaa authorization

dynamic

—/BbIK/IOYEHO —
BbIKNHOUNTL GYHKLMIO HACTPOMKM aKTUBHOTIO ceaHca KaveHTa (CoA).

5.28.3 Hacmpolika ¢pyHkyuu MAC Address Notification

®dyHKkuma MAC Address Notification nossonser orcnexmnsaTb NoABNEHME U UCYE3HOBEHNE aKTUBHOIO
060pyA0BaHUA Ha CETU NYTEM COXPAHEHUA UcTopun nsydeHna MAC-agpecos. Mpu 06HAPYKEHUN USMEHEHNI
B cOocTaBe nsyyeHHbix MAC-agpecoB KOMMYTaToOp COXpaHaeT MHpopmaumio B Tabnumue 1 nsselaet 06 aTom ¢
nomoLbto coobuieHunit npotokona SNMP. OyHKLMA MMeeT HacTpanBaemble NapameTpbl — raybuHa uctopumm
0 CODObITUAX U MUHMMA/IbHbBIN MHTEepPBas oTnpaBku coobuieHnit. Cepsmuc MAC Address Notification oTkatoueH
MO YMOJIYAHUIO U MOXKET ObITb HaCTPOEH BbIBOPOYHO A/1A OTAENbHbIX MOPTOB KOMMYyTaTOpa.

KomaHObI pexcuma 2a06anab6Hol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnuua 267 — KomaHapl pexknuma rnobanbHom KoHdUrypauum

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4aHuio

Aelicmeue

mac address-table notifica-
tion change

no mac address-table noti-
fication change

—/BbIK/IIOYEHA

KomaHaa npesHasHayeHa ans rnobanbHOro ynpasaeHus
¢dyHKumen MAC notification. KomaHaa paspeluaeT pernctpawmio
cobbiTuit fobasneHusa u yganeHna MAC-agpecos B/u3 Tabaunu,
KOMMYTaTOpa M OTNPaBKY yBEAOM/IEHUA O COBbITUAX.

[na paboTbl GyHKLUM HEOBXOANMO AONONHUTENBHO Pa3peLaTh
reHepaLMio yBeaOMIEHUI Ha MHTepdelcax (Cm. HUXKE).

Bbikntountb pyHKuUMto MAC notification rnob6anbHO U 0OTMEHUTD
COOTBETCTBYHOLLME HACTPOMKM Ha BCeX MHTepdelcax.

mac address-table notifica-
tion flapping

BkntounTb PyHKLMIO 06HapyKeHus dnannuHra MAC-aapecos.

no mac address-table noti-
fication change interval

(0..4294967295)/1

no mac address-table notifi- /Bniovena BbIkNtounTb GYHKUMIO 0BHapyKeHua dnannuHra MAC-agpecos.
cation flapping
mac address-table notifica- MaKCcuMManbHbI MPOMEKYTOK BPEMEHU MeXAy OTnpaBKaMmu
tion change interval value SNMP-yBegomneHuii. Ecnm 3HayeHMe NHTepBana BpeMeHU paBHO
0, TO reHepauma yBeAOMNEHWNIA U cOXpaHeHMe coBbITUI B UCTOPUIO
6yAeT OCyL,ecTBAATLCA HEMEeAIeHHO N0 Mepe BO3HUKHOBEHMS
value: cobbITUI 06 M3MeHeHUN cocToAHMA Tabanubl MAC-agpecos. Ecin

3HayeHue nHTepBasa BpemeHu bonblie 0, To ycTpoiicTeo byaeT
HakanausaTb cobbITnA 06 nsmeHeHUn cocToaHNA Tabanubl MAC-
afipecoB B TeYeHWe 3TOro BpeMeHHu, a 3aTem oTnpaBAATb
yBegomneHusa npotokona SNMP 1 coxpaHaTb cObbITUA B UCTOPUN.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

mac address-table notifica-
tion change history value

value: (0..500)/1

3afaTb MaKCMManbHOe KONNMYeCTBO CObbITMI 06 3MeHeHUn
cocToAHMA Tabaunubl MAC-agpecoB, KOTOPOE COXpaHaeTcs B
ucropuu. Ecnm yctaHoBneH pasmep NCTopum pasHbii 0, To
cobbITUA He coxpaHatoTcs. Npu nepenonHeHnn bydepa nctopum
HoBOe COb6bITME MOMELLLAETCA HAa MECTO CAMOT0 CTaporo.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

277



HELTEX

no mac address-table noti-
fication change history

BoccTaHOBUTL 3HAYeHME No YMONYaHUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable
traps mac-notification
change

—/BbIK/OYEHO

BkntounTb oTnpasky SNMP-yBegomneHuii 06 nsmeHeHun
coctoAaHuA Tabaunubl MAC-agpecos. [ns OTKAOYEHUA
ncnonbsyeTtca oTpuuaTenbHaa Gopma KomaHabl.

Ecnvn oTnpaBska yBeAOMNEHWIA BKAOYEHA, TO YCTPOMCTBO byaeT
MHPOPMMPOBATL O COBLITUAX CO0BLLEHUAMM NPoTOKOAa SNMP 1
COXPaHATb COOTBETCTBYIOLLME COObITUA B UcTOpMM. Eciv oTnpaska
SNMP-yBe4OMAEHWNI BbIKIOYEHA, TO YCTPOMCTBO BYAET TONbKO
COXPaHATb COBLITUA B UCTOPUN.

OTKNoYNTL 0TNpaBKky SNMP-yBegomneHuii 06 nsmeHeHun
cocTosiHua Tabaunubl MAC-aapecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable
traps mac-notification flap-
ping

—/BKNlOYeHa

BKkntounTb oTnpaBKy Tpanos o dnannuHre MAC-agpecos.

OTKNOYMTL OTNPaBKy Tpanos o ¢nannuHre MAC-agpecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 268 — KomaHabl pexkuma KoHdpurypaumm nntepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

snmp trap mac-notification
change [added | removed]

no snmp trap mac-notifica-
tion change

—/BbIK/IlOYEHA

BK/OUYUTL reHepaumio yBegoMNEHUI Ha KaXKaoM UHTepoelice o
cobbITUAX N3MeHeHuUs cocTosHua MAC-agpecos. OTaeNbHO
MOXHO paspeLlnTb reHepaLuunio yBeA0MIEHNIN TONbKO 06
n3yyeHun MAC-agpecos, IM60 TONbKO 06 UX yaaneHuu.

OTKOUYNUTL FreHepauuio yBegomneHuii Ha nHtepdeiice.

KomaHOwbi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnnua 269 — KomaHgbl pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

show mac address-table
notification change history
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

OT06pasunTb BCe yBeAOMNEHUA 06 M3MEHEHUW cocToAHMA MAC-
afpecoB, COXPaHEHHbIX B UCTOPUMN.

show mac address-table
notification change statis-
tics

0OT06pa3nTb CTaTUCTUKY CepBMCa: obLLee KonnyecTso cobbiTuii 06
nsyyeHmn MAC-agpecos, obuiee KoNM4ecTso cobbiTuii 06
vaaneHnn MAC-aapecos, obuiee KONMYecTBO OTNPABAEHHbIX
SNMP-coobuieHui.
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[pumepbl UC016308AHUA KOMAHO

= B npumepe NOKasaHO, Kak HacTpouTb nepeaady coobuweHunit SNMP MAC Notification Ha cepBep ¢
agpecom 172.16.1.5. MNpun HacTpoiKe 3aaaeTca obuee paspelleHne paboTbl cepsBuca, HacTpa-
MBaeTCs MUHUMAbHbIA MHTEPBAN OTNPABKU COObLLLEHN, 3aaeTcA pasMep UCTOPUM COObITUIN 1
HaCcTpaMBaeTCcA CepBUC Ha BbIBpaHHOM NOpPTY.

console (config snmp-server host 172.16.1.5 traps private
console (config snmp-server enable traps mac-notification change

)
)
console (config)# mac address-table notification change
)
)

H= = FH T

(
(
(
console (config mac address-table notification change interval 60
console (config) # mac address-table notification change history 100
console (config) # interface gigabitethernet 0/7

console (config-if)# snmp trap mac-notification change

console (config-if) # exit

console (config) #

5.28.4 Konmponae npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NpoTOKo, NO3BONSIOWMIA KMEHTY NO 3anpocy
nonydats IP-agpec u apyrue Tpebyemble napameTpsbl, Heobxoanmble ansa paboTsl B cetn TCP/IP.

MpoTokon DHCP moeT NCrno/ib30BaTbCA 3/10yMbILEHHUKAMU A1 COBEPLUEHUA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KNneHTa, 3actasnaa DHCP-cepsep BblAaTb BCe AOCTYMNHbIe aapeca, Tak U CO CTOPOHbI cepBepa,
nyTem ero nogmeHbl. [porpammHoe obecneyeHme KOMMYTaToOpa NO3BOIAET 0becneymnTb 3aWmnTy YCTPOMCTBA
OT aTaK € Ucnosb3oBaHMem npoTokosaa DHCP, gna yero npumeHseTca GyHKLMA KOHTPOAA NpoTokona DHCP —
DHCP Snooping.

YcTpoicTBo cnocobHo oTcnexuneaTb nossneHne DHCP-cepBepoB B ceTH, paspeluas Ux UCNno/ib3oBaHue
TO/IbKO Ha «A0BEPEHHbIX» MHTEpdENCaX, a TaKKe KOHTPOAMPOBaTb AOCTYN KaneHToB K DHCP-cepBepam no
TabauLe COOTBETCTBUMA.

Onuma 82 npotokosa DHCP (option 82) ucnonbsyertcs ana toro, 4tobbl nponHdpopmuposats DHCP-
cepBep o Tom, oT Kakoro DHCP-peTpaHcnaTopa (Relay Agent) n yepes Kakoi ero nopT 6bin NosyYeH 3anpoc.
MpumeHseTca aaa yCTaHOBNEHMA COOTBETCTBMI IP-aapecoB U NOPTOB KOMMYTATOPA, a TaKKe 418 3aWuTbl OT
aTaK ¢ ucnosibsoBaHMem npoTokosa DHCP. Onuus 82 npeacTtaBnseT coboi AONONHUTENbHYIO MHbOPMaLUIO
(Mmsa ycTpoitctBa, Homep nopTa), AobaBnseMyto KOMMYTaTOPOM, KOTOpbI paboTaeT B pexkume DHCP Relay
areHTa (6e3 nobasneHusn IP-agpeca Ha KAMEHTCKUM uHTepdeiic) nnmn eyHkumm DHCP Snooping (npu ycnosuu
BK/IlOYeHMsA KomaHabl ip dhep information option). Ha ocHoBaHun aaHHo onumn DHCP-cepBep Bbiaensert IP-
aapec (gnanasoH IP-agpecos) u apyrve napameTpbl NOPTy KOMMyTaTopa. Noayunus HeobxoamMmble AaHHble OT
cepBepa, DHCP Relay areHT BblgensieT IP-afpec KAMEHTy, a TakXe nepenaeTt emy Apyrne Heobxoaumsbie
napameTpsbl.

Onuma dopmupyeTca € y4eTom npuoputeta (B nopagKe yMeHbLUIEHWA): HACTPOMKKU WHTepdelica
Ethernet - HacTpolikn nHTepdeiica VLAN = HacTpOMKKN pexnma rnobanbHOro KOHPUrypmpoBaHus.
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Tabnumua 270 — ®opmat none onunmn 82

lMone

Mepedaeaemas uHghopmayus

Circuit ID

Mms xocTa ycTpoiicTea.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>
MocnepgHuit 6aiiT — HOMep NOPTa, K KOTOPOMY NOAK/IOYEHO YCTPOMCTBO, OTNPaBAA-

towee dhcp-3anpoc.

Remote agent ID

Enterprise number — 0089c1

MAC-aapec ycTponcTsa.

R

DOna ucnonbsoBaHua onuun 82 Ha YCTPOICTBE A0/1KHA ObiTb BKAOYeHA ¢yHKuua DHCP
relay areHTa (6e3 go6aBneHusn IP-agpeca Ha KAMeHTCKUit uHTepdeiic) uamn pyHkuma DHCP

Snooping (npu ycnosum BKAoUeHUA KOMaHAb! ip dhcp information option).

LS

DAna KoppeKkTtHoU pabotbl pyHKumMmn DHCP Snooping Bce ucnonbayemoie DHCP-cepBepbi
BONKHbI 6bITb NOAKIOYEHDI K «A,0BEepPeHHbIM» NOPTamM KommyTtatopa. Ana pgobasneHus

nopTa B CNUCOK «40BEPEeHHbIX» ucnonb3lyerca KomaHaa IP dhcp snooping trust B pexxume
KoHdurypauum unHtepdeiica. Ana obecneueHna 6e30nacHOCTU BCe OCTajibHble NOPTbI
KOMMYTaTOpa A0/KHbI 6bITb «HeA0BepPeHHbIMMN Y.

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 271 — KomaHapl pexkruma rnobanbHom KoHbUrypauum

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

ip dhcp snooping

—/BbIK/IIOYEHO

no ip dhcp snooping

BkAtouMTL KOHTPOb NpoToKkona DHCP nytem BeseHuna Tabavubl
DHCP Snooping 1 oTNpaBKK KNMEHTCKUX LLMPOKOBELLATENIbHbIX
DHCP-3anpocoB Ha «40BepeHHbIe» MopThbl.

BbIKNOUNTBL KOHTPObL NpoTOKoAa DHCP.

ip dhcp snooping vlan
vlan_id

vlan_id:

no ip dhcp snooping vlan
vlan_id

(1..4094)/BbIKNIO4EHO

PaspewunTb KOHTPOAb NpoToKkona DHCP B npeaenax ykasaHHowM
VLAN.

3anpeTnTb KOHTPOb NpoToKoNa DHCP B npeaenax yKasaHHOM
VLAN.

ip dhcp snooping
information option
allowed-untrusted

No YMONYAHUIO NpUem
DHCP-nakeToB c onuuen

no ip dhcp snooping
information option
allowed-untrusted

82 OT «HEeHa[EeXHbIX»
nopToB 3anpeLueH

PaspewunTtb nprHMmatb DHCP-nakeTsl ¢ onupeit 82 ot
«HEeHaAEeKHbIX» NOPTOB.

3anpetutb npuHMMaTe DHCP-nakeTsbl c onumeit 82 ot
«HEeHaAEeKHbIX» NOPTOB.

ip dhcp snooping verify

no ymon4yaHuto

no ip dhcp snooping verify

BepubMKaLma BKAOYEHa

BkntoumTb Bepudpmkaumo MAC-agpeca kameHTa n MAC-agpeca
MUCTOYHMKA, npuHATOoro B DHCP-nakeTe Ha «Heg0BepPEHHbIX»
noprax.

Bbikntountb Bepuomrkaupo MAC-agpeca knmeHta u MAC-agpeca
MUCTOYHMKA, npuHATOoro B DHCP-nakeTe Ha «Heg0BEepPEHHbIX»
noprax.

ip dhcp snooping database

pe3epBHbIN dain He

no ip dhcp snooping
database

ncnosibsyeTca

PaspelunTb ncnonb3oBaHue pesepsHoro daiina (6asbl) KOHTpoONA
npoTtokona DHCP.

3anpeTuTb UCNoAb30BaHUE pe3epBHOro ¢aina (6asbl) KOHTPONA
npoTtokosa DHCP.

ip dhcp snooping port-
down action clear

—/BbIK/IIOYEHO

PaspewunTb o4ncTKy Tabanusl DHCP Snooping npy nageHuu
MHTepodeica.
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no ip dhcp snooping port-
down action

3anpeTuTb ounCTKY Tabamnubl DHCP Snooping npu nageHun
MHTepoeica.

ip dhcp information option

no ip dhcp information
option

—/BbIK/OYEHO

PaspewunTb ycTponcTey AobasneHue onuun 82 npu pabote
npoTtokona DHCP.

3anpeTuTb ycTpoicTBY AobasneHne onummn 82 npu paboTte
npoTtokona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..32)
CMMBOJI0B

YctaHoBUTb naeHTudmKaTop Access Node ID onuum 82.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHMUIO.

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information
option format-type
remote-id

remote_id: (1..128)
cumBonos/—

YcTaHOoBUTbL naeHTUdMKaTop Remote agentlD onumum 82.

YCTaHOBUTb 3Ha4YeHMe NO YMOHAHMUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

no ip dhcp information
option format-type option

format: (sp, sv, pv, spv,
bin,);
delimiter: (.,;#)/npo6en

HacTtpoutb popmat DHCP onumm 82.

dopmar:

- Sp — HOMep C/1I0Ta M NopPTa;

- SV — Homep cnoTa n VLAN;

- pv — Homep nopta u VLAN;

- Spv — Homep cnoTa, nopta n VLAN;

- bin — 6uHapHbI dopmat: VLAN, cioT, nopT;

- user-defined — ¢popmat onpegensertca nonb3osatenem. Mpu
onpeaeneHnn NCNonb3yoTca cneaytowme WabnoHbl:
%h: hostname;

%p: KOPOTKOE MMA MopTa, Hanpumep gil/0/1;

%P: LnvHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: Tn nopTa (3HayeHwue nons ifTable::ifType B
WwecTHaauaTepMyHOM B1Ae);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep KHUTA;

%S: HOMep CNoTa;

%n: HoMep nopTa (KaK Ha NML,EBOM NaHenw);

%i: ifiIndex nopta;

%v: naeHtnoukatop VLAN;

%C: MmaK-agpec kKnmeHTa B popmate H-H-H-H-H-H;
%a: IP agpec cuctemol B dopmate A.B.C.D;

%%: OAUHOYHbIV cMmBOA %.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

ip dhcp information option
suboption type {tr101 |
custom}

no ip dhcp information
option suboption type

—/tr101

YcTaHOBUTL popmart onumm 82.
- tr101 — ycraHaBauBaeT popmat onuum 82 cornacHo
CUHTaKCUCY, NPUHATOMY B pekomeHaaumax TR-101 8

COOTBETCTBMM C GOPMATOM, KOTOPbIN NpUBeaeH B Tabauue 272 —

dopmat nonert onuun 82 cornacHo pekomeHgaumsam TR-101;
- custom — ycTaHaB/MBaeT popmat onumm 82 B COOTBETCTBUM C
dopmaTom, KoTopblli NpuBeaeH B Tabauue 273.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOYAHMUIO.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

281



HELTEX

ip dhcp route {connected | PaspelwnTb yCTpOICTBY CO3AaBaTb 3anNuch B Tabauue
static} MapLupyTU3aumMm ¢ mackor /32 ana kaxagoro IP-agpeca
nony4yeHHoro knameHtom ot DHCP-cepsepa.
3anucu B Tabmue MapLpyTU3aLmMm aBTOMaTUYECKM YAanatoTcs
npu UCTeYeHnn cpoka apeHabl IP-agpecos.
—connected — mapLUpyT cO3AaeTCA KaK NOAK/IIOYEHHbIN;
— static — mapLupyT co3faeTca KaK cTaTU4ecKui.
| ®YHKUMA paboTaeT To/NbKO Npu BKAOYEHHbIX DHCP
Snooping u DHCP Relay.

no ip dhcp route 3anpeTuTb YCTPOMCTBY CO34aBaTb 3anuck B Tabauye
MapLwpyTmMsaunm ana Kaxkgoro IP-agpeca nonyyeHHoro ot DHCP-
cepsepa.

Tabnuua 272 — ®opmat noneit onumm 82 cornacHo pekomeHgaumam TR-101

Mone lepedasaemas uHgpopmayusa

Mmn xocTa ycTpolicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnegHuit 6aiT — HOMEp NOPTa, K KOTOPOMY MOAK/NHOYEHO YCTPOWUCTBO, OTNPABAAIO-
wee 3anpoc DHCP.

Circuit ID

Enterprise number — 0089c1

R t tID o
emote agen MAC-agpec ycTponucTsa.

Tabanua 273 — ®opmat noneit onumym 82 pexknuma custom

Mone lepedasaemas uHgpopmayusa

OnvHa (1 6ainT)

Tun Circuit ID

OnvHa (1 6aunT)

VLAN (2 6aiiTa)

Homep moaynsa (1 6aiT)
Homep nopTa (1 6aiiT)

Circuit ID

Onnna (1 6aiiT)

Tun Remote ID (1 6aiiT)
OnvHa (1 6ainT)
MAC-agpec KommyTatopa

Remote agent ID

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrinel nopmos

Bupa 3anpoca KoMaHAHOW CTPOKK B pexkmme KoHpurypaummn nutepdeica Ethernet, nntepdeitca rpynnoi
NopTOB:

console (config-if) #

Tabnnua 274 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl uHtepdelicos

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
ip dhcp snooping BKkntounTb KOHTPOAb NpoTokona DHCP B npeaenax
MHTepodeica.
no ip dhcp snooping BbIKNtOUMTb KOHTPOb NpoTOKoa DHCP B npeaenax
MHTepodeica.
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ip dhcp snooping trust

no ip dhcp snooping trust

MO YMONHYAHUIO
MHTepdeiic He ABNAeTCA
[OBepeHHbIM

[06aBuTb MHTEPdEIC B CMNCOK «A0BEPEHHbBIXY» MPU
MCNOb30BaHMM KOHTpOAs NpoTokona DHCP. DHCP-Tpaduk
«4,0BEPEHHOrO» UHTEpdelica cunTaeTca 6e30nacHbIM U He
KOHTpOAUpYyeTCA.

Ypanutb nHTepdenc us cnmcka «4,0BepeHHbIX» Npu
MCNONb30BAaHNKN KOHTPOANA NpoTokona DHCP.

ip dhcp snooping limit rate
rate

no ip dhcp snooping limit rate

rate: (1..2048)
pps/BbIKNOYEHO

YCTaHOBWTb OrpaHUYeHne AN JAHHOO NopTa Ha KOIMYECTBO
npuHumaembix DHCP-nakeToB B CEKyHAY.

CHATb OrpaHMYeHne Ha Kom4yecTso npuHumaemolix DHCP-
MaKeToB B CEKYHAY.

ip dhcp snooping limit clients
value

no ip dhcp snooping limit cli-
ents

value: (1..2048)/He 3apaH

YCcTaHOBUTbL NpefenbHOe KONMYEeCTBO MOAKNOYEHHbIX
KNNEHTOB.

YCTaHOBWTb 3HaYeHMe NO YMOYAHWUIO.

ip dhcp information option
[global]

PaspewunTb ycTpoiicTy AobasBneHue onunm 82 Ha
MHTepdelice npu paboTe npoTokona DHCP.
- global — po6asneHne onuun 82 onpegensaerca

—/global HacTpoiikamm Ha uHTepdeiice VLAN.
no ip dhcp information option 3anpeTuTtb yCTpoiicTBy AobaBneHne onuun 82 aAna AaHHOIo
nHTepoerica npu pabote npotokona DHCP.
ip dhcp information option YcTaHOBUTbL naeHTUdMKaTop access-node_id onumun 82 Ha
;c;rdn;a;type access-node-id node_id: (1.32) UHTepodeiice.
— - - - cMmBoN0B/—
no ip dhcp information option YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
format-type access-node-id
ip dhcp information option YcraHoBuTb cneumnonyHblin Circuit-id Ha nHTepdelice.
format-type circuit-id cir- .
circuit_id:

cuit_id

no ip dhcp information option
format-type circuit-id

(1..63) cumsonos/—

YCTaHOBUTb 3HAYE€HME MO YMOYAHUIO.

ip dhcp information option
format-type remote-id re-
mote_id

no ip dhcp information option
format-type remote-id

remote_id:
(1..63) cumsonos/—

YcTaHoBUTb cnieununyHbii Remote-id Ha HTepdelice.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

no ip dhcp information option
format-type option

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npoben

HactpouTtb dopmat DHCP-onuumn 82 Ha nHtepdeiice.
dopmar:

- Sp — HOMep C/10Ta M NopTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopta u VLAN;

- Spv — HoMmep cnoTa, nopta u VLAN;

- bin — 6uHapHbIV popmaT: VLAN, cnot, nopr;

- user-defined — dopmat onpeaensercs nonb3osaTenem.
Mpw onpeaeneHnMmn NcnoNb3yoTca cneaytowme WabnoHbl:
%h: hostname;

%p: KOPOTKOE MMA NopTa, Hanpumep gil/0/1;

%P: AAHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMN nopTa (3HaveHue nonsa ifTable::ifType B
LWecTHaALATEPUYHOM BUAE);

%m: MAC-agpec nopta B popmate H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;
%U: HOMep OHNUTa;

%S: Homep CNoTa;

%n: Homep nopTa (KaK Ha MLeBow NaHenu);

%i: ifindex nopTa;

%V: uaeHtTnduratop VLAN;

%c: MAC-agpec knneHnTa B popmate H-H-H-H-H-H;

%a: IP-appec cuctembl 8 popmate A.B.C.D.

YCTaHOBWTb 3HaYeHMeE N0 YMOHYAHWIO.
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ip dhcp information option
suboption-type {global | tr101
| custom}

—/global

no ip dhcp information option
suboption-type

HactpouTtb popmat onumm 82 Ha nHTepodeiice.

- global — dopmaT onumm onpegensertca HacTpoMKamm
onumu Ha uHTepdelice VLAN;

- tr101 — ycraHaBnuBaet popmat onuum 82 cornacHo
CUHTAKCUCY, NPUHATOMY B pekomeHgaumax TR-101 8
COOTBETCTBUM C GOPMATOM, KOTOPLIN NpuBeaeH B Tabaunue
272;

- custom — ycTaHassMBaeT Gopmat onumm 82 B
COOTBETCTBUM C GOPMATOM, KOTOPbIN NpuBeaeH B Tabaumue
273.

YCTaHOBWTb 3HaYeHMe N0 YMOJHAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

BuA 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KoHPUrypuposaHma nHtepoeica VLAN:

console (config-if) #

Tabnunua 275 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica VLAN

option format-type ac-
cess-node-id

KomaHoa 3HayeHue/3HavyeHue no Aeiicmeue
YyMOAYAHUIO
ip dhcp information op- Pa3spewunTb ycTpolicTy AobaBneHne onunm 82 Ha MHTepdeice
tion [global] npu pabote npotokona DHCP.
- global — no6asnexne onuun 82 onpegensaerca
—/global rno6anbHbIMM HaCTPOKamu.
no ip dhcp information 3anpetuTtb ycTpolicTBy gobasneHune onumm 82 ans AaHHOro
option VLAN npwu paboTe npoTtokona DHCP.
ip dhcp information op- YcTaHOBUTL MaeHTUdMKaTop access-node_id onumu 82 gns
tion format-type access- AaHHoro VLAN.
node-id node_id node_id: (1..32)
no ip dhcp information CMMBO/IOB/— YCTaHOBWTb 3HAaYEHNE NO YMONYAHUIO.

ip dhcp information op-
tion format-type remote-
id remote_id: (1..32)
no ip dhcp information cMmBosI0B/—
option format-type re-
mote-id

YcTaHOBUTL naeHTudMKaTop remote_id onunn 82 ana
paHHoro VLAN.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

HacTtpoutb popmat DHCP-onumm 82 ana gaHHoro VLAN.
dopmar:

- Sp — HOMep C/I0Ta U NopTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopta u VLAN;

- Spv — HOmep cnoTa, nopta u VLAN;

- bin — 6uHapHbI dopmat: VLAN, cnot, nopr;

- user-defined — dopmat onpepenserca nonb3osatenem. Mpu
onpegeneHum NCnonb3yoTca cneaytolme WabnoHbl:

%h: hostname;

%p: KOPOTKOE MMA NopTa, Hanpumep gil/0/1;

%P: AAHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMN nopTa (3HaveHue nonsa ifTable::ifType B
LWecTHaALaTEPUYHOM BUAE);

%m: maKk-agpec nopta B popmaTte H-H-H-H-H-H-H;

%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep OHUTA;

%S: HOmep CNoTa;

284

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

no ip dhcp information
option format-type op-
tion

%n: HoMmep NopTa (KaK Ha MLEeBoW NaHenn);

%i: ifindex nopra;

%v: ngeHtndukaTtop VLAN;

%C: maK-agpec knmeHTa B popmate H-H-H-H-H-H;
%a: |IP appec cuctembl B popmate A.B.C.D.

YCTaHOBWTb 3HaYeHMEe N0 YMONYAHWUIO.

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

—/global

HacTtpoutb popmat onumm 82 ans gaHHoro VLAN.

- global — dopmat onuum onpegensetca rnobanbHbIMU
HacTporikamu;

-trl01 — ycraHaBamBaeT popmaT onumm 82 cornacHo
CUHTaAKCUCY, NPUHATOMY B pekomeHaauuax TR-101 B8
COOTBETCTBUM C GOPMATOM, KOTOPbIN NpUBeAEH B Tabaunue
272;

- custom — ycTaHaBivBaeT popmat onumm 82 B COOTBETCTBUM
c popmaTtom, KOTOpbIN NpuBeaeH B Tabanue 273.

YCTaHOBUTb 3HAYeHMe No YMO/THaHUIO.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnuua 276 — Komanapl pexknuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip dhcp snooping binding
mac_address vlan_id
ip_address {gigabitethernet
gi_port |
tengigabitethernet

te_port |
fortygigabitethernet
fo_port | port-channel
group} expiry {seconds |
infinite}

no ip dhcp snooping
binding mac_address
vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
seconds:
(10..4294967295) ¢

[o6asunTb B paitn (6asy) KoHTpona npotokosa DHCP
cootsetcTBne MAC-agpeca kaneHta rpynne VLAN u IP-agpecy
ONA yKasaHHoro nHtepdelica.

[aHHas 3anucb byaeT fencTeuTeIbHA B TEHEHME YKA3aHHOTO B
KOMaHZAE BPEMEHMW ¥KU3HM 3aMnUCK, eCIU KIMEHT He OTNPaBUT
3anpoc Ha DHCP-cepBep Ha obHoBeHWe. Tallmep obHyAAeTCA
B C/ly4ae NoJlyYeHuna OT KAMeHTa 3anpoca Ha obHoBneHMe
(komaHAa [OCTYNHA TONBKO A4/18 MPUBUAETMPOBAHHOTO
nosb3oBaTens).

- seconds — BpeMsa XWU3HU 3anucy;

- infinity — Bpems }K13HU 3anncK He orpaHMYeHo.

Ypanutb 13 daiina (6asbl) KOHTpoNA npoTtokosa DHCP
cootBeTcTBMe MAC-agpeca KaveHTa 1 rpynnbl VLAN.

clear ip dhcp snooping
database {mac-address
mac_address} {vlan vlan}
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);
vlan: (1..4094)

Ounctutb dain (6asy) KoHTpona npotokona DHCP nau
oTAenbHyto 3anuck B daine(base) koHTpons DHCP.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 277 — KomaHabl pexkmma EXEC

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no yMoa4YaHUuto
show ip dhcp information _ MokasaTb MHbOopMaL Mo 06 UCNoNb30BaHMK oNLMK 82
option npoTtokona DHCP.
show ip dhcp snooping MoKa3aTb KOHOUTYpaLMio GYHKLMM KOHTPOIA NPOTOKONA
petetbent st sy | O
. gogrt I te_port: (1..8/0/1..24);
P . fo_port: (1..8/0/1..4);
fortygigabitethernet roup: (1..48)
fo_port | port-channel group:{L..
group]
show ip dhcp snooping MokasaTb cooTBeTCTBUA U3 dalina (6a3bl) KOHTPOASA NPOTOKONA
binding [mac-address DHCP.
mac_address] [|p-addre§s gi_port: (1..8/0/1..48);
ip_address ] [vlan vian_id] ) ]
[gigabitethernet gi_port | te_port: (1..8/0/1..24);
.. — fo_port: (1..8/0/1..4);
tengigabitethernet
te port | group: (1..48);
— | id: (1..4094
fortygigabitethernet vian_id: (1..4034)
fo_port | port-channel
group]

[pumepbl 8bIN0AHEHUS KOMAHO

= Paspewuntb ncnonozosaHne DHCP onuun 82 8 10 VLAN:

console# configure

console (config) # ip dhcp snooping

console (config) # ip dhcp snooping vlan 10

console (config) # ip dhcp information option
console (config) # interface gigabitethernet 1,/0/24
console (config) # ip dhcp snooping trust

= [loKasaTb BCE COOTBETCTBUA U3 TabanLbl KOHTPONA NpoTokona DHCP:

console# show ip dhcp snooping binding

5.28.5 3awuma IP-adpeca knueuma (IP source Guard)

®yHKuMA 3awmThl IP-agpeca (IP Source Guard) npeaHasHayeHa ana GuabTpaumm TpaduKa, NMPUHATOrO
¢ uHTepdelica, Ha ocHoBaHWM Tabanubl cootseTcTBMN DHCP Snooping 1 ctatuyeckmx cooTBeTcTBuit IP Source
Guard. Takum obpasom, IP Source Guard no3sosseT 6opoTbca ¢ noameHol IP-agpecoB B NakeTax.

V MocKkonbky PyHKUUA KOHTponAa 3awmTtbl IP-apgpeca ucnonbayet Tabaunubl COOTBETCTBUIA
DHCP Snooping, MmeeT CMbICA MUCMNONb30BaTb AaHHYIO YHKLUUIO, NpeaBapuUTesibHO
HacTpous u Bkatouns DHCP Snooping.

V' dyHKumio 3awmTbl IP-agpeca (IP Source Guard) Heo6xoaAMMO BKIIOUUTb rN06aNbHO U ANA

uHTepdeiica.

dyHKuymoHan IP Source Guard He oTcnexxkuaet cmeHy MAC-agpeca KaneHTom. OTCneXu-
BaHMe NpomucxoauT TonbKo Aana ceasku IP-VLAN-Port.

.‘
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KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:
console (config) #

Tabnunua 278 — KomaHab! pexuma rnobanbHom KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

ip source-guard

no ip source-guard

—/BbIKAOYEHO

BrkntounTb PyHKLUMIO 3awwmThl IP-aapeca kaneHTa ana scero
KomMmyTaTopa.

BbIkNt0UNTb GYHKUMIO 3aWmThl IP-agpeca KaMeHTa A Bcero
KOMMmyTaTopa.

ip source-guard binding
mac_address vlan_id ip_ad-
dress {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no ip source-guard binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

Co34aTb CTaTUYECKYIO 3anNuUch B TabanLLe COOTBETCTBUA MEXKAY
IP-agpecom knueHTa, ero MAC-agpecom u rpynnoit VLAN gna
YKa3aHHOro B KOMaHAe nHtepdeica.

YaanuTb CTaTUYECKYIO 3anuchb B TaGnmu,e COOTBETCTBMUA.

ip source-guard tcam re-
tries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60 cek

3a4aTb YacTOTy 06paLLEHUA YCTPOMCTBA K BHYTPEHHUM
pecypcam c Lenibio 3aMmMcu B NaMATb HEAKTUBHbIX 3aLUMLLEHHbIX
IP-appecos.

- never — 3anpeLaeT 3anMcb B NaMATb HEAKTUBHbIX
3awmuLeHHbIX IP-agpecos.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

KomaHOb1 pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaummu nHtepdeica Ethernet, Htepdeiica rpynnbi
NopTOB:

console (config-if) #

Tabnnua 279 — KomaHgb! pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnbl nHtepdelicos

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYaHUIO

KomaHda

BKkntoumTb PYHKLMIO 3almThl IP-aapeca KnneHTa gns
HacTpanBaemoro nHTepdeiica.

- vlan — onuuoHanbHO ANA oTAENbHbBIX vian.
BbIkntounTb GyHKUMIO 3aWwmThl IP-agpeca KAveHTa ana
HacTpanBaemoro nHTepdeiica.

ip source-guard [vlan
{vlan-id}]
— /BbIK/OYEHO

no ip source-guard [vlan
{vlan-id}]

KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexxunma Privileged EXEC:

console#

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 287



HELTEX

Tabnnuya 280 — KomaHab! pexunma Privileged EXEC

3HayeHue/3HayeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

ip source-guard tcam locate Bpy4Hyto 3anycTUTb Npouecc obpalleHnsa ycTponcTea K

3alMLEHHDbIX IP-aapecoB. KomaHaa f0CTynHa TONbKO A4S
NPUBUIErMPOBAHHOIO NOJIb30BaTENS.

BHYTPEHHUM pecypcam C Lenbko 3annuch B NamMATb HEAKTUBHbIX

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 281 — KomaHgb! pexkmuma EXEC

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
o ymMoa4YaHuto

show ip source-guard con- OTO06pa3nTb HaCTPOMKY PYHKLMM 3almTbl IP-agpeca Ha
figuration [gigabitethernet gi_port: (1..8/0/1..48); 3aAaHHOM, B0 Ha Bcex MHTepdencax yCTponcTea.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)
channel group]
show ip source-guard sta- OT06pasunTb cTatyc GyHKUMM 3awwmnThbl IP-agpeca ana

tus [mac-address mac_ad-
dress] [ip-address ip_ad-
dress ] [vlan vian_id] [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

yKasaHHoro nHTepdeiica, IP-agpeca, MAC-agpeca nnm

gi_port: (1..8/0/1..48); rpynmbl VLAN.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

show ip source-guard inac- OTob6pa3nTb HeakTUBHbIe IP-agpeca oTnpasuTens.
tive

[pumepbl 8bIN0AHEHUS KOMAHO

= [lokasaTb HACTPOMKY GYHKUMM 3aWwmThl IP-agpeca gna sBcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State

te0/4 Enabled

te0/21 Enabled

te0/22 Enabled

= BkAounUTb GpYHKUMIO 3almTbl IP-agpeca ana duabTpaumm TpaduKa Ha OCHOBaHWUM Tabauubl COOTBET-

cteuit DHCP Snooping n ctaTuyeckmx cootseTcTBuit IP Source Guard. Co3gaTtb CTaTUYECKYHO 3anuchb B
Tabnnue cootBeTcTBMA ana uHTepdelica Ethernet 12: IP-agpec KnveHTa — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdelic B 3-i1 rpynne VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip source-guard

console (confiqg)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
tengigabitethernet 1/0/12
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5.28.6 KoHmponb npomokona ARP (ARP Inspection)

®yHKUMA KOHTpona npoTokosia ARP (ARP Inspection) npegHasHauyeHa AN 3aWwmTbl OT aTak C

ucnonb3oBaHnem npotokona ARP (Hanpumep, ARP-spoofing —

nepexsat ARP-tTpaduka).

KoHTponb

npoTtoKosa ARP ocyliecTBaseTca Ha OCHoBe CTaTU4eckux cootsetcTeuit IP- 1 MAC-agpecoB, 3aaHHbIX A8

rpynnbl VLAN.

’ ‘ MNopT, cCKOHGUrypupoBaHHbLIA «HegoBepeHHbIM» ana ¢yHKuun ARP Inspection, gonkeH
badk TaK}Ke bbITb «HegoBepeHHbIM» ana ¢pyHKumuu DHCP Snooping nau coorsercteune MAC-ag-
peca u IP-agpeca gna 3Toro nopra A0/MXKHO 6biTb CKOHGUrypUpoBaHO cTaTuueckn. MHaue

OAHHbIN NOPT He ByaeT oTBeuaTb Ha 3anpocbl ARP.

%

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

Ona HeHagEXXHbIX NOPTOB BbINOJ/IHAKOTCA NpoBepKu coorsetcTeui IP- u MAC-agpecos.

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabanua 282 — KomaHgb! pexknuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
no ymon4aHuio

KomaHda

Aeiicmeue

ip arp inspection
no ymonyaHuio GyHKUMA
BbIK/IlOYEHa

no ip arp inspection

BKHOUNTB KOHTPO/Ib NpoToKona ARP (byHKumto ARP
Inspection).

BbIK/IIOUNTL KOHTPOAb NpoTokona ARP (dyHKumio ARP
Inspection).

ip arp inspection vlan

vian_id vlan_id: (1..4094);

Mo YMOAYaHUIO GYHKLMA
BbIK/IIOYEHA

no ip arp inspection vlan
vlan_id

PaspewunTb NpoBepKy npoTokona ARP, ocHOBaHHyt0 Ha 6ase
cooTBetcTBuit DHCP Snooping, B BbibpaHHoM rpynne VLAN.

3anpeTuTb NpoBepKy NpoToKkona ARP, ocHOBaHHYyO Ha 6ase
cooTsetcTeuit DHCP Snooping, B BbibpaHHo rpynne VLAN.

ip arp inspection validate

no ip arp inspection vali-

MpepocTaBuTb cneuuduyHble NPOBEPKU ANA KOHTPOAA
npoTtokona ARP.

MAC-agpec uctodHuka: Jna ARP-3anpocos 1 oTeeTos
nposepsaetca cootseTcTBne MAC-agpeca B 3aronoske Ethernet
MAC-agpecy NCTOYHUKA B COA4EPKMMOM NPoTOKoAa ARP.
MAC-agpec HasHauyeHusa: [lna ARP-oTBeTOB NpoBepsaeTca
cootBeTtcTee MAC-agpeca B 3aronoske Ethernet MAC-agpecy
Ha3HayeHuA B cogepKMmom npoTtokona ARP.

IP-appec: Nposepaetca cogepkumoe ARP-nakeTta Ha Hannuyme
HeKoppeKTHbIX IP-agpecos.

3anpeTuTb cneumduyHble NPOBEPKMU A8 KOHTPOIA NPOTOKOA

" " — name: (1..32) cumBona
no ip arp inspection list

create name

date ARP.
ip arp inspection list create 1. Co3path CNMUCOK cTaTuyeckmux ARP-cooTBeTCTBUIA.
name 2. Boitu B pexkum KoHdurypaummn ARP-cnmckos.

YaanuTb cCNUCOK cTaTuyecknx ARP-cOOTBETCTBUIA.

ip arp inspection list assign
vlan_id

no ip arp inspection list as-
sign vian_id

vlan_id: (1..4094)

HasHaunTb cnucok ctatuyecknx ARP-cooTBeTCTBUI aNsi
yKaszaHHou VLAN.

OTMEHUTb Ha3HaYeHMe CNUcKa cTaTuyecknx ARP-cooTseTcTeMiA
ONs yKasaHHon VLAN.
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ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection log-
ging interval

seconds: (0..86400)/5 cek

3aaTb MMHUMANbHbIV UHTEPBAN MEXAY COObLLIEeHUAMM,
cofeprKalmmm nHoopmauuto NnpoTokoia ARP,
nepeAaBaemMbIMM B KypHa.

- 3HayeHue 0 yKasblBaeT Ha TO, YTo cooblueHua byayT
reHepupoBaTbCA HE3aMeA/IUTENbHO;

- infinite — He reHepupoBaTb COOBLLEHWI B }KypHa.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaumnmn nHtepdeica Ethernet, Htepdeiica rpynnbi

nopTOoB:

console (config-if)#

Tabnnua 283 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl nHTepdelicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo YMONYaHUIO
uHTEpdelic He ABnAeTca
[OBEepPeHHbIM

[06aBuTb UHTEPDENC B CNUCOK «A0BEPEHHBIX» NPU
MCNONb30BaHUN KOHTPOAA NpoTokona ARP. ARP-Tpaduk
«0BEPEHHOTO» UHTepdelica cunTaeTca 6e30nacHbIM U He
KOHTpPO/IMpYeTCA.

Ypanute nHTepdenc n3 cnmcka «40BEePEHHbIX» Npu
MCNO/b30BaHUM KOHTpOAA npoTokona ARP.

ip arp inspection limit rate
rate

no ip arp inspection trust
limit rate

rate:(0..2048)/0 pps

HacTpouTb orpaHuyeHme CKOPOCTY pa3peLleHHbIX arp-nakeTos
B pps.

Yaanutb orpaHnyeHune CKOPOCTU ONA pa3peLlleHHbIX arp-
nakeTos.

KomaHOs1 pexcuma KoHguaypauuu ARP-criuckos

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm ARP-cnmnckos:

console# configure

console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 284 — KomaHabl pexkuma KoHpurypauum ARP-cnuckos

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-ad-
dress mac_address

[o6asunTb cTaTnyeckoe cootsetcTaue IP- 1 MAC-agpecos.

Ypanutb ctatuyeckoe cootsetcrane IP- u MAC-agpecos.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#
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Tabnuua 285 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
show ip arp inspection [gi- MokasaTb KoH$Urypaumio GyHKLMN KOHTPOAA NpoToKkona ARP
gabitethernet gi_port | gi_port: (1..8/0/1..48); Inspection Ha BbIbpaHHOM MHTepdeiice/Bcex nHTepdeiicax.
tengigabitethernet te_port: (1..8/0/1..24);
te_port | fortygigabitether- fo_port: (1..8/0/1..4);
net fo_port | port-channel group: (1..48)
group]
show ip arp inspection list MoKas3aTb CNUCKM CTaTUYECKUX cooTBeTcTBUI IP- 1 MAC-
— afpecoB (KOMaHAa AOCTYMHA TO/IbKO A1A NPUBUIETMPOBAHHOIO
nosb3osaTens).
show ip arp inspection sta- MoKasaTb CTaTUCTUKY A/1A CNeAyoWMUX TUNOB NAKeTOB, KOTOpble
tistics [vlan vian_id] 6111 06paboTaHbl Npu NomoLm GyHKLMM ARP:
vlan_id: (1..4094) - nepegaHHble nakeTol (forwarded);
- noTepsAHHbIe NakeTbl (dropped);
- owmnbKM B IP/MAC (IP/MAC Failures).
Qeériparpinspesﬁonsta- vian_id: (1..4094) OYUCTUTL CTaTUCTUKY KOHTPOAA NpoToKoa ARP Inspection.
tistics [vlan vian_id]

[pumepbl 8bINOAHEHUS KOMAHO

= BK/OYNUTb KOHTPOJIb NpoToKosa ARP 1 f06aBuUTb B CNMCOK spisok cTaTuyeckoe cooTtseTcTme: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. Ha3HauuTb cnucok spisok ctatnuyeckux ARP-
cootBeTcTBMI Aana VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list) # exit

console (config) # ip arp inspection list assign 11 spisok

= [lokasaTb CMUCKU CTaTMYECKMX cooTBeTcTBUI IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.28.7 ®dyHkyuoHan First Hop Security

MakeT ¢dyHKUMIA First Hop Security BkntoyaeT B ceba aHanusatop DHCPv6-nakeTos, IPv6 Source Guard, ND
Inspection n RA Guard. [laHHbIi Habop GyHKLMIA NpeaHa3HavyeH ans obecnevyeHus KOHTpona u dpunbTpauum IPv6
TpaduKa B ceTu.

AHanunsaTtop DHCPv6 naketoB nossonsieT 4obaBnATb coceaeit B Tabaunuy npmsasok IPv6 binding table npu
nony4yeHuun agpeca no DHCP, a TakKe no3sonneT 6opoTbea ¢ HegosepeHHbIMU DHCPV6 cepeepamu.

IPv6 Source Guard no3BonseT yCTPONCTBY OTKAOHATb TPAadUK, ECM OH UCXOAUT OT afpeca, KOTOPbI He co-
xpaHeH B IPv6 binding table. Tabnnua npuesasok coceaelt IPv6 binding table, noakntoueHHbIX K YCTPOMCTBY, CO-
3[,aeTcA M3 TaKUX UCTOYHMKOB MHPOPMALLMKM, KaK OTCNEKMBaAHME MO NPOTOKONY 0bHapyxKeHua coceaeit (NDP).

C nomouipto pyHKUmMmM ND Inspection kommyTaTop nposepsaeT coobuieHusa NS (Neighbor Solicitation) n NA
(Neighbor Advertisement) u coxpaHsaeT ux B IPv6 binding table. Ha ocHoBaHMM Tabanubl KOMmyTaTOp OTOBpPaChI-
BaeT Ntobble noggensHble coobweHna NS / NA.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 291



HELTEX

®dyHKumoHan RA Guard no3sonsaet 610KMPOBATb MAN OTKIOHATb HEXKeNnaTelbHble UM NOCTOPOHHME CO06-
ueHua Router Advertisement (RA), nocTynarolme Ha KOMMYTaTOp OT MapLUpyTU3aTopa.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnunua 286 — KomaHab! pexuma rnobanbHoMn KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 neighbor binding
policy policy_name

no ipv6 neighbor binding
policy policy_name

policy_name: (1..32) cumBona

Co3gaTb NOAUTUKY NpUBA3KK coceelt (neighbor binding)
1 NepenTn B peXkMm eé KOHOUTYpMpoBaHUA.

Y4anuTb NONUTUKY NPUBA3KK coceaeit.

ipv6 first hop security
logging packet drop

no ipvé6 first hop security
logging packet drop

— /BbIKOYEHO

AKTMBMPOBATL IOTMPOBaHME ApOna NAaKeToB Npu
HECOOTBETCTBMU NOAUTUKAM Be3onacHoCTU Y6 RA
Guard, ND Inspection, DHCPv6 Guard u IPv6 Source
Guard.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ipv6 neighbor binding ad-
dress-config {stateless |
any | dhcp}

no ipv6 neighbor binding
address-config

— /BbIK/OYEHO

BkntounTb fobaBneHne 3anuceit B Tabanuy npuBaAsKm
cocefieil Ha OCHOBaHWMK:

- stateless —IPv6 RA-coobuieHunit;

- dhcp — naketa DHCPv6 Reply. Mpu atom Bee Link-local
IPv6-aapeca BHOCATCA B Tabauuy NpuBA3KK cocenen no
YMOYaHUIO B pe3ynbTaTe aHanusa ICMPv6-nakeTos;

- any — nobaBnAaTb Bce agpeca.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHWUIO.

ipv6 neighbor binding
address-prefix {vlan |
X:X:X:X::X/<0-128>}

no ipv6 neighbor binding
address-prefix {vlan |
X:X:X:X::X/<0-128>}

[Jo6aBuTb cTaTUYeCKyto 3anuch ¢ npeduKkcom B Tabaunuy
Neighbor Prefix Table.
- vlan — npwuBAa3aTtb 3anucb K onpeaeneHHomy VLAN.

YAanuTb cTaTUYECcKyIo 3anmnchb ¢ npedpuKkcom ns Tabanubl
Neighbor Prefix Table.

ipv6 neighbor binding
address-prefix-validation

no ipv6 neighbor binding
address-prefix-validation

— /BbIK/OYEHO

BK/OYUTBL NPOBEPKY aApecoB B TabanLe NPUBA3KK
coceaen.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

ipv6 neighbor binding
lifetime minutes

no ipv6 neighbor binding
lifetime

minutes: 1..60/5

YcTaHOBUTL Bpema XnU3Hu Ta6l'|MLl,bI NPUBA3KN COCEAEI\&
ANA 3aNUCn B MUHYTaX.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

ipv6 neighbor binding
logging

no ipv6 neighbor binding
logging

— /BbIK/OYEHO

BK/IlOUMTbL NOrMpOBaHNE OCHOBHbIX cobbITniA no
U3MEHEHUIO Ta6/WILI,bI NPUBA3KN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

ipv6 neighbor binding max-
entries {interface-limit |
vlan-limit | mac-limit} {limit
| disable}

limit: (0..65535)/BbIKktO4EHO

OnpeaennTb MakcMmaibHOe KOIMYeCTBO 3anucei B
Tabnunue NpuBAsKM cocesen.

- interface-limit — onpegennTte AMMUT ana nHTepodeiica;
- vlan-limit — onpegennts aumut VLAN;

- mac-limit — onpegennte "Mt MAC-agpecos;

- disable — pa3pewnTb MaKCUManbHOE KONNYECTBO
3anuceit. MakcMmanbHoe 3HauyeHue = 4294967294,
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no ipv6 neighbor binding
max-entries

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

ipv6 neighbor binding static
ipv6 {X:X:X:X::X} vlan vlan_id
interface interface mac mac-
address

no ipv6 neighbor binding
static ipv6 {X:X:X:X::X} vlan
vlan_id

[o6aBuTb cTaTMyecKkyto 3anuch 6e3 npedukca B Tabamuy
Neighbor Prefix Table.

- vlan — npusAsaTtb 3anucb K onpegeneHHomy VLAN;

- interface — npuBA3aTb 3anNucb K onpeaeneHHOMY
uHTepdelicy;

- mac — npusA3aTb 3anucb K onpeaeneHHomy MAC-
agpecy.

Y,qanmb CTaTUYECKYH 3aNUChb.

ipv6 source guard policy
policy_name

no ipv6 source guard pol-
icy policy_name

policy_name: (1..32) cumsona

Co3patb NoauTuKy Source Guard v nepenTn B pexxmm eé
KOHOUTYypUpOBaHHUSA.

YpanuTb nonnTuky Source Guard.

ipv6 dhcp guard policy
policy_name

no ipv6 dhcp guard policy
policy_name

policy_name: (1..32) cumBona

Co3gatb noantnky DHCP Guard v nepeintu B pexunm eé
KOHUIrypupoBaHus.

Yaanutb nonutnky DHCP Guard.

ipv6 dhcp guard preference
{minimum minimum_value |
maximum maximum_value}

ipv6 dhcp guard
preference

minimum_value;maximum_value:
(0..255)/BbIKNIOUEHO

YCTaHOBUTb MaKCUMa/IbHbI U MUHUMabHbIN npegensl
npeanoyteHns ana DHCPv6 cepsepa.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

ipv6 nd inspection policy
policy_name

no ipv6 nd inspection
policy policy_name

policy_name: (1..32) cumBona

Cozgatb noantuky ND Inspection 1 nepeinTn B pexnum eé
KOHUrypupoBaHus.

Ypanutb nonntuky ND Inspection.

ipv6 nd inspection drop-
unsecure

no ipv6 nd inspection
drop-unsecure

— /BbIKAOYEHO

Bkaountb 0T6paCbIBaHMe NaKeToB C OTCYTCTBYHOWMMUN UIN
HegoNnyCTUMbIMKM NapamMeTpamn nan noanncobio.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

ipv6 nd inspection sec-level
minimum

no ipv6 nd inspection
sec-level minimum

minimum: (0..7)/Bbiknt04eHO

YCTaHOBUTb MMHMMa/IbHOE 3HAYeHME NapaMeTpa YPOBHS
6e30nacHOCTH, MPU UCNONb30BAHUN ONLMIA
KpunTtorpaduyecku creHepmpoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

ipv6 nd inspection validate
source-mac

no ipv6 nd inspection val-
idate source-mac

— /BbIKAOYEHO

BkntounTb nposepky MAC-agpeca naketa no ero link-layer
aapecy.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ipv6 nd raguard policy

no ipv6 nd raguard policy

policy_name: (1..32) cumBona

Co3pgatb nonntky ND RA Guard u nepeiitn B pexkum eé
KOHUIrypupoBaHus.

Ypanute nonantuky ND RA Guard.

ipv6 nd raguard hop-limit
{minimum minimum_value |
maximum maximum_value}

no ipv6 nd raguard hop-
limit

minimum_value;maximum_value:
(1..255)/BbIKNIOYEHO

YcTaHOBUTL Npeaensl 3HaveHua Cur Hop Limit 8 Router
Advertisement-coobLieHusx.

YCTaHOBUTb 3HAYeHUA Mo YMONYaHUIO.

ipv6 nd raguard managed-
config-flag {off | on}

no ipv6 nd raguard man-
aged-config-flag

— /BbIKAOYEHO

BkntounTb Nnposepky dnara "managed-config" B
coobuieHusax Router Advertisement.

- off — 3HaueHune dnara LONKHO 6bITH O;

- on — 3HayeHue dnara fOMKHO ObITb 1.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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ipv6 nd raguard other-
config-flag {off | on}

no ipv6 nd raguard other-
config-flag

— /BbIKOYEHO

BratounTtb nposepky dnara "other-config" B coobeHumsax
Router Advertisement.

- off — 3HaueHue dnara 4ONKHO 6bITh O;

- on — 3HavyeHue dnara JOMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

ipv6 nd raguard router-
preference minimum {low |
medium | high}

no ipv6 nd raguard
router-preference mini-
mum

— /BbIKOYEHO

YCTaHOBUTb MUHUMa/IbHOE 06bABAAEMOE 3HaUYeHne
Default Router Preference B Router Advertisement-
COOBLLEHUSAX.

- low — HU3Koe 3HaueHue;

- medium — cpegHee 3HayYeHuUE;

- high — BbicOKOE 3HaueHue.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ipv6 nd raguard router-
preference maximum {low |
medium | high}

no ipv6 nd raguard
router-preference maxi-
mum

— /BbIKNOYEHO

YCTaHOBUTb MaKCMMasibHOE 06bABAAEMOE 3HaYeHne
Default Router Preference 8 Router Advertisement-
CoO0bLIEeHUSAX.

- low — HU3KOEe 3HayeHMue;

- medium — cpegHee 3Ha4yeHue;

- high — Bbicokoe 3HaueHue.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusdasku cocedell

Bua 3anpoca KOMaHAHOM CTPOKU:

console (config-nbr-binding) #

Tabnnua 287 — KomaHgbl pexxuma NoAUTUKM NPUBA3KK cocesem

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

logging binding enable

logging binding disable

— /BbIK/OYEHO

BKAtounTb normposaHune gobasneHuns/yaanenus IPv6 8 Tabavuy
NPVBA3KK coceselt.

BbIKNOYMTL NorMpoBaHue gobasneHuns/yaanerus IPve B
Tabmuy NpuBA3KKM coceaent.

max-entries {interface-
limit | vlan-limit | mac-
limit} {/imit | disable}

no max-entries

limit:
(0..65535)/0TKNtO4EHO

OnpeaenvTb MaKCUManbHOE KONMYECTBO 3anuceit B Tabaunue
NpuBA3KK coceaeit.

- interface-limit — onpeaenuTte "MMUT ana nHTepdeiica,

- vlan-limit — onpegenutbe numuT VLAN,

- mac-limit — onpegenntb AmutT MAC-agpecos,

- disable — paspewnTb MaKcMManbHOE KONIMYECTBO 3anucei.
MaKcumanbHoe 3HaveHue = 4294967294.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

address-config {dhcp | any
| stateless}

no address-config

—/address-config

BKntounTb fobaBneHme 3anvcen B Tabanuy NpuBsA3KK cocesen
Ha OCHOBAHMUMU:

- dhcp — naketa DHCPv6 Reply. Mpwu aTom Bce Link-local IPv6-
afpeca BHOCATCA B Tab/mLy NpUBA3KK coceaent No yMONYaHUIo
B pe3ynbTaTe aHanm3a ICMPv6-nakeTos,

- any — no6aBnaTb BCe agpeca,

- stateless — Ha ocHoBe IPv6 RA coobLieHuit.

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

address-prefix-validation
{enable | disable}

no address-prefix-
validation

— /BbIKOYEHO

BkAlOUMTL NPOBEpKyY aapecos B TabauvLe NpuBA3KKU coceseit.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.
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device-role {perimeter |
internal}

no device-role

— /BbIKOYEHO

YKas3aTb po/ib YCTPOICTBA, MOAKIOUEHHOTO K MHTepdelicy.
- perimeter — yCcTPOMCTBO NepuMeTpa;
- internal — BHyTpeHHee yCcTPOMCTBO.

Y6paTb posib C YCTPOWCTBA, NOAK/IOUYEHHOTO K HTEpdENiCY.

KomaHObI pexcuma KoHguaypayuu nonumuku Source Guard

BuAa 3anpoca KoOMaHAHOM CTPOKM:

console (config-nbr-srcgrd) #

Tabnmua 288 — KomaHapl pexkmma ipvé Source Guard noanTuKkm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

trusted-port

no trusted-port

— /BbIK/IOYEHO

OnpenennTtb fOBEPEHHDBIN NOpT. [laHHAA NoOANTUKa
NPUMEHAETCA Ha NOPT, HAa KOTOPOM He A0/IKHA NPUMEHATLCA
noanTUKa Source Guard.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku DHCP Guard

BuAa 3anpoca KoOMaHAHOM CTPOKU:

console (config-dhcp-guard) #

Tabanua 289 — KomaHgb! pexuma ipvé DHCP Guard noavtukm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

device-role {client | server}

no device-role

— /BbIK/OYEHO

YKa3aTb poNb YCTPOMCTBA, MOAKIOYEHHOTO K MHTEpdENCy.
- server — yCTaHOBWTb POJib CepBepa;
- client — ycTaHOBUTb pPo/ib KAMEHTA.

Y6paTb posib C yCTPOMCTBA, NOAKNIOUYEHHOTO K MHTEpdENCy.

match reply {disable | prefix-
list prefix_list}

no match reply

prefix_list: (0..32)
CMMBO/1a/BbIKAOYEHO

BK/1104MTbL NPOBEPKY aHOHCHMPYEMbIX a4 PECOB, MONYYEHHbIX B
coobuieHnax DHCPv6.

- disable — oTkntounTL Nposepky no DHCPv6-coobuweHmam.
- prefix-list — npeduKc-macka, no Kotopoi byaer
OCYLLLECTBAATLCA NPOBEpPKaA.

YCTaHOBUTb 3HaYeHWe Mo YMOYaHUIO

match server address {disable
| prefix-list prefix_list}

no match server address

prefix_list: (0..32)
CMMBO13/BbIKNOYEHO

BKAIOUUTL NPOBEPKY afipeca UCTOUHMKA cepBepa.

- disable — oTkAlOUMTL NPOBEPKY aApeca UCTOUYHUKA cepBepa.

- prefix-list — npeduKc-macka, no Kotopoii byaer
OCYLLLECTBAATLCA NPOBEPKA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

preference minimum
{preference_value | disable}

no preference minimum

preference_value:
(0..255)/BbIKNtOYEHO

YCTaHOBUTb MUHUMANbHbIV Npeaen aHoHcupyembix DHCPV6-
cepBepom Onuui.
- disable — BbIKNHOYMTL NPOBEPKY ONUUIA.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

preference maximum
{preference_value | disable}

no preference maximum

preference_value:
(0..255)/BbIKNIOYEHO

YCTaHOBUTb MaKCMMasibHbIV Npeaen aHoHcupyembix DHCPv6-
cepBepom Onuumi.
- disable — BbIKNHOYNTL NPOBEPKY ONUUIA.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu noaumuku ND Inspection

BuAa 3anpoca KoMaHAHOM CTPOKM:

console (config-nd-inspection) #

Tabnmua 290 — KomaHabl pexuma ipve ND Inspection noantukm

KomaHda

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

device-role {host | router}

no device-role

—/BbIK/IOYEHO

YKaszaTb po/ib YCTPOMCTBA, MOAKIOUYEHHOTO K MHTEpdENCy.
- host — ycTtaHOBUTbL ponb XOCTa;
- router — ycTaHOBWUTb PONIb MapLUpyTMU3aTOpPa.

YCTaHOBUTb 3HaYeHMe no YMO4aHUIO.

drop-unsecure {enable
| disable}

no drop-unsecure

—/BbIK/IIOYEHO

Bkaountb OT6paCbIBaHVIe NaKeToB C OTCYTCTBYHOWMMUN NN
HeaAonyCTUMbIMUK NapameTpammn Uam noanncobio.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

sec-level minimum
{sec_level_minimum |
disable}

no sec-level minimum

sec_level_minimum:
(0..7)/BbIKNtOYEHO

YKa3biBaeT MMHMMaIbHOE 3HaYeHne napameTpa ypoBHsA
6€e30MacHOCTU NPU UCNONB30BaHUN OMNLMIA KpUnTorpaduyeckn
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

validate source-mac {enable |
disable}

no validate source-mac

—/BbIK/IIOYEHO

BkntoumTb npoBepKy MAC-agpeca naketa no ero link-layer
agpecy.

- enable — BKNOUYNTD;

- disable — BbIKNHOUUTD.

YCTaHOBWUTb 3HaAYeHMe no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku RA Guard

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-ra-guard) #

Tabnnua 291 — KomaHgb! pexxkuma ipvé RA Guard noanTmku

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

device-role {host | router}

no device-role

—/BbIK/IIOYEHO

YKasaTb po/b YCTPOMCTBA, NOAKNOUEHHOTO K UHTEPdENCY.
- host — ycTaHOBWTbL poAb XOCTa;
- router — yCTaHOBWUTb PO/b MapLUPyTMU3aTopa.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

hop-limit {minimum
value_limit | maximum
value_limit}

no hop-limit

value_limit:
(1..255)/BbIKNIOYEHO

YcTaHOBUTL Npeaensl 3HaveHuaA Cur Hop Limit B Router
Advertisement-coobuieHunax.

YCTaHOBUTb 3HaYEHMA MO YMONYAHUIO.

managed-config-flag {off |
on}

no managed-config-flag

—/BbIK/IOYEHO

BkntounTb nposepky dnara "managed-config" B cooblueHmaAx
Router Advertisement.

- off — 3HaueHune dnara JoNKHO HbITh O;

- on — 3HayeHwue dnara JOMKHO ObITb 1.

YCTaHOBUTb 3HaYeHuMe no YMOANYaHUIO.

match ra address {disable |
prefix-list prefix_list}

no match ra address

prefix_list:(1-
32)cmBONa/BbIKNOYEHO

BkntounTb NpoBepKy agpecos B Router Advertisement-
COO0bLLEeHUSAX.

- disable — oTKnOUMTL NPOBEPKY aapPeECOoB;

- prefix-list — npedukc-macka, no KoTopoii byzer
OCYLLECTBNATLCA NPOBEPKA.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.
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match ra prefixes {disable |
prefix-list prefix_list}

no match ra address

prefix_list:
(1-32)cumBona/BbikntoueHo

BkntounTb NpoBepKy npedukcos B Router Advertisement-
COO0bLIEHUSAX.

- disable — oTKntOuUMTL NpoOBEpPKY NPedUKCOoB;

- prefix-list — npedukc-macka, no koTopoi byaet
OCYLLECTBAATLCA NPOBEPKA.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHMUIO.

other-config-flag {off | on}

no other-config-flag

—/BbIK/OYEHO

BratounTtb npoBepky dnara "other-config" B coobeHmax
Router Advertisement.

- off — 3HaueHue dnara 4ONKHO 6bITh O;

- on — 3HayeHue dnara JOMKHO bbITb 1.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

router-preference minimum
{low | medium | high}

no router-preference min-
imum

—/BbIK/IOYEHO

YcTaHOBUTb MUHUMaNbHOE 06bABNAeMOoe 3HaveHue Default
Router Preference B Router Advertisement-coobLueHusx.

- low — HU3KOEe 3HauyeHue;

- medium — cpegHee 3Ha4YeHUE;

- high — BbicOKOe 3HaueHue.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

router-preference maximum
{low | medium | high}

no router-preference max-
imum

—/BbIK/IOYEHO

YcTaHOBUTb MaKcMManbHoe 06baBnsemoe 3HaveHue Default
Router Preference B Router Advertisement-coobLueHusx.

- low — HU3KOEe 3HauyeHue;

- medium — cpegHee 3HayeHue;

- high — BbicOKOE 3HaueHue.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku First Hop Security

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-ipv6-fhs) #

Tabnunua 292 — KomaHgbl pexuma ipvé First Hop Security nonntmnku

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

logging packet drop {enable |
disable}

no logging packet drop

—/BbIK/IIOYEHO

AKTUBMPOBATbL IOTMPOBaHME 4PONa NaKeToB Npu
HEeCoOoTBETCTBUM NoAnTMKam 6esonacHocTn cny»k6 RA Guard,
ND Inspection, DHCPv6 Guard u IPv6 Source Guard.

- enable — BKNOYMTL OrMpPOBaHKUE ApPONa NaKeToB Aan
OaHHOW NONUTUKMY;

- disable — oTKkOUMTL NOrMpOBaHMeE Apona NakeToB AN
[aHHOW NONUTUKM.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM pexxmnma KoHourypaumm nHtepdeica VLAN:

console (config-if) #

Tabnnua 293 — KomaHgb! pexkuma KoHdpurypaumm nntepoeiica VLAN

KomaHda

3HayeHue/3HayeHue no
yMOAYAHUIO

Aelicmeue

ipv6 first hop security

— /BbIKOYEHO

Bkntoumtb ICMPV6 1 DHCPV6 snooping Bo vlan.
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no ipv6 first hop security

Bbikntountb ICMPV6 n DHCPV6 snooping Bo vlan.

ipv6 first hop security attach-
policy policy_name

no ipv6 first hop security
attach-policy

policy_name:
(1..32)cumBona/BbIKkOYEHO

HOo6aBntb NnonnTuky First Hop Security Ha nHTepdeiic.

Ypanute nonntuky First Hop Security ¢ nHtepdeiica.

ipv6 neighbor binding

no ipv6 neighbor binding

— /BbIKAOYEHO

BKAOUMTL NPUBA3KY cocenent n aobasneHue 3anucei B
Tabnuuy.

BbIKNOUNTL NPUBA3KY cocenein u aobasneHune 3anucei B
Tabanuy.

ipv6 neighbor binding attach-
policy policy_name

no ipv6 neighbor binding
attach-policy

policy_name:
(1..32)cumBona/BbIKkOYEHO

[ob6asutb noantnky Neighbor Binding Ha nHtepdeiic.

Ypanute nonantuky Neighbor Binding c uHtepdeiica.

ipv6 source guard

no ipv6 source guard

— /BbIKOYEHO

BkntoumTb IPV6 Source Guard.

BbikntounTsb IPV6 Source Guard.

ipv6 dhcp guard

no ipv6 dhcp guard

—/BbIK/IOYEHO

BkatoumTtb DHCP Guard.

Bbikntountb DHCP Guard.

ipv6 dhcp guard attach-policy
policy_name

no ipv6 dhcp guard attach-
policy

policy_name:
(1..32)cumBona/BbikntoueHo

[o6asutb noantnky DHCP Guard Ha nHTepdeiic.

Ypanute nonantukn DHCP Guard ¢ nHtepdelica.

ipv6 nd inspection

no ipv6 nd inspection

—/BbIK/IOYEHO

Bkatountb IPv6 ND Inspection.

Bbikntountb IPv6 ND Inspection.

ipv6 nd inspection attach-
policy policy_name

no ipv6 nd inspection at-
tach-policy

policy_name:
(1..32)cumBona/BbIKkaOYEHO

[o6asutb noantnky ND Inspection Ha nHTepdelic.

Ypanute noantuky ND Inspection ¢ nHtepdeiica.

ipv6 nd raguard

no ipv6 nd raguard

—/BbIK/OYEHO

BkatoumTb IPv6 ND RA Guard.

Bbikntountb IPv6 ND RA Guard

ipv6 nd raguard attach-policy
policy_name

no ipv6 nd raguard attach-
policy

policy_name:
(1..32)cumBona/BbIkaOYEHO

[o6asutb noantnky ND RA Guard Ha uHTepodelic.

Ypanute nonntuky ND RA Guard c nHtepdeiica.

KomaHOob! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 294 — KomaHabl pexkuma EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

show ipv6 first hop security

OT06pasunTb HAaCTPOMKK PyHKUMIA IPV6 First Hop Security.

show ipv6 source guard

OTob6pa3unTb cocTosiHMe PpyHKuUuM IPV6 source guard.

show ipv6 neighbor binding
table

OT06pasnTb TabanLy NPUBA3OK cocenen.

show ipv6 dhcp guard —

OT06pasmnTb COCTOAHME M HACTPONKM yHKUMKM DHCP Guard.

show ipv6 nd inspection —

OT06pasunTb coCcTosHME M HAcTPONKKM dyHKUMKM ND Inspection.

show ipv6 nd raguard —

OTO6pa3nTb COCTOAHME M HAacTPOMKKU PpyHKUMM RA Guard.
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5.29 ®dyHkumu DHCP Relay-nocpegHuka

5.29.1 ®yHKyuu DHCP Relay dns IPv4

KommyTtatopbl noagep:kusatoT ¢pyHKunm DHCP Relay areHTta. 3agadeit DHCP Relay areHTa siBnsetcs
nepeaaya DHCP-naKkeToB OT KAMEeHTa K cepBepy n obpaTHO B cnydae, ecnn DHCP-cepBep HaxoamuTca B og4HOM
CeTH, a KNNEeHT B Apyroi. pyroi pyHKumMeln apaaeTca gobaBneHme onoHUTENbHbIX onumii B DHCP-3anpochl
KAneHTa (Hanpumep, onumu 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOMMyTaTOpe: KOMMyTaToOp NMPUHMMAET OT KaneHTa DHCP-
3anpochbl, NepeaaeT 3T 3anNpocbl CEPBEPY OT UMEHMU KAMEHTA (OCTaBaAA B 3anpoce onumu ¢ Tpebyembimu
KJMEHTOM MapameTpamu M, B 3aBUCMMOCTU OT KOHUrypaumm, gobasnss ceou onuuu). MNoayuns oTBeT oT
cepsepa, KOMMYTaTOp NepesaeT ero KANeHTy.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHoM KoHbUrypaumm:
console (config) #

Tabnunua 295 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

N0 YMONYaHUIO areHT
BbIKNOYeH

Bkntountb dpyHKumm DHCP Relay-areHTa Ha KommyTaTope.

BbikntounTb pyHKunn DHCP Relay-areHTa Ha KommyTaTope.

ip dhcp relay address
ib_address [vlan vian_id]

vlan_id: (1..4094)
vrf_name: {1..32}

3apaTb IP-agpec goctynHoro DHCP-cepsepa gna DHCP Relay-
areHTa.

[vrf vrf_name] cMmBoNa
no ip dhcp relay address Yaanutb IP-agpec us cnucka DHCP-cepsepos gns DHCP Relay-
[io_address] [vrf vrf_name] V Moxert 6biTb areHTa.

3apaHo o 32

cepsepos

(ananasoHom

unmn

nepeuncneHunem).

ip dhcp relay information
option format-type option
format [delimiter delim-
iter]

no ip dhcp relay infor-
mation option format-type
option

format: (sp, sv, pv,

HactpouTtb dopmat DHCP-onuum 82.
dopmar:

- sv — Homep cnoTta u VLAN;

- pv — Homep nopta u VLAN;

sp\{, b.m); - Spv — HOmep cnoTa, nopta u VLAN;
delimiter: - bin — 6uHapHbI dopmat: VLAN, cnoT, nopr.
(.,;#)/npoben

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

ip dhcp relay information
option format-type re-
mote-id word

no ip dhcp relay infor-
mation option format-type
remote-id

word: (1..63) cum-
B0O/10B

3apaTtb naeHTMdumKaTop remote-id .

Yaanutb naeHtTudukatop remote-id.

ip dhcp relay information
option format-type ac-

word: (1..48) cum-

YCTaHOBUTb CTPOKY MAEHTUOMKALLMM YCTPOICTBA fOCTYNa.

. BOJIOB
cess-node-id word /
- - naeHTudumKaTop —
no ip dhcp relay infor- o BOCCTaHOBUTb HACTPOMKM MO YMONYAHUIO.
" X YCTPOICTBA He
mation option format-type
HasHayeH

access-node-id
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ip dhcp relay information Hactpoutb dopmat onuum 82.
option suboption-type -trl01 — ycraHaBamBaeT popmaT onuymm 82 cornacHo
{tr101 | custom} CMHTaKCUCY, MPUHATOMY B peKomeHaaumax TR-101 (cm. Tabanuy
272);
—/tr101 - custom — ycTaHaBauBaeT Gopmat onumumn 82 B COOTBETCTBUM C
dopmaTtom, npuseseHHoOM B Tabaunue 273.
no ip dhcp relay infor- BepHyTb 3Ha4eHne No ymonyaHuto.
mation option suboption-
type
OnpegenuTb pexxnm obpabotkm DHCP-nakeToB ¢ onuueit 82:
ip dhcp relay information - keep — nponyckaeTt nakeTbl 6€3 UIMEHEHWA;
policy {keep | replace | drop} - replace — 3amellaet cogepxunmoe onumm 82;
—/keep - drop — oTbpacbiBaeT nakeTbl c onuuein 82.
no ip dhcp relay information YCTaHOBUTb PEXUM NO YMOAYAHWUIO.
policy
ip dhcp relay source-port Mcnonb3oBaTh B KauecTBe MCTOYHUKA 3a4aHHbIn UDP-nopr.
port port: (0..65535)/67
no ip dhcp relay source- BoCCTaHOBUTb HACTPOMKM MO YMOAYAHUIO.
port

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BunAa 3anpoca KOMaHAHOM CTPOKM B pexxnme KoHpurypaumnm nHtepoeiica VLAN:

console# configure
console(config)# interface vlan vian id
console (config-if)#

Tabnunua 296 — KomaHabl pexkuma KoHdpurypaumm nHtepderica VLAN

3HayeHue/3HayeHue

KomaHoa Aelicmeue
no ymMon4YaHuto
ip dhcp relay enable Bkntountb dpyHKLUMM DHCP Relay-areHTa Ha HacTpansaemom
MO YMOHAHMIO areHT nHTepoelice.
no ip dhcp relay enable BbIK/IIOYEH Bbikntountb pyHKUMmM DHCP Relay-areHTa Ha HacTpaMBaemMom
MHTepodeiice.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnnua 297 — KomaHgb! pexkuma KoHdpurypaumm nntepoeliica Ethernet

3HayeHue/3Ha4yeHue .
KomaHda / Aeiicmeue
no ymon4aHuro

OnpegenuTb pexknm ob6paboTkn DHCP-nakeToB ¢ onumeit 82.
- keep — nponyckaeT naketbl 6e3 M3MeHeHN;

- replace — 3amelLaet cogepkmmoe onuum 82;

- drop — oTbpacbiBaeT nakeTbl c onuuer 82.

3HauyeHMe Ha nopTax MmeeT 6o/iee BbICOKUI MPUOPUTET, YEM
rnobasnibHas HacTpoMKa.

ip dhcp relay information
policy {keep | replace | -/global
drop | global}
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KomaHOobi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 298 — KomaHab! pexkuma EXEC
3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda Aelicmeue

OT06pasunTb KOHPUrypaLmto HacTpoeHHoM dyHKuMm DHCP
Relay-areHTa 4na KommyTaTopa v OTAE/NbHO ANA MHTepdeiicos,
a TaK¥Ke CMUCOK AOCTYMHbIX CEPBEPOB.

show ip dhcp relay [vrf

vrf_name] vrf_name: {1..32}

cMmBOa

[pumepbl 8bIN0AHEHUS KOMAHO

= [lokasaTtb cocTonaHue pyHKumMmn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.29.2 ®yHKyuu DHCP Relay dns IPv6 u Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP relay gns npotokona IPv4 KommyTaTop MOMKET BbINOJIHATL GYHKLMM NOCPeaHMNKA ann
DHCPv6. laHHbIM PyHKUMOHaN peannsoBaH B Buae nonHosecHoro DHCPv6 Relay Agent u Lightweight DHCPv6
Relay Agent cornacHo RFC6221.

®dyHKuMA LDRA nossondaeT BCTaBUTb B KAneHTckme DHCPv6-nakeTbl onumn 18 n 37, He nameHsaa popmart
naketa. MonHoecHbii DHCPv6 Relay nossonseT ocyuwectBnatb nepegadyy DHCPv6-nakeToB OT KAMEHTA K
cepsepy M obpaTtHO B cnydvae, ecnn DHCPv6-cepBep HaxoauTcs B OAHOM CeTH, a KAWEHT B gpyroi. [pyroi
byHKumel asnaetca gobasneHune onumin 18 n 37 8 DHCPv6-3anpockl KaneHTa. MpuHLumMn paboTbl NOJIHOBECHOTO
DHCPv6 Relay areHTa Ha KommyTaTope: KOMMYTaToOp MPUHUMAET OT KauveHTa DHCP-3anpocbl, nepenaer atm
3anpocbl CePBEPY OT MMEHW KAMEHTa (OCTaBAAS B 3aMpoce Onumm ¢ TpebyembiMU KAMEHTOM NapameTpamm U, B
33aBMCMMOCTM OT KOHUrypauum, aobasnas ceom onuuu). Moayyuns oTBET OT CepBeEPa, KOMMYTATOP NepesaeT ero
K/INEHTY.

KomaHObI pexcuma 2106016H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobasnbHOro KOHOUrypnpoBaHmsa:

console (config) #

Tabanua 299 — KomaHabl pexkuma rnobanbHOro KoOHGUrypmupoBaHums

Komanda 3HayeHue/ 3HayeHue Neiicmeue
o ymon4aHuro
ipv6 dhcp relay destination gi_port: (1..8/0/1..48); YKasatb agpec DHCP-cepBepa uan HaCTPOUTb UCXOAALLMIA
{ipv6_multicast_address | te_port: (1..8/0/1..24); nHTepodeiic.
gigabitethernet gi_port | fo_port: (1..4);
tengigabitethernet te_port group: (1..48)
| port-channel group | tunnel tunnel_id: (1..16)
tunnel_id [ vlan vian_id } vlan_id: (1..4094)
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no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

Yaanutb agpec DHCP-cepBepa unn ncxoaawmii untepdeliic.

ipv6 dhcp information option
format-type interface-id word

no ipv6 dhcp information op-
tion format-type interface-id

word: (1..63) cumonos

3apaTb naeHTUdMKaTop nopta (onumn 18).

Ypanutb naeHTMdMKaTop nopra.

ipv6 dhcp information option
format-type remote-id word

no ipv6 dhcp information op-
tion format-type remote-id

word: (1..63) cumBonos

3agatb naeHTMdukaTop remote-id (onuma 37).

Yaanutb naeHtudukatop remote-id.

lvp6 dhcp guard policy word

no ipv6 dhcp guard policy
word

word: (1..32) cumBonos

Co3aatb nonntuky DHCPV6 Relay 1 BoiTH B pexkmum eé
KOHUrypmpoBaHus.

Yaanutb nonntuky DHCPv6 Relay.

ipv6 dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

preference: (0..255)

HacTponTb MMHUMANbHYIO U MAaKCMMA/IbHYIO FpaHuLy A
preference, otnpasnsemoro B Advertise dhcpv6é coobLieHmm
oT cepBepa KnneHTy. Advertise dhcpvb cooblueHus ¢
BbIXOAALWMMM 3a rpaHuLy preference byayt oTbpoLueHsbi.

YAanuTb MMHUMANbHYIO U MAaKCUMANbHYIO FpaHuLy ans
preference.

KomaHObI pexcuma KoHgu2ypuposaHua noaumuxku DHCPv6 Relay

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp-guard) #

Tabnnua 300 — KomaHabl pexkuma KoHpurypumposaHua nonntukn DHCPv6 Relay

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aeiicmeue

device-role {client | server}

no device-role

word: (1..63)
CMMBOJIOB

3a4aTb POb NMOPTa, K KOTOPOMY NPUBA3AHA NOMTUKA. MopT
MOXKeT 6biTb 0603HaYeH KaK LOBEPEHHbIN — B CTOPOHY
cepBepa U Kak Hef0BePeHHbI — B CTOPOHY KAMEHTa.

Ypanutb posib NOpPTa, K KOTOPOMY NPUBA3aHa NOJANTUKA.

match reply disable

no match reply

—/BbIK/IOYEHO

OTKNOYNTbL NPOBEPKY BblAAHHbBIX CEPBEPOM afpECOB B
nosly4yeHHbIx coobueHnsax DHCPV6.

BKNtOUNTL NPOBEPKY BblAAHHbBIX CEPBEPOM a4pECOB B
nosly4yeHHbIx coobleHnsax DHCPV6.

match reply prefix-list word

no match reply

word: (1..32)
CMMBOJIOB

HacTpouTtb puabTpaLmio BblgaHHbIX CEPBEPOM aAPECOB B
nony4yeHHbIx coobueHmnax DHCPv6 cornacHo prefix-list.

OTKNOUNTE GUABTPALIMIO BblAAHHbBIX CEPBEPOM aiPECOB B
nony4yeHHbIx coobueHmnax DHCPv6 cornacHo prefix-list.

match server address disable

no match server address

—/BbIK/IOYEHO

OTKAOYUTL NPOBEPKY agpeca cepsepa B NOMyYEeHHbIX
coobuieHmax DHCPv6.

BKAtOUNTL NPOBEPKY afpeca cepBepa CepBepomM aapecos B
nosly4yeHHbIx coobeHnsax DHCPV6.

word

match server address prefix-list

no match server address

word: (1..32)
CUMBO/I0B

Hactpouts dpuabTpauumio agpeca cepsepa B NoayYeHHbIX
coobuweHunax DHCPv6 cornacHo prefix-list.

OTKNOUUTD GUBTPALLMIO afpeca cepBepa B MOYHEHHbIX
coobuweHunax DHCPv6 cornacHo prefix-list.
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KomaHObI pexcuma KoHguaypuposaHus uHmepgpelica Ethernet

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 301 — KomaHgbl pexkuma KoHpurypuposaHua nHTepdeica Ethernet

KomaHda

3Ha4yeHue/ 3HayeHue
no ymon4aHuio

Aelicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKa3atb agpec DHCP-cepBepa UaM HaCTPOUTb UCXOAALLMI
MHTepodeic.

Yaanutb agpec DHCP-cepBepa unun ncxoaawmii nHtepdeliic.

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumBonos

3agatb naeHTMduMKaTop nopta (onuua 18)

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumsonos

3apaTb naeHTUdUKaTop remote-id (onuua 37)

BoccTtaHOBUTL 3HaYeHWe nNo YMON4YaHUIO.

ipv6 dhcp guard attach-policy
word [vlan vian_id]

no ipv6 dhcp guard attach-pol-
icy word

word: (1..32) cumBonos
vlan_id: (1..4094)

MpnBA3aTb NOANTUKY K MHTepbeNcy.

OTBA3aTb NONNTUKY OT UHTepdelica.

ipvé dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

preference: (0..255)

HacTpouTb MMHUMA/IbHYIO M MaKCMMabHYIO FpaHnuLy 4ns
preference, otnpasnsemoro B Advertise dhcpv6 coobuieHmmn
oT cepBepa KaneHTy. Advertise dhcpvb cooblueHus ¢
BbIXOAAWMMM 3a rpaHuuy preference 6yayT oT6poOLLEHDI.

YAanuTb MMHUMANbHYIO M MaKCMMaNbHYIO rPpaHuLy ans
preference.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #

Tabnnua 302 — KomaHabl pexxuma KoHpurypuposaHua nHtepoeica VLAN

KomaHda

3HayeHue/ 3HayeHue
o ymon4aHuwo

Aelicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

YKasatb agpec DHCP-cepBepa UnM HaCTPOUTb UCXOAALLMNI
MHTepodenc.
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gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

Yaanutb agpec DHCP-cepBepa unu ncxogawmii uHtepdeliic.

ipv6 dhcp relay information
option format-type interface-
id word

" - - word: (1..63) cumBonos
no ipv6 dhcp relay information

option format-type inter-
face-id

3apaTb naeHTUdMKaTop nopta (onuma 18).

BoccTaHOBUTL 3HAYeHMeE No YMON4YaHUIO.

ipv6 dhcp relay information
option format-type remote-id

word word: (1..63) cumBonos

no ipv6 dhcp relay information
option format-type remote-id

3agatb uaeHTMdMKaTop remote-id (onuwmsa 37).

BocctaHOBUTL 3HaYeHMe nNo YMONYaHUIO.

ipv6 dhcp guard [attach-policy
word] word: (1..32) cumsonos

vlan_id: (1..4094)

no ipv6 dhcp guard [attach-
policy word]

MpnBA3aTb NOANTUKY K HTepbENCy.

0OTBA3aTb NONNTUKY OT UHTepdelica.

ipv6 dhcp Idra
no ipv6 dhcp Idra

—/BbIK/IOYEHO

Bkatounts Lightweight DHCPv6 Relay Agent (LDRA).

Bkstounts Lightweight DHCPv6 Relay Agent (LDRA).

ipv6 first hop security [attach-
policy word]

- " . —/BbIKAOYEHO
no ipvé6 first hop security [at-

tach-policy word]

PaspewnTb paboty ¢yHKumin DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPV6.

3anpetutb paboty ¢yHKLMM DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPv6.

Npumep HacTpolikn DHCPv6 LDRA:

console#
console# configure

console (config) # ipvé dhcp guard policy DHCP RELAY TRUST
console (config-dhcp-guard) # device-role server

(
console (config-dhcp-guard) # exit
console (config) # !

(

console (config) # interface gigabitethernet 1/0/12
console (config-if)# ipvé dhcp relay information option format-type

interface-id GilZ2

console (config-if)# ipvé dhcp relay information option format-type remote-id

MES2324
console
console
console
console
console
console
console
console
console
console

config-if)# exit
config) # !

config-if)# exit
config)# !
config) # interface vlan !

~ e~~~ o~ —~

config-if)# ipvé dhcp ldra
config-if)# ipvé dhcp guard
config-if)# ipvé first hop security

config) # interface gigabitethernet 1/0/24
config-if)# ipv6é dhcp guard attach-policy DHCP RELAY TRUST
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5.30 KoHdurypauua PPPoE Intermediate Agent

®yHKumA PPPOE IA peannsoBaHa B COOTBETCTBUM € TpeboBaHMAMKM AoKymeHTa DSL Forum TR-101 u
npefHasHavyeHa Ana UCNOAb30BaHMA Ha KOMMYTATopax, paboTatoLWwmx Ha ypoBHe JoCTyna.

dPyHKUMA No3BONSET AONONHATL NakeTbl PPPoE Discovery nHpopmaumen, xapakTepusyroLwen nHtep-
deic goctyna. 310 HEObX04MMO ANA NAEHTUOUKALMM NONL30BATENBCKOrO MHTEPdelica Ha cepBepe JOCTyNa
(BRAS, Broadband Remote Access Server). YnpaBneHue nepexsaTtom 1 o6paboTkoii naketoB PPPoE Active Dis-
covery ocyLlecTBaseTca rnobanbHO A1 BCEro YCTPOMCTBa U BbIBOPOYHO ANA KaxKaoro uHtepodeliica.

Peanunsaums ¢yHKUMm PPPOE IA npegoctaBaseT 4ONOAHUTE/IbHbIE BO3SMOXKHOCTU KOHTPOS COOBLEHNI
NPOTOKOAa NyTeEM Ha3HAYeHMA A0BEPEHHbIX MHTEpPdENCOB.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKN pernma rnobanbHom KOHPUrypauum:
console (config) #

Tabanua 303 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/oTKntoueH

Paspewntb paboty PPPOE Intermediate Agent.

3anpeTtutb paboty PPPOE Intermediate Agent.

pppoe intermediate-agent
timeout seconds

no pppoe intermedi-
ate-agent timeout

seconds :(0..600)/300

YCTaHOBUTb AUMUT BpemMeHUN HeaKTUBHOCTU NONb30BaTENA.

BOCCTaHOBUTbL HACTPOMKM MO YMOIYAHMIO.

pppoe intermediate-agent

YCTaHOBWTb CTPOKY MAEHTUGMKALLMM YCTPOICTBA AOCTYNa.

. word: (1..48
format-type access-node-id ( )
cumsona/
word
" - naeHTudumKaTop =
no pppoe intermedi- . BOCCTaHOBWTbL HAaCTPOMKM MO YMONYAHMIO.
YCTPOICTBA He
ate-agent format-type ac-
Ha3HauyeH

cess-node-id

pppoe intermediate-agent
format-type generic-er-
ror-message word

no pppoe intermedi-
ate-agent format-type ge-
neric-error-message

word: (1..128)
cumsona/PPPoE
Discover packet is too
large to process

YCTaHOBUTb TEKCT cooblueHnsa o6 ownbKe npesbieHUa pas-
mepa naketa (MTU), otnpasnsemoro PPPoE |IA 8 PADO- unu
PADS-nakerTax.
/' Ecnm coobuieHue coaepkuT cumsosibl npobena, ero
V Heo6X0AUMO 3aK/II0UUTb B KaBbIYKK.

BoccTaHoBUTL HaCTpOVIKM NoO YMO/THaHUIO.
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pppoe intermediate-agent
format-type option {sp | sv
| pv | spv | user-defined}
delimeter [.,:#/ ]

no pppoe intermedi-
ate-agent format-type op-
tion

—/ycTaHoBneH
dopmart B
cooTBeTcTBMM ¢ TR-101:
slot / port : vlan

HactpouTtb Habop napameTpoB U Pa3genuTeny Mexay HUMM,
KOTOpble NCNOb3YTCA AN GOPMUMPOBaHUA NoAoNuMK circuit -id.
B KOMaHAe MCnonb3yoTcA cneaytowme yCaoBHble 0603HaYeHus:
- sp — slot + port

-sv — slot + vlan

- pv — port + vlan

- spv — slot + port + vlan

- user-defined — dopmart onpegensertca nonb3osatenem. Mpu
onpegeneHnm UCNob3yoTca cneaytowme WwabnoHbl:

%h: hostname;

%p: KOPOTKOe MMA nopTa, Hanpumep gil/0/1;

%P: aAvHHOE MMsA NopTa, Hanpumep, gigabitethernet 1/0/1;

%t: TMN nopTa (3HaveHue nonsa ifTable::ifType B
LWeCcTHaALATEPUYHOM BUAE);

%m: MAC-agpec nopta B popmate H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep OHNUTA;

%S: HOMmep C/0Ta;

%n: HoOMep nopTa (Kak Ha nLEeBoi NaHenm);

%i: ifindex nopTa;

%v: ugeHtnédukatop VLAN.

%c: MAC-agpec abOHEHTCKOro yCTPOMCTBa;

%alvlan_id]: IP-agpec nntepdeiica VLAN. Ecam vlan_id He yKasaH,
To noacrtasnaetca IP-agpec uHtepderica default vlian. Ecam IP-
agpec He HaraeH, noactasnsetca agpec 0.0.0.0.

BoccTaHOBWTbL HAaCTPOMKM MO YMONYAHUIO.

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..128)
CYMBO/10B

HasHauuTb ngeHTMomkaTop remote-id, go6asnsemoro Kommy-
TaTopoMm rnobanbHo.

BOCCTaHOBUTbL HACTPOMKY MO YMOMHYAHMIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoOHOUrypaumm nHtepoeica:

console (config-if) #

Tabnnua 304 — KomaHgb! pexkuma KoHpurypauum nntepderica Ethernet, rpynnbl noptos

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/3anpet

PaspewunTtb paboTy PPPOE Intermediate Agent Ha uHTepdeiice.

3anpetutb paboty PPPoE Intermediate Agent Ha nHTepdelice.

pppoe intermediate-agent
format-type circuit-id cir-
cuit_id

no pppoe intermedi-
ate-agent format-type cir-
cuit-id

circuit_id: (1..63)
CMMBOJ/IOB

HasHauntb ngeHTnduKatop circuit-id, sobasnsemoro
KommyTaTopom. MaeHTuduMKaTop, 3aaHHbIN B KOMaHAe,
NONHOCTbIO NepeonpegenseT naeHTMGUKaTop, BbluMCAAEMbIN
Ha ocHoBe rnobanbHbIX NapameTpoB access-node-id n
option/delimeter.

BoCCTaHOBWTb HACTPOMKY HA OCHOBE rN106aNbHLIX NApaMeTpoB
access-node-id v option/delimeter.

pppoe intermediate-agent
format-type remote-id re-
mote_id

remote_id: (1..63)
cumeonos/MAC-agpec
KoMMmyTaTopa.

HasHauutb naeHTndumkaTop remote-id, gobasnsemoro
KomMmMyTaTopom. MaeHTUdUKaTOp f0NKEH ObITb
CKOHOUryprpoBaH Ha Bcex UHTepdelicax KommyTaTopa, rae
paboTaet PPPOE IA.
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no pppoe intermedi-
ate-agent format-type re-
mote-id

BOCCTaHOBMTb HAaCTPOMKY MO YMOMYAHUIO.

pppoe intermediate-agent
trust

no pppoe intermedi-
ate-agent trust

—/He asnsaeTca
[lOBEPEHHbIM.

YnpasnsaTb pexxnmom gosepus K uHtepoeicy. KomaHaa
nobasnaeT MHTepdec K CNUCKY JOBEPEHHbIX.
NHTepdelicbl, K KoTopbiM NogKkntoueHbl PPPoE-cepBepbl,
HACTPaMBaoOTCA KaK foBepeHHble. MHTepdelichl, K KOTOpbIM
NOAK/IOYEHbI NO/Ib30BATENIMU, HACTPAUBAIOTCA KaK
HeaoBepeHHble.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe intermedi-
ate-agent vendor-tag strip

— /BbIKAOYEH

PaspewunTb yaaneHue vendor-specific onumm 3 naketos PADO,
PADS, PADT nepep, 0TNpaBKoOW UX B CTOPOHY NO/Ib30BaTeNS.
DYHKUMA yaaNeHns MoXKeT BbITb MCNO/Ib30BaHA TONIbKO Ha
MHTepdeice, Ha KOTOPOM paspelleHa paboTta PPPoOE IA u
KOTOpbI ABNAETCA A0BEPEHHbIM MHTepdeicom. ObbIMHO
dYHKUMA yaaneHua HacTpanBaeTca Ha HTepdeiice,
obpaweHHom B cTopoHy PPPoE-cepsepa.

BbIKNOUNTD PEXKUM YaANEHUSA.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 305 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show pppoe intermedi-
ate-agent info [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTo6pasnTb HacTponkn PPPOE Intermediate Agent. Ecan B
KOMaHze ABHO He 3aaH UHTepdeiic, To KoMaHaa BbINOAHAETCA
Ons Bcex UHTepdelicos, rae paspewweHa pabota PPPoE A 1 Bcex
[OBepeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pasnTb CTAaTUCTMKY paboTbl PPPOE Intermediate Agent. Ecnun B
KOMaHZe He 3aZlaH ABHO MHTepdeic, TO KoMaHAa BbINOHAETCA
ons Bcex UHTepdelicos ¢ paspelueHHbiM PPPOE IA 1 Bcex
[,0BepeHHbIX NOPTOB.

clear pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OuunCTUTb CTAaTUCTUKY paboTbl PPPOE Intermediate Agent. Ecnv B
KOMaHZe He 3aJiaH ABHO UHTepdeiic, To KOMaHAa BbINONHAETCA
ON1A Bcex nHTepdelicos ¢ paspewweHHbim PPPOE IA 1 Bcex
[,0BepeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent sessions [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pasnTb BCEX 3apErMCTPUMPOBAHHbIX KAMEHTCKUX ceccuin. Ecam
B KOMaHZe He 3a4aH ABHO UHTepdeiic, To oTobparkatoTca BCe
CeCccum C COPTMPOBKOIM No UHTepdelicam.

clear pppoe intermedi-
ate-agent sessions [mac-ad-
dress]

mac address: (H.H.H
vnan H:H:H:H:H:H nan
H-H-H-H-H-H)

3aKpbITb KIMEHTCKYIO ceccuto. Ecn He ykaszaH mac address, To Bce
ceccum.
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5.31 KoHdurypauua DHCP-cepsepa

DHCP-cepBep ocywiectBafeT LEeHTPaM30BaHHOE yNpaBaeHUe CeTeBbIMM agpecamm U COOTBETCTBYIO-
LWMMM KOHPUTYPALMOHHBIMKW MapamMeTpaMm, aBTOMaTUHECKU NPeaoCTaBAAA UX KIMEHTaM. DTO NO3BONAET U3-
6exaTb Py4YHON HACTPOMKM YCTPOMCTB CETU N YMEHbLUAET KOJIMYECTBO OLLMOOK.

Ethernet-kommyTaTopbl MOryT paboTtaTb Kak DHCP-KnueHT (nonyyeHmne coberBeHHoro IP-aapeca ot cep-
Bepa DHCP), Tak 1 kak DHCP-cepBep. BoamorkHa ogHoBpemMeHHan pabota DHCP-cepsepa n DHCP-relay.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 306 — KomaHgb! pexkuma rnobanbHoi KoHdUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMOAYaHUIO
ip dhcp server BrkntounTb PpyHKLM0 DHCP-cepBepa Ha KOMMyTaToOpeE.
Mepea BKAOUYEHUEM cepBepa A0/KHbI 6biTb
—/BbIK/OYEHO ! oTkntoyeHbl DHCP-knueHTbl Bo Bcex VLAN. B T.4.
BK/IIOUYEHHDI No ymonyaHuto Bo VLAN 1.
no ip dhcp server BbikntounTb pyHKuMto DHCP-cepBepa Ha KommyTaTope.
ip dhcp pool host name BoliTn B perkum KoHPUrypaumm ctatnyeckux agpecos DHCP-
- name: (1..32) cumBonoB cepBepa.
no ip dhcp pool host name Yoanutb KoHourypaumto DHCP-knneHTa ¢ 3agaHHbIM
UMEHEM.
ip dhcp pool network Boitu B pexkum KoHdurypaumm DHCP-nyna agpecos DHCP-
name cepsepa.
- name — umsa DHCP-nyna agpecos.
name: (1..32) cumsonos ’ MakcumanbHo gonyctumoe Konuvecrso DHCP pool
. YKas3aHo B Tabnuue 9.
no ip dhcp pool network Yaanute DHCP-nyn ¢ 3a@HHbIM MMEHEM.
name
ip dhcp excluded-address YKasartb IP-agpec, koTopble DHCP-cepBep He byaeT HasHayvaTb
low_address [high_ad- ans DHCP-KknuneHTOB.
dress] - low-address — HavyanbHbIN IP-agpec AManasoHa;
— - high-address — KoHeuHbIl IP-aapec guanasoHa.
no ip dhcp excluded-ad- Yaanutb IP-agpec U3 cnucka UCKAOYEHWU 419 Ha3HaYeHus
dress low_address ero DHCP-knneHTam.
[high_address]
ip dhcp ping enable BkntounTb nepenady ICMP-3anpocoB Ha Ha3Havyaembli |P-
afpec, YTobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem oH
—/BbikniodeHa 6ypeT HazHayeH DHCP-knneHTy.
no ip dhcp ping enable YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.
ip dhcp ping count number Onpepenntb KonnyecTso oTnpasasdembix ICMP-3anpocos.
number: (1..10)/2
no ip dhcp ping count YCTaHOBWTb 3HaYEHMeE NO YMOYAHUIO.
ip dhcp ping timeout time OnpeaenuTb TalMayT, B TedeHne Kotoporo DHCP-cepeep
time: (300..1000)/500 mc | OXupAaeT oTBeT C afpeca, Ha KoTopblii nonyveH ICMP-3anpoc.
no ip dhcp ping timeout YCTaHOBUTb 3HAYEHME MO YMOJIYAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu cmamu4yeckux adpecos DHCP-cepsepa

BuAa 3anpoca KoOMaHAHOWN CTPOKM B pexxnume KOHPUrypaumm ctatuyeckmx agpecos DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool host name
console (config-dhcp) #

Tabnnua 307 — KomaHgbl pexuma KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

address ip_address {mask |
prefix_length} {client-iden-
tifier id | hardware-ad-
dress mac_address}

no address

3apesepsupoBatb IP-aapeca ana DHCP-KnneHTa Bpy4HYIo.

- ip_address — |P-agpec, KoTopblii byaeT conocTaBaeH C
bU3MUECKUM aAPECOM KNINEHTA];

- mask/prefix_length — macka nogceTtv/gavHa npedukca;

- id — du3myeckuii agpec (MgeHTUDUKATOP) CETEBOW KapTbl;
- mac_address — MAC-aapec.

Ypanutb 3apesepBupoBaHHble IP-agpeca.

client-name name

no client-name

name: (1..32) cumBosioB

Onpegenutb uma DHCP-KnneHTa.

Ypanutb uma DHCP-KknuneHTa.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa

Bug 3anpoca KOMaHAHOM CTPOKU B pexkume KoHpurypaumm nyna DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool network name
console (config-dhcp) #

Tabnuua 308 — KomaHapl pexkuma KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

address {network_num-
ber | low low_address high
high_address} {mask | pre-
fix_length}

no address

YCTaHOBWUTb HOMEP NOACETM M MACKy NOACETU ANA nyna
appecos DHCP-cepsepa.

- network_number — |P-agpec Homepa NoAceTH;

- low_address — HavanbHbIN IP-agpec gMana3oHa agpecos;
- high_address — KoHeuHbIl IP-agpec Anana3oHa aapecos.
- mask/prefix_length — macka noacetn/annHa npedukca.

Ypanute KoHdurypauymuto DHCP - nyna agpecos

lease {days [hours
[minutes]] | infinite}

no lease

—/1 peHb

Bpemsa apeHabl IP-aapeca, KOTOpbIN HazHavyeH oT DHCP.
- infinite — Bpema apeHAbl He OrpPaHNYEHO;

- days — KONNYecTBo gHEW;

- hours — KonnuecTBo 4acos;

- minutes — KOANYeCTBO MUHYT.

YCTaHOBUTb 3HaYeHMe N0 YMONHYAHWUIO.

ping enable

no ping enable

—/BbIKAOYEHA

BkntounTb nepeaavy ICMP-3anpocoB Ha HasHavaembll IP-
afpec, 4Tobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem OH
6yaeT HazHayeH DHCP-KknueHTy.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauuu nyana DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKMU:

console (config-dhcp) #
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Tabanua 309 — KomaHgbl pexxuma KoHurypaumm

KomaHoa

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

default-router ip_ad-
dress_list

no default-router

Mo yMOAYaHMIO CNUCOK
MapLUpPyTU3aTOPOB He
onpegesneH.

OnpeaennTb CNUCOK MapLLIPyTU3aTOPOB MO YMOIYAHUIO ANA

DHCP-knueHTa:

- ip_address_list — cnucok IP-aapecoB MapLupyTM3aTOPOB.,

MOXKET cogeprKaTb A0 8 3anucei, pasgeneHHbIx npobenom.
' IP-agpec maplupyTuM3aTopa A0nXKeH 6bITb B TOM Ke
H noACceTH, YTO U KINEHT.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHYAHMUIO.

dns-server ip_address_list

no dns-server

Mo ymonuyaHuio cnmucok
DNS-cepBepoB He
onpegeneH.

Onpegenutb cnncok DNS-cepBepoB, AOCTYNHbIX ANA
knveHTos DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoxeT
copepkaTb 40 8 3anuceit, pasgeneHHblx npobenom.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

domain-name domain

no domain-name

domain: (1..32) cumBonos

Onpegenutb gomeHHoe uma gna DHCP-knneHToB.

YCTaHOBUTb 3HaYeHMe NO YMOIYAHMUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonuyaHuio cnmucok
WINS-cepsepos He
onpeaeneH.

Onpegenutb cnncok WINS-cepsepoB, AOCTYNHbIX AN1A
KknvneHTos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepos,
MOXKET CoAepKaTb A0 8 3anuceit, pasaeneHHbix npobesom.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

netbios-node-type {b-node
| p-node | m-node | h-
node}

no netbios-node-type

Mo ymonuaHuio TMN y3na
NetBIOS He onpepeneH.

Onpegenutb TMN y3na NetBIOS Microsoft ana KnveHTos
DHCP:

- b-node — WKNpOKOBELLATENbHbIN;

- p-node — TOYKa-TOYKa;

- m-node — KOMBUHMPOBAHHbIN;

- h-node — rmbpuaHbIi.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

next-server ip_address

no next-server

Mcnonb3yetca anAa ykasaHua DHCP-kaneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro A0MKEH bbITh
noJly4yeH 3arpy3ouHblii dpain.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca ana ykaszaHua DHCP-kaneHTy uma cepsepa, €
KOTOPOro A0/IXKeH ObITb MOAYYEH 3arpy304HbIi daiin.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

bootfile filename

no bootfile

filename: (1..128)
CMMBOJI0B

YKazaTtb umsa daina, UCNosb3yemoro AN8 HayalbHOM
3arpy3ku DHCP-knneHTa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

time-server ip_address_list

no time-server

Mo ymonyaHuio cnmucok
cepBepos He onpegeneH.

OnpeaenuTb CMMCOK CepBepPOB BPEMEHW, JOCTYMHbIX ANA
knmneHtos DHCP.

- ip_address_list — cnucok IP-agpecos cepBepoB BpemMeHu,
MOXET cogeprKaTb A0 8 3anucei, pasaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}} [de-
scription desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)
CMMBO/IOB;
desc: (1..160) cumBonos

Hactpoutb onumm DHCP-cepsepa.

- code — Kog, onuum DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHwe;

- integer — Lenoe NONOKUTENbHOE YNCNO;
- ascii_string — cTpoka B popmare ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om ¢popmarTe.

Ypanutb onuuun ana DHCP-cepsepa.

KomaHOw! pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#
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Tabnmua 310 — KomaHapl pexkmma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no yMOAYAHUIO
clear ip dhcp binding YaanuTtb 3anucu U3 Tabavubl COOTBETCTBUA GU3UUECKUX
{ip_address | *} apecoB M afpecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:
o - ip_address — IP-agpec, HasHayeHHbIi DHCP-cepsepom;

- ¥ — yaanuTb BCe 3anucu.
show ip dhcp — MpocmoTpeTb KoHdUrypauun DHCP-cepsepa.
show ip dhcp excluded-ad- MpocmoTpeTb IP-agpeca, koTopble DHCP-cepsep He byaeT
dresses o HasHauaTb A1 DHCP-KIMEHTOB.
show ip dhcp pool host MpocmoTpeTb KoHOUIypauuio ana cTaTuyeckux agpecos DHCP-
[in_address | name] name: (1..32) cepsepa:

CMMBO/IOB - ip_address — IP-agpec KAneHTa;

- name — nma DHCP-nyna agpecos.

show ip dhcp pool network MpocmoTpeTb KoHdUrypauunto DHCP-nyna agpecos DHCP-
name: (1..32)
[name] cepsepa:
CUMBOJI0B

- name — nma DHCP-nyna agpecos.
show ip dhcp binding MpocmoTpeTb IP-agpeca, KOTopble CONOCTaBAEHbI C
[ip_address] — dM3NYECKMMU aapecamm KNINMEHTOB, a TaK e BPeMA apeHapl,

cnocob HasHavyeHua u coctoaHue IP-agpecos.
show ip dhcp server statis- MpocmoTpeTb ctatnctnky DHCP-cepsepa.
tics o
show ip dhcp allocated MpocmoTpeTb akTMBHbIe IP-agpeca, BbligaHHble DHCP-

o cepBepom.

[pumepbl 8bIN0AHEHUS KOMAHO

= Hactpoutb DHCP-nyn ¢ umeHem test n ykasatb gna DHCP-KAneHTOB: uma gomeHa — test.ru, wnios
no ymon4yaHuto — 192.168.45.1 n DNS-cepsep — 192.168.45.112.

console#

console# configure

console (config) # ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

—_— ~— ~— ~—

5.32 KoHdwurypauua ACL (cnucku KOHTpOAA AocTyna)

ACL (Access Control List — cnucok KoHTpona goctyna) — Tabauua, KoTopas onpeaenseT npasuna
bunbTpaLmMmM BXoAALWEro U ucxoaauwlero TpaduMka Ha OCHOBAHWKM MepenaBaemblX B MaKeTax MPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

/ ACL-cnucku Ha 6ase IPv6, IPv4 u MAC-agpecoB He A0/KHbl MMEeTb OAMHaKOBble Ha3Ba-
HuA.

/ IPv6- 1 IPv4-cnnucku moryT pabotatb BMmecTe Ha ogHOM pusnueckom nHtepdeiice. CNUCoK
ACL Ha 6a3e MAC-agpecauumn He MOXKeT COBMELL,ATbCA CO cnuckom IPv6. [lBa cnucka oau-

HAKOBOro TUMNa He MOryT paboTaTb BMmecTe Ha UHTepdeiice.

KomaHapl Ans co3gaHua W pepakTupoBaHuAa cnmnckoB ACL AocTynHbl B pexume rnobanbHob
KOHUrypaumnm.
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KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

KomaHaHan cTpoka B pexkume rnobasnbHOM KOHOUIypauum nmeeT BUA,:
console (config) #

Tabanua 311 — KomaHgbl Ana co3gaHma n KoHourypauymm cnuckos ACL

KomaHoa

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

ip access-list access_list
{deny | permit}{any |
ip_address [ip_ad-
dress_mask]}

no ip access-list access_list

ip access-list extended ac-
cess_list

no ip access-list extended
access_list

ipv6 access-list access_list
{deny | permit}{any |
ipv6_address [ipv6_ad-
dress_prefix]}

access_list: (0..32)

Co3paTtb cTaHAAPTHBIN cnncok ACL.

- deny — 3anpeTuTb NPOXOXKAEHME NAKETOB C YKa3aHHbIMMU
napameTtpamu;

- permit — paspeLwnTb NPOXOXKAEHNE NAKETOB C
YKa3aHHbIMM NapameTpamu.

YaanuTb cTaHgapTHbIN cnncok ACL.

Co34aTb HOBbIN pacwKpeHHbIN cnucok ACL ana agpecauuu
IPv4 1 BOMTU B peXkuM ero KoHGUrypaLmm (ecam crnmcok ¢
OaHHbIM UMEHEM eLle He CO34aH), IM60 BONTU B PEXUM
KOHPUrypaLmm paHee CO34aHHONO CMUCKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv4.

Co34aTb HOBbIN pacwKMpeHHbIN cnucok ACL ana agpecauunu
IPV6.

- deny — 3anpeTuTb NPOXOXKAEHME MNAKETOB C YKa3aHHbIMMU
napameTpamu;

cMmBona - permit — paspeLlnTb NPOXOXKAEHNE NAKETOB C

YKa3aHHbIMM NapameTpamu.

no ipv6 access-list ac- YpanuTb cTaHZapTHbIN cnncok ACL gna agpecaunn IPv6.

cess_list

ipv6 access-list extended Co3aaTb HOBbIM paclMpeHHbI cnivcok ACL ana agpecaumm

access_list IPV6 1 BOITM B peXKMM ero KoHdUrypaumm (ecim cnucok ¢
JaHHbIM UMEHEM €ellle He CO34aH), B0 BOWTU B PEXUM
KOHPUrypaLmm paHee CO34aHHONO CrMCKa.

no ipv6 access-list ex- Y8anuTb paclumpeHHsblii cnucok ACL ans agpecauun IPvb.

tended access_list

mac access-list extended Co3aaTtb HOBbIN cNUCOK Ha 6aze MAC-agpecaunn n BOUTU B

access_list peXnm ero KoHOGUrypaLmm (ecnm CNmMcoK ¢ JaHHbIM UMEeHeM
elLle He co3aH), 1Mb0 BOWTU B pEXUM KOHUTYpaLMKN paHee
CO3/,aHHOrO CNMCKa.

no mac access-list ex- Yaanutb cnucok ACL Ha 6a3e MAC-agpecaumu.

tended access_list

access-list configuration YcTaHOBUTL pexum KoHoburypmposaHusa ACL.

mode {default | commit} - default — ACL MOKHO pefaKTMpoBaTb TONbKO TOrAa, Koraa
OH He NPWBA3aH HU K OAHOMY 13 MHTepdeitcos. HacTponku

—/default npasun ACL npumeHATcA Hemea/IeHHO.

- commit — ACL MOXHO peaKTMpoBaTb, KOrga oH NpuBA3aH
K dusmnueckomy unm VLAN nHtepdelicy. UsmeHeHun
BCTYMaloT B CUY NOC/Ie BbINOSIHEHUA KOMaHAbI access-list
commit.

access-list commit

MpumeHnTb n3meHeHna Bo Bcex ACL-cnuckax.

access-list commit {ac-
cess_list}

access_list: (0..32)
cumBona

MpumeHnTb n3MmeHeHns B onpegeneHHom ACL-cnucke.
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access-lists statistics { port BKAtOUYUTL CTAaTUCTUKY cnnckos ACL

| vlan} - port — TONbKO Ana cnuckos ACL, npuBA3aHHbIX K
duU3MYECKMM UHTepdeicam;

- vlan — Tonbko ana cnuckos ACL, npuBA3aHHbIX K

nHTepdericam VLAN.
—/BbIKAOYEHO Ona kommyTatopos cepun MES23xx BO3MOKHO
BKJ/IlOYEHME CTAaTUCTUKM cnuckos ACL,

NPUBA3AHHbIX TONbKO K GpU3NYECKUM nopTam
WAU TONBKO K uHTepdeiticam VLAN.

no access-lists statistics { BbIKNHOUYMTL CTaTUCTMKY cnnckos ACL.
port | vlan }
time-range time_name BoiTu B pexkum KoHdUrypaumum time-range u onpegenvtb
time_name: (0..32) BPeMeHHble NHTepBasibl AN1A CNUCKa JOCTyna.
cMmMBONa - time_name — uma npodunna HacTpoekK time-range.
no time-range time_name YaanuTb 3agaHHyto KoHdurypaumio time-range.

Ona Toro 4rtobbl akTMBM3MpoBaTb cnmncok ACL, HeobxogMmo cBA3aTb ero ¢ WHTepdencom.
NHTepdelicom, MCNoNb3yOLWMM CNIMCOK, MOXKeT BbiTb 160 MHTepdelic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepapelica Ethernet, VLAN, epynnel nopmos

KomaHaHas cTpoka B pexxume KoHourypauum nutepdeica Ethernet, VLAN, rpynnbl NOPTOB MMEET BUA,:
console (config-if)#

Tabnmua 312 — KomaHaa HasHavyeHua cnncka ACL-uHTepdeiicy

3HayeHue/3HayeHue
no ymoa4YaHuro
service-acl {input | out- B HacTpolikax onpeaenéHHoro pusnyeckoro nHTepderica
put} access_list NpYBA3aTb YKa3aHHbIN CMUCOK K AaHHOMY MHTepbeiicy.
/' Mpussaska K untepdeiicy VLAN BO3MOKHa TONbKO

KomaHoa Aeiicmeue

ANA HanpasneHus input.

access_list: (0..32)
cumBoNa

vlan, nonagaet He TONbLKO MapLIPYTU3UPYEMDIA
TpaduK, HO U TpadPUK BHYTPU CETU.

MNop aeiictBue ACL, HasHauyaemoro Ha interface
vlan, nonagaert Becb BXOAALLMIA B NOPTbI TPAdUK B
AaHHoM VLAN.

no service-acl {input | YaanuTb CNUCOK ¢ UHTepdelica.

output}

/ Nop peiictBue ACL, HasHayaemoro Ha interface

KomaHOwbi pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;:

console#

Tabnnua 313 — KomaHgb! 4na npocmoTpa cnnckos ACL

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymoa4YaHuro
show access-lists [ac- access_list: (0..32) Mokasatb cnucku ACL, co3gaHHble Ha KOMMyTaTope.
cess_list] cMmBONa
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show access-lists
time-range-active [ac-
cess_list]

MNMokasaTtb cnuckn ACL, co3gaHHble Ha KOMMYyTaTope, KoTopble B
HacToALlee BpeMa ABAAIOTCA aKTUBHbIMU.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

MokaszaTtb cnucku ACL, HazHa4YeHHble UHTepdericam.

clear access-lists counters
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

O6HYNUTbL BCe cyeTumkm cnuckos ACL, inbo cYeTynKu gaa CNUCKOB
ACL 3apaHHoro nHtepdelica.

show interfaces access-lists
trapped packets [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKa3aTb CYETYMKM CAMCKOB A0CTyNa.

clear access-lists statistics

O4nCTUTL CTaTUCTUKY cnnuckos ACL.

show access-lists candi-
date-config

Moka3aTtb cocToaHme Bcex ACL-cnMCKoB nocnie BbINOJIHEHUA
KOMaHAbl access-list commit.

show access-lists candi-
date-config {access_list}

access_list: (0..32)
cuMmBOIaA

MokasaTtb coctoaHme onpeaeneHHoro ACL-cnucka nocne
BbINOJIHEHUA KOMaHAbl access-list commit.

show candidate-config ac-
cess-list

MokasaTb, Kak byayT BbirnageTb ACL-cnucku B show running-
config nocne BbINONHEHUA KOMaHAbI access-list commit.

KomaHObI pexcuma EXEC

KomaHaHasa cTpoka B pexkmme EXEC nmeet sua;

console#

Tabanua 314 — KomaHgbl 4na npocmoTpa cnnckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show time-range
[time_name]

MoKasaTb KoHPUrypaLmio time-range.

5.32.1 Kongpuzypayusa ACL Ha 6a3e IPv4

B paHHOM paspene npuseneHbl 3HAYEHUA U OMUCAHMA OCHOBHbIX MAPaMETPOB, UCMONb3YEMbIX B
cocTaBe KOMaHA HacTpoiKkm cnnckos ACL, ocHoBaHHbIX Ha aapecaunn IPv4.

Co3gmaHue n BXO4, B pexum penaktnposaHma cnuckoB ACL, OCHOBAHHbIX Ha aapecauun [Pv4,
oCyL,ecTBiAETCA NO KOMaHAe: ip access-list extended access-I1ist. Hanpumep, Ana cosgaHua
cnucka ACL noa HassaHuem EltexAL Heob6xoAMMO BbINOIHUTL CAeaytolue KOMaHabl:

console#

console# configure

console (config)# ip access-list extended EltexAL
console (config-ip-al)#
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Mpu ogHOBpPEMEHHOM UCNO/1Ib30BaHUM NpaBuA ¢ napameTpom offset-list u npasun ¢ na-
pametpom UDP/TCP-nopt (permit/deny tcp/udp any src_tcp/udp_port any dst_tcp/
udp_port) cywecrsyer annapaTtHoe orpaHuyeHue. s nx coBMecTHoi paboTtbl Heobxo-

AUMO npu co3aaHum offset-nucra, NnoMMMo HyXHbIX 6aiiToB, yKasaTtb 6aiTtbl TCP/UDP-
noprtos u3 L4-3aronoskKa.

Tabnumua 315 — OcHOBHble NapamMeTpbl, UCNO/b3yeMble B KOMaHAAX

Mapamemp

3HauyeHue

Aelicmeue

permit

Co3paTb paspelatollee npasuao ¢punbTpaumnm 8 cnmcke ACL.

deny

Co3patb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.

protocol

NpPOTOKOA

Mone npegHasHa4YeHo ANA YKasaHWA NpoToKona (Mam Bcex
NPOTOKO/I0B), HAa OCHOBE KOTOPOTO ByAeT ocyLLecTBASETCSA
dunbTpayms. Mpu BbibOpe NPOTOKO/IA BO3MONKHbI C/leayolme
BapwuaHTbl: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6,
ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis, ipip, 1M60 YMcnoOBOE 3Ha4YEeHWe NPOTOKOA, B
AnanasoHe (0-255).

[na cootBeTcTBUA NIOBOMY NPOTOKOY MCNO/Ib3yeTcA 3HaYeHue IP.

source

aapec UCTOYHUKaA

Onpegenntb IP-agpec ncTouHMKa nakera.

source_wildcard

wildcard-macka agpeca
MNCTOYHUKA

buToBasa macka, npumeHsemas K IP-agpecy NCTOYHMKA NaKeTa.
Macka onpegenset 6uTbl IP-aapeca, KoTopble He06X0AMMO
UrHOpMpoOBaTb. B 3HaUeHWA UTHOPUPYEMbIX BUTOB A0/XKHbI ObITb
3anucaHbl eguMHULbl. Hanpumep, MCNoib3ya MacKy, MOXHO
onpeaennTb Ansa npasuna punbtpaumm IP-cetTb. YT06bI 06aBUTL B
npasuao epunbtpaumm IP-cetb 195.165.0.0, Heob6xo0AMMO 3a43aTb
3HayeHue mackm 0.0.255.255, To ecTb COriacHoO AaHHOW macke
nocnegHue 16 6ut IP-agpeca 6yayT UTHOPUPOBATLCA.

destination

aapec Ha3dHayeHuAa

Onpepgenutsb IP-agpec Ha3HaYeHUA NakeTa.

destination_wildcard

wildcard-macka agpeca

BuToBas macka, npumeHsaemas K IP-agpecy HazHayeHUa nakeTa.
Macka onpegenset 6utsl IP-agpeca, KoTopble Heo6xoaMMO
WUrHOPMPOBaTb. B 3HaUeHUA UTHOPUPYEMbIX BUTOB A0/XHbI BbITh

HasHayeHus
3anucaHbl eanHULBI. MacKa UCMOob3yeTcs aHaNoOrMYHO Macke
source_wildcard.
vlan vlan: (1..4094) Onpegenntb VLAN, ana KoToporo byaet npyMeHsTbCA Npasuio.
dscp dscp: (0..63) OnpeaennTtb 3HayeHne DSCP-nons diffserv.
precedence precedence: (0..7) Onpegenntb NnpuoputeT IP-Tpaduka.
time_name time_name: (0..32) Onpeaenntb KOHOUIypaLUnIo BpeMEHHbIX UHTEPBA/IOB.
CMMBOOB
icmp_type Ucnonbsyetca ana ¢unbtpaumm ICMP-nakeToB. Bo3MOXHbIe TUMbI
cooblueHunit nonsa icmp_type: echo-reply, destination-unreachable,
source-quench, redirect, alternate-host-address, echo-request,
router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply, information-
TMN cooblieHuna request, information-reply, address-mask-request, address-mask-
npoTtokona ICMP reply, traceroute, datagram-conversion-error, mobile-host-
redirect, mobile-registration-request, mobile-registration-reply,
domain_name-request, domain_name-reply, skip, photuris, nn6o
YMCNOBOE 3HaYeHMe TUNa coobleHus, B guanasoHe (0-255).
icmp_code Kog coobuweHunin npotokona ICMP, ncnonbsyembit ana

icmp_code: (0..255)

dunbTpaymm ICMP-nakeToB.
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igmp_type

TMN cooblueHmna
npoTtokona IGMP

Tun coobuweHnin npoTokona IGMP, nucnonbsyemblit gns
dunbTpaummn naketos IGMP. Bo3aMoXKHble TUMNbI COOBLEHMI oA
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nnbo YncNoBOEe 3HayeHne
TMna coobueHus, B ananasoHe (0—-255).

destination_port

UDP/TCP-nopt
Ha3Ha4vyeHuA

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3morKHble 3HaueHua nona TCP-nopTa: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JInbo uncnosoe 3HayeHune (0— 65535).

list_of_flags

¢dnaru npotokona TCP

Ecnav pna ycnosua dunbtpaumm dnar foaxKeH 6biTb YCTaHOBAEH, TO
nepes HUM CTaBUTCA 3HAK «+», €CIU He A0/IXKEH ObITb YCTAaHOB/EH,
TO «-». BO3MOXHble BapuaHTbl ¢pnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonbszosaHmm
HECKOJIbKMX $GN1aros B ycnosuu dpuabtpaumm, daarv obbeanHatoTca
B OZHY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

disable_port

BbIK/IOYMTL MOPT, C KOTOPOTo Bbl1 MPUHAT NaKeT,
YO0BNETBOPAOLWMI ycioBUAM 060 U3 KomaHz 3anpeTa deny, B
COCTaBe KOTOpOW 6bl/10 onncaHo none.

log_input

BKtOUNTL OTNPABKY MHPOPMALMOHHBIX COObLLEHUI B
CUCTEMHDIN XKYpPHaA NPU NOJYYEeHUN NaKeTa, KOTOpPbIi
COOTBETCTBYET 3anucu.

offset_list_name

offset_list_name: (0..32)

3a4aTb MCNONb30BaHME CNUCKA WabaoHOB Nonb3oBaTensa ann
pacno3HaBaHWs NakeToB. s Kaxaoro cnucka ACL MosKeT 6bITb

(1..2147483647)

CYMBO/I0B o
onpesesieH CBOM CNUCOK WwabaoHOoB.
ace-priority MHAeKC 3a4aeT NoNoKeHMe NpaBuaa B CMIUCKE U ero
ace-priority: npuopuTeT. Yem meHblUue MHAEKC — TeM NpuoputeTHee

npasuao. 3HavyeHne MHAEKCa J0MKHO BbITb YHUKANbHBIM B
pamKax cnucka npasua B ogHom ACL.

E EEE

Ona Bbibopa Bcero gnana3oHa napameTpos, Kpome dscp u IP-precedence, ucnonbsyerca
napameTtp «any».

Ecam naket nonagaet nog, Kputepuit npasuna B ACL, To Hag, HUM BbINONHAETCA AelcTBue
aTtoro npasuna (permit/deny). anbHeliwana nposepKka He NPOU3BOAMUTCA.

Ecnn Ha nHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHa4anbHO NaKeT 6yaer npoBepeH
Ha cooTtBeTcTBUe npasunam IP ACL, notom — MAC ACL (B cnyyae, ecim He nonageTt noa
AeiictBue HM ogHoro 3 npasun IP ACL).

Ecnn nocne nposepku Ha cooTBeTcTBue npasunam IP unn MAC ACL (Korga 1 ACL Ha3HaueH
Ha uHtepdeiic) nam IP 1 MAC ACL (Korga 2 ACL Ha3HaueHbl Ha UHTepdeiic) NakeT He nonan

nopg, AeACTBME HM O4HOro U3 NpaBui, TO K AaHHOMY NaKeTy 6yaeT NpMMeHeHo AelicTBue
“deny any any”.
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Tabnuua 316 — KomaHabl, ucnosibayemble ans Hactponkm ACL-cnuckos Ha ocHoBe IP-agpecauunm

KomaHda

Aeiicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name] [ace-priority
index]

[lo6aBuTb paspeluatoLLyto 3anucb GUAbTPaLMK ANA NPOTOKOoNA.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbCA
KOMMYTaTopoM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name]

Y[anuTb co34aHHYI0 paHee 3anuch.

permit ip {any | source_mac source_mac_wildcard}

{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name] [ace priority in-
dex]

[o6aBuTb paspeluaroLyto 3anucb GuabTpauumn ans npotokona IP.

MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaThbCA
KOMMYTaTOpOM.

no permit ip {any | source_mac source_mac_wildcard}
{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name]

YLanuTb CO34aHHYI0 paHee 3anuchb.

permit icmp {any | source source_wildcard}{any | desti-
nation destination_wildcard} {any | icmp_type}{any |
icmp_code} [dscp dscp | ip-precedence precedence]
[time-range time_name] [ace-priority index] [offset-list
offset_list_name] [vlan vian_id]

[Jo6aBuTb paspeluatoLLyo 3anmcb GuUabTpauum gas NpoToKkoia
ICMP. MakeTbl, OTBEYAOLLME YCIOBUAM 3anucu, byayT
0bpabaTbiBaTbCA KOMMYTATOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence prece-
dence] [time-range time_name] [offset-list off-
set_list_name] [vlan vian_id]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

permit igmp {any | source source_wildcard} {any | desti-
nation destination_wildcard} [igmp_type] [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[Jo06aBuTb paspeluatoLLyo 3anmcb GuUabTpauum gas NnpoToKkona
IGMP. MakeTbl, OTBEYAIOLLME YCOBUAM 3anucK, byayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Y[annTb CO34aHHYI0 paHee 3anuch.

permit tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[Jo06aBuTb paspeluatoLLyo 3anucb GuUabTpauum gas NnpoToKkona
TCP. MakKeTbl, OTBEYAOLLME YCIOBUAM 3anucu, byayTt
0bpabaTbiBaTbCA KOMMYTATOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Yaanutb CO34aHHYIO paHee 3anucb.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[Jo06aBuTb paspeluatoLLyo 3anmcb GuabTpauum gas NnpoTokoia
UDP. NakeTbl, 0OTBEYatOLWME YCIOBMAM 3anucu, byayT
0bpabaTbiBaTbCA KOMMYTATOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

YaanuTb cO34aHHYI0 paHee 3anuchb.
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deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[06aBuTb 3anpeLyatoLLyto 3anucb GUAbLTPALLMM AN NPOTOKOAA.
MakeTbl, OTBEYalOLLME YCNOBUAM 3anucu, ByayT 6aokupoBaTbea
KommyTaTopom. Mpu ncnonb3osaHmmn Knkodesoro cnosa disable-
port dusnyeckunit uHTepdeiic, NPUHABLLMI TaKoM NakeT, byaeT
BbIK/tOYeH. [pn ncnonbzoBaHum kntoyesoro cnosa log-input
6yAeT OTNPaBAEHO COOBLEHME B CUCTEMHDIN KypPHan.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

Y[anuTb cO34aHHYI0 paHee 3anuch.

deny ip {any | source_ip source_ip_wildcard} {any | des-
tination_ip destination_ip_wildcard} [dscp dscp | prece-
dence precedence] [time-range range_name] [disa-
ble-port | log-input] [ace-priority index]

[o6aBuTb 3anpewatolLyto 3anmcb GuUabTpaLmmn 4na npoTokona IP.
MakeTbl, OTBEYAIOLLME YCIOBUAM 3anucK, byayT 610KMpoBaTbCA
KoMmyTaTopoM. Mpu ncnonb3oBaHMKU Katouesoro cnosa disable-
port pusnyecknin MHTepdenc, NPUHABLUNI TaKoW NaKeT, byaeT
BbIK/tOYeH. Mpyu ncnoib3oBaHUKM KatoueBoro cnosa log-input
6yaeT oTnpaBaeHOo coobLeHne B CUCTEMHBINM KypHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name] [disa-
ble-port | log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[Jo6aBuTb 3anpewatoLyto 3anncb GuUabTpaLmm Ans NpoTokona
ICMP. MakeTbl, OTBEYAOLLME YCIOBUAM 3anucu, byayT
6710KMPOBATLCA KOMMYTATOPOM. MPU UCNONL30BAHUMN KHOYEBOTO
cnosa disable-port dusnuecknii uHTepdelic, NPUHABLINIA TaKoM
nakert, bygeT BbikOYeH. Mpyu UCNONb30BaHMK KIOYEBOTO C10Ba
log-input 6yaeT oTnpaBieHo cOObLLEHME B CUCTEMHbIN KYPHaA.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[Jo6aBuTb 3anpeLatoLyto 3anncb GuUabTpaLmm ans NpoTokona
IGMP. MakKeTbl, OTBEYAOLLME YCOBUAM 3anucK, byayt
6710KMPOBATLCA KOMMYTATOPOM. MPU UCNONL30BAHUMN KHOYEBOTO
cnosa disable-port dpusnyeckmnin HTepdenc, NpMHABLWIKIA TaKoM
naker, bygeT BblkAtoYeH. Mpy UCNOAb30BaHUM KNOYEBOTO C/10Ba
log-input 6yzeT oTnpaBieHo coobLLEHME B CUCTEMHDIN KYpPHaN.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

Ypaanutb CO34aHHYIO paHee 3anucb.

deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[0o6aBunTb 3anpeLyatoLLyto 3anmcb GUAbTPaLMK 414 NPOTOKONA
TCP. MakKeTbl, OTBEYaOLLME YCIOBUAM 3anucu, byayTt
6710KMPOBATLCA KOMMYTATOPOM. [PK UCNONB30BAHMKN KNHOYEBOTO
cnosa disable-port dpusnueckmnin HTepdenc, NpMHABLWIKIA TaKoM
naker, by4eT BblKAtoYeH. Mpu UCNONb30BaHUM KNOYEBOTO CNOBa
log-input 6ygeT oTnpaBieHo coobLLEHME B CUCTEMHDIN KYpPHa.

no deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Yaanutb CO34aHHYIO paHee 3anucb.

deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[o6aBunTb 3anpeLatoLLyto 3anmcb GUAbTPaLMK ANA NPOTOKONA
UDP. NakeTbl, 0OTBEYAtOLWME YCIOBMAM 3anucu, byayT
6710KMPOBATLCA KOMMYTATOPOM. MPU UCNONL30BAHUM KNHOYEBOTO
cnosa disable-port dpusnueckmnin HTepdenc, NpMHABLWIKIA TaKoM
naker, 6ygeT BblkatoYeH. Mpy UCNoNb30BaHUM KNOYEBOTO C/10Ba
log-input 6ygeT oTnpaBieHo coobLLEHME B CUCTEMHDIN KYpPHa.
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no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

Y[anuTb cO34aHHYI0 paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3patb cnUcok WwabaoHOB Nonb3oBaTeNs ¢ UMeHem name. Umsa

MOXeT BKAoYaTb 0T 1 A0 32 cMMBONOB. B 0a4HOM KOMaHAEe MOXKET

copepKaTbCs 40 TPMHAALATH WabaoHOB B 3aBUCUMOCTM OT
BbI6PAHHOrO PeXKMMa HacTPOMKM CNMCKOB AocTyna (KomaHaa set
system mode), BKntoUatoLWmMX caeaytolime napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOKHble 3HaYeHMUA:

13 — Hayano cmeuleHns ¢ Hayana IP-3aronoBkKa;

14 — Hayano cmelleHus ¢ KoHua IP-3arosoBka.

- offset — cmelLeHne b6aliTa gaHHbIX B Npegenax nakeTa.
BasoBoe cmelLeHMe NPUHUMAETCA 3@ HaYaslo OTCYETa;

- mask — macka. B aHanu3e nakeTa NPUHUMALOT y4acTMe TONbKO
Te paspaabl b6aiiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX pa3psaaax
Mmacku 3agaH ‘0’;

- value — nckomoe 3HayeHue.

no offset-list offset_list name

Y0anuTb CO3A4aHHbIN paHee CrUCOK.

access-list commit

MpumeHnTb nsmeHeHuna 8 ACL-cnmcke.

5.32.2 KoHepueypayusa ACL Ha 6a3e IPv6

B pgaHHOM pasgene npuseaeHbl 3HAYEHMA M OMUCAHWA OCHOBHbLIX MAPAMETPOB, MCMOJb3yeMbIX B
COCTaBe KOMaHJ, HacTPoMKKu cnnckos ACL, 0CHOBaHHbIX Ha aapecauum IPv6.

CosgaHue n BXxOo4, B pexum pegaktnposaHma cnuckoB ACL, OCHOBaHHbIX Ha agpecaumn [Pv6,
OCYLLLeCTBNAETCA MO KOMaHAe: ipvé access-list access-1ist. Hanpumep, ana cosgaHua cnucka ACL
nog, HazeaHnem MESipv6 HeobxoaMMO BbINOSHUTD CAeayowme KOMaHabl:

console#
console# configure

console (config)# ipv6é access-list extended MESipvé

console (config-ipve-al) #

Tabanua 317 — OcHoBHblE NApPaMeTpPbl, UCMOIb3yeMble B KOMaHAAX

Mapamemp 3HavyeHue

Aelicmeue

permit -

Co3pzaThb paspeluatolee Npasmno GuabTpaumm B cnmcke ACL.

deny -

Co3pgaTb 3anpewatouee npasuno ¢unbtpaumm B cnncke ACL.

protocol

NPOTOKON

Mose NnpeAHa3sHaYeHo A/1A YKa3aHUA NpoToKona (Mam Bcex
NPOTOKO/I0B), Ha OCHOBE KOTOPOro byAeT ocywecTensercs
dunbtpauus. Mpu ebibope NPOTOKONA BO3MOXKHbI CleayloLme
BapuaHTbl: icmp, tep, udp, b0 YncIoBOE 3HAUEHME NPOTOKOANA
— icmp (58), tcp (6), udp (17).

[na cootBeTcTBMA Nt060MY NPOTOKOJY MCMO/b3YETCA 3HAYeHWe
IPv6.

source_prefix/length appec oTNnpaBuUTeNsa U ero

Onpeaenuts IPv6-agpec v AnnHy npedpukca cetv (0-128)

CMMBOJIOB

O/MHA (KonnyecTBO CTapLWNX BUT agpeca) MCTOYHKMKA NaKeTa.
destination_prefix/length appec HazHa4yeHusA 1 ero Onpeaenuts IPv6-agpec v AnnHy npedukca cetv (0-128)
O/IMHA (KonnyecTBO CTapLwnX BUT agpeca) HasHaYeHUs NaKkeTa.
dscp dhcp: (0..63) Onpeaenntb 3HayeHne DSCP-nons diffserv.
precedence precedence: (0..7) Onpegenutb npuoputet IP-Tpadmka.
time_name time_name: (1..32) Onpefenntb KOHOUIYPaLUIO BPEMEHHbIX UHTEPBA/IOB.
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icmp_type

TMN cO0bLLEeHMA
npoTtokona ICMP

Ucnonbayetca ana ¢punorpaumnmn ICMP-nakeTos. Bo3moxHbie
TUMbI U YNCNOBbIE 3HAYEeHNA coobLLeHnt nona icmp_type:
destination-unreachable (1), packet-too-big (2), time-exceeded
(3), parameter-problem (4), echo-request (128), echo-reply
(129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).

icmp_code icmp_code: (0..255)

Ucnonbayetca ana ¢punotpauumn ICMP-nakeTos.

UDP/TCP-nopt
Ha3HaueHuna

destination_port

source_port

UDP/TCP-nopT MCTOYHUKA

Bo3mokHble 3HaueHus nonsa TCP-nopTa: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7),
finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2
(109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-
ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80);

[Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

NIn6o uncnosoe 3HavyeHue (0 - 65535).

list_of_flags

¢dnarun npotokona TCP

Ecnv gna ycnosua ¢unbTpauumn dnar 4omKeH 6biTb YCTAaHOBAEH,
TO Nepe/, HUM CTaBUTCA 3HaK «+», eCAN He J0/KeH BbITb
YCTaHOBJ/IEH, TO «-». BO3MOXHble BapuaHTbl ¢pnaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn n -fin.

disable-port

BbIK/IHOYMTL NOPT, C KOTOPOTO BbIA MPUHAT NAKeT,
Y4,0B/ETBOPAOLWMIA YCNOBUAM tob0oI U3 KomaHg 3anpeTa deny,
B COCTaBe KOTopoi 6bin0 onncaHo none.

log-input

BKOUYNTL OTNPaBKY MHOPMALMOHHBIX COOBLLEHWI B
CUCTEMHbIN }KypHaA Npu NoayYeHnr nakeTa, KOTopbIi
COOTBETCTBYET 3anucHm.

ace-priority ace-priority:

(1..2147483647)

NHAaeKce npasuna B Tabavue. Yem meHbLIe MHAEKC — TeM
npuopuTeTHee NPaBUI0. 3Ha4YeHWe MHAEKCa LOMKHO bbITb
YHUKaNbHbIM B paMKax CruncKka npasma B ogHom ACL.

vl
v

napamerp «any».

AobaenaATcA 3anucum:
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

Dna Bbibopa Bcero agnanasoHa napameTpos, Kpome dscp u IP-precedence ncnonbsyerca

Mocne TOro, Kak xota 6bl OA4Ha 3anucb A06aBHEHa B cnucok ACL, nocheaHMMM B CNUCOK

[Be nepBble U3 HUX pa3peLualoT NOUCK cocegHuX |Pv6-ycTpoMCTB C NOMOLLbIO NPOTOKONA
ICMPvV6, a nocnheaHAAa O3Ha4YaeT UTHOPUPOBAHUE BCEX NAKETOB, HE YA0BAETBOPAIOLLUX

ycnosuam ACL.

Tabnunua 318 — KomaHabl, Mcnonb3yemble ana HacTpolikn ACL cnnckos Ha ocHoBe IPv6-aapecaumm

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[o6aBuTb paspelualoLLyto 3anucs GuabTpaLum ana
npoTokona. MakeTbl, OTBEYaloLLMe YCNOBUAM 3anucu, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanutb CO34aHHYIO paHee 3anunchb.
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permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[o6aBunTb paspeLuatoLLyto 3anmcb GUAbTPaLMM 414 NPOTOKoNa
ICMP. MaKeTbl, OTBEYalOLLME YCIOBUAM 3anucK, byayTt
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

YanuTb CO34aHHYI0 paHee 3anuchb.

permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[o6aBuTb paspeluatoLyto 3anucb GUabTPaL MK ANA NPOTOKoNa
TCP. MaKeTbl, 0OTBEYAtOLWME YCNOBUAM 3anucK, byayT
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

YaanuTb co3aaHHyIo paHee 3anuch.

permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[o6aBunTb paspeLuatoLLyto 3anmcb GUAbTPaLMK 414 NPOTOKONA
UDP. MakeTbl, OTBEYalOLME YCNOBMAM 3anucu, byayt
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

Y4anuTb Co34aHHYI0 paHee 3anuchb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[o6aBuTb 3anpeLyatoLLyto 3anucb GUabTpauum ansa
npoTokona. MakeTbl, 0OTBEYaoLLMe YCNOBUAM 3anuncu, byayT
6710KMPOBaTHCA KOMMYTaTOPOM. MpU UCNONBb30BaHUK
Kntoyesoro cnosa disable-port dpusnyecknin nHTepoeiic,
NPUHABLUNIA TaKoW NakeT, byaeT BbiKAtoueH. Mpu
MCMNoab30BaHMM KNtoYeBoro cnosa log-input 6yaer
OTNpPaBAEHO COOBLEHNE B CUCTEMHDIV XKypPHa.

no deny protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Y[anutb co3gaHHyo paHee 3anuncob.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[o6aBuTb 3anpeLyatoLLyto 3anucb GUAbTPaLLMM AN NPOTOKONA
ICMP. MaKeTbl, OTBEYalOLLME YCIOBUAM 3anucK, byayt
6/10KMPOBATLCA KOMMYTAaTOPOM. MpPK UCNOb30BAHMM
Kntoyesoro cnosa disable-port dpusnyecknin nHTepoeiic,
NPUHABLUNIA TaKoW NakeT, byaeT BblKAtoueH. Mpu
MCMNONb30BaHWUM KAtoUYeBOro cnosa log-input 6yaet
OTNPaBAEHO COODLLEHNE B CUCTEMHDIN KYpHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanutb CO34aHHYIO paHee 3anunchb.

deny tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[o6aBunTb 3anpeLatoLLyto 3anmce GUAbTPaLMM ANA NPOTOKONA
TCP. MaKeTbl, OTBEYaOLLME YCIOBUAM 3anucu, byayTt
610KMPOBATLCA KOMMYTATOPOM. MpPK UCNOIb30BAHMM
Kntoyesoro cnosa disable-port dpusnyecknin nHTepoeiic,
NPWHABLUNI TaKoW NaKeT, byaeT BbiKkAYeH. Mpu
MCMNONb30BaHWUM KAtoYeBOro cnosa log-input 6yaet
OTNpPaBAEHO COOBLEHME B CUCTEMHDIN KypHa.

no deny tcp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanutb co3AaHHYIO paHee 3anuchb.
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deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[o6aBuTb 3anpeLyatoLLyto 3anuck GuUAbTPaLMK AN NPOTOKONA
UDP. MakeTbl, OTBEYAIOLME YCIOBMAM 3anucu, byayt
610KMpOBaTLCA KOMMYTaTOPOM. MNpK NCNOABL30BaHUK
kntoyesoro cnosa disable-port dpusnyecknin nHtepoeiic,
NPUHABLUKNIA TaKoW NakeT, byaeT BbikatoueH. Mpu
MCNo/sb30BaHMK KtoueBoro ciosa log-input 6yaer
OTNPaBNEHO COObLLEHNE B CUCTEMHDIN KYypPHa.

no deny udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YaanuTb co3AaHHYI0 paHee 3anuch.

offset-list offset_list_name {offset_base offset mask value}

Co3aaTb CNMCOK WabnoHOB Nob30BaTeNA C UMEHEM name.
Mms moxkeT BKAOYaTb oT 1 g0 32 cMmBON0B. B oaHoM
KOMaHZe MOXKeT cofepaTbCa A0 TPUHaALATH LWabaoHoB B
3aBMCMMOCTM OT BbIBPAHHOTO PEXMMA HACTPOMKM CMUCKOB
pocTtyna (komaHaa set system mode), BKAOYAOLWMX
cnepytolme napameTpbi:

- offset_base — 6a3oBoe cmelleHMe. BO3MOXKHbIe 3HaYeHuUA:
13 — Havano cmeleHmna ¢ Havana IPv6-3aronoBKa;

14 — Havano cmelleHna ¢ KoHua IPv6-3aronoBka.

- offset — cmelleHWe baiTa AaHHbIX B Npegenax naketa.
ba3oBoe cmelLeHre NPUHNUMAETCA 33 HaYano OTCHETa;

- mask — macka. B aHan13e nakeTa NPUHMMALOT yyacTue
TO/IbKO Te pa3pagpl 6aiTa, 417 KOTOPbIX B COOTBETCTBYIOLLMX
pa3psagax Mmacku 3agaH ‘0’;

- value — “cKomoe 3HayeHue.

no offset-list offset_list name

YAanunTb CO3A4aHHbIN paHee CruCoK.

access-list commit

MpumeHnTb nsmeHeHma B ACL-cnumcke.
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5.32.3 Konepuzypayusa ACL Ha 6a3ze MAC

B pgaHHOM pasaene npusegeHbl 3Ha4eHMA U ONMUCAHUA OCHOBHbIX MAapPaMeTpPOB, UCMNOJib3yeMblX B

cocTaBe KomaHA HacTpoiKkm cnnckos ACL, ocHoBaHHbIX Ha MAC-agpecaumu.

CospgaHne u BXOA4 B pexumm pegaktmpoBaHua cnmckos ACL, ocHoBaHHbIX Ha MAC-agpecaumum,

console#

ocylLecTBasAeTCcA MO KomaHge: mac access-list extended
co3gaHuA cnucka ACL nog HaszBaHMem MESmac HeobxoAMMO BbINOIHUTL CAEAYHOLIME KOMAHAbI:

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Mpu ogHOBpPEMEHHOM UCMONAb30BaHUM NpPaBuA ¢ napametpom offset-list u npaeBun ¢ na-

"

pameTtpom EtherType (permit/deny any any EtherType) cywecrsyer annapaTHoe orpaHum-
yeHue. [Ana nx coemectHoi pabotbl Heobxogumo npu cosgaHum offset-nucra, nomumo

HYXXHbIX 6aiiTOB, yKa3aTtb 6aiiTbl EtherType.

Tabnmua 319 — OcHOBHbIE NAapPaMETPbl, UCMO/Ib3YEMbIE B KOMaHAaX

access—-1ist. Hanpumep, ana

Mapamemp 3HavyeHue Aelicmeue
permit - Co3paTb paspellatolee npasuno dpunbTpaumm B cnucke ACL.
deny - Co3gatb 3anpewjatowee npasuno ¢uabtpaumm B cnncke ACL.
source - Onpenennte MAC-agpec UCTOYHMKA MaKeTa.

source_wildcard

wildcard-macka agpeca

UCTOYHUKA

Macka onpegenset 6uTbl MAC-agpeca, KOTopble He06XxoANMO
WUrHOPUPOBATb. B 3HaYeHMA UTHOPUPYEMbIX BUTOB A0KHbI ObITb
3anucaHbl eAnHULbI. Hanpumep, Mcnonb3ys Macky, MOXKHO
onpegenuTb gna npasuna punbTpaumm gnanasoH MAC-agpecos.
YT106bI f,062BUTL B Npasuio dpunbTpaummn sce MAC-agpeca,
HaumHatowmecs Ha 00:00:02:AA.xx.xx, HeobxoAUMO 3aaTb
3HayeHne macku 0.0.0.0.FF.FF, To ecTb, cornacHo AaHHOM macke,
nocnegHue 32 6uta MAC-agpeca byayT He BaXKHbl A1A aHANU3a.

destination

MAC-agpec HaszHauyeHuA

nakeTa

Onpegennte MAC-agpec Ha3HayeHus nakera.

destination_wildcard

wildcard-macka agpeca

Ha3Ha4vyeHuA

Macka onpegenset 6uTbl MAC-agpeca, KOTopble He06XxoANMO
WUrHOPUPOBATb. B 3HaYeHMA UrHOpUpyemMbIX BUTOB [,OMKHbI ObITh
3anucaHbl eAnHNLBI. Macka ncnonb3yeTca aHaIorMYHO Macke
source_wildcard.

vilan_id

vlan_id: (1..4094)

MNoaceTtb VLAN ¢punbTpyembix NakeTos.

cos

cos: (0..7)

Knacc obcnykunsanus (CoS) dunbTpyembix NakeTos.

cos_wildcard

wildcard-macka Knacca
obcnyxusanus (CoS)

bUNbTPyEMbIX NAKeTOB

Macka onpeaenset 6utbl CoS, KoTopble HeobxoaMMO
WUrHOPMPOBATb. B 3HaUeHWA UTHOPUpPYyeMbIX BUTOB A,OMKHbI ObITb
3anucaHbl eguMHuubl. Hanpumep, 4Tobbl MCNoNb30BaTb B Npasuie
dunbTpaumm CoS 6 n 7, Heobxoammo B none CoS yKasaTtb
3HayeHue 6, 1Mb0 7, a B NoJle Macku 3HayeHue 1 (7 B ABOMYHOM
npeactasneHnn — 111, 1 - 001, nonyyaetcs, YTo nocaegHUn 6uT,
6yAeT UrHopmpoBaThea, To ecTb CoS moskeT 6biTb 1M60 110 (6),
nmbo 111 (7)).

eth_type

eth_type: (0..0xFFFF)

Ethernet-Tun punbTPyeMbIx NAKETOB B LWECTHAALATEPUYHOM
3anucu.

disable-port

BbIK/IIOYMTL NOPT, C KOTOPOTO BbIT MPUHAT NaKeT,
YAOBNETBOPAIOLWMIA YCNOBMAM KOMaHZb! 3anpeTta deny.

log-input

BKAOUNTB OTNPaBKY MHGOPMALLMOHHBIX COOBLLEHNI B
CUCTEMHBIN KYpHaA Npu NoayYeHUM nakeTa, KOTOpPbIN
COOTBETCTBYET 3anNucHm.

time_name

time_name: (1..32)
CMMBOJI0B

OnpefennTtb KOHGUTYpaLMIO BpeMEHHbIX MHTEPBAsIOB.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

323



HELTEX

offset_list_name

3apaTb MCNONb30BaHWE cNUcKa WabnoHOB Nosib3oBaTens Ans
pacno3sHaBaHUA NakeToB. A KaxKaoro cnmcka ACL MosKeT bbiTb
onpeaenieH CBOW CN1CoK WabaoHoB.

offset_list__name: (1..32)
C“MBO/I0B

ace-priority

MHAaeKc npasuna B Tabavue. Yem meHbLIe MHAEKC — TEM
npuopuTeTHee NPaBuI0. 3Ha4YeHWe MHAEKCa JOIKHO ObiTb
YHUKANbHbIM B paMKax cnNucka npasun 8 ogHom ACL.

ace-priority:
(1..2147483647)

< KXX

DOna Bbibopa Bcero gnManasoHa napameTpos, Kpome dscp u IP-precedence, ucnonb3syerca
napametp «any».

Ecau nakeTt nonagaet noa Kputepui npasuna B ACL, To Hag, HUM BbINONHAETCA AeNcTBue
aToro npasuna (permit/deny). flanbHeliwan nposepKa He NPOU3BOAMUTCA.

Ecnu Ha uHTepdeic HasHaueHbl IP u MAC ACL, To nepBoHa4YasbHO NakeT 6ygeT nposepeH
Ha cootBetcTBUe npasunam IP ACL, notom — MAC ACL (B chyuae, ecau He nonager nog
peiictBue HM ogHoro u3 npasun IP ACL).

Ecam nocne nposepKku Ha cooteetcTBue npasunam IP unu MAC ACL (korpga 1 ACL HasHaueH
Ha uHtepdeiic) unm IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha MHTepdeic) nakeT He nonan
noa AeucTBue HU OAHOrO U3 NPaBu, TO K AaHHOMY NaKeTy byaeT npumeHeHo aecTBue

“deny any any”.

Tabnumua 320 — KomaHabl, ucnosibayemole ans Hactponkm ACL-cnuckoB Ha ocHoBe MAC-agpecaunm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name]
[ace-priority index] [offset-list offset_list_name]

[o6aBuTb paspeluatolLyio 3anucb GunbTpaumm. MakeTsl,
oTBevaloLLMe ycnoBuam 3anucu, byayt obpabatbiBaTbea
KOMMYTaTOpPOM.

no permit {any | source source-wildcard} {any | desti-
nation destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [off-
set-list offset_list_name]

Y[annTb CO34aHHYI0 paHee 3anuch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wild-
card] [eth_type] [time-range time_name] [disable-port
| log-input] [ace-priorityindex] [offset-list off-
set_list_name]

[Jo6aBuTb 3anpewatoLyto 3anncb Guabtpaumu. MNakersl,
oTBevaloLLMe ycnosuam sanmcu, byayt 610KkMpoBaTtbea
KOMMYyTaTopoMm. Mpu UCM0b30BaHMMU KNOUYEBOrO C/10Ba
disable-port, dpusnyecknin nHTepdenc, NPUHABLLMI TaKoM
naket, byAeT BbIK/OYEH.

Mpw ncnonb3oBaHUK KatodeBoro ciosa log-input 6ypet
OTNPaBAEHO COOBLEHNE B CUCTEMHDIN KYpHaA.

no deny {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vlan_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [dis-
able-port | log-input] [offset-list offset_list_name]

Y[anuTb CO34aHHYI0 paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3aaTb CNUCOK LWabNoHOB N0/Ib30BATENA C UMEHEM name.
Mma moxeT BKAto4aThb oT 1 40 32 cMMBONOB. B 0aHOM KomaHae
MOXET COAEPHKATbCA A0 TPUHAALATHY WabOHOB B 3aBUCMMOCTU

set system mode), BK/IlOYaOLWMX CefytoLMe NapameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOKHbIe 3HaueHusn:
12 — Hayano cmeleHnn ot EtherType;
outer-tag — Ha4vano cmeleHua ot STAG;
inner-tag — Havano cmeweHuna ot CTAG;
src-mac — Hayano cmeleHuna ¢ MAC-agpeca UCTOYHWMKa;
dst-mac — Havano cmeweHuns c MAC-agpeca HazHayYeHus.
- offset — cmelLeHWe 6aiTa gaHHbIX B Npeaenax nakeTa.
BasoBoe cMeLLeHMEe NPUHUMAETCA 3a HaYaNo OTcYeTa;
- mask — macka. B aHanM3e naketa NpMHUMALOT yyacTue
TONbKO Te pa3pagpl 6aliTa, 419 KOTOPbIX B COOTBETCTBYIOLLMX
paspagax macku 3agaH ‘0’;

- value — nckomoe 3HayeHue.
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no offset-list offset_list_name

YAanuTb CO34aHHbIN paHee CNUCOK.

access-list commit

MpumeHunTb n3smeHeHuna 8 ACL-cnmcke.

5.33 KoHdurypauua 3awmutbl oT DoS-atak

[aHHbIN KNnacc KomaHg, no3soaseT 610KMPOBaTb HEKOTOPbIE PacnpoCTpaHeHHble Knaccbl DoS-aTak.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUIypauumn nmeet Bug;

console (config) #

Tabnnua 321 — KomaHabl ANa HaCTPOMKM 3awmThbl oT DoS-aTaK

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip martian-address filtering

no ip martian-address
filtering

—/BKAKOYEHO

BKAOUMTbL PUABTPALLMIO NAKETOB C aApecaMmn UCTOUYHMKA U
Ha3HauyeHua ns cetv 0.0.0.0/8.

BbIK/MOUNTb GUABLTPALMIO NAKETOB C agpecamm UCTOYHMKA U
Ha3HauyeHua ns cetv 0.0.0.0/8.

security-suite deny
martian-addresses {add |
remove} ip_address

ip_address:mask/—

HactpouTb unu yaanutb gnanasoH IP-agpecos. MakeTbi ¢ IP-
apecom UCTOYHWUKA MM Ha3HAYeHUs, nonagatoLLme nog,
HaCTPOEHHbIN Ananas3oH, byayT oTOpoLLEHbI.

security-suite deny
martian-addresses
reserved {add | remove}

HacTpouTb uan yaanutb dpuabtp ana 3ape3epBMpoBaHHbIX IP-
agpecos. 3ape3epBUPOBAHHLIMU CUUTAIOTCA Cneaytollme agpeca:
0.0.0.0/8 — agpeca UCTOUYHMKA M Ha3HaYeHUa (UCKNtoYeHne —
agpec ucroyHnka 0.0.0.0);

no security-suite deny syn-
fin

add/— 127.0.0.0/8 — aapeca UCTOYHMKA U HAa3HAYeHUS;
192.0.2.0/24 — appeca UCTOUYHMKA U HazHaYeHus;
224.0.0.0/4 — ToNbKO agpeca UCTOYHMKA;
240.0.0.0/4 — agpeca UCTOYHMKA U Ha3HaYeHUAa (UCKNtoYeHne —
aapec HasHayeHua 255.255.255.255).
security-suite deny syn-fin OT16pocuTb TCP-NaKeTbl C 0AHOBPEMEHHO YCTaHOBNEHHbIMM SYN-
1 FIN- pnaramu.
—/BKAKOYEHO

Bbikntountb PpyHKUMIO oTHpacbiBaHnA TCP-nakeToB €
oAHOBpemeHHOo ycTaHoBaeHHbIMK SYN- 1 FIN- dnaramm.

security-suite dos protect
{add | remove}
{stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpetuTb/paspellnTb NPOXOKAEHWE ONpeaeneHHbIX TUMNOB
TpaduKa, XxapaKTepHbIX ANA BPeAOHOCHbIX NPOrpamm:

- stacheldraht — ot6pacbiBaeT TCP-nakeTbl C NOPTOM UCTOYHWUKA
paBHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl ¢ MOpTOM
Ha3Ha4yeHus paBHbiM 2140 n nopTom UCTOYHMKA 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl ¢ nopTom
Ha3HayeHunA 31337 1 NOopTOM UCTOYHMKA paBHbiMm 1024.

security-suite enable
[global-rules-only]

no security-suite enable

— /BbIKOYEHO

BK/IOUMTb K1acC KOMaHA, security-suite.
- global-rules-only — oTkntouaet knacc KomaHg, security-suite Ha
nMHTepdercax.
V He Bnauset Ha paboTy KomaHpAb! security-suite deny syn-
fin.

OTKAIOYNUTb KNAcc KoMaHA, security-suite.
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security-suite syn
protection mode {block |
report | disabled}

no security-suite syn
protection mode

—/block

Hactpoutb pexxkum 3awmtbl ot SYN-aTak:

- block — otbpacbiBaeT npegHasHauyeHHble ycTpoiicTey TCP-
naKkeTbl C ycTaHoBAeHHbIM ¢pnarom SYN 1 popmupyet
npegynpexaatouiee coobuieHue;

- report — dopmupyeT npeaynpexkgatowiee cooblieHme npu
npuxoae npeAHasHa4yeHHoro yctponctay TCP-nakeTa ¢
YCTaHOB/IEHHbIM dnarom SYN;

- disable — oTkntoyaeT 3awmTy.

HacTpouTb pexxmMm no ymonyaHuio.

security-suite syn
protection recovery sec

no security-suite syn
protection recovery

sec: (10..600) / 60

OnpenennTb MHTEPBaAs, MO UCTEYEHUU KOTOpOro ByaeT

pa3ba0KMpoBaH paHee 3a610KMPOBaAHHDBIM UCTOYHMK SYN-aTaku.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHULO.

security-suite syn
protection threshold rate

no security-suite syn
protection threshold

rate: (20..200) / 80

OnpeaennTb CKOPOCTb (KOIMYECTBO NAKETOB B CEKyHAY) OT
KOHKPETHOIO MCTOYHWMKA, NPU KOTOPOW 3TOT UCTOYHMK ByaeT
MAEHTUPULMPOBAH KaK aTaKyoLWUNA.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

security-suite syn
protection statistics

no security-suite syn
protection statistics

BKkatounTb BegeHme ctatuctmkm SYN-aTak.

— /BbIKOYEHO

BbIKNtounTL BegeHme ctatuctmkm SYN-aTak.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, 2pynnsi nopmos

KomaHZHan CTpoka B perkume KoHoUrypauumn nHTepdeliica Ethernet, rpynnsi NOpToB UMEET BUA,:

console (config-if) #

Tabnunua 322 — KomaHaa KoHpurypauum 3awmtbl oT DoS-aTak ana uHtepdeincos

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dress [mask]}

security-suite deny {frag-
mented | icmp | syn} {add
| remove} {any | ip_ad-

no security-suite deny
{fragmented | icmp | syn}

ip_address: IP-agpec;
mask: macka B ¢popmate
IP-appeca unu npedukca

Co3pgaTb NpaBusIo, 3anpeLLatoLlee NPOXoKaeHune Tpaduka,
COOTBETCTBYHOLLEFO KPUTEPUAM.

- fragmented — ¢pparmeHTUpOBaHHbIE NaKeTbI

- icmp — ICMP-Tpadmk

- syn — SYN-nakeTbl

YaanuTb 3anpeluatowlee npasuio.

[mask]}

security-suite dos syn-at-
tack rate {any | ip_address

no security-suite dos

dress [mask]}

syn-attack {any | ip_ad-

rate: (199..2000) nakeTtoBs
B CEKYHAY;
ip_address: — IP-agpec;
mask: macka B popmare
IP-appeca unun npedukca

3agaTtb nopor SYN-3anpocoB Ha onpeaeneHHbIn IP-
agpec/ceTb, Npy NPeBbILEHMM KOTOPOTO JIMWHWE Kagpbl
6yayT oTbpacbiBaThCA.

BoccTaHOBUTL 3HaYeHWe N0 YMOHYAHMUIO.

KomaHOwbi pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnnua 323 — KomaHga pexuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

show security-suite
configuration

OT06pa3nTb HACTPOMKM 3aLMTbl OT DoS-aTaK.

show security-suite syn
protection
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT106pasnTb HacTPOWKM 3almnTbl oT SYN-aTak 1 onepatnsHoe
COCTOAHWE UHTepdecoB.

show security-suite syn
protection statistics
[detailed] [source-ip
ip_address | interface
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
groupj]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3nTb HACTPOMKM CTAaTUCTUKM 3alLmTbl OT SYN-aTak 1

MHbOpPMaLMIO 06 MCTOYHUKAX aTaKK.

- detailed — oTobparkaeT AONOAHUTENBHYIO MHDOPMaUUIO 06

VUCTOYHMKE aTaKu;

- source-ip — oTobpakaeT MHPopMaLUMIo ANs yKasaHHoro IP-

agpeca UCTOYHMKA;

- interface — oTobpaxkaeT uHGopmauuto A1a yKazaHHOro

MHTepoeica.

V B cTratucTUKe coxpaHaetca uHpopmaumsa o 512
nocaeaHUX UCTOYHUKAX aTak.

clear security-suite syn
protection statistics

OUMCTUTb CTaTUCTUKY 06 UCTOYHMKax SYN-aTaK.

5.34 KauectBo 06cnyxusaHma — QoS

Mo ymon4aHUIo Ha BCEX MOPTax KOMMYTaTOpPa MCMOAb3YyeTCA OpraHM3aLLma ovyepeam NakeTos No MeToay
FIFO: nepBbIi npuiwen — nepsbi ywén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepegayn Tpaduka npu
MCNO/1Ib30BaHUWN AAHHOIO METOAA MOTYT BO3HUKHYTb NPo6ieMbl, MOCKO/IbKY YCTPOMCTBOM MTHOPUPYHOTCA BCE
nakeTbl, He Bowegawwue B bydpep ovepeam FIFO, n cooTBeTCTBEHHO TepAtoTca 6e3B03BpaTHO. PellaeT aaHHyto
npobiemy MeToZ, OpraHu3yloWwuii oyepean no npuoputeTy Tpaduka. MexaHusm QoS (Quality of Service —
KauyecTBO 0OCNY}KMBaHUA), peasn30BaHHbI B KOMMYTAaTOpPax, NO3BOJISET OPraHN30BaTb BOCEMb Oouyepesei
npuopuTeTa NAaKeTOB B 3aBUCMMOCTU OT TUMA NepesaBaemMbiX AAHHbIX.

5.34.1 Hacmpoiika QoS

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 324 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..64)/56

YcTaHOBUTL 3HaveHne nona DSCP gna IP-nakeToB, dopmumpyembix
LLeHTPabHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.

ipv6 tx-user-priority value

no ipv6 tx-user-priority

value: (0..7)/7

YcTaHOBWTb 3HaYeHue nona DSCP ansa naketos, GopmMupyembix
LLeHTPaNbHbIM MPOLLECCOPOM.

YCTaHOBUTb 3HAYeHUe no YMOI4aHUIO.
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ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YcTaHoBUTb 3HaYeHue nona CoS anAa TerMpoBaHHbIX MAKeTOoB,
dopMUpyeMbIX LLeHTPaIbHbIM NPOL,ECCOPOM.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

qos [basic | advanced
[ports-trusted |
ports-not-trusted]]

—/basic

Paspeluntb KOMMyTaTOpy MCNO/b30BaTh QOS.

- basic — 6a308BbIl1 pexxum QoS;

- advanced — pacluinpeHHbI pexxmm KoHourypaumm Qos,
BK/IHOYAIOLLMI NONHbIV NepevyeHb KOMaHA, HacTpolikm QoS;

- ports-trusted — B faHHOM NoJpexXnme NakeTbl HaNPaBAAOTCA B
BbIXOAHYIO o4epeb Ha OCHOBaHWM NOAe B 3TUX NaKeTax;

- ports-not-trusted — B faHHOM nogpexxnme Bce NakeTbl
HanpaBAAOTCA B 04epeb, KOTOPOI COOTBETCTBYET cos=0
(cooTBETCTBME MOXKHO NOCMOTPETL KOMaHAoM «show qos interface
queuing»), AnA OTNPaBKM B Apyrue odepean TpebyeTca HasHaYaTb
Ha BXOAHOW MHTepdenc cTpaTermto Knaccupukaumm Tpaduka
(policy-map). 3HaueHus dscp He yunTbiBatOTCA NpU BbiGOpE
BbIXOZHOW 04epeam B 3TOM NOAPEXRMME.

qos advanced-mode trust
{cos | dscp | cos-dscp}

no qos advanced-mode
trust

—/oTKNtouEeH

YCTaHOBUTbL METOZ A0BEPUA Ha NOpPTax Npu paboTe B pexume
paclmpeHHoro KoHourypauumn QoS n nogpexunme ports-trusted.

- C0S — nopT gosepseT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepseT 3HayeHuto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT goBepsaeT 06o0Mm ypoBHAM, ogHako DSCP nmeet
npuopuTeT Hag, 802.1p.

YCTaHOBWTb MeTOA, N0 YMOAYAHUIO.

class-map
class_map_name [match-
all | match-any]

no class-map
class_map_name

class_map_name:
(1..32) cumBonos;
Mo ymon4yaHuo
MCMoNb3yeTca onumn
match-all

1. Co3patb CNUCOK KpuTepues KnaccuduKkaumm Tpaduka.

2. BOMTK B peXXMM pefaKkTUPOBaHMA CNIMCKA KpUtepues

KnaccuouKkaumm TpadukKa.

- match-all — Bce KpuUTEpPUM AAHHOrO CNUCKa AOMKHbI ObITb

BbINOJIHEHDI;

- match-any — oauH, Nt060oI KpUTepuii JAHHOTO CNUCKA A0/IKEH

6bITb BbINOHEH.

V‘ B cnucKe KpuTepuesB MOXKeT 6biTb OAHO MU ABa Npa-
Buna. Echn npasuna aBa, v 06a oHM yKa3bIBalOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudukauma byaer ocy-
LWEeCTBAATLCA NO NepBOMY B CIUCKE BEPHOMY MpPaBuny.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Y[anuTb CNUCOK KpUTepmnes Knaccubukaumm Tpadumka.

policy-map pol-
icy_map_name

no policy-map pol-
icy_map_name

policy_map_name:
(1..32) cumBonos

1. Co3patb cTpaTernto knaccudumraumm Tpadumka.
2. BoWTi B peXXnm peaakTMpoBaHua cTpaTernmn Knaccmdumrkaymm
TpaduKa.
| B oaHOM HanpaBieHMU NOAAEPKUBACTCA TONIbKO OA4HA
V cTparterma Knaccupukaumum tpaduka.
Mo ymonuaHuio policy-map ycraHasnmsaetr DSCP = 0
ana IP-nakeros u CoS = 0 AnA TerMpoBaHHbIX NAaKeToB.

V [eiicTByeT TONbKO AN pexxuma qos advanced.

Ypanutb npaBuao Knaccuduraumm tpaduka.
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qos aggregate-policer ag-
gregate_policer_name
committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit}]
[peak peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-
dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_nam
e: (1..32) cumBona;
committed_rate_kbps:
(3..57982058) K6uT/C;
committed_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) kK6uT/C;
peak_burst_byte:
(3000..19173960) 6amt

OnpeaennTb WabnoH HACTPOEK, KOTOPbIN NO3BONAET OrPAHUYUTD

nosocy NPonycKaHWA KaHana.

Mpwu paboTe c NoNOCOM NPONYCKaHWUA UCMONb3YETCA aArOPUTM

MapKUPOBaHHOM «KOP3UHbI». 3a4a4elt anroputma ABAAETCA

NPUHATUE pelleHuns: nepesaTb NakeT Uan oTOPOCUTD.

MapameTpamu anropmTma aBAATCA cKopocTb noctynneHus (CIR)

MapKepoB B «KOP3MHY» N 06BbEM (CBS) «KOp3MHbBI».

- committed-rate-kbps — cpepgHee 3HauyeHUe CKOPOCTH TpaduKa;

- committed-burst-byte — pa3mep caepxusatoLLero nopora 8

banTax;

- drop — nakeT 6ygeT oT6poOLIEH, KOTAA «KOP3UHA» NePenosIHUTCS;

- policed-dscp-transmit — npu nepenoiHeHUU KKOP3UHbI»

3HauyeHue DSCP bygeT nepeonpeseneHo;

- peak — yCcTaHOBWTbL NOPOroBOE 3HaYeHME CKOPOCTU TpadumKa ¢

nepeonpegeneHHbiMn 3HavYeHnammn DSCP;

- violate-action — ycTaHOBUTb AeicTBUE Hag NAKETOM nocse

npeBsbIWeHNA NOPOroBOro 3HaYeHUA.

V Henb3a yaanutb WwWabnoH HacTpoeK, ecnm OH UCNo/b3y-
erca B cTpaterumn policy map, nepeps yaaneHuem cne-
AyeT yAanuTb HasHauyeHue wabnoHa cTpaternmn: no
police aggregate aggregate-policer-name.

V [eiicTBYyeT TONbKO ANA pexxuma gos advanced.

V Napametp policed-dscp-transmit nossonser npu npe-
BbIlLEHWUU 3HAUYeHUAa commited_rate wau peak_rate ne-
peaaTb NaKkeT Aanblue, USMEHUB B HeM MeTKy dscp, Ko-
TopaA HacTpauBaeTca KomaHAaoli qos map policed-dscp
C AONONHUTENbHbIM aprymeHTom violation B cnyyae ¢
peak_rate. Mpu aTom npu npeebiweHnn commited_rate
WU peak_rate MOMHO HacTpauBaTb pasHble 3HAYEHUA

dscp.

Ypanutb wabnoH HaACTpOeK peryamposaHnA CKOPOCTU KaHana.
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qos aggregate-policer ag-
gregate_policer_name pps
committed_rate_pps com-
mitted_burst_packet [ex-
ceed-action {drop | po-
liced-dscp-transmit [peak
peak_rate_pps
peak_burst_packet [vio-
late-action {drop | po-
liced-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..19531250) pps;
committed_burst_packe
t: (1..19531250)
NaKeTos;
aggregate_policer_nam
e: (1..32) cumBonos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) naketoBs

OnpeaennTb WabnoH HAaCTPOEK, KOTOPbIN No3BoONAET

OrPaHUYUTL MONOCY NPOMNYCKAHWUA KaHaNa U B TO }Ke Bpems

rapaHTMpoBaTb ONpeaeNeHHYH CKOPOCTb NepeAayn AaHHbIX.

Mpwu paboTe c NoN0CO NPONYCKaHWUA UCMONb3YETCA aAropPUTM

MapKUPOBaHHOM «KOP3UHbI». 3a4a4elt anroputma ABAAETCA

NPUHATUE PelleHuns: nepeaaTh NAKeT UM OTOPOCUTD.

MapameTpamu anropuTma ABAAKOTCA CKOPOCTb NOCTYNAEHUA

(CIR) mapKepoB B «KOP3MHY» 1 06BEM (CBS) «KOp3MHbBI».

- committed_rate_pps — cpepHee 3Ha4YeHUE CKOPOCTU TpaduKa

B pps;

- excess_burst_packet — pasmep caepKuBatoLLero nopora B

nakerax;

- drop — nakeT 6ygeT oT6poLIEH, KOrAa «KOpP3nHa»

nepenosiHUTCS;

- policed-dscp-transmit — npu nepenoaHeHUU KKOP3UHbI»

3HayeHue DSCP byaet nepeonpegeneHo.

V‘ Henb3a yaanuTb Wab6a0H HACTPOEK, €CAIU OH UCMOAb3Y-
ercAa B cTpaterumn policy map, nepeps yaaneHuem cne-
AyeT yAanuTb HasHauyeHue wWabnoHa cTpaterm: no
police aggregate aggregate-policer-name.

/‘ [elictByeT TONAbKO ANA pexuma gos advanced.

V Napametp policed-dscp-transmit nossonser npu npe-

BbIlUEHWUM 3HAYEHUA commited_rate wnvm peak_rate ne-
peAaTb NaKeT Aanblue, U3SMEHUB B HeM MeTKy dscp, KoTopas
HacTpamBaeTcA KomaHgoi qos map policed-dscp ¢ gononHu-
TeNbHbIM aprymeHTom violation B cnyuae c peak_rate. Mpu atom
npy npesblWeHnMn commited_rate n peak_rate MOXHO HacTpau-
BaTb pa3Hble 3HauyeHua dscp.

YaanuTb WwabnoH HaCTPOeK PeryiMpoBaHMsa CKOPOCTU KaHana.

wrr-queue cos-map
queue_id cosl...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHunAa CoS no
YMOIYaHMIo AnA
oyepenen:
CoS =1 — ouepegab 2
CoS =2 — oyepeap 3
CoS =0 — oyepeap 1
CoS =3 — ouepeap 6
CoS =4 — ouepeap 5
CoS =5 — ouepeap 8
CoS =6 — ouepeap 8
CoS =7 — ouepeap 7

OnpepennTtb 3HauyeHus CoS ana ouepeaen ucxogauwero Tpaduka.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255);
3HayeHue no
YMOYaHMIO

onpeaenserca
KO/IMYEeCTBOM
HaCTPOEHHbIX oyepenen
WRR. Hanpumep, ecan
HacTpoeHo 5 ouepesei
WRR, TO HacTpoiika no
yMonYaHuio byget
MMeTb BUA: WIT-queue
bandwidth 1248 16

MpUCBOWTbL BEC UCXOAALLIUM OYEPESAM, UCMONb3YEMbIN
mexaHnamom WRR (Weighted Round Robin — BecoBoi mexaHu3am
pacnpeaeneHun Harpysku).

YCTaHOBWTb 3Ha4YeHMe N0 YMOHYAHWIO.
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priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues:
(0..8)

Mo ymonyaHuio Bce
ouepeam
obpabatbiBatoTcs no
anropuTmy «strict
priority».

3a4aTb KONNYECTBO NPUOPUTETHBIX OYepesen.

Ana npuoputeTHoii ouepeaun Bec WRR 6yaet urHopu-
V poBaTtbcA.

Ecnn 3apaertca otamuHoe ot «0» 3HayeHue N, To cTtap-
wue N ouepegeit 6yayt npuoputeTHbiMmu (He 6yayT
yuyacrsoBaTtb B WRR).
Mpumep:
0: BCe oyepeAun paBHOMNPABHbI;
1: cemb mnagnx ouepepeit yuacteytor B WRR, 8-as He
y4yacrsyer;
2: wecTb Mnaawmx oyepeaei yyacreytor B WRR, 7, 8 He
y4acrsylorT.

YCTaHOBWUTb 3HAYeHMUE NO YMO/IHaHUIO.

qos wrr-queue wrtd

no qos wrr-queue wrtd

no ymonyanuio WRTD
BbIK/IIO4EHO

Bkatounte WRTD (Weighted Random Tail

MeXaHU3M yaNeHns NakeToB U3 oYepesen.

V M3meHeHUa BCTyNAT B CWIY nocie nepesarpysku
ycTpoiicTea.

Drop) Becosoit

Bbikntounte WRTD.

qos map enable {cos-dscp
| dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

—/BbIK/IIOYEHO

Mcnonb3oBaTth 3agaHHy0 Tabvuy nepeMapKMpoBKM AN AoBe-
PEHHbIX NOPTOB KOMMYTaTOpPa.

He ncnosnb3oBaTbh Tabaunuy nepemapKkUpoBKu.

qos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63);
dp: (0..2)
Mo ymonuaHuio sce
nakeTbl UMEeLOT
npuoputet copoca dp=0

MocTaBuTb B cooTBeTcTBME 3HadveHunto DSCP npuoputeT cbpoca
(4em BblWe YMCNOBOE 3HAYEHUE NPUOPUTETA, TEM HUXKE BEPOAT-
HOCTb TOrO, YTO MaKeT byaeT oTOPOLLEH; B NepByto oyepesb OT-
6pacbiBatoTcA NakeTbl ¢ NpuoputeTom cbpoca 0, 3aTtem 1, 3aTem
2).

- dscp_list — onpegpensetr no 8 3HaueHui DSCP, 3HaueHwun
pasaenatoTca 3Hakom npobena.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YCTaHOBUTb 3HAYEHUA MO YMO4aHUIO.

qos map dscp-cos
dscp_list to cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHuTb Tabanuy nepemapkuposku DSCP. 3ameHseT 3Haue-
Hue DSCP Ha CoS.

BepHyTbCH K 3Ha4YeHUAM Mo YMO/TYaHUIO.

gos map cos-dscp cos to
dscp_list

no qos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHUTL Tabamuy nepemapkuposkn CoS. 3ameHseT 3HayeHue
CoS Ha DSCP.

BepHyTbCﬂ K 3Ha4YeHUAM N0 YMO/THaHUIO.

qos map policed-dscp
[violation] dscp_list to
dscp_mark_down

no gos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down:
(0..63)

Mo ymonyaHuto Tabamua
NOBTOPHOM MAapPKMPOBKK
ABNSAETCS NYCTON, TO eCTb
3HayeHus DSCP ans Bcex
BXOAALLMX NAaKeToB
0CTaloTCA HEM3MEHHbIMM

3anonHuTb Tabanuy nepemapkuposku DSCP. Ona BxogAaLmx na-
KETOB C YKa3aHHbIMM 3HaueHuamn DSCP 3apaeT HoBoe 3Ha4YeHue
DSCP.
- dscp_list — onpegenset oo 8 3HayeHuit DSCP, 3HaYeHus pasge-
NATCA 3HaKom npobena.
- dscp_mark_down — onpegenseT HoBoe 3HayeHue dscp.
- violation — 3apatb HoBOe 3HaueHne DSCP B nakeTe npu npesbl-
LeHMM 3Ha4YeHun peak_rate.

V [eicTByeT TONIbKO ANA pexuma gos advanced.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

qos map dscp-queue
dscp_list to queue_id

dscp_list: (0..63)
queue_id: (1..8)
3Ha4veHUnAa no
YMONYaHMI0:

YCTaHOBUTb COOTBETCTBME Mexay 3HavyeHnamun DSCP sxopAaLumx
NMakeToB M oyepesaamMM.

- dscp_list — onpegensaet oo 8 3HayeHuit DSCP, 3HaYeHus pasge-
nAaoTcA 3Hakom npobena.
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no qos map dscp-queue
[dscp_list]

DSCP: (0-7), ouepeab 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeab

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

in_dscp to out_dscp

no qos map dscp-muta-
tion [in_dscp]

out_dscp: (0..63)

Mo ymonyaHuio KapTa
U3MEeHeHWUI saBnaeTca
nycToM, To ecTb
3Ha4veHua DSCP gna Bcex
BXOAALLMX MAKeToB
OCTaOTCA HEM3MEHHbIMM

3
DSCP: (24-31), ouepeap
4
DSCP: (32-39), ouepeab
5
DSCP: (40-47), ouepeap
6
DSCP: (48-55), ouepeab
7
DSCP: (56-63), ouepeapb
8
qos trust {cos | dscp | YCTaHOBUTb peXXUM [0Bepua KOMMyTaTopa B 6a3oBom pexume
cos-dscp} QoS (CoS nan DSCP).
- COS — YCTaHaB/AMBAET KAaCCUPUKALMIO BXOAALWMX NMAKETOB MO
3HayeHnAm CoS. [OnA HeTerMpoBaHHbIX MAKETOB MCNO/b3yeTcA
3HayveHune CoS No ymonyaHuio;
- dscp — ycTaHaBNMBAET KnaccMbUKaLMIO BXOSALLMX NAKETOB No
—/dscp 3HaueHuam DSCP.
- cos-dscp — ycTaHaBAMBaET KNaccupUKaLMIo BXOAALLMX NAaKeTOB
no 3HadyeHuam DSCP gna IP-naketoB 1 no 3HavyeHuam CoS ana He
IP-nakeToB.
V’ [eiicTBYyeT TONbKO ANA pexuma qos basic.
no gos trust YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
gos dscp-mutation Mo3BonAeT NnpumeHUTb Tabnnuy n3meHeHM dscp K COBOKYMHOCTU
dscp-aoBepeHHbIX NOPTOB. Mcnonb3osBaHMe TabauLbl USMEHEHWU
no3BoAAET NepesanucaTb 3HayeHus dscp B IP-nakeTax Ha HOBble
— 3HayeHuA.
V‘ MNpumeHnUTb Tabnuuy usmeHenuii DSCP BO3MOXKHO
TONbKO ANA BXoAsALlero Tpadpuka JoBepeHHbIX NOPTOB.
no gos dscp-mutation OTMEHWTb UCNONb30BaHME KapTbl U3MeHeHn dscp.
qos map dscp-mutation . 3anonHuTb Tabnunuy nepemapkuposkm DSCP. [na BxogAawmx na-
in_dscp: (0..63);

KeTOB C YKa3aHHbIMK 3HavyeHuAMKU DSCP 3aaaeT HOBble 3HayYeHunA
DSCP.

- in-dscp — onpepenset fo 8 3HaueHuit DSCP, 3HayeHuA pasge-
NATCA 3HaKom npobena.

- out-dscp — onpepensaeT Ao 8 HoBbIx 3HaueHn DSCP, 3HaueHus
pasaenatoTca 3Hakom npobena.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

rate-limit vlan vlan_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058)
K6UT/C;
burst: (3000..19173960)
6aiT/128 KbanT

YCTaHOBUTb OrpaHUYeHNe CKOPOCTM ANA BXOogALLero TpaduKa ana
3aaaHHoM VLAN.

- vlan_id — Homep VLAN:

- rate — cpefHAA cKopocTb Tpaduka (CIR);

- burst — pasmep caepxuBatoLLero nopora (orpaHuyeHme
cKopocTK) B HaitTax.

CHATb orpaHun4yeHuMe CKOPOCTU BXxoaAallero Tpad)vma.

rate-limit vlan vian_id pps
rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps: (125..
19531250) pps

burst_pps: (1..19531250
) nakeTtos

YCTaHOBWTb OrpaHUYeHME CKOPOCTU ANA BXOAALLEero TpaduKa ana
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONUYECTBO NAKETOB B CEKYHAY.

- burst_packet — pasmep caepKuBaloLLEero nopora (orpaHuyeHue
CKOPOCTW) B NaKeTax.

CHATb OrpaHuYeHne CKOPOCTU BXoAALLero Tpaduka.
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gos tail-drop mirror-limit HacTpouTb pacnpegeneHue pecypcos bydepa A1 CKONMPOBAHHbIX
{rx | tx} limit NMaKeToB B KOHTPO/IMPYIOLLMIA NOPT.
- X — CKOMMPOBAHHbIE NaKeTbl, NPUHATbIE KOHTPOIMPYEMbIM
e nopTom;
limit: (0..7000)/3500
- tX — CKOMMPOBAHHbIE NAKeTbl, NepegaHHble KOHTPOIMPYEMbIM
nopTom.
no gos tail-drop mirror- YCTaHOBUTb 3HaYEHMNE MO YMOAYAHUIO.
limit {rx | tx}
gos tail-drop multicast BK/1toUnTL OrpaHMyeHmne penavKkaumm multicast-naketos.
replication-limit
- - —/BbIK/IIOYEHO -
no qos tail-drop multicast BbIK/NOUMTL OrpaHMyeHmne penavKkaumm multicast-naketos.
replication-limit
traffic-limiter mode {kbps YCTaHOBUTb penMm paboTbl orpaHuyeHus Tpaduka.
| pps} - kbps — orpaHuyeHune BXOAALWMX KWIOOUT B CEKYHAY;

- ppPs — OorpaHuyeHmne BXOAALLMX NAKETOB B CEKYHAY;
V JaHHaA KOMaHAA U3SMEHAET pexxum paboTbl gna
cnepyouero GpyHKUMoHana: storm-control, rate-limit,

/kbps rate-limit vlan, police, qos aggregate-policer.

V Bbl6paHHbIil peXKMm J0NMKEH COOTBETCTBOBATbL
HaCTpoiiKaM orpaHUYeHUn TpaduKa MHaye orpaHUYeHuA
TpaduKa He npousoiigeT. Hanpumep: KomaHaa storm-
control unicast kbps He 6yaeT orpaHuumnsath Tpaduk,
ecnu BBeaeHa KomaHga traffic-limiter mode pps.

KomaHObI pexcuma pedakmuposaHUsa CNUCKA Kpumepues KaaccuguKkayuu mpaguKka

Bua 3anpoca KOMaHAHOW CTPOKM pexnma pefakTMPOBAHWMA CMMCKA KpUTepues KaaccuduKaumu
Tpaduka:

console# configure

console (config)# class-map class-map-name [match-all | match-any]
console (config-cmap) #

Tabnuua 325 — KomaHabl perkMma peaakTMpoBaHMA CNUCKA KpuTepmes Knaccudukaumm Tpaduka

3HayeHue/3Ha4yeHue »
KomaHoa / Aeiicmeue
o ymMon4aHuro
match access-group [o6asutb KpuTepKnit Knaccudukaumm Tpaduka. Onpegenset
acl_name npasuna ébunbTpauum Tpaduka no cnucky ACL ansa
Knaccudukaumm.
acl_name: (1..32) ¢ .,u'
- DeiicTByeT TONbKO ANA pexxnuma qos advanced.
CMMBO/IOB v
no match access-group Yaanutb Kputepuit knaccuduraumm tpaduka.
acl_name

KomaHObI pexxuma pedakmuposaHUA cmpameauu Kaaccugukayuu mpaguka

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma peaakTMpoBaHMUA cTpaTernm Knaccudmkaumm Tpadmka:

console# configure
console (config)# policy-map policy-map-name
console (config-pmap) #
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Tabnnua 326 — KomaHgbl pexnuma pegakTMpoBaHUA cTpaTernm Knaccudmrkaumm tpaduka

KomaHoa

3HayeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

class class_map_name [ac-
cess-group acl_name]

no class class_map_name

class_map_name: (1..32)
CYMBOJIOB;
acl_name: (1..32)
C“MBO/I0B

Onpeaenntb NPaBuIo KnaccubuKauum TpadmKka 1 BOWTU B
peXxum KoHpUrypaumm npasmaa Knaccudukauum — policy-map
class.
- acl_name — onpegenseT npasuaa GuabTpaLumn Tpaduka no
cnucky ACL ana knaccuoumkaumu. Mpu co3aaHmMm HOBOTo Npasuna
KnaccuduKaumm onumMoHanbHbIA NapamMeTp access-group
obs3aTeneH.
[na Toro 4yTo6bl UCNONBL30BaATb HACTPOIKK CTpaTernm
V policy-map gna vHTepdeiica, ucnonb3yite KomaHAay
service-policy B pexxume KoHourypauum uHtepdeiica.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

YpanuTb npasuno knaccudukaumm tpadumka class-map m3
ctpateruu policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasusad Kadccugukayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoOHPUrypaLmm npaBmnaa KnaccupmuKkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnuua 327 — KomaHapl pexkuma KoHoUrypaLmm npasmaa Knaccubukaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb Homep monitor ceccum ANnA 3epKannpoBaHnAa Tpadwma.

OTMeHUTb 3epKaanposaHue.

trust

no trust

Mo yMOAYaHUIO perknm
[0BepUs He yCTaHOBEH

OnpeaennTb peXxmMm L0Bepua K onpeaeneHHomy Tuny Tpaduka
COrNacHO rnobasbHOMY pexunmy fosepus.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

set {dscp new_dscp | queue
queue_id | cos new_cos |
vlan vian_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YCTaHOBWTb HOBble 3Ha4YeHUn ana IP-nakeTa.
KomaHpa set aBnAeTca B3aMMOMCK/IOUAOLWEN C
V KOMaHAoI4 trust ansa oaHOM U Toi e cTpaTteruu
policy-map.

/ Crparterum policy-map, ucnonb3sytouime KoOmaHAb!
set, trust uan umerowmin Knaccupukauyuio ACL,
HA3HAYalTCA TONIbKO ANA UCXOAALLMNX UHTepdeit-
COB.

V JeicTByeT TONbKO ANA pexxuma gos advanced.

Ypanutb HOBble 3Ha4YeHuAa gna IP-nakera.

redirect {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no redirect

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

HanpaBuTb NaKeTbl, y40BAETBOPAIOLWME NPaBUIY
KnaccuduKaumm TpadurKa, B yKasaHHbI NOPT.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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police commit-
ted_rate_kbps commit-

ted_burst_byte [exceed-ac-
tion {drop | policed-dscp-

transmit [peak
peak_rate_kbps

peak_burst_byte [violate-

action {drop | policed-
dscp-transmit}]]}]

committed_rate_kbps:
(3..12582912) k6buT/c;

(3000..19173960) 6aitr;
peak_rate_kbps:
(3..57982058) kbUT/C;
peak_burst_byte:
(3000..19173960) 6aiiT

police aggregate

aggregate_policer_name

no police

committed_burst_byte:

OrpaHMyMTb NOIOCY NPOMYCKaHMA KaHana.

Mpwu paboTe c NoNOCOM NPONYCKaHWUA UCMONb3YETCA aArOPUTM
MapKMPOBaHHOMW «KOP3WMHbI». 3af3a4eit anroputma sBaseTca
NPUHATUE PelleHuns: nepeaaTb NAKeT UM OTOPOCUTD.
MapameTpamu anropuTma ABAAKOTCA CKOPOCTb NOCTYNAEHUA
(CIR) mapKepoB B «KOP3UHY» 1 06bEM (CBS) «KOP3MHBbI».

- committed_rate_kbps — cpepgHee 3Ha4YeHNE CKOPOCTH
Tpaduka;

- committed_burst_byte — pa3mep caepKunsatoLLero nopora B
banTax;

- drop — nakeT 6y4eT oT6poLLEeH, Koraa «KoOp3nHa»
nepenosiHUTCS;

- policed-dscp-transmit — npu nepenosHeHUn «KOP3UHbI»
3HauyeHue DSCP 6yaeT nepeonpeaeneHo;

- peak — yCTaHOBWTbL NOPOroBOe 3HaYeHMe CKOpoCTN TpaduKa
C nepeonpegeneHHbIMn 3Ha4YeHnammn DSCP;

- violate-action — ycTaHOBUTb AeicTBUE Hag NAKETOM nocse
NPeBbIWEHWUSA MOPOroBOro 3HAYEHWUS.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napametp policed-dscp-transmit nossonsaeTt npwm

V npesbiWeHUU 3HaYeHua committed_rate wnun
peak_rate nepepatb NakeT Aanblie, U3SMEHUB B
Hem MeTKy dscp, KoTopas HacTpauBaeTca
KOMaHZAoi gos map policed-dscp c
AONONIHUTENbHbIM  aprymeHTom violation B
cnydvae ¢ peak_rate. Mpu 3aTom Npu npeBbileHUN
committed_rate n peak_rate MOXXHO HacTpanBaTb
pa3Hble 3HaueHus dscp.

HasHauuTb npasuay KnaccudumKkaumm tpadmka wabnoH
HaCTpPOEeK, KOTOPbI NO3BO/AET OrPaHUYUTL NOOCY
nponycKaHuA KaHana.

/.  Deiicteyet TonbKo ANnA pexknma qos advanced.

YpanuTb WwabnoH HaCTPOEeK PeryMpoBaHnsa CKOPOCTU KaHana
13 Npasuia kKnaccudurkaumm tpaduka.
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police pps
committed_rate_pps
committed_burst_packet}
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-
dscp-transmit}]]}]

no police

committed_rate_pps: (125..

19531250) pps;

committed_burst_packet:

(1.. 19531250) naketos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) nakeTtoB

OrpaHMYnTbL NOA0CY NPONYCKAaHMA KaHana.

Mpu paboTe c NONOCOM NPONYCKAHUA UCNONb3YyeTcA
AITOPUTM MAPKUPOBAHHOM KKOP3UHBbI». 3adaven

ANIropUTMA ABNAETCA NPUHATUE peLleHmnA: NepeaaTtb NakeT
AN oT6pocuTb. MapameTpamu anropuTma ABAAOTCA
ckopocTb noctynneHuns (CIR) mapKepoB B «KOP3UHY» U
06bEM (CBS) «KOp3UHbBI».

- committed_rate_pps — cpefHee 3Ha4YeHWe CKOpPoCTH
TpadukKa B pps;

- committed_burst_packet — pasmep caeprkuBatoLLero
nopora B Nakertax;

- drop — naket bygeT oTOpOLLEH, KOr4a KKOP3UHaA»
nepenosHUTCS;

- policed-dscp-transmit — npu nepenonHeHNM «KOP3UHbI»
3HauyeHue DSCP byaet nepeonpeseneHo;

- peak — yCTaHOBWUTb NOPOroBOE 3HAYEHNE CKOPOCTU TpadurKa
C nepeonpegeneHHbIMU 3HaveHnAmu DSCP;

- violate-action — ycTaHOBUTb AelicTBME HAj, NAaKETOM nocsie
npeBsblWeHNA NOPOroBOro 3Ha4YeHUA.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napametp policed-dscp-transmit nossonsaeTt npwm

V npesbiWeHUU 3HaYeHua committed_rate wnun
peak_rate nepepatb NakeT Aanblie, U3SMEHUB B
HeM MeTKy dscp, KoTopasa HacTpauBaeTcs
KOMaHAoM qos map policed-dscp c
AONONHUTENbHbIM  aprymeHTom  violation B
cnyyae c peak_rate. NMpu 3TOM NpU NpeBbIIEHUN
committed_rate n peak_rate MOXXHO HacTpanBaTb
pasHble 3HaueHus dscp.

YpanuTb WwabnoH HaCTPOEK PeryMpoBaHusa CKOPOCTU
KaHana 13 npasmna KnaccuduKkaumm Tpadmka.

KomaHObI pexcuma KoHgu2ypayuu npogunsa qos tail-drop

Bua 3anpoca KoMaHAHOWM CTPOKU pexunma KoHdurypaumm npoduns qos tail-drop:
console# configure
console (config) # qgos tail-drop profile profile id
console (config-tdprofile) #

V 3HaueHUA IMMUTOB, 6N3KMUX K MAKCMMAIbHbIM, MOXKHO UCMNOJ1Ib30BaTb, TO/IbKO €C/IU pacluupeHne
nammuTtos npoduna ao 400-1500 He nomoraeT n36aBUTbLCA OT 4PONOB B BbIXOA4HbIX o4Yepeanx.

Tabnunua 328 — KomaHabl pexkuma KoHpurypaumnm npoduns qos tail-drop

3HayeHue/3HayeHue "
KomaHda / Aeilicmeue
no ymoa4aHuro
port-limit /imit MES23/33/35xx: 3agatb pa3amep NaKeTHOro pasgensaemoro nyna ana nopra.

limit] [without-sharing |
with-sharing]

no queue queue_id

limit: (0..5902)/18

MES5324:
limit: (0..7640)/10

queue_id: (1..8)

no port-limit limit: (0..5902)/88 YCTaHOBUTb 3HAYEHME MO YMOMHaHWIO.
MES5324:
limit: (0..7640)/108
queue queue_id [limit MES23/33/35xx: M3meHUTb NapameTpbl ouepeau:

- queue_id — Homep ouepeau;

- limit — KonnyecTBO NaKeToOB B OUEpPeaY;

- without-sharing — 3anpetuTb goctyn K obwemy nyny;
- with-sharing — paspewuTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.
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[pumep HacmpoUKu tail-drop profile u HazHa4yeHue e2o0 Ha nopm

Co3pgaHue tail-drop profile:

console (config)# gos tail-drop profile 2

console (config-tdprofile)# queue 1 limit 400
console (config-tdprofile)# queue 2 limit 400
console (config-tdprofile)# queue 3 limit 400
console (config-tdprofile)# queue 4 limit 400
console (config-tdprofile)# queue 5 limit 400
console (config-tdprofile)# queue 6 limit 400
console (config-tdprofile)# queue 7 limit 400
console (config-tdprofile)# queue 8 limit 400
console (config-tdprofile)# port-limit 400

HasHaueHwue tail-drop profile Ha nopT:

console (config) # interface
console (config-tdprofile) #

Gigabit Ethernet 1/0/1
gos tail-drop profile 2

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepoerica Ethernet, rpynnel nopros:

console (config-if)#

Tabnuua 329 — KomaHabl pexkuma KoHourypaumm uHtepdeica Ethernet, rpynnel noptos

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

service-policy {input |
output} policy_map_name
[default-action {deny-any |
permit-any}]

HasHaunTb uHTEpdelicy cTpaTternto KnaccuduKkaumm Tpaduka.

- deny-any — oT6pocuTb TpaduK, He Nonagatowmii nog aencremne
NONUTUKM;

- permit-any — pa3pewunTb NpoxoxaeHue Tpaduka, He
nonagatowero noj AencTBMe NOANTUKN.

Yaanutb cTpaTernto knaccudukaumm tpaduka c nHTepdeiica.

policy_map_name:
(1..32) cumBonos

no service-policy {input |
output}

traffic-shape
committed_rate
[committed_burst]

YCTaHOBWUTb OrPaHUYEHUE CKOPOCTU ANS UCXoaALLero Tpaduka
Yyepes uHTepodeic.

- committed_rate — cpefHAA CKOPOCTb TpaduKka, KBUT/c;

- committed_burst — pa3mep cAepKMBatoLLero nopora
(orpaHuueHue ckopocTu) B HGanTax.

committed_rate:
(64..10000000) K6uT/c;

committed_burst:
(4096..16762902) 6aiit

no traffic-shape CHATb OrpaHMYeHMe CKOPOCTM UCXoaAaLLero TpaduKa yepes

nUHTepdenc.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue
queue_id

queue_id: (0..8);
committed_rate:
(64..10000000) kbuT/C;
committed_burst:
(4096..16762902) 6aiiT

YCTaHOBUTb OrpaHMYeHme CKOpoCTH TpaduKa Yepes nHTepoeinc
ONA UCXOAALLEN odepean.

- committed_rate — cpegHaAs CKOPOCTb TpadmKa, KBUT/c;

- committed_burst — pa3mep cAepKMBatoLLero nopora
(orpaHuueHue ckopocTu) B HaiTax.

CHATb OrpaHnyeHne ckopocTu Tpaduka Yepes nHTepdeiic ana
ncxoanLLein odepeam.

qos trust [cos | dscp |
cos-dscp]

no qos trust

—/BKNtOYEHO

BKAtounTb 6a30BbI MeXaHW3M (oS AN UHTepdelica.

- €0s — nopT gosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepseT 3Ha4yeHuto DSCP B IPv4/IPv6-nakeTax;
- cos-dscp — nopT gosepaeT ob6oum yposHAM, oaHako DSCP
nmeeT npuoputeT Hag 802.1p.

BbIKNOUNTL 6A30BbIN MexaHU3M (oS 1A HTepdeica.

rate-limit rate [burst burst]

YCTaHOBUTb OrpaHMYeHMe CKOPOCTU A4NA BXoaswwero TpaduKa.
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no rate-limit

rate: (64..10000000)
KbuT/C;
burst: (3000..19173960)
6anT/128 KbanT

CHATb OrpaHMYeHne CKOPOCTU BXOAALLEro Tpaduka.

rate-limit pps rate_pps
[burst burst_packet]

no rate-limit

rate_pps: (125..
19531250) pps
burst_pps: (1.. 19531250)
naketos

YCTaHOBWUTb OrPaHUYEHNE CKOPOCTU ANA BXOAALLEro TpaduKa B
pps.

CHATb OrpaHMYeHne CKOPOCTU BXOAALLEro Tpaduka.

qos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcTaHOBUTL 3HayeHue CoS no ymonyaHuto gns nopta (CoS,
npUMeHAeMbl A5 BCEFO HETEMMPOBAHHOIO TpaduKa,
NpoXoAALLero yepes nHTepoeic).

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Vian

Bupg, 3anpoca KOMaHAHOM CTPOKU perknma KoOHoUrypaumnm nutepdenca VLAN:

console (config-if) #

Tabnnua 330 — Hactpoliika QoS

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

qoOs Cos egress cos

NO (Os COos egress

cos: (0..7)/0

YCTaHOBUTb 3HAYeHMe NapameTpa nona npmoputeta 802.1p ana
NCXOAALLEro TerMpoBaHHOIo TpadurKa, bopmmnpyemoro
LLeHTPabHbIM NPOLLECCOPOM.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

KomaHOwbI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 331 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show qos

Moka3aTb pexunm QOS, HaCTPOeHHbIN Ha ycTpolicTBe. B 6azoBom
peXxunme NoKasblBaeT «40BEePeHHbIN» pexunm (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cMmBosIa

MoKasaTb CNWUCKM KpUTepueB Knaccudukaumm Tpadmka.
/| [eiictByet TONbKO ANnA pexuma qos advanced.

show policy-map [pol-
icy_map_name]

policy_map_name:
(1..32) cumBona

MokasaTb nNpasuna Knaccudukaumm Tpaduka.
/| DeiictByet TONbKO ANA pexmma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:

(1..32) cumBona

MoKa3aTb HAaCTPOWMKM CpegHei CKOPOCTU U OrpaHnYeHns
Noa0Cbl NPONYCKAaHUA ANA NPaBuA KnaccuduKaumm TpadmKa.
/ [eiicTByeT TONbKO AN pexxuma qos advanced.
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show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Mokasatb QoS-napameTpbl AnsA HTepdelica.

-vlan_id — Homep VLAN;

- gi_port — Homep uHTepdelicos Ethernet gl;

- te_port — Homep nHTepdeiicos Ethernet XG1-XG24;

- fo_port — Homep nHTepdeicos Ethernet XLG1-XLG4;

- group — HOMep rpynmnbl NOPTOB;

- buffers — HacTpoiku 6ydepa ana ouepeselt uHTepdelica;

- queueing — anroputm obpaboTkm ouepeget (WRR nam EF),
Bec gna WRR-ouepegeit, Knaccobl 06Cny»KMBaHMA ana odepesen
n npuopwutet gnsa EF;

- policers — ckoH®UIrypnpoBaHHbIe cTpaTernmn KnaccudurKaumm
TpadukKa gns nHTepdelica;

- shapers — orpaHnyeHne ckopocTu gna ucxogsawero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation]

MokasaTb MHPOpPMaLMIO O 3aMeHe MoJieit B NaKeTax,
ncnonb3yembix QOS.

- dscp-queue — Tabsamua cootsetcTua DSCP n oyepeaeit;

- dscp-dp — Tabaunua coorsetcTBua meTok DSCP 1 npuoputerta
cbpoca (DP);

- policed-dscp — Tabnunua nepemapkmpoBku DSCP;

- dscp-mutation — Tabamua nsamerneHma DSCP-to-DSCP.

show qos tail-drop

MpocmoTpeTb napameTpsbl tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);

MNpocmoTpeTsb tail-drop MHGoOpMmaL Mo N0 KOHKPETHOMY NOPTY
(8cem noptam).

show qos tail-drop unit
unit_id

unit_id: (1..8)

MpocmoTpeTs tail-drop MHGopMaL Mo N0 KOHKPETHOMY
YCTPOMCTBY B CTEKe.

show ip tx-priority

MpocmoTpeTb MHPOPMaLMIO O MapKUPOBKe TpaduKa,
bopMMpPYyEeMOro LLeHTPaNbHbIM NPOLLECCOPOM.

[pumep 8bIM0AHEHUS KOMAHO

= BkawounTb pexknum QoS advanced. Pacnpegenntb Tpadumk no odepesam, naketbl ¢ DSCP 12 B nepsyto
ouyepenb, naketbl ¢ DSCP 16 Bo BTOpYl0. Bocbmasa ovepegb — npuoputeTHad. Co3aaTtb cTpaTernto
Knaccuoukaymm Tpadmka no cnucky ACL, paspelsarowemy nepegadvy TCP-naketos ¢ DSCP 12 1 16 n
OrpaHMUMBAIOLLYHO CKOPOCTb — cpeAHas ckopocTb 1000 K6ut/c, nopor orpaHuyeHunsa 200000 6aiT.
Mcnonb3oBaTh AaHHYO CTpaTernto Ha nHTepdeicax Ethernet 14 u 16.

console#

console# configure

console (config)# ip access-list tcp ena

console (config-ip-al) # permit tcp any any dscp 12
console (config-ip-al) # permit tcp any any dscp 16
console (config-ip-al)# exit
console (config)# gos advanced
console (config) # gqos map dscp-queue 12 to I

console (config

# gos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I

console

)
)
)
)
)

onfig) # policy-map traffic

console (config-pmap) # class classl access-group tcp ena

console (config-pmap-c) # exit
console (config-pmap) # exit
console (config) # interface tengigabitethernet 1,/0/14
console (config-if)# service-policy input

console (config-if)# exit
console (config) # interface tengigabitethernet 1/0/16
console (config-if) # service-policy input

console (config-if)# exit

console (config) #

(
(
(
(
(
(
(
(c
(
console (config-pmap-c) # police 1000 200000 exceed-action drop
(
(
(
(
(
(
(
(
(
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5.34.2 Cmamucmuka QoS

KomaHObI pexxcuma 2a0b6an6Hol KOHgu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnnua 332 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm.

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

qos statistics aggregate-po-
licer aggregate_po-
licer_name

no qos statistics aggre-
gate-policer aggregate_po-
licer_name

aggregate_policer_name:
(1..32) cumBonos;
no ymonyaxuio QoS-
CTaTUCTUKA OTK/IIOYEHa

BKkAtounTb QOS-CTAaTUCTUKY NO OrPaHUYEHMI0 NONOC
nponyckaHmsa.

OTKAOUYNTL QOS-CTAaTUCTMKY NO OrpaHUYEHUIO NOA0C
nponyckaHmsa.

qos statistics queues set
{queue | all}{dp | all} {gi-
gabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | all}

no qos statistics queues set

set: (1..2);
queue: (1..8);
dp: (high, low);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
3HayeHue No YMOJIYaHWUIO:
set 1: Bce npuopuTeThbl, BCE
ouepenm, BbICOKUM
npuopuTeT cbpoca.
set 2: Bce NpMOpPUTETHI, BCE
oyepeam, HU3KUM
npuopuTeT cbpoca.

BKkAtoumTb QOS -CTaTUCTUKY A/1A BbIXOAHbIX o4yepesent.
- set — onpeaenseT Habop CYETYMKOB;

- queue — onpegenseT NCXOAsALLYIO ovepesb;

- dp — onpepaenseT npuoputeT cbpoca.

OTKAOUNTL QOS-CTAaTUCTUKY A1 BbIXOAHbIX OYepesen.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, 2pynnsi nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepoeiica Ethernet, rpynnel nopros:

console (config-if) #

Tabnunua 333 — KomaHabl pexkuma KoHpurypauum nHtepdelica Ethernet.

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

BkAtounTb cbop QOS-CTaTUCTUKKM HA UHTepdelice.

- policy-map_name — cTpaTerma knaccupurkaumm Tpaduka;
- class_map_name — cnucoK KpuTepmes Knaccudukaumm
TpaduKa.

qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name: (1..32)
CMMBOJIOB;

Mo ymonuaHuio cbop OTKNtouNTb cbop QOS-CTAaTUCTMKM HAa MHTepdeiice.
QOS-CcTaTUCTUKM

OTKNHOYeEH

no qos statistics policer
policy_map_name
class_map_name

KomaHObi pexcuma EXEC

Buna 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 334 — KomaHabl pexkmma EXEC

3HaueHue/ 3HavyeHue "

KomaHoa / Aelicmeue
no yMmoa4YaHuro

clear qos statistics — OumncTnTb cTaTUCTUKY QOS.

show qos statistics - MoKa3aTtb cTaTucTnKy QOS.

5.35 KoH}urypauma npoToKoN0B MapLupyTM3aLum

5.35.1 KoHdpueypayua cmamuyeckoli mapwpymu3sayuu

CTaTnyeckaa mapLpyTmM3aums — BUA MapLIpyTU3aLMM, MPU KOTOPOW MapLIPYTbl YKa3bliBalOTCA B ABHOM
BMAE NPU KOHPUIypaLmm MaplpyTusaTopa. Bca maplupyTmMsaumsa npyu 3TOM NponcxoamT 6es3 yyacTua Kakux-
NM60 NPOTOKO/I0B MapLLPYTU3aLMM.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabanua 335 — KomaHgb! pexkuma rnobanbHoi KoHdUrypaumm

Komanda 3HayeHue/ 3HayeHue Neiicmeue
no yMoaYaHuro
ip route prefix prefix_length Co3gaTtb cTaTMyecKkoe NpasmIo MapLIPyTU3aLmm.
{reject-route | gateway - prefix — IP-agpec ceTn HasHayeHus;
[metric metric] |name prefix: (A.B.C.D); - prefix_length — macka npedukca HazHa4YeHNA UK ee A/INHA;
name] [distance distance]} prefix_length: (A.B.C.D | - reject-route — 3anpeliaeT MapLWpPyTM3aLMIO K CETW Ha3HaYeHNA
nwan /n); yepes Bce LWA03bI;
gateway: (A.B.C.D) - gateway — IP-agpec wnto3a Ana fOoCTyna K CETU Ha3HavyeHusn,;
metric (1..255)/1; - metric — MeTpuKa ana AaHHOTo MapLIpyTa;
name: (1..32) - name — UMA MapLupyTa;
CUMBOA; - distance — afMUHUCTPaATMBHAA AMUCTaHLMUA MapLIpyTa.
no ip route prefix distance (1..255)/1 YaanuTtb NpaBmo 13 TabaunLbl CTaTUYECKOM MapLUpPyTU3aLnu.
prefix_length {reject-route
| gateway}
distance {ospf {inter-as | YCTaHOBUTb 3HaYEeHWE aAMUHUCTPATUBHOMN AncTaHumm (AD) ans
intra-as} | static} distance BCEX MAPLLPYTOB YKa3aHHOro TMna.
- ospf inter-as — ycTaHOBWTb 3HaueHMe AD AnA MeX30HaNbHbIX
distance MapLIpyTOB, MPUHATBIX NO NpoTokoay OSPF;
(1..255)/static:1, OSPF | - ospf intra-as — ycTaHOBUTb 3Ha4eHne AD ana BHYTPU3OHaIbHbIX
intra-as:30, OSPF inter- | MapLwpyToB, MPUHATbIX N0 NpoTokoay OSPF;
as:110 - static — ycTaHOBUTb 3HaYeHWe AD ANA CTaTUYECKUX MApLLPYTOB.
distance {ospf {inter-as | YCTaHOBWTb 3HAaYEHME MO YMOYAHUIO.
intra-as} | static}

KomaHOb! pexcuma KoHgpuaypayuu VRF

Bua 3anpoca KOMaHAHOM CTPOKU pernma rnobanbHOM KOHGUrypauum:

console (config-vrf) #
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Tabanua 336 — KomaHgbl pexxuma KoHdurypaumum vrf

3HavyeHue/ 3HayeHue ”
KomaHoa / Aelicmeue
no ymoan4aHuro

ip route prefix {mask | pre- Co3paTb CTaTUYECKOe NPaBMI0 MapLpyTU3aLUK.
fix_length} {gateway [met- - prefix — ceTb Ha3zHauyeHuA (Hanpumep, 172.7.0.0);
ric distance] |name name]} - mask — macka cetu (B popmaTe feCATUYHON CUCTEMDbI

ucumncneHnsn);

. - prefix_length — npeduKc macku cet (KOAMYeCcTBO eanHuUL, B
prefix_length: (0..32); B
- macke);
distance (1..255)/1 .

- gateway — W03 ANA AOCTYNa K CETU Ha3HaYeHus;

- distance — Bec mapLipyTa;

-name — UMA mMapLipyTa.
no ip route prefix {mask | YpanuTb npasuao 13 Tabnmubl CTaTUYECKOM MapLIPYTU3aLmK.
prefix_length} {gateway}
ip default-gateway 3apaTb ANA KOMMYTaATOPaA afpec L33 No YyMOAYaHUio Yyepes vrf.
{gateway} —/wnio3 no
no ip default-gateway YMONYaHUIO He 3a4aH YAanuTb HazHauYeHHbIN aApec LW3a Mo YMOSYAHUIO.
{gateway}

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnuua 337 — Komanapl pexkuma EXEC

Komanda 3HayeHue/ 3HayeHue leiicmeue
no ymoa4aHuro
show ip route [connected | MokaszaTtb TabvLy MapLupyTU3aumUK, yaA0BAETBOPAIOLLYIO 3343HHbBIM
vrf [vrf-name] | static | ad- KpUtepuam.
dress ip_address [mask | - connected — NOAKNIOYEHHbIM MapLIPYT, TO €CTb MapLIpyT, B3ATbIN
prefix_length] [multicast] C HenocpeaCcTBEHHO NOAKAYEHHOTO U GYHKLMOHMPYOLWEro
[longer-prefixes]] nMHTepoenca;
— - static — cTaTuyeckuit mapLpyT, NPONUcaHHbIN B Tabanue
MapLIpyTU3aumm;
- vrf — 061acTb BUPTYanbHOM MapLIpyTM3aLMu, B KOTOPOW
HaXo04MTCA MapLUPYT;
- multicast — mapLpyTbl, 3a4eACTBOBaHHbIE ANA Nepesaym
MHOroazpecHoro Tpaduka.
show distance MoKasaTb 3HaYeHUe aAMUHUCTPATUBHOM AUCTAHUMM NS
- PasNNYHbIX UCTOYHMKOB MapLLpyTa.

[Mpumep 8bIMN0AHEHUA KOMAHObI

= [loKas3aTb TabavLy MapwpyTU3aLmm:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12
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Tabnumua 338 — OnucaHue pesyabTaTa BbIMOJHEHUA KOMaHAbI

Mone OnucaHue
MoKa3biBaeT NPOUCXOXKAEHME MapPLLPYTA:
c C — Connected (mapwpyT B3AT U3 HENOCPEACTBEHHO NOAKAOYEHHOTO U GYHKLMOHK-
pytoLLero nHtTepdeica),
S — Static (cTaTueckuit mapLIpyT, NPONUCaHHbIN B TabauLe maplpyTusaumum).
10.9.1.0/24 Appec ceTu.
MepBoe 3HayeHMe B CKOBKax — agMWMHWUCTPATMBHAA AMCTaHUMA (cTeneHb AoBepus
[5/2] MapLIpyTU3aToOPYy, YEM YUC/IO Bbille, TEM MEHblUe A0BEPUE K UCTOYHMUKY), BTOpOE
Yyncno — MeTpUKa MapLipyTa.
via 10.0.1.2 Onpegenset IP-agpec cregylolero MapLlipyTM3aTopa, Yepes KOTopbl MNpoXoauT
o MapLIpyT 40 CeTH.
00:39:08 Onpeaenset Bpema nocneaHero 06HOBEHMA MapLipyTa (4acbl, MMHYTbI, CEKYHAbI)
Vian 1 Onpegaenset nHTepoeiic, Yepes KOTOPbIM NPOXOAUT MapPLIPYT A0 CETH.

5.35.2 Hacmpoliika npomokona RIP

MpoTokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHM NPOTOKO/, KOTOPbIN MNO3BOAAET
MapLpyTM3aTopam AUHAMMYECKM OOHOBAATb MaplpyTHYO MHPOpMaLMIO, Moayy4as ee OT COCeaHMUX
MapLpyTM3aTOpPOB. 3TO OYEeHb NPOCTOMN NPOTOKO/, OCHOBAHHbIN Ha NPUMEHEHUM AUCTAHLMOHHOIO BEKTOPA
MapLpyTmsaummn. Kak AUCTaHUMOHHO-BEKTOPHbIM npoTokon, RIP nepuvoauyeckn nocblnaet obHoBAeHMSA
MeXay coceaamu, CTpos, TakMm 06pa3om, TOMOMOIMIO CeTU. B KaKaom OOHOBNEHWWM nepepaeTcs
MHbOpmMaLmMA O AMUCTaHUMKM [0 BCEX CeTel Ha CcoceAHW MaplipyTusatop. KommyTtatop nopaeprkmsaeT
npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B pexkume rnobasbHON KoHUrypaumm:
console (config) #

Tabnnua 339 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3HavyeHue .
KomaHda / Aeiicmeue
no yMoaA4YaHuro
router rip BoiiTu B perkmMm KoHdurypaumm npotokona RIP.
no router rip Ypanute rnobanbHyto KoHduUrypaumto npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokoad RIP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #
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Tabnmua 340 — KomaHabl pexmuma KoHpurypaumm npoTtokona RIP

KomaHda

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YCTaHOBWUTb 3HaYEHWUE METPUKM, C KOTOPOW ByayT
QHOHCMPOBATLCA MApPLUPYTbl, NO/yYEHHbIE APYTUMHU
NpPOTOKO/NaMU MapLIpyTU3aLmn. bes napameTtpa ycTaHaBiMBaeT
3HayYeHne No YMOHAHMUIO.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

network A.B.C.D

A.B.C.D: IP-agpec

YctaHoBUTb IP-aapec nHTepdeiica, KoTopblli byaeT yyacTBOBaTb
B pouecce MapLIpyTU3aLun.

route_map_name]

transparent)/1;

match: (internal,
external-1, external-2,
nssa-external-1, nssa-

no network A.B.C.D nHTepdeiica Yaanuto IP-aapec nHTepoeiica, KotTopbli byaeT y4acTBoBaThb B
npoecce MapLpyTmM3aLmu.
redistribute {static | con- PaspelwnTb aHOHCUPOBaHME MmapLipyTos Yyepes RIP.
nected } [metric transpar- - 6e3 NapameTpoB — O3HaYaeT, YTo ByAEeT UCNONb30BaTLCA
ent] default-metric npu aHoHCMpPOBaHMM MapLLPYTOB;
- metric transparent — o3Hauaert, 4To HyAeT NCNoNb30BaTbCA
- MeTpUKa 13 Tabanubl MapLIpyTM3aLun.
no redistribute {static | 3anpeTnTb aHOHCMPOBAHME CTaTUYECKUX MApLLpyTOB Yepes RIP.
connected} [metric trans- - metric transparent — 3anpeLyaeT UCNOb30BaTb METPUKY U3
parent] TabAnLbl MapLIpyTU3aLUK.
redistribute ospf [id] [met- PaspewunTb aHoHcupoBaHne OSPF mapipyTos yepes RIP.
ric metric | match type | id: (1-65536) - id — naentndukatop npouecca OSPF;
route-map metric: (1..15, - type — nNpon3BoamnTb aHOHCMPOBaHWUE TO/IbKO ANA YKa3aHHbIX

Tnnos OSPF mapupyTos;

- route-map_name — Npou3BOANTb aHOHCUMPOBaHUE
MapLpyToB Nocne ux GpuabTpaLumn Yepes yKasaHHyHo route-
map;

no redistribute bgp metric
[metric | transparent]

transparent)/1

no redistribute ospf [id] external-2); 3anpeTuTb aHOHcMpoBaHMe MapwpyToB OSPF yepes RIP. B
[metric metric | match type route_map_name: (1..32) | cayyae ykasaHus napameTpa BO3BpalLaeT ero 3Ha4eHne no
| route-map cumBona YMONIYAHUIO.
route_map_name]
redistribute bgp metric Pa3spewwuntb aHoHcMpoBaHne BGP mapwpyTos yepes RIP.
[metric | transparent] - metric — 3HaYeHWe METPUKM A1 UMNOPTUPYEMBIX

MapLIpyTOB;

metric: (1..15, - metric transparent — o3Hauvaer, 4To ByAEeT UCNONb30BATLCA

METPUKa 13 TabanLbI MapLIpyTU3aLMU.

3anpeTutb aHOHCMpOBaHWe mapLupyTos BGP yepes RIP. B
C/ly4ae yKa3aHMA NapameTpa BO3BPALLLAEeT ero 3Ha4eHne no
YMONYaHuUIo.

redistribute isis [/evel]
[match match] [metric
metric] [transparent]

no redistribute isis [/evel]
[match match] [metric
metric] [transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3pewunTb aHOHCMpOBaHMe IS-IS mapwpyTos yepes RIP.
- level — ycTaHOBUTD, 13 KaKoro ypoBHA IS-IS byayT
QHOHCMPOBATLCA MAPLLUPYThI;

- match — npon3BoAWTb AaHOHCUPOBAHME TONbKO ANA
YKa3aHHbIX TMNoB IS-IS mapwpyTos.

3anpeTnTb aHOHCMpPOBaHWe mapLpyTos IS-IS uepes RIP. B
C/lyyae yKa3aHMA NnapameTpa BO3BpaLLaeT ero 3HayeHune no
YMONYaHUIO.

shutdown

no shutdown

—/BKtOYEHO

BbIkntounTb Npouecc mappyTusauum no npotokoay RIP.

BKkArounTb Nnpouecc mapLpyTusaumm no npotokony RIP.

passive-interface

no passive-interface

—/BKtOYEHO

OTKNOUNTL 06HOBAEHMA MapLIPYTU3aLUM.

BKtOUMTL 06HOBNEHWA MapLUPYTU3ALUK.

default-information origi-
nate

no default-information
originate

—/MmapupyT He
reHepupyercs

FeHepMpoBaTb MapLLPYT NO YMONYAHUIO

BoccTaHOBUTL 3HaAYeHMe no YMONYaHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 341 — KomaHab! pexkuma KoHdpurypaumnm nntepdeliica IP

KomaHda

3HayeHue/ 3HayeHue
no yMmoA4aHuo

Aelicmeue

ip rip shutdown

no ip rip shutdown

—/BKAOYEHO

BbIKntOUMTb Npouecc mapLpytusauunm no npotokony RIP Ha
AaHHOM MHTepdeiice.

BkaounTb NnpoLecc mapipytmsaumnm no npotokony RIP Ha gaHHOM
uHTepodelice.

ip rip passive-interface

no ip rip passive-interface

N0 YMO/I4aHUIO
oTnpaBKa 0bHOBNEHUI
BKAIOYEHA

BbIKNtOUMTL OTNPaBKy 06HOBAEHWUI Ha UHTepdelice.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[06aBUTb CMeELLLEHME K METPUKE.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

ip rip default-information
originate metric

no ip rip default-infor-
mation originate

metric: (1..15)/1;
Mo ymonuyanutio
dYHKLMA OTKAOYEHA

YCTaHOBUTb METPUKY AN1A MapLUpyTa NO YMOYAHUIO
TpaHcaupyemoro yepes RIP.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication
mode

Mo YMONYAHUIO
ayTeHTUdMKauma
OTK/tOYEeHa.

BKatounTb ayTeHTUdUKaumto B RIP n onpeaennts ee Tun:
- text — ayTeHTUMKALMA OTKPLITbIM TEKCTOM;
- md5 — ayteHTUdnKauumn MD5.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ip rip authentication
key-chain key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
C“MBO/IOB

Onpenenvtb Habop KNtOYEN, KOTOPbIN MOXKET UCNONb30BaTbCA
4nA ayTeHTUdUKaLmuu.

YCTaHOBUTb 3HAYE€HME MO YMOYAHMIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CUMBOJI0B

OnpeaenuTb KNoY ANA ayTEHTUOUKALMM OTKPbITbIM TEKCTOM.

YCTaHOBUTb 3HaYeHMe N0 YMOYaHWUIO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CMMBOOB

YcTaHoBUTb cTaHAapTHbIN IP ACL Ana dunbTpaumnm aHoHCMpyeMmblx
MapLLpPYTOB.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnnua 342 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show ip rip [database |
statistics | peers]

MpocmoTpeTb MHbopmaymio o RIP-mappyTusaumm:
- database — nHpopmauua o HacTpolikax RIP;

- statistics — cTtaTucTUYeckune gaHHble;

- peers — MHbOPMALMA yHaCTHUKA CETU.
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[pumepbl UCI016308AHUA KOMAHO

BkatoumTb npoTokon RIP ana noacetn 172.16.23.0 (IP-agpec Ha kKommyTaTope 172.16.23.1) 1 ayTeHTU-
dukaumio MD5 yepes Habop Kkatoden mykeys:

console#

console# configure

console (config) # router rip

console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if) # ip rip authentication key-chain mykeys

5.35.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKON AMHAMWYECKOM MapLIpyTM3aLUumM, OCHOBaAHHbIN Ha TEXHO-
JIOrMK OTC/IeXKMBaHMA COCTOAHUA KaHana (link-state technology) 1 ucnonbayowmii Ana HaxoXKAeHUs KpaTyan-
wero Nyt anroputm Lerkctpbl. MpoTtokon OSPF npepctasnset coboi NPOTOKON BHYTPeHHero witosa (IGP).
MpoTtokon OSPF pacnpoctpaHaeT MHGOPMaUMIO O AOCTYMHbIX MapLUPYTaX MeXAy MapLlpyTM3aTopaMn OL4HOM
aBTOHOMHOW CUCTEMDI.

YcTpoWcTBO NoanepKMBaeT 04HOBPEMEHHYHO PAaBOTY HECKO/IbKMX HE3aBUCMMbIX SK3EeMMNSPOB NpoLec-
coB OSPF. Hactpolika napameTpos 3k3emnnsapa OSPF npoussoguMTca nyTem yKkasaHuA naeHTuduKaTopa K-
3emnnsapa (process_id).

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM B peXkMme rnobasbHOM KoHUrypaumm:
console (config) #

Tabnunua 343 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue

KomaHda

1o ymonyaHuro

Aelicmeue

router ospf [process_id]
[vrf vrf_name]

no router ospf [process_id]
[vrf vrf_name]

process_id: (1..65535)/1
vrf_name: (1..32)
cMmBoIa

BkaounTb MmappyTtmusaumio no npotokony OSPF.
3apaTtb naeHTMdMKaTOp Npouecca.

BbIKNOUMTE MapLUpyTM3aumMio no npotokoay OSPF.

ipv6 router ospf [pro-
cess_id]

no ipvé6 router ospf [pro-
cess_id]

process_id: (1..65535)/1

BKAOUMTL MapLipyTnsaumio no npotokoay OSPFv3.
3apaTb MaeHTUdPMKaTOp npoiecca.

BbIkntounTb MapLupyTM3saymio no npotokony OSPFv3.

ipv6 distance ospf {in-
ter-as | intra-as} distance

no ipvé6 distance ospf {in-
ter-as | intra-as}

distance: (1..255)

3agaTb aAMUHUCTPATUBHYIO AUCTaHUMIO Ana mappytos OSPF,
OSPFv3.

- inter-as — AnA BHeLWHNX aBTOHOMHbIX CUCTEM

- intra-as — BHYTpX aBTOHOMHOW CUCTEMBbI.

BepHyTb 3HaYeHWA N0 YMONYAHUIO.

KomaHOb1 pexcuma npouyecca OSPF

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxknume KoHdurypaumm npouecca OSPF:

console(router_ospf_process)#

console (ipvé router ospf process)#
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Tabnuua 344 — KomaHabl pexkmma KoHpurypaumm npouecca OSPF

KomaHda

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

redistribute connected
[metric metric] [metric-type
{type-1 | type-2} ] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

no redistribute connected
[metric metric] [metric-type
{type-1 | type-2} ] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

PaspewunTb aHOHCUMPOBaHKWe connected-mapLupyToB:

- metric-type type-1 — umnoptupyeT c nomeTkon Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT c NomeTKoM Kak OSPF
external 2;

- subnets — no3BonfeT UMNOPTUPOBATL NOACETH.

- metric — 3HaYeHMe MeTPUKKN ANA UMMOPTUPYEMbIX MapLl-
pyTOB;

- name-policy — vMA NOAUTUKM MMNOPTa, MO3BOAAOLLEN
dUNbTPOBaTb M BHOCUTb W3MEHEHWA B MMMNOPTUPYemble
MapLpyTbl;

- name-acl — wuma craHgapTtHoro IP ACL, nossosstoLLero
dUNbTPOBATL UMMOPTMPYEMbIE MAPLLPYTbI;

- value — 3HauyeHue aTpubyTa tag Aona MMNOPTUPYEMbIX
MapLIpyTOB.

3anpeTuTb aHOHCcHMpoBaHKe connected-mapLupyToBs. B cayyae
YKa3aHMA napameTpa BEpHYTb ero 3HayeHue no yMoAYaHuIo.

redistribute static [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute static [met-
ric metric] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

Pa3pelwmnTb aHOHCMpPOBaHME CTaTUYECKMX MapLUPYTOB:

- metric-type type-1 — umnopTupyeT c nomeTKol Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — nNo3BonseT MMNOPTUMPOBATb NOACETYH;

- metric — 3HaYeHWe METPUKU ANA UMMNOPTUPYEMbIX MapLL-
pyTOB;

- name-policy — vMA NOAUTUKM MMMOPTA, MO3BOJIAOLWEN
dUNbTPOBATL M BHOCUTb M3MEHEHWA B MMMNOPTUPYEMble
MapLUpyTbl;

-name-acl — wuma ctaHgapTtHoro IP ACL, nossosAatouiero
dMAbTPOBATL UMMOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HauyeHue aTpubyTa tag AnNA MMNOPTUMPYEMbIX
MapLUpyTOB.

3anpeTuTb aHOHCUPOBAHME CTaTUYECKUX MapLUPYTOB. B cayyae
YKa3aHuMA napameTpa BEpPHYTb ero 3HayeHue Nno yMmonyaHuio.
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redistribute ospf id
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2 | nssa-exter-
nal-1 | nssa-external-2}]
[tag value] [subnets]

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2}] [tag value]
[subnets]

id: (1..65535);
metric: (1..65535);
name: (0..32) cumBona;
value: (0-4294967295)

MmnopTuposaTb mapLpyTbl n3 npouecca OSPF B npouecc
OSPF:

- nssa-only — ycTaHaB/iMBaeT 3HayeHMe nssa-only ansa Bcex
MMMOPTUPYEMbBIX MapLLpPYTOB;

- metric-type type-1 — nmnoptupyet c nomeTkon Kak OSPF
external 1;

- metric-type type-2 umnopTtupyeT c NnomeTKol Kak OSPF
external 2;

- match internal — umnopTupyet mapLpyTbl B npeaenax area;
- match external-1 — umnopTtupyet mapupytbl Tuna OSPF
external 1;

- match external-2 — nmnoptupyet mapwpyTbl TMNa OSPF
external 2;

- match nssa-external-1 — umnoptupyeT mapwpyTbl Tuna OSPF
NSSA external 1;

- match nssa-external-2 — nmnoptupyet mapwpyTbl TMNa OSPF
NSSA external 2;

- subnets — no3BonAeT MMNOPTUMPOBATb NOACETYH;

- name — NpUMeHAET YKa3aHHYI NOJUTUKY MMMOPTA,
No3BOAAOLWYO GUNLTPOBATL U BHOCUTb U3MEHEHMA B
MMMNOPTUPYEMble MapLUpPyThbI;

- metric — yCcTaHaB/MBaET 3HaYEHME METPUKMN AN UMNOPTH-
pyembix MapLIpyTOB;

- value — 3HaueHue aTpmbyTa tag oA UMNOPTUPYEMBIX
MapLUpyTOB.

3anpeTnTb MMNOPT MapLpyToB 13 npouecca OSPF B npouecc
OSPF. B cnyyae ykasaHWA napameTpa BEPHYTb ero 3HaYeHue no
YMONYAHMUIO.

redistribute rip [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute rip [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

Pa3spelwmnTb aHOHCMpPOBAHNE MAPLLPYTOB, NOAYYEHHbIX NO
npotokony RIP:

- metric-type type-1 — umnopTupyeT c nomeTkon Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — nNo3BonseT MMNOPTUMPOBATb NOACETYH;

- metric — 3HaYeHWe METPUKU ANA UMMNOPTUPYEMbIX MapLL-
pyTOB;

- name-policy — vMA NOAUTUKM MMMOPTA, MO3BOJIAOLWEN
duNbTPOBaTb M BHOCUTb W3MEHEHWA B MMMNOPTUPYemble
MapLUpyTbl;

-name-acl — vma cTtaHgapTHoro IP ACL, nosBonsawowero
dUNbTPOBaTb UMMOPTUPYEMbIE MAPLLPYThI;

- value — 3HauyeHue aTpnbyTa tag onAa UMNOPTUPYEMBIX
MapLUpyTOB.

3anpeTuTb aHOHCMPOBaHWE MapLLPYTOB, MONYYEHHbIX MO
npotokoay RIP. B chyyae ykazaHWA napameTpa BEPHYTb ero
3HAYeHMEe N0 YMOYaHUIO.
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redistribute isis [/evel]
[match match] [metric met-
ric] [metric-type {type-1 |
type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute isis [/evel]
[match match] [metric-type
{type-1 | type-2} ] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..65535);
value: (0-4294967295)

PaspelwmnTb aHOHCMPOBAHWE MapPLUPYTOB, NOYYEHHbIX NO
npotokoay IS-IS:

- metric-type type-1 — umnopt c nomeTkol OSPF external 1;
- metric-type type-2 — nmnopt c nometkoi OSPF external 2;
- subnets — no3BonseT UMNOpPTUPOBaTL NOACETH;

- level — ypoBeHb IS-IS, n3 KoToporo byayT aHOHCMPOBATLCA
MapLpyTbl;

- match — npou3BOAUTb aHOHCMPOBaAHWE TOIbKO ANA YKa-
3aHHbIX TMNOB IP-IS mapwpyTos;

- metric — 3HaYeHUe METPUKMU AN1A UMNOPTUPYEMbIX MapLL-

pyTOB;

- name-policy — VMA NOAUTUKM MMMOpPTa, NO3BOAAKOLWEN
$unbTpOBaTL U BHOCUTL W3MEHEHWA B MMMNOPTUPYeMmble
MapLLpyThI;

- value — 3HayeHue aTpubyTa tag ANA MMNOPTUPYEMBIX
MapLIpyTOB.

bBe3 napameTpoB 3anpeTuTb aHOHCMPOBAHWE MAPLLPYTOB,
NoNy4YeHHbIX N0 NPOoTOoKoAY IS-IS. B cnyyae yKasaHua
napameTpa BepHYTb €ro 3HaYeHne No YMOIYAHUIO.

redistribute bgp [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute bgp [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

Pa3pelwmnTb aHOHCMpPOBaHNE MAPLLPYTOB, NOAYYEHHbIX NO
npotokony BGP:

- metric-type type-1 — umnopTupyeT c nomeTKol Kak OSPF
external 1;

- metric-type type-2 — umnopTtupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — nNo3BonseT MMNOPTUMPOBATL NOACETYH;

- metric — 3HaYeHWEe METPUKMU A1 UMMNOPTUPYEMbIX MapLL-
pyTOB;

- name-policy — vMA NOAUTUKM MMMOPTA, MO3BOJAOLWEN
dUNbTPOBaTb M BHOCUTb W3MEHEHWA B MMMNOPTUPYemble
MapLLpyTbl;

-name-acl — wuma ctaHgaptHoro IP ACL, nossosstoLLero
dMAbTPOBATL UMMOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HauyeHue aTpmbyTa tag onNa UMNOPTUPYEMBIX
MapLUpyTOB.

3anpeTnTb aHOHCMpPOBAHNE MapPLLPYTOB, MOAYYEHHbIX MO
npoTtokony BGP. B cnyyae ykasaHuA napameTpa BepHyTb ero
3HaYeHue No YMOYAHMIO.

compatible rfc1583

no compatible rfc1583

—/enabled

BKAounTb coBMecTMMocTb ¢ RFC 1583 (Tonbko ans I1Pv4).

BbIKAtOUMTL coBmecTMmocTb ¢ RFC 1583.

router-id A.B.C.D

no router-id A.B.C.D

A.B.C.D: uaeHtndukatop
MaplupyTusaTopa B
dopmarte IPvd-agpeca

YCTaHOBUTbL UAEHTMOUKATOP MapLIpPYTU3aTOPa, KOTOPbIM
YHUKaNbHO NaeHTUOMLMPYET MapLIpyTM3aTop B Npeaenax
OfHOWN aBTOHOMHOW CUCTEMBI.

YCTaHOBUTb 3HaYeHME N0 YMOIYAHMUIO.

network ip_addr area
A.B.C.D [shutdown]

no network ip addr

ip_addr: A.B.C.D

BkatounTb (0TKAOUMTL) 3K3emnaap OSPF Ha IP-uHTepdelice
(ana IPv4).

Ypanute IP-agpec nHTepoeiica.

default-metric metric

no default-metric

metric: (1..65535)

YctaHoBUTb MeTpuKy OSPF-mappyTa.

OTKAOUNUTb GYHKLMIO.

area A.B.C.D stub [no-sum-
mary]

A.B.C.D: uaeHtTndukatop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca

YCTaHOBUTb A9 YKa3aHHOW 30HbI TMN stub. 3oHa —
COBOKYMHOCTb CeTel U MapLUPyTU3aTOPOB, MMEIOLLMX OANH U
TOT e naeHTuduKaTop.

- ho-summary — He oTnpPaBAATb UHGOPMaLMIO O
CYMMMPOBAHHbIX BHELLHUX MapLUpyTax.
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no area A.B.C.D stub

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

area A.B.C.D nssa [no-sum-
mary] [translator-stabil-
ity-interval interval] [trans-
lator-role {always | candi-
date}]

no area A.B.C.D nssa

A.B.C.D: uaeHtndukatop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
interval: uenoe
NoNOXKUTENBHOE YNCIIO;

YCTaHOBUTb A5 YKa3aHHOM 30HbI TMN NSSA.

- no-summary — He NPMHUMaTb MHGOPMaLUIO O
CYMMMUPOBAHHbIX BHELIHUX MapLpyTax BHYTPb NSSA-30HbI;

- interval — onpepenaeT NPOMeEKYTOK BPeMeHM (B cekyHAax), B
TeyeHne KOTOporo TpaHcNATop ByaeT BbINOSHATL CBOM
bYHKLMM nocae Toro, Kak 06HAPYKUT, YTO TPAHCAATOPOM CTan
OpYroi rpaHUYHbIN MapLupyTUsaTop.

- translator-role — onpegensert, kKakum obpasom Ha
MapLpyTusaTope byaeT PyHKLMOHMPOBATL PEXKUM
TpaHcnsaTopa (TpaHcnsaumm Type-7 LSA B Type-5 LSA):

- always — B npuHyaANTENBHOM NOCTOAHHOM PEXKUME;

- candidate — B pexvme yyacTusa B Bblbopax TpaHcAATOPa.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

no area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D: naeHTndukatop
MaplupyTh3aTopa B
dopmare IPv4-appeca;
secs: (1..65535) cekyHa;
word: (1..256) cumBonos

Co3aaTb BUPTYa/bHOE COeANHEHNE MENK LY OCHOBHOW U
APYIMMW yaaneHHbIMM 061acTAMM, KOTOPbIe UMEIOT MEX Ay
HUMMK obnacTu.

- hello-interval — ykasaTtb hello-uHtepsan;

- retransmit-interval — yka3aTb MHTepBan meay NOBTOPHLIMM
nepegadamu;

- transmit-delay — yKka3aTb Bpems 3a4epKKu;

- dead-interval — ykasaTb dead-uHTepsan;

- null — 6e3 ayTeHTUdMKauuy;

- message-digest — ayTeHTUdMKaLMA C WUNDPOBAHUNEM;

- word — naposb gns ayTeHTUGUKaumm.

Y[anuTb BUPTyanbHOE CoefMHeHMe.

area A.B.C.D default-cost
cost

no area A.B.C.D default-
cost

A.B.C.D: uaeHtTndukatop
MaplupyTusaTopa B
dopmare IPv4-agpeca;
cost: uenoe
NoONIOXKUTENbHOE YNC/IO

YCTaHOBWUTb 3HaYEeHME CTOMMOCTU CYMMApPHOTO MapLUpyTa,
ncnosbsyemoro ans stub- u NSSA-30H (ans IPv4).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

area A.B.C.D authentication
[message-digest]

no area A.B.C.D authentica-
tion [message-digest]

A.B.C.D: ngeHtuopukaTtop
MapLipyTU3aTopa B
dopmare IPv4-appeca;
—/BbIK/IOYEHO

BKAOUNTL ayTEHTUDUKALMIO oNA BCEX MHTepdecoB AaHHOM
30HbI (ana IPv4):
- message-digest — c wuodposaHnem MDS5.

OTKNOUUTL ayTeHTUDUKALMIO.

area A.B.C.D range net-
work_address mask [adver-
tise | not-advertise]

no area A.B.C.D range net-
work_address mask

A.B.C.D: uaeHtndukatop
MapLipyTU3aTopa B
dopmarte IPvd-agpeca;
network_address:
A.B.C.D;
mask: E.F.G.H

Co34aTb CyMMapHbI MapLlpyT Ha rpaHuLe 30HbI (415 IPv4).
- advertise — aHOHCMPOBATb CO3aHHbIIN MapLLpPYT;
- not-advertise — He aHOHCMPOBaTb CO3AAHHbIN MapLLPYT.

YAanuTb CyMMapHbIi MapLupyT.

area A.B.C.D filter-list prefix
prefix_list in

no area A.B.C.D filter-list
prefix prefix_list in

A.B.C.D: uaeHtTndukatop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)
cumBoONna

YCTaHOBUTb GUABLTP Ha MaPLLPYTbI, aHOHCUPYEMble B
YKa3aHHY0 30HY U3 gpyrux 30H (ans IPv4).

YaannTb GUALTP HAa MapLUPYTbl, BHOHCMPYEMbIE B YKa3aHHYIO
30HY M3 ApYrux 30H (ans IPv4).

area A.B.C.D filter-list prefix
prefix_list out

no area A.B.C.D filter-list
prefix prefix_list out

A.B.C.D: uaeHtndukatop
MapLupyTusaTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)
cMmBona

YcTaHOBUTL GUALTP Ha MapLLPYTbl, aHOHCUPYEMble U3
YyKa3aHHOW 30HbI B gpyrue 30Hbl (411 IPv4).

Yaanute GUAbTP Ha MapLIPYTbl, aHOHCMPYEMble U3 yKa3aHHOM
30HbI B Apyrue 30Hbl (ans IPv4).

area A.B.C.D shutdown

OTKAOUNTL Npouecc OSPF ans 30HbI.
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no area A.B.C.D shutdown

A.B.C.D: uaeHtndukatop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
—/BKAIOYEHO

Bkatountb npouecc OSPF ana 30HbI.

auto-cost reference-band-
width reference

reference: (0..400000)/

YCTaHOBWUTb aBTOMATUYECKMI1 pacyeT MeTpMKK nHTepdelica B
3aBMCMMOCTM OT €ro CKOpoCTH Nno dopmyne: reference/ifSpeed.
- reference — 6a30Bas CKOPOCTb.

V 3HaueHue reference, pasHoe 0, OTK/NlO4aeT
0 Mbur/c ABTOMATUYECKUIi pacyeT MeTPUKU.
no auto-cost reference- YCTaHOBUTb 3Ha4YE€HNE NO YMOAYAHUIO.
bandwidth
shutdown OTKAounTb Npouecc OSPF.
—/BKAOYEHO

no shutdown

Bkatountb npouecc OSPF.

summary-address
ipv4_addr mask [not-adver-
tise]

no summary-address
ip_addr mask [not-adver-
tise]

—/BbIK/IOYEHO

BKAHOUMTL CymMmUpoBaHMe mapwpyToBs IPv4, KoTopble 6bian
nonyyeHbl OSPF u3 gpyrux npoToKO0B.
not-advertise — npocymmunpoBaTtb, HO He aHOHCUPOBaTb.

OTKAOUYUTE CYMMapPU3aLMI0 MapLUPYTOB.

neighbor ip_add [priority
priority]

no neighbor ip_add

priority: (0..255)/0

3apaTtb IPv4-agpec ana ctatmyeckoro OSPF-coceaa.
- ip_add — IPv4-appec.
- priority — yKasaTb priority agnsa cocega (y4nTbiBaeTCs TONbKO B
coctoaHun attempt/down).
HacTpoiika akTyanbHa To/nbKO gna non-broadcast u
V point-to-multipoint non-broadcast Tunos certeii.

YpanuTe KoHdurypauymio gna OSPF-cocepa c ykasaHHbIm IPv4-
agpecom.

summary-prefix ipvé6 [not-
advertise]

summary-prefix ipvé6 [not-
advertise]

—/BbIK/IIOYEHO

BKAOUMTb cymmmnpoBaHme mappyTtos IPv6, koTopble 6bian
nonyyeHbl OSPF u3 gpyrnx npoTOKONOB.
not-advertise — npocymmmnpoBaTb, HO He aHOHCMPOBaTb.

OTKAOUYNTD CYMMAPU3aLLMIO MapLLPYTOB.

timers spf delay delay

delay: (0..600000)/5000

YCTaHOBWUTb BEIMUUHY 3a[ePXKKUW, NPOU3BOAMMON Nepes,
oyepeHbIM NocnenoBaTe/ibHbIM pacyeTom SPF.

no timers spf delay me YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
timers Isa throttle min_in- 3apaTb BpemeHHble napameTpbl LSA-TpoTTanHra. TpoTTAnHF
terval hold_interval max_in- [EeNCTBYET TONbKO Ha LSA, MICTOYHMKOM KOTOPBbIX ABNSETCS
terval IOKaNbHOE YCTPOMICTBO.
- min_interval — MUHUManNbHbIN BPpeMEHHOW UHTEPBAN MeXAY
min_interval: ABYyMA nocsenosaTesibHO OTMNPABAAKLWMUMNCA OAUHAKOBbIMU
(0..60000)/5000 mc; LSA.
hold_interval: - hold_interval — wHTepBan, onpeaenatoLlmin TeKyLee Bpems
(0..60000)/0 mc; 3agepKKu. C Kaxaon HoBoW nocnenoBaTenbHom LSA aToT
max_interval: MHTEpPBaN YMHOMAeTCA Ha ABa, NOKa He AOCTUTHET 3HaYeHUs

no timers Isa throttle

(0..60000)/0 mc

max_interval.

- max_interval — makcMManbHbI BpEMEHHOM MHTepBan
MeXay ABYMSA Nocaef0BaTe/IbHO OTNPABAAOWMMMUCA
oAMHaKoBbiMM LSA.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

timers Isa arrival min_arri-
val

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBUTb MUHUMAJIbHbI BPEMEHHOW MHTEPBaA, C KOTOPbIM
MapLupyTU3aTop obpabaTbiBaeT NpuHUMaemble LSA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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3anpetutb Bcem IP-uHTEpdeiicam, yyacTsyowmm B npouecce
OSPF, 06mMeHMBaTbLCA NPOTOKO/IbHBIMU COOBLLEHMAMM C
coceaamm (BKNHOUUTb MAaCCUBHbIV PEXUM).

V Npu npumeHeHUU JaHHOU KOMaHAbI HAcTpPOliKa ip
ospf passive-interface yganaetca co Bcex ip-
MHTep¢eiicoB U CTaHOBUTCA ANA HUX 3HAYEHUeM No
YMONYaHMuIo.

passive-interface

/BbIKNOYEHO

no passive-interface YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-ip) #

Tabnunua 345 — KomaHabl pexkuma KoHdpurypaunm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
no yMmon4YaHuo

Aeiicmeue

ip ospf shutdown

BbIKAHOUNTL MapLpyTU3aumio no npotokony OSPF Ha
MHTepodeice.

- —/BKNOYEHO
no ip ospf shutdown BKkntoumMTb MapwpyTusaumto no npotokony OSPF Ha
nHTepoeice.
ip ospf network {broadcast Bbibpatb TMN ceTu:
| non-broadcast | point-to- - broadcast — wrpoKoBeLlaTeIbHAA CETb C MHOYKECTBEHHbIM
point | point-to-multipoint L0CTYyNom;
non-broadcast} - non-broadcast — HelwMpoKoBewaTenbLHan ceTb C
—/broadcast MHOXECTBEHHbIM 4OCTYMNOM;

no ip ospf network

- point-to-point — ceTb «TOYKA-TOYKa»;
- point-to-multipoint non-broadcast — HewmnpoKkoBeLLaTebHasA
CeTb C MHOXECTBEHHbIM AOCTYMOM «TOYKA-MHOTOTOUYKA».

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf authentication
[key-chain key_chain |
null | message-digest]

no ip ospf authentication
[keychain]

key_chain: (1..32)
CMMBOJIOB;
no yMoNYaHuio
ayTeHTUdUKaLmA
OTK/IIOYEHa

BkatounTb ayTeHTUdUKaumio B OSPF u onpepenuTsb ee Tin. bes
YKa3aHuMA napameTpos byaeT Ncnonb3oBaTbea ayTeHTUdMKaLmMA
C MOMOLLLBIO NAapoIA, 334aHHOMO OTKPbITbIM TEKCTOM.

- keychain — BkntoyaeT ucnonbzoBaHue Habopa Kaoyen.
PaboTaeT B cBA3Ke C pekMMOM message-digest.

- key_chain — nma Habopa Kntoyel, co3gaHHOro KOMaHAOoM
keychain;

- null — He ncnonb3oBaTb ayTeHTUPUKALMIO;

- message-digest — ayTeHTUdMKauma MD5 ¢ ncnonb3osaHue
Habopa Katouen.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

ip ospf authentication-key
key

no ip ospf authentica-
tion-key

key: (1..8) cumsonos

HasHaunTb naponb Ana ayteHTUdUKaLmMm cocegelt, JOCTYMHbIX
yepes TekyLwmin nHtepdeiic. Maposb, yKazaHHbIA TaKUM
ob6pasom, byaeT BHeAPEH B 3aro/I0BOK KaXKA0ro yXoasALLero 8
3Ty ceTb Nnaketa OSPF B KauecTBe Katoya ayTeHTUGUKaLUM.

Yaanutb naponb.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBWUTb METPUKY COCTOSHUA KaHana, KoTopas ABAseTcA
YC/IOBHbIM MOKasatesiem "cToMMocTU" nepecbiiku AaHHbIX NO
KaHany.

YCTaHOBUTb 3Ha4YeHME N0 YMOSYAHMUIO.

ip ospf poll-interval inter-
val

no ip ospf poll-interval

interval: (1..255)/120

YCTaHOBWUTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUM
KOTOPOro maplupyTusatop otnpasnseT hello-nakeTbl ¢
HeaKTUBHOro UHTepdeiica (OSPF-cocencTso B cTatyce down).
HacTpoiika akTyanbHa TonbKo gaa non-broadcast n
V point-to-multipoint non-broadcast Tnos ceteii.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHUIO.
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ip ospf dead-interval {in-
terval | minimal}

no ip ospf dead-interval

interval: (1..65535)
CEeKyHS;
minimal — 1cek

YCTaHOBWUTbL MHTEPBAN BPEMEHM B CEKYHAAX, NO UCTEYEHUN
KOTOPOro cocef, byAeT cuMTaTbCs HEAKTUBHbBIM. DTOT UHTEPBAN
[0MKeH BbITb KpaTHbIM 3HaveHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 nHTepsanam otnpasku hello-nakeTos.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIHYAHMUIO.

ip ospf hello-interval inter-
val

interval: (1..65535)/10

YCTaHOBWUTb MHTEPBAJI BPEMEHU B CEKYHAAX, MO UCTEYEHUMU
KOTOPOro MapLupyTM3aTop oTnpasaset cneaytowmin hello-naker

CEeKYHZ, C MHTepdeiica.
no ip ospf hello-interval YCTaHOBUTb 3HAYEeHME N0 YMOHAHUIO.
ip ospf mtu-ignore OTKNIOUNTb NpoBepKkM MTU.
—/BK/IlOYEHO

no ip ospf mtu-ignore

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip ospf passive-interface

no ip ospf passive-inter-
face

— /BbIK/IOYEHO

3anpeTuTb IP-uHTepdeicy 06MeHMBATLCA MPOTOKOIbHbIMMU
co0bLWEeHMAMM C coceaaMM (BKIHOYUTb NACCUBHbBIN PEXUM).

YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.

V Ecam npumeHeHa HacTpoiika passive-interface B
pexxume KoHdurypaumm npouecca OSPF, To aaHHas
KOMaHAa BbIBOAUT AaHHbIN IP-uHTepdeiic u3
NacCUBHOIO pexkuma.

passive-interface

no passive-interface

— /BbIK/IOYEHO

BbIKNOUNTL OTNPABKY NPOTOKO/bHbIX COOBLEHNI ANA BCex
OSPF-uHTepdeliicos.

BKNOUMTb OTNPaBKY NPOTOKO/IbHbIX CO0bLWeHnI ans Bcex OSPF-
nHTepdencos.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YCTaHOBWUTbL NPUOPUTET MApPLLPYTM3aTOpa, KOTOPbI
mcnonbsyetca anda sbibopa DR 1 BDR.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf retransmit-interval
interval

no ip ospf retransmit-inter-
val

interval: (1..65535)/5
CeKyHA,

YCTaHOBWUTb MHTEPBAJ BPEMEHM B CEKYHAAX, MO UCTEYEHUM
KOTOPOro MapLLpyTM3aTop NOBTOPHO OTNPABUT MaKeT, Ha
KOTOPbIM HEe NOAYUYNI NOATBEPIKAEHUA O NONYYEHUU
(Hanpumep, Database Description uau Link State Request
naketbl).

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

ip ospf transmit-delay de-
lay

no ip ospf transmit-delay

delay: (1..65535)/1
CEKYHA,

YCTaHOBUTL MPUMEPHOE Bpems B CeKyHAax, Heobxoammoe ans
nepeaayn nakerta CoCTOAHUA KaHana.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf bfd

no ip ospf bfd

— /BbIK/OYEHO

BkatounTb npotokon BFD Ha OSPF-coceactse.

Bbikntountb npotokon BFD Ha OSPF-coceacTse.

KomaHObI pexcuma KoHguaypauuu uHmepgpetica Ethernet, VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 346 — KomaHgb! pexkuma KoHpurypauum nntepdeliica Ethernet, VLAN

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

—/BKNIOYEHO

BbIKNOUNTE MapLipyTM3aymio no npotokony OSPFv3 Ha
nHTepdeice.

BKAOUMTL MapwpyTmsaumio no npotokony OSPFv3 Ha
MHTepodeice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: ngeHtudukaTop
MapLupyTusaTopa B
dopmarte IPv4-appeca

BkntounTb (oTKAtOUMTL) OSPF npouecc ans onpeaeneHHom
30HbI.

ipv6 ospf cost cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHUSA KaHana, KoTopas ABseTcA
YC/IOBHbIM MOKa3saTtesiem "cToMmocTu" nepecbisiku AaHHbIX N0
KaHany.
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no ipv6 ospf cost

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

ipv6 ospf dead-interval in-
terval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKYHA

YCTaHOBWUTb MHTEPBaN BPEMEHM B CEKYHAAX, MO UCTEYEHUN
KOTOPOro coceg, byaeT cuMTaTbCA HEAKTUBHbBIM. DTOT UHTEPBAN
00/IXKeH 6bITb KpaTHbIM 3HaueHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 uHTepBanam oTnpaeku hello-nakeTos.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

ipv6 ospf hello-interval in-
terval

no ipv6 ospf hello-interval

interval: (1..65535)/10
CeKyHA,

YCTaHOBWUTb MHTEPBaN BPEMEHM B CEKYHAAX, MO UCTEYEHUN
KOTOPOro MapLupyTM3aTop oTnpasnseT cnegyowmin hello-naket
¢ uHTepdelica.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

ipv6 ospf mtu-ignore

no ipv6 ospf mtu-ignore

— /BbIKAOYEHO

OTKNOUNTL NpoBepky MTU.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

ipv6 ospf neighbor 3apatb IPv6-agpec coceaa.

{ipv6_address}

ipv6 ospf neighbor N Ypanutb IPv6-agpec cocepa.

{ipv6_address}

ipv6 ospf priority priority YCTaHOBUTbL NPUOPUTET MapLLPYTU3aTOpPa, KOTOPbIN

no ipv6 ospf priority

priority: (0..255)/1

ucnonb3yetca ansa sbibopa DR 1 BDR.

YCTaHOBUTb 3HaYeHMe NO YMOIHAHMUIO.

ipv6 ospf retransmit-inter-
val interval

no ipv6 ospf retransmit-in-
terval

interval: (1..65535)/5
CeKyHA,

YCTaHOBUTbL MHTEpPBaa BPEMEHM B CEKYHAAX, NO UCTEYEHUN
KOTOPOro MapLupyTM3aTop NOBTOPHO OTMPABMUT MAKET, Ha
KOTOPbI/ He NOAYYNA NOATBEPKAEHMA O MONYYEHUN
(Hanpumep, Database Description nakeT nau Link State Request
nakertbl).

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ipv6 ospf transmit-delay
delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YCTaHOBUTL MPUMEPHOE Bpems B CEKyHAax, Heobxoammoe ans
nepeaayn naketa COCTOAHUA KaHana.

YCTaHOBUTb 3HaYeHMe No YMONYaHULO.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnuua 347 — Komanapl pexknuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show {ip | ipv6} ospf [pro-
cess_id | vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

0OT06pa3nTb KoHPUrypaumo OSPF.

show {ip | ipv6} ospf [pro-
cess_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

0OT06pa3snTb MHPopmaumio 06 OSPF-coceasax.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec cocega
vrf_name: (1..32)
cMmBoONa

0OT06pa3nTb nHPopmaumio 06 OSPF-cocese ¢ yKasaHHbIM
aapecom.

show {ip | ipv6} ospf [pro-
cess_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OTo6pasnTb KoHPUrypaumto Bcex OSPF-uHTepdelicos.
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show {ip | ipv6} ospf [pro-
cess_id] interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | tunnel tunnel _id |
A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16);
A.B.C.D: IP-agpec;
vrf_name: (1..32)
cumBona

OT06pasnTb KOHPUrypaLMIo KOHKpeTHoro OSPF-uHTepdeiica.

show {ip | ipv6} ospf [pro-
cess_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary
[vrf vrf_name]]

process_id: (1..65535);
vrf_name: (1..32)
cvmBoNa

OT06pa3nTb coCToAHUE Hasbl AaHHbIX MpoTokona OSPF.

show {ip | ipv6} ospf vir-
tuallinks [process_id] | [vrf
vrf_name]

process_id: (1..65535);
vrf_name: (1..32)
cMmBoONa

OT06pasnTb NapamMeTpbl 1 TEKYLLEE COCTOAHME BUPTYaNbHbIX
JIMHKOB.

clear ip ospf [process id |
vrf vrf_name process}

process_id: (1..65535);
vrf_name: (1..32)
cMmBoONa

PasopBaTb COCEACTBA M YAA/IUTb COOTBETCTBYOLLME MAPLLPYTHI.

lpumepebl 861MN0AHEHUS KOMAHO

e [lokasaTb OSPF-cocenen ana onpegeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-npouecc ans onpegeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

5.35.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — nNpOTOKO/ rpaHWYHOrO W/03a) ABASETCA NPOTOKONOM MapLUpyTU3a-
UMK MeXAay aBTOHOMHbIMK cuctemamm (AS). OcHoBHOM dyHKUMel BGP-cuctembl aBnseTcs obmeH nHpopma-
umein o AOCTYMHOCTM CeTel ¢ Apyrnmm cuctemamm BGP. MHbopmaLma o LOCTYNHOCTM ceTell BKAOYAET CUCOK
aBTOHOMHbIX cucTem (AS), yepes KoTopble MPOXOAUT 3Ta MHPOPMaLMS.

BGP aBnseTca NpoTOKO/IOM NPUKNALHOIO YPOBHSA U GYHKLLMOHMPYET NOBEPX MPOTOKO/1a TPAHCMOPTHOrO

ypoBHs TCP (nopT 179). Mocne ycTaHOBKKU coeAnHeHMA nepenaérca nHpopmauma 060 Bcex mapipyTax, npea-

HA3HA4Y€HHbIX 414 3KCNOopTa. B ,u,aaneﬁLueM nepep,aéTCH TONbKO VIHd)OpMaLI,VIﬂ 06 nsmeHeHunAx B Ta6nv|u,ax

MapLLpyTU3aLUN.
! NoapepxKa npotokona BGP npepocraBnaeTca No MLEH3UN.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B pexume rn1ob6anbHOM KoHdUrypaumm:

console (config) #
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Tabanua 348 — KomaHgbl pexnuma rnobanbHoi KoHdUrypaumm

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

router bgp [as_plain_id_|
as_dot _id]

no router bgp
[as_plain_id_| as_dot_id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

BKAouMTb MapLupyT1saumio no npotokoay BGP.

3apatb naeHTUdUKaTop AS 1 BOMTU B peXUM ero
KOHOUIypUpoOBaHUA.

- as_plain_id — vaeHTMPMKATOP aBTOHOMHOW CUCTEMBI,
MCNO/b3yeMblil MapLLPYTU3aTOPOM NPU YCTaHOBNEHUN
cocencTsa U 0bmeHe mapLIpyTHOM MHPOpMaLme.

- as_dot_id — npeHTMdMKaTOpP aBTOHOMHOM CUCTEMbI B 32-
6uTHOM dopmare.

OcTtaHoBUTb BGP-mapLipyTtusaTop, yaanuTb BCto KOHUrypauuto
npoTokona BGP.

ip community-list standard
name seq section_id {per-
mit | deny}

ip community-list ex-
panded name seq sec-
tion_id {permit | deny}
reg_exp

no ip community-list
{standard | expanded}
name seq [section_id]

name: (1..32) cumBona;
section_id:
(1..4294967295);
reg_exp: (1-127) cumBona

Co34aTb CTaHAAPTHbIM CMCOK community ¥ BOWTU B peXXUM ero
KOHUryprMpoBaHusa.

Co34aTb paclUMpeHHbIM CIMCOK community.

- reg_exp — peryaapHoe BblpakeHue.

[aHHbIM cnMcok community Mcnonb3yeTca Kak wabnoH ana
MOMUCKa CoBRNageHMM community B cekummn match B route-map.

YAanuTb yKasaHHbIA CNIMCOK community LEeIMKOM UAK TOJIbKO
KOHKPETHYIO Ero CEKLMUIO.

ip extcommunity-list
standard name seq sec-
tion_id {permit | deny}

ip extcommunity-list ex-
panded name seq sec-
tion_id {permit | deny}
reg_exp

no ip extcommunity-list
{standard | expanded}
name seq [section_id]

name: (1..32) cumBona;
section_id:
(1..4294967295);
reg_exp: (1-127) cumsona

Co3AaTb CTaHAAPTHbBIV CMMCOK C pacluMpPeHHbIMM community 1
BOMTU B PEXKMM €ro KOHOUTYypUPOBaHUA.

Co34aTb pacLUMPeHHbIM CMIUCOK C PACLUMPEHHbIMKM community.
- reg_exp — perynapHoe BbipaxkeHune.

[aHHbIl cnncok extcommunity ncnonb3yeTca Kak WabaoH ana
MOUCKa COBMNAAEHUIN pacluMpeHHbIX community B cekuum match
B route-map.

Ypanutb yKa3aHHbIﬁ CNUCOK extcommunity LeMKoOM Unm
TO/IbKO KOHKPETHYI ero cekuuio.

ip as-path access-list name
seq section_id {permit |
deny} reg_exp

no ip as-path access-list
name seq [section_id]

name: (1..32) cumBona;
section_id (1-
4294967295);
reg_exp: (1..160) cumBona

Co3aatb CNUCOK as-path.

- reg_exp — perynapHoe BblpaxkeHue.

[aHHbI cnucok as-path ncnonb3yetca Kak WabnoH gna noncka
coBnageHni as-path-filter 8 cekunm match B route-map.

Ypanutb yKa3aHHbIﬁ CNUCOK as-path LEeNNKOM UAN TONIbKO
KOHKPETHYIO ero cekumio.

KomaHObI pexcuma KoHgu2ypayuu AS

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauum AS:

console (router-bgp) #

Tabnnua 349 — KomaHgbl pexkuma KoHdurypaumm AS

KomaHda

3HayeHue/3Ha4yeHue
110 YyMOAYAHUIO

Aelicmeue

bgp router-id ip_add

no bgp router-id

3apatb naeHTuduKaTop BGP-maplupyTtunsatopa.

Yaanutb naeHtndurkatop BGP-mappytusaTopa.

bgp asnotation dot

no bgp asnotation

—/asplain

3ageicTBoBaTh cuctemy 0603HaYeHus Homepos AS B popmaTe
asdot.

YCTaHOBUTb 3HAYeHne no YMON4aHUIO
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bgp client-to-client reflec-
tion

—/BKAIOYEHO

BKtOUNTL NepecblIKy MapLpyToB, Noay4YeHHbIx oT reflector-
KnAneHTa, apyrum BGP-cocepgam.

no bgp client-to-client re-
flection

BbIK/IOUMTL NEPECHIIKY MapLIPYTOB, Noay4YeHHbIx oT reflector-
KnueHTa, apyrum BGP-coceaam.

bgp cluster-id ip_add

3afaTtb MaeHTMOMKaTOp Knactepa BGP-mapwpyTusatopa.
B cnyuae, ecnu naeHTMOUKATOP KNactepa He
V HacTpoeH, B KauecTBe naeHTMpuKaTopa byaer
MCNoab30BaTbCA rNo6anbHblii uaeHTMdUKaTop BGP-
MapLupyTM3aTopa.

no bgp cluster-id

Yaanutb uaeHtTuduKaTop knactepa BGP-mapwpytusaTtopa

bgp transport path-mtu-
discovery

BKkntounTb npoueaypy Path MTU Discovery ans
aBToOMaTu4yeckoro onpegeneHna Maximum Segment Size npu
ycTtaHoBneHun TCP-coeguHeHna mexay coceaamu.
BkntoueHune Path MTU Discovery Ha npouecce
V BK/IIOYAET ero Ha Bcex coceasx.

no bgp transport path-
mtu-discovery

YCTaHOBUTb 3HAYeHMe Nno YMOI4aHUIO.

shutdown

no shutdown

—/no shutdown

AOMUHUCTPATUBHO BbIKAKOYUTL NPOTOKON BGP, He yaanaa ero
KOHPUrypaumtio.
970 peitcTBue BNEeYET 3a c060M pa3pbiB BCEX ceccuii ¢
V BGP-cocegammu 1 o4UCTKY Tab1Lbl MapLLUPYTUM3aLMK
nportokona BGP.

BkntounTb paboty AS.

neighbor ip_add

no neighbor ip_add

3apatb IPv4- unu IPve-agpec ana BGP-coceaa unv nepeiitv B
PEXMM KOHPUTYPUPOBAHMA CYLLECTBYIOLLEIO COCEAa.
- ip_add — IPv4- unu IPv6-agpec.
Bo3moOXKHO ycTaHOBNIEHUe coceacTBa B TOM YUCE U
V yepes IPv6 Link-local agpeca.

Yaanutb KoHdurypauuto gna BGP-cocega ¢ ykasaHHbIM IPv4-
nnu IPvb-agpecom.

peer-group name

no peer-group name

name: (0..32) cumBona

Cospatb Peer-rpynny
- name — UM rpynnbl

Ypanutb co3gaHHyto Peer-rpynny.

address-family ipv4
{unicast | multicast}

no address-family ipv4
{unicast | multicast}

—/unicast

YKkazatb T1n IPv4 Address Family n nepesectn KommyTaTop B
peXXmMm KoHdpurypaumm cootsetcTeytoweinn Address Family.

BbIKntounTb cooTBeTCTBYOLWYO Address-Family.

address-family ipv6
unicast

no address-family ipv6
unicast

YKaszatb TMn IPv6 Address Family unicast u nepesectu
KOMMYTaTOp B PEKUM KOHOUIYypaLMmM COOTBETCTBYIOLLEN
Address-Family.

BbIKntounTb cooTBeTCTBYOLWYO Address-Family.

Ecnu coceactBo yctaHoBN€eHO Ha IPv4-apgpecax, To npu oTnpaske mapupyTtos IPv6 Takomy coceay
V B KavecTBe next-hop 6yaeT yctaHOBNEH UCKYcCTBEHHDbI IPv6-aapec, ocHoBaHHbI Ha IPv4-aapece.
Y10o6bl 3TO M3MEHUTb, HE06X0A4UMO UCNO/Ib30BaTb route-map, B KOTOPOii yKa3aTb Heo6XxoaumbIin
IPv6 next-hop. Mpumep AaHHOIA HACTPOMKKN NpUBeAEH HUXKe.

[Mpumep co3daHuA route-map u npusasKu ee K BGP-cocedy 015 U3MeHeHUA UCX00AULUX MapuIpymos

IPv6

console (config) #ipv6 route-map test 10 permit
console (config-route-map) #set ipv6 next-hop 2030::1
console (config-route-map) #exit

console (router-bgp) #neighbor 10.0.0.2
console (router-bgp-nbr) #address-family ipv6 unicast

(
(
(
console (config) #router bgp 65500
(
(
(

console (router-bgp-nbr-af) #route-map test out
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B pe3synbTaTte BbINO/IHEHMA KOMaHAbI Npu oTnpasKe IPv6-mapwpyTtos coceay 10.0.0.2 3HayeHue nona
next-hop 6yaet 2030::1.

KomaHObI pexcuma KoHguaypauuu Address-Family

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumm Address-Family:

console (router-bgp-af) #

Tabanua 350 — KomaHgb! pexkuma koHdurypaumm Address-Family

KomaHda

3HayeHue/3Ha4yeHue
no yMmon4aHuo

Aeiicmeue

network ipv4_add [mask
mask]

no network ipv4_add
[mask mask]

3apaTb NoAceTb, KOTOpasa aHoHcupyetca BGP-coceaam.
- ipv4-add — IPv4-agpec nogceTw.
- mask — macka noaceTu.
Ecan macka He yKa3saHa, N0 YyMO/IYaHUIO OHa 3a4aeTca
V KNaccoBbiM METOA0M afpecaumm.

Y4anuTb aHOHC AaHHOM NoAceTy.

network ipv6_add

no network ipv6_add

ipv6_add: X:X:X:X::X/(0-
128)

3apaTtb noaceTb, KOTOpasa aHOHcupyeTca BGP-coceaam.
- ipv6-add — IPv6-agpec noaceTw.

YaanuTb aHOHC AaHHOW NoAceTH.

aggregate-address
ipv4_add mask [summary-
only | as-set | advertise-
map route_map_name |
attribute-map
route_map_name | sup-
press-map
route_map_name]

no aggregate-address
ipv4_add mask

BkntoumTb arperaumio 6osee cneymdUUHbIX MapLIpPYTOB,
BXOAALLMX B YKA3aHHbIM npeduKc

- ipv4_add — IPv4-agpec noacetu.

- mask — macka nogcetu.

- route_map_name — nms route-map.

YpanuTb arperaumto 6onee cneynduUyHbIX MapLLIPYTOB,
BXOZALLMX B YKA3aHHbIM npeduKc.

aggregate-address
ipv6_add [summary-only |
as-set | advertise-map
route_map_name | attrib-
ute-map route_map_name
| suppress-map
route_map_name]

no aggregate-address
ipbv6_add

BkAtounTb arperaumto 6osee cneumdUYHbIX MapLLPYTOB,
BXOAALLMX B YKa3aHHbIN npedurKc

- ipv6_add — IPv6-agpec noacetu.

- route_map_name — nma route-map.

Yaanutb arperaumio 6onee cneumoUUHbIX MapLLpPyTOB,
BXOAALUMX B YKa3aHHbIN NpeduKc.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-4294967295);
name: (0..32) cumsona

PaspelwnTb aHOHCMpPOBaHMe connected-mapLupyTos.

- metric — 3Ha4yeHue aTpnbyTa MED, KOoTOpOe byaeT NpUcBOeHO
MMMOPTMPOBAHHbIM MAPLLIPYTaM.

- name — Ha3BaHwue access-list, KoTopbIli ByaeT NnpuMeHeH K
MmapLipyTam.

3anpeTnTb aHOHCKUpPOBaHWe connected-mapLIpyTos.

redistribute rip [metric
metric | filter-list name]

no redistribute rip

metric: (1-4294967295);
name: (0..32) cumBona

MmnopTtuposaTtb maplpyTbl RIP B BGP.
- metric — 3HayeHue aTpnbyta MED, KOoTOpOe byaeT npucsoeHo
MMNOPTMPOBAHHBIM MapLUPyTaMm.
- name — Ha3BaHWe CNMCKa access-list, kKoTopbin byaeT
NPUMEHEH K MapLUpyTam.

’ HepoctynHo ana address-family ipv6 unicast.

3anpeTnTb MMMNOPT MapLLPYTOB U3 NpoTokona RIP.
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redistribute static [metric
metric | filter-list name]

no redistribute static

metric: (1-4294967295);
name: (0..32) cumBona

PaspelunTb aHOHCMPOBAHME CTAaTUYECKMX MAPLLPYTOB.

- metric — 3HayeHue aTpnbyTa MED, KOTOpOe byaeT npucBoeHo
MMNOPTMPOBAHHbIM MapLIpyTam.

- name — Ha3BaHue access-list, KoTopbli bygeT NpUMeHeH K
MapLIpyTam.

3anpeTnTb aHOHCMPOBAHUE CTaTUYECKMX MAPLUPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

no redistribute ospf

id: (1..65535);
metric: (1-4294967295);
type: (internal, external-

1, external-2, nssa-
external-1, nssa-external-
2); name: (1..32)
CMMBO/IOB;
mtype: (type-1, type-2);
name: (0..32) cumBona

MmnopTtuposatb mapwpytbl OSPF B BGP.
- id — npeHTndukaTop npouecca OSPF.
- metric — 3Ha4yeHue aTpnbyTa MED, KOoTOpOEe 6yaeT NpMcBOEHO
MMMOPTMPOBAHHbIM MapLIPYyTaMm.
- type — ™1in OSPF-mapLpyToB, aHOHCMpyemMbix B BGP.
- name — Ha3BaHWe CNMCKa access-list, kKoTopbii byaeT
NPYMEHEH K MapLUpyTam.
- mtype — tun meTpukmn Ex1 nam Ex2.
V B cnyuae c address-family ipv6 unicast

noapasymesaetca OSPF3.
3anpeTuTb MMNOPT MapLIPyTOB 13 npotokosa OSPF.

redistribute isis [level]
[match match] [metric
metric] [filter-list
acl_name]

no redistribute isis

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMmBoONa

MmnopTtuposatb mapwpyTbl 13 IS-IS 8 BGP.

- level — ycTaHOBUTb, U3 KaKoro ypoBHs IS-IS 6yayT

QHOHCMPOBATLCA MAPLLPYThI;

- match — npoun3BoANTb AHOHCUPOBAHME TONbKO ANA

YKa3aHHbIX TUNOB IS-IS mappyTos;

- metric — 3HaYeHWe METPUKM AN UMNOPTUPYEMBIX

MapLpyToB;

- acl_name — vms ctaHgapTtHoro IP ACL, KoTopbliii byaeT

MCNO0/b30BaH AN GUABTPALMM UMNOPTUPYEMbIX MAPLLPYTOB.
, HepoctynHo pna address-family ipv6 unicast.

3anpeTuTb MMNOPT MapLUPYTOB U3 NpoToKoAa IS-IS.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdpurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnunua 351 — KomaHabl pexruma KoHpurypauum BGP-coceaa

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

description descr

no description

descr: (1..80)
CMMBOJIOB/HET OnMcaHus

Oob6asutb onucaHme BGP-cocepa.

Yaannte onncaHne BGP-coceaa.

maximum-prefix value
[threshold percent | hold-
timer second | action type ]

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

BKAOUYNTL OrpaHUYeHme KoAnYecTsa NPUHUMaAEMbIX
mapuwpyTos oT BGP-cocepa.

- value — MaKcMManbHOe KONMYECTBO NMPUHUMAEMBIX
MapLIpyTOB.

- percent — NPOLEHT OT MaKCMMaJIbHOTO KOIMYeCTBa
MapLUPYTOB, NO AOCTUXKEHMUM KOTOPOro OTNpaBAAeTCcA
npegynpexaeHue.

- second — BPEMEeHHOI NPOMENKYTOK (B CEKYHAAX), Mo
NCTEYEHNIO KOTOPOro MPOUCXOAMNT NePenoaKloYeHNe, ecnm
ceccus bbina pasopBaHa U3-3a NPEBbILLEHNA KOIMYECTBA
MapLIpyTOB.

- type — HasHayaeT AelCTBUE BbINMOSHAEMOE NPU AOCTUNKEHUN
MaKCMMaNbHOrO 3HaYeHMA — paspblB ceccun <restart>unm
oTnpaBKa npeaynpexaeHusa <warning-only>.
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no maximum-prefix

BbIKNOUNTB OrpaHMUEHME KOIMYECTBa NPUHUMAEMBbIX
mapuwpyTtos oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3a/aTb BpeMeHHble UHTEepPBaIbI.

- adv-sec — MUHUMabHbIV MHTEPBAN MeXAyY OTNPaBKOM
UPDATE coobuieHni1 04HOro U TOro e MapLupyTa.

- with-sec — MWUHWManNbHbIN UHTEPBAN MEXAY
QHOHCMPOBAHMEM MapLLpyTa U ero nocsieayoLlmnm ae-
QHOHCUPOBaAHMEM.

MpumevaHue:

- advertisement-interval gonkeH 6biTb 60/bLIE NN paBEH
withdraw-interval.

- MapuwpyTbl, KOTOpbIe A0KHbI 6bITb aHOHCMPOBAHbI
cocegHum BGP-mapLipytusaTtopam, pacnpesenatorcs no
Heckoibkum UPDATE-coobuieHuam. Mexay oTnpaBKoM 3TUX
UPDATE-coobueHMit BblAepKMBAETCA CyYaliHbI BpeMeHHOM
MHTEpBaa TakMM 06pasom, 4tTobbl obLee Bpemsa mexay
0bHOB/IEHMEM MapLUPYTOB B IOKanbHOM Tabavue BGP n
oTnpasKow nocnegHero UPDATE-coobuieHns He NpeBbIlano
advertisement-interval unu as-origination-interval B cnyyae
OTNPaBKM NIOKa/IbHbIX (MapLUpyTbl U3 I0KanbHOM AS)
mapLpyTos B eBGP-coeanHeHnn. Taknum obpasom, Kaxkabli ns
MapLUPYTOB MOKET UMETb C/TYHaNHYIO BEIMUMHY 3a4EPHKKN
QHOHCUPOBaHMA.

- TouHocCTb paboTbl Talimepos advertisement-interval,
withdraw-interval n as-origination-interval 3asucut ot
MAKCMMAaJIbHOTO 3Ha4YeHus Ntoboro U3 3TUX TPEX TaMepos,
HACTPOEHHbIX Ha BGP-maplpyTrsaTope (yunTbiBatoTCA
Talimepsbl, HacTpoeHHble ansa Bcex BGP-cocepeit). Bce 3HaueHunn
TaliMepoB aHOHCUPOBAHMA U Ae-aHOHCMPOBAHUA MApPLLPYTOB,
CKOHOUIYpMPOBaHHbIX HA YCTPOWCTBE, AUCKPETU3NPYIOTCA
MHTepBasiom B 1/255 oT HanbonbLIero HaCTPOEHHOTo
3HayeHun. YBeMyeHne MakCMManbHOro 3HayeHus byaet
NPUBOANTL K YBEIMYEHWNIO YACTOTbl AUCKPETU3ALLMM TaliMepPOB
W, COOTBETCTBEHHO, K MOHUMKEHWUIO TOYHOCTU UX PaboTbI.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ebgp-multihop

no ebgp multihop

—/TTL paBeH 1

YctaHoBuTb TTL, paBHbIli 64, ana eBGP-noaKA4YeHUN.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3afaTb BpeMeHHOM UHTepBan mexay otnpaskon UPDATE
COO0BLWEHNI OLHOTO U TOTO }Ke MapLLIPYTa, UCMOb3YeTca ANs
QAHOHCA /I0KaNbHbIX (MApLWpPYTbl M3 I0KanbHOM AS) MapLIpyToB
eBGP cocepam.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3apgatb BpeMeHHOVI WMHTEpBan, Nno UCTE4EHUN KOTOPOTro
B0306HOBAAETCA NOMbITKA co3patb BGP-ceccuto c cocepom.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

next-hop-self [all]

no next-hop-self

— /BbIK/OYEHO

BKkntouMTb NogmeHy 3HaueHus aTpmbyta NEXT_HOP Ha
NIOKaNbHbIV aapec mapLupyTusaTopa.

- all —BkntoyaeT nogmeHy 3HayYeHus atpubyta NEXT_HOP Ha
JNIOKaNbHbIV agpec MapLupyTM3aTopa TaKKe U A1 MapLpyTos,
oTpaykaemblix oT route-reflector.

OTKNOYUTL NogMeHy aTpmbyTta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3apaTb HOMep aBTOHOMHOW CUCTEMbI, B KOTOPOW HaxoauTca
BGP-cocep. YcTaHoBNeHMe coceCcTBA HEBO3MOXHO, NOKa
cocefly He HasHayeH Homep AS.
9To peiictBMe BNAEYET pa3pbiB ceCCUU € COCE[0M U
V OUYUCTKY BCEX MPUHATBIX OT HEFr0 MapLUPYTOB.

Ypanutb naeHTMPUKATOp coceHeit aBTOHOMHOM CUCTEMDbI.
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DHELTEX

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 ceryHa;
keepalive: (0-21845)/30
CEKYHA,

3apaTb BpemMeHHble MHTepBabl.
- holdtime — ecnu B Te4yeHue 3TOro BpemeHu He byaeT
npuHATo keepalive-cooblyeHune, To coeguHEHUE C COCEAOM
cbpacbiBaeTcs.
- keepalive — nHTepBan mexay otnpaskoin keepalive-
co0bLLeHMA.
3HaueHus holdtime u keepalive onkHbI 6bITb IM60
V o6a paBHbI Hy0, 160 06a 60blue HyA.
holdtime gonxeH 6biTb 60nbLIE UK paBeH
keepalive.
- Ecnm 6bin BbI6paH Talimep hold, KoTopbii HacTpoeH
Ha NOKa/IbHOM MapLUpyTU3aTope, TO UCNOb3yeTcA
NIoKanbHOe 3HaveHue Talimepa keepalive;
- Ecnm 6bin Bbi6paH Talimep hold, KoTopblit HacTpoeH
Ha coceAHeM MapLLpPyTU3aTope, U 3HaYeHUue
NIOKa/NIbHO HAaCTpOeHHOro Talimepa keepalive
meHbLe yem 1/3 sbibpaHHoOro Taitmepa hold, To
MCnonb3yeTcs I0Ka/ibHOe 3HauYeHue Talimepa
keepalive;
- Ecnm 6bin BbI6paH Talimep hold, KoTopbii HacTpoeH
Ha coceAHeM MapLLPyTU3aTope, U 3HaYeHue
NIOKaNbHO HacTpoeHHoro Talimepa keepalive 6onblwe
yem 1/3 sbibpaHHOro Taiimepa hold, To
MUCNOIb3YETCA Lie/ioe YNCNO, KOTOPOoe MeHbLue Yem
1/3 sbibpaHHoro Talimepa hold.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3aaTb BPEMEHHOM MHTEPBA YAEPHKAHUA COCea B COCTOSHUN
Idle nocne Toro, Kak oH 6bls1 cOpOLLIEH B 3TO COCTOAHME. 3@ 3TOT
MHTEpPBas BCE NOMbITKU NePeyCTaHOBUTb COEIMHEHUE C
cocesoM BYLyT OTKAOHEHbI.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0 cekyHzg,

3a4aTb BpeMEHHOM MHTepBan Mexay ycTaHoBKol TCP-
coeguHeHns n otTnpasKoi nepsoro OPEN-coobuweHus.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

shutdown

no shutdown

—/no shutdown

AOMUHUCTPATUBHO BbIKAKOYNTL ceccuto ¢ BGP-cocegom n
OYUCTUTb NPUHATbIE OT HEro MapLLPYTbI, HE yAANAA ero
KOHOUrypaumm.

AOMWHUCTPATUBHO BKAOYUTL ceccuto ¢ BGP-coceagom.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port
FortygigabitEthernet
fo_port Port-Channel group
Loopback /oopback Vlan
vlan_id ]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

Ha3Hauntb HTepdeiic, KOoTopbln bByaeT MCNONb30BaH B
KauyecTBe UCXOAALLETO NPU COeAUHEHUM C COCEOM.

OTMEHUTb PYUHYIO HaCTPOMKY MCXOAALLErO MHTepdeiica,
BK/IIOYMTb aBTOMATUYECKN BbIOOP MHTEpdeiica.

route-reflector-client [
meshed ]

no route-reflector-client

—/disabled

HasHauntb BGP-cocena Route-Reflector knaneHtom.
- meshed — napameTp BbICTaBAETCA €CAN UCNONb3YeTCs mesh-
Tonosorua. MNpu Noay4yeHUn OT TaKoro KaneHta BGP-
MapLUPYTOB OHU He ByayT NnepecbinaTbCa APYrMM KAMEHTaM.
BGP-mapuwpyTtusaTtop asaserca route-reflector-om,
V ecnu xoTa 6bl 0AMH ero coces, CKOHGUrypUpPoOBaH Kak
route-reflector knueHr.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

soft-reconfiguration in-
bound

—/disabled

COXpaHUTb NoJIly4YeHHbIe OT COCela MapLUPYTbl B OTAENbHOM
obnactu namatn. Metog No3BoAseT NPUMEHNUTb BXOAALLYIO
nonuTuKy "route-map in" ansa cocepna 6e3 cbpoca cocenctsa u

V 3anpoca MapLupyToB.
Mo ymonuyaHuio pabotaetr mexaHusm Route Refresh.
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HELTEX

no soft-reconfiguration in-
bound

OTK/IIOYUTb MEXAHU3M COXPaHEHWNA MapLLPYTOB.

prefix-list name {in | out }

no prefix-list name { in |
out}

name: (0..32) cumBona

- name — Ha3BaHwue IP prefix-list, KoTopbIlt ByaeT npumeHeH
K @HOHCMPYEMbIM AU NPUHUMAEMbIM MapLLPYTaM.

OtBnasath IP prefix-list.

peer-group name

no peer-group

name: (0..32) cumBona

- name — wvma Peer-rpynnbl, KoTopas ByaeT npumeHeHa K

cocepy.
V‘ Hactpoiikn Ha Peer-rpynne umetot 6onee Bbico-
KWUIA NPUOPUTET, YeM HACTPOIKMU Ha cCamoMm coceae.

Yoanute cocefia U3 rpynnbl.

address-family ipv4 {
unicast | multicast }

Ykasatb Tmn IPv4 Address Family n nepesectn KommyTaTop B
pemMm KoHourypaumm cootseTcTBytowen address family

—/unicast ana atoro BGP-coceaa.
no address-family ipv4 { BbIKMOUNTL cooTBeTCTBYOLWYO |IPv4 Address-Family.
unicast | multicast }
transport path-mtu-discov- BkntoumTb npouenypy Path MTU Discovery ana BGP-coceaa.
ery ’ He nopapepykusaerca Ha IPv6-coceactse.
—/disabled H

no transport path-mtu-dis-
covery

Bbikntounte npoueaypy Path MTU Discovery ana BGP-
cocepa.

fall-over bfd

no fall-over bfd

— /BbIKOYEHO

BkntounTb npoTokon BFD Ha cocepe.
’ He noapep:xkusaetca Ha IPv6-cocepcTse.

Bbikntountb npotokon BFD Ha cocene.

as-path-filter name {in |
out}

no as-path-filter name {in |
out}

name: (1..32) cumBona

3agatb ounbTp as-path gnsa BGP-cocepa.
- name — “MA CNUcKa as-path;

- in — onA BXOAALWMX MapLLPYTOB;

- out — 419 UCXOAALLMX MaPLLPYTOB.

Ypanute dunabTp as-path.

password word

no password

word: (1..128) cumBon0B;
MO YMONYAHMIO ayTEHTH-
duKauma oTKIoYeHa

BKAtounTb ayTeHTUOUKALMIO Bcex TCP-cermeHTOB, MPUHATbIX
oT BGP-cocega. 3a4aTb KAty ayTeHTUdUKALMM B TEKCTOBOM
Buae.

[aHHan HacTpoWKa UrHOPUPYeTCAa, ecnn gna ayTeHTUdUKa-
LMK yKasaHa key-chain.

- word — KN4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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password encrypted en-
cryptedword

no password encrypted

encryptedword: (1..128);
Mo YMONYAHUIO ayTEHTU-
duKaLmA OTKAOYEHA

BKkntounTb ayTeHTUdMKauuto Bcex TCP-cermeHTOB, NPUHATDLIX
oT BGP-coceaa. 3agaeT Katou ayTeHTMdMKauum B 3awmdpo-
BaHHOM BuAe (Hanpumep, Naponb B 3aWwMdpoBaHHOM BUAE,
CKOMWPOBAHHbIN C APYroro ycTponcTBa).

[aHHas HacTpolika UrHopupyeTca, ecam aaa ayTeHTUdUKa-
LMu yKasaHa key-chain.

- encryptedword — Knio4 B TEKCTOBOM BUAE.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

password key-chain word

no password key-chain

word: (1..32) cumBoNOB;
MO YMOYAHMIO ayTEeHTU-
duKaLmA OTKAOYEHA

3a/aTb MMA CBA3KM KAloYei, KoTopasa byaeTt Mcnosib3oBaTtbea
ona ayteHTUdUKaumm Bcex TCP-cermeHTOB, MPUHATBIX OT
BGP-coceaa.

- word — VMA CBA3KKU KNLOYEN.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id

no ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id

prefix: (A.B.C.D); prefix-
length: (A.B.C.D unu
/n); fw_router_address:
(A.B.C.D); tunnel_id:
(1..16)

Co3paTb CTaTMYecKoe NpaBuAO A/1A MHOroagpecHom Tab-
LBl MapLLPYTU3ALUN.

- prefix — IP-agpec ceTn Ha3HayeHus;

- prefix_length — macKka npeduKca HazHauyeHUs Unu ee
O/VH3;

- fw_router_address — |P-agpec maplpyTmM3aTtopa MHOro-
a[,pECHOM PacCbINKK;

- tunnel_id — naeHTUPMKaTOp TyHHeNA.

YpanuTe cTaTMYeckoe Npasuo 13 Tabanubl MHOrOaaApecHoOM
MapLLpyTU3auunm.

KomaHObl pexcuma KoHguypayuu Address Family BGP-coceda

BunAa 3anpoca KoMaHAHOM CTPOKM B pexxunume KoHpurypaumnm Address Family BGP-cocega:

console (router-bgp-nbr-af) #

Tabanua 352 — KomaHgb! pexkmuma KoHdpurypaumm Address Family BGP-cocega

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

maximum-prefix value
[threshold percent | hold-

timer second | action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BK/IIOYMTL OrpaHMYEHME KOAMYECTBa NPUHUMAEMBbIX MapLIPYyTOB
ot BGP-cocepa.

- value — MakcMManbHoOe KOIMYeCcTBO NPUHUMAEMBIX
MapLLpPYyTOB.

- percent — NPOLLEHT OT MaKCMMaJIbHOTO KONNYecTBa
MapLUpPYTOB, MO AOCTUXKEHUW KOTOPOrO OTNPaBAAeTCA
npesynpexaeHue.

- second — BpeMeEHHOM NPOMEXKYTOK (B CeKyHAax), no
NCTEYEHWNIO KOTOPOTrO NPOUCXOANT NepPenoaKoUeHne, ecau
ceccus 6bina pasopsaHa M3-3a NPeBbIEHNA KOMYecTsa
MapLLpPYyTOB.

- type — HasHayvaeT AeicTBME BbINOAHAEMOE MPU JOCTUNKEHUU
MaKCMManbHOIo 3Ha4YeHUA — PaspbIB ceccum <restart>nan
OTnpaBKa npeaynpexaeHna <warning-only>.

BbIKNOUMTb OrpaHMyeHme KoanYecTsa NPUHUMaEMbIX
mapuwpyTtos oT BGP-coceaa.
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HELTEX

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CEeKYHA,

3apaTb BpeMeHHbIe MHTepBasbl.

- adv-sec — MUHUMaNbHbIN MHTEPBAN MEXAY OTMNPABKOM

UPDATE coobLeHnit o4HOTo U TOro e MapLupyTa.

- With-sec — MMHUMaNbHbIA MHTEPBAT MEXAY aHOHCMPOBAHUEM

MapLipyTa 1 ero nocieayowmnm ae-aHoOHCMPOBaHUEM.
- advertisement-interval gonkeH 6biTb 60nbLIE MK

V paseH withdraw-interval.

- MapuupyTbl, KOTOpble A0NXHbI 6bITb AHOHCUPOBAHDI
cocegHMm BGP-maplupyTtusaTopam, pacnpeaensiorca
no Heckonbkum UPDATE-coobweHnam. Mexay
otnpaBKoi 3Tux UPDATE-coo6LuieHui BbigepKuBaeTca
CNy4yalHbIi BpeMeHHO UHTepBan Takum obpasom,
4yTO06bI 06 EEe Bpema mexay 06HoBNeHuem
MapLIPYTOB B JIOKanbHOM Tabauue BGP u oTnpasKoi
nocneaHero UPDATE-coobLieHUs He NpeBbiwano
advertisement-interval unu as-origination-interval 8
c/lyyae OTNPaBKU N0OKaNbHbIX (MapLupyTbl U3
NoKanbHoii AS) mapwpyTtos B eBGP-coeguHeHUU.
Takum 06pasom, KaXabli U3 MapLUPYTOB MOXKET
MMEeTb CNyYaiiHyI0 BeINUMHY 3a4ePXKKU
QHOHCUMPOBAHMA.
- TouHoCTb paboTbl Talimepos advertisement-interval,
withdraw-interval u as-origination-interval 3asucur ot
MAKCMMaNbHOro 3Ha4eHua ntoboro uU3 aTUX TpPEx
TalimepoB, HacTpoeHHbIX Ha BGP-mapwpyTtusatope
(yuuTbiBatoTCA Talimepbl, HAaCTPOEHHble AnA Bcex BGP-
cocegeit). Bce 3HaueHus TalimepoB aHOHCUPOBAHUA U
Ae-aHOHCUPOBAHUA MApLUPYTOB,
CKOHGUrypupoBaHHbIX Ha YCTPOUCTBE,
BVCKPEeTU3NpYIoTCAa UHTepBanom B 1/255 ot
HanbonbLIero HaCTPOEHHOro 3Ha4YeHuA. YBenmyeHume
MaKCMManbHOro 3HaueHus 6yaet NpuBoAUTb K
YBEJIMYEHUIO YaCTOTbl AUCKPETU3ALMM TaliMepOB U,
COOTBETCTBEHHO, K MOHUXXEHUIO TOYHOCTU UX paboTbl.

YCTaHOBUTb 3HAYEHME MO YMONYAHWIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CEeKYHA,

3apaTb BpEMEHHOM MHTepBan mexay otnpaskoi UPDATE
COODOLLEeHNI OAHOMO U TOFO XKe MapLLpyTa, UCNONb3yeTcA Ana
QHOHCA /I0Ka/IbHbIX (MapLIPyTbl U3 IOKaNbHOM AS) MapLLpyTOB
eBGP cocepam.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

route-map name {in |
out}

no route-map name {in |
out}

name: (0..32) cumBona

- name — UMA NOAUTUKM route-map, KoTopas byaet npume-
HeHa K coceay B faHHoM Address Family. Mo3sonseT punbTpo-
BaTb U BHOCUTb M3MEHEHMWS B aHOHCUpyeMble U NpPUHUMAe-
Mble MapLLpyTbI.

Y8anuTb NoNUTUKK ¢ gaHHon Address Family.

next-hop-self

BKAtOUNTL NOAMEHY 3HaueHua aTpmubyTta NEXT_HOP Ha

—/BKAOYEHO NOKaNbHbIM agpec mapLipyTusaTopa.
no next-hop-self OTKAtounTb NogmeHy aTpmbyta NEXT_HOP.
route-reflector-client [ HasHauutb BGP-cocena Route-Reflector knneHtom.
meshed ] - meshed — napameTp BbicTaBAeTCcA ec/M UCNoib3yeTca mesh-
Tononorusa. Mpu NoNyYeHUn oT TaKoro KAneHTa BGP-mapLupyTos
—/disabled OHM He ByayT nepecbinaTbCa APYTMM KAUEHTaMm.

no route-reflector-client

BGP-mapwpytusartop asaserca route-reflector'om,
V ecnum xoTA 6bl OAUH ero cocef, CKOHPUTypMpoBaH Kak
route-reflector kameHr.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIKO.
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KomaHObI pexcuma KoHguaypayuu Peer-2pynn

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KOHPurypauum Peer-rpynn:

console (router-bgp-nbrgrp) #

Tabanua 353 — KomaHgbl pexxuma koHdurypaunm Peer-rpynn

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type ]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);

second: (30-86400); type:

(restart, warning-only)

BKOUYNTL OrpaHMyYeHme KOANYeCcTBa NPUHMMAEMbIX MapLLPYTOB
ot BGP-cocepa.

- value — maKcMmanbHoe KoIMYecTBo NPUHUMAEMbIX
MapLIpyTOB.

- percent — NPOLLEHT OT MaKCMMaIbHOTO KOJIMYECTBa
MapLUPYTOB, MO AOCTUKEHUM KOTOPOro OTNpPaB/AeTcA
npegynpexaeHue.

- second — BpeMeHHOW NPOMEXKYTOK (B cekyHAaax), no
NCTEYEHMIO KOTOPOTrO NPOUCXOAUT NepenoaKaoueHne, ecnm
ceccus bbina pasopsaHa M3-3a NPEBbILEHNsA KOMYECTBA
MapLUpPyTOB.

- type — Ha3HayaeT AencTBME BbINOJHAEMOE NPU AOCTUNKEHUN
MaKCMMaNbHOro 3HAaYEHUA — PaspbIB ceccum <restart> nau
oTnpaBKa npeaynpexaeHuns <warning-only>.

BbIKNOUMTb OrpaHMyeHme KoanyecTsa NPUHNUMaEMbIX
mapuwpyTtos ot BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

adv-sec: (0-65535)/30
CeKyHA;
with-sec: (0-65535)/30
CeKyHA,

3apaTb BpeMeHHble MHTepBasbl.

- adv-sec — MUHUMAabHBIN MHTEPBAN MEX Y OTNPaABKOM
UPDATE coobLeHnit 04HOTo U TOro e MapLupyTa.

- With-sec — MUHUManNbHbIA UHTEPBAN MeEXAY
QHOHCMPOBaHWEM MapLLpyTa U ero nocaeayowmm ae-
aHOHCUPOBaHWEM.

- advertisement-interval goneH 6biTb 60nbLUE AN

V paseH withdraw-interval.

- MapupyTbl, KOTOpble AO0/XHbI 6bITb AHOHCUPOBAHbBI
cocegHMm BGP-maplupyTtusaTopam, pacnpeaensiorca
no HeckonbKum UPDATE-coobweHuam. Mexay
oTtnpaBKoi 3Tux UPDATE-coo6LlieHui BbigepKuBaeTca
ClyyaiiHbI BpeMeHHOM MHTepBan Takum obpasom,
4yTo6bI 06 EE Bpema mexay o6HoBNeHnem
MapLIPYTOB B JIOKanbHOM Tabauue BGP u otnpasKoi
nocneaHero UPDATE-coobLeHnA He npeBbiwano
advertisement-interval unu as-origination-interval 8
c/lydae OTNPaBKMU NIOKaNbHbIX (MapLIpyTbl U3
NoKanbHoii AS) mapwpyTtos B eBGP-coeguHeHuUU.
Takum 06pasom, Kaxablii U3 MapLUPYTOB MOXKET
MMEeTb CNyYailiHyI0 BEANUMHY 3a4ePXKKU
QHOHCUMPOBAHMA.

- TouHoCTb paboTbl Talimepos advertisement-interval,
withdraw-interval u as-origination-interval 3aBucur ot
MaKCMMaNbHOro 3Ha4eHua ntoboro uU3 aTUX TpEx
TallMepoB, HACTPOEHHbIX HAa BGP-mapLuipyTtusarope
(yuuTbiBalOTCA TaliMepbl, HACTPOEHHble anA Bcex BGP-
cocepeit). Bce 3HaueHUa TalimepoB aHOHCMPOBAHUA U
Ae-aHOHCUPOBAHUA MApLUPYTOB,
CKOHGUrypupoBaHHbIX Ha YCTPOUCTBE,
OVCKPETU3UPYIOTCA UHTEpPBanom B 1/255 ot

HanbonbLIero HaCTPOEHHOro 3Ha4YeHus. YBenmyeHue
MaKCMMaNbHOro 3HavyeHuA 6yaeT NnpuBogUTb K
YyBeJIMYEHUIO YaCTOTbl AUCKPETU3ALMM TaliMepOB U,
COOTBETCTBEHHO, K MOHUXXEHUIO TOYHOCTU MX paboTbl.
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no advertisement-interval

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15
CeKyHA,

3a4aTb BpeMeHHOM MHTepBan mexay otnpaskoii UPDATE
COO0BLEHNI O4HOTO M TOTO e MapLLpPyTa, UCNONb3yeTca Ans
aHOHCa /IOKa/bHbIX (MApLLPYTbl U3 I0KaNbHOM AS) MapLupyToB
eBGP cocepam.

YCTaHOBWUTb 3HAYeHMUE NO YMO/IHaHUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120
CeKyHA,

3a,ﬂ,aTb BpeMeHHOVI WUHTEpBan, No NCTEYEHUIO KOTOPOTo
BO30OHOBAAETCA NOMbITKA co3aaTtb BGP-ceccuto ¢ cocegom.

YCTaHOBWUTb 3HAYeHUE NO YMOI4aHUIO.

next-hop-self [all]

no next-hop-self

—/BbIK/IOYEHO

BKAOUNTL NOAMEHY 3HaueHua aTpmbyTta NEXT_HOP Ha
JIOKa/IbHbIM afpec MapLpyTnsaTopa.

- all —BkoyaeT nogmeHy 3Ha4eHusa aTpnbyta NEXT_HOP Ha
JIOKa/IbHbIN afpec MapLIpyTU3aTopa TaKkKe U 419 MapLIpyTos,
oTpaxkaembix ot route-reflector.

OTKAouNTL NnogmeHy aTpmubyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1

as_dot_id:
(1.0..65535.65535)

3a4aTb HOMepP aBTOHOMHOM CUCTEMBI, B KOTOPOI HaxoamuTca
BGP-cocea. YcTaHOBNEHME cOCeacTBa HEBO3MOXKHO, NOKa
coceny He HasHadyeH Homep AS.
970 peiicTBUE BAEGUYET pa3pbiB CECCUM C COCEA0M U
V OUYMCTKY BCEX MPUHATbIX OT HEFr0 MapLUPYTOB.

Y8anutb MAEHTUGMKATOP cocesHelt aBTOHOMHOM CUCTEMDI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 cekyHz;
keepalive: (0-21845)/30
CeKyHA,

3afaTb BpEeMEHHble UHTepBasibl.
- holdtime — ecnu B Te4yeHUe 3TOro BpeMeHU He ByaeT NPUHATO
keepalive-coobuieHne, To coeguHeHNe C coceaom
cbpacbiBaeTcs.
- keepalive — nHTepBan mexay otnpaskoi keepalive-
coobLweHunn.
3HaueHus holdtime u keepalive 4onxHbI 6bITb NM60
V o6a paBHbI Hy/l0, 160 06a 60nbLue HyNA.
holdtime gonxeH 6biTb 60nbLIe UM paBeH keepalive.
- Ecnam 6bin BbI6paH Taiimep hold, koTopbliii HacTpoeH
Ha JIOKaIbHOM MapLLPYyTU3aTOpPE, TO UCNONb3yeTcA
NOKasbHOe 3HayeHue Talimepa keepalive;
- Ecnm 6bin Bbi6paH Taiimep hold, KoTopbiit HacTpoeH
Ha coceiHeM MapLUPyTM3aTope U 3HAYEHUE IOKAJIbHO
HacTpoeHHoro Talimepa keepalive meHbwe yem 1/3
Bbl6paHHOro Taiimepa hold, To ucnonbsyerca
NOKasbHOe 3HayeHue Talimepa keepalive;
- Ecnam 6bin BbI6paH Taiimep hold, koTopbliii HacTpoeH
Ha coceiHeM MapLUPyTM3aTope U 3HAUYEHUE JIOKA/IbHO
HacTpoeHHoro Talimepa keepalive 6onble uem 1/3
Bbl6paHHOro Taiimepa hold, To ucnonbayerca uenoe
4Yncno, KOTopoe MeHblue Yem 1/3 Bbi6paHHOro
Taiimepa hold.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3agaTb BpEMEHHOM MHTepBan yAep»aHuUA cocesa B COCTOAHUM
Idle nocne Toro, Kak oH bl cbpoLleH B 3TO cOCTOAHME. 3a 3TOT
MHTepBas BCe MOMbITKM NepeycTaHOBUTb COeAMHEHNE C
cocefiom 6yayT OTKNOHEHbI.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0
CeKyHA,

3a4aTb BpeMeHHOM MHTepBan mexay ycTaHoBKon TCP-
coeanHeHus n otnpasKkol nepsoro OPEN-coobLeHus.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

shutdown

—/no shutdown

AAMWHUCTPATUBHO BbIKAOYNTL CECCUMN CO BCemM BGP-
cocegamu, BXOAALMMM B COCTaB Peer-rpynnsbl, U ounwaeT
NPUHATbIE OT HUX MapLUPYTbI, HE YAANAA UX KOHOUTYpaumu.

B KOoHbUrypauuio Kaxaoro cocesia, BXOAALLEro B peer-rpynny, 8
KOHTEKCT (router-bgp-nbr) gobasnserca komaHaa shutdown.
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no shutdown

AAMWHUCTPATUBHO BKAOUYUTL ceccum co Bcemn BGP-coceaamu,
BXOZALMMMU B cocTas Peer-rpynnbl. Yaanaetr KomaHay
shutdown 13 KoHOUIYpaLUK Kaxa0ro cocesa, BXOAALLEro B
peer-rpynny.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

HasHauuTb MHTEpdeiic, KoTopbli ByaeT MCNoNb30BaH B
KauyecTBe UCXOAALLEro NPU COeANHEHUUN C COCEL0M.

FortygigabitEthernet
ve's fo_port(1..8/0/1..4);
fo_port Port-Channel group .(1.48)
Loopback /oopback Vlan group: (1..48);
. loopback: (1-64);
vian_id ] .
= vlan-id: (1-4094) — -

no update-source OTMEHWTb PYYHYIO HAacTPOMKY ncxoaallero HTepoenica,
BKNOUYNTb aBTOMATUYECKU BbIbop nHTepdeitca.

route-reflector-client [ HasHauuTb BGP-cocena Route-Reflector knneHtom.

meshed ] - meshed — napameTp BbicTaBnseTCA, €CAN UCNONb3YETCA
mesh-Tononorusa. Mpun noay4YeHUn oT Takoro KaMeHTa BGP-

—/disabled MapLUIPYTOB OHW He ByayT nepecbinaTbca APYTMM KANEHTaM.
BGP-mapuwpyTtusaTtop asnserca route-reflector-om,
V ecnu xoTa 6bl 04MH ero coceg CKOHOUrypUpPoBaH Kak
KnueHT route-reflector.

no route-reflector-client YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.

soft-reconfiguration in- CoxpaHWUTb NOMYYEHHbIE OT cOCeaa MapLpyTbl B OTAE/bHOM

bound obnactn namATn. MeTog, No3BoNAET NPUMEHUTL BXOAALLYHO
noanTUKy "route-map in" ana cocepa 6e3 cbpoca cocencrsa m
3anpoca MapLipyToB.

—/disabled

no soft-reconfiguration in-
bound

V Mo ymonuyaHuio pabotaetr mexaHusm Route Refresh.

OTKNOYNTb MEXaHU3M COXPaHEHWA MAPLIPYTOB

prefix-list name {in | out }

no prefix-list name {in |
out}

name: (0..32) cumBona

- name — HasBaHue IP prefix-list, KoTopbIit ByaeT NnpumeHeH K
QHOHCMPYEMbIM MW NPUHUMAEMbIM MapLIPyTam.

OtBasaThb IP prefix-list

fall-over bfd

no fall-over bfd

—/BbIK/IIOYEHO

BkatounTb npoTokon BFD Ha Peer-rpynne.
’ |  He noppepxxusaetca Ha IPv6-cocepacTse.

BbikntounTb NnpoTtokon BFD Ha Peer-rpynne.

password word

no password

word: (1..128) cumBo0B;
MO YMONYAHUIO ayTEHTU-
duKauma oTKIOYEHA

BKkntounTb ayTeHTUdMKaLmMio Bcex TCP-cermeHTOB, MPUHATBIX
oT BGP-cocepna. 3aaaTh K4 ayTEHTUDMKALUMU B TEKCTOBOM
BMae.

[aHHaa HacTpoWKa uUrHopupyeTcsa, ecam Ans ayTeHTUdmKa-
UMK yKasaHa key-chain.

[aHHasa HacTpoiKa UrHopMpyeTCA ANA BXOAALMX B HACTPaK-
BaeMylo rpynny nupoB, ONA KOTOPbIX NPUCYTCTBYIOT CO6-
CTBEHHble HAaCTPOMKM ayTeHTUDUKaL UM,

- word — KNto4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

password encrypted en-
cryptedword

no password encrypted

encryptedword: (1..128);
Mo YMONYAHUIO ayTeHTH-
duKauma oTkNOuEHA

BkntounTb ayTeHTUdMKaLmio Bcex TCP-cermeHTOB, MPUHATBIX
oT BGP-cocena. 3apaeT ko4 ayTeHTUPMKaLMK B 3alumndpo-
BaHHOM BUZe (Hanpumep, Naposib B 3aWMPPOBaHHOM BUAE,
CKOMWMPOBAHHbIW C APYroro ycTpoicTea).

[aHHaA HacTpoiKa MrHopupyeTca, ecim ans ayteHTUuduKa-
UMM yKasaHa key-chain.

[laHHaA HacTpoliKa UTHOPUPYETCA ANA BXOAALMX B HACTpaun-
BaeMyto Tpynny nupoB, ANS KOTOPbIX MPUCYTCTBYIOT CO6-
CTBEHHbIE HAaCTPOWKM ayTeHTUUKALUN.

- encryptedword — Knto4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3HAYeHue no YMO/IHaHUIO.
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password key-chain word

no password key-chain

word: (1..32) cumBONOB;
Mo YMONYAHUIO ayTEHTU-
duKaLmA OTKAOYEHA

3apaTb UMA CBA3KM Ktouyeit, KoTopas byaeT ncnosib3oBaTbCa
ana ayteHTMouKaumm Bcex TCP-CermeHTOB, MPUHATbIX OT
BGP-cocepa.

[aHHasa HacTpoiKa UrHOpUpPYeTCA ANA BXOAALMX B HACTPaK-
BaeMylo rpynny nupoB, AN KOTOPbIX MNPUCYTCTBYIOT CO6-
CTBEHHbIE HACTPOMKN ayTeHTUUKaLUK.

- word — “MA CBA3KM KAtouen.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 community list

Bua 3anpoca KOMaHAHOM CTPOKU peXKMMa KOHGUrypauum ctaHgapTHoro community list:

console (ip-comm-list) #

Tabanua 354 — KomaHgbl pexxuma KoHPUrypaumm ctaHgaptTHoro community list

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

community {graceful-shut-
down | internet | local-as |
no-advertise | no-export |
ASN2:NN}

no community {graceful-
shutdown | internet | local-
as | no-advertise | no-ex-
port | ASN2:NN}

[Oo6aBnTb community B CMCOK.

Ypanute community M3 cnucka.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 extcommunity list

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma KoHPUrypaumm cTaHgapTHoro extcommunity_list:

console (ip-extcomm-1list) #

Tabauua 355 — KomaHabl perkMma KoHbUrypaumm ctaHgapTHoro extcommunity list

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ext-community {4byteas-
generic {transitive | non-
transitive} | cost [igp | pre-
bestpath | rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

[o6aBuTb paclumpeHHoe community B CIUCOK.

ext-community cost [igp |
pre-bestpath] value

value: (0..255)

[06aBuT paclumpeHHoe community B CMUCOK.

no ext-community
{4byteas-generic {transitive
| non-transitive} | cost [igp
| pre-bestpath | rt | soo}

Ypanutb pacwunpeHHoe community 13 CNUCKa.

KomaHOb! pexcuma privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJb30BaTENA.

BunAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#
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Tabanua 356 — KomaHgbl pexkuma privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aelicmeue

clear ip bgp [ip_add]

MepeycTtaHoBUTb coeanHeHna ¢ BGP-cocegamm, oumiana npu-
HATbIE OT HUX MapPLIPYTbI.

- ip-address — agpec cocegHero BGP-cnukepa, ¢ KOTopbim by-
OeT nepeycTaHOBNEHa ceccus.

show ip bgp [ip_add]

OTo6pa3unTb Tabauyy BGP-mapwpyTos (Loc-RIB).
- ip-add — npeduKc nogceTn HasHauYeHUs, Mo KoTopomy byaeT
oTobpaykeHa noapobHan nHGopmaLMa 0O MapLpyTax 4o Heé.

show ip bgp neighbor [ip-
add [detail | advertised-
routes | received-routes]]

OT06pasnTb MHPOPMaLMIO O HACTPOEHHbIX BGP-coceasx.
- ip-add — aapec coceaHero BGP-cnukepa, no Kotopomy b6y-
AeT oTUNbTpoBaHa MHPOPMaLUS.

- detail — oT06pasnTb NoAPO6HYIO NHPOPMaLMIO.

- advertised-routes — oT06pasunTb Tabavuy MapLLpyTOB,
aHOHCMPOBAHHbIX cocesy.
- received-routes — 0T06pa3uTb TabauLy NPUHUMAEMBbIX

MapLIPYTOB 10 MPUMEHEHUA K HUM BXOAALLEN NONUTUKK.
OT106pa3unTb co3gaHHble Peer-rpynmnbl U UX HACTPOMKM.

- name — 0To06pPa3nTb HACTPOWKM rpynMbl C UMEHEM Name.
OTob6pa3unTb cocToswmx B Peer-rpynne coceaen.

show ip bgp peer-group
name

show ip bgp peer-group
name neighbors

5.35.5 Hacmpolika npomokKona IS-1S

IS-IS (intermediate system to intermediate system) — npoTOKOA ANHAMMUYECKON MapLIpyTMU3aLMKU, OC-
HOBaHHbIN Ha TEXHOJ/IOTMWN OTC/NEKMUBAHUA COCTOAHUA KaHana (link-state technology) n ncnonbsytowmin ans
HaxoXAeHWA KpaTyaiwero nyty anroputm [elhkctpbl. MpoToKon IS-IS npeactasnseT coboi NpPoTOKON BHYT-
peHHero wnto3a (IGP). MpoTokon IS-IS pacnpocTpaHAeT MHPOPMALMIO O AOCTYMHBIX MAPLIPYTaX MeXKAY MapL-
pyTM3aTopaMu OA4HOM aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2no06anbHol KOHpu2ypauuu

Bua, 3anpoca KOMaHAHOMN CTPOKM B peXknume rn1o6anbHoM KoHGUrypaumm:
console (config) #

Tabnunua 357 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

3anyctutb IS-IS mapwpyTnsatop. BoiTn B pexxmm KoHourypa-
umn npotokona IS-IS.

OctaHoBUTb IS-IS mapwpyTtmnzatop. Yaanutb KoHdurypauuio
npoTokona IS-1S.

router isis
—/ISIS-mappyTnsatop
OTK/ItOYeH

no router isis

KomaHObI pexcuma KoHgu2ypauuu npomokona IS-1S

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexnme KOHPUrypaumm npotokona IS-IS:

console (router-isis) #
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Tabanua 358 — KomaHgb! pexkuma KoHpurypaumum npotokona IS-IS

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

address-family ipv4
unicast

MepeiTn B pexkum KoHpurypaumm Address-Family.

authentication key word
[level]

no authentication key

word: (1..20) cumBonos;
level: (level-1, level-2)/level-1-2

3apaTtb KoY ayTeHTUdMKaLMKM B BuAe TekcTa. Mcnonbsy-
etca gns ayteHTudumKaumm LSP, CSNP, PSNP PDU. [aHHas
HACTpOWKa UTHOPUPYETCA ecn Ans ayTeHTUudUKaLmm yKa-
3aHa key-chain.

- word — K/to4Y B TEKCTOBOM BUAE;

- level — ypoBeHb IS-IS, gna KOTOpPOro NpPUMEHUTCA
HacTpoliKa.

Y4anuTb KoY ayTeHTUOUKaLUK.

authentication key en-
crypted encryptedword
[level]

no authentication key

encryptedword: (1..128)
CUMBO/IOB;
level: (level-1, level-2)/level-1-2

3afaeT KoY ayTeHTUOUKAUUKM B 3awmdpoBaHHOM BUAE
(Hanpumep, naponb B 3aWMPPOBAHHOM  BUAE,
CKOMWPOBAHHbIN C Apyroro ycTpoicTea). Ucnonbayetcsa ans
ayTeHTUdMKaumm LSP, CSNP, PSNP PDU. [laHHanA HacTpoliKa
UTHOPUPYETCA ecnn pas ayTeHTuduKaumm ykasaHa key-
chain.

- encryptedword — Kntou B 3alUMPPOBAHHOM BUAE;

- level — ypoBeHb IS-IS, AnA KoTOporo npUMeHUTCA
HaCTpOWKa.

YaanuTb KNtoY ayTeHTUdUKaumm.

authentication key-chain
word [level]

no authentication key-
chain

word: (1..32) cumBona;
level: (level-1, level-2)/level-1-2

3apaTb MMA CBA3KM KAtoyeW, KoTopasa OyaeT Mcnosb3o-
BaTbCA ANA ayTeHTudmKaumm LSP, CSNP, PSNP PDU.

- word — VMs CBSI3KM KNKoYen;

- level — ypoBeHb IS-IS, gnAa KoToporo npumeHUTCA
HaCTpoWKa.

OTKNIOUUTD PEKUM WMCMOb30BAHWA CBA3KW KAtoYel Ans
ayTeHTUdMKaLmK.

authentication mode
{text | md5} [level]

no authentication mode

level: (level-1, level-2)/level-1-
2;
Mo ymonyanuio
ayTeHTUdMKaUMA OTK/IIOYEHa.

BkntounTb ayTeHTUdMKaumio B IS-IS u onpepennTs ee TMn:
- text — ayTeHTUdMKALMA OTKPLITHIM TEKCTOM;

- md5 — ayteHTUdMKauma MD5;

- level — ypoBeHb IS-IS, ana KoTOporo npumeHuTCA
HaCTpOWKa.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

hostname dynamic

Bkatountb noaaepXKy AuHaMU4eCcKmnx hostname.

no is-type

—/BKAOYEHO
. BbIK/NIOUNTL NOAAEPKKY AMHamMyecknx hostname.
no hostname dynamic
. 3afaTb TMN MapLupyTmusatopa B IS-IS gomeHe:
is-type {level-1 | level-2- If‘ ol-1 puipy ,p A
- level-1 — Bce B3aumopeicTana ¢ TMMW MapLLpyTU3a-
only |level-1-2} A APy puipy
TOpaMu NPOUCXOAAT Ha 1 ypoBHe;
- level-2-only — Bce B3aMmoaeincTauns ¢ Apyrumm mapLupy-
—/level-1-2 TM3aTOPaMU NPOUCXOAAT Ha 2 YPOBHeE;

- level-1-2 — ycTpoiicTBO NoaaepKUBaeT B3aMMOLENCTBUA
oboux ypoBHei.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

Isp-buff-size size

no Isp-buff-size

size (512-9000)/1500 6ait

YCTaHOBUTb MaKCMMasIbHO BO3MOXHbII pasmep OTnpasa-
embix LSP 1 SNP. 3HaueHue Isp buffer size He gonkHo npe-
BblLLATb 3HayeHue pdu buffer size.

YCTaHOBUTb 3HaYeHue no YMON4YaHUIO.
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Isp-gen-interval second [
level ]

no Isp-gen-interval

second: (1-65535000)/30000
MWUNIUCEKYHA,;
level: (level-1, level-2)/level-1-2

3a4aTb MMHUMANbHBIN MHTEPBaN B MC, MeXay reHepa-
Lumein oaHoM 1 Tol ke LSP.

- second — 3HayeHWe UHTepBana B MUANNCEKYHAAX, NO
ncTeyeHnn Kotoporo LSP morkeT 6bITb 3aHOBO CreHepupo-
BaHO.

- level — ypoBeHb 418 KOTOPOro NPUMEHMM AAHHbIN UH-
TepBan. Eciv He yKasblBaTb, MHTEPBA MPUMEHUTCA K
0601M YPOBHAM.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

Isp-refresh-interval sec-
ond

no Isp-refresh-interval

second: (1-65235)/900 cekyHa,;

3a4aTb MaKCMMabHbIN MHTEPBas B CEKYHOAX, MeXay re-
Hepauuewn LSP.

- second — 3HaYeHWe MHTepBasa B CEKYHAAX, MO UCTeYe-
HUM KoToporo LSP 6yaeT 3aHOBO creHepuMpoBaHo.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHWUIO.

max-Isp-lifetime second

second: (350-65535)/1200
CeKyHa;

3apaTb Bpems Xu3sHu LSP.

3HayeHune J0/IKHO bbITb X0TA 6bl Ha 300 cekyHA 6onblue,
yem Isp-refresh-interval.

- second — 3HayeHue B CEKyHAax.

metric-style style [level]

no metric-style

style: (narrow, wide,
both)/both
level: (level-1, level-2)/level-1-2

3a4aTb MCMO/Ib3yeMbIl CTUIb METPUKM.

- narrow — NoAAEpP*KMBaTb TO/IbKO CTaHAAPTHYHO (Y3Kyto)
METPUKY.

-wide — noaAepKMBaTb TONLKO PACLLUMPEHHYIO METPUKY.
- both — noaaepxuBaTb 06a CTUAA METPUKN.

- level — ypoBeHb, ANA KOTOPOro NPUMEHUM YKa3aHHbIV
CTU/Ib METPUKN. ECN He yKa3biBaTb, METPUKA
NPUMEHMUTCA K 060MM YPOBHAM.

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

net XX XXXX.XXXX.XX

no net

YcTaHoBWUTb Tak HasbiBaemblit NET (Network Entity Title)
afipec — YHWKaNbHbIN MAEHTUPUKATOP MapLLpyTM3aTopa B
npeaenax IS-IS gpomeHa. Mpu 3anncm NET mcnonblyetca
LecTHaAuaTepUYHAA CUCTEMA CHUCIEHUA.

Y4anutb MaeHTMOMKaTOp MapLupyT1saTopa.

shutdown

no shutdown

—/BKNOYEHO

OTkAtoumTb Npouecc ISIS.

Bkatountb npouecc ISIS.

spf interval maximum-
wait second

no spf interval maxi-
mum-wait

second: (0-4294967295)/5000

YCTaHOBUTb MHTEPBAN MEXAY IBYMA NOCNeA0BaTe/IbHbIMU
nepecyetamu anaroputma SPF B muanncekyHaax.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHYAHWIO.

spf threshold restart-
limit number

no spf threshold restart-
limit

number: (1-4294967295)/10

YCTaHOBUTb, CKONIbKO pa3 anroputm SPF moskeT 6biTb npe-
pBaH obHoBNEeHMem LSDB.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spf threshold updates-re-
start number

no spf threshold up-
dates-restart

number: (1-
4294967295)/4294967295

3apaeT Konnyectso o6HoBAEHUI LSDB, npu KOoTopbIX anro-
puT™M SPF ocTaHaBAMBAETCA U NepesanyckaeTcs

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

spf threshold updates-
start number

number: (1-
4294967295)/4294967295

YCcTaHOBUTb KOIMYECTBO 06HOBIeHN LSDB, Heobxogumoe
ANA Hemep/IeHHOro 3anycka anroputma SPF (spf interval
maximum-wait npu aTom UrHopmpyertcsa).
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no spf threshold up-
dates-start

no max-Isp-lifetime

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHObI pexcuma KoHgpuaypayuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKK B pexume KoHpurypaumnm Address-Family:

console (router—-isis-af) #

Tabnunua 359 — KomaHab! pexkuma KoHdurypaumm Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Paspewuntb uMmnopT connected-mapLpyTos:

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATHCA
nepepacnpegeneHve mapLpyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLIPYTam TUN
METPUKU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLIpyTOB;

- name — umaA cTaHgapTHoro IP ACL, KoTopsbiii byaet
MUCNONb30BaH AN GUAbTPALUM UMNOPTUPYEMbIX MAPLLPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) CTuab
METPUKMU, BCe 3HAYEHMA MEeTPUKKM bosble 63 byayT yKasaHbl B
TLV Kak 63.

3anpeTutb UMnNopT connected-mapwpyTos B IS-IS. B ciyyae
YyKa3aHWA napameTpa BEPHYTb €ro 3HaYeHUe No YMOSYaHMIo.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Pa3spelwmnTb MNOPT CTaTUYECKUX MapLLpyToB B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbI ByAeT BbINONAHATLCA
nepepacnpegeneHve mapLipyTos;

- type — YCTaHOBUTb UMNOPTUPYEMbIM MAPLIPYTaAM TUM
METPUKK;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLpyTOB;

- name — nmaA cTaHgapTHoro IP ACL, koTopbiii byaet
MCNONb30BaH Ans GuUAbTPaLLMM UMNOPTUPYEMbBIX MAPLLPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) cTuib
METPUKU, BCE 3HAYEHMA MEeTPUKKN bosble 63 byayT yKasaHbl B
TLV kak 63.

3anpeTnTb MMNOPT CTaTUYECKNX MapLLpyToB B IS-IS. B cayyae
yKa3aHWA napameTpa BEPHYTb €ro 3HaYeHne nNo yMOo4YaHuIo.
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redistribute rip [level Jevel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumsona.

Paspewuntb umnopt mapwpytos 13 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATLCA
nepepacnpegeneHve mapLpyTos;

- type — YCTaHOBWUTb MMMNOPTUPYEMbIM MapPLIPYTam TUN
METPUKU;

- metric — 3Ha4YeHWe METPUKM AN UMMNOPTUPYEMbIX
MapLIpyTOB;

- name — umaA cTaHgapTHoro IP ACL, KoTopsbiii byaet
MCNONb30BaH AN GUALTPALUM UMNOPTUPYEMbIX MAPLLPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) CTuab
METPUKM, BCe 3HAUYEeHNA MeTPUKM bonblue 63 byayT yKasaHbl B
TLV Kak 63.

3anpetntb MnopT mapupytos u3 RIP B IS-IS. B cayyae
yKa3aHMA napameTpa BEPHYTb €ro 3HaYeHne no yMOaYaHMIo.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Paspewunts umnopt mapwpytos 13 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIl 6yAeT BbINOAHATLCA
nepepacnpeseseHve MapLIpyToB;

- type — yCTaHOBWUTb MMMNOPTUPYEMbBIM MapLIPYTam TUN
METPUKHU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLpyToB;

- name — umsa ctaHgapTHoro IP ACL, koTopbiii byaet
MUCNONb30BaH AN GUAbTPALUM UMNOPTUPYEMbIX MAPLLPYTOB.
Ecnu rnobanbHO BKAKOYEH CTaHAAPTHLIN (narrow) cTunb
METPUKU, BCE 3HAYEHMA METPUKKM bosblwe 63 byayT yKasaHbl B
TLV Kak 63.

3anpeTuTb UMNopT MapupyTos n3 BGP B IS-IS. B cayyae
yKa3aHWA napameTpa BEPHYTb €ro 3HaYeHne no yMOa4YaHMIo.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

Id: (1-65536)

level: (level-1, level-2);
type: (internal, external);
match:(internal, external-

1, external-2, nssa-
external-1, nssa-external-
2);
metric: (1-16777215);
name: (1-32) cumBona.

Paspewuntb umnopt mappytos n3 OSPF B IS-IS.

- id — npeHTndukaTop npouecca OSPF;

- level — yposeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATHCA
nepepacnpeaeneHne MapLipyTos;

- type — ycTaHOBUTb UMMNOPTUPYEMbBIM MApPLUPYTaM TUN
METPUKY;

- match — tvn mapwpyta OSPF, nognexawun umnopry.

- metric — 3Ha4YeHNe METPUKUN AN UMMNOPTUPYEMBbIX
MapLUpyTOB;

- name — nma cTaHgapTtHoro IP ACL, KoTopbiv bygeT
MCNONb30BaH ANs GuUAbTPALLMM UMNOPTUPYEMbBIX MAPLLPYTOB.
Ecnu rnobanbHO BKAKOYEH CTaHAAPTHbIN (narrow) ctuab
METPUKU, BCE 3HAYEHMA MEeTPUKKM bosblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpeTnTb MMNOPT MappyToB n3 OSPF B IS-IS. B cnyyae
yKa3aHWA napameTpa BEPHYTb €ro 3HaYeHne No yMOSYaHMIo.

KomaHObI pexcuma KoHguaypayuu uHmepdaetica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #
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Tabanua 360 — KomaHgb! pexkuma KoHpurypaumnm nntepoerica Ethernet, VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aelicmeue

ip router isis

no ip router isis

— /BbIKOYEHO

BKAKOUMTb NPOTOKON MaplpyTmusaunm IS-IS Ha Tekywem nHTep-
deiice.

BbIKAHOUYUTL MPOTOKON MapLLpyTU3aumm IS-1S Ha TeKywem nHtep-
deiice.

isis authentication key
word [level]

no isis authentication key

word: (1..20) cumBonOB;
level: (level-1, level-
2)/level-1-2

3apatb Kod ayTeHTUdMKauMM B BUAE TeKcTa. Mcnonb3ytoTea
ons ayteHTMdmkaumm HELLO PDU. [laHHaA HacTpoiKka UrHopwm-
pyeTca ecam ana ayteHTMdMKaumm ykasaH key-chain.

- word — K/to4Y B TEKCTOBOM BUAE;

- level — yposeHs IS-1S

Y4anuTb KoY ayTeHTUOUKaLUM.

isis authentication key en-
crypted encryptedword
[level]

no isis authentication key

encryptedword: (1..128)
CMMBO/10B;
level: (level-1, level-
2)/level-1-2

3a4aTb KoY ayTeHTUGUKALUK B 3alUMPpPOBaHHOM BUAE
(Hanpumep, Nnaponb B 3alWMbpPOBaAHHOM BUAE, CKONMPOBAHHDBIN C
OpYroro ycTpoicTea). Mcnonbsytotcs gns ayTeHTudukaumm HELLO
PDU. [laHHaa HacTpoiKa UTHOPUPYETCA ecu ANA ayTeHTUdUKaLmm
yKasaH key-chain.

- encryptedword — kntod B 3alIMPPOBAHHOM BUAE.

Y4anuTb KoY ayTeHTUOUKALUM.

isis authentication key-
chain word [level]

no isis authentication key-
chain

word: (1..32) cumsona;
level: (level-1, level-
2)/level-1-2

3apaTb MMA CBA3KKM KNtoYeW, KoTopas byaeT Mcnosib3oBaTbCA
ana ayteHTuounkaumm HELLO PDU.
- word — VMA CBA3KU KNLOYeN.

OTKNOUUTD PEXMM UCMOABb30BAHUA CBA3KM KAtOYel AnA ayTeH-
TMdUKaLmun.

isis authentication mode

level: (level-1, level-

BkntounTb ayteHTUdMKaumio B HELLO PDU Ha Tekywem uHTep-
deiice M onpesennTs ee TMN:

{text | md5} [level] 2)/level-1-2;
- text — ayTeHTUdMKALMA OTKPbITHIM TEKCTOM;
Mo ymon4yaHuio
- md5 — ayteHTUduMKauma MD5.
ayTeHTMdUKaumA
- — YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
no isis authentication mode OTK/II0YEHa.
s YKasaTb, COCeACTBa KaKoro ypoBHA MOXHO GpOpmMpoBaTb Ha
isis circuit-type {level-1 | F;J . yp bopmnp
aHHOM MHTepdeiice.
level-2-only |level-1-2 A
v } —/level-1-2

no isis circuit-type

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

YCTaHOBUTb METPUKY ANA AAHHOTO MHTepdeiica.

- metric — 3HayeHWe MeTpukK. Ecnm rnobanbHO BKAKOYEH CTaH-
JapTHbIA (narrow) CTUAb METPWKKM, BCE 3HAYEHWUA METPUKM
b6onbwe 63 6yayT yKasaHbl B TLV KakK 63.

- level — ypoBeHb IS-IS, ans KoToporo byaeT NpMMeEHATLCA MeT-
puKa.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

isis passive-interface

—/NaccuBHbIN pexum

Mepesectn nHTepdeliC B MACCUBHbLIN pPexMM. B aTom pexume
UHTepdeic He oTNpaBaseT u He npuHumaeT HELLO PDU.

.. L OTK/tOYEH YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
no isis passive-interface
.. . . YcTaHOBUTL TMN MHTepdelica point-to-point.
isis network point-to-point pd P P
—/broadcast YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

no isis network point-to-
point
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isis hello-padding value

value: (disable, enable,
adaptive)/enable

no isis hello-padding

YcTaHOBUTL pexkum paboTbl nagauHra hello-coobuweHnin.

- disable — oTKNOUNTL NaaAWHT BO BCex coobuieHmsax hello;

- enable — BKAOUUTL NagAnHT BO Bcex coobuieHusx hello;

- adaptive — BKOYUTbL NAAAMHT 4,0 YCTAaHOBNEHMA COCEACTBa.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

. . _buff-size si
isis pdu-buff-size size size (512-9000)/1500

6ant

no isis pdu-buff-size

YctaHoBuTb pasmep hello PDU. 3HaueHue pdu-buff-size gonkHo
6bITb 60/1blue 3HaUeHus Isp-buff-size.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHObI pexcuma KoHguaypayuu uHmepaetica Loopback:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabanua 361 — KomaHgbl pexxuma koHdurypaummn nutepdeica Loopback

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

ip router isis

— /BbIKOYEHO
no ip router isis

BK/IlOUMTL MPOTOKOAN MappyTm3aumm IS-IS Ha Tekywem nHTep-
deiice.

BbIKAKOUYUTL NPOTOKON MapLLpYTU3aumMm IS-IS Ha TeKyLem nHTep-
deiice.

isis circuit-type {level-1 |

level-2-only |level-1-2} —/level-1-2

no isis circuit-type

YKasaTb, COCEACTBA KAaKOrO YPOBHA MOMHO GpOpPMMPOBaTb Ha
OaHHOM MHTepdelice.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

isis metric metric [level]

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

no isis metric

YCTaHOBWUTb METPUKY A1A AaHHOIo MHTepdeiica.

- metric — 3Ha4yeHWe MeTpUKKU. Ecnun rnobanbHO BKAKOYEH CTaH-
OapTHbIM (Narrow) CTUAb METPUKWU, BCE 3HAYEHUA METPUKK
b6onblue 63 6yayT ykasaHbl B TLV KakK 63.

- level — ypoBeHb IS-IS, ans KoToporo byaeT NpUMeHATbCA MeT-
puKa.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

isis passive-interface N
—/naccuBHbIN pexkum

OTKNHOYeEH

no isis passive-interface

MepesecTn MHTepdENC B MAcCUMBHbIN pexnm. B aTom pexume
UHTepdeic He oTNpaBAsAeT U He NnpuHumaeT HELLO PDU.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma privileged EXEC

Bua, 3anpoca KOMaHAHOW CTPOKM UMEET BUA:
console#
Tabnnua 362 — KomaHgb! pexkuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

show isis database [/evel]
level: (level-1, level-2)

0OT06pa3nTb H6a3y AaHHbIX TONOAOTMK NPOTOKoNa IS-IS.

- level — yka3biBaeT ypoBeHb NpoToKkona IS-IS, 6a3y AaHHbIX KO-
TOoporo HeobxogMMo 0To6Pa3nTb.

show isis hostname

OT06pasnTb U3BECTHbIE COOTBETCTBUA SystemID n Hostname.
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show isis interfaces [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

0OT06pa3nTb HPopmaumio 06 nHTepdelicax, y4acTByHOLLUX B
IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback loopback|
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

0OT06pa3nTb MHPOPMALMIO O coceasax.

- detail — ncnonb3oBaHue gaHHOro NnapameTpa No3sonsAeT
0TO6Pa3uUTL AeTasibHYH MHPOPMaLUIO O coceasx.

clear isis

CbpocuTb Bce coceacTBa M OYUCTUTL TabMLy MapLLpyTM3aumm
IS-IS.

5.35.6 Hacmpolika Route-Map

MpumeHeHWe route-map NO3BONAET USMEHSATb aTPUOYTbl Y aHOHCUPYEMBbIX U MPUHUMAEMbIX MAPLLPYTOB

BGP.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnuua 363 — KomaHapl pexkruma rnobanbHom KoHbUrypauum

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

[ permit | deny ]

route-map name [ section_id ]

no route-map name [

section_id ] [ permit | deny ]

name: (0..32) cumBona;
section_id: (1..
4294967295).

Co3patb 3anuck route-map.
MNepeBOANT KOMaHAHYHO CTPOKY B PEXUM KOHOUTYPUPOBaHUS
route-map.
- name — Has3BaHWe route-map.
- section_id — Homep 3anucu B 3TOM route-map.
- permit — NpUMeHUTb set KoMaHAbl K MapLIpyTam,
- deny — oT6pOCUTbL MapLIpyTbI.
MakcumanbHoe Konuyecrtso route-map = 32
V (BKNtOYanA ceKuumn ogHoro route-map).

Yaanutb route-map
- section_id — ypanset 3anucb ¢ Homepom section_id.

KomaHObI pexcuma KoH@pU2ypayuu cekyuu route-map

Bupg, 3anpoca KOMaHAHOW CTPOKM B peXume KoHdUrypaLmm cekumm route-map:

console (config-route-map) #
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Tabnuua 364 — KomaHabl pexmuma KoHPUrypaumm cekumm route-map

KomaHda

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

continue section_id [and ]

no continue

section_id: (1..
4294967295).

3afaTb HOMep cieayloleit cekuum route-map, Kotopas byaet
npUMeHeHa K MapLIpyTam, Nocae NpUMeHeHUn TEeKYLLEe.
- and — yKasblBaeT, 4To match ycTaHOBKM B 3TOWM route-map
LOMKHBI 6bITb Nornyeckn obveguHeHsl (AND) ¢ match
yCTaHOBKaMU B route-map, 0603Ha4YeHHbIX NapameTpom
section_id.

Co3spgaHue Leno4vekK route-map (6e3 napamertpa and)

V BO3MOXHO, €C/11 TUMN route-map BbICTaB/IeH B permit.

/1 Ecnv npu cospaHny LenoyKn NPUMEHAETCA NapameTp
and, To Bce set YCTAaHOBKM A0/MKHbI HAXOAUTLCA B
nocnegHei CeKUMM 3TOM LLeNnoYKM.

COpOCUTb YCTAaHOBKY.

match ip [ address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apatb cootBeTcTBUe prefix-list u agpeca mapwpyTa.

- address — cootBetcTBUe prefix-list n ip agpeca mapwpyTa.

- next-hop — cooTsetcTeue prefix-list n next-hop ip agpeca

mapLipyTa.

- route-source — cooTBeTcTBue prefix-list u ip agpeca

MCTOYHMKA MapLUpyTa.
Y106blI He OT6pacbiBaIMCb OCTa/NbHbIE MapLUPYTbl, He

V yKa3aHHble B prefix-list, Heo6xoaMmo co3gatb nycToi

route-map u npuBA3aTb €ro K TeKylemy uepes
continue.

CHpocuTh COoTBETCTBME.

match local-preference
value

no match local-preference

value: (1.. 4294967295).

3afaTb COOTBETCTBME MaplupyTa ¢ aTpmubytom local-preference.

C6pocuTb COOTBETCTBME.

match metric value

no match metric

value: (1.. 4294967295).

3afaTb COOTBETCTBME MapLLpyTa € aTpMbyTOoM metric.

CbpocuTb COOTBETCTBME.

match origin [ igp |egp |
incomplete ]

no match origin

3afaTb COOTBETCTBME MapLUpyTa ¢ aTpubyTom origin.

- igp — MapLpyT 6bIN NOYYEH M3 NPOTOKO/A BHYTPEHHEN
MapLpyTU3aLmumn (Hanpumep, KomaHzoi network)

- egp — MapLpyT 6bIa BblydeH No npoTokony EGP.

- incomplete — mapLpyT 6b11 Bbly4eH KaKUM-TO MHbIM 06pasom
(Hanpumep KomaHao redistribute).

CHpocuTb COOTBETCTBME.

match {community |
extcommunity} name [ex-
act-match]

no match {community |
extcommunity}

3asaTb COOTBETCTBME, MPU KOTOPOM community U3 cnucka ¢
MMEHEM name LONKHbI COAEPIKATbCA B cOmmunity MapLupyTa.
exact-match — TpebyeT TouHOro coBnageHuna Bcex community
M3 CMCKa C community mappyTa.

C6pocHTb COOTBETCTBME.

set community {add | re-

place | remove} {graceful-
shutdown | internet | lo-

cal-as | no-advertise | no-
export | number}

no set community

number: ASN2:NN

add — po6aBuTb K MapLwpyTy community;

replace — ynanutb Bce community u3 mapupyta 1 406aBuTb
YKa3aHHoe;

remove — yAannTb U3 MapLIpyTa YKazaHHOe community.

CbpocuTb geicteune set community.

set community-list {add |
remove} name

name: (1..32) cumsona

add — fo06aBuTb K MapLWpPYTy BCE cCOMMunity U3 CNMCKa ¢
MMeHeM name;

remove — yaanuTb U3 MapLipyTa Bce community,
cofeprKallmecs B CNCKE C UMeHeM name.
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no set community-list {add
| remove}

CbpocuTb geicteune set community-list.

set community-list remove
all

no set community-list re-
move all

Yaanutb n3 maplupyTa Bce community.

C6pocuTb AelicTeue, yaanaioLLee U3 MapLupyTa Bce community.

set extcommunity {add |
replace | remove} sub-
type {rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

add — f06aBuTb K MapLWpPYTY paclWMpeHHOe community;
replace — yfanuTb Bce pacluMpeHHble community U3 mappyTa
1 0,06aBUTb YKa3aHHOE;

remove — yAanuTb U3 MapLIpyTa yKazaHHOe community.

set extcommunity {add |
replace | remove} sub-
type color value

value: (0..4294967295)

add — f06aBuTb K MapLWpPYTY paclMpeHHOe community;
replace — yaanuTb Bce pacliMpeHHble community M3 mapLipyTa
1 8,06aBUTb YKa3aHHOE;

remove — yAaauTb U3 MapLIpyTa YKazaHHOe community.

set extcommunity {add |
replace | remove} word

word: (1..127)

add — f06aBWTb K MapLIPYTY paclUMpeHHOe community;
replace — yaanuTb Bce pacliMpeHHble community U3 mapLpyTa
1 8,06aBUTb YKa3aHHOE;

remove — yAanuTb U3 MapLIpyTa yKasaHHoe (Man Bce
nonagatoLme nog peryaspHoe BbipaxkeHne) community. Ans
[aHHOW onepaLMmn MOXHO UCMO/b30BaTb B KAYECTBE NapameTpa
word perynsapHoe BblpaskeHue.

word: — uma community B popmate HEX.

no set extcommunity

CbpocuTb aericteme set extcommunity.

set extcommunity-list {add
| remove} name

no set extcommunity-list
{add | remove}

name: (1..32) cumBona

add — go6aBuUTb K MapLIPYTY BCE paclMpeHHble community 13
CMWCKa C MMeHeM name;

remove — yAanuTb 13 MapLIPyTa BCE PaclMpPeHHble
community, coaepyKalimecs B CNUCKE C UMEHeM name.

CbpocuTb aencrene.

match tag value

no match tag

value: (0-4294967295)

3afaTb COOTBETCTBME MApLUPYTa C aTpubyToMm tag.

CbpocuTb COOTBETCTBME.

set tag value

no set tag

value: (0-4294967295)

YcTaHOBWUTb 3HaYeHWe aTpubyTa tag.

C6pocuTb YCTAaHOBKY aTpubyTa tag.

match as-number reg_exp

no match as-number

reg_exp: (1..127)
cuMMmBOIA

3afaTb COOTBETCTBME MYTM MApLIPYTa U PEryisapHOro
BbIPaXKeHUsA reg_exp.

C6pocuTb COOTBETCTBME.

match as-path-filter name

no match as-path-filter

name: (1..32) cumBona

3a4aTb COOTBETCTBME MYTU MAPLUPYTa U PerynsapHoro
BblpaXKeHus as-path U3 cnucka c umeHem name.

CbpocuTb COOTBETCTBME.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[o6asutb K mapwpyty atpubyT AS_PATHLIMIT.

Hynesoe 3HayeHWe orpaHM4MBaeT aHOHCUPOBAHME NOKAIbHO
CreHepMpoBaHHbIX MapLLPYTOB, TONbKO mexay iBGP cocegamu
(He 6yayT BUAHLI gna eBGP).

3HayeHue 6onbwe 0 03HayaerT, yto ecnm AS_PATH aTpubyT
umeeT 6osbwe AS-HomepoB., Yem 3HaveHne AS_PATHLIMIT, To
HY}KHO ero oTépocuTb Npu BbixoAe B eBGP.

CbpocuTb path-limit.

set as-path prepend
as_number

as_number: (1-

Oob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS-Homepa.

4294967295)
no set as-path prepend CbpocuTb fobasneHue K AS-Path.
set as-path prepend local- [ob6asuTb K atpnbyTy AS-Path value Homepos Local AS (Ha
as value sbixog, eBGP cocepy).

value: (0-10) A AY)

no set as-path prepend lo-
cal-as

CbpocuTb nobasneHue K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127)
cMMBONIA

Ypanute n3 atpnbyta AS-Path ykasaHHyto AS.

CbpocuTb yaaneHue.
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set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mapupyTa.
- ip_address — IP-agpec next-hop.

C6pocuTb YCTaHOBKY aTpubyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBUTb 3HayeHune aTpmnbyTa local-preference.

C6pocuTb ycTaHOBKY aTpubyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBWUTL 3HaYeHue aTpubyTta metric.

C6pocuTb YCTaHOBKY aTpmbyTa metric.

set next-hop-peer

no set next-hop-peer

—/aTpubyT He
yCTaHOB/IEH

YcTaHoBUTb 3HaYeHue aTpubyTa next-hop, Kak agpec coceaa.

CbpocKuTb YCTaHOBKY aTpubyTa.

set origin [ igp |egp | in-
complete ]

no set origin

YcTaHOBWTL 3HaYeHue aTpubyTa origin.

- igp — MapwpyT 6611 NOMYYEH U3 NPOTOKONA BHYTPEHHEN
MapLupyTU3auum (Hanpumep, KomaHaol network)

- egp — MapLpyT Hbln Bbly4eH No npoTokoay EGP.

- incomplete — mapLpyT 6bin Bbly4eH KaKMM-TO UHbIM 06pasom
(Hanpumep kKomaHpgoit redistribute).

CbpocuTb yCTaHOBKY aTpubyTa origin.

set weight value

no set weight

value: (1-4294967295)

YcTaHOBWTb 3Ha4yeHue aTpubyTa weight.

CbpocuTb ycTaHOBKY aTpubyTa weight.

KomaHObl pexcuma privileged EXEC

Bce KomaHAbl 4OCTYMHbI AR MPUBMUAErMPOBAHHOIO MOAb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 365 — KomaHgb! pexuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

show route-map [name]

name: (0..32) cumBona

MpocmoTpeTb MHGOPMALLMIO O CO3AaHHbIX route-map.
- name — nma route-map.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpelicos Ethernet, VLAN, uHmepdgelica 2pynnsl nopmos

BunAa 3anpoca KOMaHAHOM CTPOKM B perkume KoHburypauum nutepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 366 — KomaHgb! pexxuma koHdurypaumm nutepoeiica Ethernet, VLAN, nHtepderica rpynnbl NnopTos

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHoa Aeiicmeue

ip policy route-map name MpUMeHUTb route-map ¢ UMeHemM hame AN5 3a4aHHOro
MHTepdeica.

YpanuTe route-map c MHTepodeiica.

name: (0..32) cumBona

no ip policy route-map
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5.35.7 Hacmpolika Prefix-List

Prefix-nnuctbl no3sonaAtoT GuaAbTPOBaTb NPUHUMAEMbIE N AHOHCUPYEMbIE MapPLLPYTbl MPOTOKOI0B AM-
HAaMMYECKON MapLLpyTU3aLUK.

KomaHObI pexcuma 2nobanbHol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKUME r106anbHON KOHPUTypaLUK:
console (confiqg) #

Tabnnua 367 — KomaHabl pexuma rnobanbHoM KoHduUrypaumm

Komanda 3HavyeHue/3HayeHue Neiicmeue
Mo ymMoA4YaHuto
ip prefix-list list-name [seq Co3sgartb Prefix-list.
seq_value] [description - permit — paspelatouiee aeicTBMe 414 MapLlpyTa
text] {deny | permit} - deny — 3anpeuwiatouiee aencreme gna maplipyTta

list-name: (1..32); - list-name — uma cospasaemoro prefix-aucra

seq_value: (1.. - seq_value — HOMep 3anuUCK B CNUCKe NpedrKcoB
4294967294); - text — onucaHue cnucka NpedrKcos
text: (0..80) cumsona; - ge_value — coOTBETCTBUE A/MHE NPedUKCa, PaBHOI UK
ge_value: (1..32); 6oAbLUeli, YeM HaCTPOEHHas AAMHA NpeduKca
le_value: (1..32) - le_value — cooTeeTcTBMeE A/IMHEe NpedUKca, KOTopas paBHa
WM MeHbLLE HAaCTPOEHHOW AJIMHbI peduKca.
EC/M He HaLLNOCh HU OAHOTO COOTBETCTBUSA, TO 6yaeT
V npUMeHeHa HeABHaA NOIMTUKA MO yMonYaHuio deny
any.

ip_address [mask] [ge
ge_value] [le le_value]

no ip prefix-list list-name [ YpanuTb cosgaHHbii Prefix-List.
seq seq_value]

KomaHOwbi pexcuma privileged EXEC

Bce KoMaHAbl JOCTYNHbI 418 NPUBUNETMPOBAHHOIO NOJ/b30BaTENS.
Bua 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabanua 368 — KomaHgb! pexxuma privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
o ymon4YaHuro

KomaHoa

MpocmoTpeTb MHPOopMaLMIo 0 co3aaHHbIx prefix-list.
- name — ums prefix-list.

show ip prefix-list [name]

name: (0..32) cumBona

5.35.8 Hacmpolika ceasKu Kkawoyeli

CBsi3Ka Kauen no3BonAeT co3gatb Habop naponein (KAwueit) ¢ nocneayoller BO3MOMKHOCTbIO
HACTPOMKM BpeEMEHU AeNCTBUA Kaxkaoro napons. Co3gaHHble Napo/iv MOryT MCNONb30BaTbCA NPOoToKonamu RIP,
OSPF, IS-IS ana ayteHTUdUKaumn.
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KomaHObI pexcuma 2a06anbHoU KOHpuU2ypauuu

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexume rnobanbHom KoHdUrypaumm:
console (config) #

Tabnnua 369 — KomaHab! pexuma rnobanbHoM KoHdUrypaumm

3HayeHue/3HayeHue
no ymon4aHuio

KomaHoa Aelicmeue

key chain word Co3paaTb CBA3KY K/aoYen ¢ umeHem word v BOMTU B PEXKUM KOH-
durypauumn cBaskm Kaouen.

YLanuTb CBA3KY KAouel ¢ umeHem word.

word: (1..32)
cumsona/—

no key chain word

KomaHObI pexcuma KoHguaypayuu ce8s3KU Karyel

Bupg 3anpoca KOMaHAHOM CTPOKU B peXnUme KoHPUrypaumm cBA3KM Katoven:
console (config-keychain) #

Tabanuya 370 — KomaHab! pexkuma KOHPUrypauum cBAsKM Katove

Komanda 3HayeHue/3HayeHue Leiicmeue
o ymMmoa4aHuro
key key_id Co3aaTb KAty ¢ naeHTuoukaTtopom key_id 1 BOIMTM B perkUM KOHOU-
key_id: (1..255)/— rypaumm Katouva.
no key key_id Ypanute Katod ¢ ngeHtuoukatopom key_id.

KomaHObI pexcuma KoHguaypauuu Kaw4a

Bua 3anpoca KOMaHAHOW CTPOKM B peXMme KOHGUrypaLumm Karoda:
console (config-keychain-key) #

[aHHbIV peXXnum AOCTYNeH U3 PeXMMa KOHPUIypaLmmn CBA3KM KAtoden M npegHasHavyeH na 3agaHus
CaMOTro K/t04a 1 ero napameTpos.

Tabnunua 371 — KomaHabl pexkuma KoOHPUrypauum Karoua

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
key-string word word: (1..16) 3a4aTb 3HaYEHMe KNtoYa.
no key-string CMMBONOB/— YanuTb 3HaYeHune Katoua.
encrypted key-string 3azaTb 3HaYEHMe K/oYa B 3alIMPPOBAHHOM BUAE.
encryptedword - encryptedword — 3awmnpoBaHHbIi Napoab (Hanpumep, Napob
encryptedword/— B 3aWMPPOBAHHOM BUAE, CKOMMPOBAHHbINM C APYroro
YCTPOICTBA).
no encrypted key-string YpanuTe 3HaYeHue Katoua.
accept-lifetime time_to_start 3azaTb BPeMsA KM3HM K/t0Ya, B TEYEHME KOTOPOTO KAty byaeT
{time_to_stop | duration | OEUCTBUTENEH ANA CBEPKU C K/IOYOM B MPUHUMAEMbIX
infinite} coobuieHmsX.
—/sceraa - time_to_start — BpemA 1 AaTa Havana AeNCTBUA Katoya.
nevicreuTeneH 3aF,aeTcn B popmate hh:mm:ss month day year 5
- time_to_stop — Bpema v gaTa npekpaLLeHusa 4encTBus Katoua.
3apaetca B popmate hh:mm:ss month day year
- duration — 3afaeT NPOAO/IKUTENbHOCTL AEUCTBMA K/lOYa B
CeKyHAax
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- infinite — ycTaHaBnMBaeT 6eCKOHEYHOEe Bpema AeWCTBUA Katoya

no accept-lifetime

YaanuTb Bpemsa XU3HU KAtoYa

send-lifetime time_to_start
{time_to_stop | duration |
infinite}

3a4aTb BPEMSA KMU3HU KNKOYa, B TEYEHME KOTOPOTO KAty byaeT
OEUCTBUTENEH AN OTNPABKM COOBLLEHUN.
- time_to_start — Bpemsa 1 gaTta Havana AeUCTBUA KaKoYa.

3agaetca B dopmate hh:mm:ss month day year.

- time_to_stop — Bpema 1 faTa NpekpaLLeHua 4encTBuA Katova.
3apaetca B dopmate hh:mm:ss month day year.

- duration — 3apaeT NPoOAOKUTENBHOCTD AEUCTBUA KNtOYA B
CEKyHIaXx.

- infinite — ycTaHaBnAuBaeT 6eCKOHEYHOe BpeMa AeNCTBUA Katova.

—/Bcerpa
nencTeuTeneH

no send-lifetime Y[anuTe BpeEMS KU3HU Katoua.

Ecnn B KaKoOW-TO MOMEHT BpeMeHU Cpa3y HEeCKOJIbKO Katoueit ByayT aBAATbCA AeicTBUTENb-
HbIMM, TO GAKTUUYECKU UCNO/Ib30BaTbCA ByAeT KAoUY C HAMMEHbLUUM MAEHTUPUKATOPOM.

KomaHObI pexcuma privileged EXEC

Bug, 3anpoca KOMaHAHOW CTPOKU UMEET BUA,:
console#

Tabanua 372 — KomaHgbl pexkuma privileged EXEC

3HayeHue/3Ha4yeHue »
KomaHda / Aeiicmeue
o ymMoa4aHuro
show key chain word word: (1..32) OT106pasnTb MHGOPMALIMIO O CBA3KE KNtoUel ¢ umeHem word.
cumsona/—

[pumepbl 8bIN0AHEHUS KOMAHO

Co3patb CBA3KY KNtouen ¢ umeHem namel n nomecTuTb B Heé ABa Knto4a. Ha Kntoye key 2 HaCTpoOUTb
BPEMEHHOI‘;I MHTEpBaa, B TEHYEHNE KOTOPOIro 3TOT K/NHOY MOXKET 6bITb MCMO/Ib30BaAH AnAa CBepKn C KAK4om B
NPUHATbIX NaKeTax.

console (config) # key chain namel

console (config-keychain) # key I

console (config-keychain-key) # key-string testkeyl

console (config-keychain-key) # exit

console (config-keychain) # key 2

console (config-keychain-key) # key-string testkey?2

console (config-keychain-key) # accept-lifetime 12:00:00 feb 20 2020 12:00:00
mar 20 2020

Moka3aTb MHGOPMaALMIO O CO34aHHON CBA3KE K/tOUEN:

console# show key chain namel

Key-chain namel:

key 1 —-- text (Encrypted) "y9nRggqddPOa7W304gfrNBeGhigRuwwp6bmWCy69nLuQk="
accept lifetime (always valid) (always valid) [valid now]
send lifetime (always valid) (always valid) [valid now]
2 -- text (Encrypted) "G7sTS+v50GJIwHBL6UXZyWVPzbgZ/6fI0OF3h3NB6wYMM=""
accept lifetime (12:00:00 Feb 20 2020) (12:00:00 Mar 20 2020)

send lifetime (always valid) (always valid) [valid now]

key
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5.35.9 banaHcuposka Haz2py3Ku Equal-Cost Multi-Path (ECMP)

banaHcmpoBKa Harpy3km ECMP nossonseTt nepegasaTb NakeTbl OAHOMY MOAYYATENO MO HECKOJIbKMM
CAYYLWMM MapLupyTam». [aHHbIM GYHKUMOHANA NpeaHa3HayvYeH 414 pacnpeaesieHna Harpyskm 1 onTMMmnsaumm
nponyckHon cnocobHocTn cetn. ECMP morKeT paboTaTb KaK CO CTaTUYECKMMM MapLLPYTamM, TaK U C MPOTOKO-
NlaMu AnHamu4yeckor mapuwpyTtmsaumm RIP, OSPF, BGP.

KomaHObI pexcuma 2nobanbHol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 373 — KomaHab! pexuma rnobanbHoi KoHduUrypaumum

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
10 yMon4aHuio
ip maximum-paths maxi- 3a4aTb MaKCMMasibHOE KONMYeCTBO NyTel, KoTopble MOryT 6bITb
mum_paths yCTaHoB/eHbl B FIB anA Kaxkaoro mapupyTta.

maximum_paths:

(1..64)/1 Hacrpoiika BCTynuT B CMJy TO/IbKO NOCNE COXPaHeHUs

KOHdUrypauum n nepesarpysku ycTpoiicrsa.
no ip maximum-paths YCTaHOBUTb 3HAYEHME N0 YMOJIYaHUIO.

5.35.10 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

Mpotokon VRRP npegHasHayeH ana pesepsnpoBaHMUA MapLLPYTU3aTOPOB, BbINOAHAIOLWMX PO/Ib LW/IHO3A
Mo ymMo/sidaHMto. 3TO JoCTUraeTca NyTém obbeguHeHua IP-uHTepdencoB rpynnbl MapLIpyTU3aTopoB B O4MH
BMPTYasIbHbIA, KOTOPbIN ByAeT MCNoNb30BaTbCA KaK L3 NO YMOAYAHUIO A8 KOMMbOTEpoB B ceTu. Ha
KaHa/NbHOM ypOBHe pesepBupyemble UHTepdeiicbl nmeroT MAC-agpec 00:00:5E:00:01:XX, rae XX — Homep
rpynnbl VRRP (VRID).

Tonbko oAMH U3 GM3UYECKUX MapLUPYTM3ATOPOB MOMKET BbINONHATL MApLUPYyTU3aLMI0 TpaduKa Ha
BUpTyanbHoM IP-uHTepdeice (VRRP master), octanbHble maplupyTusaTopbl B rpynne npegHasHayeHbl Ans
pesepsuposaHusa (VRRP backup). Bbibop VRRP master nponcxoaut B cootsetcTBum ¢ RFC 5798. Ecam Terywmin
master cTaHOBMTCA HeZOCTYyNHbIM — BblIOOp master-a nosTopseTca. HauBbiCWKWI NpUOpUTET UMeeT
MapLLpyTU3aTop ¢ cobcTBEHHBIM IP-aapecom, cOBMafaloWMM € BUPTYasbHbIM. B cayvae gocTynHOCTU OH
Bcerga ctaHoBuTca VRRP master. MakcmmanbHoe konnvectso VRRP-npoueccos — 50.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepdgelica epynnel nopmos

BunAa 3anpoca KOMaHAHOM CTPOKM B perkume KoHburypauum nntepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 374 — KomaHgb! pexxuma KoHdurypaumm nutepoeiica Ethernet, VLAN, nHtepderica rpynnbl nopTos

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmsue
no ymoa4aHuro

vrrp vrid description text 06aBWTb OnNMcaHne uenm uam ucnonb3osaHua ana VRRP
P P vrid: (1..255); A 4 A

: __ text: (1..160 cMMBONOB). MapLIpyTU3aTopa ¢ MAEHTUPUKATOPOM vrid.
no vrrp vrid description Ypanutb onucanmne VRRP-mapipyTtumsartopa.

vrrp vrid ip ip_address vrid: (1..255) Onpegenutb IP-agpec VRRP-mapLipytusaTopa.
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no vrrp vrid ip [ip_address]

Ypanuteb IP-agpec VRRP ¢ mapwpyTtusatopa. Ecam B Kayectse
napameTpa He yKasaH IP-agpec, To yaanatca sce IP-agpeca
BUPTYa/IbHOrO MapLUpyTM3aTopa, BCNEACTBUE YEFO YAANUTCA U Cam
BUPTYa/IbHbIN MapLipyTU3aTop vrid Ha JaHHOM yCTpoWcTBe.

vrrp vrid preempt

BKAOUUTL pexkum, npu Kotopom backup-mapwpytnsartop c 6onee
BbICOKMM NPUOPUTETOM ByAeT NbiTaTbCA NepexBaTUTb Ha ceba
ponb master y TekyLiero master-mapLpytusatopa c 6onee

no vrrp vrid priority

priority: (1..254);
Mo ymonyanuio: 255 ana
Bnagenbua IP-agpeca, 100
LA OCTaNbHbIX

vrid: (1..255); HU3KUM MPUOPUTETOM.
Mo ymonyaHuio ] MapLpyTusatop, KoTopblii ABaseTcA BAagenbuem IP-
BKJIIOYEHO V aApeca maplupyTusaTopa, 6yaeT nepexsartbiBaTb Ha
ceba ponb master He3aBUCUMO OT HAaCTPOEK AaHHOM
KOMaHpAbI.
no vrrp vrid preempt YCTaHOBUTb 3HAYeHME N0 YMOHAHMUIO.
vrrp vrid priority priority vrid: (1..255); HasHauntb npuoputet VRRP-mapLipytusaTopa.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

no vrrp vrid source-ip

Mo ymonuanuto: 0.0.0.0

vrrp vrid shutdown vrid: (1..255); Bbikntountb VRRP-npoToKon Ha gaHHOM MHTepdeiice.

no vrrp vrid shutdown Mo ymonuanuio: Bkntountb VRRP-npoToKOoN Ha AaHHOM nHTepdeiice.
BbIK/OYEH

vrrp vrid source-ip ip_ad- Onpegenntb peanbHbii VRRP-agpec, KoTopsbili byget

dress vrid: (1..255); Mcnosib3oBaTbea B KayecTse IP-agpeca otnpasutens ana VRRP-

coobLeHni.

YCTaHOBUTb 3HaYeHMEe N0 YMOHAHMUIO.

vrrp vrid timers advertise
{seconds | msec millisec-
onds}

no vrrp vrid timers adver-
tise [msec]

seconds: (1..40);
milliseconds: (50..40950);
Mo ymonyanuio: 1 cek

Onpegenntb MHTEpPBaN MeXAy aHOHCamMK master-
mapuwpyTtusaTopa. Ecnu nHtepsan 3agaH B MUANUCEKYHAAX, TO
NPOUCXOAUNT OKPYTAEeHME BHU3 A0 banKalwen cekyHabl ana VRRP
Version 2 1 Ao 6AMKaiLLmnX CoTbIX Aonek cekyHabl (10
munnucekyHa) ana VRRP Version 3.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

vrrp vrid version {2 | 3 |
283}

no vrrp vrid version

—/2

Onpegenutb nogaepkmsaemyto sepcuto VRRP-npoTtokona.

- 2 — nopaepxuaetca VRRPv2, onpeaeneHHbi 8 RFC3768.
Monyyaemble VRRPvV3 coobuieHuns otbpacbiBatoTea
MapuwpyTtusatopom. OTnpasaatoTca TonbKo VRRPV2 aHOHCbI.

-3 — nopgaepxuaetca VRRPv3, onpeaeneHHbin B RFC5798, 6e3
cosmectumocTu ¢ VRRPv2 (8.4, RFC5798). Monyyaembie VRRPv2
coobuieHmsa oTbpacbkiBalOTCA MappyTmu3aTopom. OTnpasastoTca
Tonbko VRRPV3 aHOHCHI.

- 2&3 — nogpepkmsaetca VRRPv3, onpeaeneHHbln B RFC5798 ¢
obpaTHOM coBmecTumocTbto ¢ VRRPV2. NMonyyaemble VRRPV2
coobuieHmnn obpabaTbiBatoTCA MapLupyTM3aTopom. OTnpasaaoTcA
VRRPv2 1 VRRPvV3 aHOHCbI.

YCcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum ex-
clude pseudo-header

Mo ymonuaHuto: nc-
nonb3yeTca MeToz,
pacyeTa KOHTPO/b-
HOM CyMMbI C NceB-
[,03aro/I0BKOM

BKOUYNTL METOZ pacyeTa KOHTPOJIbHOM CyMMmbl B 3aronoBke VRRP
6e3 yyeta ncespgo3aronosKka. RFC 3768.

YCTaHOBUTb METOZ, pacyeTa KOHTPOJIbHOW CYMMbI, OnpeaeneHHbl
B RFC5798, no ymonyaHutio.

KomaHOb! pexcuma privileged EXEC

Bce KOmaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJb30BaTeNA.

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabanua 375 — KomaHgbl pexkuma privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMoa4YaHuto

show vrrp [all | brief | in- MpocMOoTPEeTb KpaTKyo MU AeTanbHY0 MHOPMaUUIo gns BCeX
terface {gigabitethernet gi_port: (1..8/0/1..48); | v 04HOro HaCTPOEHHOrO BMPTYyasibHOro mapLupyTmsatopa VRRP.
gi_port | tengigabitether- te_port: (1..8/0/1..24); | - all — npocmoTp nHbOPMaLLMM O BCEX BUPTYabHbIX
net te_port | fortygiga- fo_port: (1..8/0/1..4); MapLUpyTU3aTopax, BK/OYasA OTKIHOYEHHbIE;
bitethernet fo_port | port- group: (1..48); - brief — npocmoTp KpaTKoli MHGOPMaLMKM O BCEX BUPTYaIbHbIX
channel group | vlan vlan_id: (1..4094) MapLIpyTU3aTopax.
vlan_id}]

[pumepbl 861NM0AHEHUA KOMAHO

= Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTb 3TOT ajpec B Ka4ecTBe agpeca BupTyasb-
HOro mapLwpyTmnsaTopa. Bkatounte VRRP-npoToKon Ha uHtepdeiice VLAN.

console (config-vlan)# interface wvlan 10
console (config-if)# ip address 10.10.10.1/24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if) # no vrrp 1 shutdown

= [locmoTpeTb KoHPUrypaumto VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.35.11 Hacmpolika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sosseT 6bICTpo 06HAPYHKUTb HEUCNPABHOCTU IMHKOB. BFD mokeT paboTaTb KaK co cTa-
TUYECKMMM MapLUPYTaMu, TaK U C MPOTOKONAMMU ANHaMUYecKon mapupytmusaumm RIP, OSPF, BGP.
B Tekywen Bepcun MO peannsoBaHa paboTa ToNbKO € NpoToKonom BGP.

KomaHObI pexcuma 2nobanbHol KOHpu2ypauuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobasibHon KoHdUrypaumm:

console (config) #
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Tabnnua 376 — KomaHgbl pexknuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
o ymon4YaHuro

KomaHda

Aelicmeue

bfd neighbor ip_addr [in-
terval int ] [min-rx min]

multiplier mult_num
[multiplier mult_num] int: (150..1000)/150

min: (150..1000)/150
mult_num: (1..255)/3

no bfd neighbor ip_addr

3apaTb BFD-coceaa.

- int — MMHUMaNbHbIV MHTEPBAN Nepeaaun Ana obHapyKeHun
OWwn6KY;

- min — MUHUMaNbHbIN MHTePBaAN NPMéma ana obHapyKeHuA
OLUMBKM.

- mult_num — Ko/1M4yecTBO NOTEPAHHbIX MAKETOB A0 Pa3pbiBa
ceccum.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

KomaHObI pexcuma privileged EXEC

Bce kKomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJIb30BaTeNA.

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 377 — KomaHgb! pexuma privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show ip bfd neighbors
[ip_addr] [detail]

MNpocmoTpeTb nHGopmaumto 06 akTUBHbIX BFD-cocegsx.

5.35.12 TMpotokon GRE

GRE (Generic Routing Encapsulation) — npoToKo/ TYHHeNMpPOBaHMA ceTeBblX NakeToB. Ero ocHoBHoe
Ha3HayeHMe — MHKaNcynauna NakeToB ceTeBOro ypoBHA ceteBon mogenu OSI B IP-nakeTbl. GRE moxet
ncnonb3oBaTbca Ana opraHmsaummn VPN Ha TpeTbem yposHe mogenm OSI. B kommyTtaTtopax MES peannsoBaHbl
CcTaTnyeckme Heynpasaaemble GRE-TYHHeNN, TO eCTb TYHHENN CO34aK0TCA BPYUHYHO NyTeM KOHPUTYypMpOBaHMA
Ha JIOKaNIbHOM M yAaneHHOM Yy3nax. [lapameTpbl TYHHeNns ANA KaKAOW M3 CTOPOH AOJXKHbl ObiTb

B3aMMOCOrnaCcoBaHHbIMU NN NepPeHOCUMbIe AaHHble He 6yp,yT AeKancympoBaTbCA NapTHEPOM.

v/

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

MpoTtokon GRE nogpepxusaerca Ha mogenax cepumn MES33xx, MES35xx n MES5324.

B aKtyanbHbix Bepcuax MO Tak:Ke noageprkaHa pa6oTta PIM B pexxume KOHOUrypauum TyH-
HenAa GRE (KomaHgbl HaCTPOMKM onucaHbl B Tabnuue 185).

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOM KOHPUrypaLmm:

console (config) #
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Tabanua 378 — KomaHgb! pexknuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

interface Tunnel tunnel_id

tunnel_id: (1..16)

Co3paTtb MHTepdeNc TYHHenNs.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica myHHesns

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXume KoHPUrypaumm nHtepdeiica TyHHens:

console (config-tunnel) #

Tabnnua 379 — KomaHabl pexkuma KoHourypaumm nHtepdeica TyHHens

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

tunnel mode gre ip

no tunnel mode gre ip

— /BbIKOYEHO

3apatb Tmn TyHHenA GRE ¢ ncnonbsosaHuem IPv4.,

Ypanutb TyHHeNb.

tunnel source {ipv4_address

HasHauutb IP-agpec unm nHtepdeiic, Kotopbin byaeT

| gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| port-channel group | tun-
nel tunnel_id | vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MCNO/NIb30BaTbCA B KAYecTBe aApeca oTnpasmTens BHewHero IP-
3aronoska GRE-TyHHens.

no tunnel source Ypanutb IP-agpec otnpasutens.

tunnel destination {_URL_ |
ipv4_address} —
no tunnel destination

ip address ipv4_address

HasHauuTtb IP-agpec nonyyatens (KOHUA TyHHens).

Ypanutb IP-agpec nonyyatens.

YcTtaHoBuTb IP-aapec uHtepodelica TyHHens. C ucnoib3oBaHMem
3TOro afpeca KOMMyTaTOp AOCTyrNeH Yepes TyHHenb. Moxker

— MCMNONb30BATbCA B KAaYeCTBe LWAK03a Ha YAa/leHHOM YyCTpoicTBe
npyv MapLpyTU3aLmm B TYHHENb.

Ypanutb IP-agpec uHtepderica TyHHens.

no ip address

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 380 — KomaHabl pexkuma EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO
tunnel_id: (1..16)

KomaHoa Aelicmeue

show ip tunnel [tunnel-id]

show ip interface tunnel
tunnel_id

show interfaces tunnel tunnel-id

OT06pasuTb MHbOPMaLMIO TYHHENS.

tunnel_id: (1..16) OT06pasunTb MHPopMmauuio 06 IP-uHTepdelice TyHHens.

tunnel_id: (1..16) OT06pasnTb MHGOpPMaLMto MHTEpPEca TyHHeN .
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[pumep HACMPOUKU MYHHeNA

Co3gaHve TyHHeNA M HacTpoMKa CTaTMYecKoro Maplipyta And  CeTW, HaxoadAllencs

NPOTMBOMNONOXKHOM CTOPOHE TYHHENS:

. B KayecTBe JIOKAaNbHOro agpeca Ana TyHHena ucnonosyetca IP-agpec 192.168.1.1;
. B KayecTBe yAaNeHHOro aapeca gna TyHHena ucnonbsyetca IP-agpec 192.168.1.2;
- IP-agpec TyHHeNA Ha IoKanbHOM cTopoHe 172.16.0.1/30;

. ceTb Ha NPOTUBOMNO/IOXKHOM cTopoHe TyHHensa 10.10.1.0/24.

console (config)# vlan database

console (config-vlan)# wvlan 301

console (config-vlan)# exit

console (config) # interface tengigabitethernet 1/0/1
console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 30I
console (config-if) # exit

console (config) # interface wvlan 301

console (config-if)# ip address 192.168.1.1/24

console (config-if)# exit

console (config) # interface Tunnel 1

console (config-tunnel) # Tunnel mode gre ip

console (config-tunnel)# Tunnel source 192.168.1.1
console (config-tunnel)# Tunnel destination 192.168.1.2
console (config-tunnel)# ip address 172.16.0.1/30
console (config-tunnel) # exit

console (config)# ip route 10.10.1.0/24 Tunnel 1

/7 Ha BcTpeyHom yCTpOﬁCTBe HEOGXOAMMO BbINOJ/IHNUTb B3aMMOCOrnacoBaHHble HaCTpOVIKM.

5.35.13 KoHdurypauma suptyanbHou obnactu mapupyrtusauum (VRF lite)

Ha

VRF (Virtual Routing and Forwarding) — 3To TexHo/0rMA, KOTOpasa MO3BOAAET HECKOJIbKMM
aK3emnaapam TabaumLbl MapLIPyTU3aLMM COCYLLLECTBOBAaTb B OAHOM MapLUPyTU3aTOpe OAHOBPEMEHHO.

Cnucok noaaep:aHHbIx B VRF dyHKLUMIA AocTyneH B Tabanue 384.

Tabnnua 381 — KomaHgb! pexuma rnobanbHon KoHdUrypaumm

3HaveHue/3Ha4yeHue o
KomaHoa / Aeilicmeue
o yMmon4aHuo
ip vrf [vrf-name] vrf-name: (1..32) Co3paHune BUPTyanbHOM 06/1acTU MapLIpyTU3aLmu.
no ip vrf [vrf-name] cumBona YpaneHve BupTyanbHoM 061aCT MapLupyTU3aumm.
Tabnunua 382 — KomaHabl pexkuma KoHpurypaumm nHtepdeiica
3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue

no ymon4aHuro

ip vrf [vrf-name]

vrf-name: (1..32)
cMmBoO/Ia

6yayT accoummpoBaTtbea ¢ vrf, K KoTopomy 6bin NpMBA3aH

MpwuBaska nHTepdeiica K 061acTv BUPTYyasbHOM MapLLIPYTMU3aL M.
Mocne BBOAA KOMaHAbl BCe cO3AaHHble B fanbHellwem IP-agpeca

MHTepodeic.
no ip vrf OTBA3Ka UHTEpdelica oT 061acT BUPTYaNbHON MapLIpyTU3aLLUM.
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Tabnmua 383 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

show ip vrf [all | vrf-name]

vrf-name: (1..32)
cuMmBosia

HaxoaaTcA.

BbiBOA MHPOPMALMK O CO3AaHHbIX BUPTYasibHbIX 06nacTax
MapLpyT13aumm n 06 L3-uHtepdericax, KoTopble B HUX

Tabnuua 384 — OyHKUMK, NoaaepKaHHble ana paboTbl B VRF

DyHKYUU

Haesuzayus

KomaHgbl ynpasneHus
cuctemon

5.5 KomaHzabl ynpasnaeHusa cuctemom

CTaTnyeckas mapLpyTusaums

5.35 KoHdurypauma npoToKoN0B MapLipyTM3aumnm

DHCP-Relay

5.29.1 ®dyHkuumn DHCP Relay ana IPv4

OSFP

5.35.3 Hactpowka npotokona OSPF, OSPFv3
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6 CEPBUCHOE MEHIO, CMEHA NMPOTrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHtio Startup ncnonb3yerTca onAa BbINONHEHUA CneUnanbHbIX Npoueanyp, TakKMX Kak BOCCTaHOB/EHUE
3aBOACKUX HAaCTPOEK N BOCCTAaHOBIEHNE NAPONA.

[nsa Bxopa B MeHio Startup HeobxoaMMo NpepBaThb 3arpysKy HaxkaTvem Knasulimn <Esc> nunu <Enter> B
TeYeHWe MNepBbiX ABYX CEKYHA Nnoc/ie NosBAeHMSA COOBLLeHUA aBTO3arpysku (MO0 OKOHYAHMM BbIMNOJHEHUA
npoueaypbl POST).

Startup Menu
] Restore Factory Defaults
] Boot password
] Password Recovery Procedure
]  Image menu
5] Back
Enter your choice or press 'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuTe Knasuwy <5>, 1nbo <Esc>.

Ecam B TeueHue 15 ceKyHA (3HaueHUe NO YMOJIYaHUIO) He Bbi6paH HM OAUH U3 NYHKTOB
MEHI0, TO 3arpy3Ka yCTPOMCTBA NPOAO/IKUTCA. Bpemsa 0XXMAaHUA MOXKHO YBE/IMUUTD C NO-
MOLLbIO KOMAHA, KOHCOU.

LN

Tabnnuya 356 — OnucaHne meHto Startup

Ne HassaHue OnucaHue
Restore Factory Defaults [aHHas npoueaypa MCnonb3yeTca AAA yAaneHUs KOHPuUrypaumu ycTpoMCTBa.
<1> BoccTaHoBneHue BoccTaHOBNEHME KOHOUIYPALLMM MO YMOIYAHUIO.
33aBO/CKMX HaCTpoeK
Boot password [aHHas npoueaypa UCNONb3YeTca 4/ YCTaHOBKU/yAaieHMA Napoas Ha Havab-
<2> YcTaHoBKa / yAaneHue Naponsa | Hblid 3arpysymk.

Ha HayaNbHbIN 3arpysyuk

[aHHasa npoueaypa MCNonb3yetca A1s BOCCTAHOB/IEHMA YTPAYEHHOro Maposis,
OHa NO3BO/IAET NOAK/MOUMTLCA K YCTPOMCTBY 63 napos.

Password Recovery [lna BoccTaHOBNEHMA NAPONA HAXKaTb KAaBULLY <2>, NPy NOCNeAyoLWweM NOAKNI0-
<3> Procedure YeHMU K YCTPOMCTBY Naposb ByaeT NpOUrHOPMpPOBaH.
BoccTaHoBneHne naponsa Current password will be ignored!

[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====

[JaHHas npoueaypa ucnonblyetcs Ana Bbibopa akTMeHoro ¢aitna cucremHoro
no.

Ecnn He BblGpaH HOBbIN 3arpyKeHHbit daiin cuctemHoro MO aKTUMBHbLIM, TO
YCTPOWCTBO BbINOIHWUT 3arpy3Ky C MCMO/b30BaHWEM TeKYLLLero akTMBHoro obpasa
Image menu

[1] Show current image — npocmoTp AaHHbIX 0 Bepcuax MO Ha ycTpoicTae

[2] Set currentimage — BbI6Op akTMBHOrO ¢aitna cucremHoro MO

Image menu
<4> Bbibop akTMBHOrO daiina
cuctemHoro MO

[3] Back
<5> Back [na BbIXOAa U3 MEHIO W 3arpy3KM YCTPOMCTBA HaxkMuTe Knasuy <Enter>, nnbo
Bbixog, 13 meHto <Esc>.

390 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



D ELTEX

6.2 O6HOoBnEeHMe nporpammHoro obecneyeHus c cepsepa TFTP

Cepeep TFTP goskeH 6biTb 3anyLieH U HACTPOEH Ha KOMNbloTepe, C KoToporo byaer 3a-
rpyaTtbcs nporpammHoe obecneueHue. CepBep A0MKEH UMETb paspeLleHne Ha YTeHue
daiinos HauanbHoOro 3sarpysumka n/uam cuctremHoro NO. KomnbioTep € 3anyLieHHbIM
TFTP-cepBepom A,0/13KeH BbiTb AOCTYNEH A8 KOMMYTATopa (MOXKHO NPOKOHTPO/IMPOBATb,
BbINOJIHUB HA KOMMyTaTope KomaHay ping A.B.C.D, rae A.B.C.D — IP-agpec Komnblo-
Tepa).

.‘

’ ‘ O6HoBNEHMe NPOrpamMmmMHoro obecneyeHns MOXKeT OCYLLEeCTB/IATLCA TO/IbKO NpUBUAErU-
- pPOBaHHbLIM NONb30BaTENEM.

6.2.1 O6HosnEHUE cUCMeMHO20 NPo2PaMMHO20 obecnevyeHus

3arpysKa ycTpoicTBa ocyuwiecTeasetca u3 daina cMcTeMHoro nporpammHoro obecneyenus (MO),
KOTOpbIN XpaHuTca Bo naw-namatn. MNpu obHOBNEHMM HOBbIM ¢aiin cuctemHoro MO coxpaHseTca B
CneLumManbHo BblAeNEHHOM 061acTM NamaTu. MNpu 3arpysKe yCTPOMCTBO 3aMyCKaeT akTUBHbIN $alin CUCTEMHOTO
no.

Ecan HOMep YCTPOICTBA He 3a4aH, AaHHaA KOMaHAA NPUMEHAETCA K BegyLiemy ycTpon-
cTBy.

.‘

[na npocmoTpa TeKylleln BepCUMM CUCTEMHOrO MNporpaMmHoro obecneyeHus, paboTatowero Ha
ycTpoliicTee, BBeguTe kKomaHay show version:

console# show version

Active-image: flash://system/images/ mes3300-403.ros
Version: 4.0.3 B
Commit: 25503143
MD5 Digest: 6£3757fab5b6ae3d20418e4d20a68c4c
Date: 03-Jun-2016
Time: 19:54:26
Inactive-image: flash://system/images/mes3300-404.ros
Version: 4.0.4
Commit: 16738956
MD5 Digest: d907f3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

[pouedypa ob6HosneHusa 10

CKonnpoBaTb HOBbIN ¢ain NnporpammHoro obecrneyeHma Ha YCTPOWCTBO B BblAeseHHY0 06aacTb na-
mATn. PopmaT KOMaHAbI:

boot system tftp://tftp_ip_address/[:port]/[directory/]filename
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lpumep 8b6INo0AHEHUA KOMAHObI

console# boot system tftp://10.10.10.1/mes5324-401.ros

26-Feb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/mes5324-401.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas Bepcua nporpaMmmHoro obecneyeHns CTaHeT aKTUBHOM Noc/e nepesarpyskum KommyTaTopa.

Ana npocmoTpa AaHHbIX O BEPCUMAX NPOrPamMmMHOro obecneyeHns N UX aKTMBHOCTU BBeAUTE KOMaHAY

show bootvar:

console# show bootvar

Active-image: flash://system/images/mes5324-401.ros
Version: 4.0.1
MD5 Digest: 0534f43d80df854179f5b2b9007ca8886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ mes5324-401.ros
Version: 4.0.1
MD5 Digest: b66£fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe Nepesarpysky BBOLOM ‘y.
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NPUNOXEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOLWMX aepeBbes (MSTP)

MpoTtokon MSTP no3BoAAeT CTPOUTb MHOXECTBO CBA3YIOWMX AepeBbeB AN otaenbHbix rpynn VLAN Ha
KOMMYTaTOpPax JIOKaIbHOM CeTH, 4TO No3BoaseT 6anaHcMpoBaTb HarpysKy. a8 NpoCcToTbl PACCMOTPUM CAyyal
C TPEMA KOMMYTaTOpaMmK, 06 BEANHEHHBIMM B KOJIbLLEBYHO TOMOIOTUIO.

Myctb VLAN 10, 20, 30 o6beaunHstoTcs B nepsom aksemnaape MSTP, VLAN 40, 50, 60 06beanHsoTcs BO
BTOPOM 3K3emnaspe. Heobxoammo, utobbl Tpadmk VLAN-o 10, 20, 30 mexagy MepBbiM M BTOPbIM
KOMMyTaTOpammM nepegasanca Hanpamyto, a Tpadmk VLAN-oB 40, 50, 60 nepegaBanca TpaH3UTOM 4yepes
KommyTaTop 3. KommyTaTop 2 HasHauyMm KOpPHEBbIM A/1A BHyTpeHHero ceasylowero aepesa (IST — Internal
Spanning Tree) B KOTOPOM nepegaeTcs cay»ebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLO,
ncnosb3ys noptol tel u te2. Huke npuseaeHa cxema, M306parkatoLas JIOrMYecKyto TONOI0TUIO CETH.

VLAN 10,20,30 naaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHa4YeHbl Ha akseMnnap 2

xommyTarop 1 KommyrarTop 3

3TOT NOPT Nepechbinaer Tpacmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ana axzemnnapa 1

3JT0T NOPT NepeckinaeT Tpaduk
Ans akaemnnapa 1 u Gnokupyer
Tpacduk ana akzemnnapa 2

KoMmyTarTop 2

PucyHok A.1 — HacTpoika npoToKo/1a MHOXeCTBa CBA3YHOLLUX AepeBbeB

Koraa oguH M3 KOMMYTaTOPOB BbIXOAWUT M3 CTPOA, MO0 0OPbIBAETCA KaHasl, MHOMECTBO AepeBbeB
MSTP nepecTpavBaeTcs, YTO NO3BOJISET MUHUMU3NPOBATL NOCNEACTBMA aBapuu. Huxke npuseseH npouecc
KOHdUrypaumm KommyTtaTopos. 18 6os1ee BbICTPO HAaCTPOMKM CO34aeTCs 06NN KOHOUTYPALMOHHDIN LWab-
JIOH, KOTOPpbIN 3arpyxKaeTca Ha TFTP-cepBep M MCNOJIb3yeTca BNOC/AeACTBMU AJ1A HACTPOMKM BCEX KOMMYTATO-
po.. Co3gaHue WwabnoHa 1 KOHPUIypaLLMaA NePBOro KOMMYTATOpPa:

console# configure
console (config)# vlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2
console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if) # exit

console (config) # spanning-tree mst configuration

console (config-mst) # name sandbox
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console (config-mst)# instance 1 vlan 10,20,30
console (config-mst)# instance 2 vlan 40,50,60
console (config-mst) # exit
console (config) # do write

console (config) # spanning-tree mst 1 priority 0

console (config)# exit

console# copy running-config tftp://10.10.10.1/mstp.conf

Hactpoiika selective-qing
HobasnerHue SVLAN

MprBeAEeHHbIN 34ecb NPUMEP KOHOUIypauum KOMMyTaTopa AEMOHCTPUPYET Kak A06aBaATb MEeTKy

SVLAN 20 Ko Bcemy BxoasaleMy TpaduKy 3a nckntodeHnem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTsAx nepenayn AaHHbIX 4OBOIbHO YaCTO BO3HUKAIOT 334a4u, cBA3aHHble ¢ nogmeHol VLAN (Hanpu-

Mep, 419 KOMMYTaTOPOB YPOBHS AOCTYNa CYLLEeCcTBYeT TUNOBaA KOHPUIypaLmsa, HO NONb30BaTE/IbCKUIN TPadUK,
VolP n Tpaduk ans ynpasneHusa Tpebyetca nepegasaTb B pasHbix VLAN Ha pa3finyHbIX HanpasBaeHuaAx). B aTom
cnyyae 6bin10 6bl yA06HO BOCnob30BaTheA PyHKUMel nogmeHbl CVLAN gna 3ameHbl TMNM3MpPoBaHHbIX VLAN
Ha VLAN ana tpebyemoro HanpasneHua. Huxe npueeaeHa KOHPUrypauus KommyTaTopa, B KOTOPOM OCy-
wecrenserca nogmeHa VLAN 100, 101 v 102 Ha 200, 201 1 202. O6paTHaa noaMeHa 40/1KHA OCYLLeCTBAATLCA
Ha 3TOM e uHTepdelice:

console# show running-config

vlan database

vlan 200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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Hacrpoitka multicast-TV VLAN

dyHRUMA «Multicast-TV VLAN» naeT BO3MOXHOCTb MCNO/1b30BaTh 415 Nepeaadym MHOroaapecHoro Tpa-

duKa ogHy VLAN B ceTn onepatopa v AOCTaBAATb 3TOT TPaPUK No/ib30BaTeNAM AaXKe B TOM C/yvae, eC/iv OHU
He aBnatoTcA YyneHamm aton VLAN. C nomouwbio ¢yHKUMKM «Multicast-TV VLAN» moKeT ObiTb COKpalleHa
Harpyska Ha ceTb OmepaTopa 3a CYeT OTCYTCTBUA Ay6AMPOBAHUA MHOroaApPECHbIX AaHHbIX, HANPUMEp, NpU
npegocrasaeHun ycnyrm IPTV.

Cxema npumeHeHna GyHKLMM Npeanonaraet, 4to NopThl No/ib3oBaTenell paboTatoT B perKMMe «access»

nnun «customer» U npuHagnexKat K ntobol VLAN 3a uckntoyeHnem multicast-tv VLAN. MNonb3oBaTtenn nmerot
BO3MOXHOCTb TO/IbKO MOJly4aTb MHOr0aApecHbl Tpaduk M3 multicast-tv VLAN n He moryT nepefaBaTb AaH-
Hble B 3Toli VLAN. Kpome Toro, B KOMmyTaTope A0/KeH BbiTb HAacTpoeH NopT-UcTouyHUK multicast-tpaduKa,
KOTOPbIM A0/IXKEH bbITb yyacTHMKOM multicast-tv VLAN.

1.

Mpumep HacTPOIKK ANA NopTa B pexkume paboTbl access
BKAOUNTL GUNLTPALLMIO MHOTOAAPECHbIX AaHHbIX:

console (config) # bridge multicast filtering

Hactpoutb VLAN nonb3osateneli (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasneHus (VID
1200):

console (config)# vlan database
console (config-vlan)# vlan 100-124,1000,1200
console (config-vlan) # exit

HacTpouTb NopTbl NoAb30BaTENEN:

console (config) # interface range tel/0/10-24

console (config-if) # switchport mode access

console (config-if) # switchport access vlan 100

console (config-if)# switchport access multicast-tv vlan 1000
console (config-if) # bridge multicast unregistered filtering
console (config-if)# exit

HactpouTb uplink-nopT, paspewwns nepeaady MHoOroagpecHoro Tpaduka, TpadmKa nonb3osatenen n
ynpasneHue:

console (config)# interface tel/0/1

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100-124,1000,1200
console (config-if)# exit

Hactpoutb IGMP snooping rnobanbHo 1 Ha uHTepdelicax, 406aBUTb NPUBA3KY FPyNMn:

console (config)# ip igmp snooping

console (confiqg)# ip igmp snooping vlan 1000

console (config) # ip igmp snooping vlan 1000 querier
console (config) # ip igmp snooping vlan 100

console (config) # ip igmp snooping vlan 101

console (config) # ip igmp snooping vlan 102

( ) #

console (config ip igmp snooping vlan 103

console (config) # ip igmp snooping vlan 124
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6. HactpouTb MHTEpdeic ynpaBaeHua:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if)# exit

Mpumep HacTpoOiIKK AnsA NopTa B pexume customer

[aHHbIN TUN NOAKNIOYEHMA MOXET BbITb MCNONb30BaH A4 TOro, YTobbl NOMeYaTbh NO/b30BaTENbCKME
IGMP-report-bl onpeaeneHHbix VLAN (CVLAN) oTaenbHbIMU BHELWHMMM MeTKamu (SVLAN).

1. BKAOYMTb GUNLTPALMIO MHOTOAZAPECHBIX AAHHbIX:

console (config)# bridge multicast filtering

2. Hactpoutb VLAN nonbsosatenen (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpaBneHus
(VID 1200):

console (config)# vlan database
console (config-vlan)# wvlan 100,1000-1001,1200
console (config-vlan)# exit

3. Hactpoutb NopT Nnosb3oBaTens:

console (config)# interface tel/0/1

console (config-if)# switchport mode customer

console (config-if)# switchport customer vlan 100

console (config-if)# switchport customer multicast-tv vlan add 1000,1001
console (config-if)# exit

4. Hactpoutb uplink-nopT, paspewmns nepegady mHoroagpecHoro TpaduKa, TpadurKa nonb3osatenen u
ynpasneHue:

console (config)# interface tel/0/10

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if)# exit

5. HacTtpoutb IGMP snooping rnobanbHo 1 Ha MHTepdencax, 406aBUTb NPaBMAA MapPKUPOBKM NOIb30Ba-
TenbCckux IGMP-report-oBs:

console (config
console (config
console (config
console (config

# ip igmp snooping

# ip igmp snooping vlan 100

# ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
# ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

)
)
)
)

6. HacTpouTb UHTepdelic ynpaBaeHus:

console (config)# interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if)# exit
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D@ G| W ©
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PucyHok B.1 — MogKntoyeHne KOHCobHOTo Kabens
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NMPUNOXEHUE B. NOAAEPKUBAEMbIE SHAYEHUA ETHERTYPE

Tabnnua B.1 — MNopgaeprkmBaemble 3Ha4yeHua EtherType

Ox22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A Ox884F
Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x8sfd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0Ox88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0Ox88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88¢c6 0x88d9 Ox88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 Ox882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a Ox882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXEHUE I'. OMNCAHUE NPOLLECCOB KOMMYTATOPA

Tabnumua .1 — OnuncaHue NpoLeccoB KoMmmyTaTopa

Uma npo-
OnucaHue npouecca

uecca

3SMA Aging ans IP-multicast

3SWF MNepeaaya NakeToB mexXay YPOBHEM 2 1 CETEBbIM YPOBHEM

35wWQ MporpammHan 06paboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHune n obpaboTka metogos AAA

AATT Cumynatop AAA ana nposepkn metonos AAA

ARPG Peanunsauyma npotokona ARP

B_RS YnpasneHue nepesarpy3kon yCTPOUCTB B CTEKe

BFD Peanunsauua npotokona BFD

BOXM [ononHutencHble AelCTBUA B CTEKe (MOSyYeHUe CBeAEeHUI O CTeKe, MHAMKauus, obmeH coobuie-
HUAMMK, cmeHa Unit ID)

BOXS O6paboTka KOMaHZ COCTOAHMA CTeKa: AobasneHne Master/Slave, usyuyeHue Tononoruu, obHose-
Hue Bepcuu MO BeAOMOro ycTpoiicTsa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard, PPPoE In-
termediate Agent

BRMN Bridge Management: EAPS, STP, onepauuu c FDB (no6aBneHue, yaaneHue 3anucei), 3epKkaamnpo-
BaHue, KoHourypaums noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast, OAM

BSNC ABTOMAT CMHXPOHMU3aUUM BeAyLLEro U BEAOMOrO YCTPOMCTB B CTEKE

BTPC Knunent BOOTP

CDB_ KonuposaHue KoHdUrypaLMoHHbIX palinos

CEAU Ounctka oyepeam cobbitnin Address Update

CFM Peannsauusa Ethernet CFM

CNLD 3arpyska/BbIrpy3ka KOHGUrypaumm

COPY YnpasneHue KonvposaHvem daiinos

CPUM MoHuTOopuHr 3arpysku CPU

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexunsaHue COCTOAHUA CTEK-IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c paiisoBoi cucTtemon

DFST PacnpeaeneHHan daitnosas cuctema (DFS). Mcnonb3yeTtcs B paboTe cTeKka

DH6C DHCPv6-knueHT

DHCP Cepsep 1 Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nony4yeHune nHdbopmaumu ¢ yaaneHHblx toHuToB (Bepcus MO, uptime, ycTa-
HOBKa aKTUBHOro obpasa o)

DNSC Knuent DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTKa cobbITUiI1 OT yAaNEeHHbIX OHUTOB 06 M3MEHEHWUWN COCTOAHUA BEHTUAATO-

DSPT pPOB, UCTOYHMKOB MUTaHMA, TepmoaaTymkos, SFP-TpaHcusepos. MonyveHne coobuleHUit oT yaa-
JIEHHbIX oHUTOB 06 nx Bepcum NO, cepnintHom Homepe, MD5 cymme NO

DSYN Stack application

DTSA Stack application

ECHO Mpotokon ECHO

EPOE PoE (B3aumopgeincTeme c nonb3oBaTenem)

ESTC JNlornpoBaHue cobbiTnin 0 NpeBbiWeHUn noporos Tpaduka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBTOMaTM4ecKas HacTponka napameTpos SERDES

EVAU O6paboTka cobbiTnin Address Update, HUKHWI ypOBEHb, Nepeaaya Bbille
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EVFB Onpoc coctoaHna SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOAHWUS NOPTA, HUXKHUIA YPOBEHb, Nepeaaya Bbille

EVRT RX Training

EVRX O6paboTKa cobbITUN NPUEMa NakeTa U3 KommyTtaTopa B CPU, HUKHWI ypoBEHb, Nepeaaya Nnaketa
Ha ypoBeHb 2

EVTX O6paboTKa cobbITUIN OKOHYAHMA OTNPaBKK NakeTa 3 CPU B KOMMmyTaTOp, HUXKHUI YPOBEHb

exRX O6paboTKa BbIX04a NAKETOB C HUMKHETO YPOBHA 2

FFTT YnpasneHue Tabanuei mapLipyTMsaLmMm n MapLIpyTM3aLma naketTos

FHSF IPv6 First Hop Security (06paboTka TaimepoB)

FHSS Mpunoxenusa IPv6 First Hop Security

FLNK Flex Link

GOAH Peannsauua web-cepsepa GoAhead

GRN_ Peanusauus Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMaHZA HAaCTPOMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3aumopencTeme c KOHTPOAEPOM)

HLTX OTtnpaska naketos U3 CPU B KommyTaTtop

HOST OcHoBHoW host-noToK, xonoctoin xon,

HSCS Stack Config — HacTpoiKa ¢dyHKUMI KOMMyTaTopa Ha yA4a/IEHHOM OHUTE

HSES Stack Events — obpaboTka cobbiTuit link changed, address update ¢ yaaneHHbIX OHUTOB Ha Ma-
cTepe

HSEU O6paboTka cobbITUiM CTEKA

ICMP Peanunsauyma npotokona ICMP

10TG YnpasaeHue TepMUHaNamu BBOAA-BbIBOAA

10TM YnpasaeHue TepMUHaNamu BBOAA-BbIBOAA

IOUR YnpasaeHue TepMUHaNamu BBOAa-BbiBOAA

IP6C CyéTumkm IPv4 n IPv6

IP6L Mpuém n otnpaska IPv6-nakeTos

IP6M MapuwpyTtunsaumsa IPv4 n IPv6

IP6R Mpuém n otnpaska IPv6-nakeTos

IPAT YnpasneHue 6330l gaHHbIx IP-agpecos

IPG_ O6paboTKa nepexBaYeHHbIX pparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoraTtenbHada 3agada ans ARP, RIP, OSPF

IPMT YnpasneHue IP multicast mapwpytmsauymeir u IGMP Proxy

IT60

IT61
3agaum gns paboTbl C NpepbIBaHUAMM

IT64

IT99

V11 3afgayva Ana paboTbl ¢ BUPTYaNbHbIMM NPEPbIBAHUAMMU

L2HU MNMepenaya NnakeToB Ha ypoBeHb 3

L2PS O6paboTKa cobbITUIN CMeHbl COCTOAHMA/HACTPOEK MHTepdeicos 1 nepeaada coobuieHuin 3aperu-
CTPUPOBAHHbIM C/yKbam

L2UT Ytunusauma noptos (show interfaces utilization)

LACP MeHeaxep LAG u LACP

LBDR Peannsauusa ¢yHKummn Loopback Detection

LBDT OTtnpaBka nakeToB Loopback Detection

LTMR O6uwan 3aga4a gns BCex TalimepoB

MACT O6paboTka cobbiTna 06 okoHYaHuK gelicteus B FDB (aging MAC-agpecos)

MEMV MOHUTOPUHT YyTUIM3ALLMKN ONEPATUBHOM NAMATU

MLDP Link Layer Reliable Datagram Protocol, stack transport

MNGT ABTOTECTHI

MRDP Reliable Datagram Protocol, stack transport

MROR PesepBupoBaHmne KoHoUrypaunmoHHoro daiisia B SHeproHe3aBUCUMOMN NamaATh

MSCm MeHeaxep ans paboTbl C TEPMUHAIBHBIMW CECCUAMM

MSRP Mepepnaya cobbITUI B CTEKE NOJIb30BATE/IbLCKMM 3a4a4am

MSSS MpocnywwunsaHue IP-cokeToB
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MUXT OTcnexuBaHue U3MEHEHUN CTPYKTYPbI CTEKA

NACT BupTyanbHoe TecTupoBaHue Kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm

NSCT HacTtpoiika orpaHnyYeHmMsa CKOpoCTM NepexsaTa NakeTos Ha CPU, BefeHWe CTaTUCTUKKU MO Nepexsa-
YeHHbIM NaKkeTam

NSFP OTcnexkmBaHue cobbiTuit, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypOBHe

NSTM Storm Control

NTPL Mepuogunyeckana reHepauma curHana ana onpoca Tabnauuy, MAC, VLAN, nopTtos, My/ibTMKacTa,
MapLpyTU3aLuum, NpUMOpUTU3aLLIUm

NTST JobaBneHne n yaaneHne tOHUTOB B CTEKE, COPOC COCTOAHUA OHMUTA B COCTOSIHME NO YMOJIHAHUIO,
Ha CeTeBOM ypOBHe

NVCT BcnomoratenbHasa 3agaya gna VCT. 3anycKk Tecta v OTCAEXMBaHME U3MEHEHUA COCTOAHUA NOpPTa.

OBSR 3apayva 4N1A OTCNEXKMBAHUA U yBEAOMAEHUA 06 n3MeHeHuax cneundruyeckmx napaMeTpoB UHTep-
delicos, Heobxoanmbix gns LLDP, CDP 1 gpyrmux npoToKon0B

PLCR O6paboTka cobbITUN CMEHbI COCTOAHMSA NOPTOB YCTPOMUCTB CTEKA

PLCT O6paboTka cobbITUN CMEHbI COCTOAHMA NOPTOB

PNGA Peanunsauyma ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepBep

RCDS Knnent Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT Poautenbckuii Tack gnsa Bcex 3agay

RPTS Routing protocol

SCLC OTtcnexxkunsaHue coctoaHma OOB-nopTa

SCPT ABTOO6HOB/IEHNE M aBTOKOHUrypauma

SCRX MonyyeHune Tpaduka c OOB-nopTa

SEAU Mony4eHune cobbiTnii Address Update, HUXKHUI ypOBEHb

SELC MonyyeHne cobbITUI O CMEHe COCTOAHMA NOPTa, HUKHUI YPOBEHb

SERT OTcnexuBaHue cobbiTMiA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX Mony4yeHune cobbITUIN NPpUEMa NakeTa U3 KommyTaTopa B CPU, HUXKHMIA ypOBEHDb

SETX MonyyeHne cobbITUIN OKOHYaHWA OTNPaBKM NakeTa n3 CPU B KOMMYTaTOpP, HUKHUI YPOBEHb

SFMG sFlow Manager — 06paboTKka cobbiTuit u3meHeHus IP-aapeca, CLI/SNMP 3anpocos, Talimepos

SFSM sFlow Sampler

SFTR MpoTokon Sflow

SNAD ba3za aaHHbIX SNA

SNAE O6paboTka cobbiTnin SNA

SNAS CoxpaHeHue 6a3bl AaHHbIXx SNA B MN3Y

SNMP Peanunsauma npotokona SNMP

SNPR SNMP Proxy

SNTP Peanunsauma npotokona SNTP

SOCK YnpasneHune paboToit COKeToB

SQIN HacTpoiika Selective QinQ

SS2M Slave To Master — nepegaya coobuieHnit c BeAoMOro ycTpoicTsa (slave) Ha Begyuiee (master)

SSHP CepBep SSH — HacTpolika, 06paboTKa KomaHg, Tanmep

SSHU Cepsep SSH — npoToKon

SSLP Peannsauma SSL

SSTC JNlornposaHue cobbiTit 0 NpesbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

STMB ObpaboTka SNMP-3anpocos o cTaTyce cTeka

STSA CLI-ceccua yepes COM-nopTt

STSB CLI-ceccua yepes VLAN

STSC CLI-ceccua yepes VLAN
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STSD CLI-ceccna yepes VLAN
STSE CLI-ceccna yepes VLAN
STSF CLI-ceccna yepes VLAN
STUT MOHUTOPUHF yTUAM3aUMK Gaew-NamaTu
SW2M O6paboTtka cobbiTnin Address Update ot FDB, 610KMpoBKa NopTa Npu BOSHUKHOBEHMM OLWIMOOK Ha
nopTy
SYLG BbiBOA, co0bLeHNi B syslog
TBI_ Tabaunua BpemeHHbIX NpomekyTkos ana ACL
TCPP Peannsauua npotokona TCP
TFTP Peanunsauua npotokona TFTP
TMNG YnpasneHue npunoputetamun 3agad
TNSL Knuent TELNET
TNSR Cepsep TELNET
TRCE Peanunsayma traceroute
TRIG 3anyck gencreua B FDB (aging MAC-agpecos)
TRMT YnpaBneHue toHUTaMM B CTEKE C NOALEPHKKON TPAH3aKLU MM
TRNS File Transfer — KonupoBaHue ¢paiioB mexKay oHUTamu cteka (M0)
UDPR UDP Relay
UNQt O6paboTka nnathopmo3aBUCUMBbIX COBbITUIA
URGN O6paboTka KPUTUUYECKUX COBbITUI (Hanpumep, nepesarpysku)
UTST Moacucrema OHUT-TECTOB
VPCB VPC (paboTta c MAC-Tabnunuen)
VPCM VPC (ocHoBHOI npouecc)
VRRP Peanunsauyma npotokona VRRP
WBAM Web-based Authentication
WBSO B3saumogencTemne ¢ web-KAneHTamm, HUXKHUIM YpPOBEHb
WBSR YnpasneHue u Tanmepbl web-cepsepa
WNTT MNoppepxka NAT ona WBA
XMOD Peannsauua npoTtokosa X-modem
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TEXHUYECKAA NOALEPXKKA

[ns nonyyeHns TeEXHNYECKOM KOHCYAbTaLMmM No BONpocam aKcnayaTauum obopyaosaHma OO0 «[Mpeanpu-
ATne «/ITEKC» Bbl morkeTe 06paTnThca B CEPBUCHDBIN LLEHTP KOMMNaHUW:
dopma obpaTtHOM cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha odumumanbHOM cavite KOMMNAHMU Bbl MOMKETE HAWTM TEXHUYECKYIO AOKYMEHTALMIO U NPOrpammHoe
obecneyenune ana npoaykumm 000 «MpeanpusTtne «/ITEKC», 06patnTbea K 6ase 3HaHWUN, OCTaBUTb MHTEPaAK-
TUBHYIO 3aABKY UM NPOKOHCY/IbTUPOBATbLCA Y UHXKeHepos CepBUCHOrO LieHTpa:

OduumanbHbIn cat KomnaHuu: https://eltex-co.ru/
ba3a 3HaHui1: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LeHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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