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ECCM.PykoBoACTBO Nosib30Bartens.

ECCM (ELTEX Cloud Configuration Manager) — 310 o61a4Has cuctema ynpas/ieH/s CETEBbLIM
obopyfoBaH/eM. Ynpas/ieHne CUCTEMOM OCYLLECTB/ISETCA C NOMOLLbIO Be6-MHTepheiica, KOTopbIit
npefocTaBnseT yao6Hble MHCTPYMEHTbI 411 HACTPOIKM CUCTEMbI U CETEBOI0 060PYA0BaHUA NOA HYXAbI
nonb3osarens. [laHHoe pyKOBOACTBO COAEPXMUT OnucaHne nHTepdeica nosb3oBartesis 1 OCHOBHbIX NPYEMOB
paboTbl C HUM.

1 AocTyn K nonb30oBaTe/ibCKoOMy NHTepdency
[nsa nogknioveHns K MHTepdgieincy nonb3oBaTtensi OTKpoiTe 6pays3ep 1 B apecHOi CTPOKe BBeAUTE:
http://<ECCM_ADDRESS> (nnu https://<ECCM_ADDRESS> npu ucnonb3oBaHum HTTPS),

rne <ECCM_ADDRESS> — azpec cepsepa ECCM B Balueli ceT (370 MOXET 6bIThb IP-agpec nnm foMeHHoe ums,
ecnn y Bac HacTpoeH DNS).

OTKpOeTCsi CTpaHuLa ¢ oOpPMOii aBTOpPU3aLN:

ECCM.PASSPORT

NoruH

Mapone

Boiitun

BBeauTe /10rMH eccm 1 Naposib eccm B COOTBETCTBYHOLLME NOMS U HAXMUTE KHOMKY "BoiiTn".



ECCM.PykoBoAcCTBO nosib3osartens.OCHOBHbIE 3/1IeMeHTbI MHTepdelica

2 OnucaHue 3/1eEMEHTOB UHTepeica

2.1 OCHOBHble 3/1EMEHTbI UHTEpPIEeica

Monb3oBaTenbCKnin MHTEpdIenc NnpeacTaBnseT coboi 0AHOCTPaHNYHOE BEG-NPUNIOXKEHME, KOTOPOE COCTOUT U3
HECKOJIbKNX OCHOBHbIX YacTell:

=6 AELTEX w. BPEE 3 49

% CeogHas uHdopmayus MepconanbHas nHpopmaums Kawarnb! yBegomnennii
ono

HeT [0CTyMHBIX KaHANOB yBEAOMTEHM .
A TNpobnems: Eccm Ecom Ecem

TNorwn
eccm

Kaptbl ceTn

Cetb Email

eccm@eccm.ru

4 & -

Tpynnbl
Pons

SuperAdmin
no

MokasaTb AOCTYNHbLIE NPUBMNETUM
LaénoHsl pocmy o v

Fpynnbi
WHuManuaauma ycTpoicTs « ecom

3apauun

Co6bITna

> @ O & K, 32

YBenomnenus

@&

Tpanbl

L]

HacTpoiku

MaHenb HaBurauuy no pasaenam;

CenekTop BbiGopa s3blka MHTEPEiCa;

CBefieHUsi 06 YUYETHOIA 3an1cy 1 CCbinika Ha MepcoHasibHY0 CTpaHuLy Nnosib3oBaTteris;

KHonka ans BbixoAa u3 cuctemsl. Mpu HaxaTum Ha Hee ceccus byeT pasopBaHa;

Pa6ouasi 0651acTb. B 3aBUCUMOCTU OT BbIGPAHHOTO pasaerna 34ech 6yayT npeacTaBneHbl pas/inyHble
BUIKETbI;

KHormka cBopauvBaHua naHenv HaBuraumm (415 pacluvpeHusi paboyeii o6nactu).

aprpOd =

o



2.2 dunbtpsbl

2.2.1 ®unbTpbl TAbGANL,

ECCM.PyKkoBOZCTBO nosib3oBarens.dusstpsbl

KOMMOHEHT chu/bTpa NO3BOMSIET OCYLLECTBNATL MMOKYH0 paboTy ¢ Tabnmuamim, otobpaxas AaHHbIe,
oToGpaHHbIe Mo onpeaeneHHoMyY, yCTaHOB/IEHHOMY Mo/b30BaTenieM, ycioBuio. Ansa go6asneHns ounsTpos

—_

HaKMUTE Ha KHOMKY ~+ :

ECCM group_for_emulator
@ Hasurauma  rovmu * yoreoncres a °
18/3/21 8/0/8
:_E O =+ [o6asuTb ycTpoicTBa
%] D Cepuiinbiii Homep  IP-agpec Mmsxocta  MAC-agpec Cepusi Mopens Bepcus M0 Obenyimaanme  [locTynHocTs rpynna I‘p’:g;iz:‘;‘mcw
a 107 ES32020003 172.24.0.12 mes-2324b  aabb:ce:24:03:00 MES23xx/MES33xx/MES35xx/MES36xx MES2324BAC[4] 11.2R1 BxnioueHo ICMP | SNMP eccm /group_for_emulator 0/7
a 106  ES32020002 172.24.0.11 mes-2324b  aabbicc:24:02:00 MES230¢/MES33:¢/MES35xx/MES36xx  MES2324B AC[2] 1.1.1R1 BxntoveHo ICMP | SNMP eccm /group_for_emulator 0/7
a 105 ES32020001 172.24.0.10 mes-2324b  aarbb:cc:24:01:00 MES23xx/MES33xx/MES35xx/MES36xx MES2324B AC 11.1R1 BxnioueHo ICMP | SNMP eccm /group_for_emulator 0/7
a 104 TEST_SERIAL_123 172.24.09 esr-1700 aabbice:31:11:01 ESR-1700 ESR-1700 1.10.x build 77 Bxniovero ICMP | SNMP eccm /group_for_emulator 0/11
O 103 TEST_SERIAL_123 172.24.0.8 esr-1000 aabb:cc:31:00:01 ESR-1000 ESR-1000 1.10.x build 77 Bkniouexo ICMP | SNMP eccm /group_for_emulator 0/11
a 102 TEST_SERIAL_123 172.24.07 esr-100 aabbicc:01:02:01 ESR-100/200 ESR-100 1.10.x build 77 Bxnioyero ICMP | SNMP eccm /group_for_emulator 0/11
O 101 TEST_SERIAL_123 172.24.0.6 esr-20 aabbicc:00:20:11 ESR-2x ESR-20 1.10.x build 77 BxnioueHo ICMP | SNMP eccm /group_for_emulator 0/11
[0 100 TEST_SERIAL 123 172.24.05 esr-10 aabbice:00:10:01 ESR-1x ESR-10 1.6.2build 13 Brnrovero ICMP | SNMP eccm /group_for_emulator 0/11
MEHTOB Ha cTpaH1ue 10 - 1-8u38
®duUNbTPLI NPeACcTaBNEHbI B BUAE KAPTOUEK, (DUNLTPYHOLLMX AaHHbIE N0 ONpeAeeHHOMY MOoJo Tabmupl:
* Cepusa
Onepauma
Copeput v 3HaueHue x
~ IP-agpec
Onepauma
Copepkut - 3HaveHve )4
w WMmaxocta
v MAC-appec
+ CepuiHblii HoMmep
3aKpbiTb MpuMeHnTL




ECCM.PykoBoACTBO nosb3oBarend.®unstpbl

Kamgaﬂ KapToyKa coaepXnT HasBaHue noJsisd, N0 KOTopomy 6y,qu BbIMNOJ/IHEHA q:)l/lflepaLlll/IFI, n napamMeTpbl:

1. Onepauyusi — BbiNafatoLLmMii CNMCOK onepawmii, 4OCTYMNHbIX A1st AAHHOTO TUna UILTPa;
2. 3HayeHuve — none Ans BBoAa 3anpoca. [laHHoe none MoXeT 6bITb NPeACcTaBeHO B BUAE O4HOMO UK

HECKOJIbKNX 3/1eMeHTOB C*JI/II'IpraLl,I/IVI. Ona ynaneHus gaHHbIX cnpaBa NosBMASETCA NUKTorpamMmma ’

JocTynHble onepayun oT/iM4atoTCA B 3aBMCUMOCTU OT AaHHbIX, yKa3aHHbIX B Nosie:

Copepxvmoe

Ctpoka

Yncno

Bpemsa

Cnucok

Mpumep

IP-agpec
ID, Pasmep

Jata co3gaHus

Heckonbko IP-agpecos yepes 3anaTyto

JocTynHble onepauym

Copepxunt/He copepxut, PaBeH/He paseH

PaBeH/He paBeH, Bonblie yeM/MeHbLUe
yem

PaBeH/He paBeH, Bonblie yem/MeHblle
yem

Bkntouaet anemeHTbl/He BKIo4aeT
3N1eMEHTbI

[Nsi HEKOTOPbIX (OMNETPOB [OCTYMHO aBTOAOMNOIHEHME NPU HAXATUWN Ha NMoJe BBOAA:

v Wmaxocta

MAC-appec

<

~ CepMidHbIR HoMep

#  CraTyc obcnyxusaHus

Onepaywa

PageH

+ Mopgens

~ BepcuallO

~ 1D

InaveHne

BrnouyeHo

OTknoueHo

HekoppeKkTHasa Mogenb




ECCM.PykoBoACTBO nosb3oBarend.®unstpbl

Mpv BBOAE HECKOMbKNX 3HAUYeHWli B Nnosne BBoAa ounbTpaums 6yaeT NpomMcxoanTb No cnucky. Pasaenexune

3/IEMEHTOB Cny1cKa nponcxogut HaxaTtnem knasuwm ENTER, BBogom npo6ena wiv cumsona ', "

» I’Jepm:lo

Onepauna 3HaqeHue
BkniouaeT anemeHTbl 7 [ ESR-1200 ESR-1700 | X

B uncnosbix donnbTpax "CkopocTh” (Bknagka "MIHTepdheiichl” Ha cTpaHuue ycTpolicTea) 1 "Pasmep” (pasaen
"MO") gocTyneH BbIGOP eAnHULL U3MEPEHMS:

# CkopocTb

Onepaywma HavueHne

- 10 X

Pagen

b/s

Mb/s

Gb/s
te0/0/8 A ur

v Onucawnue

DOWN

Mocne NpUMeHeHUst PUNLTPbI 0TOGPAXAOTCA B BUAE KHOMOK ObICTPOV huabTpaLmMm, KOTopble MO YMOHaHMIO
[OCTYNHbI A5 B3aMMOAENCTBUS (BK/IIOUEHNE/OTK/OUEHME/YAa/IeHNE COOTBETCTBYHOLLETO (IUILTPA). Ecnn
(pMNLTP aKTUBEH, LIBET KHOMKM CUHWUIA, €C/TN HEAKTUBEH — CEpbIi. 1A OTKUEHUS hubTpa HaXKMUTE Ha
CUHIO0 (aKTVBHYH) KHOMKY BbICTPOI (OnbTpaumu, AN BKIKUYEHNS — Ha cepyto (HEaKTUBHY!IO):

= Q
D D C2pMAHBIA HOMERD P-agpec MmMnA xocTa
(@)

Ana yaaneHus ounbTpa HaXXMUTE Ha KPECTUK Ha KHOMKe BbICTPOI onibTpaummn Uam Ha COOTBETCTBYHOLLMIA
3/1eMEHT yaneHuns1 B KapTouke oubTPOB.




ECCM.PyKkoBOZCTBO nosib3oBarens.dusstpsbl

2.2.2 ®nnbTp NOIHOTEKCTOBOTO NOMUCKa

B cucTeme Takxke AOCTyneH punbTP NOSIHOTEKCTOBOIO MOMCKa Mo BCeM NoNsM. HailT ero MoXHO B pasgesnax

"Cetb’, "Tpynnbl" 1 "KapTbl cetun".

[ns duneTpaummn ycTponcTs No K/I4eBOMy CNoBY BBeAWTe Wab/ioH A1 novcka B nosie BBO4A B BEPXHEM
npasom yrny cTpaHuupsl  Haxxmute ENTER:

ECCM
"R Haswrauua o ¥ Q EsR10 x @
18/3/21
.
= Q
(m] ID 4 Cepuinbii Homep 1P-appec Wus xocra MAC-agpec Cepun Mopens Bepewn M0 Obenywuaanme Tocrynsocts rpynna Il]’;g:,‘;';";.gcem
©

100 TEST_SERIAL_123 172.24.05 esr-10 aarbb:cc:00:10:01 ESR-1x ESR-10 1.6.2 build 13 BknioueHo ICMP | SNMP eccm /group_for_emulator o/11

[m] 102 TEST_SERIALL123 1722407 esr100 aabboc01:02:01  ESR-100/200 ESR100  110xbuild 77 Bemouero ecem /group_for_emulator /1
[m] 103 TEST_SERIAL 123 1722408  esr-1000 aabbice:31:00:01  ESR-1000 ESR-1000  1.10xbuild 77  Bimovero eccm /group._for_emulator o
(m] 116 N/A 1002405 N/A N/A ESR-Tx ESR-10 N/A BKnKoueHo eccm /group_for fake device 0/4
[m] 18 N/A 1002407 N/A N/A ESR-100/200 ESR-100  N/A BKntoueHo ecem /group_for_fake_device 1/4

Snemextos Ha cTpanmue 10 ¥ 1-5u35

Mounck 6yaeT ocyLLecTBAATLCA MO BCeM NOASAM Tabnuupbl YCTPOUCTB. AN OTMEHb! (ouibTpauuy O4ncTuTe none
BBOAA (MOXHO cAenaTb 3TO HAXaTUeM Ha KPecTuk cnpasa) 1 HaxmuTe knasuwly ENTER.

® ®unLTP NOHOTEKCTOBOIO MOUCKA COrMacyeTcs C 3apaHee YCTaHOBEHHbLIMW (nITPaMy TabuLl,.




ECCM.PykoBoAcCTBO nosib3oBaTesns.llepcoHasibHasa cTpaHuLa

3 WHTepdoelic cuctemsl ynpas/ieHUs

3.1 TllepcoHanbHas cTpaHuya

Pasgen ¢ nHdopmaumeii 0 Nosib30BaTe/IbCKOM akkayHTe 1 TEKYLLMMU HACTPOKaMm NoMb30BaTeTbCKUX
KaHa10B yBeOM/IEHWIA. [1na nepexofa B pasfes HaxM1Te Ha MS Nonb30BaTe s B NPaBOM BEPXHEM YIy.

» EccmE.E.
. v
.—.e LTex SuperAdmin
B2 Ceoran uHbopMaLms MepconanbHas nHdopmauma Kananb! ysegomnenmii
"o
A Npobnems Eccm Ecom Ecem ) < Telegram  ChatID 4 OTNpaBuTh TeCTOBOE COOBILEHNE
Kaptsiceta | Mo

(] apTsl ceTn ecom 3 = Email E-mail £3 OtnpaeuTs TecToBOE CoOBLEHME
@ cem e

eccm@eccm.iu
"2 Ipynnsl

Pons
_ SuperAdmin
m Mo
‘\ LWanoHb! Moka3saTb AOCTYNHbIE NPUBUNETM

pynnbi
Q WH1umManusaums ycTpoicTs « ecem
E 3apauun
B cobbitns
A Ysenomnenus
@) Tpanbl
£ Hactporiku

Ha BumxeTe "MepcoHasibHas MHGhopMaLms' oTo6paxaeTcsi posib Nosib30BaTesls, rPynbl, B KOTOPbIX OH
COCTOMT, U AOCTYMHbIE €My NPUBWUIETUN.

~n

Ha BumxeTe "KaHasbl yBEAOMMEHNIA" 0TOGPaXKaOTCA HACTPOKM NOMb30BATENbCKMX KaHaI0B YBEAOM/IEHNIA.
BUIXET COAEPXUT CrIeAyHoLIMe SNEMEHTbI:

1. MepekntoyaTtenn akTmBauun/geakTneauny KaHaslos;

2. Mone "Chat ID" — Homep telegram-yaTa/kaHana, Kyaa Hy>XHO OTNPaBATb YBEAOM/EHUS;

3. Mone "E-mail" — agpec anekTPoHHOI NOYTbI, KyAa HYy>XHO OTNPaB/AaTb YBEAOM/IEHUS,

4. KHomkn "OTnpaBuTb TECTOBOE COOOLLEHME" — A/151 OTNPABKN TECTOBOIO COOOLLEHNS HA YKa3aHHbIi
MoYTOBLIN agpec unu telegram-yat/kaHarn;

KHonka "CoxpaHuTb" 4151 NPUMEHEHWS HACTPOEK MOJIb30BaTE/IbCKMX KaHAs0B;

KHonka "CbpocuTtb" ana copoca 3Ha4YeHnii Ao npeablayLiero CoOXpaHéHHOro COCTOSHUS.

oo

& [1ns HacTpolikm No/b3oBaTeNbCKMX KaHaI0B YBEAOM/IEHMIA HEO6XOAMMO aKTUBMPOBATb
COOTBETCTBYHOLME CUCTEMHbIE KaHa bl yBEAOM/IEHWIT HA BKagke "HacTpoiikn - YBegoMmneHms'".

& [na nonyyeHus Chat ID o6paTtuTech k ohuLmanbHo gokymeHTaummn Telegram:
https://core.telegram.org/bots
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3.2 CBogHas nHopmaums

B naHHOM pasgene npeaocTas/ieH UHTepgeiic Ans NpocMoTpa Aall6GopAoB CUCTEMBI U yNpaBieHNs UMIA.

ECCM.PykoBoACTBO nosib3osartens.CeogHas nHopmaLus

= AELTEX =
B8 Ceogwas nHdopmauma + Cospats (]
A Mpobnemer Hasanme W3bpanmoe Onucanne AsTop
0 Kaprbicetn O Eccum * —
@& Cem OnemenTos Ha cTpaHkue 10 ¥ 1-1m31
"2 pynnoi
Ha Bknagke oTobpaxatoTcs:
1. KHonkn co3gaHus/pefaktupoBaHns/ynaneHs gawoopaa,;
2. Tabnvua gawbopnoB cUCTEMBI.
3.2.1 Jaw6opabl
Mpn HaxXaTun Ha Ha3BaHue gallbopaa B Tabnuue AalbopaoB OTKPOETCS BblbpaHHbI gawlbopd. O6nacTb
Jalbopaa pasaensietcsl Ha naHenb ynpasnexus (1) n o6nacTtb BUAXETOB (2):
Jawéopg-1 vy [lo6aBuTb BHANKET 2 Penaxtuposats O Im - B Ypamuts
i eccm_stand i Mpo6nembl
D MoReunachb ¢ IP-appec HWwa xocta Ha3saHue BaXHOCTb 3akpbITo
. Unavailable  0.0% 18 2023-05-22 12:10:59 100.110.1.121 ECCM_MES2124M_hub Memory Utilization Rom: 92 (> 90) 6 Het
@) rovioms 375 17 2023-05221210:59  100.110.1.121 ECCM_MES2124M_hub  Memory Utilization Ram: 96 (> 90) A Her
- Out of service  0.0%
16 2023-05-22 12:10:59 100.110.1.126  ECCM_MES2428 Memory Utilization Rom: 72 (> 70) A Het
[ EB 62.5%
15 2023-05-22 12:10:54 100.110.1.124  ECCM_MES2124M Memory Utilization Rom: 92 (> 90) 6 Het
14 2023-05-22 12:10:53 100.110.1.124  ECCM_MES2124M Memory Utilization Ram: 96 (= 90) A Het
3NEMEHTOR Ha cTpaHnue 10 - 1-10us18 > >l
i group_for_fake_device -
. Unavailable  60.0% i eccm
. Problems 0.0% KpuTnueckan MpeaynpexpeHne WHdopmauua
. Out of service 40.0% 3 3 0
[ EB 0.0%
Dawé6opa-1 Y B06aBUTE BUAMET & ¢ Pepaxtuposats L‘:\ m - B Ypauts

C nomoLb0 naHesnv ynpassieHns p,aI.IJ60p,EI,OM BO3MOXHO:

1. OTMeTUTb Aalbopa Kak n3bpaHHbIii (Mnn yopaTb U3 M3bpaHHbIX);

2. [lo6aBuUTb BUOXET,

3. COXpaHI/ITb N3MEeHEHNA ,qaLu60p,u,a (KHOI'IKa CTaHOBUTCA aKTMBHOVI, €CJ/In eCTb HeCOXpPaHEHHbIe

N3MEHEHUS);
PepaktupoBatb gawoopg,;
O6HoBUTL pgawbops;

No o s

Yoanute gawwoop.

3apatb nepmop, 0OHOBMEHUA AaHHbIX;
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ECCM.PykoBoACTBO nonb3oBatenia.CeBogHasa nHopmMaLms

3.2.2 BupgxeTtsl
CyulecTBylowmne BUAXETbI 0OTOOGpaxatoTca B 061acTn BUAXETOB gawbopaa. MeHo BuakeTa fOCTYMHO Npu

HaXXaTuu Ha KHOMKY : B BEPXHEM NpPaBOM YI/ly BUAXKeTa:

¥ eccm_stand R-
* O6HoBUTBb
. una [ OTkpeiTs
Prot & Hacrpoitku
Out .
B Ynanuts
(12
4
MeHto BMnaXeTa No3BOJIAET:
1. OBGHOBUTbL AaHHblE BUOXKETA,;
2. OTKpbITb BUIKET B HOBOW BKIAKE;
3. OTKpbITb hOpMYy pefakTMpoBaHNSA BUIKETA,;
4. YpanuTb BUOKET.
Mpun co3gaHnn/pefakTMpoBaHnn BUAKETa OTKPOETCA COOTBETCTBYOLAas dpopma:
[o6aeuTb BULXET
WmA BuameTa TWn BUaXETa *
CoCTOAHWe YCTPOACTE x  CocToAHWe YCTPOHCTE -
C npo6inemamu He ofcnyxusaeTca HepocTynko Bcero m CB

3 2 g 21

a rp!,'nnao

Onepauma

PageH 7 -4 eccm &

OTMeHUTE Cosgatb

dopma co3aaHns/peaakTUPOBaHNs COAEPXKNT CNeAYIOLLNE NEMEHTbI:

Mone Ha3BaHWA BUOKETA;

MeHto BbliGopa Tna BuaykeTta (A0CTYNHO TObKO NPV CO34aHnm);
OKHO NpeaBapuTeNbLHOr0 NPOCMOTPA;

OKHO BblbOpa NpeAcTaBeHNs;

Bknagka HacTpoVikn donnstpaumm;

KHOMKu coxpaHeHns1/0TMEHbI N3MEHEHWIA.

ocoupwn =
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ECCM.PykoBoacTBO nosb3osatens.lpobnemsi

LL)
N5 nepemeLLieHns BUIKeTa HeOBX0AMMO 3aXaTb MKOHKY ** B BEPXHEM SIEBOM YI/ly BUIKETA NIEBON KHOMKO
MbILLW U, YAEPXNBAS ee, NepeMecTUTb BUMKET. [N M3MEHEHUsI pasmepa BUaKeTa HeE06X0ANMO 3aXaTb
HXHWI NpaBblli yron BUAKeTa NeBoli KHOMKOM MbILM U PacTsIHYTb BUAXKET 40 He06X0AMMbIX pa3MepoB.

& [1ns coxpaHeHVs USMEHEHWI BUKETOB HEOBXOAVMMO HaxaTb KHOMKY "CoxXpaHuTh" Ha naHenm
ynpasneHus gawbopaa.

3.3 TlNpob6nemsbl

B naHHOM pasgene cogepxuTcs nHopmalmsi 0 NpobiemMax Ha y3nax CeTu.

= ./f.eLTeX o . EccmEE -

SuperAdmin
B8 CeopnHan uHdopmMaLmMa z QO
P .. YO
O D ToABHNaCch ¢ IP-agpec Mms xocTa HasBanue BaxHoCTb 3akpbITO
1 Kaptoicetn o
@ o (] 5 2023-05-24 09:58:15 100.110.1.126 ECCM_MES2428 Memory Utilization Rom: 72 (> 70) A Her
eTb
-05-24 09:58: 1. 1 | hul lemory Utilization Rom: 92 (> et
4 2023-05-24 09:58:06 100.110.1.121 ECCM_MES2124M_hub M Utilization Rom: 92 (> 90) H
"2 rpynnoi
-05-2 :58: . .1, | |_hul lemory Utilization Ram: > leT
3 2023-05-24 09:58:06 100.110.1.121 ECCM_MES2124M_hub M Utilization Ram: 96 (> 90) A H
m o
-05-24 09:57: 1. 1 lemory Utilization Rom: 92 (> et
2 2023-05-24 09:57:58 100.110.1.124 ECCM_MES2124M M Utilization Rom: 92 (> 90) H
-05-24 09:57: 1. i lemory Utilization Ram: 96 (> et
%, Wabnoner 1 20230524 09:57:56 100.110.1.124 ECCM_MES2124M M Utilization Ram: 96 (> 90) A H
0 WHuumanusaums yctponcTs SnemenTos Ha cTpakkye 10 1-5u25
a 3agaun
E CobbiTus

Ha Bknafke oToGpaxatoTcs:

1. KHomku counsTpaumm, 06HOBNEHNS AaHHbIX Tabnuubl, a Takke KHOMKa 3akpbITUS NPO61eMbI BPYUHYIO;
2. KHOMKM GbICTPOWA chunbTpaumm no ctatycy npo6rembl (OTKpbITO/3aKpbITo);
3. Tabnuua c nHdpopmaumeli o npobaemax.

[N 3aKpbITUSi Npo6/1eM BPYUHYH BbIGEPUTE UX ¢ NOMOLbH chniaroB (1) u HaxkMuTe KHOMKY "3akpbiTh” (2):

—

= Q  3aKpeITh

@ 3akpeiTo OTKpBITO

B D Moseunacs ¢ IP-appec Mms xocta HasBakue BaHOCTb 3aKpbITo
U]

5 2023-05-24 09:58:15 100.110.1.126 ECCM_MES2428 Memory Utilization Rom: 72 (> 70) A Het

a 4 2023-05-24 09:58:06 100.110.1.121 ECCM_MES2124M_hub Memory Utilization Rom: 92 (> 90) a Het

a 3 2023-05-24 09:58:06 100.110.1.121 ECCM_MES2124M_hub Memory Utilization Ram: 96 (> 90) A Her

O 2 2023-05-24 09:57:58 100.110.1.124 ECCM_MES2124M Memory Utilization Rom: 92 (> 90) a Het

a 1 2023-05-24 09:57:56 100.110.1.124 ECCM_MES2124M Memory Utilization Ram: 96 (> 80) A Her

3nemerTos Ha cTpakmue 10 ¥ 1-5u35
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ECCM.PykoBoACTBO Mnosib3oBaresns.KapTbl cetu

3.4 Kaptbl cetn

B naHHOM pasgerne cogepXxuTca nHgopmMauums o kaptax cetu. Kapta cetn — 310 10rmko-rpadomko-
cxemarmyeckoe npeacras/ieHne B3anMogencTBmA CeTeBbIX YCTPONCTB. JaHHbIi pa3aesn no3BonseT

onpeaensite CBA3b YCTPOWCTB B pamMKax OAHOI rpynnbl U OCYLLECTBIATb MOHUTOPUHI AOCTYMHOCTU YCTPOICTB

Ha KapTe.

= .’_.eLTeX o ECSMEE.

SuperAdmin

- s

B Coonnan uHdopmauna =

/' Cospate

=

Mpo6nems! (] I Hassakne Tpynna

Kaprbi cetn O 2 map_with_testDevices eccm /group_for_eccm_stand

1 map-1 eccm /group_for_emulator
Cetb

“ & 7z b

3nemerToE Ha CTpaKuLe 10 ¥ 1-2u32

Tpynnbl

no

LiabnoHbl

WH1UmMan13auma ycTpoicTe

3apauun

m @z & ~ 3

Co6biTHA

B pasgene oTo6paxaroTcst UHCTPYMEHTbI 4718 ynpaBneHus kaptamu cetu (1) n cnncok JoCTynHbIX KapT (2):

1. VIHCTpPYMEHTbI YNpaBieHMs KapTamu:
+ KHonka tpunstpauumn — donnstpanmsa KapTbl MO KAKOMY-TIM60 NpU3HaKky;
* KHornka o6HOBNeHnss — 06HOBNEHNE Tabnnubl C KapTamu,
+ KHonka "Yganutb" — yganeHue BblopaHHON KapTbl U3 CINCKa,
+ KHonka "Co3pgatb" — co3gaHvne HOBOW KapTbl CETH;
2. Cnncok KapT, AOCTYMHbIX B CUCTEME:
* HasBaHue — ums KapThbl;
+ [pynna — yCcTpoCTBa, KOTOPble AOCTYMNHbI 419 UCNO/b30BaHMA Ha KapTe.

14




ECCM.PykoBoACTBO Mnosib3oBaresns.KapTbl cetu

3.4.1 TpocMOoTp KapTbl CETK

[ns npocMoTpa KapTbl CETU K/TIMKHUTE Ha ee Ha3BaHue B Cnvcke. Ha CTpaHuLe KapTbl 0TO6paKatoTcs KHoMKa
pefakTypoBaHus KapThbl (1), nose No/IHOTEKCTOBOroO nowucka (2) n cama kapta cetu (3):

EccmE.E.
-
SuperAdmin
map-1 #" Penaktnposars Q

e

esr-20 aition

ICMP  SNMP  SSH

gtz

@ e

esr-10

—— esi-1700
ICMP SNMP  SSH

ICMP SNMP SSH

[

+] [=] f

esr-1000
esr-100

— ICMP  SNMP  SSH
ICMP  SNMP  SSH

KapTta cetTn coCcTouT U3 cneayloLmnx a/1IeMeHTOB:

1. ¥Y3en cetn — oToGpaXxaeT YCTPOMCTBO CETU M €50 CTaTyC B CUCTEME;

2. WHbopmaumsi 06 ycTpolicTBe — OTOGpakaeT MMs yCTpoiicTea (B Ka4ecTBe MMEHU YCTPOcTBa
ncnonb3yetcsa ero hostname) n MHYOpPMaLUIo 0 ero crtatycax fOCTYNHOCTW (CETEBOWN, MOHUTOPUHTA,

ynpasneHus);

CBsA3b Mexy y3/1aMu — 0TOBpaXaeT CBA3b MeXy CETEBbIMU YCTPONCTBAMU A1 NPeACTaB/1eHNs

Tononoruy cetn (Ha cBA3M NognucaHbl MHTepdercbl YCTPOCTB, Yepes KOTOPbIE OHW COeVHEHbI APYT C
APyrom).

esr-1000

esr-100

ICMP SNMP SSH
ICMP SNMP SSH

© Mpu kMKe MO UMEHM YCTPOICTBA Bbl ByeTe NepeHanpasieHbl Ha cTpaHuLy "Hhopmalms 06
yCTpoicTBe" BbIGpAHHOrO BamMun YCTPONCTBA.

15




ECCM.PykoBoACTBO nosib3oBartensa.Kaptbl cetu

Hwxe npeactasneHbl yC/10BHbIE 0603HaveHnst 1 onucaHme CTaTryCoB Yy3/10B CETU!

YcnoBHoe 0603HavYeHue

LiBeT y3na

CuHuin

Cepbiit

TEéMHo-cepblii

KpacHbiii

OpaHxeBblii

YCTponcTBO

MapLupyTtuzatop ESR

KommyTatop MES

SMG-ycTpoiicTBO

MapLupyTtusarop ME

Ctek KommyTaropos MES

HensBecTHoe ycTpoiicTBO

O6nako/ceTb

OnucaHue ctaryca

YCTPOWCTBO AOCTYNHO 419 paboThbl B CUCTEME
YCTPOCTBO eLUé He CUHXPOHU3UPOBaHO

YCTpoiAicTBO He o6cnyxnBaeTcsi (3a6/10KMPOBaHO B CUCTEME)

YCTpOWCTBO HEAOCTYMNHO

Ha ycTpolicTBe 06Hapy>XeHbl Npo6/1eMbI

16



ECCM.PykoBoACTBO nosib3oBartensa.Kaptbl cetu

3.4.2 Towuck Ha KapTe ceTn

Ha cTpaHuue KapTbl AOCTYNeH NOSIHOTEKCTOBbIV NOUCK. MOMCK OCYLLECTBNSETCA MO C/eayoWwmmM atpubytam
YyCTPOWCTB: hostname, cepuiiHbli HoMep, IP-agpec, MAC-agpec, Mogens yCcTpoicTea. s noncka yCTpoucTB
BBeauTe WwabsoH ANns noucka B nosie BBoAa B BEpXHEM NpasBoM yriy cTpaHuubl n Haxmmnte ENTER. Ecnu
OyAeT HaigeHo coBnageHune no wabnoHy, yCTPoOMNCTBO OyAeT BblAENEHO XENTbIM LiBETOM:

2 Penaktuposatb Q. esr-100 X

P

Gl @it

gits0rz
ICMP SNMP SSH

gition
gitoe

esr-10 esr-1700

ICMP  SNMP SSH ICMP  SNMP SSH

gilin2 Qo

- i1z
LS

gz @it T

esr-1000

esr-100

ICMP  SNMFP SSH
ICMP  SNMP SSH

[na oTMeHbI noncka ouncTuTe nosie BBoga 1 Haxmute knasuwy ENTER.

3.4.3 Co3pgaHue KapThbl

[nsa co3paHmsa HOBOW KapTbl CETU HaxKMUTe KHOMKY "Co3aatk” B pasaene "KapTbl ceTn”. OTKpoeTcs pefakTtop
KapTbl CEeTH.

17



ECCM.PykoBoACTBO Mnosib3oBaresns.KapTbl cetu

3.4.4 PepakTvpoBaHve KapThbl

[ns pefakTnpoBaHuUs KapTbl CETU BblbepuTe KapTy B pasaene "KapTtbl ceTn', nepeignrte Ha cTpaHuuy
NPOCMOTpPa KapTbl M HAXXMUTE KHOMKY "PepaktupoBartb”. OTKPOEeTCa pefakTop KapTbl CeTu:

E EE
.Ebe LTeX - S::e:dmin

Hasgatme * Tpynna
CeogHan MHdopMaLma s

eccm v CoxpaHutb BepHyTbea

MNpo6nembl

+ [o6aBuTb ycTpoiicTea b NobasuTs o6nako W Yaanuts Y CoapaTs noakapTy 0
Kaptbl ceTn

CeTb

a2 ® 7 b

Ipynnel

SNeMeHTbl yrpaB/ieHnsi PeAakTOPOM KapTbl CETU:

1. HasBaHue — nms co3gaBaemoli KapTbl CeTy;

2. Tpynna — rpynna ycTpOICTB, AOCTYMNHbIX A1 UCMNO/Ib30BaHKSA B pefakTope (MOXHO 3a4aTb TOIbKO Npw
cO3[aHuny HOBOI KapTbl);

3. [o6aBunTb yCTpOCTBa — KHOMKA, OTKPbIBAOLLASA CMCOK YCTPONCTB U3 BbIOpaHHO rpynnbl 415

[o6aBneHns nx Ha KapTy,

[o6aBnTb 0651aK0 — KHOMKa Ansa nobasneHnsa obnaka Ha KapTy,

Ypoanutb — KHOMKa 415 yaasieHNst BbIGpaHHOro YCTPOICTBA C KapTbl

Cospgarb nogkapTy — KHOMKa AJ/19 NPUBA3KN NOAKAPTLI K 0OBbEKTY;

CoxpaHnTb — KHOMKa 419 COXpaHeHUs AaHHbIX KapTbl CETY;

BepHyTbCsi — KHOMKa AN19 Bo3BpaTa K CNMCKy KapT ceTu (6e3 COXpaHeHNs U3MEHEHMIA/CcO34aHNA HOBO

KapTbl).

© NG A
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ECCM.PykoBoACTBO nosib3oBartensa.Kaptbl cetu

3.4.4.1 [obasneHue ycmpolicmsa

[na no6aBneHns ycTpoicTBa HaXXMUTE Ha KHOMKY "[06aBnTb YCTPOCTBA" B pefakTope KapTbl CETU.
OTKpOeTCA OKHO Bbl6Opa yCcTpoincTBa. BbIGOP YCTPOMCTBA OCYLLECTBNAETCA HaxkKaTMeM Ha cpnar B
COOTBETCTBYIOLLEN CTPOKE.

BeibpaTb ycTpoiicTBa

= Q

= Ce|)HﬁHblﬁ HOMep IP-a,qpec HmMA XocTa MAC-a,upec Mogent Bepcnn no OécnymnBaHue ﬂ,OCT}'I’IHOCTb

@)

[J ES32020002 172.24.011 mes2324b  aabbicc:24:0200  MES2324BAC  1.1.1R1 BknioueHo
[J ES32020001 17224010 mes2324b  aabbicc2401:00  MES2324BAC  1.1.1R1 BKnioueHo
TEST_SERIAL 123 172.24.0.9  esr-1700 aabbcc:31:11:01  ESR1700 1.10xbuild 77 BknioyeHo SNMP
TEST_SERIAL_123 1722408  esr-1000 aabbicc:31:00:01  ESR-1000 110xbuild 77 BkmioueHo
TEST_SERIAL_123  172.240.7  esr-100 aabbcc:01:02:01  ESR-100 1.10xbuild77  BnioueHo

ONEeMEHTOB Ha CTpaHuLe 5 - 16 - 20 n3 22 1< 4 > >1

OTMEHUTB BblbpaTb

KHornka dpunstpauumn n KHonka 06HOBEHUSA AaHHbIX Tabnuubl;
. Tabnuua ycTpolicTB, B KOTOPOI 0TOGpaxatoTca AaHHble O COCTOSHUM YCTPOWNCTB, BXOAALWMX B
BblGpaHHyto rpynny. OCHOBHbIMM AB/IAKOTCA CNeytolme cTonoubl:

+ IP-agpec — IP-agpec ycTpoiicTBa;

+ ObcnyxuBaHue — cTatyc 06CnyxnBaHusa yCTpoincTea B cucteme. Ecnm B ctonbue otobpaxaetcs
cTatyc 'BktoyeHo’, To yCTPOIMCTBO NOSTHOCTLIO 0GCNYXMBAETCS CUCTEMOI (ONPOC AOCTYMNHOCTH,
METPUKK, pe3epBHOE KOMMPOBaHMe KOHMrypaumu, ynpasneHue). B apyrmx ciydanx qyHKLum
06CNY)XMBaHUA MOTYT ObITb MPUOCTAHOB/IEHD;

« [ocTynHOCTb — cTaTyc AOCTYNHOCTK ycTpoicTBa no npotokosiam TCP/ICMP, SNMP, SSH;

3. VIHCTpyMeHTbI ynpasneHuns:
+ BblbpaTb — 406aBUTbL BbIOPAHHOE YCTPONCTBO Ha KapTy;
+ OTMEeHUTb — 3aKpbITb OKHO BbIOOpA YCTPOWCTB.

N —

Mocne go6aBneHvst yCTpoiicTBa 13 CNcKa y3en yCTpoicTBa 0To6pasnTcs Ha kapTe. [Mpy NOMOLLM MbILLIN ero
MOXHO MepeTalLLmMTb B Apyroe MecTo.
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ECCM.PykoBoACTBO nosib3oBartensa.Kaptbl cetu

3.4.4.2 [obasneHue obnaka

O6nako Ha KapTe ceTu NCNosb3yeTcs 4719 0603HAaYEHNs CTbiKa C APYrMM NpoBaiifepoM, HEU3BECTHbIM
CErMeHTOM CETU UK AN Nepexoja Ha APYryo KapTy Npy NOMOLLM NPUBSA3KM K HEMY nogkapTbl. s
fobaBneHns obnaka Heo6Xo0AMMO B peakTope CEeTU HaxKaTb Ha KHOMKY "[o6aBuTb 061ako" 1 ykasatb ero
Ha3BaHue ( 4ONO/THUTENIBHO MOXHO yKasaTb TeniechoH, eciv 061aKo UCNOMb3yeTcs A1 0603HAYEHNS CThbIKa C
npoBaiiaepom):

[No6aBuTb 06naKo

OTMEHWTE NoBaeuTb

Test_zone

esr-10 gt

it vz

esr-20

20



3.4.4.3 [obasneHue css3uU

ECCM.PykoBoACTBO nosib3oBartensa.Kaptbl cetu

[na pobasneHns cBA3M Mexay y3namm HeobxoaMMmo, YTo6bl Ha kapTe Ob110 2 yecTpolicTBa 1 6onee. Hasegute
KYpCOp MbILLK Ha NepBbIil y3es yCTPoucTBa:

LLleNkHMTe NTeBOI1 KHOMKOV MbILLV Ha NOSIBUBLLYHOCS HA Y3/1e TOUKY U, yAepXnBasi Mblllb, NepeHecuTe eé Ha

BTOpPOI y3en ycTpoiicTea:

<+ Job6aBuTh ycTpoicTBa

®

esr-100

& [o6apuTb 0bnako

esr-1000

+ [o6aeuTe yeTpoicTea

@ [o6asuts obnako

sarial number; TEST_SERIAL_123
Ip 172.24.08

mac: aa'bbrcc:31:00:01

model: ESR-1000

hostname: esr-1000

esr-1000
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ECCM.PykoBoACTBO Mnosib3oBaresns.KapTbl cetu

Mocne 3Toro OTKPOETCA OKHO BblGopa MHTEPECOB NOAKIOYEHUS, e HEOOX0AMMO BblGpaTb MHTEPAENICHI,
yepes KOTopble YCTPONCTBA B3aUMOLENCTBYIOT:

BribpaTb UHTepdelickl NOAKNIOUEHUS

Bbi6epuTe uHTepdeiic Ha ycTpoiicTee 172.24.0.7:

[ocTyHbIe MHTepdeRch yana

gigabitethernet 1/0/1 M

Bbi6epuTe uHTepdeiic Ha ycTpoiicTee 172.24.0.8:
gigabitetheret 1/0/5

gigabitethernet 1/0/6

gigabitethernet 1/0/7

etho b

gigabitethernet 1/0/1

gigabitethernet 1/0/2

© Mpu ycnosusx, uTo y AOGABMEHHbIX B paMKax OfHON rpynmbl yCTPOUCTB BK/toYeH LLDP n cepBucsl
ECCM ycnenu onpocutb AaHHble ycTporicTBa no SNMP-LLDP, cBsi3n mexay ycTpoiicTBaMu Ha KapTe
6yyT OTpMCOBaHbl aBTOMAaTUYECKN BMECTe C BbIGOPOM MHTEPIENCOB A1 CBA3N.

3.4.4.4 CosdaHue rnookapmel

MoakapTbl UCNONBb3YIOTCA /1A Nepexofa Mexay kapraMu ceTeil B cucteme Npy MOHUTOPUHre. /19 co3gaHns
noAKapTbl B pefakTope KapT BbloepuTe 00bEKT NN HECKOMIbKO 06bEKTOB, HAXKMUTE KHOMKY "Co3aatb” U
BblGepuTe KapTy, Ha KOTopyto ByaeT ceblnarbCcs nogkapra:

Job6aeutb nogKapTy

BoblGepuTe KapTy, Ha KOTOPYHO CChINAETCA NOAKaPTa

all_network_map -

OTMEHHTE Coapate

all_network_map

esr-1000
6i1/07

gl
qi/0/1

i1/0/2
g esr-20

esr-1700
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3.4.4.5 YoaneHue anemeHmos

[ns ynaneHusi aneMeHToB (Y3/bl, CBA3W, NOAKAPThI U [p.) B PEaKTOpe KapT BbI6EPUTE UX U HAXKMUTE KHOMKY
"Yoanute":

<+ [obaBWTk ycTpoHCTEA & [o6asute 06nako 'i' Yp.aﬂwrb * Cospate nogkapTy

YAANWTE BLISPEHHEIE 3NEMEHTEI C KapThI

inet

aie

git/0i o1
esr-100

esr-1000

MoaTsepauTe AeiicTBUE yaaneHus:

Yoanute anemMeHThl € KapTel CETH

bypeT yaaneHo:
Ycrpoicte: 1
Cefzen: 1

Oénakos: 1

Het Oa

»

© Npu yganenun nogkapTbl GyayT yAaneHbl BCe 06BbEKTbI, K KOTOPbIM OHa NPUBS3aHa.
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3.5 Cetb

B paHHOM pasgene npeactaBneHa MHhopMaums 06 yCTpoCcTBaxX CUCTEMbI, Pa3feNeHHbIX Ha
afIMMHMCTpAaTUBHbIE rpynnbl. Pasgen no3eBonsieT o6aBnATb U yaanaTb YCTPONCTBA B CUCTEME, a TaKkKe
Mcnonb3oBaTb rPYNMNoBbIe onepauuy cpasy A1 HECKOMbKMX YCTPOIACTB.

’ EccmE. E.
= ) u o~
HELTEX perd
= ECCM
25 Coaran nndopmaLua " Hasnrauna  roynu * Q [
8/0/8

A Mpoénemsl

= Q
[ Kaprbicetn

E ) CepuiHbit Homep  IP-agpec W xocta MAC-agpec Cepus Mogens Bepews M0 Oenywusanue  JOCTyNHOCTH Ipynna IE:Q;E:“W,ECW
@ Ccem

O 107  VIIF005002 100.110.1.123 ECCM-SMG-1016M  e0:d9:e3:df:88:3d SMG-1016 SMG-1016M 3.20.5.4865 Brmodero ICMP | SNMP ecom /Tpynna-1 076
@ pynnsi

[J 106 ES8B000023 100.110.1.127 ECCM_MES5316A €0:d9:3:26:d7:00 MES53xxA MES5316A 6.50R3 BKioueHo ecem /Tpynna-1 0/7
m no [0 105 ES87085387 100.110.1.126 ECCM_MES2428 cc:9d:a2beib6:40 MES14x/MES24x/MES3708 MES2428AC  10.32R1  Bknmiosero ICMP | SNMP ecom /Tpynna-1 1/7
&, Uabnoks: O 104 ES32023387 100.110.1.125 ECCM_MES23248 4:52:04:86:08:80 MES23xx/MES33x/MES35xx/MES36xx MES2324BAC([2] 4.0.19R3  Brmodero ICMP | SNMP ecom /Tpynna-1 0/7
P R —— [J 103 ES1D000845 100.110.1.124 ECCM_MES2124M a8:f9:4b8cce00  MESTIx(/MES21x/MES22xx MES2124M AC ~ 1.1.48.13 BKioueHo ecem /Tpynna-1 2/7
8 O 102 ES1D000356 100.110.1.121 ECCM_MES2124M_hub a8:f9:4b:8c:53:c0  MEST Tx/MES21x0/MES22xx MES2124MAC ~ 1.148.13  Bknmiodero ICMP | SNMP ecom /Tpynna-1 2/7

3apaun

O 101 ME10000104 100.110.1.128 ECCM_ME5200 e4:50:04:der15:80 ME5200 MES5200 36090T  Brmodero ICMP | SNMP ecom /Tpynna-1 0/14
E CobbiTnst

] 100 NP15011091 100.110.1.122 ECCM-ESR-200-1 cc9d:a270:afd8  ESR-100/200 ESR-200 1.152build 1 Bkniouero ecem /Tpynna-1 0717
A VYeepomnerus

3nemexTos Ha cTpakmue 10 ¥ 1-8us8

@) Tpanbi
* HacTporiku

3.5.1 Hasurauus no rpynnam

B BepxHeli yactu pacnosioxeHa kHonka "Haeurauma” (1), a Takxe HaBUraumoHHas Lienoyka B cTune
"breadcrumbs” (2). Lienouka oto6paxaeT nyTb K TEKyLLeli rpynne, No3BOMSET BbINOMHUTL GbICTPbI BO3BpAT K
NGO U3 poaMTENLCKUX TPYMMN WU NEPENTH K foYepHeli rpynne. Takke MOXHO MOCMOTPEThL CTATUCTUKY NO
rpynnam:

ECCM 123

"[= Haeuraums revinsl *  YCTROWCTBA
3/0/3 3/0/3
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Mpy HaXxaTMn Ha KHOMKY HaBuraumm oTKpbiBaeTCcs MoAasIbHOE OKHO, KOTOPOe NpeAcTaB/seT nu3 cebs
[APEBOBUAHYIO CTPYKTYPY, B KOTOPOI MOXHO CKPbIBaTb U PacKpbIBaTb BIOXKEHHbIE pynnbl. Takke fOCTyNeH
MOSTHOTEKCTOBBIN MOUCK FPYNM MO UX Ha3BaHWIO. /19 noucka rpynnbl N0 Ha3BaHUI0 BBEAUTE UCKOMOE C/I0BO B
none BBoJa: B BbiNajatoLLleM Cncke 0To6pasATca BapuaHTbl, yA0BNeTBOPAOLWMeE WabnoHy. s nepexosa B
TY WU MHYIO TPynny HaXKMUTE Ha HEe, a 3aTeM Ha KHOMKY "BblopaTtb” (Mn aBakabl KNVKHUTE NEBOIA KHOMKOA
MbILLUW Ha HY>XXHYtO Tpynmny):

Bbi6paTh rpynny

test

v @ ECCM
&= base_test_group
v I sibir
B NSK
O Tomsk

= test

OTMeHNTB Bbibpath

Twunel rpynn:

* nycTas rpynna — rpynna, B KOTOpyto ewé He fo6aBneHbl yCTPoNCTBa Unv Apyrue rpynmbi
* rpynna c rpynnamMmu — rpynna, B KOTOpy A06aB/eHbl Apyrue rpynnbi;

* rpynna ycTpoWCTB — rpynna, B KOTOPOW yXe eCTb YCTPONCTBa;

+ rpynna IP-pabpvikn — rpynna co cneumasibHbIM hyHKUMoHasom IP-pabpuk.
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YnpasrieHue ycTponctsamu

Mop, HaBUrauMoHHOM LENOYKOM HaXo4ATCA KHOMKU A/19 ynpaBfieHns Tabnuueii u ycTpoiicTBammn B Heil:

z Q
1. KHonka cpunstpaumm gaHHbIX Tabnuupl,
2. KHorka 06HOB/MEHMA faHHbIX Tabnuubl;
3. ,ﬂ,06aBI/ITb yCTpOVICTBa. YCTpOﬁCTBa MoryT ObITb ,Cl,06aBI'IEHbI TOJIbKO B NYCTYIO rpynny wan B rpynny c
ycTpoincTBamu;
4. O6HOBUTbL — 0BHOB/EHME YCTPOICTBA. KHOMKa CTAHOBUTCS aKTMBHOW Npu BbIGOpEe YCTPONCTB B TabnmLe;
5. KOHqI)I/IprI/IpOBaTb - KOHd)VIprVIpOBaHI/Ie yCTpOIZCTBa. KHoMKa cTaHOBUTCSA aKTUBHOW npu Bbl60pe
YCTPOWCTB B Tabnmue;
6. Pa3bnokmpoBaTb — pa3bnokMpoBKa yCTpPocTBa. KHOMKa CTaHOBUTCS akTUBHOM Npu BbIGOpe YCTPOICTB B
Tabnuue;
7. 3abnokvpoBaTb — 6/10KMPOBKa YCTPOMCTBA. KHOMKa CTAHOBUTCS akTUBHOW Npy BblIGOpe YCTPONCTB B
Tabnuue;
8. HEDEMECTI/ITI: — nepemMellieHmne yCTpOVICTBa. KHonka cTaHOBUTCA aKTUBHOW npun Bbl60pe yCTpOI7ICTB B
Tabnuue;
9. CpaBHI/ITb — CpaBHEHUE KOHqJVIpraLIIVII\/II yCTpOI7ICTB Apyr C Apyrom;
10. Y,D,aJ'IVITb — yaasieHne yCTpOVICTBa. KHoMnKa cTaHOBUTCA aKTUBHOI npum Bbl60pe yCTpOI\/'ICTB B Ta6nv|u,e.
=z
O o Cepuitubiii Homep  IP-appec Wmsi xocTa MAC-agpec Cepus Mogens Bepcual0  Obcnywwsawme  [locTynHocTs rpynna ;]:Tﬁ’j‘w scero
(0)
O 107 VIFOD5002 100.110.1.123 ECCM-SMG-1016M e0:d9:e3:df-88:3d SMG-1016 SMG-1016M 32054865 Bxniodero ecem /Tpynna-1 0/6
O 106 ES88000023 100.110.1.127 ECCM_MES5316A e0:d9:e3:26:d7:00 MES53xxA MES5316A 6.50R3 BKniouero ecem /Tpynna-1 0/7
[0 105 ESB7085387 100.110.1.126 ECCM_MES2428  cc:9d:aZbe:66:40 MES14xx/MES24xx/MES3708 MES2428 AC 1032R1  Brniouero ecem /Tpynna-1 1/7
O 104 ES32023387 100.110.1.125 ECCM_MES2324B  e4:5a:04:86:08:80 MES23xx/MES33x0/MES3500MES36xx  MES2324BAC[2] 40.19R3  BrnioveHo ecem /Tpynna-1 0/7
0 103 ESID000845 100.110.1.124 ECCM_MES2124M  a8:f9:4b:Bc:ce:00  MESTTxe/MES21xx/MES22xx MES2124MAC  1.148.13  Brniosero ecem /Mpynna-1 277
3NeMeHTOB Ha CTPaHMLe 5 - -5u38 > 2l

B Tabnuue c ycTpoiicTBamy oToGpaxaeTcs cneaytoLas MHopMaLms:

ID — nopsiAKOBbLI HOMEpP YCTPONCTBA B CMCTEME YNpaB/ieHns, TpucBanBaeTcs npu gobasneHun
ycTpoiicTBa B cuctemy. Hymepaumsa HaumHaeTcs oT 100, kaxapbli HOMepP YHUKasIeH Y HEe MOXET ObITb
NCNO/Ib30BaH NMOBTOPHO;

CepuitHblin HOMep — KOMBMHauMsA undp 1 Byks, KOTopas cunTbiBaeTcs ¢ ycTporictea no SNMP n
XpaHuTcAa B 6a3e AaHHbIX;

IP-agpec — IP-agpec ycTpoiicTBa B CETU ynpaB/ieHns yCTpoicTBamu (kaxaoe yCTpoicTBO uMeeT
yHUKasbHbIl IP-aapec). OTo6paxaeTcsi B BUAE CCbI/IKM, MO KOTOPOI MOXHO NEPETI Ha CTpaHuLy
ynpaB/ieHNsi yCTPOVCTBOM,;

Nmsi xocta — ums xocTa (hostname), cuntbiBaeTcs ¢ yctpoiictBa no SNMP 1 xpaHuTcsi B 6a3e AaHHbIX;
MAC-agpec — MAC-agpec ycTpoiicTBa, cuntbiBaeTcs ¢ yctpoictea no SNMP n xpaHuTtcs B 6a3e
[aHHbIX;

Cepus — Ha3BaHne MOAENBLHOrO paaa, cunTbiBaeTcs ¢ ycTporictea no SNMP v xpaHutcs B 6a3e faHHbIX;
Mopenb — HaszBaHne Mogenu, cunTbiBaeTcs ¢ yctpoictBa no SNMP 1 xpaHuTcA B 6a3e AaHHbIX;
Bepcusa MO — Homep Bepcum MO, ycTaHOBNEHHON Ha YCTPONCTBE, CUnTbiBaETCA € ycTpolictea no SNMP
N XpaHnuTcsa B 6ase faHHbIX;

O6cnyxmBaHne — ctaTyc 06CnyXunBaHus yCTPOCTBa B cucteme. Ecniv ycTpoicTBO MMEET cTaTtyc
'BKNtoY€HO', OHO NOJSTHOCTLI0 06CNYXMBAETCS cMcTeMoli (ONpoc AOCTYNHOCTH, METPUKU, pe3epBHOE
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KonMpoBaHWe KoHdUrypauum, ynpasneHue). B apyrux cnydasx chyHKLUmM 06CnyXmnBaHus MoryT 6bITb
NPUOCTAHOB/EHbI;

+ [ocTynHOCTb — cTaTyc AOCTYNHOCTU ycTpoicTea no npotokoniam TCP/ICMP, SNMP, SSH;

« Mpynna — rpynna, Kk KOTOPO OTHOCMTCS YCTPOWNCTBO;

* Tpwurrepsbl, cpaboTanin/Bcero — KoNnM4yecTBo cpaboTaBLUMX aBapUiiHbIX TPUITEPOB Ha yCTpoicTBe/obee
KO/IMYECTBO TPUITEPOB Ha YCTPOICTBE.

3.5.2.1 [obasneHue ycmpolicms

[nsa Toro 4to6bl 406aBUTL YCTPONCTBO, HAXKMUTE KHOMKY "[06aBUTb YCTPOMCTBA" Ha BKNagKe C yCTpoONnCTBaMu.
OTKpOEeTCs OKHO CriefytoLlero Buaa:

[o6aBWUTb ycTpoONCTBa

PyuHoe fo6aBnexue O6HapymeHune

® + YTo6bl 106aBUTb OHO YCTPOICTRO - BCTaBbTe IP-afpec B none IP.
* YT06b1 JOBABUTL HECKONBbKO YCTPOMCTB 3@ OAMH pas - BCTaBbTe CrMCoK |P-aapecoB, pa3feneHHbix npo6enom, B none IP.

-+ Mobaeutb

IP-appec Mogenb (Kon-eo nUUeHzWA) Craryc HeAcTEne

192.168.0.1 ESR-10 0K

192.168.0.2 ESR-10 0K

OTMeHUTB LobaBuTb

dnemeHTbl nHTEpdeiica:

1. IP-agpec — none ans ykasaHus IP-agpeca HOBOro yCTpPONCTBa;
2. Mopgenb (Ko/-BO NMLEH3MI) — Ha3BaHVe Moaenn. B ckobkax ykaszaHO KO/IMUYeCTBO YCTPOICTB, KOTOpoe
MOXHO [06aBUTb COr/1aCHO YCTAaHOBNEHHON NMLIEH3NMK;
3. Cratyc — pesy/nibTar NpoBepk/ BBEAEHHbIX AaHHbIX. BO3MOXHbIe CTaTychbl:
+ OK — npoBepka npoLusia ycnewHo, yCTPOMCTBO MOXHO 406aBUTbL B CUCTEMY;
+ INVALID_IP — agpec He npolien sanugauunto: popmMmar HEKOPPEKTEH, U €CTb JINLLHNE CUMBOJbI;
+ NO_LICENSE — goCTUrHYT NMUT KONMYeCTBa YCTPOICTB AAaHHOW MOAENN B NINLEH3NN;
* DUPLICATE_IP — B cucteme unv B CUCKE YCTPOICTB Ha A06aBfeHme yxe ecTb YCTPOMCTBO C
yKaszaHHbIM |[P-agpecowm;
KHonka g9 yganeHust ycTponcTsa 13 Crmcka,;
KHorka g9 no6asnieHns AOMNONHNUTETbHOTO YCTPOMCTBA B CNNCOK,;
KHOMKW1 ynpasneHus:
* OTMEHUTb — 3aKpbITb OKHO 6e3 COXpaHeHus;
+ [lo6aBnTb — [06aBUTb BCE YCTPOICTBA, Npolueawmve Banugaumto (Mmetolme ctatyc "OK"). He
npowealime sasiMgaumio ycTporcTaa 6yayT NpoMrHoprpoBaHbl.

o v s
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3.5.2.1.1 PyuHoe gob6asneHune

Bo Bknagke "PyyHoe fo6aBneHne" MOXHO BpyUHYHo A06aBUTbL HOBbIE YCTPOICTBa B cuctemy. Beeaunte IP-
afpec 1 Mofenb YCTPOCTBa B COOTBETCTBYOLWME NonsA. Cuctema npomsBeseT NpoBepKY BBEAEHHbIX AaHHbIX
1 B none "Ctatyc" oTo6pasuT, BO3MOXHO 11 A06aBUTb YCTPOIACTBO B cuctemy (ctatyc == OK) unm ectb kakme-
60 owmn6KM (HanpuMep, HEKOPPEKTHLIN IP-aapec, Hannume ycTpoiicTBa ¢ Takum xe IP-agpecom nnu
HeA0CTaToK NNLEH3NI ANa BbIGPaHHO Mogenn). Ecnv napameTpbl BBEAEHLI KOPPEKTHO, B HKHEN YacTu OkHa
CTaHeT akTUBHOW KHOMNKa "[,06aBuTh". Haxxmute ee ans gobasneHus.

© B none "IP-afpec” MOXHO BCTaBUTL CNMCOK IP-apecos, pasgeneHHbix npobenamu. SToT CNUCoK byaeT
06paboTaH B MHTEepelice 1 pasaeneH NOCTPOYHO Ha OTAeNbHble YCTpolicTBa. Mpu aToM Kakaomy |P-
agpecy 6yaet coOOTBETCTBOBATb MOAE/b YCTPOMCTBA.

3.5.2.1.2 O6HapyxeHue

Bo Bknaake "OGHapyXeHMe" MOXHO BbINO/IHATbL aBTOMaTM4Yeckoe AobaBeHme 06HapyXEHHbIX YCTPOCTB Mo
N3BECTHOMY AManasoHy.

[obaeuTb yCTpoiicTBa

PyyHoe po6aenenue OBHapymeHue

BepeuA SNMP * TMopT SNMP * TaliMayT 06HAPYKEHUA YCTPORCTB, MC * Communities *

[uana3soH * vac ~* 161 1000 public €

Bo Bknagke AOCTynHbI crieaytoLime nons:

1. Ouana3oH — none And ykasaHusa gnanasoHa agpecos. [logaepxmnBaeT BBOL, B pa3NNYHbIX hopmarax.
Mpumepbl:
+ 10.25.96.1-90
+ 10.25.96.1-10.25.96.90
+ 10.25.96.1/24

& V13 ykazaHHoro B nose gnanasoHa 6yget 06paboTaHo orpaHnYeHHoe KONMMYecTBo
YCTPOWCTB, N0 YMO/TYaHWNIO IMMUT BbICTABNEH Ha 256 YCTPONCTB.

N

Bepcus SNMP — BbinagatoLimii CNMCOK C BO3MOXHOCTLHO Bbibopa Bepcun npotokona. MNoaaepxmnsarorcs
npotokonbl V1, V2C, V3;

Mopt SNMP — no ymonyaHuio ncnosb3yetca 161, HO MOXHO yKasaTb MHOE 3HaYEeHUE;

TalimayT 06Hapy>XeHUs yCTPOIACTB, MC — TalimayT Ha 06HapyXXeHue YCTPOICTB;

Communities — naponb ans goctyna K SNMP;

Mounck — KHoMKa /151 BbINOSIHEHWSA 3anpoca noncka ycTponcTs nocse 3anosiHeHns opMbl.

ok w
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B pe3ynbrarte novcka 6yayT HaliieHbl YCTPOCTBa, KOTOPble MOXHO A06aBUTbL B ECCM.

HobaeuTb yCTpoiicTBa

Py4yHoe gobaBnenue O6HapymxeHue

30H * Bepcua SNMP * MopT SNMP * TaiimayT o6HAPYHEHUA YCTPORCTE, Mc * Communities *

100.128.1.0/24 v2e ~ 161 1000 public Mouek

B Buibpatb Bce (Bcero HangeHo 249)

ESR-1500 - Becero HaiipeHo 249, BeiOpaqo 2 M3 9999 gocTynHbIx -~
= IP Moaens Benpop CepuiHbIA HoMep MAC Bepcua Cratyc
100.128.1.1 ESR-1500 Eltex TEST_SERIAL_123 aa:bb:ce:01:11:11 1.6.2 build 13 EXISTS
100.128.1.2 ESR-1500 Eltex TEST_SERIAL 123 aa:bbicc:01:11:11 1.6.2 build 13 0K
O 100.128.1.3 ESR-1500 Eltex TEST_SERIAL_123 aa:bb:ce:01:11:11 1.6.2 build 13 0K
100.128.1.4 ESR-1500 Eltex TEST_SERIAL 123 aa:bbicc:01:11:11 1.6.2 build 13 0K
O 100.128.1.5 ESR-1500 Eltex TEST_SERIAL_123 aa:bb:ce:01:11:11 1.6.2 build 13 0K
O 100.128.1.6 ESR-1500 Eltex TEST_SERIAL 123 aa:bbicc:01:11:11 1.6.2 build 13 0K

OTMeHUTL JIGLELT) i

Pe3ynerartbl noucka OT06pa)KaFOTCFI B Ta6n|/|u,e CO cnegyrwowmnmm nonamMun:

IP — IP-agpec HOBOro ycTpoiicTsa.
Mogenb — Ha3BaHWe Moaesnu.
Bengop — hmpma-nponssoanTens ycTpoicTaa.
CepuitHblil HOMep — cepuiiHbIli HOMep YCTPOCTBA.
MAC — MAC-agpec ycTpolicTea.
Bepcus — Bepcusa MO, ycTaHOBNEHHAsA HA YCTPOICTBE.
Cratyc — cTtartyc ycTpoiictea B cucteme ECCM.
+ OK — yCTpOoICTBO MOXET 6bITb 4O6ABNEHO B CUCTEMY.
« EXISTS — ycTpolicTtBo ¢ Takum IP-agpecom yxxe npucyTcTBYET B CUCTEME.

C pe3ynbraraMun Noncka MOXHO BbINO/THNTL ceayruine onepaunin:

BpyuHyto BbIGpaTh OTAENbHbIE YCTpoiicTBa AN fo6aBneHns (1). HekoTopble yCTPOCTBa MOryT GbiTh
HeAOCTYMHbI ANA BbiGOpa No NpuYMHaM, oTpaxkeHHbIM B nosne "Cratyc” (2);

Bbi6paTb rpynny yCTpOCTB onpeaenéxHHoin Moaenu, oTMETUB ee Lenmkom (3);

Bbi6paTb Bce 06Hapy»eHHble ycTpolicTea (4).

Mocne 3aBepLUEHUS BbIGOpa YCTPONCTB HAXXMUTE KHOMKY "[o6aButs” (5).
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3.5.2.2 OG6HosneHue epynrbl ycmpolcms

NHTepdelic npegHasHayveH 418 co3haHuns 3agay Ha 06HOB/IEHUE TPYNIbl YCTPONCTB, KOTOPblE MOTYT ObITb
BbINO/IHEHbI M0 38laHHOMY pacnucaHuio.

[ns Toro 4to66I 06HOBUTL rPYNMY YCTPOCTB, BO BKNaAKe C YCTPOWCTBaMU BblGepuTe HYXHblE C MOMOLLbIO
chnaros (1) n HaxXMKTe kHOMKy "O6HOBUTL" (2). Ha pUCYHKe HIKe nNprBeaeH npumep:

ECCM Mpynna-1
'[=H-‘iﬂ|‘|r3|-l“ﬂ eyms * ycTRoicTEA & 0

8/0/8 8/0/8

E O + Aobasuts ycrpoiictea  []06HoBMTE \K()qurypupoaam @ Pas6nokuposars ﬁ.mm" posatb  —[lep > !;| CpaBuuTh B Yaanuts
b

m . Tpurrepel,
D CepuitHbi HoMep IP-agpec MAC-appec Cepus Mogenn Bepcwa NO 0BenyKuEaHHe JoctynxocTe pynna cpadoTani/acero

107 VITF005002 100.110.1.123 ECCM-SMG-1016M e0:d9:e3:df:88:3d SMG-1016 SMG-1016M 3.20.54865 BkmoueHO CMP | SNMP | SSH eccm /Tpynna-1  0/6

106  ESBB000023 100.110.1.127 ECCM_MES5316A  e0:d9:¢3:26:d7:00 MES53xxA MES5316A 65.0R3 Brodero CMP SNMP eccm /[pynna-1 0/7

105  ES87085387 100.110.1.126 ECCM_MES2428  cc:9d:aZbe66:40 MEST4x/MES24x/MES3708 MES2428 AC 10.3.2R Brntoyero CMP | SNMP | SSH | eccm /Tpynna-1 1/7

104  ES32023387 100.110.1.125 ECCM_MES2324B  e4:5a:d4:86:08:80 MES23xx/MES33xx/MES35xx/MES36xx  MES2324B AC[2] 4.0.19R3 Bkniouero CMP | SNMP | SSH eccm /Tpynna-1  0/7

103 ES1D000845 100.110.1.124 ECCM_MES2124M  aB:f9:4b:8cice:00  MESTTxx/MES2Txx/MES22xx MES2124MAC  1.1.48.13 Brodero CMP SNMP eccm /[pynna-1 2/7

3M1EMEHTOE Ha CTPaHiLe 5 - 1-5u38 > 2l

3anycTuTcsi MacTep HacTPOMKU. Hike NprBeAeHO onncaHue LWaros macTepa.

3.5.2.2.1 Bbi6op NO

Ha gaHHom ware HeobxoamMmo BbiGpaTh MO, KOTopoe ByAEeT 3arpyXeHo Ha BblbpaHHbIe paHee yCcTpoicTea g5
cepuii:

o Bbi6op M0 e YcTaHOBKa pacnucaHus a MpUMeHUTH
Cepun Bepcus M0 A obHoBNEHNS
ESR-15xx (1) Boi6epute ®aiin M0

ESR-1x (1) Boi6epute ®aiin N0

OTMenuTL

30



ECCM.PykoBoacTBO nosb3oBarens.Cetb

Haxxmute Ha kHonky "Bbibepute daiin MO".

OTKPOETCS ANasIOroBOe OKHO, rae HeO6X0AMMO BbiGpaTh MO. AkTyanibHoe MO GyAeT OTMEYEHO MKOHKOW v
(2). BbibepuTe MO (1) n HaxXMUTE KHOMKY "BbiGpaTth” (3).:

BribpaTk N0 gnA 06HoBNEHMA YCTPOitcTB cepun ESR-1x
WmA paina Bepcua OnucaHmue Paamep BepcHA 3arpyaunka BepcHA 3arpysunka X-loader [Oata AKTYanoHOCTh
(O | esr1x-1.15.0-build1 firmware 1.15.0 build 1 74431339 2023-01-17 11:34:28 v
(O esrix-1.145builds firmware 1.14.5 build 5 74561051 2023-01-16 16:14:25
lter er page: 10 A - 2
OTMeEHHTb

OTKpOeTCA NpexHee ANasioroBoe OKHO, IAe B KaX /0 CTPoke paaoM ¢ ceprein ByaeT oTobpaxarbcs
nHpopmavmsa o Mo:

o Bbi6op M0 e YcTaHoBKa pacnucanua e MpUMeHUTL
Cepua BepciA 110 AR OGHOBNEHHA
ESR-15xx (1) i 1.17.3 build 11
ESR-1x (1) i 1.15.0 build 1
Items per page: 10 -

OTMEHHTB JDanee
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3.5.2.2.2 YctaHOBKa pacnucaHus

Ha AJaHHOM LWare MOXXHO HaCTpouUTb BpeMA Havdasia U 3aBepLUeHNA BbINMO/THEHNA 3aavn:

[ HauaTb B 6nmxaiee BpeMs

DOara, yyyy-MM-dd *

2023-01-16 (o] 20 : 20

He 3anycKaTb HOBble NoA3agayun nocne yKkasaHHOro BpeMeHu
Oar, yy-MM-dd *

2023-01-17 [a] 16 10

Crpaterus :
(O NapannensHo
(® NocneposaTensHo

D lMpepBaTb BbINOMNHEHMe, ECNM NOA3ajaYa 3aBeplleHa ¢ olwmbKamu

Hasap Danee

6 Bribop M0 o YcTaHoBKa pacnucanng a MpumMeHuTL

MpegnaraemMbie onuyuun:

1. HauaTb B G/imxalillee Bpemsa — NocTaBuTb 3aZa4v B ovepeb NiaH1poBLLMKa cpasy nocsie ux
co3pgaHuns. Hauyano BbinosiHeHUs ByeT 3aBUCETb OT 3arpy>XeHHOCTU NaaHupoBLymKa. CHATME 3Toro
chnara No3BossieT yCTaHOBUTbL Ha4Yas10 OKHa NpoBeAeHns onepaunn 06HOBNEHWS;

2. He 3anyckatb HOBble Nog3agadyv nocsie ykasaHHoro BpeMeHn — no3BosISeT OrpaHnyunTb OKHO
npoBefeHns onepaLmm 06HOB/EHUS, 3anpeLas 3anyck 4OoNoHUTENbHbIX 3agady. MNpu 3Tom
BbIMO/THEHHbIE ONepauUun He 6yayT OTMEHEHbI, HO YCTPOCTBA, 19 KOTOPbIX 0OHOBNEHNE HE 6bIN0
3anyuleHo, ocTaHyTcsl 6e3 06HOBNEHUS;

3. Crparerus:

+ MapannenbHo — 0AHOBPEMEHHbI 3anyCK C NCNOMNb30BaHMEM BCEX NMEHLLMXCA 06pabOTHMKOB;
+ lMocnepoBatenibHO — OGHOB/EHME MO NOPSAKY, C UCNOMIb30BaHNEM OHOro 06paboTUMKA.

[V

Mpw BbiGOpe onuumii "Hauatb B 6nivxaiiliee Bpems” n "He 3anyckaTb HOBble NoA3aAayn nocsie ykasaHHOro
BPEMEHN" 0TOOPaXaTCSt UHCTPYMEHTbI BbIOOpa AaTbl M BPEMEHW Hayasia 1 3aBepLUEeHNs 0OHOB/IEHNUS:

[J HauaTb B 6nMxailuee Bpems

Dara, yyyy-MM-dd *

2023-01-16 @] 20 © 20

He 3anyckaTb HOBble NoA3ajadyu Nocne yKasaHHoOro BpemMeHu

[ara, yyyy-MM-dd *

2023-01-17 = 16 10
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3.5.2.2.3 TNpumeHnTb

Ha fgaHHOM Liare Ha akpaHe OTO6pa)KaIOTCFI BCE paHee yKasaHHble NapaMeTpbl:

° Boi6op MO o YCTaHOBKa pacnucaHua o MNpUMeHnTb

Peatome

Mo pna: SMG-1016: Eltex 3.20.5.4900

M0 pna: ESR-100/200: Eltex 1.15.2 build 1
JHara: 2023-05-24 17:09:00

Crpaterus: MNocneaoBarensHo

KonuyecTBo ycTpoiicTe: 2

D CepuitHbii HOMep IP-agpec Mms xocTa MAC-agpec Mogens Cepua Bepcua N0 Obcyuaanme LlocTynkocTs

107 VI1F005002 100.110.1.123 ECCM-SMG-1016M e0:d9:e3:df:88:3d SMEG-1016M SMG-1016 3.20.5.4865 BKnioueHo

100 NP15011091 100.110.1.122 ECCM-ESR-200-1 cc:9d:a2:70:afd8 ESR-200 ESR-100/200 1.15.2 build 1 BrntoueHo
3neMeHTOE Ha cTpaHuue 10 - 1-2u32

HaxmuTte kHonky "MpumeHnTh". Byaet co3gaHa 3agada, BbINO/IHEHNE KOTOPOI HAYHETCS B yKa3aHHOE BpeMsi.

3.5.2.3 KoHgpucypuposaHue epyrrbl ycmpolcms

NHTepdpelic npefHasHayveH Ansa co3faHus 3agad Ha KOHhUryprpoBaHue rpynnbl yCTPORCTB, KOTOPble MOTYT
ObITb BbIMO/IHEHbI N0 33J@aHHOMY PaCMMCaHUI.

[nsa Toro 4To6bI OCYLLECTBUTL KOH(OUIYypUpoBaHue rpynnbl YCTPOUCTB, BO BK1aKe € yCTpolicTBaMu Bbibepute
HY)XHble C nomoLbto donaros (1) 1 HaXXMUTE Ha KHOMKY "KoHdurypupoBsatk" (2). Ha pyucyHke Huxe npvBeaeH
npumep:

= O [¥]06HoBuTs A KoHdurypuposaTe - [3) Pasbnokuposars a posats  —[ep > B CpasHutn W Ynanuts

= D CepuiHbiit Homep  IP-appec WmA xocTa MAC-aspec Cepua Mogens Bepcia MO ObenywnBakue  [IOCTYMHOCTH Ipynna Ig'ag;ﬁ"f;'::” seero
[J 102 ESIDO00356 100.110.1.121 ECCM_MES2124M_hub a8:f9:4b:8c:53:c0 MEST 100/ MES2Tx00/MES22xx MES2124MAC  1.1.48.13  Bknwoveno ecem /Tpynna-1 2/7

100 NP15011091 100.110.1.122 ECCM-ESR-200-1 cc:9d:a2:70:af.d8 ESR-100/200 ESR-200 1.152 build 1 Brawuena ecem /Tpynna-1 0/17

[ 107 WVITF005002 100.110.1.123 ECCM-SMG-1016M  e0:d9:e3:df:88:3d SMG-1016 SMG-1016M 32054865 Brnwuero SNMP eccm /Tpynna-1 0/6

103 ES1D000845 100.110.1.124 ECCM_MES2124M a8:f9:4b:8cice00  MEST 1/ MES2 T/ MES22xx MES2124MAC ~ 1.1.48.13  Bxioueno ICMP | SNMP ecem /Tpynna-1 2/7

[ 104 ES32023387 100.110.1.125 ECCM_MES2324B e4:5a:04:86:08:80 MES2300MES3300/MES3500/MES36xx MES2324BAC[2] 4.0.19R3  Bimiouero ecem /Tpynna-1 0/7

IMeMeRTOB Ha CTpakLe 5 1-5u38 >3

3anycTuTcsi MacTep HacTPOMKU. Huke NpMBEAeHO onncaHne Waros macTepa.
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3.5.2.3.1 Bblbop wabnoHa

ECCM.PykoBoacTBO nosb3oBarens.Cetb

Mpu HaXxaTMn Ha KHOMNKY "KoHurypupoBatb" OTKPOETCA OKHO rpynnoBOro KOHUrypmpoBsaHus. Ha nepsom
Lware HeobxoAMMO BbIGpaTb HYXHbIA WA6G0H KOHbUrypaumn.

B neBoii YacT okHa pacnonoxeHa Tabnuua CyLlecTByoLWmX B cucteMe WwabnoHos (1), B paBoii yacTu
0TOBPAXEHO COAEPXKMMOE BbIGPAHHOTO Wab/oHa (2). Ecnv B BbIGPAHHOM LIAG/10He NPUCYTCTBYHOT CO3AaHHblIe
nosib3oBaTenieM nepeMeHHble (Hanpumep, NnepeMeHHble syslog_max_files U syslog_file_sizeB
NpYBEAEHHOM HUXE NPUMEpPE), TO B ANa/IOTOBOM OKHE OTKPbIBAETCSI BTOPOIA LIar Mactepa A/1si HacTpoliku
nepemMeHHbIX WwabnoHa ("3anosHeHe nepeMeHHbIX").

SnemenToB HacTpanMue 5 1-2u32

o Boi6op wabnoHa e 3ano/HeHue NepeMeHHbIX
®= Q9
D HasBaHue AsTop  OGHOBNEHO Cospano
@ 2 test eccm  2023-05-2415:25:42 2023-05-24 15:20:13
o 1 Set SNMP com... eccm  2023-05-2411:53:18 2023-05-24 11:53:18

e YcTaHoBKa pacnucaHna o MpumernTs

syslog max-files {{ syslog _max_files }}
syslog file-size {{ syslog file size }}
syslog cli-commands

syslog sequence-numbers

syslog file tmpsys:syslog/default info
syslog file flash:syslog/esr-12v crit
logging login on-failure

logging aaa configuration

logging userinfo

logging service start-stop

(SR RN T RSV

=

OTMeHUTL Manee

Ecnu B Wab/ioHe HeT No/ib30BaTe/lbCKMX NEPEMEHHbIX, TO LAl HACTPOVKM NepeMeHHbIX LaboHa 6yAeT CKpbIT,
11 BTOPbIM LUAroM ByfeT War YCTaHOBKY pacnmcaHmns.
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3.5.2.3.2 3anosniHeHune nepemMeHHbIX

Ha ware 3anonHeHns nepeMeHHbIX OTKPoeTCcs DOpMa, B KOTOPOI HEOBXOAMMO yKa3aTb 3HaYeHne A1 Kakaol
HaliileHHoli B LWab/oHe Nonb30BaTebCKoi nepemeHHoii (1, 3). Takke A5 NepeMeHHON MOXHO BblGpaTh TUN
(2, 4) STATIC nnn SEQUENCE. Mo ymonuaHuto ans Bcex nepeMeHHbIxX ykasaH Tun STATIC.

o BbiGop wabnoxa o 3anonHeHue NepemMeHHbIX o YcTaHoBKa pacnucanun o MpumeHuTb

La6now

syslog max-files {{ syslog max_files }}
syslog file-size {{ syslog_file size }}
syslog cli-commands

syslog seguence-numbers

syslog file tmpsys:syslog/default info
syslog file flash:syslog/esr-12v crit
logging leogin on-failure

logging aaa configuration

logging userinfo

logging service start-stop

syslog_max_files

3HaueHue nepeMeHHoR * STATIC 7

syslog_file_size

3HaveHne nepeMeHHoil * STATIC -

DWW R Wk

=

Hasapn

Koraa Bce nepemeHHble GyayT 3ano/iHeHbl, CTAHET akTBHA BkNadka "PeHaep” (5), npy nepexoie Ha KoTopyto
MOXHO YBU/IETb PEHAEP KOHhUrypaLmn no 3aJaHHoMy LWabioHy A1l NepBOro YCTPoiicTBa B BbIGOPKE.
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3.5.2.3.3 YcrtaHOBKa pacnucaHus

Ha AJaHHOM Lare MOXXHO HaCTpOouUTb BpeMA Havdasia U 3aBepLUeHNA BbINMO/THEHNA 3aayn.

[J Hauatb B 6nuxaiiliee BpeMs

T y-MM-dd *

2023-01-17 ] 11 : 40

D He ganyckaTb HOBbIE NOA3a/aum Noc/e ykasaHHoro BpeMeHMN

Crpaterus :
(O NapannentHo
(® MocneposatenbHo

D MNpepeaThb BLINCNHEHWE, BCNTVM NOJ3aa4Ya 3aBeplleHa C owMBKamm

Hazap Janee

° Bbibop wabnoxa ° 3anonHeHHe NEPEMEHHBIX e YcTaHoBKa pacnucaHua o MpumernTs

MpepnaraemMbie onuun:

1. HauaTb B Gnimxkaiiluee Bpemsi — NOCTaBUTb 3a4a4u B o4epeb NaHMpPOBLUMKA Cpa3y Nnoc/ie Co3aaHus.

Hauano BbinosiHeHns 6yaeT 3aBUCETb OT 3arpy>XeHHOCTU NAaHMpoBLymKa. CHATME 3Toro donara
NO3BO/ISIET YCTAHOBUTbL HA4Yas10 OKHa NpPoBeAeHNs onepaunn 06HOBNEHNS;

2. He 3anyckaTb HOBble N0oA3aga4vm Nocsie ykasaHHOro BpeMeHU — No3BOMSET OrPaHNUNTb OKHO
npoBeAeHMs onepaymm 06HOBEHNS, 3anpeLas 3anyck 4ONOMHUTENbHbIX 3agad. MNpu 3Tom
BbINO/IHEHHbIE Onepauun He ByayT OTMEHEHbI, HO YCTPOICTBA, A1 KOTOPbIX 0GHOB/IEHNE HE ObISI0
3anyLeHo, ocTaHyTcsa 6e3 06HOB/EHNS;

3. Crparerus:

+ MNapannensHo — 0AHOBPEMEHHbI 3amnyCcK C UCNO/Ib30BaHMEM BCEX UMEKLLMXCA 06paboTUMKOB;
+ [NocneposaresibHO — 06HOBEHME MO NOPSAAKY C UCMONb30BaHWEM OAHOr0 06paboTumka.
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Ha gaHHOM Luare Ha akpaHe 0To6padkatoTCsl BCE paHee ykazaHHble napameTpbl pacnvcaHusi, BbiIGpaHHbIit

LWabnoH 1 CNNCOK YCTPOICTB.

o Boiop wabnoxa

Peztome

LWabnow: test
Dara: 22.12.2021, 15:39
Crparerus: [ocnefoBatensHo

KonnyecTeo ycTpoiicTs: 3

IP Hostname MAC

Items per page: 5 1-30f3

L= R e R R

=

177.20.0.107 TEST_HOSTNAME a8:f9:4b:fd:4c:40 A
177.20.0.101 MES7048 ed:5a:d4:63:4b:80

177.20.0.105 TEST_HOSTNAME e8:28:c1:91:bc:c0 A

o 3anonHeHne nepemMeHHBIX

Llla6nok

syslog
syslog
syslog
syslog
syslog
syslog

Penpep

max-files {{ syslog max files }}
file-size {{ syslog file size }}

cli-commands
seq uence-numbers

file tmpsys:syslog/default info
file flash:syslog/esr-12v crit
logging login on-failure

logging aaa configuration

logging userinfo

logging service start-stop

o YcTaHoBKa pacnucaHua o ﬂpnmeumb

N —

Pe3tome napaMeTpoB N0 HACTPOEHHOI 3aaaqe;
Cnncok BblGpaHHbIX /181 KOHPUIYPUPOBaHKSA YCTPOICTB. KNIMK NO YCTPOACTBY B Tab/mLEe OTKPOET BO

Bknagke "PeHaep” (4) BapuaHT KOHUrypawumm, KoTopblid 6yAeT NPUMEHEH K JaHHOMY YCTPOIACTBY;

3. TekcT WwabrnoHa;

4. Bknajka c peHaepoM KOHuUrypauuy BbiGpaHHOro yCTPOCTBa No 3a4aHHOMY LLIAG/IOHY.
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3.5.2.4 CpasHeHue KoHghucypayul ycmpolicms
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Pasgen ans cpaBHeHUs1 KOHdpurypauuii apyr ¢ apyrom. CoaepXxuT criefytoline 3N1eMeHThbl:

1. NHCTpyMeHTbI 18 Bbibopa YyCTPOCTB U UX KOHAUrypauuii;
2. [Be obnactu Ans oTobpaxeHns BbIGPaHHbIX KOHPUrypaLmii.

CpaBHeHUe KOHUrybaLui

RUNNING: 06.09.2022, 18:28 #*
#!/usr/bin/clish
#21

#1.14.4
#03/03/2022
#908:37:55

hostname DHCP-RELAY

syslog max-files 3
syslog file-size 2048
syslog cli-commands
syslog console debug
syslog monitor debug

vlan 10
exit

no spanning-tree

bridge 18
vlan 10
ip firewall disable
ip address /24
ip helper-address 10.0.0.1
enable

exit

interface gigabitethernet 1/6/2
description "T0-PC-MES_SERVER"
ip firewall disable
ip address 10.0.0.2/24

exit

interface gigabitethernet 1/6/3
description "TO-ESR-DHCP_CLIENTS"
mode switchport

cuitrhnnrt acrace ulan 1@

ESR-10: SR

RUNNING: 05.09.2022, 16:57 #*

3akpaiTs

3.5.2.4.1 BbI6op ycTpoicTBa 1 KOHGUrypauum

#!/usr/bin/clish
#21

#1.14.4
#63/03/2022
#98:37:55

hostname DHCP-RELAY

syslog max-files 3
syslog file-size 2048
syslog cli-commands

syslog console debug
syslog monitor debug

vlan 10
exit

no spanning-tree

bridge 10
vlan 10
ip firewall disable
ip address 180 188 288 1/24
ip helper-address 10.0.0.1
enable

exit

interface gigabitethernet 1/6/2
description "T0-PC-MES SERVER"
ip firewall disable
ip address 10.0.0.2/24

exit

interface gigabitethernet 1/6/3
description "TO-ESR-DHCP CLIENTS"
mode switchport
cuitrhnart accace wlan 1A

[Onsi cpaBHeHUs1 KOHhUrypaLmii yCTpoCTB BbIGEPUTE OAHO WM HECKO/ILKO YCTPOICTB € NomolLLbto donaros (1),
a 3aTeM HaxmuTe KHomnky "CpaBHuTb" (2):

ECCM

"8 Hasurauma oy * Q o
8/0/8

Ers Q + [lo6aBuTb ycTpoiicTea []06mHoBuTE \Kuuq:nrypmposan él BaTh ﬁ 3 p —sTlep !;|"‘- Wl Ynanute

g [} CepHiHbIA HOMep IP-agpec 1 HmA xocTa MAC-agpec Cepua Mogene Bepcua N0 O6cnyxuBaHHe JHocTynHocTs lpynna I;:;::I;szcero

102 ES1D000356 100.110.1.121 ECCM_MES2124M_hub 28:f9:4b:8¢c:53:c0  MEST1xx/MES21x0¢/MES22xx MES2124MAC 114813 BrnwoueHo ICMP | SNMP eccm /Tpynna-1 2/7

[J 100 NP15011091 100.110.1.122 ECCM-ESR-200-1 cc:9d:a2:70:af:d8  ESR-100/200 ESR-200 1.15.2 build 1 Bxniouexo ICMP | SNMP m eccm /Tpynna-1 0/17

[J 107  VI1F005002 100.110.1.123 ECCM-SMG-1016M €0:d%:e3:df:88:3d SMG-1016 SMG-1016M 3.20.5.4865 BknioueHo ICMP | SNMP m eccm /Tpynna-1 0/6

103 ES1D000845 100.110.1.124 ECCM_MES2124M a8:f9:4bBeice:00  MEST1xx/MES21x¢/MES22xx MES2124M AC ~ 1.1.48.13 BxnwoueHo ICMP | SNMP m eccm /Tpynna-1 2/7

[J 104 ES32023387 100.110.1.125 ECCM_MES23248 e4:5a:d4:86:b8:80 MES23xx/MES33xx/MES35xx/MES36xx MES2324B AC [2] 4.0.19R3 BxnwoueHo ICMP | SNMP m eccm /Tpynna-1 0/7

SNEMEHTOB Ha CTpaHULe 5 - 1-5u38 1 > >
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OTKpoeTcs MofaibHoe OKHO CO cpaBHeHreM Running-koHdurypauuii BbibpaHHbIX YCTPOWCTB (ecnmn Running-
KOHGpUrypauus ycTpoiicTea He 6blia 06HapYXeHa, TO nosie 6yAeT NYyCTbIM):

1
2

@ N WA W

w

10
11
12
13
14
15
16
17
18

20
21
22:
23
24
25
26
27
28
29
36
21

19-4

CpaBHUTE KOHbUIypaLuuu

MES2124M AC: 100.110.1.121 #*

RUNNING: 2023-05-24 09:52:10 #*

vlan database
vlan 1000,1400
exit

1

hostname ECCM_MES2124M_hub
!

ip ssh server

1

snmp-server location server_room
snmp-server contact SC WiFi_ 414
snmp-server community encrypted d980822155a9 ro view Default
1

clock timezone NSK +7

clock source sntp

sntp client poll timer 66

sntp unicast client enable

sntp unicast client poll

sntp server 91.226.136.136 poll

1

interface gigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 1068, 1466
description to testNet (to 160.110.8.3)
1ldp optional-tlv sys-name

exit

K

interface gigabitethernet 1/8/2
switchport mode trunk

switchport trunk allowed vlan add 1060
description to ESR-200 (to 100.116.1.122)
11dn ontional-tlv svs-name

MES2124M AC:100.110.1.124 4

RUNNING: 2023-05-24 09:51:44 #*

1
2

[ N T RN

©

1

14

3aKpbITh

vlan database
vlan 1000
exit

1

hostname ECCM_MES2124M
!
ip ssh server

snmp-server community encrypted d980822155a9 ro view Default
!

interface gigabitethernet 1/8/1
switchport mode trunk

switchport trunk allowed vlan add 1000
description to MES2124M (to 16€.110.1.121)

B BepxHeli 4acTu MoAaIbHOTO OKHa MOXHO BbiGpaTh YCTpoicTBo (1) 1 ero KoHgurypaumio (2):

ESR-1500: 100.128.1.2

RUNNING: 2023-01-17 11:43:52 4"
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Mocne knuka Ha KHomnky HanpoTuB IP-agpeca ycTpoiictea (1) OTKpbIBAETCS MOAA/TLHOE OKHO BblGopa

YCTPOWCTB:

Bri6paTh ycTpoiicTRa

CepuAHbIA HOMep IP-agpec Wmna xocTa

VITF005002 100.110.1.123 ECCM-SMG-1016M
O ES8B000023 100.110.1.127 ECCM_MES5316A
O ES87085387 100.110.1.126 ECCM_MES2428
O ES32023387 100.110.1.125 ECCM_MES2324B
O ES1D000845 100.110.1.124 ECCM_MES2124M

MAC-agpec

e0:d9:e3:df:88:3d

e0:d9:e3:26:d7:00

cc:9d:a2:be:66:40

ed:5a:d4:86:b8:80

a8:f9:4b:8c:ce:00

OTMEHNTE

Mogenb

SMG-1016M

MES5316A

MES2428 AC

MES2324B AC

MES2124M AC

Boibpate

Bepcua MO O6cnyxuBaHue
3.20.5.4865 Brntoueo
6.5.0R3 BkntoyeHo
10.3.2R1 Brnioyero
40.19R3 Brnioyero
1.1.4813 Brntoueo
INEMEHTOB Ha CTpaHuLe 5 o

DocTynHocTe

ICMP SSH
ICMP SSH

@
'

>l

Mocne Knka Ha KHOMKY HanpoTyB AaTbl CO3A4aHus KOHgUrypauum (2) oTKpbiBaeTcs MofdasibHOe OKHO BbiGopa

KOHUrypauuii:

Bri6paTb KOHUrypauuio

E=W

Tun [aTa cozfaHuA
O MACROS 2023-05-24 15:48:07
O RUNNING 2023-05-24 09:52:10

OTMeHUTB

ABTOp

eccm

System

BoiGpatb

OnucaHne

HEPHOBHK

Synchronized configuration

3nemeHToB Ha cTpanuue 10 A

w

¥}
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3.6 CTtpaHuua yctponcTea

NHTepdelic ana paboTbl C 0TAENbHBIMU YCTPOCcTBaMu. [ins gocTtyna K nHtepdeincy HaxmuTe Ha IP-agpec
ycTpoicTBa B Tabnmue ycTpoincTs. OTKPOETCs CTpaHuLa yCTPOMCTBa C HECKO/IbKUMU BKNaakamu. OnucaHue
BKN1a[0K NPUBEAEHO HUXE B aHHOM pasgerne.

3.6.1 WHdopmaLmsa 06 ycTpoincTee

Ha gaHHol BKNajke 0To6paxatoTcsl MHBEHTaPHbIE AaHHble 06 YCTPOCTBE:

» X ECCmEE.
J -
HELTE p——
ESR-200: 100.110.1.122
B3 Coopwas usdop: (S NepesarpyanTs W Yaanws @ 3abnoxuposats
icwe [snme 5] O
N VisbopmaLyun o6 ycTpoficTee a— Bocryn O6toancrue N0 Cobrrun Sanan Morropunr Tipobnems: Wrepdeitcol Toansi sLA
0 KapreiceTn o -+ -
= CPU utilization
@ cem
5 06roBuTs LLDP mdopmauno CPUutiizationSsec  CPUutiization1min  CPUutilization § min
"= pyne -
Cepuitisit Homep NP15011091
o
= Mogene ESR200 15
R wanose: 1Pagpec 1001101122 10% ©
5% =
€} Vimumansauns yerpoicts Uum xocra ECCMESR200-1
0%
n £
PR ponsaoguTens ex
MAC- 9422700t 8
B cosorm AR Rt 1455 1500 1505 1510 1515 1520 1525 1530 1535 1540 1545 1550
[ Bcnioueiio Tcoreo T cowt Core2 core3
A Ysenomnewns
Bepeua o 1152 build 1
@ Tpans o
Bepeun sarpyauuka 1152 build 1 RAM utilization: Module 1
L Hactpoiw Bpews padorsi 21:4258.90
o Effex ESR 200 Service Router 1.15.2 build 1 (date 09/09/2022 ti
me11:23.47)
Kowacrs aqssncTparop
Annaparvian acpc i
Mecrononomerue ycrpoiicTea a -
USED  s0.0% FREE 500%
Bpewn AoSaeneinA 20230524 09:51:31

Ha BknaZke OOCTYMNHbI crefyloLline 3N1eMeHThl:

1. 3aro/ioBOK — COAEPXUT Ha3BaHue ycTpoincTea u ero IP-agpec;
2. Crarycbl 4OCTYMHOCTN — CTaTyCbl AOCTYMHOCTW YCTPONCTBA C BO3MOXHOCTbIO X PYYHOro OOHOB/IEHNUS;
3. MeHto co BKagkamu:
* NHchopmaumsa 06 yCcTpoiCTBe;
+ KoHcpurypauum (kpome yctpoiicte SMG);
+ foctyn;
+ O6HosneHue IMO;
+ CobbITHS;
+ 3agauy;
* MOHUTOPWHT;
* Mpobnewms;
* NHTepdpeiicel;
* Tpanbi;
+ Crek (Tonbko ana MES);
+ SLA (tonbko ans ESR);
4. MaHesnb ¢ aneMeHTaMu yrnpas/ieHUs yCTPONCTBOM:
+ KHonka "Mepe3sarpy3uTb”,
* KHonka "Yganutb",
+ KHonka "3abnokmposarb";
5. Tabnvua nHBEHTapHbIX AaHHbIX yCTpoicTBa. Takke AOCTYNHbI KHOMKN "OOGHOBUTb MHBEHTAPHYHO
nHgpopmaumio’, "O6HoBUTL LLDP nHcdhopmauuio” 1 "akcnoptmposarb”;
6. Mpadukn ¢ OCHOBHbIMY NOKa3aTeNnsamu yCTpoicTBa (3arpyska npoLeccopa, UCrnosib30BaHne namsTu).
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3.6.2 KoHchurypauum
NHTepdelic ana ynpasneHns KoHUrypauusiMm ycTpocTea.

Mpovecc KoHUryprpoBaHus otsimyaetca ansa ycrpoincts ESR/ME un MES. Yctpoiictea ESR n ME npumeHsiot
WM OTKNOHAKT KOHhurypaunio uennkom, B To BpemMs kak MES npuMeHsIoT oTaenbHble u3MeHeHus cpasy. B
CBS13U C 3TUM, Npu paboTte ¢ ESR/ME co3patoTcsa "yepHOBUKM KOHUIypauumn', cogepxalime nosHyo
KOHGoUrypaumio yCcTpoincTea, a ansa MES ncnonb3yotca "Makpochbl”, cogepxalime To/1bKo Heobxoanmble
N3MEHEeHUs.

ESR-200: 100.110.1.122
Q

1A 06 ycTpoiicTee Koudurypayum HOoctyn 06HoBnenue MO 6bITHA 3apjauu MoHUTOpHHT Mpo6nems WHTepdeiicsl >

G MepesarpysuTs i Yaanurs ﬁ 3abnokupoBatb

3= Q # Co3naTs YepHOBHK — Mony4nTb KoHdHrypaLuio # Pepakposate # Ckauatb

1 #!/usr/bin/clish

O RUNNING 2023-05-24 09:51:38 System Synchronized configuration 2 #21
3 #1.15.2

4 #09/09/2022
5 #11:23:47
6 hostname ECCM-ESR-2006-1
7
8

Tun Hara cospanms AsTOp Onwncanne

a DRAFT 2023-05-24 11:14:29 eccm Yeprosunk-1

9 interface gigabitethernet 1/8/1
18 1ldp transmit

11 1ldp receive

12 exit

13 interface gigabitethernet 1/8/1.1000
14 description "to MES2124M (to_160.110.1.121)"
15 ip firewall disable

16 ip address 100.110.1.122/23
17 exit

18 interface gigabitethernet 1/6/2
19 1ldp transmit

20 1ldp receive

21 exit

22 interface gigabitethernet 1/8/3
23 1ldp transmit

24 1ldp receive

25 exit

26 interface gigabitethernet 1/0/4
27 1ldp transmit

28 1ldp receive

29 exit

30 interface gigabitethernet 1/0/5
31 1ldp transmit

32 1ldp receive

2/IeMeHTOB Ha cTpannue 10 b 1-1ual

DnemeHTbl ynpasieHus:

1. BNokK dhyHKUNIA 1:

+ Cosgarb UepHosuk/Co3gatb Makpoc — co3faTb HOBYHO MYCTYHO KOHQUIypauuio;

* Ypanutb — yaanutb KOHUrypaumio;

+ [onyunTb KOHUrypaumo — noy4mTb TEKYLLYIO KOHGUrypauumio ¢ ycTpoilctBa. Ecnm oHa He 6yaeT
coBnagatb ¢ nocneaHeli nonyyeHHoii ¢ yctpoiictea (RUNNING) koHdburypaumeid, oHa 6yaeT
COXpaHeHa B CMCTEME Kak HOBas KOHpurypaums;

+ CpaBHeHue — nepenTu K CpaBHEHUIO ABYX BbIOPaHHbIX KOH(UrypaLuuin. 4na nepexoga Tpebyercs
BbIGpaTh (OTMETUTb rasioukamm) ABe KOHUIypaLmm n3 Cnmcka;

2. Bnok cpyHKuwnii 2:
+ PefakTnpoBaTb — OTKPbITb peAakTop KoHdurypauuu,
+ CkayaTb — Nnosly4nTb BbIOPAHHYHO KOHMIypauumio B BUAe TEKCTOBOIO oaina;
* [pyMeHuTb/3anycTutb — NPUMEHUTb BbIOPaHHYI0 KOHOUIypaLmio Ha YCTPOUCTBO;
KHonku gnsa cdounstpaumm n o6HOBAEHUS Tabnuubl KOHAUTypauuii;
Tabnuua KoHgUrypaumii — oTobpadkaeT CMMCOK UMEILLMXCA KOHQIUTypauuii Ans yCTpoicTBa;
MpeBblo KOHGUIypauumn — naHesb 415 0TO6pakeHUs BbIGpaHHON KOHurypaumm. Beibop KoHdurypaumm
N5 NPOCMOTpa NPOM3BOANTCA HAXATUEM Ha CTPOKY KOHGurypauuu.

arw
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© Ycrpoiictea SMG He nmetoT BKNaaku "KoHdurypaummn'. 3ToT TUn yCTPOCTB HAcTpanBaeTCsl C
NoMOLLbI0 BEG-KOHIUrypaTopa. KHomnka ans nepexoaa B Be6-KOHUrypaTop oTobpaxxeHa Ha CTpaHuLe

TaKoro ycTpouicTBa:

SMG-1016M: 100.110.1.123
&

GDWeb-koHdurypatop @ MepesarpysnTs i Yaanute ﬂ 3abnokupoBaTb

uur Mponemi

3.6.2.1 Tunbl KOHbU2ypayul

RUNNING — nocnegHsasa nonyvyeHHasi ¢ yCTpoiicTBa KoHurypaums. Becerga otobpaxaeTcsi NepBoit B CNUCKE.

DRAFT — koHGurypaums, noarotoBfieHHas Ansi 3arpy3kn Ha yCTPOMCTBO.

BACKUP — pesepBHas Konusi KOHurypawmm ¢ ycTpoicTBa nepes npuMeHeHMeM HOBOM KoHdurypaumun. B
CNyyae CMeHbI TekyLlen KoHuUrypawmm Ha HoByto el HasHavaeTcsa Tiun BACKUP, a HoBoin — RUNNING.

3.6.2.2 Pedakmop KoHgbuaypayuu

Mo3Bonsiet co3aatb konuio (DRAFT) Tekylueit Bepcum koHdurypaumu. MNpu 3Tom cyLiecTBytoLlas
KOHGoUrypaumsi octaHeTcsl B 6a3e gaHHbIX U M3MEeHeHa He ByAeT, OCTaBsisi BO3MOXHOCTb BEPHYTLCS K HEN.

Pe,anTupoaaTb UYEPHOBUK

OnucaHue

Synchronized configuration

@ ~NO U AW

#!/usr/bin/clish

#21

#1.15.2

#09/09/2022

#11:23:47

hostname ECCM-ESR-208-1

interface gigabitethernet 1/0/1
1ldp transmit
1ldp receive

exit

interface gigabitethernet 1/0/1.1060

description "to MES2124M (to_160.116.1.121)"

ip firewall disable
ip address 100.110.1.122/23

exit

interface gigabitethernet 1/0/2
1ldp transmit
1ldp receive

exit

interface gigabitethernet 1/0/3
1ldp transmit
1ldp receive

exit

interface gigabitethernet 1/0/4
1ldp transmit
1ldp receive

exit

interface gigabitethernet 1/0/5
1ldp transmit

OTMeHUTb CoxpanuTb CoxpaHHTb U NpUMEHUTE

Ha chopme oToGpaxeHb! ceaytoLe a/1eMeHTbI:

1.

2.

OnucaHne — KOMMEHTapUiA K KOHIMIypaLmm, ykasbiBaeTcs Npu Co3aaHnmn HoBoW KoHdpurypaumu. Mocne

3TOlNo NSMEHUTL ONMCaHne HeJlb34,

O6nacTb peaakTMpoBaHVs — TEKCTOBbIN peaakTop, N03BONSALWMIA paboTaTh C 60/bLUMM 06LEMOM
MHhopMaLMK 1 obecneunBatoLuii NOACBETKY CUHTAKCKCA U BHECEHHBIX U3MEHEHNIA;
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3. KHomMku ynpaBneHusi:
* OTMEHUTb — 3aKPbITb OKHO 6e3 COXPaHEHNS;
+ CoXpaHnTb — COXPaHUTb M3MEHEHUS], CO3LaB HOBYI KOH(DUIypaLmio/Makpoc ¢ TUMOM
"YepHosuk" ("DRAFT")/"Makpoc" ("MACROS");
+ CoxpaHuTb 1 MprMeHnTL/COXpaHUTb 1 3anyCTUTb — COXPaHUTb HOBYHD KOHCOUIypaLuio Kak
YEPHOBMWK/MaKpOC 1 Cpasy Xe NomnbITaTbCsl IPUMEHNUTL €€ Ha YCTPOCTBO.

PepakTop npegocTtaBnsieT UHCTPYMEHTbI 47151 NOMCKa Mo BCeil KoHdmrypaummn. ns 1oro 4toobbl
BOCMNOJ/1Ib30BaTbCA NONCKOM, YCTAHOBUTE KYypPCOp B obnacTtb penakTtnposaHnsAa N HAXKMUTE CoYeTaHe KaBuLl
Ctrl+F:

1 #!/usr/bin/clish PO = S
2 #18 >|M Aa BBl J*|10f5 T 0= x .
3 #1.11.x
4 #14/09/2020
5 #18:04:47
6 hostname esr1@-0TT-SDD2
7
8 ip firewall sessions classification enable
9 ip firewall sessions allow-unknown
1@  object-group service telnet
3.6.3 JocTtyn

HacTpoiika napameTpoB AoCTyna K yCTPONCTBY. Hanpumep, Ans NpUMEHEHNS KOHApUrypauum nam
nepesarpysku.

Mo ymonuyaHuto st 4oCTyna K yCTPOCTBY BblGpaHO Hac/efoBaHue rnobasbHbIxX (4151 BCel CUCTEMDI)
napameTpoB A0CTYNa, KOTOPble MOXHO U3MEHUTb B padaene "Hactpoiiku - [locTyn". YTo6bl HACTPOUTb
VHAMBUAYa/IbHBIE NapaMeTpbl AOCTyNa K YCTPOACTBY, HYXXHO BblbpaTh pexuM "OnpeaennTs” B HY)XHOM 6/10ke
HacTpoek focTyna. BK/IlOUEHUE 3TOr0 pexmma 3acTaB/IsieT CUCTEMY MCMNOMb30BaTb HACTPOWKN BbIGpaHHOTO
6/10ka HACTPOEK A0CTYMNa Ha 3Tol CTpaHMLLEe BMECTO 106a/lbHbIX.

ESR-200: 100.110.1.122
LicmP | swp [ ssk |
Wudopmaums o6 yeTpoiicTee Koupurypauum NocTtyn OB6uoenenne MO CobbiTHA
SSH 9, Onpegenute @ HacnepoeaHo
Norud * Maponb * ¥  Enable-napons * LS
SFTP Q, OnpepennTs | @ Hacnenosato
SNMP 9, Onpepenute @ Hacnenosawo
Mopr SNMP Hescnn SNMP*
161 vac *  Communities *
NETWORK Q, OnpepennTs | @ Hacnenosato
CépocuTb
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Bnoku HacTpoek JocTtyna:

+ SSH — norvH 1 naponb ANna AocTyna K ycTpoiicTy no SSH (goctyn Heobxoaum Ansi ynpaeneHust
yCTpO/iCcTBaMU 1 NONYyYEeHUS KOHJUIYpaLmK), a Takke Naposb AN NOBbILEHUS NPUBUETIA;

« SFTP — norvH 1 naposnb 4ns goctyna k yctpoictay no SFTP (noaaepxusaetcs Tonbko anst ESR);

+ VRF — ncnonbayeTtcs 4718 onpeaeneHnst mapLupyTa ot yctpolictea o ECCM (noaaepXvBaeTcst TONbKO
ans ME);

+ SNMP — HacTtpoliknu SNMP ans npoBepku AOCTYMHOCTX YCTPONCTBA NO 3TOMY NPOTOKO/Y U AN
Nosy4YeHNss METPUK C YCTPOICTBA;

* NETWORK — HacTpolikn onpegeneHms ceteBoil 4OCTYNHOCTN yCTPoOCTBa. MNpoBepka MOXeT
BbINONHATLCS MO NpoTokosy ICMP ("nuHr") nnu yctaHoskoii TCP-coeauHeHunsi (6onee 6bICTpbIii CNocoob).
Bo BTOpOM cnyyae HeO6X0AMMO yKasaTb, Ha Kakoi NopT 6yAeT ycTaHaB/IMBaTbCA COEAVHEHNE;

+ WEB-koH(purypaTop — ucnonb3yercs 415 OnpefesieHnsa NpoTokoa nepeayv AaHHbIxX 419 nepexosa B
BE6-UHTEPEIiC HEKOTOPbIX CEpPWii YCTPOICTB (Tonbko anst SMG).

Mocne BbINOMHEHNS HACTPOEK HAXXMUTE KHOMKY "MpUMEHUTL" B HKHEN YacTy CTpaHuLbl. Mpy HaXkaT KHOMKK
"CHpocuTb" BOCCTAHOBATCSA NOC/eAHNEe COXPaHEHHbIE NapamMeTpbl.

3.6.4 OO6HoBneHue NO

WHTepdcbeiic ans o6HoBneHuA MO Ha ycTpoiicTee. B Tabnuue otobpaxaetcs cnucok MO, umetowerocs Ha
cepBepe A/1s AaHHOro Tuna ycTpoiicTea (Ao6aBneHne HoBoro MO BbinonHsAeTcs B pasgene "MO" nnm ¢
MOMOLLIbIO KHOMKK "3arpy3nTb" Ha BKiaake "CTpaHuua yctpoiictea - O6HoBeHune MO"). Ecnin Ha cepBepe ecTb
MO Toi1 XXe Bepcum, KOTopasi ycTaHOB/IEHA Ha YCTPONCTBE, OHa ByeT oTMeveHa KpacHbIM donarom
(radiobutton) cnesa, Takke B cTon6Le "AKTya/IbHOCTL" ByAeT 0To6paxeHo akTyasnbHoe MO:

ESR-200: 100.110.1.122
R

@ﬂepeaarpyamb i Ynanute ﬂ 3abnokupoBaTth

& 3arpysuts
WM paina Bepcua M0 BepcuA 3arpyaunka Bepcwn 3arpyaunka x-loades OnwcaHKe AKTYanbHOCTE

O esr200-1.17.3-build11.firmware 1.17.3 build 11 v

@ esr200-1.15.2-build1 firmware 1.15.2 build 1

INeMeHTOR Ha cTpaHuue 10 -

[ns Toro 4to6bl 06HOBUTL MO Ha YCTPOCTBE, yCTaHOBUTE dhaiar, COOTBETCTBYOLLMIA HYXHOI Bepcun M0, B
ctonbue cnesa.

OBHOBWTb YCTPOWNCTBO

M0, ucnonb3yemMoe Ha yCTPOWUCTBE, OTCYTCTBYET Ha cepeepe. Bbl He CMOXETE COBEPLUNTE OTKAT Ha NPEAbIAYILYIO BEPCHIO.

Bbl peicTBMTENDHO XOTMTE 0OHOBWTL YCTPORCTBO ¢ Bepckn 1.14.4 build 9 Ha 1.17.2 build 1?

Het Oa

Ecnu Ha cepBepe oTcyTcTBYeT MO, ycTaHOBMEHHOE HA AaHHbIi MOMEHT Ha YCTPOICTBE, B AMA/I0TOBOM OKHE
0TOGPAa3UTCs COOOLLEHME C NPeayNpPeXAEHEM.
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3.6.5 CobbiTusa

B Tabnvue otobpaxaeTcsa Cnmcok cobbITUA, Npon3oLwweaLwnx ¢ ycTpoinctsoM. CobbiTus, coobLuaoLme o
npo6nemax, 0603Ha4aTCA KPACHLIM LiIBETOM.

ESR-200: 100.110.1.122 (& Nepesarpysuts W Ynanuts aﬁaénokupnsam
Q
Uudopmauun o6 ycTpoiicTee Kougurypauum Noctyn 06HoBnewue MO CobbiTus 3apauw MOHHTOPUHI Mpo6nembi WuTtepdeiich >

= &

o 3apava CoGbiTHe Bpema

78 Mony4nTe KoHdMrypaLmio o HesepHbiii noruH unu naponk gocTyna k ycrpoictey "ESR-200: 100.110.1.122". Yerpoitctao: "ESR-200: 100.110.1.122" 2023-05-24 16:25:54

Al Mony4nTe KoHGMUrypaLmio o 3apava saeepwena. Ycrpoictso: "ESR-200: 100.110.1.122". 2023-05-2415:43:27

61 Mony4nTb KoHGUrypaLuio o 3apaya saBeplweHa. YerporcTso: "ESR-200: 100.110.1.122". 2023-05-24 14:43:27

48 Mony4nTb KoHGMUrypaLuio o 3apaya saBeplweHa. YerporcTso: "ESR-200: 100.110.1.122". 2023-05-2413:43:27

a1 MonyunTb KOHGUrypaLuo o 3apaua saBeplwera. YerporcTso: "ESR-200: 100.110.1.122". 2023-05-2412:43:27

OB Ha CTpaHHUe 5 - -5K314 > >

3.6.6 3apauu

B Tabnuue oTobpaxatoTcs 3a4a4un, cozfaHHbIe Nosb3oBaTesieM s BbIGpaHHOTo ycTpoiicTBa. CUCTEMHbIE
3agaum (HanpumMep, nepuoanyeckas CMHXPOHM3aLMs KOHGMIypaLym) co cTaTycoM "BbinoiHEHO" ByayT
CKPbIThI.

MES2324P AC: 100.110.1.57 =
@ﬂepeaarpyamh W Yaanuts Biiafmoxupnsan,
O
Unbopmalus 06 yeTpoiicTee KoudurypaLum Hoctyn 06HoBnexue MO CobbiTHa 3apaum MoHUTOpHHT Mpo6nems! WuTepdeiics!
L AW
@ B npouecce Oxupaet C owubKoi
D Craryc Tun Onucakue ABTOp [ara cozfaHua [aTa 3anycka AaTa 3aBepleHnA TNor
147 @ CBop uHBeHTapHOA MHdOpMaumm 06 ycTpoicTee YcTpoicTao: "MES2324P AC: 100.110.1.57". eccm 2023-01-1616:50:.07  2023-01-16 16:50:13  2023-01-1616:50:13  OvkpbiTh NOr
146 @ CUHXPOHU3HPOBaTb KOHOUIypaLMio YctpoicTeo: "MES2324P AC: 100.110.1.57" eccm 2023-01-1616:50:05  2023-01-16 16:50:13 OTKpbITL NOT
20 @ YCTaHOBMTh /IMLEH3MM Ha YCTPOHCTBA Yetpoitcteo: "MES2324P AC: 100.110.1.57", MuueHaum: "2" eccm 2023-01-16 13:28:07  2023-01-16 13:28:10  2023-01-1613:30:33  OvkpbiTe NOr
17 @ CGop uHBEHTapHOM MHOpMaLIK 06 yCTpoRCTBE YctpoicTao: "MES2324P AC: 100.110.1.57" Default author  2023-01-16 13:25:47  2023-01-16 13:25:50  2023-01-1613:25:50  OvkpbITe NOr
tems perpage: 10 ¥ -40f4

MH(bOpMaLLI/IFl 0 3afjavax OTO6pa)KaETCF| B BuAe 1abnuubl co cnegyrowmnMn nonamu:

* |ID — yHUKaIbHbI HOMep 3aja4u;

+ CraTyc — TeKyLu1i1 cTaTyc BbINO/IHEHUSA 3a[a4K;

* Tun — onmncaHue 3agauyu,

+ OnvcaHve — napamMeTpbl, C KOTOPbIMK 3a4a4a Oblsia 3anyLieHa;

+ ABTOp — UMs Nonb30BaTesNs, Co3aasLUero 3agauvy,

+ [aTa co3gaHua — gata v BpeMs co3faHunsa 3agaqv;

+ [ata 3anycka — fata u Bpems 3anycka 3agayun B akTMBHY paboTy. MoOXeT He coBnajaTthb C 4ATOoi
CO3[aHus, T.K. 3aa4a MOXET HaXoAUTbLCA B oYepeam 06paboTynka;

+ [laTa 3aBepLueHns — faTa 1 Bpems 3aBepLueHns paboTbl HaA 3agadeil. Mpu aToM 3aga4a MoxeT
3aBepLUNTLCSA YCNeLwHo NN He YCMeLlHo;

* Jlor — OTKPbITb XYPHau BbINO/HEHWSA 3a4a4N.
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3.6.7 MOHUTOPUHT

OTo6paxeHne AaHHbIX MOHUTOPVWHIA YCTPOoICTBa. Ha Bknaake oTobpaxaeTcst Tabnuua meTpuk (1) n donnstp
no Ha3BaHMsAM MeTpUK (2):

ESR-200:100.110.1.122
o

Ul 06 yCTpoOHCTBE Koudurypauum

@ MepesarpysuTtb i Ypanute E 3abnokupoBatb

0O6HoBnexue M0 CobbiTna 3apau MoHuTopuHr pobnembl WuTepdeichl >

Dunetp

HaaeaHue

Ping Time TCP
Ping Time ICMP
Ping Time SNMP
Ping Time SSH

TCP Availability Status

3NEMEHTOB Ha CTpaHuLe 5 - 1-5K352 > >1

MONHbINA CNUCOK METPUK COBUPAEMbIX AAaHHbIX 3aBUCUT OT KOHKPETHOIO YCTPOICTBA U €ro KOHJUIypauuii,
HanprUmep OT KOJIMYECTBA UMEIOLLIMXCS NPOLECCOPHbIX AAEP UM CKOHUTYPUPOBaHHbIX CYLLIHOCTER. Takke
[Nt BCEX YCTPOIWCTB OCYLLECTBNAETCA MOHUTOPUHT O6LLMX METPUK, HAanpUMep A0CTYNHOCTL no ICMP.

Mpu HAXaTUN Ha Ha3BaHUE METPUKN OTKPOETCS e€ rpadouk:

ESR-200: 100.110.1.122
[1owe Tsmwe [s5] &

(@ nNepesarpysuts [ Yaanuts ) 3abnokupoears

Hocryn 6roenenue M0 biTHR 3apauk MonuTopiHr Mpo6nenb HTepdeiics L >

< BepHyTbea K Tabnuue Ping Time SNMP @ Tewyupi e G 1m T

03:00 06:00 09:00 12:00 T%OG A 18:00 21:00
900 MILLIS -

800 MILLIS o
700 MILLIS
600 MILLIS
500 MILLIS
400 MILLIS
300 MILLIS
200 MILLIS

100 MILLIS

0 MILLIS A
May 24 03:00 06:00 09:00 12:00 15:00 18:00 21:00 May 25

" Ping Time SNMP

Ha cTpaHuue rpadumka oTobpaxeHo:

1. Mpadouk;

2. KHonka Bbi6opa BPEMEHHOro AnanasoHa rpaduka;
3. KHomnka 06HOBNEHUA rpaduka;

4. NHTepBan 06HOBNEHNS rpadvka;

5. KHonka Bo3Bparta K Tabnmue MeTpuK.
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3.6.7.1 BpemeHHoU duarna3oH BbI60PKU

Mo3BoNseT yCTaHOBUTb AManas3oH BpeMEHM, B KOTOPOM HaXOAATCA MHTepecyloLme gaHHble. Mo ymonyaHuio
ycTaHoBneH ananasoH ¢ 00:00 Tekyulero gHA. 19 Bblbopa Aatbl U BpeMeHU NpesyCMOTPEHbI
COOTBETCTBYHOLLUNE NHCTPYMEHTI:

(© Nocnepume 6 yacos ()

Py4HOR AMana3oH BpeMeHH O6wme BpemMeHHble AManasonsl | [lpyrie AnanasoHbl
BeiGpaTte paty n 5 T .
locnegH1e 5 MUH eKyLUMIA fleHb
2023-01-16 B 10 4: 51 " " yu A
Mocnepguue 15 MUHYT Buepa
Bui6paTh AaTY v Mocnepguue 30 MUHYT Mpolwwunas Hegens
0111 16 5 : 51

2023-0116 = Mocnepwuit yac Mpowwunbiil Mecay

[ YcraHosuTe Bpems "1o" ceiivac Mocnepuue 3 yaca 31a nepenn
MpumennTs MocnegHue 6 yacos 3T0T MecAL

MocnepHue 12 vacos
MocnepHue 24 vaca
Mocneghue 2 gHA
Mocneguue 7 aHeit

Mocneanue 30 gHeit

3.6.7.2 [pagpuk

9 kBPS

8 kBPS

7 kBPS

6 kBPS

5 kBPS

4 kBPS

3 kBPS

2 kBPS

1kBPS

0BPS

100

o

A

12:45 13:00 13:15 13:30 13:45 14:00 1415 14:30 14:45 15:00 15:15 15:30 15:45 16:00 16:15 16:30 16:45

" Interface Incoming Traffic Bps ~ Interface Outgoing Traffic Bps

B o6nacTtu oTob6paxeHuns rpamka OCTYMNHbI 3N1EMEHTbI:

1.

aprLOd

BpeMeHHas Lwkana ¢ npeBblo rpadinka, KoTopas No3Bo/ISET yKa3aTb KOHKPETHbIN Anana3oH BpeMeHu
AN 0TO6paXeHMs AaHHbIX U3 BbIGOPKK, NOYYEHHOI C cepBepa;

NHTepakTuBHas nereHaa, No3BoNSAOWAA BK/IOYATbL M OTK/IOYATb OTAENbHbIE NIMHUY TPaVKOB;
KHorka coxpaHeHus rpadvka Ha [MK;

KHOMKN BK/IOYEHWA/OTKAOUYEHNS NIMHUIA Tpadonka,;

KHonka oTMeHbl MacluTabuposaHus rpadguka.

Mpadmk MOXHO MacluTabypoBaThb Kak C MOMOLLbI BPEMEHHOI LKasbl Hag, rpadduKoMm, Tak U ¢ MOMOLLbHO
BblENEHUSI MbILLbIO TPEGyeMoli 06nacTu.
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3.6.8 Mpobnemsbl
B Tabnvue otobpaxatotcs npobsieMbl, BO3HUKLLIME HA YCTPONCTBE.

MES2124M AC: 100.110.1.121 (S Nepesarpysutb W Ynanute ﬂ 3abnokupoBaTh
W]
Wudopmaumn o6 ycTpoiicTee Kongurypaumuu JDocTyn 0O6Hoenexne M0 CobbiTua 3apauun MoHuTOpUHr Mpo6nems! WuTepoeiics >
= &
@ 3akpeITo OTkpBITO
D D MNoRBMNack ¢ IP-appec HWwma xocTa Ha3seanue BaXHOCTb 3aKkpbiTo
()]
O 4 2023-05-24 09:58:06 100.110.1.121 ECCM_MES2124M_hub Memory Utilization Rom: 92 (> 90) e Her
O 3 2023-05-24 09:58:06 100.110.1.121 ECCM_MES2124M_hub Memory Utilization Ram: 96 (> 90) A Her
ONeMeHTOB Ha CTpaHuue 10_' 1-2m32

Ha Bknafke oToGpaxatoTcs:

1. KHonka chunbTpaumm, KHornka 06HOBMEHMS! AaHHbIX B TA6MMLE, a TakKe KHOMKAa 3aKpbITS Npo6/iembl

BPYUHYIO;
2. KHOMKM GbICTPOIA hunsTpaumm no ctatycy npo6rembl (OTKpbITO/3aKpbITo);
3. Tabnuua c nHdpopmaumeii o npobnemax.

[Nsi 3aKpbITUS NPO6MEM BbiGepuTE X C NOMOLLbIO doriaroB (1) ¥ HaXKMUTE KHOMKY "3akpbiTh" (2):

MES2124M AC: 100.110.1.121 (S NepesarpyauTs B Yranute ﬂ 3a6énokupoBaTth
W
Wudopmaumn 06 ycTpoiicTee Koudurypauuu Hoctyn O6Hosnenne M0 CobbiTha 3agaumn MoHuTopHHr Mpo6nemb! Wutepdeiicki

s C.\ + 3aKpbiTs

=

@ 3akpbITo OTKpbITO
B D NosBunace ¢ IP-appec Wmn xocTa Ha3ssanne BamHocTb 3akpeiTo
(U}
4 2023-05-24 09:58:06 100.110.1.121 ECCM_MES2124M_hub Memory Utilization Rom: 92 (> 90) a Het
O 3 2023-05-24 09:58:06 100.110.1.121 ECCM_MES2124M_hub Memory Utilization Ram: 96 (> 90) A Het
IneMeHTOB Ha cTpakiAle 10 W 1-2132
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3.6.9 VHTepgelichl

B Tabnvue otobpaxatotcs nHTepdeicol, 0bHapy>XeHHble Ha YCTPOCTBe.

ESR-200: 100.110.1.122 —
@ﬂepeaarpyamh W Yaanuts
&
Wudopmauun o6 ycTpoiicTee Koudurypaumuu foctyn 06HoBneHune N0 Co6biTHA 3apauu MoHu1TOpHH Mpo6nems!

# Q

Ha3asaHne + Onucanmne Admin Status Oper Status

gigabitethernet 1/0/1 N/A up V3]

gigabitethernet 1/0/1.1000 to_MES2124M_(to_100.110.1.121) up up

gigabitethernet 1/0/2 N/A up DOWN

gigabitethernet 1/0/3 N/A up DOWN

B 3abnokupoBaTh

Wutepdeiice >

CxopocTe
1Gb/s
1Gb/s
1000 b/s

1000 b/s

Tabnuua coaepXxuT creaytoLive nons:

+ HasBaHue — Ha3BaHue nHTepdeica Ha YyCTPONCTBE;

+ OnucaHue — onucaHue MHTepdeiica, nponMcaHHoe Ha ycTpoiictee (description);
+ Admin Status — cTatyc nHTepgoeiica, HacTpoeHHbIli B KoHgurypauum (enable/disable);
+ Oper Status — pakTnueckunii ctatyc uHTepeica: ectb M NNHK, NOAK/IOYEH NN Kabensb;
« CKOpOCTb — pexuM, B KOTOpOM paboTtaeT uHtepdeiic (He hakTUecKyo CKOpocCTb).

Mpwn KNMKe Ha Ha3BaHue nHTepdelica OTKPbIBAETCS ANANIOTOBOE OKHO C NoApOo6HONM nHdopmMauuein o

COCTOSIHUN NHTepdhelica 1 rpadrkammn No nepegaHHomy Tpadmky, naketam n oLmbkam.

gigabitethernet 1/0/1
Hassakue gigabitethernet 1/0/1 Interface gigabitethernet 1/0/1: Network traffic (bytes) o~
Onucanue UPLink 3KBPS
Admin Status up 2kBPS l'
1kBPS
Oper Status up A
0BPS
CkopocTb 1Gb/s
Jan 16 12:00
Index 1
" Interface Outgoing Traffic Bps
MAC a8:f9:4bac:67:97 .
Interface Incoming Traffic Bps
Bpems oGHapyxeHus 2023-01-16 16:49:37
YTepaH No o i
Interface gigabitethernet 1/0/1: Unicast traffic (packets) v
Alias gigabitethernet 1/0/1 o
Interface gigabitethernet 1/0/1: Non-unicast traffic (packets) v
Interface gigabitethernet 1/0/1: Errors v

3aKpbITh
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3.6.10 Tpanbl

B pa3gene otobpaxatotca SNMP-Tpanbl ycTpoiicTea.

ESR-10: 172.24.0.5
[ &
<

(S Nepeaarpyants W Yaanute a 3abnoknpoBaTb

rypau1u Hoctyn 0O6HoBneHue MO CobbITHa 3apauu MoHUTOpPHHT Mpoénembl WHTepheiick Tpansi SLA >

Ha Bknafke oToGpaxatoTcs:

1. KHOMKK chunbTpauum n 06HOBNEHUS AaHHbIX Tabnupl;
2. Tabnuua c nHgopmauuein 06 Tpanax.

Mpun HaXxxaTn Ha ccbiniky M3 KonoHkKn "OID" oTkpoeTca dhopma ¢ Nnogpo6HON nHdopmaumein o Tpane:

Moppo6Hasa uHdpopmalusa o Tpane

MapameTpb!
0D 13.6.1.419941.2.01
H g g
Tun NOTIFICATION_TYPE
OnucaHue When a syslog message is generated by the device a clogMessageGenerated notification is sent. The sending of these notifications can be enabled/disabled via the clogNotificationsEnabled object.

Wma MIB-paina  CISCO-SYSLOG-MIB

JaHHble
oID Haasanne Tun 3HaueHme Onucanue
13.6.1.21.1.3.0 sysUpTime INTEGER 222863876 The time (in hundredths of a second) since the network management portion of the system was last re-initialized.
1.3.6.1.4.1.9.9.41.1.2.3.1.2.0 clogHistFacility OCTET_STRING AAA-LOCAL Name of the facility that d this For 'SYS.
1.3.6.1.41.9941.1.23.1.3.0 clogHistSeverity INTEGER 7 The severity of the message. lokasats nogpoéuocTh
136.141.0041.123.140 clogHistMsgName ~ OCTET_STRING SESSION g;:xtual identification for the message type. A facility name in conjunction with a message name uniquely identifies a message
3aKpbITh
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3.6.11 Crek
B pasgene otobpaxaeTcsa cocTtaB cTeka yCTponcTaa.
MES23248 AC [4]: 172.24.0.12 (S Mepesarpyautb W Yaanute B366ﬂ0KHpUBaﬂ:
[icwe [snwe [554] )
< Irypauun HocTtyn O6Hosnenue M0 CobbiTua 3apaun MoHHTOpUHT Mpoénemsi WnTepdeiics Tpans Crex
Ponb HasBatme Cepwitbit HoMep Bpems paGoroi Craryc
BACKUP MES2324B 28-port 1G/10G Managed Switch ES32020013 147581800 up
MASTER MES2324B 28-port 1G/10G Managed Switch ES32020003 147591800 up
SLAVE MES2324B 28-port 1G/10G Managed Switch ES32020023 147571800 up
SLAVE MES2324B 28-port 1G/10G Managed Switch ES32020033 147561800 up

& Bknagka "Crek"

Uto6bl BkNnagka "Crek" otobpaxasiach B Be6-MHTepdpeiice, yCTPONCTBO AO/MKHO paboTaTb B pexvumMe
cTeka ([oCTymnHO TOMbKO A/1st koMMyTaTopoB MES).

B Tabnuue npeacTtaBeHbl Nos Co CBeAEHUSIMU O:

* PO KOHUTA B CTEKE;

* Ha3BaHWM MOZENN YCTPONCTBa;
* CepuiiHOM HOMepeE;

* CcTaTyc loHuTa.

& CreknpoBaHHble ycTpoicTBa TPeBYT HAIMUMS NNLEH3UM Ha KaXAbIiA IOHUT B CTeke. B cnydae, ecniu
NMLEH31I HefocTaTouHo, ycTpoiicTBo nepesoautcs B ctaryc "NO_LICENSE" n BbiBoguTCA 13
o6cnyxunBaHus (Npekpaliaetcsi c6op METPYK U He CO34at0TCA 3a4a4M Ha KOH(UIYprpoBaHMe).
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3.6.12 SLA

B pasgene otobpaxatoTcs pesynbrarbl BbiNnofHeHMA SLA-TecToB Ha ycTpoicTBax ESR. TecTbl MOryT BKIOUATb
Habop M3MepPEeHNA, KaX40e U3 KOTOPbIX 0TOOPaXKaeTCsa Kak OTAeNbHas CCbIKa, MPU KIMKEe Ha KOTOPYH
OTKpbIBaeTCA rpacdurk ¢ pesyssTatamMmm 3Toro U3MepeHus.

ESR-10: 100.110.0.130

Gnepesarpyamh i' Ypanuts ﬂ:aﬁnnxupnsam
o
£ irypaumu JHocTtyn 06HoBneuue NO CobbiTHa 3apgaun MouuTopuHr Mpo6nemsl WuTepdeiicsl Tpansi SLA >

Tect 1

Duplicate Packets Test

Lost Packets Forward Test

Lost Packets Reverse Test

Two Way Delay Max Test

Two Way Jitter Min Test

One Way Jitter Forward Max Test

Two Way Delay Min Test

Lost Packets Test

One Way Jitter Reverse Max Test

Out Of Sequence Forward

One Way Delay Forward Avg Test

Two Way Delay Avg Test

One Way Jitter Reverse Avg Test

Out Of Sequence Reverse

One Way Delay Forward Max Test

One Way Delay Forward Min Test

One Way Delay Reverse Avg Test

Transmitted Packets Test

Two Way Jitter Max Test

One Way Delay Reverse Max Test

One Way Jitter Reverse Min Test

One Way Delay Reverse Min Test

One Way Jitter Forward Min Test

Two Way Jitter Avg Test

One Way Jitter Forward Avg Test

TecT 10

Duplicate Packets Test

Lost Packets Forward Test

Lost Packets Reverse Test

Two Way Delay Max Test

One Way Jitter Forward Max Test

Two Way Delay Min Test

Two Way Jitter Min Test

Lost Packets Test

One Way Jitter Reverse Max Test

Out Of Sequence Forward

One Way Delay Forward Avg Test

Two Way Delay Avg Test

One Way Jitter Reverse Avg Test

Out Of Sequence Reverse

One Way Delay Forward Max Test

One Way Delay Forward Min Test

One Way Delay Reverse Avg Test

Transmitted Packets Test

Two Way Jitter Max Test

One Way Delay Reverse Max Test

One Way Jitter Reverse Min Test

One Way Delay Reverse Min Test

One Way Jitter Forward Min Test

Two Way Jitter Avg Test

One Way Jitter Forward Avg Test

TecT #1: Two Way Delay Min Test

40000
—@ o
30000 Q
20000
10000
0

16:00 16:30 17:00 17:30

" Two Way Delay Min Test

3aKpbITh
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3.7 Tpynnbl

B naHHOM pasgene npeactasreHa nHgopmMauus o6 rpynnax. Pasaen nossonser 4o6asnsth,
NnepenMeHoBbIBaTb, NepeMeLlaTh Y YAaIsATb rpynnbl.

EccmE.E.

SuperAdmin

Mpo6nembl
W] + Cosgars rpynny /" Nepeumenosats [ Mepemectums W Yaanus rpynny

KapTbl ceTu
TlONCK rpynMbl M0 MMEHH...

CeTb

Tpynnbi HepocTyNHo yeTpoRcTs YeTpoRcTs ¢ npoSnemami Beero yeTpoiicrs

a ® 2 b

pynnsi
0 3 9
no

La6noHbi

WHuumanuaauma ycTpoicTs

3apauu

CoBbiTna

» @ O & F 9

YBejomneHusa

@

Tpansi

L]

HacTtpoiikn

3.7.1 Tpynnbl yCTPOWNCTB

3.7.1.1 [fobasneHue u ydaseHue 2pyrn

KHonku ans o6HoBneHns Tabnuupl (1), cozaanus (2), nepenveHoBanus (3), nepemellenus (4) n yaanexus (5)
rpynn pacnosioXeHbl B BEPXHEN YacTu CTPaHULIbI:

o | -+ Cospate rpynny #" MNepeuvenosate [ Mepemectute W Ysanuts rpynny

Mpwn co3gaHuy rpynnbl OTKPOETCS MoAasibHOE OKHO. 3anonHuTte nosne "ms rpynnbl” n Bbibepute ee Tvn. Mpu
Bbl6ope IP-thabpukmn oTKpoeTcs mactep HacTpoikn habpukn.

Cospatb rpynny

WA rpynnes * T e 4
Ural MycTaa rpynna

IP-habpuka

OTMEHNTE Co3gate

& Tpu nonbITKe co3aaHnsa rpynmbl B e CyLLeCTBYIOLLEl rpynne ¢ ycTpoiicTBamu kHomka "Co3fath
rpynny" 6yaeT HeakTUBHa.
Mpwn nonbITKe yaaneHus rpynnbl, B KOTOPOW eLle eCTb YCTPOMCTBA, KHOMKa "YaanuTb rpynny" 6yaet
HeaKTUBHa.
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3.7.1.2 [lepeumeHosaHue 2pynr

ECCM.PykoBoacTBO nosib3osarensd.l pynnbl

YT06bI NepemMMeHoBaTh rpynny, BbiIoepute HyXXHYHO rpynny B Tabnuue 1 HaxxmuTe KHONKy "MepenmeHoBaTh". B
OTKpbIBLUEMCS OKHE BBeAUTE HOBOE Ha3BaHue rpynnbl U HaxMmuTe "MepemMmeHoBaTb":

MepeumeHoBaThb rpynny

Ms rpynnbl *

new_name

OTMEHUTL MepeumeHoBaTh

& Henb3s nepermeHoBbIBaTb rpynnbl Tuna "IP-gpabpuka’.

3.7.1.3 TllepemeweHue epyrrn

UTo6bl NepeMecTuTb rpynny, Bbibepute ee B Tabnuue 1 Haxmmute KHonky "MepemectuTtb". B oTKpbIBLLEMCS
OKHe BblbGepuTe HOBYHO rpynny 1 HaxMmuTe "BblbpaTb":

MepeMecTUTb rpynny

ECCM > sibir > NSK

HaBWraunsa
WMma rpynnb:

temns per page: 10 - 0ofC

OTMEHNTb Bbibpatb

Takxe Ana nepeMeLLeHnst rpynnbl MOXHO NepeTalMTb ee B HE06X0ANMOe MECTO A0CTYMNHO C MOMOLLbHO

MbILLIWN.

& Henb3s nepemewatb rpynnsl B rpynnsl Tuna "IP-chabpuka’.
Henb3s nepemeluars rpynnbl B rpynibl ¢ YCTPOWCTBaAMU.
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3.7.1.4 TlostHomekcmosbIl NMouck apyrnri

Ha cTpaHuue rpynn AocTyneH yHKLMOHaN NO/IHOTEKCTOBOIO NMOUCKA MO HAa3BaHWUO rpynnbl. st noncka

rpynmnbl N0 Ha3BaHWIO BBEAUTE NCKOMOE C/I0BO B MOJie BBOAA: B BbiMaAatoLLEM CMMCKe 0TOOPa3SATCA BapuaHThl,
yaoBneTsopstowme WwabnoHy. 18 Bbloopa HY>XHOW rpynnbl KIVKHATE /IEBOW KHOMKOM MbILLM NO €€ Ha3BaHUIo:

rpynna 6yaet BoibpaHa B Tabnuue rpynn.

Q

TMoMCK rpynnbl NO HMEHK

test]

eccm/base_test_group/

eccm/test/
U VIl ECCM

# 0 &= base_test_group
# O > I sibir
20 = test

3.7.2 IP-chabpuikn

IP-chabpurka — KOHLENLMA NOCTPOEHMS CETU C HECKO/bKIMM YPOBHAMW B3aUMOCBSI3U C Lie/bto YNPOLLEeHUS
apPXMTEKTYPbI CETU U COKPALLLEHNS PACCTOSIHMA MeXAy KOHEYHbIMU ToUKaMu 06paboTkn AaHHbIX. KoHuenuus
nofpasymeBaEeT pasfesieHne ceTv Ha ABe TONOMOMMu:

1. OnopHas ceTb (underlay) — cdmsnueckas ceTb, COCTOSILLAA 13 HaGopa YCTPOWCTB, YaCTO COBPAHHbIX B
apxuTtekTypy Leaf-Spine. Undrelay-ceTb o6ecneunBaeT HafeXHblii TpPAaHCNOPT Ha OCHOBE
MapLUPYTU3NPYEMOI CETU, HO HE peasin3yeT HUKaKNX CETEBbIX MOMUTUK NI CEPBUCOB.

2. Nornyeckas Tononorus (overlay) — nornyeckas ceTb, MICNONb3YOLLAS TEXHOMOMMI0 MHKANCyNsuum
Tpadmka ans peanmsaunm paboTbl CEPBUCOB W NOIUTUK CETN.

[ns peanusaunn atoi koHuenuun B ECCM pa3paboTaHbl UHCTPYMEHTbI, MO3BO/IAIOLLIME 0OHAPYXUTb
YCTPOMCTBA 1 NOATOTOBUTL UX ANs paboTbl B cocTaBe habpuku.

& |P-habpuika npeacTaBnsieT coboii eanHyo CTPYKTYpY. Bce KoHdurypaumm n HacTpoiikiu YyCTPOICTB,
BXOASLUMX B €e COCTaB, A0/DKHbI ObITb ONpeaeneHHbIM 06pa3om cornacoBaHbl. [oatomy Ans
YCTPOIACTB, BXoAALMX B IP-0abpurKy HeAOCTYMHbI onepauun KOHUrypnpoBaHusi 1 0OHOBMEHUS U3
Tabnuubl YCTPONCTB. BCe 3TO BbINOMHAETCA Yepe3 uHTepeic paboTsl ¢ IP-gpabpurkoii.
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Ha cxeme HuxXe npeacTaBieH npumep apxmtekTypsbl Leaf-Spine:

%u% %% Superspine

- L { é =

-

G

— — — — — y— | y— / —
i— 4 — — / / / / Leaf

3.7.2.1 CosdaHue IP-chabpuku

B cTpykType cuctemsl IP-chabprika npeactaBnsieT co6oii rpynny cneuyasibHoro Tuna, no3aToMy cosfaHue
thabpukn cxoxe ¢ co3aaHneM rpynnbl.

B pasgene "Mpynnbl" BbIGEpPUTE rpynny, B KOTOPOW NaaHMpyeTca co3fatb HOBYHO IP-chabpuky, 1 HaXMuUTe Ha
kHonMKy "Co3gatb rpynny"”. Mlocne HaxaTus Ha KHOMKY OTKPOETCS AManoroBoe OkHO. BbibepuTte Tvn rpynnsi "IP-
chabpuka": B OKHe 0TOBpas3ATCA AONO/HMTENbHbIE NapameTpbl Ans IP-habpuku:

Cospatb rpynny

Wnin haBpmicn * Tun rpynns
IP-fabric IP-dhabpuka -

TNorvk pna poctyna no SSH * Mapone Ans goctyna no SSH * © iBGP ASN *
SNMP community *
Underlay-noaceTs * /16 Loopback-noaceTb * /22 public

Management-nogceTsb * /22 Mepebiii IP-agpec B nyne * Mocnegxwia IP-agpec B nyne *

LLInto3 no ymonuaxuio *

[] O6HOBUTB yCTpOWCTBA

OTMeHHTL

Onsi cozpanus IP-chabpurikn 3aaiite cneaytowe napameTpbi:

* Nmsa dpabprikn — Ha3BaHne abpuriku;

+ JlorvH gnsa goctyna no SSH — NorvH, ncnonb3yemblii 4719 reHepauumy HavyaibHOW KOHdUrypawmm
YCTPOWCTBa;

* Maponb ans goctyna no SSH — naposb, UCNO/Mb3yeMblli AN reHepaumm HavyasibHOM KOHpurypaymm
YCTPOWCTBa;

+ iBGP ASN — ngeHTtudmkatop aBTOHOMHO cuctemsbl iBGP;

+ Underlay-nogcetb — gnanasoH agpecos, UCNO/b3yeMbIX /19 afpecauny KOHEYHbIX TOYeK NOCTPOeHUs
TYHHENewn, ncnosnb3yemsbix overlay-ceTbio;

+ Loopback-noaceTtb — ananasoH agpecos, UCNO/b3yeMbIX /19 B3aMMOLENCTBUSA MeXAy YCTPoicTBaMu
BHYTPU dhabpuiku;

+ SNMP community — naponb g1 YTeHus1 faHHbIX ¢ ycTpoiicTB (read community);
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+ Management-nogceTtb — guanasoH afpecos, UCNOMb3YeMbIX A5 YATEHHOTO A0CTYyna K HUM 13
CUCTEMbI YNpaBs/ieHUs;

+ MNeps.bIli IP-agpec B nyne — nepsblli agpec nyna agpecos B Management-nogceTu, KOTopbI 6yaeT
BblgaBatbca DHCP-cepeepowm;

+ MNocnegHuin IP-agpec B nyne — nocnegHuii agpec nyna agpecos B Management-nogcetu, KOTOpbIi
6yaet BblgaBaTbca DHCP-cepBepowm;

+ LLNt03 No ymonyaHuio — MapLupyT no ymondaHuio n3 Management-nogcetun yCTpOCTB.

Takke BO3MOXHO HACTPOUTbL NapameTPbl 0GHOBEHMS YCTPOMNCTB HA HEOOXOAMMYH BEPCUIO MPOrPaMMHOr0O
o6ecneyeHus (MO) npu NepBUYHON MHULMAIM3aLMK. ANa akTMBaLmmn 3Toi BO3MOXHOCTM yCTaHOBUTE chnar
"O6HOBUTL yCTpoicTea":

Cospatb rpynny
o) V| GSH * NOCTVIE n S * Q QN *
Norvx gna poctyna no SSH Mapone gna goctyna no SSH BGP ASN

SNMP community *

Underlay-nogcets * /16 Loopback-noaceTs * 122 public

Management-nogceTs * /22 Mepeblit IP-agpec B nyne * Mocnenxui IP-agpec B nyne *

Lntoz no ymonuanuwo *

O6HOBWTbL YCTPOWUCTEA

Cepun HMecnonbaoeaTb akTyanbHoe M0 Bepcua MO

MES53xxA - O -

OTmenuTs

[N HaCTPOIKN 0GHOB/IEHNSA B paMKax OAHOW CEpUM YCTPOWCTB AOCTYMHbI CeaytoLLve napameTpsbi:

+ Cepus — cenekTop Bbibopa cepuin yCTPONCTB, 47151 KOTOPbIX OYAET BbINOMHATLCA OOHOBNEHNE;

* Wcnonb3osarb aktyasibHoe MO — dhiiar No3BOMSAET CO34aTh NPaBusio, NPU KOTOPOM 06HOB/IEHNE BCerga
6yaeT BbINOMHATLCA Ha Ty Bepcuto 0, KoTopas oTMeUeHa B CUCTEME KaK akTyasibHas,

* Bepcus MO — BbI6op onpegeneHHon Bepcum MO 13 yncna 3arpy>eHHbIX B CUCTEMY.

151 TOro YTO6bI YA INTL HACTPOVKM /151 OGHOB/IEHUS CEPUN YCTPONCTB, HAXKMUTE KHOMKY ™ 1 HACTPOMKu
[N 31Ol cepun ByayT yAaseHsbl.

Mocne 3agaHusA napameTpoB HaxxmuTe "Cosgatb” Ansa npofo/mKeHns cosganns IP-cbabpukm nnm "OTMeHnTb"
[ANA BbIXoAa 6e3 coXxpaHeHUs HacTPOoeK.
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3.7.2.2 Macmep HacmpoUlku ghabpuku

[ns HacTpoiky HOBOW (habprKn HEOOXOAUMO BbIMOMHUTL HECKO/TbKO B3aUMOCBA3aHHbIX LIAros, KOTOpble
cobpaHbl B MacTep HacCTpoikm dhabpukm.

[ns 3anycka macTepa HacTpoikn nepeinanTte B co3gaHHyto IP-chabpurky 13 pasgena "Mpynnbl” 1 HOXXMUTE Ha
KHOMKY "ViHnumnanusaums”. OTKpoeTCA AnasioroBoe OKHO C NepBbIM LLaromMm macrepa HacTporikn habpurku:

o Bbi6op o6HapyKeHHbIX yCTPOHCTB e WHuumanusaums yctpeincts e Hasna4uTb ponn o Banuaauus Tononorum

3_'—: Q Ynpasnexne NALEHINAMU

D MAC CepHiHbIA Homep Mogeno Cepua Appec wnioza 3arpyxeHHbIe NHLEHIHH
O aa:bb:cc:00:05:00 ESIC100005 MES5332A MES53xxA N/A N/A

O aabb:cc:00:02:00 ES9C100002 MES5332A MES53xxA N/A N/A

a aa:bb:cc:00:01:00 ES9C100001 MES5332A MES53xxA N/A N/A

O aa:bb:cc:00:03:00 ES9C100003 MES5332A MES53xxA N/A N/A

O aabb:cc:00:07.00 ES9C100007 MES5332A MES53xxA N/A N/A

O aa:bb:cc:01:02:00 ES9C100102 MES5332A MES53xxA N/A N/A

O aabbicc:00:12:00 ES9C100012 MES5332A MES53xxA N/A N/A

a aa:bb:cc:00:11:00 ES9C100011 MES5332A MES53xxA N/A N/A

O aa:bb:cc:00:04:00 ES9C100004 MES5332A MES53xxA N/A N/A

O aabb:cc:00:06:00 ES9C100006 MES5332A MES53xxA N/A N/A

O aa:bb:cc:00:22:00 ES9C100022 MES5332A MES53xxA N/A N/A

3nemeHToB Ha CTpauuue 50 v -14u314
OTMeHNTE

PaboTa macTepa COCTOMT 13 YeTbIpex Laros, N0C/1e40BaTeIbHOCTb KOTOPbIX OTOOpaXeHa B BEPXHEN YacTu
OKHa. [1na nepegsvXeHns no waram UCnosb3ytTes KHOMkn "Hasag' n "Janee”, pacnonoXeHHble B HUKHEN
4yacTu OKHa.

Ha cTpaHuue Bbibopa yCTpOICTB KHoMKa "Hasag,' 3ameHseTca KHONKoW "OTMEHUTL" 1 NO3BONSET OTMEHUTb
3anyck mactepa. Ha octasibHbIX Warax npy cBopaynBaHUn AUMasoroBoro okHa paboTta macrtepa He
npepbIBaeTcs, U OH NPOAO/HKAET paboTaTb B (DOHOBOM peEXMME.

© Ecnu 3aKkpbITh OKHO MacTepa, TO NPOLEeCC HacTPOiikn IP-habpukn He npepBeTcs. UTo6bl OTKPbLITL
MacTep NMOBTOPHO Ha TOM Llare, Ha KOTOPOM Mpouecc Obia1 NPepPBaH, HAXKMUTE Ha KHOMKY
"MHnuymanmnsaumsa” B nHtepdoeiice IP-chabpukn.
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3.7.2.2.1 OG6HapyxeHue yCTPOICTB

B coctaB ECCM BxoauTt DHCP-cepBep, ucnosnb3yemblii ans pasgayuv IP-agpecos B npouecce ZTP u
nHnyanusauun IP-cpabpuk. Takke OH BbINOMHAET (PYHKLMM NacCCUBHOIO CKaHepa CeTH, KOTOpbIiA
06HapyxmBaeT yCcTpoicTBa No oTnpaensemMbimM nvu 3anpocam DHCP-discover, nepeHanpas/ieHHbIM Ha cepBep
ot DHCP-relay-areHTOB. 3T0 TpebyeTcs, 4To6bl broadcast-3anpockl 66111 NpeobpasoBaHbl B unicast n
cogepXasm agpec ceTu, 3 KOTOPOW OHM BbINN NONyYeHbl. 3anpockl aHAIM3UPYIOTCA Y PUNBTPYIOTCA MO
cogepXalmmcs B HAX crneynasbHbiM onumsam. TakuMm 06pa3om, cructeMa MOXeT COCTaBUTb CMUCOK YCTPOICTB
Eltex, koTopble MOryT 6bITb NPOMHULMANN3NPOBAaHLI A4/18 paboTbl B cocTase IP-thabpuku.

Hwxe npusegeHa cxema, WislocTpupytowas npuHumn skitoveHns DHCP-relay B cxemy ¢ ncnonb3osaHuem IP-
habpuiku:

IP pabpuka

DHCP relay
ECCM Server s -

leaf 1 leaf 2 leaf 3 leaf 4

----- cepBepHasi ceTb
_______ ceTb ynpasneHus yctpoiicteammn (OOB)
ceTb pabpuku

CepBepHasi ceTb 1 CeTb yNpaB/ieHns yCTPONCTBaMUN NPeACcTaBAsaoT cob0i oTaenbHble L2-A0MeHbI, Mexay
KOTOpbIMW JO/MKHA ObITh paspeLleHa MapLupyTusaumns. Heobxogumble MapLupyTbl O/KHbI ObITb NPONMCaHbI
Ha cepBepe ECCM.

[aHHble, cobpaHHble Ha ocHoBe DHCP-discover, coxpaHsloTcst B OTAE/bHYH Tab/mLy 06HapY>XeHHbIX
YCTPOICTB.
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Ha nepsowm Liare B ANa/1IofOBOM OKHe 0To6pa>KaeTcs:| CMnCcoK 06Hapy)KeHHbIX CUCTEMOIA yCTpOI7ICTBI

o Bbi6op o6HapyXeHHbIX YCTPoiAcTB

1
T

YnpaBneHHe NALEHIUAMK

",
Ti
r

MAC

cl

aa:bb:cc:00:05:00

aa'bb:cc:00:02:00

aa:bb:cc:00:01:00

aabb:cc:00:03:00

aa:bb:cc:00:07:00

aa:bb:cc:01:02:00

aa:bb:cc:00:12:00

aa:bb:cc:00:11:00

aabb:cc:00:04:00

aa:bb:cc:00:06:00

0O OO0 o0 oo oo o o

aabb:cc:00:22:00

CepHHHbIA HOMeEp

ES9C100005

ES9C100002

ES9C100001

ES9C100003

ES9C100007

ES9C100102

ES9C100012

ES9C100011

ES9C100004

ESIC100006

ES9C100022

e WHuumanusayma ycTpoicTs

Mopens

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

MES5332A

OTMEHHTL

Cepua

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

MES53xxA

e HasHauuTs ponn

Agpec wnosa

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

3nemMeHTOB Ha cTpanuye 50

3arpyxKeHHbIE NHLEHIHH

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

v 1-14n314

e BanugaLus Tononorm

B OkHe AOCTYMHbI CNeAytoLLME 3NIEMEHTbI:

1. KHomka chunbTpaumm n KHonka 06GHOBEHUS AaHHbIX TabnuLibl;

2. KHonka gnsi nepexofa B MEHEKeP NNLEH3UIA AN 3arpy3ku Heo6X0AUMbIX A1 UHULMaNM3aLmm

chainnos;

3. Tabnuua o6Hapy>XeHHbIX YCTPOUCTB. CoaepPXUT NOs:
+ CenekTop 415 Bblbopa yCTPONCTB 419 nHMumnanmsauny;
+ MAC — CuctemHbiit MAC-agpec yCTpOICTBa;
+ CepuiiHblii HOMepP YCTPOICTBA;

* Mopgens;
+ Cepus;

+ Agpec wno3a — agpec DHCP-relay areHTa, nepeHanpaByvBLLErNO 3anpoc Ha cepBep;
+ 3arpyXeHHble JIMLEH3NI — CIMCOK NNLEH3UIA AN YCTPOICTB, KOTOPbIE ECTh HA CEepBepe.

Ha gaHHOM Lwiare Heo6xoaMMOo 0603HaUNTb, Kakne YCTPOoMCTBa ByayT HACTPOEHbI A5 paboTbl Ha habpuke.

OTMeTbTe HEOOXOAMMbIE YCTPONCTBA U HAXXMUTE KHOMKY "anee”.
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3.7.2.2.3 JlvueH3un Ha ycTpolicTea

JNvueHsuy, yctaHaBNnMBaeMble Ha YCTPONCTBa 4151 aKTMBaLMKN AOMONHUTENBHOIO (yHKUMOHana. Ans paboTbl
IP-chabpuikn Tpebytotca nuueHsum Ha BGP n EVPN. MNepepg Hayanom nHuumranmsaumm IP-gpabprku cuctema
COMnocTaBNseT CNNCOK MMEILLMXCA NINLEH3UI U CNIMCOK YCTPOICTB, KOTOPbIE NaHupyeTcs
NPOUHULMaNN3MpoBaTb. EC/in cuctema 06HapyXuT, Y4TO A/19 Kaknx-nnbo yCTPOUCTB He XBaTaeT NNLEH3UI,
OyfeT oTo6pakeHo npeaynpexaeHne ¢ NpeasioxkeHemM 3arpy3nTb AOMOMHUTENbHbIE NNLIEH3UN:

MNoaTeepauTe geicTBUE

B cucTeMy He 3arpy»eHbl TMLEH3WW ANA Bbl6PaHHbIX
ycTpoicTe. Ecnm Bbl NpoacmxuTe, ycTpoicTea & IP-habpuke
MOTYT paboTaTh HEKOPPEKTHO.

KonuyecTBo ycTpoicTe: 14 4 3kcnopTuposaTh

ES9C100005
ES9C100002
ES9C100001
ES9C100003
ES9C100007
ES9C100102

Het Ha

MpepynpexaeHne CoaepXnT CNNCOK CEPUIRHBIX HOMEPOB YCTPOICTB, A1 KOTOPbIX HEOOXOANMbI INLLEH3UN.
Cn1CoK MOXHO COXpaHUTb B chaiin chopmarta .csv (OTKpbIBaeTCs /1H06bIM TEKCTOBLIM pefakTopoM unu Excel) ¢
NOMOLLbIO KHOMKM "dKcnopTupoBaTh'. Ecnin noateepanTs aelictere ("Aa"), HAUHETCS NPOLECC MHULManM3aumu,
a NIMUEH3NM MOXHO ByAeT 3arpy3uTb No3xe BpyUHyto. EC/in oTMeHuTb aeiicteue ("HeT"), MoXHO 6yaeT nepeiitu
B pasgen ynpasneHus JIMLEH3NSMU 1 3arpy3nTb Heobxoammble halinbl, a 3aTeM CHOBa HavaTb
NHMUManm3aumio. B aTom cnyvae nvueH3umn 6yayT 3arpyXeHbl aBTOMaTUyeCKu.

© bGonee noapo6HO paboTa ¢ NNLEH3NAMU paccMaTpuBaeTcs B pasaenax JIMUeHsus u JIMLeHsumn Ha
YCTPOWCTBA.
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3.7.2.2.4 NHnymanusaums yCTponcTs

Ha paHHOM wware oTo6paxaeTcs Nporpecc NepBMYHON MHULMAIN3aLUmMmn YCTPOCTB. B npouecc
VHULMaM3aumm BXoguT HasHauyeHne ycTpoiicTBy IP-agpeca v onuwii ansa 3arpysku MO v nepBoHa4asibHO
KOHGpurypaumu. MNocne 3Toro cuctema 0XuaaeT MOMEHTa, KOrAa yCTPOMCTBO 3arpy3uT Heobxoaumble dhaiinbl, 1
NpPoBePSIET cOOTBETCTBUE Bepcun MO oxmnaaemoil.

o BeiGop 06Hapy#eHHbIX YCTPOHCTB 9 WHuumManu3sauua yeTpoiicTe e HaaHayuTe ponu o Banugauua Tononorum

O WaeT MHALMANW3aLMA YCTPOACTB... BLINONHEHO 47%

—r

Fr Q 4 3kcnopruposats

CepHiibii WAITING_FOR_DEVICE

1P-agpec MAC jomep  Momens  Tewyuuacraryc Waiting for device...

IP_ASSIGNED

172.24.0.163 aabb:cc:01:01:00 ES9C100101 MES5332A Oxuparve sbigaym IP-aapeca IP address 172.24.0.157 has been successfully assigned with DHCP

172.24.0.162 aabbicc:00:08:00 ESICT00008 MES5332A [loGasnerme yeTpoiicTaa Bg‘\ffif;ﬂg‘séffn e T
172.24.0.161 aabb:cc:00:22:00 ES9C100022 MES5332A [loGaBneHue ycTpoicTea
172.24.0.160 aabb:cc:00:04:00 ES9C100004 MES5332A [oGaBneHWe ycTporcTBa
172.24.0.159 aabb:cc:00:06:00 ES9C100006 MES5332A [oGaBneHwe yeTporcTBa
172.24.0.158 aabb:cc:00:11:00 ES9C100011 MES5332A [oGaBneHWe ycTporcTBa
172.24.0.157 aabb:cc:00:03:00 ES9C100003 MES5332A [oGaeneHwe ycTpoicTBa
172.24.0.156 aabb:cc:00:07:00 ES9C100007 MES5332A [loGaBneHue ycTpoicTea
172.24.0.155 aabb:cc:01:02:00 ES9C100102 MES5332A [oGaBneHWe ycTpoicTBa

172 24N 184 ashheerNNN1-NN FRACTANNNT MESRI74  MnRssnedus veTnnEeTRA

3NeMEHTOB Ha CTpaHuLe 50 - 1-14uz 14

CeepHyTb

B OkHe AOCTYMHbI CNeAytoLLME 3NIEMEHTbI:

1. LUkana nporpecca — NokasblBaeT, HACKO/IbKO NPOABUHY/ICS NPOLIECC MHULIMANN3ALUN BCEX YCTPOICTB;

2. Tabnuua ycTpoicTs — coaepxuT nonsi: IP-agpec, MAC, cepuiiHblii HOMep, MOAENb 1 TEKYLLUIA CTaTyc
VHVLManM3aummn ycTpoiicTB. ECnv ycTpocTBO HAaXoAnUTCsl B NPOLIECCE BbINOHEHWS OHOTO W3 LLIAroB
VHVLManm3anmm, To cTaTyc oTMeYaeTcs 3e/1eHbIM LseToM. Ecnn npomnsolunia owwn6ka — KpacHbIM. Mpu
BbIGOPE YCTPOICTBA CNpaBa OT ero Ha3BaHusi 0To6pasuTcst 6o/1ee NoApPoGHbIN Nor Npouecca
VHULManm3aumm;

3. OkHO flora npougecca MHMLMann3aLumM — COAEPXUT OT/IafloUHY0 HPOPMALMIO O BbIMO/IHEHHbIX Liarax 1

NPoU3oLLIeALLINX OWMGKax. Slor MHULManM3aLmMm MoXHO SKCNopPTMPOBaTh B (paiin hopmarta .csy,

KHOMKM chunbTpauym n 06HOBNEHUS AaHHbIX TabuLbl;

KHonka akcnopTa fora B chaiin .csv.

oa s
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3.7.2.2.5 HasHaueHue ponei

[nsa opraHnsaummn chabpukn ncnonbayertcs apxutektypa Leaf-Spine, n koHurypaumsi Kaxaoro yctpoiicTea
3aBWCUT OT TOTO, KAKOE MECTO OHO 3aHMMAET B Tonosiornn. Cuctema aBTomMaTuyeckn onpeaensieT CBs3v Mexay
yCTpOICTBaMW, HO, BO U36eXaHme OLMBOK B KOHhUrypauum, He06XoAMMO SIBHO yKa3aTb, Kakyto posb B
TONOMOrMK 3aHNMAET YCTPOICTBO.

Ha gaHHOM wware Heo6xoAMMO pacnpeenuTb Posiv, B COOTBETCTBUM C KOTOPbIMI GYAET NOArOTOB/EHA U
NPYMEHEHA KOHUrypaLms Ha yCcTpoiicTBa. 151 3TOro Nosib30BaTesto NPeaoCcTaBseTcs CNMCOK YCTPOIACTB,
NPOLUEALINX UHALMANN3ALMIO N MHCTPYMEHTbI A/151 HA3HAYEeHUST PO/ KaXA0MY YCTPOICTBY.

Tabnuua cofepxuT creayrowiye nons:

+ CenekTop N5 Bblbopa 415 Ha3HAYeHWA PO/ YCTPOICTBE;

+ I[P — agpec, HazHa4YeHHbIN YCTPONCTBY MPK UHULMANN3ALMM N COXPAHEHHbI B KOHUIypaumm
YCTPOWCTBa;

* Mogens;

+ Cepus;

* Bepcus — Tekywan Bepcusa nporpaMmMHOro obecnevyeHuns Ha yCTpOoICTBE;

+ Crartyc — cTaryc NpoXoXAeHNS NePBUYHON MHMLMann3aunm,

* MAC — cuctemHbIn MAC-agpec yCcTpoicTBa,;

+ CepWuiiHbIii HOMEp;

+ Ponb — ponb ycTpoiictea B IP-chabpuke.

YT06bI HA3HAYNTb YCTPOKCTBAM POJib, YCTAHOBUTE COOTBETCTBYHOLLUME UM (hriarn B KONOHKE CNeBa U HaOXMUTe
Ha KHOMKy "HasHauntb ponun" Hag Tabnuueii. Ponb 6yaeT HasHavyeHa 4/1s BCEX BblOpaHHbIX YCTPOMCTB.

o Bbibop obHapy#eHHbIX YCTPOHCTE o WH1umMannsaLms ycTpoicTs e HasHauntb ponn o Banupauwsa Tononorum

O et Mopens Cepun Bepcus M0 Crarye MAC CepuitHbiA HoMep Ponb

O 172.24.0.150 MES5332A MES53xxA 1.11R1 WHuuymanusuposato aabb:cc:00:05:00 ES9C100005 LEAF h
O 172.24.0.151 MES5332A MES531xA 111R1 MHHUMaNHSMPOBaHO aa‘bb:cc:00:01:00 ES9C100001 LEAF -
(] 172.24.0.152 MES5332A MES53xxA 111R1 VIHULMANUSUPOBAHO aa:bb:cc:00:03:00 ES9C100003 LEAF -
O 172.24.0.153 MES5332A MES53xxA 111R1 MHMLMaNHspoBaHo aa:bbicc:00:02:00 ES9C100002 LEAF -
O 172240154 MES5332A MES53xxA 1R VHMLMaNH3HPOBaHD aa:bbiec:00:12:00 ES9C100012 SPINE M
O 172.24.0.155 MES5332A MES53xxA 111R1 VHHLManHsMpoBaHo aarbbrec:00:11:00 ES9C100011 SPINE -
[m] 172.24.0.156 MES5332A MES53xxA 1.11R1 UHHUKaNH3MpoBaHo aazbb:cc:00:06:00 ES9C100006 LEAF -
O 172.24.0.157 MES5332A MES53xxA 111R1 MHHLMaNH3MpOBaHo aabbiec:01:01:00 ES9C100101 SUPER_SPINE M

O 172.24.0.158 MES5332A MES53xxA 1.11R1 WHuuymanusuposato aabb:cc:00:04:00 ES9C100004 LEAF h

Hasag CeepHyTb Oanee

Mocne Toro Kak Bce ponu GyayT Ha3HaueHbl No/ib30BaTeNIeM, CUCTEMA NPOBEPSET CBA3UN MeXaY
ycTpoiicTBamu. Ecrim Mexay yCTpoiicTBami yCTaHOB/IEHbI CBSI3W, HE COOTBETCTBYHOLLME YKA3aHHOI posu, Ha
aKpaHe 0To6pasnTCcsA NpeaynpexaeHne o6 sToMm.

64



ECCM.PykoBoACTBO nosb3oBarens.l pynnbl

3.7.2.2.5.1 YpaneHue ycTpoiicTs

KoHdhmrypaums Kakaoro ycTpoicTea 3aBUCUT OT TOTO, Kakue YCTPOMCTBA Ero OKPYXXatoT, U Kakasi posib eMy
HasHayeHa. [1oaToMy [4N19 ee reHepauuv aHa/IM3npyeTcs BeCb CNMCOK YCTPOICTB, NPOoLeALwnX
nepBOHaYasIbHYH MHUUManM3aumio. beiBatoT criyyaum, Korga yCTpoincTBo 661710 406aBNeHo B CNCOK
NHULManmu3auum no owmnobke,  He AO/MKHO yyacTBoBaTh B IP-chabpuke. YTo6bl MCKNIOUNTL Takoe YCTPOMCTBO U3
habpuku, Ha Lware Ha3Ha4YeHUss poneii MOXHO UCMNO/b30BaTb KHOMKY "Yaanutb". MNpn HaXaTtumn Ha KHOMKY Ha
YCTPOICTBO 6yAeT oTnpas/ieHa komaHaa A8 copoca KOHUrypaLmmn K 3aBoACKMM HacTpoikam. MNocre

3TOro YCTPOWCTBO BYAET YAa/IEHO U3 CUCTEMBI: N3 Dabpukn 1 TabuLbl YCTPOICTB, a Takke 13 cnucka DHCP-
cepsepa.

© Mocne Toro Kak ycTpoicTBO nepesarpysuTcs 1 BepHeT rabpuuHbie HaCTPOMKY, OHO BHOBb HAUHET
otnpasnsatb DHCP-discover'bl n 6yaet 06Hapy>XeHo cucTemMoi. MOXHO 3aHOBO 3anyCTUTb NPOLECC ero
NHMLManmM3aummn, BepHYBLUMCH Ha NepBbIi Wwar mactepa.

3.7.2.2.6 Banugauusi Tonoaoruu

Ecnv npoBepka Ha npebiayLiem ware npowuia ycnewHo, To cucTeMa BbINO/IHUT pacnpegeneHme yCcTpoincTs
no POD-am 1 oTo6pasnTt Tabnuuy ¢ pesysiktaToMm:

o BbiGop o6HapyxeHHbIX ycTpoicTs ° WMHuumManuaauws ycTpoicTs ° HasHauntb ponu o Banupauus Tononorum
# Q
Bce Pod 1 Pod 2 Super spines
P MAC CepuiHbIA HOMep Mogene Cepua Bepcua M0 Cratyc Pone POD
172.24.0.163 aa:bb:cc:00:21:00 ES9C100021 MES5332A MES53xxA 11.1R1 WHuymanuamposaHo SPINE Pod1
172.24.0.162 aabb:cc:01:02:00 ES9C100102 MES5332A MES53xxA 11.1R1 WHuumanusupoBaHo SUPER_SPINE
172.24.0.161 aa:bb:cc:00:07:00 ES9C100007 MES5332A MES53xxA 11.1R1 WHWumManu3upoBaHo LEAF Pod1
172.24.0.160 aa:bb:cc:00:08:00 ES9C100008 MES5332A MES53xxA 1.1.1R1 WHuymanusupoBaHo LEAF Pod 1
172.24.0.159 aabbrec:00:22:00 ES9C100022 MES5332A MES53xxA 11.1R WHuunanuampoBato SPINE Pod 1
172.24.0.158 aa:bb:cc:00:04:00 ES9C100004 MES5332A MES53xxA 11.1R1 WHuymanuamposaHo LEAF Pod 2
172.24.0157 aabb:cc:01:01:00 ES9C100101 MES5332A MES53xxA 11.1R1 WHuumanusupoBaHo SUPER_SPINE
172.24.0.156 aa:bb:cc:00:06:00 ES9C100006 MES5332A MES53xxA 11.1R1 WHWumManu3upoBaHo LEAF Pod1
172.24.0.155 aabb:cc:00:11:00 ES9C100011 MES5332A MES53xxA 1.1.1R1 WHuymanusupoBaHo SPINE Pod 2
172.24.0.154 aa:bb:ec:00:12:00 ES9C100012 MES5332A MES53xxA 11.1R1 WH1umManuampoBaHo SPINE Pod 2
3NeMeHTOoB Ha cTpaHuue 50 - -14u3l4
Hasap CeepHyTb MokasaTe Tononoruio IP-habpukn
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Tabnuua coaepxuT creayrouive nons:

*+ |P — agpec, HazHa4YeHHbI YCTPONCTBY NPU UHULMANN3aLUN U COXPaHEHHbIN B KOHGUrypauum
YCTPOWCTBa;

* MAC — cuctemHbln MAC-apec yCcTpoiCTBa,

+ CepuiiHblil HOMep;

* Mogens;

+ Cepusg;

+ Bepcus MO — Tekywasa Bepcust nporpammMHoOro o6ecnevyeHns Ha yCTpoinicTBe;

+ Craryc — cTatyc nNpoxXoxAeHUsi NepBUYHOM HULMaIM3aLmMK;

+ Ponb — ponb ycTpoiictea B IP-chabpuike;

+ POD — Homep POD'a (rpynnbi BHyTpY habpukm), B KOTOPOM HAXOAWUTCS YCTPOICTBO.
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[na oTo6paxeHns co3aaHHol TOMoMorMmn B rpacpmyeckoM Bruae HaxXmmnTe KHorMky "Tokasatk Tonosoruto |P-

thabpukn”. MprmMep TONONOTNM NPEACTAB/EH HA PUCYHKE HUXE:

ECCM.PykoBoACTBO nosb3oBarens.l pynnbl

6 Bbi6op 06Hapy»eHHbIX YCTPOHCTB

POD1

ESIC100021
172.240.161

ES9C100007 ESIC100005
172240163 172240152

9 WHuumanusaums ycTponcTs

ES9C100006
172240154

<

ESSC100101
172240151

ES9C100022
17224.0.160

ES9C100008
17224.0.150

ES9C100002
172.240156

6 HasHaunTb ponu

ES9C100012
172240159

ES9C100004
172240162

Hasapg CBepHyTb MokasaTb Taénuuy ycTpoicTs IP-habpuku

POD2

ES9C100001
172240188

e Banugauua Tononoruum

@

ES9C100102
172240153

s

ES9C100011
172240158

ES9C100003
172240157

YcnoBHbIe 0603HaAYEHNUS:

— SuperSpine;

— Spine;

— Leaf.

YCTpoiicTBa, oTHocsAWmecs kK POD-am, oToGpaxatoTcsl B COOTBETCTBYHOLLMX 06/1acTsX. Ha kapTe ans

npeABapuTesIbHOro MPOCMOTPa TONO/IOTMK LiBETA YCTPOWCTB 0603HAYAIOT UX POSb.

HaxmunTe "3aBeplunTb” A5t NOATBEPXKAEHNSA TONOMOTMU. HauHeTcs NpoLecc KoHurypmpoBaHus IP-oabpuku,
a oTo6paaemMas kapTa 6yeT coxpaHeHa 1 JocTynHa B pasgene "KapTbl cetn".

© [aHHbiii Wwar macTepa npefHasHaueH UCKUNTENBHO A5 MPOBEPKM BCEX AaHHbIX Nepes Hauyaiom
reHepauymn UTOroBbIX KOHCMIypaLmnii 1 NPUMEHEHMEM UX HA YCTpOICTBA. 11 N3MEHEeHWs poneii unm

yAasIeHns yCTPOMNCTB HEOOXOANMO BEPHYTLCA Ha Npeablaylmii war "HasHaueHne poneid”. Ans

[o6aBneHns 4ONONHUTENbHBIX YCTPONCTB HEOOXOAMMO BEPHYTLCA Ha NepBbIii war "Bblibop

06HapPYXEHHbIX YCTPONCTB" 1, €CN B CETU 6bININ 06HAPYXEHBI HOBLIE YCTPOICTBA, MPOM3BECTM X

VHALMaIM3aLmio U pacnpeaeniTs Pos.
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3.7.2.3 ViHmepgbelic chabpuku

[na nepexoaa B uHTepgoeinc IP-chabprikn KNMKHMUTE MO ee Ha3BaHuo B pasgene "Mpynnbl”.

3.7.2.3.1 YctpoiictBa

IP-chabpuvika npeacTaBnseT coboii eauHYI0 CYLLHOCTb, NO3TOMY paboTa ¢ YCTpocTBamMu, BXOAALMMN B COCTaB
habpuKK, HECKO/IbKO OTIMYaeTcs OT paboTbl C OCTasIbHbIMKU yCTpoicTBaMu. 18 paboTbl ¢ ycTpoicteamu IP-
habpvik peann3oBaH OTAeNbHbI MHTepdheiic. Huxe npeacTasneH npumMmep yxe nponHULMann3vpoBaHHoim IP-
habpuikun, cogepxatleit ycTpoincTsa:

ECCM ip-fabric

*E Haswraums  roynnu * ipoasenss Q e
30/6/36 14/0/14

@ Pod 1 Pod 2 Super spines Sandbox

O o Cratye [flocTynkocTs Cepithiiii HoMep Management IP Loopback IP 1mA xocTa MAC-appec Mogenb Bepcus 110 Oficnyxusatme Ponb. rpynna

163 @ ICMP | SNMP | SSH ES9C100021 172.24.0.163 10.0.0.8 spine_21 aa:bbicc:00:21:00 MES5332A  1.1.1R1 BxntoyeHo SPINE Pod 1

ICMP | SNMP | SSH ES9C100102 172.24.0.162 10.0.0.2 super_spine_102 aa:bb:ec:01:02:00 MES5332A 1.1.1R1 BkntoueHo SUPER_SPINE  Super Spines

o
=
-
o0
=
=
-
7
0
T

160 ES9C100008 172.24.0.160 10.0.0.6 leaf_8 aa:bbicc:00:08:00  MES5332A  1.1.1R1 BxntoyeHo LEAF Pod 1

O O o o

161 @ ICMP | SNMP | SSH ES9C100007 172.24.0.161 10.0.0.5 leaf_7 aa:bb:cc:00:07:00 MES5332A  1.1.1R1 BrntoyeHo LEAF Pod 1

159 ICMP | SNMP ES9C100022 172.24.0.159 10.0.0.7 spine_22 aabbicc:00:22:00 MES5332A  1.1.1R1 BkntoueHo SPINE Pod 1

SMEMEHTOB Ha CTpaHHue 5 - 1-5u314 > 21

Ha cTpaHuue otobpaxatoTcs:

1. PUALTPbLI ANA HACTPONKM OTOOPaXKeHMA TabmLbl YCTPONCTB M KHOMKa 0OHOBIEHUSA Tabnuubl;

2. ®yHKUMW ynpaBneHusa yCTporUcTBaMu A1 KOH(PUIyprpoBaHus, cpaBHEHUA KOHpUrypaumii, 06HOBeHNA
MO 1 6510KNPOBKU/Pa3bIOKMPOBKU. PYHKLMOHAN aHa/IOTMYeH TOMY, YTO UCNOJb3yeTCA 415 YCTPONCTB
BHe dpabpuky;

3. KHonka "YganuTb" — KHOMKa ANs akTMBauun cneumnanibHon yHKuMn yaaneHuns, kotopas
npegBapuTesnibHO BbINOHAET COPOC KOHUrypauum yCTpoCcTBa K 3aBOACKMM HACTPONKam
(onuroHaNIbHO 1 MOXET GbITb OTK/IOYEHO B Anasiore NOATBEPXKAEHMS onepauym), TeM caMbiM NO3BO/ISIS
3aHOBO NPOBECTU MHULMANN3aLMI0 YCTPONCTBE;

4. dunbTpbl 0TOGpaXeHUs no nogrpynnam IP-gpabpuku:

+ Bce POD (o06beaunHeHus Leaf-Spine);

+ Super Spines (06beanHsaeT Bce POD);

+ Sandbox — neco4Hunya, K KOTOPOI OTHOCATCA BCE YCTPOMCTBA OXMAatoLlme pacnpeseneHns no
ponAM.

5. Tabnuua ycTpoicTs, cogepxalwas noss:

+ CenekTtop Bbl6opa yCTPONCTB AN YpaB/ieHus;

* ID — yHUKasbHbIA HOMEp YCTPOICTBY,

+ Craryc — cTatyc npouecca nHuumnanmsaunm obopyanosaHus. Npun HaBegeHUM Kypcopa
oTobpaxaeTtcs 6onee getasibHas MHopMaLus;

+ [locTynHocTb — Habop cTaTtycoB NPOBEPKM CETEBOM AOCTYNHOCTM OT CUCTEMbI YNpaBnieHus
(CY) po ycTpoiicTBa;

+ CepuiitHbIii HOMep — CepuiiHbI HOMEp YCTPOICTBA,;

+ Management IP — agpec, no kotopomy CY nofko4aeTcs K yCTPONCTBY;

+ Loopback IP — agpec, ncnonb3yemblii 419 B3aMMOLENCTBUSA Mexay ycTpoincTtBamu B IP-habpuike;

* MIMsl xocTa — nms ycTpoiicTBa (HazHavaeTcs Npy KOHUIypupoBaHun);

+ MAC-agpec — cucteMHblin MAC-agpec yCTpoliCcTBa;

+ Mogenb — Mofenb YCTPONCTBa;
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+ Bepcus — tekywas Bepcus MO Ha yCTPOICTBE;

+ O6cnyXnBaHne — ctatyc o6cnyxmnBaHus yctporictea. OtobpaxaeTt, BegeT N CY MOHUTOPUHT U
ynpasfieHne yCTpoiCcTBOM;

+ Ponb — ponb ycTpoiictBa B coctaBe |IP-thabpuky;

+ pynna - rpynna, K KOTOPOi OTHOCKTCS YCTPOICTBO BHYTpU chabpukmn (Pod, Super Spines,
Sandbox);

6. VHuynanusaums — KHonka ansa nepexoga K Mactepy UHnumannsaumm Ansi HacTPOWMKK YCTPOICTB s
pab6oTbl B cocTase |P-chabpuku.

3.7.2.3.2 3apaun KoHUryprpoBaHus

Pasgen ans oTo6paxeHus 3aa4 KOHpMrypmpoBaHust yCTPOCTB B COOTBETCTBUN C UX PONSIMU B CTPYKTYpe IP-
habpuikn. 3aaumn 3anyckatoTcs aBTOMaTUYECKH, MOC/e TOro Kak NogTBepXaeHa Tonosorus habpuku.

ECCM ip-fabric

*f Haswraums  roynnu ¥ ioossouce Q 2]
30/6/36  14/0/14

YcTpoiicTea 3apaum KOHPUrypUpoBaHua HacTpoiku abpuku

KoHduryprpoBaHue ycTpoiAcTB 6biNo 3aBepLIeHo.

—

= W
P CepURHBIA HOMEP MAC Mopens Ponb rpynna Crarye

172.24.0.163 ES9C100021 aabb:cc:00:21:00 MES5332A SPINE Pod 1 DONE

172.24.0.162 ES9C100102 aabb:cc:01:02:00 MES5332A SUPER_SPINE Super Spines DONE

172.24.0.161 ES9C100007 aabbcc:00:07:00 MES5332A LEAF Pod1 DONE

172.24.0.160 ES9C100008 aabb:cc:00:08:00 MES5332A LEAF Pod 1 DONE

172.24.0.159 ES9C100022 aabb:cc:00:22:00 MES5332A SPINE Pod 1 DONE

3NeMeHTOB Ha CTpaHHue 5 - 1-5m314 > >l

1. LWkana nporpecca, oTpaxarowas 06Lmii cTaTyc BbINOTHEHNS onepaumm KOH(UTypupoBaHus YCTPOICTB;
2. KHonku cpunbTpanumn n 06HOBNEHMSA A1 HACTPOIKM 0TOBPaKeHUs Tabmupl 3a4a4 KOH(PUIyprnpoBaHus;
3. Tabnuua 3agay KoHPUrypupoBsaHus, cogepxaliasa napameTpb:

+ IP — agpec ycTpoiicTBa;

+ CepuiiHbIii HOMEep — CepUiiHbIA HOMep YCTPONCTBA;

* MAC — cuctemHbIin MAC-agpec yCcTpoiCTBa,;

+ Mogenb — mogesb YyCTPONCTBa;

+ Ponb — ponb ycTpoiictea B IP-chabpuke;

+ [pynna — mecTopacnonoxeHune yctpoicTaa B IP-thabpuke;

+ Crartyc — cTaryc BbINO/IHEHUA 384X KOH(PUTyprupoBaHUS.
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3.7.2.3.3 Hactpoiikm dhabpukm

B pasgene otobpaxatotca napametpsl IP-chabpurku.

ECCM ip-fabric
*f Haswraums  roynnu ¥ ioasouce Q (2]
30/6/36  14/0/14

YcTpoiicTea 3ajjaum KoHpUrypupoBaHua HacTpoiiku dabpuku

06wwKe HaCTPOMKK O6HOBNEHWE YCTPOWUCTB

babpuk Jnderlay-nogeeT

ip-fabric 172.16.0.0/16 MES53xxA Ucnonbsosate akTyansHoe M0 6.5.1.3R3
A ment-nojceT ack-nofceTs
172.24.0.0/22 10.0.0.0/22

lepsniit IP-aapec & myn P ASN
172.24.0150 50001
locnepymi IP-agpec s nyne NMP community

172.24.0.200 public

Inios mo ym

172.24.01

PepakTvposaTh

B okHe OOCTYynHbI cneanywuwne BUOXXeTbl:

+ O6wue HaCTPOliKN — 34ecCb OTOBpaXxatoTCA NnapaMeTpbl, KOTOPbIE yKasblBaOTCA Npu co3gaHuu IP-
habpukm n He MOryT ObITb U3MEHEHbI NPU AaNbHelLwel paboTe;

+ OGHOB/EHNE YCTPOMCTB — 3[4eCb OTOBpaxaeTcs Habop COOTBETCTBUIA Cepuin yCTPOCTB 1 Bepcuii MO,
KOTOpble HY)XXHO nepefaTb TEM WM UHbIM YCTPOCTBAM Npu UX MHALMaIM3aLmMN.

B HWXHe yacTu akpaHa JOCTynHa KHomka "PefakTupoBath”, KOTopasi OTKPbIBAET OKHO /181 U3MEHEHMS
HaCTpOeK:

PepakTupoBaHMe HacTpoeK 06HOBNeHUs YCcTpoiicTE habpuku

Cepua Hecnonb3oeaTh akTyansHoe MO Bepcua MO

MES53xxA - O 6.6.6 R1 -

+

OTMEHNTB MpUMEHNTB

+ Cepus — cenektop Bblbopa cepuin yCTPONCTB, A4/151 KOTOPbIX OYAET BbINOMHATLCA OOHOB/EHNE;

* Wcnonb3oBatb aktyasibHoe MO — hiiar No3BoNsieT CO34aTb NpaBusio, NpU KOTOPOM 06HOB/IEHNE BCerga
OyAeT BbINOMHATLCA Ha Ty Bepcuio MO, koTopas oTMeYeHa B CUCTEME Kak akTyaslbHas;

+ Bepcusa NO — BbI6op onpeaeneHHol Bepcumn MO 13 yncna 3arpy>XeHHbIX B CUCTEMY.

[1151 TOro YTO6bI HE OGHOB/IATL CEPUI0 YCTPOIACTB, HaxkmmuTe kKHonky ™ . HacTpoiiku ans cepun 6yayT
yAaneHsl.
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3.8 IO

Pasgen nna pobasneHus, yaaneHns n npocmotpa MO ycTponcTs.

EccmE.E.
.Ebe LTeX = SuperAdmin

B3 CsopHas nudopmaums = § & 3arpysuts
A Npoénemb AKTyansHoe HeaktyanbHoe
[ Kaprel cetu O Wms pafina Cepun Bepcus M0 Onucarme Pasmep MD5 333:::::“ Bepcnn sarpyaunka Dara AxryanbHocts
©
[ testfw_me5200.2 MES5200 310067 test fw me5200 2 20 0§b711167151501320212017020055ab  3.10.0.6T 310.0.6T 2025-05-22
& cemn Baiit 09:00:20
2023-0522
O test_fw_smg-1016_2 SMG-1016 3.2004 test_fw_smg-1016_2 G b659765efaaccOcaasf4ablebabTbsa 09:00:20
& Tpynnui -
[ festmes2houros2 5. yegy 1MESI Txx/MES22xx 114g14  testfwmesZhacros25 20 g4pa0m5372550h 1a5h3ec28e22c9c36 20250522
2 2 BT 09:00:19
& no
MES23x/MES33xx/MES35xx/ 20 2023-0522
[ testw.mes23ucrosd 2 AESCIH 4019R3  testfwmes2dorosd 2 20 57648bdd6e2a767431d5dedbTd062cde A
A Wanows [ testfwmes2400_iss_2  MEST4xx/MES24xx/MES3708 1031R3  testfwmesM00iss 2 20 58201c20325586b3cde8dbOcadba2135 1031 R3 20230522
€}  Unnumanusauns yetpoiiere [ testfw_mes5448A fp.2  MES5448/MES7048 8408R2  testfwmesS448Afp2 20 9d04bo32elb07699afc07654db73cdc 8.40.8R2 ety
test_fw_mes53xeA_ test_fw_mes53xxA_ 20 2023-0522
B sanaw o= MES53x:A s413R2  [oLhe 20 a6MB4c354d5e400022643e0367C78918 0018
1178 build 20 2023-0522
B Cobums [ test_iw_esr17002 ESR-1700 5 test_fw_esr1700_2 20 1af188791908aa0r5bBbABHedS 1 1 asos
[ test_fw_esr1500.2 ESR15% o BB et fu_esri500.2 20 T0chdsedacdbe756a821e55500613650 20230522
A Yeepomnenna :
[ testfw_esr1000_2 ESR-1000 1978build yoqy b esri000_2 20 415064213237245129630f96a4d9903 2023-0522
, 2 BT 09:00:19
©@ Tpanbi
eMeHTOB Ha cTpakye 10 ¥ 1-10u347 > 5l
Q Hactpoiikn

B pa6oueit 06nacTyi pacnosioXeHbl CleayoLye a/1eMeHTbI:

1. MaHenb ¢ KHONKamMKn NS gobasneHns n yaanenns gaiinos MO, a Takke KHonkamu ans unstpaumm n
00OHOBNEHUA fAaHHbIX Tabnuybl MO;

2. KHOMKu 6bICTpOi ounbTpaumm no aktyanbHocTn MO;

3. Tabnuua MO, nob6aBfeHHbIX B CUCTEMY;,

4. MepekntoyaTenn akTyanbHblx MO, KOTOPbIe NO3BONAT MEHATL akTyasibHoe MO ana cepun.

3.8.1 [Oob6asneHwue HoBoro MO

[nsa po6asneHns HoBoro MO HaXMUTE Ha KHOMKY "3arpy3nTtb". OTKPOETCS AnasioroBoe OKHO CO CNeayrLmmn
3/1eMeHTaMu:

3arpyautb M0

Bui6epure ®aitn M0 Bbibepute daitn meHblie 1024 MB

Bepcua MO

Cepua *

[ Caenatb akTyansbHbiM M0

OnwncaHne

OTMEHUTD 3arpysutb

BbibepuTte chalin MO — OTKPbITb ANANOroBOE OKHO /151 Bbibopa daina Ha KOMNboTepPe Nosb3oBaTens,
Bepcusi MO — Homep MO B NpuHATOM Y BeHaopa chopmarte (an1s ycTpoiicts Eltex chopmar pasnuyaetcst
B 3aBMCUMOCTV OT Cepum);

3. Cepwusi — cepusi yCTpoIAcTB (MOAENbHbIV psa);

4. Cpenartb akTyasibHbIM 1O — ycTaHOBKa donara npumeHsieT MO ansa BblIGpaHHO! CepUn Kak akTyaslbHOE;

N —
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o

OnucaHne — KOMMEHTapUiA K 3arpyxaeMomy doaiiny;,
6. OTMEHUTb — 3aKPbITb OKHO 6€3 COXPaHEHUSI USMEHEHMWIA;
7. 3arpysuTb — KHOMKa 4151 Hayasa 3arpy3ku. HeakTuBHa, Noka He 3anosiHeHbl Bce Tpebyemble Nossi.

© nNepep 3anonHeHrem noneii "Cepus” n "Bepcus’ HaxmuTe KHoMKy "BbibepuTe doaiin MNO" u BbibepuTe
3arpyxaembliii paiin. Torga cepus yCTporicTBa u Bepcust OyayT pacno3HaHbl aBTOMATUYECKN.

& Mpu BbiGope cepuii MES5448/MES7048 6yaeT HE06X0AMMO AONO/THATENBHO A06GABUTL 3arpy3umk 1
yKasaTb ero Bepcuio.
Mpwu BbIGOPE cepuit ME5000/MES5100/MES200 BbI6GOp 3arpy3uynkoB u-boot/x-loader onumoHaneH.

3.9 LWabnoHsbl

Pasznen ansa cosgaHus WabnoHOB KOHMrypauumn Ha rpynny ycTpoincTs. LLlabnoHbl npeactaBnsitoT coboi
nocnepoBatesibHOCTbL CLI-KomaHA, Ans BHECEHUS UBMEHEHUI B KOH(pUrypaL Mo 060pyaoBaHNSA. DT KOMaHbl
6yayT NPMMEHATLCA K 060pyA0BaHNO0 B TOM BUAE M B TOI Noc/ieqoBaTelbHOCTH, B KOTOPOW OHM 3anucaHbl B
LIaboHe.

© /s o60pyaoBaHMs HekoTopbix NMHeek ESR 1 MES nepef BbinofHeHNeM La6ioHa aBTOMATUHECKH
MPOUCXOAMNT NEPEXO[, B PEXUM KOH(UIYPUPOBaHUS C NOCNEAYIOLUM COXPAHEHNEM U
NoATBEPXAEHNEM KOHGMIypaLum.
B wabnoHax MMeeTcs noaJepxka wabnoHusaTopa Jinja2 ¢ BO3MOXHOCTbIO CMO/Ib30BaHMS
CUCTEMHbIX U NOJb30BaTE/TbCKMX NEPEMEHHBIX U PA3/TMUHbIX YNPaBSIOLLIMX KOHCTPYKLMIA (onepaTopbl
BETB/IEHUS, LMK/IbI, (PUNILTPBI U T.4.).

& ToBTOpPHOE NPYMEHEHME OIHOIO M TOrO Xe La6/IoHa K 060pYA0BaHNI0 MOXET BHECTU HEXenaTesbHble
N3MeHeHNs B KOHpurypauuto.

NHTepdpeiic ans co3aaHns u peaakTMpoBaHus WabnoHOB KOH(UIypaLmm BKIOYAET B ce65 KHOMKM CO3AaHus 1
yaanenns wabnoHos (1), KHOMKY peAakTVpoBaHUS n3MeHeHuid (2), cnucok WwabnoHoB KoHdurypauwii (3),
o6nactb npocMoTpa wabnoHa (4) n kKHonku cmnsTpauum 1 o6HoBneHns (5):

’ EccmE. E.
) N o
HELTEX apernin
BS  Csonwan uHbopmauma = Q #’ Cosgars 2 Pepaktuposats )
1 vlan database r
A Npobnembl O o HaasaHue ABTop  OBHOBMEHO Coaiako 2 vlan {{vid}}
(0) 3 exit
0 Kaproicetn o 2 add new VLAN eccm  2023-052209:00:21 2023-05-22 09:00:21
@ o [m set SNMP-community ecem  2023-05-22 09:00:21 2023-05-22 09:00:21
eTh
s SnemenTos wa cTpakmue 10 ¥ 1-2n32
Tpynnbl -
= o
9, LWabnowb
Q WHnumanusayms ycTpoicTs
E 3agaun
E CobbITus
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3.9.1 CospgaHve wabnoHa
[ns co3pgaHuna wabnoHa Haxmute KHornky "Co3gartb’: oTKpoeTcs hopmMa co3gaHus wabnoHa:

ECCM.PykoBogacTBO nonb3osaTtesis.LLabnoHbl

Co3paTth wWabnoH

BaHHe WabNoHe

LLla6noH

1  hostname TEST

OTMEHUTL Cospate

BeBeguTe Ha3BaHue WabnoHa, HeobxoAMMble KOMaHAbl KOHAPUTYPUPOBaHUS U HaxkmuTe "Co3aatb”. HoBbli
LWabs10H NOABUTCA B CNUCKE LWAGIOHOB.

[na npocmoTpa wabnoHa HaxXMUTe Ha ero HassaHue B Tabnvue WwabnoHoB. Ero cogepxmmoe byaet

oTobpaxeHo B 06n1acTn npocmoTpa:

= Q # Coapate

O o HaaBanne AgTop
(0)

O 3 LLabnoH eccm
o 2 add new VLAN eccm

]
o set SNMP-community eccm
eHTo

06HoBNEHO

2023-05-25 14:15:51

2023-05-22 09:00:21

2023-05-22 09:00:21

Coaparo

2023-05-2514:15:51

2023-05-22 09:00:21

2023-05-22 09:00:21

#' PepakTuposats

1 vlan database
2 vlan {{vid}}
3 exit
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[N pepakTpoBaHus Wab/ioHa BbIGEPUTE €ro B CUCKE LWAG/IOHOB U HAXXMUTE KHOMKY "PefakTmpoBarhb”.

OTKpoeTcsi hopma pefakTpoBaHUs WaboHa:

LWa6noH

PepakTupoBaTth wabnoH *

Haseakue wabnowa

1
2

hostname TEST-2

OTMeHHTL

CoxpaHuTs

[nsa coxpaHeHWs U3MEHEHWI HaXXMUTe Ha KHomnKy "CoxpaHuTb". 1N 0TMEHbl U3MEHEHUIA 1 BO3BpaTa K

nocnefHeMy CoXpaHeHHOMY COCTOSIHMIO HaXKMUTE Ha KHOMKY "OTMEHUTD".
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3.9.1.1 LWa6noHuzamop

3.9.1.1.1 TlepemMeHHble

B wabnoHax nmeetca nogaepxka wabnoHusaropa JinjaZ. B TekcTe wabioHa MOXHO UCNO/b30BaTh psafg,
npeAyCcTaHOB/EHHbIX CUCTEMHbIX NEPEMEHHbIX, & TaKXKe onpeaensAtb No/ib30BaTe/lbCkue NepeMeHHbIe,
3HaYeHUsA AN KOTOPbIX MOXHO OyAET 3afaBaTb BPYUHYIO Nepes KaxabiM 3anyckoM 3aga4m rpynnoBoro
KOH(OUIYpUpOBaHuS C AaHHbIM LWAab/10HOM.

CuHTakcuc onpegeneHuns nosib3oBaTe/IbCKol NepeMeHHOo B TEKCTe LWabnoHa:

{{ variable }}

& HasBaHve nepeMeHHO MOXET CoaepXaTb TO/IbKO BYKBbI TATUHCKOrO andhaBuTa, LMdpbl U 3HaKK
nogyépkmBaHus. HasBaHne nepeMeHHo 06a3aTenbHO AO/MKHO HaYMHATLCA C OYKBbI. Takke nMms
nepeMeHHO YyBCTBUTE/IbHO K PErncTpy, Nnoatomy variable n VARIable — 310 pa3Hble NepeMEHHbIE.

© Cnepayet oTiyaTh CUHTAKCUC ONPEAENIEHNS/UCMONb30BaHUSA N0/b30BATE/LCKON NepeMeHHo
{{ variable }} OT CMHTaKcuca cTaTUYeCKOro NpPUCBOEHUA NepemMeHHON
{% set variable = "123" %}.
B nepBom cnyyae BHyTpu WabnoHa nepeMeHHas He UMEEeT HMKaKOro 3Ha4eHusi n noaTtomy éyaet
NPOVHTEPNpeTMpOoBaHa Kak nonb3oBarenbckasn. [ns Heé Hy)XXHO OyAeT 3a4aTb 3HaYeHVe B
nHTepelrice ECCM nepea NpMMeEHeEHNEM WabaoHa A/1si rpynnbl YCTPOMCTB.
Bo BTOpoM cnyyae 3HavyeHue nepeMeHHon cTatuyeckn 3aaéTcsa NpsAMo BHYTPU WabsioHa 1 He MOXeT
ObITb N3MEHEHO U3BHE, MO3TOMY Takas nepeMeHHas He OyAeT cuMTaTbCs Nosib30BaTe/IbCKO, U oA
Heé Henb3s OyAeT 3afaTb 3HadYeHne B nHTepgeiice ECCM.

MepeMeHHble B LabnoHe MoryT 6biTh Kak OTAENbHOCTOALWMMM (Kak B NMPUMEpPE BbILLE), TaK U BMIOXKEHHbIMU B
Apyrvie nepeMeHHble. B nprMepe Hke nepeMeHHas ip BoxeHa B nepemMeHHyto device. B Takom criyyae
device sBnsetcs scope-nepemeHHoit (ckoynom). Ckoyn device He coiepXUT COGCTBEHHOE 3HAYEHME, & TO/TbKO
arpervipyet B cebe [pyrue nepeMeHHbIe 1 aHa/TOrMUYHbIE B/TOXEHHbIE CKOYTbI.

{{ device.ip }}

© Bce nonb3oBaresibCkme NepeMeHHbIe HAXOAATCA B KOPHEBOM CKOYME, KOTOPbIA HE MEET UMEHW, 1
No3TOMY AOCTYN K NEPeMEHHbIM BHYTPY HEro ocyLLecTBNsieTcs 6e3 ykazaHus ckoyna.
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Takke BHYTpU WabnoHa AOCTYNEH pag NnpefonpeaenéHHbIX CUCTEMHbIX NePEMEHHbIX. 3HaYeHMs aNs
CUCTEMHbIX NepPeMEHHbIX NOACTaBATCS NPU peHAepPUHre wabnoHa (hopMMpoBaHMM N0 HEMY FOTOBOVA
KOHdUrypaumm nepeg, oTrpaBkoli Ha YCTPOICTBO) aBTOMATUYECKU. MepeMeHHble U UX 3HAYeHMs1 HaxoasATcs B
cneunasibHbIX arpernpyroLmx ckoynax:
* eccm — COLEPXMUT NepeMeHHble C pas/IMYHON CUCTEMHOWN MHhopMaunel:
* eccm.user — UMS NOJSb30BaTENS, KOTOPbIV 3anyCcTW/ 3a4a4y Ha rpyrnnoBoe KOH(PUryprpoBaHue;
* eccm.time — Bpemsi 3anycka 3agauv Ha rpyrnnoBoe KoH(MrypupoBaHue (CepBepHoe BPeMS);
+ eccm.ip_address — IP-agpec cepsepa ECCM (management-uHtepdeiic).
+ global — cogepxXuT rnobasibHble 06LLECUCTEMHbIE NapamMeTpbl U HACTPONKK:
+ global.snmp_communities — cnucok SNMP communities, 3agaBaeMblit rno6anbHO B CUCTEMHbIX
HacTpoiikax ECCM;

& Tak Kak gaHHasi nepeMeHHast CoAEPXUT CINCOK 3HAUYEHUIA, TO JOCTYN K Hell
ocyllecTBnsieTcst 6o no nHaekcy: {{ global.snmp_communities[0] }}, IM6O B LUUKNE:
% for community in global.snmp_communities %} {{ community }} {% endfor

%}

* group — COAEPXUT NepemMeHHble, cneundmnyHble 418 rpynrbl yCTPONCTB, Ha KOTOPYHO NMPUMEHSAETCS
OAaHHbIV WabnoH:
* group.id — cogepxuT id rpynnsi;
* group.name — COAEPXMUT UMSA FPynnbl;
* device — COAEPXMUT NEPEMEHHbIE, cneumduyHble A8 YCTPOMCTBA, Ha KOTOPOe NPUMEHSETCA AaHHbIA
LWabnoH:
* device.id — coaepxuT id ycTpoicTBsa;
* device.ip — cogepxut management IP-agpec ycTpoiicTBa;
* device.mac — cogepxuT MAC-agpec yCcTpoiicTBa;
* device.sn — COAEPXUT CEPUIiHbI HOMEp YCTPOICTB],;
* device.hostname — cogepxut hostname ycTpoiicTsa;
* device.model — COAEPXMT Ha3BaHVe MOAE/N YCTPOICTBa,;
* device.series — COAEPXUT CEPUIO YCTPOMNCTBA;
* device.snmp_communities — cogepxut cnncok SNMP communities ycTpolicTBa, 3afjaHHblil B
HacTpolikax goctyna a1 AaHHOro ycTpoucTea

& CopaepXuT CNUCOK 3HaYeHuiA No aHanorum ¢ global. snmp_communities.

© Takum 06pas3om, nepeMeHHbIe U3 CKoyna group U device BHYTPY WabioHa 6yayT NpYHUMaTL pasHble
3HauYeHus B 3aBUCHMMOCTUN OT KOHKPETHOIO YCTPOICTBA, HAa KOTOPOE NPUMEHSIETCS AaHHbIV LWAa6GMOH.

3.9.1.1.2 Twnbl NO0Nb30BATE/ILCKNX NEPEMEHHbIX

LWa6noHnsatop ECCM npeanaraet BO3MOXHOCTb TMOKO HAcTpamBaTb 3Ha4YeHUs A15 N0/1b30BaTENbCKNX
nepemMeHHbIX.

Tun STATIC

OO6bIYHble NepPeEMEHHble NMeT Tun no ymonyaHuio STATIC, 1 nx 3HaYEHUA NHTEPNPETUPYIOTCS B LWAboHe as-
is. 3aaHme TMna nepeMeHHbIX pacCMOTPEHO B pasfesne "3anosiHeHne nepemMeHHbIx",

Tun SEQUENCE

B cBA3K € TeMm, 4TO Mpu rpynnoBoM KOHGUIypupoBaHn 60/1bLLIOI0 KOSIMYeCTBa YCTPONCTB MOXET BO3HUKHYTh
NoTPeB6HOCTb ANHAMMYECKN TEHEPMPOBaTb 3HAYEHNSA AN onpeaenéHHbIX NePEMEHHbIX, WabnoHnsaTtop ECCM
npefocTasnsAeT BO3MOXHOCTb HacTpavBaTth A5 N0/1b30BaTENbLCKUX NepeMeHHbIX reHepupyemMble
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nocniegoBaTesibHOCTU. TakvMe NepeMeHHbIe UMELDT SIBHO 3agaBaemblii Tun SEQUENCE (nocnegoBaTenibHOCTb),
1 3HAYEHUS ANA HUX 3aat0TCS B ONpeaenéHHbIX hopmatax (6yayT pacCMOTPEHbLI HUXE).

MNpuHumn paboTbl 1 ncnonb3oBaHnsa SEQUENCE-nepemMeHHbIX

FeHepvpyemas nocsiefoBaTe/IbHOCTb PpacnpeaensieT 3HauUeHns1 415t NePeEMEHHON Mexay WwabnoHamu,
NPYMEHAEMbIMU Ha pa3Hble YCTPOWCTBA B paMKax OAHOW 3a4a4v Ha rpynnoBoe KOHpUryprpoBaHue.
MepemeHHas, umetowast Tun SEQUENCE, B TekcTe wab/ioHa UHTEPNOIMPYETCS B €AUHCTBEHHOE 3HaYeHue,
KOTOpOe GyAEeT BapbMpOBaTLCA A1 pa3HbIX YCTPONCTB B KOHUTYpUpyeMoii BbIGOPKE.

Ecnu gns nepemeHHoit ykazaH Tun SEQUENCE, To 3HaueHne nepemMeHHol A0/MKHO ObiTh 3aaH0 B OAHOM 13
cnepyrowmx oopmartos (TMn nocrefoBaTeNbHOCTY ONPeAENUTCS aBTOMAaTUYECKK, MCXoAs U3 hopmMarta):

1. <4ncno> - <4Yncno> — YucnoBas NoC/efoBaTe/bHOCTb. 3a4a8TCs ABYMS Le/bIMK YiC1ami,
pasgenéHHbiMy aeducom. FreHepupyeT NocnefoBaTelbHOCTb LiefbIX YMCes B yKa3aHHOM AnanasoHe.

MNpumep 1:1 - 5
byaet co3pgaHa nocnegosaresibHOCTb U3 uncenl, 2, 3, 4, 5

Mpumep: 2 10 - 20
ByneT co3gaHa nocnegoBatenibHOCTb U3 uncen 10, 11... 19

© 3HaueHuve 20 13 NOCNeA0BaTENILHOCTY OCTA/IOCh HEUCTIOb30BaHHbIM, Tak KaK A/IMHa
nocrefloBaTe/IbHOCTY 60/IbLUE, YEM KOMMUYECTBO KOH(DUTYPUPYEMbIX YCTPOIACTB, 1 B HEll OcTaloTCsl
JILLHNE 3HAYEHNS.

2. <iteml>, <item2>, ..., <itemN> — maccuB-nocnenoBaTeslbHOCTb. 3a4aETCA NPON3BO/IbHbLIMYU
3HaAYeHMAMY, pasaenEHHbIMK 3anaTbiMK. FeHepupyeT COOTBETCTBYHOLLYHO NOC/1e0BaTe/IbHOCTb U3
NnepeyncieHHbIX 3/1EMEHTOB.

MNpumep: valuel, value2, 3, value4, abc

bynet co3gaHa nocneaoBaTe/lbHOCTb M3 3HaYeHul valuel, value2, 3, value4, abc

3. <ip> - <ip> — nocneposarenbHOCTL IP-agpecoB. 3agaétca asyms IP-agpecamu, pasgenéHHbiMm
Aedomcom. MeHepupyeT nocnenosare/nbHOCTb |IP-agpecos 13 ykazaHHOro 3aMKHYTOro Ananas3oHa afpecos.

MNpumep: 192.168.0.1 - 192.168.0.4

Byaet cosgaHa nocnenosarte/ibHOCTb U3 alpecos 192.168.0.1, 192.168.0.2, 192.168.0.3,
192.168.0.4

4. <ip/prefix> unum <ip/mask> — nocnegosarenbHOCTb IP-aapecos 13 ykasaHHoON noacetu. 3agaétcs IP-
agpecom 1 npedhmkcom noacetn Nnbo IP-agpecom n mackoi. FeHepupyeT nocnegoBatenibHOCTL IP-agpecos n3
yKasaHHOW noaceTu., He Bktovasi broadcast n cam agpec noacetun. Vckntouenme — nogcetn /31 n /32, rae B
nocriefoBaTe/IbHOCTb BKNHOYAOTCA BCe ajpeca.

& B nocnegoBatensHOCThL He ByayT BKtoueHbl broadcast n cam agpec noacetu. VickntoueHne —
nogcetn /31 n /32, rae B nocnenoBaTenibHOCTb BK/KOUAKOTCA BCe ajpeca.
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Mpumep 1: 192.168.1.0/24

ByneT co3gaHa nocnefoBaTesibHOCTb U3 aipecoB 192.168.1.1, 192.168.1.2,
(nToro 254 agpeca).

., 192.168.1.254

Mpumep 2: 192.168.1.10/31

ByzeT cozgaHa nocriefoBaTe/lbHOCTb 113 aApecoB 192.168.1.10, 192.168.1.11 (MToro 2 agpeca).

& 3apaBaeMblil AnanasoH NoC/1eA0BaTe/IbHOCTY AO/HKEH NOKPbIBATL BbIGPAHHOE KONMMYECTBO YCTPOIACTB.
B NpoTMBHOM crlyyae, ecnv A5MHa reHepupyeMoii Noc/1eloBaTe/IbHOCTY MEHbLLE, YeM KOMMYECTBO
YCTPOIACTB, TO HE BCEM YCTPOICTBAaM [JOCTAHETCS CBOE YHUKA/IbHOE 3HAYEeHWEe U3 AaHHON
rnocneoBaTe/IbHOCTY 1 onepaLys 3aBepLLIMTCS C OLLUNGKOIA.

3.9.1.1.3 Ynpasnswume KOHCTPYKLUK

LLlaGnoHu3aTop Jinja2 nogaepXxuBaeT psaj, cTaHAAPTHbIX YNPAaBSOLWMX KOHCTPYKLWMIA: onepaTopbl BETBEHNI
(if ... else), uyknbl (for), Makpockl, He6MOUHbIE PUNLTPBI, PYHKLMM, MPUCBOEHUS, MaTeMaTUYECKIE 1 NIOTUYECKIe
oneparopbl.

* Onepartop BeTBneHus if ... else:

{% if device.model = "ESR-10" %}
hostname ESR-10
{% endif %}

* Oneparop uwkna for:

{% for snmp_community in device.snmp_communities %}
snmp-server community "{{ snmp_community }}" ro
{% endfor %}

+ Makpoc:

% macro network(name, ip_prefix) -%}
object-group network {{ name }}
ip prefix {{ ip_prefix }}
exit
{%- endmacro %}

{{ network("LAN", "10.10.99.32/27") }}
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* I'Ipoqvle oneparopbl U KOHCTPYKUWNA:
Mpumvep 3ajaHnsa BHYTpuwabnoHHOW NepeMeHHON’ :
% set var = 'example' %}

NMpumep ¢unbTpa upper:
{{ var|upper }} -> EXAMPLE

MpuMep npuMeHeHusa ¢unbTpa join Ha mMaccuse:
{01, 2, 3]fjoin("|") }} -> 1]2]3

Npumep dopmaTUpoBaHWA CTPOKKU Mnpu nomowm ¢unbTpa format:
{{ "%s, %s!"|format("Hello", "World") }} -> Hello, World!

Mpumvep apndMeTUUHECKUX onepaunii:
{{ (1 +2) 10 /5 3}} -> 6.0

Bonee nogpo6HO BO3MOXHOCTM U (PyHKLMKM WabnoHnsaropa Jinja2 paccmoTpeHbl Ha ohruanibHoM cainTe
Jinja.

© B cuny TexHuyecknx ocobeHHoCTel peanuaumi WwabnoHnsatopa B ECCM, HekoTopble 6o/iee
CNOXHblE KOHCTPYKUMK, HE NpUBeAEHHbIE B AaHHOM PYKOBOACTBE, HO AOCTYMNHbIE B HATUBHO
peanusauuu Jinja2, MoryT He nogAaepXmnBaTbCs.
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3.10 WHuymanmsaums ycTpoucTs

ECCM.PyKOBOACTBO nosib3oBatenst./IHiumanu3aums yCTpoicTs

Pasgen ans aBTOMaTMYeckoro 06GHOB/EHNA 1 KOHpUIyprpoBaHust ycTpoiicTe (ZTP — Zero Touch

Provisioning).

© [Ona npaBunbHO PaboThl MHULMANU3ALN YCTPOWCTB HEOBX0AMMO 06ECMEUNTL UX MOAK/OHEHNE

yepe3 DHCP Relay.

.

DHCP relay N

y /
[ ]
L

ECCM Server

cepsepHan ceTb

-~ -
-
- -
- -
-~ -

ceTb ynpasneHua yctporucteamu (OOB)

Cxema nogkyeHns gnsa ninumanmsaumm yctporicts DHCP Relay
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E E.E
.Ebe LTeX v s:::xdmin

Hacrtpoiiku DHCP O6HapyMeHHbIe YCTPoHCTBa MpHBASKA CocTosHWe MHHLMANN3aLUun

BS  CsonHan uHdbopmauma

B DHCP sbiknioueH
A Npobnemni

TFTP-agpec

I Kaproicemn o
172.24.0.253
@ Cetb

g pynnsi

no

La6noHb!

WHULManuzaumus ycTpoicTe

3apauu

Cobbimns

» O @ & , 3

YBegomneHus

B pasgene AoCTynHbI YeTbIpe BKIAAKN:

1. Hactpoiikn DHCP — Bknagka ans Hactpoiiku DHCP-cepsepa.

2. O6GHapyXeHHble YCTPOoCTBa — BKIaKa, B KOTOPOI 0TOGpaxarTcs 06HapyXXEeHHbIE CUCTEMON
YCTPOWCTBa;

3. MpwuBA3KM — BKNagka ANsi co3faHnsa NpUBA3KA HUUMamM3aumm (CyLHOCTY, B KOTOPOW XpaHUTCS
MHhopMaums 0 napamMeTpax 0Xnaaemoro ycTpoicTea);

4. CoCTOsiHMe MHULManm3aumm — Tekyllee COCTOSHME UHMLMann3auumn yCTponcTea B CUCTEME U XYypHa
npeablayLmnx COCTOSHUNA.
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ECCM.PykoBOACTBO nosb3oBatens./iHmymanmsaums ycTpoicTs

B gaHHOl BKNagke pacnonaralTcsa HacTpolikn ansa koHdurypuposarnus DHCP-cepsepa.

# DHCP sknouen

HayansHblit IP-appec

KoneuHblit IP-agpec

LLno3 no YMONYaHWH

BkntoueHune/BbikntoveHne DHCP-cepeepa;
HauanbHblli agpec IP-gnanasona DHCP-pool;
KoHeuHblin agpec IP-gnanaszoHa DHCP-pool;
Mpecukc cetn DHCP-pool;

arLOd =

LLnto3 no ymonyaHuio, KOoTopblii 6yaeT BbiAaH yCcTpolicTsy, npuweawemy 3a DHCP.

[N coxpaHeHusi/cbpoca HacTpoek Ni. 2—5 HaXXMUTE Ha COOTBETCTBYIOLLLYIO KHOTMKY B HUDKHEW YacTu pasgena.

Takke B JaHHON BK1aZKe pacnonaraeTcs BUmKeT HacTpolikn TFTP-agpeca 1 KoHurypawmm ycTpoicTs no
ZTP (Zero-Touch Provisioning). Ans nusmexHexusi TFTP-agpeca BBeAnTe HOBbI afpec B Nosne BBOAA U

HaxmuTe "CoxpaHuTb".

TFTP-appec

100.110.2.6
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3.10.2 O6HapyxeHHble yCTpoincTBa

B gaHHoOl BK1azKe pacnosaratTcs BCe YyCTPONCTBa, OOHapY>XEHHbIE CUCTEMO.

Hactpoiikn DHCP Q6HapyxeHHble YCTpoAcTBa lMpuBAzKy CocTosHMe MHMLMan13aLMu
-_T.L_' Q YnpaBneHue NULIEH3UAMM
MAC-agipec CepuAHbIA HoMep Mopens Cepua Apnpec wnw3a 3arpyXeHHble NULEH3UH
02:00:64:6e:02:55 N/A N/A N/A
02:00:64:6e:02:a9 N/A N/A N/A
02:00:64:6e:02:59 N/A N/A N/A
02:00:64:6e:02:54 N/A N/A N/A
n acTf 50 - 4

Takxe 13 3TOro pasaena MoXHO NonacTb Ha BKNAAKy yNpaBieHusl IMUEH3NAMI 4118 YCTPOUCTB. [ANna 3Toro
HaXXMUTE Ha KHOMKY "YnpaBneHne NUuUeH3nammn".

3.10.3 TpuBssku

B AaHHOI BKNagKe MOXHO YBUIETb CIMCOK BCEX MPUBSA30K, & TaKKe C03AaTb, OTPeAaKTMPOBaTb MW yaauTb
NPUBS3KY:

HacTpoiiku DHCP O6HapyMeHHbIe yCTpoiicTBa MpuBAskw CocTosHue MHHLMaNU3aLu1

= O 7' Cozpats

e
ES

a MAC-agpec P-appec Mogens Tpynna Bepewa N0
(0)
aabb:cc:dd-ee:f1 10.10.10.10 ESR-10 eccm /group_for_emulator
aabb:cc:dd-ee:f2 10.10.10.12 ESR-10 eccm /group_for_emulator
n actp 0 -
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Mpu HaxxaTun Ha KHoNKy "Co3gath” nnu "PefakTnpoBaTh”’ OTKPbIBAETCSA AMA/I0rOBOE OKHO pefakTMpoBaHUs
NPUBA3KK:

CozpgaHne DHCP npuBAsKKn

;a:l)-l).cc:dd.ee.ff KoHdurypauun ycTpoiicTea

1 some commands

eccm ~

MES3124P -
[] Becerpa o6HOBNATL [0 aKTyanbHOH BEPCHM

Hmn daiina Bepcun Bepcua 3arpys4nka Onucanue AKTYanbHOCTE

mes3000-254811.ros 254811

OTMEHHTB Cozgate

B AvanoroBoM OkHe 0TOGpakeHbl ceaytoLye a/1eMeHTbI:

1. MAC-agpec oXnaaemoro LeneBoro ycTpoiicTea. Koraa ycTpoicTBo ¢ gaHHbIM MAC NosiBUTCA B CETH,
AN HEero 3anycTuTcs npoueaypa aBToMaTnyeckoro KOHQUrypuposaHus;

IP-agpec, KoTopbIli ByaeT BblAaH AaHHOMY YCTPOWCTBY;

lpynna, B KOTOPYIO AaHHOEe YCTPONCTBO OyAeT NOMELLEHO nocse 4o6aBneHNs B CUCTEMY;

Mogenb yCTpoICTBa;

Bcerga 06HOBNATL A0 akTyasibHOM Bepcun — ANs AaHHOW NpuBS3KM Bceraa byaeT noaaepXmBarbcs
akTyasibHoe [10;

6. Bepcus MO, Ha kOTopoe YyCTPONCTBO ByaeT aBToMaTMYECKN OGHOBMEHO;

7. KoHdpurypaums, kotopas 6yaet npuMeHeHa K yCTPOMCTBY.

apwLd

Mocne HacTpoikn napameTpoB Haxmute "Cosaatb” AN co3gaHus NpuBA3KU. [Ns Bbixoga 6€3 N3MeHeHui
HaxMuTe "OTMEeHNTL".

[na pefakTpoBaHus CyLLECTBYHOLLEN NPUBS3KM BbiIGepUTE NPUBA3KU U3 Tab/IMLbI MPUBSA30K U HAXKMUTE KHOMKY
"PepaktmpoBaTh’. OTKPOETCSH OKHO peAakTUPOBaHUSA NPUBS3KN.

[nsa yoaneHus ogHON UM HECKOMbKMX NPUBA30K BblAEIMTE UX B Tab/IMLE NPUBA30K M HAOKMUTE Ha KHOMKY
"Ypanutb".
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3.10.4 CocTosiHMe uHuLmanmsaumm

B naHHOI BKagke oTo6paxkarTcs cTaTyCbl akTUBHbIX NPUBSI30K (MPUBSI30K K YCTPOIACTBaM, KOTOpble
NOSIBU/INCL B CETM 1 Hauasiv NPOLECC aBTOMATUUYECKO MHULMANN3aLmMN).

B neBoit yacTu akpaHa oToGpaxaeTcs Tabsmua C NPMBA3KaMM 1 UX TEKYLLUMMK cTaTycamu. Mpu HaxaTum Ha
NPVBSA3KY B NPaBOI YaCcTW 3KpaHa OTKPbIBAETCS XYypHasl C /loraMu Mo BblGPaHHO NpuUBSI3Ke, B KOTOPOM MOXHO
no3TanHo oTcNeanTb NPOLECC MHMLMANM3aLM COOTBETCTBYHOLLEND YCTPOCTBA.

Hacrpoiikn DHCP O6Hapy®eHHble ycTpoiicTBa Npussskn CocTosHHe MHULIMANW3aLIA
= O 4 3kcnoptvposars
. WAITING_FOR_DEVICE
MAC-agpec IP-agpec Texywwii cTatyc Waiting for device...
aabb:cc.dd.ee:f2 10.10.10.12 Osunpanve Boigayn IP-agpeca
aabb:cc.dd:ee:f1 10.10.10.10 Ouparme Bolaaym IP-agpeca
3NeMeHTOB Ha cTpanMue 10 hd 1-2u32

3.11 3apgaun

B pa3gene 0To6pa>KaeTc;| T8.6ﬂI/1LI|a C 3agavyamMu, BbINOJ/IHAEMbIMU B CUCTEME OT MMEHN NOJIb30BaTe/iA.

@ CuctemHble 3agaun
Meprognyeckmne CUCTEMHbIE 3a[a4K, TakMe Kak NoslydyeHne KoOHhurypaumm ycTpoicTB CO CTaTyCcoM
"BbINO/THEHO", MO YMOHAHNIO CKPbITbI.

, EcemE E
) -
.‘.e LTeX SuperAdmin
u= = O
B8 CeopHan uHGopmaLua *= Y
A Mpo6neMbl @ B npouecce OxuaaHne C ownbKoi
0 Kaproi cern D Craye  Tun Onvcarie ABTop  [laTa cosanns [lara 3anycka [laTa 3aBepuenns Tor Nog3agaum
@ o 1703 ® MonyuuTs KOHGUrypaLmo Yerpoitctgo: "ESR-10: 100.24.0.5". System  2023-05-2514:42:22  2023-052514:42:32  2023-05-2514:43:02  OTKpbITL NOT
€Tb

1702 ® Mony4uTs KOHDUrypaLio YerpoiicTao: "ESR-20: 100.24.0.6". System  2023-05-2514:42:22  2023-05-2514:4232  2023-05-2514:43:02  OTKpbITH NOT
"2 pynnol

1701 ® Mony4uTb KoHbHrypaLHio YerpoitcTgo: 'ESR-100: 100.24.0.7". System 20230525 14:42:22  2023-05251442:32  2023-052514:4302  OTKpbiTh NOT
® no

1671 ® MonyuuTs KOHGUrypaLmo Yerpoitctgo: "ESR-10: 100.24.0.5". System  2023-05-2513:42:24  2023-052513:42:34  2023-05-2513:43:04  OTKpbITL NOT
‘\ La6noHp! PR . -

1670 ® Mony4uTs KOHDUrypaLio YerpoiicTao: "ESR-20: 100.24.0.6". System  2023-05-2513:42:24  2023-05-2513:4234  2023-05-2513:43:04  OTKpbITL NOT
ﬂ WHuunanusauns yetpoicTe 1669 ® Mony4uTe KOHGHIypaLHio YerpoicTeo: "ESR-100; 100.24.0.7". System 20230525 13:42:24  2023-052513:42:34  2023-052513:4304  OTKpbiTh NOT
E 3apaun 1635 @ MprmeruTb ponu K yeTpoAcTBaM [P-pabpuku KonuuecTso ycTpoiicTs: 14, IP-gabpuka: 'ip-fabric” eccm 2023-05-2513:28:15  2023-05-2513:2815  2023-05-2513:29:12 Mokasars

HOB/EHHe UHBOPMALLU CTPOICTBO: : X ecem - X - -05- OTKbITh fIOT
E ot 1634 @ 06 LLDP uncpop! Yerpoit "MES5332A: 172.24.0.157". 2023-05-2513:25:09  2023-05-2513:25:10  2023-05-2513:25:11  Orkpi
0BbITUA
HOB/EHHe nHbOpMaLLK CTPOACTBO: :172.24.0.163". eccm - : 3 -05- OTKpbITE NIOT

1633 @ 06 LLDP urihop! YeTpoi "MES5332A: 172.24.0.163". 2023-05-2513:24:40  2023-052513:2450  2023-052513:2451  Orkpi
A Veepomnenns

1632 @ CGop MHBEHTapHOM MHhOPMaLK 06 yeTporcTBe Yerpoitcteo: "MES5332A: 172.24.0.163" eccm 202305-2513:24:40  2023-052513:2440  2023-05-2513:2440  OTKpbITL NOT
@ Tpanbl

3nemenTos Ha cTparmue 10 ¥ 1-103357 > 3l

@ Hacrpoiiku
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Tabnmua cocTouT 13 cneayoLmx noneii:

+ |ID — yHUKasIbHbI HOMep 3aja4u;

+ CraTyc — TeKyL1il cTaTyc BbINO/IHEHUA 3a[a4K;

* Tuvn — cyTb 3a4auu,

+ OnvcaHve — napamMeTpbl, C KOTOPbIMK 3a4a4a Oblsia 3anyLieHa;

*+ ABTOp — Mnonb30Batesb, CO3AaBLUNIA 3aa4y;

+ [ata co3gaHvna — gata u BpeMs co3faHuna 3ajauu;

+ [ara 3anycka — Aara 1 Bpems 3arnycka 3afadn B akTMBHYH0 paboTy. MoxeT He coBnagarb C AaTol
co3fiaHus, T.K. 3afa4a MOXET HaxXoAUTLCA B oyepean 06paboTumka;

+ [lata 3aBepLueHns — faTa u Bpems 3aBepLueHns paboTbl Hag 3agadeid. Mpu aToM 3aga4a MoxeT
3aBepLUNTLCA YCNeLwHOo NN HeycneLHo;,

* Jlor — XypHaJui BbINO/IHEHNSA 3a4au4u;

+ MNoazagaun — 3agaun 418 paboTbl HAL KaXKabIM OTAE/IbHbIM YCTPONCTBOM. [py 0TO6pakeHun Tabnumubl
3a/ia4 Bce noAsazayn CKpbITbl 1 OTOBpaXKaeTCs TOMbKO poAnTeNbCKasn 3agada C UHTerpasibHbIM
cTaTycom. dTa KHOMKa 1Cnosib3yeTcsa A5 0TObpaxkeHna BCex noasagad A/1a rpynnosoi onepauuu.

3.12 CobbiTuga

B gaHHOM pasgene oTobpaxaeTcs CNMCOK COObITUIA, Mpon3oLelmx B cucteme. BaxkHble cobbITUS,
coobuwatLme o npobremMax, BblAeNATCA KpacHbIM LBETOM, MHADOPMALMOHHbIE — 3€/1EHbIM.

, EccmE.E.
d Mo
HELTEX -
= = O
B3 CeogHan nHbopmaumna EEW
A Npoénems D 3agava Cobaitne Bpems
I:I KapTbl ceTn 1718 MonyynTb KOHOUrypauuio d CuncTemHas owmbka. Yctpoiictso: "ESR-20: 100.24.0.6". 2023-05-25 14:43:02
@ ¢ 1714 Mony4wTb KoHGuMrypaumio a CncTemuan ownbka. Ycrpoiictso: "ESR-10: 100.24.0.5" 2023-05-25 14:43:02
eTh

173 Mony4uTe KOHOUIYPaUMIQ a CncTemHas ownbka. YcTpoiicTso: "ESR-100: 100.24.0.7". 2023-05-25 14:43:.02
"g  Ipynnsi

172 Monyu4uTs KoHGUrypaumio o 3apaua Vi i : "MES2124M AC: 100.110.1.121" 2023-05-25 14:42:48
m no

mn Mony4uTe KOHOUIYpPaUMo o 3apava i :'MESS5332A: 172.24.0.156". 2023-05-25 14:42:46
A Wabnone 1710 Moy kordmrypauuio @ 3anaua VerpoiicTeo: "MES53324: 172.24.0.155". 20230525 14:42:46
“ WHuynanusaums ycTpoiicTe 1709 Mony4Te KeHUTypaumio o 3apava 7 : 'MES5332A: 172.24.0.162". 2023-05-25 14:42:46
E 3agaun 1708 MonyuuTs KoHGUrypaumio o 3apava saseplena. YcTpoicTeo: "MES5332A: 172.24.0.157". 2023-05-25 14:42:46

1707 Mony4uTb KOHOUIYpaumo o 3apava i : 'MESS5332A: 172.24.0.154". 2023-05-25 14:42:46
E CobbiTus

1706 MonyuuTs KoHGUrypaumio o 3apava saBeplena. YcTpoicTso: "MES5332A: 172.24.0.151". 2023-05-25 14:42:46
A Yeepomnenns

3NEMEHTOB Ha cTpaHMue 10 1-1013 947 > >l

@ Tpanbi
@ Hactpoiiku

Tabnuua cocTouT N3 CneayoLmx nonei:

* ID — yHUKanbHbIA HOMep cobbITUS;

+ 3agaya — Ha3BaHue 3a/a4n, KoTopas cBs3aHa € CobbITueM;
+ Co6bITve — NoApo6HOE onvcaHme cobbITUS C pe3ynbTaToMm;
+ Bpems — BpeMsi BOSHUKHOBEHUSI COObITUS.
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3.13 YBepgomneHus

B pasgene oTobpaxaeTcsi CMMCOK yBeLOM/IEHUI 0 Npo6iieMax B cucteme. HoBble (HENPOUMTaHHbIE)
yBelOM/IEHUSI BbIAENSIOTCA roNy6ObIM LIBETOM, MPOYNTAHHbIE YBEAOMIEHUS] — 6E3 BblAENIEHUSI.

.’_.eLTex o EccmE. E.

SuperAdmin

B3 CsopHas uxdbopmaums = QO
A Npobnems @ HenpoyutaHo Mpouutano

(] DlaTa coapaHma Onucatme BaXHOCTL
[0 Kaptsicetn o
@ o (] 2023-05-19 15:48:56 lemp Availability Status: DOWN. ID npo6nembi: 5 e

eTb

(] 2023-05-19 15:48:56 Iemp Availability Status: DOWN. ID npoénembi: 4 ﬁ
"2 Ipynnsl

O 2023-05-19 15:48:56 lemp Availability Status: DOWN. ID npo6nemi: 3 6
= no

O 2023-05-19 15:48:56 lemp Availability Status: DOWN. ID npoénembl: 2 6
A, Wasnone! O 20230519 15:48:56 lemp Availability Status: DOWN. ID nposnems: 1 (%)
€% Vnnumanusauns yerpoiicre Bnemeros Ha cTpanmue 10 ¥ 1-5us5
E 3apauun
B cobbitns
A Ysenomnenus
@) Tpanbl
£ Hactporiku

Ha Bknafke oToGpaxatoTcs:

1. KHonka thunstpaynm, KHonka 06HOBNEHUSA AaHHbIX Tabnnubl U KHOMKa OTMETKU yBE4OM/IEHWI Kak
NPOYMTaHHbIX;

2. KHOMKM 6bICTPOI chunbTpaumm no ctatycy ysegomnexusi (HenpoumtaHo/MpountaHo);

3. Tabnuua ¢ nHgopmauuein 06 yBegoMIeHusX.

[nst OTMETKM yBEeLOM/NEHWIA KaK NPOYMTaHHbLIX BblGEpUTE X C NoMoLLbio donaroB (1), a 3aTeM HAXMUTE KHOMKY
"OTMETUTb Kak NpounTaHHble" (2):

E O +/ OTMETUTL KaK NPoUHTaHHbIE
@ HenpountaHo MpouuTaHo
[ata cozpanna Onucarne BaHocTs

2

2023-05-19 15:48:56 lemp Availability Status: DOWN. ID npo6nembi: 5 d

2023-05-19 15:48:56 lemp Availability Status: DOWN. ID npo6nembi: 4 d

O 2023-05-19 15:48:56 lemp Availability Status: DOWN. ID npo6nembi: 3 ﬂ

a 2023-05-19 15:48:56 Iemp Availability Status: DOWN. ID npo6nembi: 2 d

O 2023-05-19 15:48:56 Ilemp Availability Status: DOWN. ID npo6nembi: 1 ﬂ
INeMeHTOB Ha CTPaHmMUe w_' 1-5mn35

Mpu HaXXaTMn Ha CCbINKy 13 ctonbua "OnncaHne” oTKpoeTcsa Tabnuua Npobaem ¢ uNLTPOM No
cooTBeTcTBYytoLLeMY ID npobnemsl.
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3.14 Tpansbl

B pasgene otobpaxaeTcs cnmcok nonyvyeHHbix SNMP-Tpanos.

BS  Csonvan uHdbopmauma z Q
A NpoBnembl IP-2ApeC HCTOUHHKE [JaTa nonyueHuA Bepena SNMP oI
£ Kaprol cemm 172.2406 20230522 09:57:41 v2e 1361.41.9.9.41.2.0.1
172.24.0.8 2023-05-22 09:57:41 vac 1.3.6.1.4.1.9.9.41.2.0.1
@ cemn
172.24.0.5 2023-05-22 09:57:26 v2C 1.3.6.1.41.9.9.41.2.0.1
"2 pynnbl
172.24.0.7 2023-05-22 09:57:11 v2e 1.3.6.1.4.1.9.9.41.2.0.1
®| no
172.24.09 2023-05-22 09:57:11 vac 1.3.6.1.41.9.9.41.2.0.1
A Wwanon 1722409 20230522 09:56:44 vac 13.61.41.0.9.41.20.1
a WHALMan13aumua ycTpoicTe 1722407 2023-05-22 09:56:39 vac 13.6.1.41.9941.2.0.1
E 3anaun 100.110.1.125 2023-05-22 09:56:33 V3 1.3.6.1.4.1.35265.1.23.79.0.1 (eltAAAUserTrap)
100.110.1.125 2023-05-22 09:56:33 vaC 1.3.6.1.4.1.35265.1.23.79.0.1 (eltAAAUserTrap)
B Ccobbitua
172.24.0.6 2023-05-22 09:56:30 v2C 1.3.6.1.41.9.9.41.2.0.1
A Yeepomnenus
3nemenToE Ha CTpanMue 10 ¥ 1-10m3134 | > 2l
@ Tpanb!
£ Hactpoitku

Ha Bknafke oToGpaxatoTcs:

1. KHOMKu counsTpaumm n 06HOBAEHNUS faHHbIX Tabnuubl;
2. Tabnuua c nHdopmauuein 06 Tpanax.

MpKn HaxXkKaTMK Ha CCbiNKy U3 ctonbua "IP-agpec NCTOYHMKA" OTKpOeTCs BKNnagka "YCTponcTeo - Tpanb!"
COOTBETCTBYHOLLETO YCTPOICTBA.

Mpwn HaxkaTMm Ha ccbinky u3 ctonbua "OID" oTkpoeTcs hopma ¢ noapo6HON MHdopmaumeli o Tpane:

Moppo6Han nHdopmalusa o Tpane

MapameTpbl
oID 1.3.6.1.41.9.9.41.2.01
HassaHue clogMessageGenerated
Tun NOTIFICATION_TYPE
Onwucanue When a syslog message is generated by the device a clogMessageGenerated notification is sent. The sending of these nofifications can be enabled/disabled via the clogNotificationsEnabled object.

Wms MIB-paitna  CISCO-SYSLOG-MIB

HaHHble
oo HasBakue Tun 3HaueHne Onucaxune
136.1.21.1.3.0 sysUpTime INTEGER 222823473 The time (in hundredths uRt a second) since the network management portion of the system was last re-initialized,
1.3.6.1.41.9.9.41.1.23.1.2.0 clogHistFacility OCTET_STRING AAALOCAL Name of the facility that generated this message. For example: 'SYS'
1.3.6.1.41.9.9.41.1.2.3.1.3.0 clogHistSeverity INTEGER 7 The severity of the message. [loka3aTe noapo6HocTH

A textual identification for the message type. A facility name in conjunction with a message name uniquely identifies a message

13.6.1.4199.41.1.231.40 clogHistMsgName OCTET_STRING SESSION type

3aKpbITh
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3.1

Pa3fen o6Lux HacTpPoeK cucTeMbl. CoaepXnT BKIAAKU:

5 HacTtpoliku

Joctyn,

Monb3oBarenuy,

Ponu;

YBefomieHus;
JlvueHsuns;

JlvueH3nn Ha ycTpolicTBa;
Pes3epBHOe KonupoBsaHue,
MOHWUTOPWHT.

NG~ =

ECCM.PykoBoACTBO nosib3oBatensi.HacTpoiiku

EccmE.E.

AHELTEX f—

SuperAdmin

» I T & S, 3 a4 & 7 b =

@

&

Hocryn Monbsosaren Ponm Yeenomnenis Niuersns

CeogHas uHhopmaLma
Mpo6nembi JMocTyn K ycTpoicTBam
Kaprbi ceTn SSH

Morwn* Mapons

admin e &
CeTb

Ena
Tpynnbi [y
no SFTP

Mo * Mlapons
LWia6noHbi sftpadmin = e o
WMHHUWan13aLma yeTpoineTs SNMP

Mopr SNMP* Bepcna SNME Communities *
3apaun 161 v2e ~  public
CobbiTuA VRF
Yeepomnenua Routing VRF
Tpanb!

NETWORK

~ MeTon nposepiw ceTeaoh AocTy

HacTpoiku IcMP .

JNuensun wa ycrpoiictsa PesepBHoe KonupoBarHe Mokuropukr
BHewwHuii agpec ECCM B ceTu ynpaBneHus
Backbone-agpec
100.1102.91
HacTpoiiku npuémHuka Tpanoe
SNMP V2C
SecurtyName/Community
public
SNMP V3
Torun *
admin
PR—— Napons gns ayresmuusatn
MD5 v &
Mpo wiposanks Kniow widposarus
- &
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3.15.1

ECCM.PykoBOACTBO nonb3oBaTtesis.HacTpoliku

JocTtyn

WHTepcheiic ans HacTpoKM napameTpoB MO YMOSHYaHUIO 4115 fOCTYyna K yCTPOMCTBaM.

DocTtyn
SSH
adm’m
SFTP
sftp;admn
SNMP
161

VRF

HTTP

Routing VRF

S ——
ICMP

WEB-koHpurypaTop

K ycTpoiicTBaM BHewHnit appec ECCM B ceTn ynpaBneHus

100.110.2.91

[Sqp— Q

© HacTpoiku npuéMHMKa Tpanos

SNMP V2C
epon e
vac ~  public public

SNMP V3

admin

NETWORK

S—— ——
MD5 e o

T — S
AES128 v e o

Ha BumgpkeTe "[ocTyn K ycTpolicTBaM" onpeeneHbl napaMeTpbl A0CTYyNa K yCTPOMCTBaM N0 pas/iMyHbIM

npoTo

1.
2.

o s

Konam. HacTpoiiku pasgeneHbl Ha cneaytoLme rpynnbi:

SSH — ncnonb3yetcsa gns ynpasneHusa ycTponctsaMmu. s HaCTPOVKN AOCTYMNHbI IOTMH U Naposib;
SFTP — ncnonb3yetcs gns nepegayv oainnos Ha ycTpoicTea. s HACTPOWMKM AOCTYMHbI TOTUH U
naporb;

SNMP — ncnonb3yeTcsa 4N MOHUTOPUHIA YCTPOMCTB U NOSTyYEHUSA MHBEHTapPHbIX AaHHbIX. [ANns
HaCTpOWKKN JOCTYNHbI NapameTpsbl: read community, nopt SNMP 1 Bepcusa SNMP;

VRF — ucnonb3yetcs Ans onpeaeneHnsa mapLlipyTa ot yctpoiictea go ECCM,;

NETWORK — HacTpoliku onpegeneHus ceTeBoil 4OCTYNHOCTN yCTPOCTBa. MNpoBepka MOXeT
BbINOMHATLCS MO NpoTokony ICMP ("nuHr") nnu yctaHoskoii TCP-coeauHeHus (6onee 6bICTpbI Ccnocoob).
Bo BTOpOM cnyyae A0MoNHUTENIbHO HEOOXOAMMO YKa3aTb, Ha Kakoi nopT OyaeT ycTaHaBNMBaTbCA
coeVHeHNe;

WEB-KoHthurypatop — ncnosb3yeTca 418 onpefeneHns NpoTokona nepegayn gaHHbIX 415 nepexoia B
Be6-MHTEepPdEeiC HEKOTOPbIX CEpUiA YCTPOIACTB (Tonbko Ans SMG).

Ha Bugxete "BHelwwHuin agpec ECCM B ceTu ynpasneHns" AoctynHbl HacTpoikn backbone-agpeca ECCM, no
KoTopomy cepsep ECCM 6yget AoCcTyneH AN Apyrnx yCTPOMCTB B CETU ynpaB/eHus.

Ha BumpxeTte "HacTpoliku npuémHuka Tpanos” AOCTYMHbI HACTPOIKM napameTpos ans npuema SNMP-Tpanos.
Cepsuc cnyLiaeT nopT 162 UDP (3T0oT napameTp HeMb3ss MU3MEHWUTb) U NMPUHUMAET COO6LLIEHMS MO NPOTOKOaM
SNMP v2c 1 v3, KOTOpble MOXHO HACTPOUTL B AaHHOM pasgene. Ecniv napaMmeTpbl 04HOTO U3 MPOTOKOSI0B He

oyayT

yKasaHbl, TO cepuC GyeT UTHOPMPOBaTbL COOBLLEHNSA MO 3TO BEPCUM NPOTOKONA.
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3.15.2 Monb3oBaTenu

Pasgen ans ynpaeneHuna y4eTHbiMn 3anncamm nonb3oBartesieli CUCTEMbI.

Hoctyn Monbsosartenu Ponu YBepoMneHus JinueHsuna NuueHsnm Ha ycTpoiicTBa PesepBHoe KONUpoBaHHe MoHWTOpUHT

=+ [Ho6asuTb

Noruk ouro Ponb. Email

O eccm Eccm Eccm Ecem SuperAdmin eccm@eccm.ru

INeMEHTOB Ha CTpakuue 10 hd 1-1u31

Ha Bknagke oTo6paxaroTcs:
1. KHOMKM yaaneHns cyLecTByOLWMX No/b30BaTesnen 1 4ob6aBneHns HOBbIX;

Tabnvua nonb3oBaresnei.

© [1ns pepakTMpoBaHWs CYLLECTBYIOLLEN YUETHOMN 3anncK HYXHO K/IMKHYTh /1€BOM KHOMKOW MbILLW MO
COOTBETCTBYIOLLIEN CTPOKE.

3.15.2.1 CosdaHue Hosoli yuemHol 3anucu

HaxkmunTe kHoMKy "[lo6aBuTh". OTKPOETCS AUa/IOrOBOE OKHO, B KOTOPOM HEOGXOAMMO yKasaTb napameTpbl A
HOBOW YYETHOW 3anucu:

[o6aBuUTb Nnonb3oBaTens

YyeTHan 3anuck
TNoruH *

* -
user Ponb

Maponb * or

JIn4Hble AaHHble

damunua * OTuecTBO
Wms * E-mail *
Ipynnbi ~+ Oo6aeuTts

O nyTe

(0)

OTMEHUTB

1. ATpubYTbI y4eTHOI 3anucuy (o6s3aTenbHble Nossi OTMEYEHbI 3HAKOM "*"):
* JIOrMH 1 Naposib — UCMNOMb3YHTCA 4715 aBTOpU3aLun B CUCTEME;
+ Ponb — onpegensiet Habop NPVBW/IETWIA, LOCTYMHbIX NO/Ib30BATE/I0 B CUCTEME;
2. ATpuGYTbI IMYHBIX AaHHbIX (06si3aTeNbHbIE MO OTMEYEHbI 3HAKOM "*"):
+ damunus, ms, OTY4eCcTBO — HEOBXOAMMbI A1 MAEHTUGIMKALMM YeloBeKa, KOTOPOMY
NPUHAANEXMNT YYETHASA 3aMuCh;
« E-mail — agpec anekTpoHHOI NoYThbl No/b30BaTenNs;
3. [pynnbl YCTPOICTB 1 CUCTEMHbIX 06EKTOB, K KOTOPbIM NO/Ib30BaTE/0 OYAET NpefocTaB/eH AOCTY;
4. KHOMKM OTMeHbI 1 f06aB/1EHNS HOBOTO MOJIb30BaTeNs.
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3.15.2.1.1 [o6GasneHue rpynn aasa nosb3oBaresis

HaxmuTte Ha kHonky "[06aBUTh" B NpaBoli YacTu okHa. OTKPOETCS OKHO A06aBneHus rpynmbl:

Lo6aBuTb rpynny no/ib3oBaTtento

ECCM

HaBurauua

Wma rpynnit

group for emulator

3nemeHTOB Ha cTpaduue 10 b 1-5u3b

OTMeHUTL [o6aBuTb

1. CTpoka HaBuraumm — oTobpaxkaeT TeKyLLyo BbIOpaHHyo rpynny. ViMeHHo 3Ta rpynna 6yaeT coxpaHeHa
B YYETHYIO 3anucb Nosib30BaTesis Nocse HaxaTnus KHomku "[o6aBuTb";
2. Tabnuua BNOXEHHbIX rpyrnn — No3BoNsAeT BbibpaTh O4HY U3 AOYEPHUX TPYNN U NepenTn fasibLue no

nepesy;

© /15 Bo3BpaLLEHVS B POAUTENLCKYHO TPYNMY KVKHUTE MO ee Ha3BaHUI0 B CTPOKE HaBUraLi.

3. KHOMKW OTMEHbI 1 fo6aBneHns rpynnbl Nofb30BaTeNto.

3.15.3 Ponun

NHTepdoelic ansa ynpaBneHns ponsiMi nosib3oBatesieli CUCTEMbI.

HocTtyn Monb3sosaTenn Ponn YBefoMNeHHA TNuuexsus NuueHsnmn Ha ycTpoicTBa PesepBHoe KonupoBaHHe MOHHTOPHHI

+ Do6asute

HaasaHune Onucanne

O

=}

SuperAdmin Super admin

Administrator The role is intended for specialists who use the system to configure equipment.

O O O

Operator The role is intended for monitoring the operation of equipment.

3INEMEHTOR Ha CTpaHkLe 10 - 1-3u33

Ha Bknafike oToGpaxatoTcs:

1. KHomku ans go6aBnexHvs 1 yganeHus ponei;
2. Tabnuua ponei.
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3.15.3.1 TMpedycmaHosieHHbIl Habop posel
Mo ymonuyaHuto B cucTemy Ao6aBfeHo TPy Posu:

1. SuperAdmin — ponb gn1a ynpasneHus cuctemoin ECCM. Mpusnneruun: ynpasneHve nosnb3oBatesnisamm,
ponsamu. YnpasneHue rnobasibHbIMWM HACTPOKaMu AOCTyna K yCTporcTBaM. Takke A0CTYMNHbl BCe
BO3MOXHOCTW, NpefocTaB/IEHHbIE APYTM PONAM;

2. Administrator — ponb Ans cneymanncTos, OCYLLEeCTBASALWMX HACTPOKY 060pyaoBaHus. MNpusmnneruu:
ynpasneHue o6opyaoBaHvem (BBOZ/BbIBOJ, YCTPOWCTB B paboTy, KOHUrypaLus, 06HOBEHNE,
nepesarpyska), ynpasfieHue rpynnamm ycTpoicTB. Takke AOCTYNHbI BO3MOXHOCTM, NPeA0CTaB/1EHHbIE
Onepartopy;

3. Operator — posib A1 OCYLLECTB/IEHUA MOHUTOPUHIAa paboTbl 060pya0BaHus. MNprBunerun: NPocMoTp
AAHHbIX MOHUTOPWHIA (COCTOSIHNE YCTPOIACTB, CTAaTUCTUKA, aBapun, OTHETbI);

3.15.3.2 Co3sdaHue Hosoli posnu

[obaBuTb ponb

BaHHE DONK *

Role-1

Onncanue

WMHuumManuaayma ycTpoicTs

[ CpasHenue koHdurypaumit

[ CeopHas uHdopmayms

[J CobbiTus

O Xpauunuwe N0

[ Ynpaenenue rpynnamu

[ Mpo6nemsbl — 3akpbiTue

[J Npo6nembl — NpocMoTp

KapTbl ceTu — ynpaeneHue

KapTb! ceTh — npocMoTp

[J CeTb — HacTpoiika aganTepoB yCcTPORCTEA
[J CeTb — KOHGMIypUpoBaHUe YCTPOHCTEA
[0 CeTb — o6HoBnenwe MO ycTpoiAcTBa

[J CeTb — rpynnoeoe KOHGUrypHpoBaHne YyCTPOCTE
[J CeTb — MOHWTOPMHT yCTpoiAcTBa

[J CeTb — rpynnoeoe o6HOBNEHUE YCTPOHCTE

OTMeHUTL [Lo6aBuTe

B dhopMe AOCTYMHbI Creayowme 3neMeHTbl:

1. HassaHue pony;

2. OnucaHue — KpaTKoe NOsICHeHWe, 41 KOro U A5 Yero npefHasHavyeHa pone;

3. Habop npvBuneruii, OCTYMHbIX NOb30BATENIO B 3TOIN ponu. Mosib3oBaTeslb MOXET NPUMEHSATbL CBOU
NPUBWUIETNN KO BCEM YCTPOWCTBaM 1 06beKTaM, KOTOpble HAXOAATCH B ero rpynnax;

4. KHonku oTMeHbl 1 fo6asnieHunsa ponv B ECCM.
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3.15.3.2.1 Tabnuua npusunernii

HazBaHue npueunernn

WHuumnanusaums ycTpoiicTs

CpaBHeHne KoHgurypauuia

CsogHasn nHdopmaums

CobbITus

Xpanunuwe Mo
YnpasseHue rpynnamu
Mpo6nembl - 3aKkpbITHE

Mpo6nemMbl - NPOCMOTP

KapTbl ceTu - ynpasneHue

KapTbl ceTu - npocmoTp

CeTb - HacTpoOiika aganTepoB YCTPOCTB
CeTb - KOH(UrypUpoBaHVe YCTPONCTB

CeTb - 06HOBNEeHue MO ycTpoiicTs

CeTb - IpynnoBoe KOH(UIyprpoBaHue yCTpoicTB

CeTb - MOHUTOPUHI YCTPOICTB

CeTb - rpynnoBoe 06HOB/IEHME YCTPOIACTB

CeTb - NPOCMOTpP YCTPONCTB

CeTb - KoHthuryprposaHue IP-chabpurku
CeTb - npocmoTp IP-chabpukn

YBepomneHuna

HacTpoiiku - goctyn

HacTpoliku - pe3epBHOe KonMpoBaHue
HacTpoiiku - NnLeH3un yCTPOICTB
HacTpoiiku - nuueH3uns

HacTpoiKmM - MOHUTOPWHT - IPOCMOTP
HacTpoiikn - MOHUTOPWHT - ynpaBfeHne

HacTpoliiku - yBegoM/IeHUS

ECCM.PykoBOACTBO nonb3oBaTtesis.HacTpoliku

OnucaHune

[ocTyn K pasgeny "MiHnymanusaums ycTpoicTs”,
no3sosisaoLemy Hactpamsatb ZTP

[0CTYN K DyHKLUMOHaUTy CpaBHEHMS KOHUIypaLmnii pasHbix
BEPCUIA N YCTPONCTB

JocTyn k pasgeny "CsogHas nHcopmaums”' n
VHOPMALMOHHBLIM BUKETAM

pasgen ans oTobpaxeHnsi CobbITWIA, MPOM30LLIEeALLNX C
yCcTpoincTBamm

pasgen ana ynpasneHus MO, xpaHALWMMUCSA B cUcTemMe
pasfen Ans ynpasneHus rpynnamu
pasgen, 0TBevaroLL Ml 3a BO3SMOXHOCTb 3aKpbITb Npo6nemy

pasgen, 0TBevarLL il 3a BO3MOXHOCTb MPOCMOTPETb
npo6nemy

[OCTYN K CTpaHuLLe KapT CeTu Ans ynpasieHus
[0CTYyN K CTpaHuLe KapT ceTu Ans npocmoTpa

[OCTyN K CTpaHULEe HacTpoOlikn agantepa ycTpolicTea

[OCTYN K CTpaHuLe ynpaeneHns KoHdurypaumen yctpoiictea
[OCTyN K cTpaHuue o6HoBneHus MO ycTpoiicTea

[OCTYMN K CTpaHuLLe rpynnoBOro KOHhMrypnposaHus
YCTPOIiCTB

[OOCTYN K CTpaHuLe 0TObpaXeHnst METPUK YCTPOIACTBa
[OCTYMN K CTpaHuLe rpynnoBoro o6HoeeHns MO ycTpoiicTea

[OCTyn K pasgeny "YcTpoicTea” Ans npocmoTpa yCcTpoicTB
€[IMHbIM CMCKOM

[ocTyn K HacTpoiike IP-chabpuk
[ocCTyn K cTpaHuue IP-chabpuk

pasgen ans 0T06pa)KeHVIF| yBe,D,OMﬂeHMVI, CO34aHHbIX B
cucreme

pasaen HacTpoek AoCTyna K ycTpoicTBam

pasgen HacTpoeK A4/ MMNopPTa U 9KCnopTa Cnucka yCTpoicTs
pasaen HacTpoek A/1a yNpaB/ieHus MLEH3NsSIMU YCTPOICTB
pasgen HacTpoek AN ynpas/ieHus nuLeHaneld

[0CTYN K CTpaHuLe HAaCTPOEK MOHUTOPUHIA YCTPOACTB
[IOCTYN K yNpaB/eHuto NnapameTpaMmy MOHUTOPUHIA YCTPOICTB

pasfen HaCTPOEK CUCTEMHbIX KaHa/I0B YBeOMeHWi
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Ha3BaHue npueunernn

HacTpoiiku - nonb3oBaTesnu

3agaun
LLIa6noHbI

Tpansbl

3.15.4 YeepomneHus

ECCM.PykoBOACTBO nonb3oBaTtesis.HacTpoliku

OnucaHune

pasgen HacTpoek A1 yNpaBAeHNs yYeTHbIMW 3anucsamm
nonb3oBarenei 1 ponsiMu

pasgen Ans oTo6paxXeHus pe3ynsTaToB BbINOHEHUS 3a4au
[0CTYN K CTpaHuLe Wab/ioHOB

pasgen ansa otobpaxeHns SNMP-Tpanos, Nony4YeHHbIX
cucTemoi

Pasnen onsa ynpasneHnsi CUCTEMHbIMU KaHaiammn yBeoMAeHWA. [LoOCTynHO 2 CUCTEMHbIX kKaHana: E-mail n

Telegram.

Moctyn Nb30BaTeNk Ponu NEenomnema

® & Email % Telegram

. T — opr
mail.server.loc

....... ©

username(@server.loc

20 SSL/TLS -

OTnpaBuTEL TecToBoe cooblyeHne

0TnpaBKTL TeCTOBOE COOBLLEHHE

Nuuensna M1LeH3um Ha yeTpoicTBa Pe3sepBHOe KONWpOBaHue MoHuTOpHHr

©

BuoxeT "E-mail" oTo6paxaeT HacTpoiikn cuctemHoro email-kaHana. BuaxeT cogepxuTt cnegyroLume

ANNEMEHTbI:

Mone "Aapec No4TOBOro cepeepa’;
Mone "MopT" — NOPT NOYTOBOrO CEPBEPA;

LoOoNOGH~WN =

10.

Mepekntouatesnb akTUBaLMW/AeakTMBaLum KaHana,

Mone "Vimsa nonb3oBarens" — MMs No/ib3oBaTesisi NOYTOBOr0 CEPBEPA;

Mone "Maponb nonb3oBaTens” — naposb Nonb3oBaTens NOUYTOBOrO CEPBEP3;

Mone "TamayT coeguHeHns" — TalimayT COeANHEHUS C MOYTOBbLIM CEPBEPOM;

Mone "3awmta coeanHeHnsa" — onpeaensiet Tun WugpPoBaHuUs,

KHonka "OTnpaBuTb TECTOBOE CO06LLEeHMe" /15t OTNPaBKy TECTOBOrO COOOLLEHNS Ha yKa3aHHbIN agpec;
KHonka "CoxpaHuTb" AN NnpuMeHeHnst HaCTPOEK CUCTEMHOIO KaHana;

KHonka "C6pocuTtb" ans copoca 3Ha4eHuii Ao npeablayLiero CoOXpaHéHHOro COCTOSIHUS.

[Ns aKTMBaUumM 3TOr0 KaHasla HE06X0AMMO HACTPOWTb: aAPec NOYTOBOTO CEPBEPA, MOPT MOYTOBOIO CepBepa,
MS1 NO/Ib30BaTe/s, Naposib NOMb30BaTeNs, TaliMayT COeIMHEHUS C NMOYTOBLIM CEPBEPOM, TUM LUNPOBAHUSI.
Mocne 3anosiHeHnst Bcex TpebyeMmblx Nonei 6yaeT 4ocTynHa KHomka "OTnpaBuTb TECTOBOE COoo6LLEeHNE",
KOTopasi N03BO/SIET OTNPABUTL TECTOBOE COOGLLEHNE HA YKa3aHHbIN afipec 3/1eKTPOHHON NoYTbl A5 IPOBEPKM

KOPPEKTHOCTN HACTPOEK CNCTEMHOIO email-kaHana.
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Buoxet "Telegram” oTo6paxkaeT HaCTPOWKM cMCTEMHOrO telegram-kaHana. Bumpket cogepxuT cnegyrouime
3/1IEMEHTbI:

1. Tepeknoyaresib akTMBaunn/geaktmsaumn KaHana,

2. Mone "API TokeH",

3. KHonka "OTnpaBuTb TECTOBOE CO0OOLEHNE" AN OTNPaBKN TECTOBOro COO6LLEHMSA HA YKa3aHHbIN yar;
4. KHonka "CoxpaHutb" ons NpUMeHeHNst HaCTPOEK CUCTEMHOIO KaHana;

5. KHonka "C6pocuTtb" ania copoca 3Ha4eHuii Ao npeablayLuiero COXpaHéHHOro COCTOSHUS.

[nsa akTmBaumm aToro kaHana Heobxognumo Beectn API-TokeH telegram-6oT1a. Mocne 3anonHeHnst Bcex
TpebyembIx noneii 6yaet AOCTyMnHa KHomka "OTnpaBuTb TECTOBOE CO0OLEHME", KOTOpas NO3BOSIET OTNPaBUTb
TEeCcToBOe CO00OLEeHME B yKa3aHHbIn Telegram-yaT 4n1a NpOBEPKN KOPPEKTHOCTN HACTPOEK CUCTEMHOIO
telegram-kaHana.

& [ns nonyyeHus API-TokeHa n Chat ID o6patutech k odmumansHoit gokymeHTaumm Telegram: https://
core.telegram.org/bots

3.15.5 JlnueHsuns

Cuctema nuueH3npoBaHnsa npefHasHavyeHa AN KOHTPO/1 KOMMepUYecKoro ncnosb3osaHns ECCM. JluueHsus
onpeaensieT KoNM4ecTBO YCTPOUCTB KaXKA0n mogenu, Kotopoe 6yayT 06CNyXmnBaTbCa CUCTEMONA. JTMLEeH3nn
NMEIOT HECKOJIbKO CBOWCTB:

1. ID — yHUKabHbIA HOMEp NULEH3UN,

2. WN3patenb — HasBaHWe KOMMNaHUun Wi UMSA COTPYAHMKA, BbINYCTUBLLETO JINLEH3WIO;

3. Monyyatenb — Ha3BaHWe opraHU3auuy, NpuobpeTatoLelt IMLEH3NIO;

4. [arta n3gaHua — gata reHepauumn nnueHsuny;

5. [ata ucteyeHus — gara, nocsne KOTOPOi NNLEH3UA cuMTaeTcs HeencTBUTEebHOMN. [locne HacTynneHus
3TOW AaTbl OCTYN K yNpaBfeHWIo yCTPOCcTBaMu 6yAeT orpaHuyeH;

6. Mogenu — cyeTunk AOCTYMNHbIX MoAesei yCTPONCTB.

Hoctyn Monbsosarenn Ponu YBeaoMnexns JnueHsua JlMLieH3uK Ha ycTpoicTBa Pe3sepBHoe KonNupoBaxHe MoHUTOPMHT

¥ Wmnopruposats 4 SkenopTposaTh

AkTnBHAA NUUeH3na

ID: a98364e9-621d-41f5-bbc8-b0a2dacTbecy
Wspatens: eltex-co.ru

Monyyatens: eltex.loc

Jara uzganuns: 2023-05-05 00:00:00

Jara ucteuenus: 2024-02-01 00:00:00

Mopgenn: 138

Mogens Yerpocrea
ESR-10 10000
ESR-100 10000

ESR-100 FSTEC 10000

B nHTepdelice npeacTaBneHbl CriefyoLie 3/1eMeHTbI:

1. KHoOMKu Anst ynpaBneHus NnLeH3nsamu:
* VimnopTtunpoBaTb — 3arpy3vTb Ha CepBep HOBbIM NLIEH3NOHHbLIN daiin,
+ OKCnopTMpoBaTb — NOJTYYNTb C cepBepa halisl akTUBHON NNLEH3UK;
2. WHchopmaumsi 06 yCcTaHOBMEHHOI B cucTeMy (aKTUBHOW) TULIEH3UK;
3. Cnncok moaenei n KonM4ecTBo eauHNL, 060pyA0BaHNS KakA0M MOAENM, KOTOPOE NOAAEPXKAHO B
NINLEH3UN.
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3.15.5.1 3aepyska suyeH3uu
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HaxmunTte kHonky "VimnopTupoBaTth”. ByAeT OTKPbITO CUCTEMHOE OKHO, B KOTOPOM HY>XHO BblOpaTb HOBbIV haiin

C MLEH3NEN 1 3arpy3nTb ero Ha cepsep. MNMocne atoro ECCM npoussegeT aHa/im3 3arpy>KeHHOM /IMLEH3UN 1

OTKPOET OKHO ANnA CpaBHEHUA HOBOW TIMUeH3nm ¢ aKTUBHOWA.

HoBasa nuueH3una

Bbi6paH daiin: test_license.lic

—AKTWBHaA NULEH3UA

Id: 3fbaaef-e0ed-48c3-aeb8-9d5d4c39bc09
Wapatenb: Eltex

Mony4arens: Company name

Data nspaxus: 01.01.2021, 00:00

Hata ncrevexus: 01.01.2022, 00:00

—HoBaa nuueHsus

Id: 3fbaae1f-e0ed-48c3-aeb8-3d5d4c39bc09
WzpaTtens: Eltex

Monyvatenb: Company name

Jata nspanua: 01.01.2021, 00:00

Jarta ncteyenun: 01.01.2022, 00:00

OTMeHUTb

Mogenu: 3 Mopgenu: 7
Mopenb AxTuBHas Hosan
ESR10 10 10000000
ESR20 20 20
ESR1200 1200 20
ESR100 0 20
ESR1000 0 20

MpumeHuTb

AnemeHTbI HTepdelica:

1. HasBaHue 3arpyxeHHoro haina;
2. NHdpopmaums 06 akTUBHOW SIMLEH3UN,
3. ViHghopmauus 0 HOBOW NnLeH3uw;

4. Tabnuua ansi CpaBHEHUSI KONMYECTBA NOAAEPXKMBAEMbIX YCTPOUCTB;
5. KHomMkn ons oTMeHbl 1 NPUMEHEHNSI HACTPOEK.

Ecnv HoBas IMLEH3Ms ycTapesna Uin He NoAfepPXMBAeT paboTy BCEX A06aBMNEHHbIX B CUCTEMY YCTPOICTB, Npw

ee NpMMeHeHun 6yaeT oTobpaxeHa owmnobka.
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3.15.6 JlMueH3umn Ha ycTpoincTBa

Pa3nen npeaHasHauyeH AJ1si XpaHeHus U yCTaHOBKM IMLEH3MIA Ha YCTPOIACTBA B CUCTEME.

ocTyn MNonb3osarenn Ponu YeepomneHus TuueHsus Jnyensum Ha ycTpoiicTea PesepBHOe KONUpoBaHHe MoHUTOpHHT
Y y
Q ¥ MWmnoptuposate
Ha3sauue CepHiHbIA HoMep fara mVHKLlMOHBHbHDCTb MNokazaTs

ESBC000056.lic ESBC000056 2023-05-2515:18:57 BGREVPN ®

ES32023387.lic ES32023387 2023-05-2515:18:57 BGP ®©

SnemerToe vacTpakye 10 ¥ 1-2u32

dnemeHTbl nHTepdelica:

1.

2
3.
4.
5

®

KHonka nmnopTa (3arpysku) nnueH3unii B CUCTeMy;

KHonka ycTaHOBKM BbIGPaHHbIX B CNINCKE JIMLEH3UIA HA YCTPOICTBE;
KHonka yganeHus BbIopaHHbIX JIMLEH3N,

Tabnmua NUMUEH3UIA N UX AaHHbIX;

KHorkun go6asnenuns dounstpa tabnvubl 1 06HOBNEHNS Tabnuubl.

YcTaHOBKY IMUEH3MIA NoAAEPXKMBAOT crieaytoLume cepumn yctponcts: MEST1xx, MES21xx, MES22xx,
MES31xx, MES23xx, MES33xx, MES35xx, MES36xx, MES53xx, MES53xxA, MES5400.
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3.15.6.1 3aepy3ka nuyeHsuli
[ns 3arpy3sky IMUEH3NIA YCTPOMCTB B CUCTEMY HaXXMUTE KHOMKY "IMnopTuposaTh’. OTKpoeTCA MeHemxep

3arpy3ku IMLEeH3uin yCTPOMCTB:

3arpysKa NnUuUeH3ul yeTpoucTe

MepeTawuTe daiinol cloga unu HaxxMuTe 'Boibpatb dainbl'

Tporpecc 3arpyaku

Cratyc Paamep

HazsaHWe
1.2Kb OTMeHuTb X

ES8C000303.license
v 1.2Kb

ESBC000428.license

3aKpbiTh Hauatb aarpyaky

HaxmuTe Ha KHOMKy "BbibpaTb goaiinbl" 1 BbibepuTe thalisibl NuueHsnii 1nbo nepetawimTte daiinbl IMLEH3NA 13
(hannoBOro NPoOBOAHMKA Ballel onepauvoHHON CMCTEMbI B BbIAE/EHHYHO 06/1acTb MeHempkepa 3arpy3kim
NLEH3MIN yCTPONCTB. Haxkmnte KHOMKy "HavaTb 3arpy3ky”. B MeHemkepe 3arpy3ku AMLEeH3Nin oTobpaxatoTcs

Ha3BaHve 1 pasmep haii/ioB NNLEH3WIA, NPOrpecc u cTaTyc uUx 3arpysku.




3.15.7 Pe3epBHOE KONnpoBaHue
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Pasgen npeaHasHauveH A5t 3KcnopTa cnucka yCTPOMCTB M3 CMCTEMbI B chaiin .csv, a Takke 418 umnopTa
CMMCKOB YCTPOWCTB B CUCTEMY.

¥ Wmnopr ycTpoiicTs

4 IKCNopT YCTPOHCTE

[nsa skcnopTa cnucka yCTPOMCTB HaXXMUTE KHOMKY "DKCMNOpPT YCTPOUCTB": thalin byaet ckayaH 6pay3epom.

dopmar haiina akcnopra/umnopTa:

ip;model;group

172.
172.
172.
172,
172.

roe:

24,
24,
24,
24,
24,

0.
.6;ESR-20;eccm/base_test_group/

.7;ESR-100;eccm/base_test_group/
.8;ESR-1000; eccm/base_test_group/
.9;ESR-1700; eccm/base_test_group/

[l ol o]

5;ESR-10;eccm/base_test_group/

* ip — IP-agpec ycTpoiicTBa;
+ model — moaenb yCTPONCTBa;
* group — rpynna, B KOTOPOI Haxo4unochb UK Kyaa HYy>KHO NOMECTUTb YCTPOWCTBO.

B kauecTBe pa3genntens Ncnonb3yeTca CUMBOJ TOUKA C 3andartoii ;.
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3.15.7.1 Vimnopm ycmpolicms

[na vmnopTa yCTPOUCTB HaXKMUTE KHOMKY "IMIopT yCTPOMCTB" 1 BbiGepuTe HeobxoaAnMbI dhainn gns
nmnoprta. daiin 6yaert 3arpyxeH B CUCTEMY M 06paboTaH, MOCc/1e Yero OTKPOeTCs ANasioroBoe OKHO
fo6aBneHns yCTPONCTB:

B w

[obaBneHue ycTpoincTe

Bcero: 5 HeBanugHble: 5
[[] NokasbiBaTh TONbKO HEBaNUAHbIE

IP Mopens Ipynna Cratyc

172.24.08 ESR1000 eccm/group1/ EXISTS
172.24.0.7 ESR100 eccm/group1/ EXISTS
172.24.0.6 ESR20 eccm/group1/ EXISTS
172.24.0.5 ESR10 eccm/group1/ EXISTS
172.24.09 ESR1200 eccm/groupt/ EXISTS

ltems per page: 5 - -50f5

OTMeHUTb

. CYETUMKM YCTPOINCTB — NOKa3bIBAKT, CKO/IbKO BCErO YCTPOMCTB 6bIN10 N3BMEYEHO 13 dhaiina 1 CKObKO 13

HUX UMEET NPO6IEMbI B onucaHun. Ecnv B cnvcke ecTb YCTpoicTBa ¢ NnpobneMamu, L06aBeHNe cnmcka
6yAeT HEBO3MOXHbIM: €70 HEOGX0AVMMO OTPEAAKTUPOBATL M UCNPaBUTL/YAa/INTh HEKOPPEKTHBIE AAaHHbIE;
MokasbiBaTb TOMbKO HeBasIMAHbIe (YCTPOCTBA) — BK/IOUUTL OUILTP CNMCKa YCTPOACTB AN
0TOOPAKEHUSA HEKOPPEKTHBIX 3anucei;

Cnncok ycTpoiicTB — Tabnmua yCTPOCTB C AaHHbIMM, NOMYYEHHBIMI U3 UMMNOPTMPOBAHHOIO chaiina.;
KHonkn "OTMeHnTL" (OTMEHA MMNopTa YCTPOWCTB) 1 "[06aBuTh" (06aBneHne ycTpoiicTea B ECCM).
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3.15.8 MoHUTOPUHT

B naHHOW Bk1agke HacTpamBatoTcs (OyHKLMM MPOBEPKM CcTaTyca AOCTYNHOCTY YCTPONCTB NO NPOTOKONaM
SNMP, TCP/ICMP 1 SSH, nepuof xpaHeH1s METPYK YCTPOMCTB/Tpanos/3a4a4 1 MHTepBasibl cobopa METPUK U1

06HapY>XeHNS CYLLIHOCTEl YCTPOICTB.

flocr

Onpepenenue cTaTycos ycTpoicTs no SNMP/TCP/ICMP

Monb3oeaTeny Nuyensus NMUEHSHM Ha YCTPORCTRD PE3EPEHDE KOMHPOBaH: HHT

Meprof XpaHeHNA MeTPHK WHTepBabl c6opa MeTPHK 1 0GHapYXXeHHs CYILHOCTel yCTPOACTE

- T yeTpafers
———
300 0 T

uny 60
Hasaawe uiTepeana werpinon Werepaan, cex

03Y/n3y 60

Mpoeepka gocTyna no SSH

3600 10000

[ Bxnroumre npoeepxy no cratycy SSH

Cratyes: aocTynHocTH

Wurepdericss

SLA TecTE

BPEMA OMPOCa CTATYCOR BOCTYMHOETH

Mepwog obuapyxenwa LIMY/G3Y/NI3Y

Mepnog obHapyxenua SLA TecTos

Mepiog ofHapyxenun uHTepdeiicon

Mepwop c6opa MeTpuk SLA-TecToR

Meproj coopa MeTpik LINY/03Y/MI3Y

3600

3600

3600

Mepho c60pa METPHK HHTEpdeRCoR 300

Mepnog cO0pa MHEEHTAPHEIX AAHHEIX 86400
TMepuof XpaHeHUA Tpanos

TMepuof xpaHeHus 3aaay
S — !

30

Bugxet "Onpegenexune ctatycos yctpoincTB no SNMP/TCP/ICMP" coaepxut cneaytoume nons:

NHTepBas onpoca, cek — napameTp, onpeaensaowmnii YHacToTy BbINO/IHEHWSA ONpoca YCTPONCTB No
npotokonam TCP/ICMP n SNMP;

TalimayT 3anpocoB, MC — BPEMS Ha BbiNosiHeHMEe onpoca no npotokonam TCP/ICMP n SNMP;
KonunuyecTBo NOBTOPHbLIX NOMLITOK — NapamMeTp, ONpeaensoLLMii YNCI0 NOBTOPHbIX MOMbITOK ONpoca no
npotokonam TCP/ICMP n SNMP;

KHonka "CoxpaHnTb" — KHOMNKa 4715 NpUMEHEeHUs HAaCcTPOeK onpeaeneHus craTycos ycTpoincTts K ECCM,;
KHonka "C6épocutb" — KHONKa Ans copoca 3HadeHuii o npeablayLero COXpaHEHHOIrO COCTOSIHUSA.

BuoxeT "Tposepka goctyna no SSH" cogepxuT crnegytowme nons:

WHTepBas onpoca, cek — napameTp, onpeaesnaoLwmnii YHacToTy BbINO/IHEHWSA onpoca YCTPoncTs no SSH;
TaiimayT 3anpocoB, MC — BpeMs Ha BbINO/IHEHME onpoca no SSH;

KonmyecTBO NOBTOPHbIX NOMbLITOK — NapameTp, onpeaensoLmii YAcno NOBTOPHbIX NOMbITOK onpoca no
SSH;

dnar, N03BONAILWNI BK/TOYNTL UK BbIK/TOYMTL ONLMIO NPOBEPKM NO cTatycy SSH;

KHonka "CoxpaHnTb" — KHOMNKa 4715 NPUMEHEeHUs HAaCcTPOeK onpeaeneHus craTycos ycTpoincTts K ECCM,;
KHonka "C6épocutb" — KHOMNKa Ans copoca 3HaueHuii o npeablayLero COXpaHEHHOro COCTOSIHUSA.

BuoxeT "Teprog XxpaHeHnss MeTPUK" onpeaensier, Kak 40/Ir0 METPUKN YCTPONCTB ByayT XpaHUTbCA B 6ase
AaHHbIX ECCM, n cogepxuT cnefytolmne sfieMeHTbl:

Tabnvuy coOTBETCTBUSA rPynn METPUK YCTPOWCTB 1 NEpUOLA UX XPaHEHWS,

KHonka "CoxpaHnTb" — KHOMNKa 415 NpUMEHEeHMA HacTPOoeK nepuoga XpaHeHnss MeTpuK YCTPOMCTB K
ECCM;

KHonka "Cbpocutb" — KHOMNKa A1 copoca 3HaueHuii o npeablayLero COXpaHEHHOIro COCTOSIHUSA.
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BumxeT "MIHTepBasibl c6opa METPUK 1 OGHAPYXXEHUSI CYLLIHOCTEN YCTPOCTB" COAEPXUT CrieaytoLIne 3NEMEHThI:

+ CnMCOK TUNOB YCTPOWCTB, AN151 KOTOPbIX ONpeaensaTca napameTpbl;

+ Tabnvuy cOOTBETCTBUSA HAa3BaHUN MHTEPBa/IOB METPUK U MHTEPBAJIOB NX COOpa/06HAPYXEHNS;

+ KHonka "CoxpaHuTb" — KHOMKa 4719 MPUMEHEHUSA HACTPOEK Mo CO0py METPUK 1 OBHAPYXXEHUIO
cywHocTein ycTpolicts kK ECCM;

+ KHonka "Cépocutb" — KHoMKa Ans copoca 3HavyeHuii 40 npeblayLero COXpaHEHHOIO COCTOAHMS.

BuoxeT "MNeprog XxpaHeHns TpanoB" COAEPXUT Cneayoume 3/IeMeHTbI:

+ Mepuog xpaHeHus Tpanos, AHW — BpeMs xpaHeHuss SNMP-TpanoB B cucteme;

+ KHonka "CoxpaHuTb" — KHOMKa 4719 MPUMEHEHUS HACTPOEK Mo CO0pYy METPUK 1 OBHAPYXXEHUIO
cywHocTei ycTpolicts kK ECCM;

+ KHonka "Cépocutb" — KHomMKa Ans cobpoca 3HavyeHuii 4o npeblayLero COXpaHEHHOIO COCTOAHMSA.

BuoxeT "Teprog xpaHeHns 3aga4y” CoaepXuT cneayoume a/ieMeHTbI:
+ MNepunopa xpaHeHns 3agaya, AHM — BPEMS XpaHeHUst MHpOpMaLMn O BbINOMIHEHHbIX NO/Ib30BaTEbCKNX
3agavax;
+ KHornka "CoxpaHuTb" — KHOMKa A5 NPUMEHEHMSA HACTPOEK N0 CO0PY METPUK 1 OBHAPYXXEHWNIO

cywHocTen yctpoiicts kK ECCM,;
+ KHonka "Cépocutb" — KHoMKa Ans copoca 3HaveHuii 40 npeblayLero COXpaHEHHOIO COCTOAHMS.
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TEXHNYECKAA NMOAAEP>XKA

[ns nonyyeHns TEXHNYECKO KOHCY/IbTaummn No BONpocamM yCTaHOBKM 1 3KCMnyataunm CUcTeMmbl
ECCM BblI MOxeTe o6paTnTbCcs B CepBUCHbIV LEeHTP koMnaHnun ELTEX:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/

Servicedesk: hitps://servicedesk.eltex-co.ru/

MONHY0 TEXHUYECKYHO AOKYMEHTaUMI0 1 NPOorpaMmMHoOe obecrnevyeHne Bbl MOXETE HalTh Ha
odhmumanbHom caiite komnaHun: https://eltex-co.ru/
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