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ECCM.Quick Start. PykoBoAcTBO Mo GbICTPOW HACTpoWike.

® YcraHoBska u 3anyck cuctembl ECCM nogpo6HO onucaHbl B VIHCTPYKLMY 110 YCTAHOBKE 1 3amycKy.

1 Hauasno pabotbl

[nsa Hayana paboTbl HEO6X0AMMO MOAKNHYNTLCA K BEG-MHTEpdeicy cnuctembl. OTKpoiiTe 6paysep 1 B
afpecHO CTpoke BBegUTE:

http://<ECCM_ADDRESS> (nnu https://<ECCM_ADDRESS> npu ucnonb3oBaHum HTTPS),
rne <ECCM_ADDRESS> — azpec cepsepa ECCM B Balueli ceT (370 MOXET 6bIThb IP-agpec nnm oMeHHoe ums,
ecnn y Bac HacTpoeH DNS).

OTKpOeTCsi CTpaHMLa aBTopr3aLyu:

ECCM.PASSPORT

NoruH

Mapone

BBeaguTe norvH 1 Nnaposnb AN BXofaa B CUCTEMY B COOTBETCTBYHLLME MO U HAXMUTE KHOMKY "Bodmu”.

© Mo ymonuaHuio ncnonb3yeTcs NorvH 'eccm’, naposs ‘ecem’.

© nMocne yctaHOBKM crCTEMA NPEAOCTABNAET GECCPOUHYIO AEMO-NIMLEH3NIO Ha T YCTPOICTBO KaxK40M
mMoZenu. s Toro 4tobbl pabotarb CO MHOXECTBOM YCTPOWCTB OA4HOW MOAEeNu, He06XoAMMO
YCTaHOBUTb COOTBETCTBYHOLLYIO NINLIEH3NIO.
Mo Bonpocam NpPUoGpeTEHNS IMLEH3NIA 1 060pPYyA0BaHMA obpaTtuTech B KoMmmepyeckunini otgen ELTEX
no tenedony: +7 383 274-10-01, noute: eltex@eltex-co.ru NM60 3akaxmTe 3BOHOK C cainTa: hitp://eltex-
co.ru.
UT06bI yCTAHOBUTL NINLLEH3NIO B CUCTEMY, BbiGepuTe pasaen “Hacmpolku”, nepeiiaguTte Ha BKNagky
“JluyeHsus” n HaXXMUTe KHONKY “MmMrnopmuposams”. B OTKpbIBLLUEMCS AMa/I0fOBOM OKHE Bblbepute
dhaiin ¢ nuueHsneli, nocne Yero OTKPOETCA OKHO CPaBHEHUS TEKYLLEN NNLLEH3UN N BbIOPAHHO.
HaxmuTte kKHonky “MpumeHums”: n(MNOpTUPOBaHHasA NMUeH3nsa byaeT yctaHoBneHa. Ecav nmueH3ns
ycTtapena unun He nogaepxvsaeT paboTy Bcex [06aBNEHHbIX B CUCTEMY YCTPOMNCTB, Npu ee
NnpYMeHeHun 6yaeT oTobpakeHa owwmnoKa.


https://docs.eltex-co.ru/pages/viewpage.action?pageId=423072598
mailto:eltex@eltex-co.ru
http://eltex-co.ru
http://eltex-co.ru
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2 CosgaHue rpynnbl

Mpynnbl NpeAcTaBnstoT coboii Tormyeckoe 06beANHEHNE YCTPOICTB. Mpynnbl He06XoANMbI AN ao6aBneHns/
aAMUHNUCTPUPOBAHUSI U MOHUTOPMHIa 060PY0BaHUS.

[ns co3pgaHusa rpynnbl nepeianTe B pasgen "fpynnbi”, BlbepuTe poanTeNbCKyH rpynmny 1 HaXKMUTE KHOMKY
"Co30amsb". B OTKpbIBLLEMCSI OKHE BBEAMTE UMS TPYNnbl 1 BblbepuUTe €€ TUM, NOC/1e YEro HAXXMMTE KHOMKY
"Cozoams".

& Tpu nonbITKe co3aaHnsa rpynnbl B yXe CyLLeCTBYIOLLEN rpynne ¢ ycTpoiicTBamu kHonka "Co3damsb”
OyneT HeakTMBHA.

CosgaHHble rpynnbl 0yayT oTo6paXeHbl B Tabnuue.

» . EccmE. E.
.—ie LTex u SuperAdmin
B3 Ceoavas MHpopMaLMa W] + Coagars
A Npobnemb
MOUCK FPyNMbl O UMeHH
J KapTsliceTn
@ cem Tpynne: HenocTynHo yeTpoicTe | YcTpodicTs ¢ npoGnemanin Beero ycTpoicTe
I Tpynner ® v MEccum 0 0 6
® o .~ T o
# 0 i St 0 0 6
9, LWabnous
# 0O | vErpym? 0 0 0
ﬂ WHuumnanusaums ycTponcTe :
# QO ¢ i Oipynnas 0 0 0
E 3apaun I
B Cobbitus
A Ysepomnenus
@ Tpans!
£ Hacrpoiiku

3 PaboTa c ycTpoincTBamu

3.1 [ob6aBneHue ycTpoincTea
[na no6aBneHns ycTpoiicTBa B CUCTEMY:

1. Nepengnte B pasgen “Tpynnbl” n HOXKMUTE Ha Ha3BaHWe rpPynbl, B KOTOPY HEO6XxoAMMo A06aBUTb
YCTPONCTBO/YCTPOWCTBE,

2. Haxmute Ha KHonky “Jobasums ycmpolicmsa”, pacnonoXeHHY0 Haa Tabnmueii ycTpoincTs. [lanee ecTb

HECKO/1IbKO CNoco60B A06aBneHMs YCTPONCTB B CUCTEMY:

Cnoco6 1. B okHe go6aBneHns yCTPONCTB Ha BkNnaake “Py4yHoe dobasneHue” BBeante IP-agpec
YCTPOWCTBA, BbIOGEPUTE €0 MOAENb Y HAXXMUTE Ha KHOMKY /Job6asums”, pacnofiOXXEHHYO B HYKHEN
4yacTu OKHa.
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Jo6aeuTb yCTpoOACTBa

Pyunoe fo6asnenne O6HapyxeHue

® * YT06bl 4OBEBUTL OAHO YCTPONCTBO - BCTaBbTe IP-agpec 8 none IP.
= Y106bl 106EBNTH HECKOMBKO YCTPOWUCTE 3@ O[JMH Pas - BCTasbTe cnucok IP-agpecos, pasgeneHHblx npobenom, B none |P.

+ Lo6aeute
IP-agpec Mojient (kon-80 AuueH3u) Cratye DeicTeme
192.168.1.1 ESR-10 oK ]
192.168.1.2 MES2448P oK i

OTMeHUTL DobaBuTb

Cnocob6 2. B okHe fo6aBneHns yCTpoCTB Ha Bknazake “Ob6HapyxeHue” MOXHO 06HapYyXuTb
BK/THOUYEHHbIE B CETb YCTpoiicTBa no npotokony SNMP. [Ins aToro ykaxkute gmanasoH novcka u
HaXXMUTE KHOMKy “TTouck”. Bblbepute u3 cnmcka HaingeHHbIX YCTPOCTB Te, KOTOPblIe HEOOBX0AMMO
[06aBNTb B CUCTEMY, N HAXXMUTE Ha KHOMNKY ‘/Jo6asums”.

Jo6aeuTE yCTpolcTBa
PyyHoe gobaBneHune 0O6HapyxeHue
Auanason * Bepcua SNMP * MopT SNMP * TafmayT 06HAPYHEHNA YCTROACTB, MC * Communities *
100.110.1.0/24 vae > 161 1000 public Mowck

& BuiGpath Bee (Bcero HaiiaeHo 12)

ESR-20 - HaifeHo ycTpoidcTs 1, 3apesepBMpoBaHo NULEH3WA 1, AocTyNHO NuueHswid 10000 -~
IP-appec Mogene MNponseoguTens CepniHbIn HoMep MAC-apgpec Bepcua N0 Craryc
100.110.1.75 ESR-20 Eltex NPOB000086 a8:f9:4b:ac:e0:77 1.11.x build 290 0K

ESR-200 - HailaeHo ycTporcTB 1, sapesepBupoBaHo avueHawit 0, gocTynHo nnueHsuin 9999 -~

IP-appec Mogene MpouseoguTens CepHitHbIi HoMep MAC-appec Bepcua MO Craryc
1001101922 ESR-200 Eltex NP15011091 cc:9d:a2:70:af.d8 1.15.2 build 1 EXISTS
GENERIC - HailjeHO YyCTPOWCTB 2, 3apesepBlpoBaHo avueHawi 0, gocTynHo nnuexsuia 10000 -~
OTMEHHTL JNo6asuTe
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[ob6aBneHHble ycTpoicTea byayT oTobpaxaTbcs B Tabnvue ycTpoincTs B pasaene "Cems":

EcemE E.
SuperAdmin
B3 Csonwan HopMaLma ECCM  Tpynna1
= A hopmau B8 Hagurauna  revm * yoreodres [~]
6/0/6 6/0/6
A Npoénemu:
[J Kaprol cetn = Q)  + [Hobasuts ycrpoiicrsa
@ cem
[m] ) CepHitHIfi HOMep IP-agpec A xocTa MAC-agpec Cepus Mogens Bepewn M0 O6cnyKuBaHHe LocTynHocTs Tpynna MpoGnembi
"2 Ipynnul ©
F o O 114 VITF005002 100.110.1.123  ECCM-SMG-1016M €0:d9:e3:df88:3d  SMG-1016 SMG-1016M 32054865  Braiouero ICMP [ SNMP [SSH|  eccm/Ipynna 1 ]
A Wabnons O 113 ES8B000023 100.110.1.127  ECCM_MES5316A €0:d9:¢3:26:d7:00  MES53xxA MES5316A 6502R1  Bnioueto ICMP [ SNMP [SSH |  eceny/Ipynna 1 0
£}  VHuumanusauws yeTpoicTs [0 112 Es87085387 100.110.1.126 ECCM_MES2428 cc9dazbe66:40 MESTAxx/MES24x/MES3708  MES2428 AC  10.33.1R1  BknioueHo ecem/Tpynna 1 0
B 3epeun O 111 ESID000356 100.110.1.121 ECCM_MES2124M hub  a8:9:4b:8c:53:c0  MESTTxw/MES21x/MES22xx  MES2124MAC 114813 Biniouero ICMP [ SNMP [SSH|  ecem/Tpynna 1 ]
E CobbiTust
O 110 ME10000104 100.110.1.128  ECCM_ME5200 e45a:d4:de11580  MES200 ME5200 36090T  Bnioueto ICMP [ SNMP [SSH |  eceny/Ipynna 1 0
A Yeenomnenus
)} O 109 NP15011091 100.110.1.122  ECCM-ESR-200 cc9da270:afd8  ESR-100/200 ESR-200 1.18.4build 1 Bkniouero ecem/Tpynna 1 0
@) Tpanbl
OneMenToB Ha cTpaHMLE 10w 1-6u36
£ Hacrpoitkn
v
UTO6bI NPOCMOTPETL AETasIbHYI0 MH(POPMaLI0 06 YCTPONCTBE, HAXKMUTE Ha CTPOKY C €ro HasBaHueMm B
Tabnuue Ha cTpaHuue "CeTtb". OTKpoeTcs cTpaHula "Ycmpolicmso":
EccmE E.
5
™ SuperAdmin 3l
55 Vudopmauua ESR_200‘100‘110"‘1‘122 (5 Cuixponmanposare | ~ (S Mepesarpyauts [ Yaawmts ) 3a6nokuposari
IEETECIE
A | Mownmopunr ~
O | e 2 ccnopruposare CPU utilization
@ Tpans! Cepuiinbiii Homep NP15011091
- CPU utilization 5 sec CPU utilization 1 min CPU utilization 5 min
3agaum Monens ESR200 e
=
aQ CobbiTna IP-agpec 100.110.1.122 3%
a MpoGnemb! Wwms xocTa ECCM-ESR-200 2% ®
=] WnTepdeiics! Mponssoantens Eltex - ©
E SLA MAC-appec c¢:9d:a2:70:af:d8 0%
B | yenene ~ Cratyc obenyiuBaHun Bioueno
® 10:10 1020 10:30 1040 10:50 1100
Kotburypaumn Bepcua 110 1.18.4 build 1 . .
purypaLt Core 0 Core'1 Core2 Core3
Cepeics! Bepcus 3arpyaunka
O6uoanenme N0 Bpems padoThi 1 day, 11102134
RAM utilization: Module 1
Eltex ESR-200 Service Router 1.18. build 1 (date
MapameTpobi Onucane 13/06/2023 time 14:21:38)
KoHTakTbl anMUHKCTpaTOpa
AnnapatHas Bepcus wn
MecTononoxerie
ycTpoicTBa
Bpewms AoGasnetina 2023-09-26 10:53:42
N [useo sa0% [ FREE 46.0%
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3.2 MOHUTOpPVHT yCTpoKcTBa

Cuctema nogaepxmsaet c6op METPUK U NapameTpoB ycTpoiicTsa no npotokosry SNMP. NHdopmaums 06

non

yCTpOIiCTBE NpefcTaB/ieHa B pasfenax MeHio "MiHghopmayusi”, "MoHumopuHe" Ha cTpaHuLe yCTpOCTBa.

3.2.1 Crarycbl 4OCTYMHOCTU

B npouecce pabotsl ECCM nponsBoaguMT onpoc ycTpoictea no npotokonam TCP/ICMP, SNMP n SSH. Ctatychl
[AOCTYNHOCTM YCTPOWCTBA OTOBpaXatoTCA Ha CTpaHuLe YCTPONCTBa 1 B Tabnuue yCTPocTB B pasgene "Cems"™.

ESR-200:100.110.1.122
sve IR

CraTyc focTynHacTH no SNMP: DOWN
YcTpoAcTeO HEgocTyNHO AnA ECCM no SHNMP

Tacnegusn nposepia: 2023-09-26 11:07:48

Ecnn oKHO € Ha3BaHMEM MPOTOKO/1a OKpaLLEHO B KpaCHbIN LBET, 3TO 03HAYAET, YTO A0 YCTPOWCTBA HET AocTyna
no AaHHOMY NpoToKosy. Ecnv B 3eneHblili — [oCTyn ecTb.

B npmBeaeHHOM Bbille NpuMepe A0 YCTPOocTBa HeT aocTyna no npotokony SNMP, Ho ecTb goctyn no ICMP n
SSH.

® B03MOXHblE NPUUMHBI HEJOCTYNHOCTU ycTpoiicTea (cTatyc goctynHocTn DOWN):

* HeKkoppekTHO HacTpoeHbl NapamMeTpbl AocTyna K ycTpoiictey B ECCM (o151 HacTpoiiku
napaMeTpoB A0CTyna o6paTtuTech k pasaeny 'HacTpoiika napameTpos AocTyna’ JaHHOro
PYKOBOACTBA);

+ MNpo6nembl Ha YCTPOIACTBE: HEKOPPEKTHO HACTPOEHbI NapameTpbl goctyna (SSH, SNMP),
YCTPOIACTBO BbIK/TOUYEHO;

+ Mpo6nembl ceTn n ap.
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3.2.2 TMpocMOoTp MHBEHTapHOM UHopmaLmm

NHBeHTapHas nHgopmaumsa ycTpoincTea pacnonoXeHa Ha CTpaHuLe YCTPOCTBa B pasaene MeHH
“Unhbopmayus”. KHonka "Skcropmuposams” NO3BONSET BbIrPY3nUTb MHBEHTAPHY MHOPMaLU0 YCTPOCTBA B

CSV-chaiin.

Wudopmauua ESR-200: 100.110.1.122
W
MoHUTOPHHI
Merpricn 4 3kcnopTupoBath
Tpansi CepuiiHblit Homep NP15011091
3ajaun Mogens ESR-200
CobbiTiA IP-agpec 100.110.1.122
Mpobnemel Wmsa xocTa ECCM-ESR-200
WuTepdeicsl Mpowasogutens Eltex
SLA MAC-agpec cc:9d:a2:70:af.d8
Ynpaenexue CraTyc obcnyxuBaHus BxntoyeHo
KoHdurypauum Bepcwua 10 1.18.4 build 1
Cepauchbl Bepcua 3arpysumka
Q6HoBneHKe M0 Bpems pabotbl 1 day, 1:10:21.34
g 0 o
KoHTaKTbl aiMUHUCTpaTOpa -
AnnapaTHas Bepcus vl
Mecrtenencxetme
ycTpoicTea
Bpems nobasnenun 2023-09-26 10:53:42

U106l 06HOBUTL MHCDOPMaLMIO 06 YCTPOCTBE, HAXXMUTE Ha KHOMNKY "CUHXpPOHU3UpoBams":

C_»DCuuxpnuusupnsarb -

CoapaTs sagavy ka olxoaneswe Bcel mHdopmayiy of

ycTpoiicTee

[na 06HOBNEHNS onpeAeneHHOro TMna MHPOPMaLM HXXMUTE Ha MKOHKY ¥ cripasa OT KHOMKU
"CuHXpOHU3UpoBamsb" 1 BbIGEPUTE B CMNCKE TUMN AaHHbIX, KOTOPbIA HE06X0ANUMO 3anpOCUTL C YCTPOICTBA U
06HOBUTL B CUCTEME:

C_;)CMHKpOHMSMpOBaTb v
06wan nHbhopmMaLma
LLDP

CPUul WHTepdeiicsl
KoHdurypauua

Cratychl
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3.2.3 TpocMOTp AaHHbIX MOHUTOPUHIa

7151 NPOCMOTPAa METPUK YCTPOICTBa BbibepuTe pasaen MeHio "MoHumopuHe" — "Mempuku" .
y il

Vcpopmaius ESR-200: 100.110.1.122 () Cmn =
pouManposats | w (S Nepesarpyauts [ RZELS ) 3a6nokuposars
e [wie [s59]

MonnTopuhr ~

Q

MeTpuxn

Hassakue
Tpansi

— Ping Time TCP

CobbiTua Ping Time ICMP

Mpo6nemst Ping Time SNMP

R Ping Time SSH

sLA TCP Availability Status

T aETEnHe . ICMP Availability Status

SNMP Availability Status
Kowdnrypaunn

SSH Availability Status
Cepaucel

Interface gigabitethernet 1/0/1: Network traffic (bits)
QOGHoenenne N0

Interface gigabitethernet 1/0/1: Unicast traffic (packets)
MapameTpet

3nemenToa Ha cTpanALe 10w 0uaT2 P

Ha cTpaHuue oTobpaxaeTcs Tabnuua MeTPUK YCTPoCTBa. MNpu HaXaT Ha Ha3BaHWE METPUKM OTKPOETCS eé
rpadovk. Ha rpachuke MOXHO HACTPOWTb BPEMEHHO AuanasoH BbIGOPKM U Neproj, 0GHOBEHUS AaHHBbIX.

MOMHbIA CNMCOK TUMOB COBMPAEMbIX AaHHbIX 3aBUCUT OT KOHKPETHOO YCTPOIACTBA 1 €ro KOHAUrypawuii,

HanprMep OT KOJIMYECTBA UMEIOLLIMXCS NPOLECCOPHBIX AAEP UM CKOHUTYPUPOBaHHbIX CYLLIHOCTENR. Takke
A1 BCEX YCTPOWCTB OCYLLECTBASETCS MOHUTOPUHT OGLLMX METPUK, HAanpUMep A0CTYNHOCTL no ICMP.

© C 60nee noapo6Hoii MHGopMaLelt 06 3TOM U ApYriX pasaenax Be6-uHTepdeiica cucTemsi
ynpaB/ieHNsi MOXHO 03HAKOMUTbLCH B PYKOBO/CTBE M0/1b30BaTess.



https://docs.eltex-co.ru/pages/viewpage.action?pageId=424314196
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3.2.4 TMpocmoTp MHhopmaumm 06 nHTepdericax

[JaHHble MOHMTOPUHIa MHTEPIECOB YCTPOICTBA OTOGpaxatoTcs B pasaene "MoHumopuHa" —
“Vinmepdpelicbl” Ha cTpaHULE YCTPOICTBA.

NHpopmauns 06 nHTepgelicax 06HOBNAETCA aBTOMATMYEeCKN pa3 B Yac. [11s py4yHoro 3anycka 06HOBNeHUs
HaXXmMuUTe Ha KHOMKy "CuHXpoHU3uposams" 1 B OTKPbIBLUEMCS CrUcKe BblibepuTte "MiHmepgbelicnbl".

ESR-200: 100.110.1.122 .
Madopuaiia Q) CMHXPOHN3MPOBaTL N G MepesarpysuTb B Yaanute ﬁ 3a6nokmposath
(Tewe | Swwee [ 554 &)
MoHUTOpUHI &
#= Q9
MeTpukn
Hassanme Onucanue Admin Status Oper Status CkopocTs
Tpanbi
3anaum gigabitethernet 1/0/1 UPLINK_to_MES2124M up up 1Gb/s
o6 gigabitethernet 1/0/1.200 - up up 1Gb/s
Mposnemsi gigabitethernet 1/0/1.200.300 test1 up up 1kb/s
e gigabitethernet 1/0/1.1000 t0_MES2124M_(to_ ) up UupP 1Gb/s
SLA gigabitethernet 1/0/2 Idk up DOWN 1kb/s
Ynpasnenue A4 gigabitethernet 1/0/3 test1 up DOWN 1kb/s
Kot gigabitethernet 1/0/4 up DOWN 1kb/s
OHbUrypaLum
c gigabitethernet 1/0/5 test up DOWN 1kb/s
€pBUCDI
06 no gigabitethernet 1/0/6 desc switchport up DOWN 1kb/s
HOBJEeHne
n gigabitethernet 1/0/7 with ip dhcp DOWN DOWN 1kb/s
apameTpbl
gigabitethernet 1/0/8 with ip addresses uP DOWN 1kb/s
bridge 1 bridge-1 (+ ip addresses) uP DOWN 1 kb/s
bridge 3 uP DOWN 1 kb/s
port-channel 1 port-channel without ip uP DOWN 1kb/s

[ns nonyyeHusi 6onee noapo6Hoit MHopmauu 06 MHTepecytoLeM nHTepdelice (cocTosiHMe, rpadovki No
nepeaaHHoOMy/NpPUHSATOMY TpadiuKy, nakeTam 1 omn6Kam) HaXXMUTE Ha ero HasBaHue B TabnuLe
NHTepdelicos.
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ECCM.Quick Start. PykoBoACTBO Mo 6bICTPOI HACTPOKe.MOHUTOPUHT YCTPOICTBA

3.2.5 TpocMoTp XypHana 3agad

B pasgene "MoHumopuH2" - "3adayu" npefcTtasneHa Tabnuua c 3ajavamu, BbINoHAEMbIMY B cucTeme. B
Tabnue oTpaxeHbl cnedyowme napaMeTpbl: CTaTyc 3ajauu, ee Tun, aBTop, Nog3ajgayun, jata 1 Bpems
CO3/aHus, 3anycka 1 3aBepLueHns 3aJaun.

Mpun oTo6paxxeHUn Tabnuupl 3aga4 Bce noasagadn CKpbiTbl: 0TOOPaKaeTCA TO/IbKO poguTenbekas 3ajada c
WHTErpasibHbIM cTaTycoM. [1ns NpocMoTpa noasagay HaXMuTe Ha KHOMKY “Mokazame” B cTon6ue "Modsadaqyu”.

[nsi npocmoTpa XypHana (fora) BbINOSIHEHNS 3a4a4M HAXMIUTE Ha CCbINKY "Omkpbimsb 102" B cTon6ue "/lo2".

Mropmauua ESR-200: 100.110.1.122 (¥) Camxponnsnposate | ~ (G Nepesarpysute. | Yaanws [ 3abnokuposars
[ieme Tsume [ssH] O
MommTOpMHT ~
QR
MeTpnku
@ Cucremusie  Momssoarenscie  Brpouecce  Owwgauve  C owmbiod
Tpanb!
D cratye Tun Onmcanme AgTop [iaTa coapanns [aTa sanyeka JlaTa 3asepuwenua Tor Mopsagaun

3apaun

Cobrmms 115 ® Mony4uTe KOHbUIYpaLm Yerpoitcteo: "ESR-200: 100.110.1.122". eccm 2023-09-26 11:36:44 OTKpbLITL Nor

MpoGnem! 114 @ 06HOBHTL LLDP MHbOpMaLmio YetpoiicTso: "ESR-200: 100.110.1.122" ecem 2023-09-26 11:36:41 2023-09-26 11:36:44 OTKpbITH NOT

Mrepdeiics! 113 @ O6HOBMTb CTATYCbl JOCTYNHOCTH YCTPOHCTBA YctpoiicTso: "ESR-200: 100.110.1.122" eccm 2023-09-26 11:08:41 2023-09-26 11:08:47 2023-09-26 11:08:47 OtkpbITh NOTC

SLA 112 @ OGHOBMTb CTATYCbI JOCTYNHOCTH YCTPOHCTBE YctpoiicTso: "ESR-200: 100.110.1.122" eccm 2023-09-26 11:08:21 2023-09-26 11:08:26 2023-09-26 11:08:27 OTKpbITs Nor
Vnpasnetue P m @ OGHOBHTbL CTATYCbl AOCTYNHOCTH YCTPOHCTBA YerpoitcTeo: "ESR-200: 100.110.1.122". eccm 2023-09-26 11:00:44 2023-09-26 11:01:16 2023-09-26 11:01:16 OTKpbITL NOT

Kondy 105 @ 06HOBMTb BCHO MHBOpMaUMio 06 yCTpocTee YetpoiicTso: "ESR-200: 100.110.1.122" eccm 2023-09-26 11:00:20 2023-09-26 11:00:20 2023-09-26 11:01:09 MokasaTb

oHdurypauun
G 100 @ MNonyunTs KoHpUrypaumio Ycrpoiictso: "ESR-200: 100.110.1.122" System 2023-09-26 10:55:55 2023-09-26 10:56:05 2023-09-26 10:56:09 OTKpbITs Nor
€pBHCI

O6HoaneHMe MO 66 @ OGHOBHTL BCK MHAOPMaLMIO 06 yeTpoRcTBe YertpoicTeo: "ESR-200: 100.110.1.122". System  2023-09-26 10:53:42 2023-09-26 10:53:42 2023-09-26 10:54:29 Mokasate

MNapameTps TpaHiue 10 v
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ECCM.Quick Start. PykoBoAcCTBO Mo 6bICTPOiI HAcTpoike.HacTpoiika napaMeTpoB focTyna

3.3 HacTpoiika napameTpoB gocTyna

Mo ymonuaHuio A5 AocTyna K yCTPOACTBY UCMONb3YeTCst Hac/ieAoBaHune rnobasnbHbIX (4151 BCei cuctembl)
napamMeTpoB AOCTYNa, KOTOPble MOXHO U3MeHUTb B pasgene "Hactpoikn” — "[octyn'.

[na nepeonpefeneHus napametpa nepengute B pasaen MeHto ‘Mapamempsl”, Bbloepute pexum
"Onpedesnums" B HY>XXHOM 6/10Ke HACTPOEK AOCTyNa 1 yKaxute HOBble napameTpbl. B pexume "Onpedesums”
cucTemMa Mcnosb3yeT NnapameTpbl BbIOPaHHOTO 6/10Ka HACTPOEK AOCTyNa Ha CTPaHULLe BMECTO M06asIbHbIX.

Wudopmaums ESR-200: 100.110.1.122
Q
MoHUTOPKUHT o~
MeTpuiu SSH 9, Onpepenuts @ HacnepgosaHo
Tpanbi o Mapone * _ oprt
. login o 22
3apauu
CobbiTua SNMP A, Onpepenute | ) HacnegosaHo
MpoGnemel
NETWORK A, Onpepenute ) HacnegosaHo
WHTepdencel
MeTop npoRepKU CETEROR AOCTYNHOCTI * Mopt *
YnpaeneHue -~
MNpuMmeHnTbL CbpocuTb
Kondwurypaumuu
Cepsuchkl
OGHoBneHue MO
MapameTpbl
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ECCM.Quick Start. PykoBoAcTBO No 6bICTpoli HacTpolike.O6HoBeHMe MO ycTpoiicTBa

3.4 O6HoeneHue MO ycTpolicTBa

Mpexae 4eM 06HOBUTL YCTPOIACTBO, 3arpy3uTe thaiisl ¢ nporpaMmHbIM 06ecneyeHnem B cuctemy. s 3Toro
neperigute Ha cTpaHuuy "M10" n HaxkMuTe KHOMKY “3azgpy3ums”. B OTKpbIBLLENCS (hOpMe HAXMUTE KHOMKY
“Bbibepume ®alin IN0O”, BbibepuTe thaiin gnsa 3arpyskn. Cuctema aBToMaTMyeCcKn onpeaenunT BepCuto
BblGpaHHoro MO 1 ceputo ycTpoiicTea. Mpyn HEO6XOAMMOCTN MOXHO YCTaHOBUTb donar “Coesnames akmyasibHbIM
0" n 3anonHUTL None “OnucaHue”. lanee HaXMnTe KHOMKY “3azpy3ums”.

3arpysuts 10

Bui6epute Paiin 10 @sr200-1.18.3-build2.firmware

Bepeua NO*
1.18.3 build 2

Cepua*
ESR-100/200

[ CaenaTb akTyanbHbiM MO

Onucanue

& Mpu BbIGope cepuii MES14xx/MES24xx/MES3708, MES2424, MES2448/MES3400-xx/MES3710,
MES5448/MES7048 6ynet Heo6xoanumo 40MNO/THUTENBHO [,06aBUTb 3arpy34uk U ykasaTb ero Bepcuto.
Mpwu BbIGOpe cepuii MES000/MES100/MES200 Bbi6op 3arpy3unkos U-boot/X-loader onymoHaneH.

[nsa o6HoBNeHus MO ycTpoilcTBa nepenante B pasaen MeHo "Ynpasnedue" — “ObHosneHue MO” Ha
CTpaHuLe ycTpoiicTBa. B Tabnmue otobpaxaetcsi cnmcok MO, umetoLerocs Ha cepeepe A/18 4aHHOTo Tvna
ycTpolictea. Ecnn Ha cepBepe ecTb MO Toii e BepcuK, KOTopasi yCTaHOB/IEHA HA YCTPOICTBE, OHO ByaeT
OTMEYEHO KpacHbIM h/iaroM crieBa OT MMeHu chaiina.

Wndopmauus ESR-200: 100.110.1.122

o () Cmxpoumsuposars | (GMepesarpyaurs [ Yaanurs [ 3abrokuposars
[1ome [ sump ['ssh |
MOHMUTOPHHI ~
&> 3arpysutb
MeTpukmn
Wns paitna Bepcun MO Bepcun sarpysumka Bepus sarpysunka x-loader Onvcanme AxTyansHocTs

Tpanbl
Eo— @ €sr200-1.18.4-build1 firmware 1.18.4 build 1

O esr200-1.18.3-build2.firmware 1.18.3 build 2

CobbiTisa
NpoGnems: Snementon wa cTpaiue 10 v 1-2u32 1K < > >l
Wutepdeiics!
SLA
YnpasneH1e ~
Kondnrypaunn
CepBHChl
06HoBneHve M0

Mapamerper

B neBom cTton6ue Tabnmubl yctaHoBuUTe donar Hanpotye Bepcun MO, Ha KOTopyr He06X0AMMO 0GHOBUTL
YCTPOWCTBO. Ecnn Ha cepeepe oTcyTcTByeT 10, yCTaHOBNEHHOE Ha AaHHbIi MOMEHT Ha YCTPOWCTBE, B
AManoroBom OKHe 0TO6pasnTcs coobLleHne ¢ npegynpexaeHnem. ins 3anycka 3agaydn Ha 06HoOBNEHMEe
03HaKOMbLTECH C MH(POPMALMOHHLIM COOBLLEHNEM, BblAaHHbIM Nocse Boibopa gaiina Mo, n Haxmute "Aa". 3a
BbINO/THEHMEM 33[1a4yM HA 0GHOB/EHNE MOXHO C/leauTb B pasaene "3adayu”.
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ECCM.Quick Start. PykoBoACTBO M0 6bICTPOI HacTpoiike.PaboTa ¢ KoHdurypaumeli ycTpoictea

3.5 Pab6oTta ¢ KoHthurypaumein ycTponcTea

NHTepdpeiic ans npocMoTpa 1 ynpasieHns KOHUIypauusimy ycTpoicTBa PacrnosiokeH B pasaesne MeHto

"YnpasneHue" - "KoHgbuaypayuu" Ha cTpaHuLe yCTPOICTBa.

® [ns ycTpoiicTe SMG pa3saen "KoHghuaypayuu" oTcyTCTBYeT. [JaHHbIM TUM YCTPOIICTB HacTpanBaeTcs ¢
NMOMOLLbI0 Be6-KOHpurypartopa. KHonka A1a nepexoga B Be6-KOHMrypatop pacnosioxeHa B BepxHel

yacTtu cTpaHuubl SMG-ycTpoiicTsa.

B cucteme cyLecTBYHOT TpU TUNa KOHpUrypawuum yCTpoicTB:

* AKTyasibHas — nociefHsis noslydeHHas ¢ ycTpoiicTea KoHdurypauus (Bcerga otobpaxkaeTcs nepeoii B

Tabnmue KoHdurypauuii);

* YepHoBuk/Makpoc — KOHUrypaLms, NoAroTos/IeHHan 415 3arpy3kn Ha yCTPOKMCTBO;
+ Pe3sepBHas Konusa — pe3epBHas KonNus KoHAUrypauum ¢ ycTpoincTea. B criyyae cMeHbl TekyLei
KOHpMrypaumm Ha HOBYIO eil HasHavaeTcs Tvn "Pe3epBHas konusa', a HoBoM — "AkTyasibHas".

[na cuHXpoHU3aLum KOHUrypauum ycTponcTBa HaxKM1Te Ha KHOMKY “[losydums koHgbuaypayuro”. Mpouecc
CUHXPOHM3aL/MK 3anyCcKaeTcsl B aBTOMaTMYECKOM pexrMe pas B Yac, a Takxe B ciiyvyae f06aB/1eHns HOBOro

YCTPOWCTBA B CUCTEMY.

3.5.1 TpocmoTp KoHGUrypaumm

[nsi npocMoTpa KoHUrypaLmn ycTpoiicTea BbibeprTe B Tab/MLE MHTEPECYHOLLYIO KOHCUIYpaLWio, MOC/Ie Yero
OHa CTaHeT [I0CTYyMNHA B PeX1Me NPOCMOTpa B OKHE, PACMo/IOKEHHOM cnpasa oT Tab/uLbl.

2
*-d
§§  Vudopmauna ESR-200: 100.110.1.122
=
W
A MoHUTOpUHI ~
[ 1] Merpman = O + Cospats uepHoBMK
Tpans! O Axtyanshas 2023-09-26 10:54:29 System
b
= Sapan [m} Tun [ata cozpannn AsTop
m ()
CobbiTHs
‘\ [} YepHoBHK 2023-09-26 12:04:13 ecem
ﬁ MpoGnemei
SnemenToE HacTparme 10 v 1-1ns1
a Wutepedicel
E SLA
‘ Ynpasnexne ~
®
Koudurypaym
Cepeicst
06HoBneHve MO
MNapameTpbl

= MonyuuTs kougurypauuio

Configuration fetched by task id 71

Onucame

YepHosuk-1

/' Pepaxtnposatb

DN U R W

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29

u -

() Cuxpoumsuposats | +  (SMepesarpysurs [ Ypanus

¥ Crauate

#!/usr/bin/clish

#23

#1.18.4

#13/06/2023

#14:21:38

hostname ECCM-ESR-200

object-group service ob_service
description "desc"
port-range 22-24
port-range 80-81

exit

object-group network ob_net
description "desc”
ip address-range 106.110.1.121-100.110.1.128
ip address-range 100.114.1.121-100.114.1.128
ip prefix 100.120.0.0/23
ip prefix 100.121.0.0/23

exit

object-group address-port ob_addr_port
description "desc”
address-port pair 10.10.10.10:22
address-port pair 10.10.10.10:23

exit

object-group address-port dfsf

exit

object-group address-port sdfsdf

EccmE. E.
SuperAdmin

8 3a6nokuposars

YT06bl CPaBHUTL KOH(UIYpaLMOHHbIE (daiifibl OAHOTO YCTPOICTBA MeXAy CO6Ool, BbibepuTe (OTMETLTE
rajioukamm) ABe KoHpUrypauum B Tabsmue 1 HaXMuUTe KHoMKy "CpasHums".

® B cucteme nogaepxaHa BO3MOXHOCTb CPAaBHEHS KOHGMIypaLmm ABYX YCTPOWCTB. [JaHHbIi
dhyHKUMOHaN Noapo6HO onucaH B pasgene "CpasHeHne KoHurypawmnii ycTpoicTs” B PykoBoacTBe

nosib3oBaresis.
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ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

3.5.2 PepaktnpoBaHue KoHgUrypawmm

Mpovecc KoHUryprpoBaHus otsimyaetca ansa ycrpoincts ESR/ME n MES. Yctpoiictea ESR npumeHsioT nnm
OTKNOHAKT KOHUrypaumio Lenmnkom, B To BpemMs kak MES npuMeHsIoT oTaesbHble U3MeHeHusa cpasy. B cBA3n
¢ aTum, npu paboTte ¢ ESR co3patoTcs "uepHOBUKU KOHUrypaumn', cogepxalime nonHyo KoHurypauuo
YCTPOWCTBa, a AN MES ncnonb3yoTes "Makpochl’, cogepxatyme To/1bKo He06XoAnuMble N3MEHEHUS.

[ns pefakTnpoBaHns CyLLECTBYHOLLIEN KOHUrypaumm oTKpoliTe BKNaaky “KoHgbueypayuu” Ha cTpaHuue
YCTPOICTBAa, BbibepuTe B Tabnuue KOHGUrypawmio, KOTopyto He06X0AMMO U3MEHUTb, N HAXKMUTE KHOMKY
“Pedakmuposamb”: OTKPOETCS pefaKkTop KOHUrypaLumii.

B penaktope KoHburypauwmii nponsseante HEOOX0AMMbIE N3MEHEHNS Y HROKMUTE KHOMKY:

*+ “CoxpaHumb” — ecnu HeobxoAMMO TO/IbKO COXPaHWUTb U3MEHEHHYIO KOH(UIypaumio, HO He MPUMEHSTb
ee Ha yCTpoKcTBO. HoBas KOHburypaumsa/makpoc 6yaeT coxpaHeHa ¢ Tunom "YepHosuk' nnm "Makpoc”,

* “CoxpaHums u lMpumeHums” (anst ME/ESR)/“CoxpaHums u 3anycmums” (ana MES) — ecnu
Heo6xoAMMO NPUMEHUTL KOHIUTYPaLLMIO CPasy Xe Noc/ie BHECEHUS U3MEHEHMWIA.

Ecnu 6b1n BbIOpaH BapmaHT TO/IbKO C COXPaHeHneM, To A/15 NPYMEHEHNSA HOBOWN KOHIUIypauumn BblbepuTe ee
13 CnucKa 1 HaxXMuTe KHonky "MpumeHums" (ans ME/ESR) nnu “3anycmums” (ans MES).
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ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

3.5.2.1 Tlpumep KoHu2ypuposaHuUsi mapwpymusamopa ESR
Myctb B ECCM po6asneH mapLupyTtusatop ESR co cnegytoLleii KoHgurypaumei:

hostname ESR-TEST-10

syslog max-files 10
syslog file-size 10000
syslog cli-commands

username techsupport
password encrypted $6$n22HpZ8qlQzycF
exit

domain lookup enable
domain name-server 1.1.1.1

security zone trusted
exit

security zone untrusted
exit

interface gigabitethernet 1/0/1
security-zone untrusted
ip firewall disable
ip address 100.110.0.130/23
exit

snmp-server
snmp-server location "Eltex-NSK4"
snmp-server community "public" ro
snmp-server community "private" rw

ip route 0.0.0.0/0 100.110.0.1

ip telnet server
ip ssh server

clock timezone gmt +7
ntp enable

ntp server 10.10.5.50
exit

16



ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

3agava:

+ Job6aBuTb onucaHune nHtepdelica "gigabitethernet 1/0/1%;
* N3meHuTb NnapameTp "snmp-server location”;
* Ypanutb nonb3oBartens "techsupport”.

ANroputm AeicTBUNA:

1.
2
3.
4

. B OTKpbIBLUIEMCSI OKHE pefakTopa BHECUTE HEOOGXOANMbIE U3MEHEHNS:

5. Haxmute kHonky "CoxpaHume u MpumeHums". INMocne nponsBefeHHbIX AeCTBMIA ByaeT co3gaHa 3ajaqva
"MPUMEHNTb KOHhUrypaumio®, ctatyc KOToOpoli MOXHO OTC/exmBaTb B pasgene "MoHumopuHa" - "3adauyu”,

MepelignTe Ha BKNaaky "KoHghueypayuu" Ha CTpaHuLe YCTPONCTBa;

. HaxxmuTe kHonky “MMosyyums KoHgueypayuro” ons NnonyvyeHns akTyasibHOW KOHUIypaLwum yCTpoicTBa;

Bbligennte "AkTyanbHy" KOHUrypaumo B Tabnmue KoHhurypaumii n HaxxmmTe KHOMKy "Pedakmuposams”,

hostname ESR-TEST-10

syslog max-files 10
syslog file-size 10000
syslog cli-commands

domain lookup enable
domain name-server 1.1.1.1

security zone trusted
exit

security zone untrusted
exit

interface gigabitethernet 1/0/1
description "UPLink"
security-zone untrusted
ip firewall disable
ip address 100.110.0.130/23

exit

snmp-server
snmp-server location "Room-444"
snmp-server community "public" ro
snmp-server community "private" rw

ip route 0.0.0.0/0 100.110.0.1

ip telnet server
ip ssh server

clock timezone gmt +7
ntp enable

ntp server 10.10.5.50
exit

6. [Nocne 3aBepLUeHna 3a4a4n Ha NPUMeHeHVe KOHUrypauumn ctapas KoHdurypauusa 6yaeT otobpaxarbcs ¢

TUNoM "Pe3epBHas konus" B Tabnuue KoHurypauuii, a HoBas KOHpurypaumsa — ¢ Tunom "AktyasibHas".
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ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

3.5.2.2 Tlpumep KoHpuaypuposaHusi kommymamopa MES

Myctb B ECCM po6asneH kommyTatop MES co cnepytowein koHdurypaumei:

no spanning-tree

|
vlan database

vlan 20

exit

!

interface vlan 20

name OfficeNet

exit

!

hostname MES2324P

|

enable password level 15 encrypted 5baa6le4c9b93f3f0682250b6cf8331b7ee68fd8
|

username admin password encrypted 5baa61e4c9b93f3f0682250b6cf8331b7ee68fd8 privilege 15
|

ip ssh server

|
snmp-server server
encrypted snmp-server community hXKI/nU2kUzgKGixTrnUEJk2X9/GnPd4ihiuEf9vIco= ro view Default
encrypted snmp-server community 502f0coreE59RGZehVQFBLTUClcrZ1HxxBXSx3yu8I0= rw view Default
|
interface gigabitethernetl/0/1

description PC

switchport mode access vlan 20
exit

!
interface gigabitethernetl/0/11

description to_office_network

switchport mode trunk

switchport trunk allowed vlan add 20
exit

!

|

end

3apaua:

+ Oo6asutb VLAN 1000;
+ Paspewwmtb Tpadumky VLAN 1000 npoxoamTb yepes nopt "gigabitethernet1/0/11".

Anroputm geicTBUiA:
1. MepeiignTe Ha BKNagky "KoHgbucypayuu" Ha CTpaHuLe yCTPOCTBa;
2. Haxxmute kHonky ‘Mlosiydums KoHgbu2ypayuro" fnis NonyvYeHns aktyasbHOM KOHUrypaumum yCTponcTea,

3. Bbigenute "AkTyasibHy0" KOHDUrypaLmio B Tabnuue KoHUrypauuin u Haxmmnte KHonky "Pedakmuposams”,

18



ECCM.Quick Start. PykoBoAcTBO No 6bICTPOW HacTpoiike.PaboTa ¢ KoHdurypauumein ycTpoicTea

4. B OTKpPbIBLLEMCS OKHE pefakTopa BHecuTe HeO6XO,£I,I/IMbIe N3MEeHEHUA:

vlan database
vlan 1000
exit
!
interface vlan 1000
name TestNet
exit
!
interface gigabitethernetl/0/11
switchport trunk allowed vlan add 1000
exit

5. HaxxmuTe kHonky "CoxpaHums u 3anycmums". Tlocne npov3BefeHHbIX AeCTBWI ByaeT co3aaHa 3ajada
"MpUMEeHNTb KOHhUrypaumio®, cTaTtyc KOTOPO MOXHO OTC/eXuBaTb Ha Bknagke "3adaqyu’;

6. [Nocne 3aBepLUeHna 3a4a4m Ha NPUMEHeHVe KOHUrypauun ctapas KoHdurypauusa yaeT otobpaxarbcs ¢
TUNoM "Pe3epBHas konus" B Tabnuue KoHurypauuii, a HoBas KOHpurypaumsa — ¢ Tunom "AktyasibHas".

3.5.2.2.1 KoHdurypuposaHne kommyTaTtopoB cepun MES5448/MES7048

Y kommyTatopos cepunt MES5448/MES7048 ecTb napamMeTpbl, KOTOPblE KOHUTYPUPYIOTCA BHE pexnma
KOHGpurypauumm (exec):

« vlan

* hostname
+ serviceport
+ ssh

* telnet

[na KOHUrypupoBaHVa NapamMeTpPoB MHTEPECOB 1 NPOYMX MPOTOKO/I0B BBEAMTE B LUAGI0OH/MaKpoC
KOHchurypaumm komaHgy "configure”.

® nMonHas gokymeHnTauusa MES5448/7048 gocTtynHa no cebinke: MES5448, MES7048. PyKoBOACTBO M0
3KcnyaTalum.
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Mpumep
Myctb B ECCM po6asneH kommyTtatop MES7048 co cnepytoweli kKoHpurypaumeii:

serviceport protocol none

serviceport ip 192.168.79.60 255.255.240.0 192.168.64.1
vlan database

exit

ip ssh server enable
configure

reset-button reload-only
stack

member 1 4

exit

switch 1 priority 1

slot 1/0 3

set slot power 1/0

no set slot disable 1/0
username "admin" password 4fble35787dec level 15 encrypted

line console
exit

line telnet
exit

line ssh

exit

!

snmp-server community "private" rw
snmp-server community "public" ro
router rip

exit

router ospf

router-id 172.17.5.252

exit

ipv6e router ospf

exit

exit

3apava:

* HasHauntb ycTpoiictBy Hostname;
« No6asuTb vlan 4000;
+ Paspewmntb Tpadumky VLAN 4000 npoxoauTsb Yyepes nopt 1/0/1.

AnropuTtm geicTBUiA:
1. MepeiignTe Ha BKNagky "KoHghucypayuu" Ha CTpaHuULEe YCTPOCTBa;
2. Haxxmute kHomky “Mosydums KoHgbu2ypayuro" fnis NonyyYeHns aktyasbHOM KOHUrypaumum yCTponcTBea;

3. HaxxmuTe Ha kHonky "Co30amb makpoc”;
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4. B OTKPbIBLLEMCA OKHE pefaKTopa BHECUTe HGO6XOAI/IMbIe N3MEHEHNA:

hostname "MES7048_TEST" <--- pexum "configure" He TpebyeTcs
vlan database

vlan 4000

vlan routing 4000 1

exit

configure <--- HWXe cneaywT KomaHabl pexuma "configure"

interface 1/0/1

no shutdown

vlan participation include 4000
vlan tagging 4000

exit

exit

5. HaxxmuTe kHOMKy "CoxpaHums u 3anycmums". Flocne npoun3BeAeHHbIX AelCTBUI ByaeT co3gaHa 3agaya
"MpUMeHNTb KOHGIUIypaumio", ctaTtyc KOTOPOI MOXHO OTC/eXnBaTb Ha Bknaake "3adaqu”

6. Mocne 3aBepLUeHNs 3a4a4m Ha NPYMeHeHe KoHdurypauum ctapasi KoHcurypaums 6yaeTt otobpaxkarbes ¢
TMnom "Pe3epBHas konus" B Tabnuvue KoHdurypauuii, a HoBast KOHdmrypauus — ¢ Tunom "AktyanbHas".

3.5.2.3 Tpumep KoHuaypuposaHus Mapwpymusamopa ME

Myctb B ECCM po6asneH mapwpyTtusarop ME co cnegytowein KoHdurypaumeii:

hostname R79

interface mgmt 0/fmcO/1
ipv4 address 192.168.17.79/23
vrf mgmt-intf

exit

vrf mgmt-intf
rd 0:0
exit

router static
vrf mgmt-intf
address-family 1ipv4 unicast
destination 0.0.0.0/0 192.168.16.1
exit
exit
exit
exit

telnet server vrf mgmt-intf
exit

ssh server vrf mgmt-intf
exit
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3apaua:

+ HacTtpouTtb ycTpoiicTBo ans pa6otbl no SNMP;
* Ykasartb agpec NTP-cepsepa.

Anroputm geicTBUiA:

1. MepeiignTe Ha BKNagky "KoHgbucypayuu" Ha CTpaHuLe yCTPOCTBa;

2. Haxxmute kHonky “Mosydums KoHghu2ypayuro" onis NonyvYeHns aktyasbHOM KOHUrypaumum yCTponcTBea;

3. Bbigenute "AkTyasibHy0" KOHDUrypaLmio B Tabnuue KoHUrypauuin u Haxmmnte KHonky "Pedakmuposams”,
4

.B OTKPbIBLLEMCA OKHE peaaktopa BHECUTE HeO6XO,EIII/IMbIe N3MEHEHNA:

hostname R79

interface mgmt 0/fmcO/1
ipv4 address 192.168.17.79/23
vrf mgmt-intf

exit

vrf mgmt-intf
rd 0:0
exit

router static
vrf mgmt-intf
address-family 1ipv4 unicast
destination 0.0.0.0/0 192.168.16.1
exit
exit
exit
exit

telnet server vrf mgmt-intf
exit

ssh server vrf mgmt-intf
exit
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# BNOK HOBbIX HacTpoek

snmp server sysContact "Ivanov Ivan"
snmp server syslLocation "Novosibirsk"
snmp server vrf mgmt-intf
community label eltex-ro
community-name public
exit
user eltex-ro
authentication access auth
authentication algorithm md5
authentication key password
exit
exit

ntp vrf mgmt-intf
server 192.168.16.113
exit

exit

clock timezone gmt 7

5. HaxxmuTte kHoNKy "CoxpaHume u lMpumeHums". Tlocne npon3BefeHHbIX AeNCTBUIA ByaeT co3aaHa 3ajava
"MpYMEeHNTb KOHhMrypaumi', cTaTtyc KOTOPO MOXHO OTC/IEXMBaTb Ha BKNaake "3adaqyu’;

6. Mocne 3aBepLUeHNs 3aga4n Ha NpYMeHeHne KoHdurypauum ctapasi KoHdurypaums éyaet otobpaxarbes ¢

TUNoMm "Pe3epBHas konus" B Tabnuue KoHurypauui, a HoBas KOHpurypaums — ¢ Tunom "AktyasibHas".

3.5.2.4 Tlpumep KoHuaypuposaHUsi mpaHKosozo w/itosa SMG
Myctb B ECCM ago6aBneH TpaHKoBbIi w3 SMG.
3agava:
+ CKOHGhurypmpoBaTb YCTPONCTBO.
ANroputm AecTBUiA:
1. MepeiianTe Ha CTpaHULy YCTPOCTBa;

2. HaxxmuTte KHOMKY "Web-koHghuzypamop", pacnonoXeHHy B BEpXHEel YacTu CTpaHULbI, NOC/E Yero
aBTOMATUYECKN OTKPOETCSt HOBasl BKaKa ¢ Be6-HTepdelicoMm KoHgmrypaTopa ycTpoiicTea:

EccmE. E.

SuperAdmin

mz Veopuauus SMG-1016M: 100.110.1.123
EEETEE &

A MOHUTOPHHI ~ Tepexop & Web-xou hHrypaTop ycTpoRicTea

Q}Cwuxpauwaupoeam - G Web-KoHdurypaTop (& NepesarpyanTs W Ynanuts ﬂ 3abnoxkuposaTh

Signaling & Media Gateway

Usemame| |
Password| |

Language\: English ~ \

| Login \

4. B OTKpbIBLUEMCS OKHE NPOV3BEAUTE HEOOXOAVMbIE HACTPOIKM.
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3.5.3 Co3sgaHue wabnoHa KoHdurypawlmm

LLla6noHbl NpeacTaBnsiT coboi nocnegosarenibHoCTb CLI-koMaHz ANst BHECEHUSI 3MEHEHWI B
KOHpurypauuo o6opyoBaHns. AT KomaHabl 6yAyT NPUMEHATLCA K 060pyA0BaHMIO B TOM BUAE U B TOM
nocnenoBaTesibHOCTY, B KOTOPOI OHU 3anucaHbl B LabsioHe.

[ns co3paHusa wabnoHa nepeigute Ha cTpannly “LLia6s10Hbl” n HaXXMUTE KHOMKY “Co3dams”. B OTKpbIBLUEMCS
AManoroBom OKHe BBeAUTE Ha3BaHue LWwabnoHa B COOTBETCTBYIOLLEE Nose, He06XoaMMble KOMaHbI
KOHhMrypupoBaHusl B 06/1aCTb peAakTopa 1 HaxxmuTe KHonky “Cozdams”. HoBbIl WabnoH NosiBUTCA B CIUCKe
LWabnoHOB:

[ ] - EccmE. E.
HELTEX LR ——
B3 CsogHas uHbopmauns Er-w] + Cospats #’ PepaktupoBate (~]
A Npoénems 1 snooping multicast-forwarding-mode ip I
g mw Haagakme ABTOp  OGHOBNEHO Co3apako 2 ip igmp smooping
I3 Kaproicetn (©] 3 vlan {{vlan_id}}
2023-09-25 20230925 4 ip igmp snooping
@ Cetb an default_MES_ISS_IGMP_snooping system 3799 175439
2023-09-25 20230925
" pynnel 02  default MES_ISS_SNMPv2 system {97330 eas0
= 2023-09-25 2023-09-25
;| no Os default_MES_ISS_add_VLAN_to_database system 7'csa9 17:54:39
LLlabnoHb! 2023-09-25 20230925
| [0 4  default_ MES_ROS_IGMP_snooping system 20 eass
a WH1umManuzaLus yeTponcTe Os default_MES_common_forbidden_default_V system 2023-09-25 2023-09-25
LAN 4 17:54:39 17:54:39
E 3apaun
2023-09-25 20230925
E . Oe default_MES_ROS_SNMPv2 system 3599 17'54:39
CobbiTna
2023-09-25 20230925
& Veoownenm o default_MES_ROS_add_VLAN_fo_database  system 175 20 70
© o 08  default MES_common_add IP_to_interface  system 20240520 2230028
. default_MES_common_set_switchport_mod 2023-09-25 20230925
£ Hacrpoiiku Os . SYStem 175439 17:54:39
2023-09-25 2023-09-25
O default_MES_ROS_SNMPv2_traps system 17:54:39 17:54:39
3nemertos Ha cTpakkLe 10~ 1-10u319 > 3l

3.5.3.1 [pumepbl wabsioHOB KOH(hu2ypayuu

LLlabnoH ans co3aaHnus HOBOro NapameTtpa "snmp community':

snmp-server community {{ community }} {{ mode }}

La6noH ans nameHeHus onvucaHus u IP-agpeca nHTepgelica gigabitethernet:

interface gigabitethernet {{ intf }}
description {{ description }}
ip address {{ address }}

B npuBefeHHbIX Bbilwe npuMmepax napameTtpbl {{ community }3}, {{ mode }}, {{ intf }},

{{ description }} n {{ address }} fIBNSAOTCA NEPEMEHHbLIMM, 3HAYEHNSA KOTOPbIX 3aa0TCsl HA BTOPOM
Liare mactepa KoHdurypupoBaHus (6onee nogpo6Ho B pasaene 'TpuveHeHne wabnoHa koHdurypatymn'
HaCTOSILLEero PyKoBOACTBA).

® Bonee nNoapo6HOE onucaHne NepemMeHHbIX 1 YNpasBiAoLWmMX KOHCTPYKLMIA, KOTOPbIE MOTYT 6bITb
NCnosib30BaHbl B LLIAGM0OHax, NpeacTaBnieHo B pasgene "LLabnonnsarop” PykoBoacTBa nosb3oBarens.
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3.5.4 TMpumeHeHue wabnoHa KoHUrypawmm

[ns Toro 4TO6bLI NPUMEHNTL WABGM0H KOHPUIypaLmMmn Ha YCTPOMCTBO UM HECKOMBKO YCTPOICTB, NepeinanTe B
pasgen "Cems". YCTaHOBUTE ra/1I04KM HANPOTWB OL4HOIO UM HECKOIbKMX YCTPONCTB 13 Tabnmupl, Mocne Yero
HaXXmMuUTe Ha KHOMKy "KOHghuaypuposams": OTKPOETCA OKHO MacTepa HacTpoiku. Hike npuBeeHo onucaHue
LiaroB mactepa.

1. BblGOp wabnoHa: Ha JaHHOM Lare HeobxoAMMo Bbl6paTh Wab/ioH KOHUrypaumm, KoTopblii 6yaeT
3arpy>eH Ha BblbpaHHble YCTPOWCTBa;

2. 3anosiHeHWe nepeMeHHbIX: Ha JaHHOM Luare OTKpoeTcs (hopMa, B KOTOPOI HEOBXOAMMO yKasaTb 3Ha4YeHne
ANS KaXKA0M HanAeHHOM B LWaboHe Nob30BaTe/IbCKO NepeMeHHO; 34eCh XXe MOXHO MOCMOTPETb peHaep
L1ab/1oHa;

o BoiGop watnoHa o 3anonHeHne NepemeHHbIX e YcTaHoBKa pacnucasmns
3anonHWTe NepeMeHHble WabnoHa (7]
Wa6nou Penpep
description
3HEuEHHE NepeMeHHOH * 1 interface gigabitethernet {{ intf }}
2 description {{ description }}

DESCRIPTION STATIC - 3 ip address {{ address }}

intf

3HaueHWe nepemMeHHoN *

1/0/1 STATIC -

address

3HaJyeHHe nepemMeHHOH *

10.10.10.10 STATIC -
o Boibop wabnoHa e 3anonHeHne nepemMeHHbIX e YcTaHoBKa pacnucaHmns
3anonHuWTe NnepeMeHHble WabnoHa (7]

LWa6nou Penpep
description
3HaUSHME NepEMEHHO * 1 interface gigabitethernet 1/0/1
2 description DESCRIPTION

DESCRIPTION STATIC — ~ 3 ip address 10.10.10.10

intf

3HaueHWe NepeMeHHON *

1/0/1 STATIC -

address

3HayeHHe NepeMeHHoN *

10.10.10.10 STATIC -

3. YctaHOBKa pacnucaHus: Ha JaHHOM Liare MOXHO HaCTpOMTb BPeMS Havasia 3aauv 1 cTpaTermio
o6HoBneHus (6onee noapobHo B pasdene "YcraHoBka pacrnvcaHus’ PykoBoACTBa Nosib30BaTens);

4. MPUMEHNTb: Ha AaHHOM LUare Ha sKkpaHe 0TOO6paxXarTCsl BCe paHee yKasaHHble napamMeTpbl pacnmcaHus,
BblGpaHHbIi LWabnoH 1 CNMCOK YCTPOMCTB. KNUK No yCTPOMCTBY B Tab/umLe OTKPOET BO BKazake "PeHoep”
BapunaHT KOHhurypaumm, KOTopblii 6yaeT NPUMEHEH K AaHHOMY YCTPOICTBY. Moce HaxaTusi Ha KHOMKY
"MpumeHums" 6ypeT co3faHa 3a4ava, BbINO/THEHNE KOTOPOI HAYHETCS B YKa3aHHOe B Lware 3 BpeMsi.
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4 CosgaHue npasusia reHepaumm cobbITui

MpaBuna reHepaumm cobbITUN NpegHa3HadYeHbl 418 co3gaHnst CobbITUN B cucteme. B kauecTBe MCTOYHUKOB
OaHHbIX ANs perncTpaumm cobbiTnin ncnonbaytotcd SNMP-Tpanbl 1 METPUKM YCTPOICTB. MNpaBuna
npeAcTaBNAT cO60i rpynnbl YCA0BUIA, 06beaAnHAEMbIX C MOMOLLbHO Slormyeckmx oneparopos "N nnn "UIN".
Kaxgoe otaenbHoe ycrioBre, B CBOK oYepesb, COCTOUT U3 3/IeMEHTA AaHHbIX, oneparopa CpaBHEeHNUs U1
MOPOroBOro 3HavyeHus. B cnyyae nonyvyeHus Tpana cuctema npoBoANUT NPOBEPKY COOTBETCTBMS UMEHLLMMCS
npaswiaM: ec/iv 06HapyXXeHo, YTo Tpan COOTBETCTBYET NpasBu/ly, CMCTeMa Co34aeT CobbITUE B XypHaUie.
AHanorMyHbIM 06pa3om paboTaeT 0GHapPYXXEeHNe CObbITUIA N0 METPUKAM, C TEM OT/IMYNEM, YTO METPUKM
cobuparoTcs HenocpeaCcTBEHHO CUCTEMOA.

3apava:

Cospgatb ABa npasuia reHepauumn cobbiTuid 4518 Bcex MapLupyTusatopoB ESR ¢ ypoBHeM BaxkHOCTH
"Kputnyeckoe" n HasBaHuaMM "esr interface linkDown" n "esr interface linkUp", koTopble 6yayT cpa6arbiBarth,
ecnn cuctema 3apernctpupyet Tpansl "linkDown" n "linkUp".

PewieHue:

o

1. OTKpoliTe cTpaHuuy "Hacmpolku" — "lpasuna 2eHepayuu cobbimul" n HaXXMuTe KHONKy "Co30amsb".
OTKpOoeTCA NepBbIii Lar KOHCTPYKTOpa NpaBu/ reHepaumm cobbiTuin — "Beibepume murn 0aHHbIX".

2. Cospaiite npaswno esr interface linkDown. 3anonHuTe cnefyrolime pasgensi:

+ pasgen "OnucaHue”.
« B none "Mims npasusa" BBeguTe Ha3BaHue npasuna "esr interface linkDown",
+ B nosne "BaxHocmsb" BbibepuTe 3HavyeHne "Kpumudeckoe";
+ pasgen "O6nacme NpuMeHeHus "
* HaXXMUTE KHOMKY "[Jo6asums 2pyny" N B OTKPbIBLUEMCS AMasiore BbibeprTe KOPHEBYIO rpynny
"ECCM",
+ pasgen "Bbibepume murn 0aHHbIX":
+ B none "Tun ycmpoticmsa" yctaHosute "ESR";
+ B none "Tumn daHHbIX" BblbepuTe 3HaveHune "Tpan",
+ B none "9s1emeHm O0aHHbIX" BblbepuTe "linkDown".

o Bbi6epute TUN AaHHbIX e KoHcTpykTOp Npasun e MNpenBapuTentHbIi NPOCMOTP Npasuia
OnucaHune O6nacTb NPUMEHEHUA
Wma npasuna * BamHOCTh *
eccm
esr interface linkDown KpuTuueckoe hd . BKNOYUTL NpaBuno

Bbi6epuTe TUN JaHHbIX

TMn ycTpoRcTEa * TN JaHHbIX *

ESR ~ Tpan -

SneMenT fanHbix *

linkDown

[J PearuposaTb Ha nony4eHue Tpana 6e3 cocTaBNeHus Npaeuna

OnucaHune anemeHTa faHHbIX

A linkDown trap signifies that the SNMP entity, acting in an agent role, has detected that the ifOperStatus object for one of its communication links is about to enter the down state from some other state (but not from
the notPresent state). This other state is indicated by the included value of ifOperStatus.

Ha3sakue 3HaueHme Tun Onucanue

A unique value, greater than zero, for each interface. It is recommended that values are assigned contiguously starting from 1. The value for each interface sub-layer must remain constant at least

ifindex 1361212211 INTEGER from one re-initialization of the entity’s network management system to the next re- initialization.

The desired state of the interface. The testing(3) state indicates that no operational packets can be passed. When a managed system initializes, all interfaces start with ifAdminStatus in the down(2)
ifAdminStatus 1.3.6.1.2.1.2.2.1.7 INTEGER state. As a result of either explicit management action or per configuration information retained by the managed system, ifAdminStatus is then changed to either the up(1) or testing(3) states (or
remains in the down(2) state)

The current operational state of the interface. The testing(3) state indicates that no operational packets can be passed. If ifAdminStatus is down(2) then ifOperStatus should be down(2). If
ifAdminStatus is changed to up(1) then ifOperStatus should change to up(1) if the interface is ready to transmit and receive network traffic; it should change to dormant(5) if the interface is waiting
for external actions (such as a serial line waiting for an incoming connectien); it should remain in the down(2) state if and only if there is a fault that prevents it from going to the up(1) state; it should
remain in the notPresent(6) state if the interface has missing (typically, hardware) components.

ifOperStatus ~ 1.3.6.1.2.1.2.2.1.8 INTEGER

OTMeHNnTBL Janee
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3. HaxxmuTe kHonKy "[Jasiee". OTKpoeTcs cneayowmii war — "KoHecmpykmop npasu/s”. BeinonHute cnegyoume
AelcTBuS:

+ B none "Mpynnosoe ycsosue" Bbibepute 3HaveHne "U"

+ B 6/10Ke yc/10BKSA 3amnoiHMUTe NoJIs:
+ B none "3s1emeHm 0aHHbIX" BbloepuTe 3HauyeHue "ifOperStatus”,
+ B nosne "®yHkKyusi cpasHeHUs" BbibepuTe 3HavyeHune "PasHo",
*+ B none "Mopoeosoe 3HadyeHue" BeegmnTe "2".

o BriGepuTe TUN AaHHbIX

e KoHeTpyKTOp Npasun

9 lpeABapUTENbHBIA NPOCMOTP NPaBMNa|

TpynnoBoe ycnos.

n ~ -+ [o6aeute rpynny -} [o6aBuTb ycnoeue

BNeMeHT aaHHbIX *

ifOperStatus

DYHKLAA CpaBHeHUA *

~ PagHo

Moporogoe 3HaueHne *

v 2 W Yaanuts yenosne

Ha3zap, Danee

4. HaxxmuTe kHonky "Jasee”. B TpeTbeM ware "MpedsapumeribHbil npocMmomp npasusia’ npoBepbTe
NpaBUIbHOCTb BBEAEHHbIX HACTPOEK 1 HAXXKMUTE KHOMKY "CoxpaHums".

5. AHasorMyHbIM 06pa3omM co3pdaiite npaBuno esr interface linkUp. 3anonHute cneaytolme pasaensi:

« pasgen "OnucaHue":
« B nosne "Mimsi npasusaa" BBeanTe HasBaHne npaswuna "esr interface linkUp”,
+ B nosne "BaxHocmsb" Bbibepute 3HavyeHne "Kpumudeckoe";
« pasgen "O6nacme NpuMeHeHus "
* HaXXMUTe KHOMKy "ZJo6asums 2pynny" N B OTKPbIBLUEMCS Anasiore BbibepuTe KOPHEBYIO rpynny
"ECCM";
« pasgen "Bbibepume murn 0aHHbIX":
« B none "Tun ycmpoticmsa" yctaHosute "ESR";
« B nosne "Tun daHHbIX" BbIbEpPUTE 3HA4YeHne "Tpan",
+ B nosne "9n1emeHm OdaHHbIX" BblibepuTe "linkUp".
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0 BbiGepuTe THN JaHHBIX e KoHcTpykTop npasun e NpenBapuTeNbHbIA NPOCMOTP NPaBMN
OnucaHue O6nacTb NpUMeHeHUs
Wma npaeuna * BakHocTb *
eccm €3
esr interface linkUp Kputnyeckoe v ® BxniounTs Npasmno

Bbi6epuTe TUN faHHbIX

TWN yeTporcTea * THA AGHHBIX *

ESR v  Tpan v

JnemeHT faHHbIx *

linkUp

O PearvpoBaTb Ha nony4yeHWe Tpana 6e3 cocTaBneHus npasuna

OnucaHue anemeHTa AaHHbIX

A linkUp trap signifies that the SNMP entity, acting in an agent role, has detected that the ifOperStatus object for one of its communication links left the down state and transitioned into some
other state (but not into the notPresent state). This other state is indicated by the included value of ifOperStatus.

Hassatne 3HaveHne Tun Onucatne

. A unique value, greater than zero, for each interface. Itis recommended that values are assigned contiguously starting from 1. The value for each interface sub-layer must remain constant at least
iflndex 1.3.6.1.21.2.2.1.1 INTEGER B ¥ . -
from one re-initialization of the entity’s network management system to the next re- initialization.

The desired state of the interface. The testing(3) state indicates that no operational packets can be passed. When a managed system initializes, all interfaces start with ifAdminStatus in the down(2)
ifAdminStatus 1.3.6.1.2.1.2.2.1.7 INTEGER state. As a result of either explicit management action or per configuration information retained by the managed system, ifAdminStatus is then changed to either the up(1) or testing(3) states (or
remains in the down(2) state)
The current operational state of the interface. The testing(3) state indicates that no operational packets can be passed. If ifAdminStatus is down(2) then ifOperStatus should be down(2). If
ifOperStatus  1.3.6.1.2.1.2.2.1.8 INTEGER ifAdminStatus is changed to up(1) then ifOperStatus should change to upfl) if the interface is ready to transmit and receive network traffic; it should change to durmam(ﬁ) if the interface is waiting
. e for external actions (such as a serial line waiting for an incoming connection); it should remain in the down(2) state if and only if there is a fault that prevents it from going to the up(1) state; it should
remain in the notPresent(6) state if the interface has missing (typically, hardware) components

OTMeHUTL Danee

6. HaxxmuTe kHonky "[asee". B ware "KoHcmpykmop npasu/” BbINONHUTE cneayolime AeicTBUs:

« B none "Mpynnosoe ycsosue" Bblbepute 3HaveHne "M’

* B 6/10Ke yC/10BKA 3anoHMUTe NoJis:
« B nosne "Ss1emeHm O0aHHbIX" BblbepuTe 3HauYeHne "ifOperStatus”;
+ B nosne "®yHkKyusi cpasHeHUs" BbibepuTe 3HavyeHne "PasHo",
+ B none "Mopozosoe 3HayeHue" Beeante "1"

o BobiepuTe TMN AaHHbIX e KoHcTpykTop npasun e MpepBsapuTensHbI NPOCMOTP NPaBmIL.

pynnoeoe ycnoe...

W ~ <+ [Oo6aeutb rpynny 4 [lo6aBuTb ycnoBue
InemeHT AaHHbIX * DYHKUMA CPABHEHUA * Noporoeoe sHaueHne *
ifOperStatus ~ PaBHO > 1 B Ynanute ycnosue

Hazag [Hanee
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BbiBOA:

1. Ecnu ot Kakoro-nm6o ycrpoictea ESR, Haxogswerocs nog ynpasneHnem ECCM, 6yaet npuHat SNMP-
Tpan "linkDown" c napameTtpom "ifOperStatus” paBHbIM "2", TO B Tabnmue Ha cTpaHuue "Cobbimus”
oTob6pasnTCs cobbITNE C METKOI "esr interface linkDown", creHepupoBaHHOE B COOTBETCTBUN C
HacTpOoeHHbIM NpaBwsiom "esr interface linkDown".

2. Ecnn ot kakoro-nn6o yctporictea ESR, Haxogsuwerocs nog ynpasnenvem ECCM, 6yaet npuHaT SNMP-
Tpan "linkUp" ¢ napameTpom "ifOperStatus" pasHbim "1", T0 B Tabnuue Ha cTpaHuue "Cobbimus”
oTob6pasnTCcs cobbITUE C METKO "esr interface linkUp", creHepupoBaHHOE B COOTBETCTBUM C
HaCTpOeHHbIM NpaBw/iom "esr interface linkUp".

[aHHble cob6bITUS Takke ByayT OTPaXKEHbI HA CTPaHMLE KOHKPETHOTO YCTpolicTBa B pasgene "MoHnTopuHr" -
"CobbiTna".

@ C 6onee noapo6HOI MHGOPMaLMeE 0 paboTe ¢ Npasuiamy reHepaLmy CobbITUN Bbl MOXETE
03HaKOMUTbCA B pasgene "Hactporikn” — ‘Tpasuia reHepaumm cobbiTnii" PykoBoAcTBa Nonb3oBaTens.

5 Co3pgaHve npasuia reHepauuym npodaem

MNpaBwna reHepaumn Npobaem HeOOGXOAUMbI 4151 CO34aHMA NPO6eM YCTPOICTB B cucteMe. MexaHu3m
06HapyXeHus NpobaemM OCHOBaH Ha NOACYETE KO/IMYECTBA COObITUIA, 3aperMcTprYpoBaHHbIX 3a ONpeaesieHHble
NpoMeXyTKn BpeMeHW. MpaBuia npeacTaBnsoT cobol rpynnbl YCA0BUA, 06beAMHAEMbIX C MOMOLLbH
nornyecknx onepatopos "U" nnn "NNN". Kaxgoe otaenbHOe yCNnoBre, B CBOK o4epepb, COCTOMT U3 yKasaHus
KOHKPETHOro COo6bITKSA, onepaTopa CpaBHEHMS 1 NOPOrOBOro 3HaY€HNsi BO3HUKHOBEHMS 3TOT0 COObITUA. 1A
BCEro npasuia 3afaeTcsa NHTeEPBas1 BPEMEHU, B TEYEHNE KOTOPOro NPOUCXOANT aHasIM3 AaHHOW npobnemsl. B
pamMKkax npasuia Takke MOXHO 3aJaTb YC/10BME HOpMaM3auuy NpPo6nemsbl, BbINMO/IHEHME KOTOPOTro GyaeT
aBTOMATMYECKM 3aKpblBaTb CO34aHHYH Npobriemy.

& [1na cozpaHns npasuia reHepaumm npo6em Heo6xoaMMO, YTOGbI B CUCTEME CYLLLEECTBOBASIO XOTSI Obl
OfHO NpPaBW/I0 reHepaunmn coobITUIA.

3apava:

MycTb B cMCTEMe CO34aHbl ABa npaBuia reHepauny cobbitnii — "esr interface linkDown" n "esr interface
linkUp". HyXHO co3gaTb npaBu/io reHepaumm npobsiem ¢ ypoBHEM BaXXHOCTU "KpuTuyeckoe" n HassaHuem "esr
interface status down", koTopoe 6yaet cpabatbiBaTh, ecnin cobbiTue "esr interface linkDown" 661510
3aperncTpypoBaHoO OA4MH UK 6osee pas B TedeHre S MUHYT. Takke co3faTb Npasu/io HopMasm3aumm
npo6nembl, KOTOPOE aBTOMATUYECKN 3aKPOET CO34aHHY0 Npobiemy, ecnim cobbiTue "esr interface linkUp" 6b110
3aperncTpupoBaHoO OA4MH UK 6osee pas B TeHEHNE S5 MUHYT.

PewieHune:

1. OTkpoWiTe cTpaHuuy "Hacmpolku" - "lMpasusia ceHepayuu rnpobsiem" n HaxmuTe KHonky "Cosdams".
OTKpOETCA NepBblIli War KOHCTPYKTOpa NpasBwa reHepaumm npobnem — "KoHcmpykmop rpasun’.

2. 3anoniHnTe creayowye pasaenbi:

+ pasgen "Mpasusio peaucmpayuu npobaem".
+ B none "Vims npasusa" BBeguTe Ha3BaHue npasuna "esr interface status down”,
* B nosne "BaxHocmsb" yCTaHOBUTE YPOBEHb BaXKHOCTU "Kpumuyeckoe”,
+ B none "Mlhmepsan” 3apaiite nitepsan 300 cek.;
+ B none "Mpynnosoe ycsosue" yctTaHoBUTE 3HavyeHue "M
* HaXMUTE Ha KHOMKY "Bbibpamb rpasusio cobbimusi" n B OTKPbIBLUEMCS Anasiore BbibepuTe
npasuno "esr interface linkDown";
+ B nosne "®yHkyusi cpasHeHus" Bbibepute "bosblie usiu pasHo";
+ B none "Mopozosoe 3Ha4eHue" Beegute "1"
* ycTaHoBuUTe donar HanpoTuB "Akmusuposams rpasusio HopMmasausayuu'".
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* pasgen "Mpasusio Hopmasusayuu npoéiem":
+ B none "Mpynnosoe ycsosue" yctaHoBUTE 3HavyeHue "M
* HaXMUTE Ha KHOMKY "Bbibpamb rpasusio cobbimusi" n B OTKPbIBLUEMCS Anasiore BbibepuTe
npasuno "esr interface linkUp";
+ B nosne "®yHkyusi cpasHeHus" Bbibepute "bosibwe uau pasHo";
+ B none "Mopozosoe 3Ha4eHue" Beegute "1".

o KokcTpykTop npasun e MpeaBapUTENbHbIH NPOCMOTP Npasi.

Mpaeuno perncTpauuu npobnem

Wma npasuna * BawHocTs * WnTepBan, cek *

esr interface status down Kputnyeckoe ~ Onucanue 300 # B«nouuTs npasung

Tpynnoece yenoewe *
4 b -+ Jo6aBuTs rpynny ~+ Nob6asuTs ycnosne
DYHKLMA CPaBHEHHR * Moporosoe 3HaueHue *

esr interface linkDown Bonbwe nnv pagio  ~ 1 W Yaanuts ycnosue

AKTMBMPOBATH NPaBUNO HOpManuaauu

MpaBuno Hopmanusayuumn npobnem

[pynnoBoe ycnoeue *
W M <+ [lo6aBuTb rpynny + No6aeuTb ycnoeue
(yHKLMA CPaBHEHKA * Moporogoe 3HaveHme *

esrinterface linkUp Bonbue unu pasHo  ~ 1 B Yaanute ycnoswe

OTMeHUTB Lanee

3. HaxxmuTe kHonKy "[Jasiee". Bo BTopoM ware "MpedsapumersibHbil npocMmomp npasusia’ npoBepbTe
NpaBUIbHOCTb BBEAEHHbIX HACTPOEK 1 HAXXMUTE KHOMKY "CoxpaHums".

BbiBOoAa:

Ecnu oaHo nnu 6onee cobbiTuii "esr interface linkDown" 6yayT 3adhMKCMpoBaHbl CUCTEMOW 3@ YCTAaHOB/IEHHbINA
nHtepsan B 300 cekyHA, TO B Tabnvue Ha cTpaHuue "Tpo6sembl” nosiBUTCA npobnema ¢ MeTkoii "esr interface
status down", creHeprpoBaHHas B COOTBETCTBMM C HACTPOEHHbIM Bbille npasuioM. [laHHas npobnema 6yaet
aBTOMAaTUYeCKM 3aKpbiTa CUCTEMON B C/lyyae, ec/iv cpaboTaeT yc/ioBre HopMasim3aumm Nnpo6emMbl, a UMEHHO
€CN1 3a yCcTaHoB/EeHHbI nHTepBan B 300 cekyHA 6yaeT 3acmkcmpoBaHo ogHO nnu 6onee cobbITuiA "esr
interface linkUp".

® C 6onee noapobHoii MHopMaLyelt 0 paboTe ¢ NpasBuiaMu reHepaLymn NPo6eM Bbl MOXeETe
03HaKOMUTbCA B pasgene "Hactpoikn” — "TpaBuia reHepauun npobnem” PykoBoAacTBa
nonb3oBartens.

6 Co3gaHue KapTbl CETU

KapTa ceTu — 3T0 /1I0rMKo-rpachnKo-cXxeMaT4yeckoe npeAcTaB/eHe B3avMOAENCTBUSI CETEBbLIX YCTPOICTB.
[JaHHblli pa3aen no3BonseT onpeensTh CBS3b YCTPOWCTB B paMKax OfHOl rpynMbl 1 OCYLLIECTBSATh
MOHMWTOPUHI [OCTYMHOCTM YCTPOICTB Ha KapTe. Hike npvBefeHbl Wary co3aaHust KapTbl CETU:

1. OTKpoliTe cTpaHuuy “Kapmbl cemu” n HaxmuTe KHonky “Cozdamse”. OTKpOoeTcs pefaakTop KapTbl CETH;

2. BBeguTe HasBaHMe KapTbl B none “HasgaHue” v BbiGepuTe rpynny yCTPOMCTB Ana o6aBneHus B none
“Npynna”,
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3. Haxmute kHonky “[Job6asums ycmpolicmsa”. B OTKpbIBLUEMCS OKHE BblbepuTe Heobxoaumble ans
OTOBpaxXeHns Ha KapTe YCTPOICTBa 1 HaXXMUTE “Bbibpamsb”. Y3en ycTpoicTBa 0T06pa3nTcs Ha KapTe;

4. ins no6aBneHnsi CBA3M Mexay y3namu HaBeauTe Kypcop Ha O4HO U3 YCTPOIACTB, LLEeIKHUTE NIEBO KHOMKO
MbILLUW Ha NOSIBUBLUYIOCS Ha YCTPOWCTBE TOUKY U, yAEPXMBas Mbllb, NEPEHECUTE €€ HA BTOPOE YCTPOICTBO;

5. B OTKpPbIBLLUEMCS OKHE BblGOpa MHTEPECOB NOAKNIOUEHMS BbliGEpUTE NHTEPIENCHI, Yepe3 KOTopble
YCTpOiicTBa cBsi3aHbl (EC/IM Ha yCTPoicTBax akTueeH LLDP, To cBsi3n Mexay ycTpolicTBaMu Ha kapTe 6yayT
MOCTPOEHbI aBTOMAaTUYECKN);

6. Haxxmute kHonky “CoxpaHums”.

[ns npocmoTpa KapTbl CETU OTKPOTe cTpaHuuy “Kapmbl cemu” v KNMKHUTE Ha ee Ha3BaHue B Tabnuue.

EccmE E.

AELTEX M7 pernamn =

CBoAHaA MHdOpMaLMA KapTa-ceTM-1 #' Penaktuposare Q

Mpo6nembl
KapTbi cetu

Cetb
ECCM_MES2428

a ® 2 b

Tpynnbi
ICMP  SNMP  SSH

no ECCM_ME5200 g0/t ECCM_MES5316A
e ——— - ob |
A Mpo6nems: 1 ICMP  SNMP  SSH

ICMP  SNMP  SSH

La6noHbl

WHuumanuaauma ycTpoicTs
huo/o/1
Cepuiikbiii Homep: NP15011091
3apaumn 1P-agpec: 100.110.1.122
MAC-anpec: cc:9d:a2:70:af:d8
Mogene: ESR-200
Cobbrria git/on Vnan xocTa: ECGM-ESR-200
i1/0/6 -
YBsegomnenns rocne/HAA NpoBepka J0CTYNHOCTH:
SSH-2023-09-29 14:44:53
11107 SNMP - 2023-09-29 16:57:03
Tpank! g 1CMP - 2023-09-20 16:57:03

HacTpoiikn
« ¥
9101 [ oine ool aitfort -

ECCM_MES2124M_hub ECCM-ESR-200
A Npo6énemb!: 2

» @ @ & & 9

< NG

ICMP  SNMP  SSH
ECCM-SMG-1016M ICMP SNMP  SSH

A Npoénemsr: 1
ICMP  SNMP  SSH

© C 60nee noapobHoii MHopMaLweli 0 paboTe ¢ KapTamu CETU Bbl MOXETE 03HAKOMUTLCA B pasgene
"KapTbl cetn” PykoBoacTBa Nonb30oBaTens.

/ Co3gaHue nosnb3oBarens

[nsa co3gaHmsa HOBOI yYETHOW 3anucK Nnosb3oBaTesnisa cMcTeMbl 3aiante B pasgen “Hacmpolku”, nepengnte Ha
BKNaaky ‘Mosib3osamesiu” n HaXMmuTe KHomky “Cozdams”. OTKpoeTcsa hopMa co3fgaHus nonbL30oBaTens.

B oTkpbiBLIElics hopMme 3anonHMTe obsi3aTtenbHble Nonsi (0603HaYeHbI 3BE3A04KOI) 1 BbIGEPUTE FpynMbl
YCTPOMCTB M CUCTEMHbIX 06BEKTOB, K KOTOPbLIM NOMb30BaTeNto byaet npegocTasneH goctyn. A1 Bbibopa
rpynnbl YCTPOWCTB H&XXMUTE Ha KHOMKY ‘Jo6asumsb", pacnonoXeHHY B H/XKHER YacTn oopMbl, MOC/1e Yero
yKaXxuTe rpynny n Haxmute ‘Job6asums”.

Mocne 3anosiHeHMs BCex 06a3aTenbHbIX nonel B hopme "Cozdame rnosib308amesisi" HaKMUTE KHOMKY
'Co30amsb", pacrnonoXeHHy BHU3Y (DOPMbI.
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8 CospaHue ponu

Cuctema poneli Nno3BoNSIET ITMOKO HACTpPauBaTh NPUBUIEMMI NOMb30BATENEN, ONpeaenstoLLme X YPOBEHb
[0CTyNa K pas/inyHbIM pasgenam n yHKUMOHasly CUCTEMBI.

Mo ymonuaHuto B cuctemy fo6aB/ieHo Tpu Ponu:

1. SuperAdmin — ponb gn1a ynpasneHus cuctemoin ECCM. Mpunnernun: ynpasneHve nosib3oBaTesnsimm,
ponsiMu. YnpassieHune rnobasibHbIMM HACTPOKamm AoCTyna K ycTpoiicTBam. Takke AOCTYMNHbI BCe
BO3MOXHOCTM, NpefoCcTaB/IeHHble APYrUM POSSM;

2. Administrator — ponb Ans cneymanncToBs, OCYLLECTBASALWMX HACTPOIKY 060pyaoBaHus. MNpusmnnermu:
ynpasneHne o6opyaoBaHvem (BBOZ/BbIBOJ, YCTPOCTB B paboTy, KOHUrypauus, 06HOB/EHNE,
nepesarpyska), yrnpasneHue rpynnamu yCcTponcTB. Takke A0OCTYMNHbI BO3MOXHOCTU, NPeAoCTaBNeHHbIe
Onepatopy;

3. Operator — ponb 4515 OCYyLLECTBNEHNS MOHUTOPWHIa paboTbl 06opyaoBaHuA. MNpuBuIerun: NPOCMoTp
[aHHbIX MOHUTOPMHra (COCTOSIHME YCTPOWCTB, CTAaTUCTMKA, aBapun, OTYETHI).

[nsa co3gaHmsa HOBOW ponu 3ainguTe B pasgen “Hacmpodku”, nepeiignte Ha Bknagky “Posiu” n HaXMUTE KHOMKY
“Co3z0amb”. OTKpoeTcs hopma co3gaHnsi ponn. B oTkpbiBlecsa hopme 3anosiHuTe Tpebyemble Noss u
OTMETbTE MPUBUIENN, KOTOPble ByayT AOCTYNHbLI HOBOM posn. ocne 3anosiHeHns 06a3aTerbHbIX NOMen B
dopme "Cozdamb posib" HaxXMuTe KHONKY “Co30ams”, pacnonioXXeHHY BHU3Y (hOpMbI.
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TEXHNYECKAA NMOAAEP>XKA

[ns nonyyeHns TEXHNYECKO KOHCY/IbTaummn No BONpocamM yCTaHOBKM 1 3KCMnyataunm CUcTeMmbl
ECCM BblI MOxeTe o6paTnTbCcs B CepBUCHbIV LEeHTP koMnaHnun ELTEX:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/

Servicedesk: hitps://servicedesk.eltex-co.ru/

MONHY0 TEXHUYECKYHO AOKYMEHTaUMI0 1 NPOorpaMmMHoOe obecrnevyeHne Bbl MOXETE HalTh Ha
odhmumanbHom caiite komnaHun: https://eltex-co.ru/
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