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Onucanue: 3.1. Ucnonb3oBanue ctaTuueckoi (static) u quaammueckoit (DHCP) 1 gac

azpecaruu.

3.2. Ucnonb3oBanue paznuuabix VLAN g curnanuzanuu, rojoca,

yIIpaBJiI€HUS.

3.3. YipaBieHrne 1 MOHUTOPUHT IpU NOMOIIX poTokoaa SNMP.

3.4. PaccMOTpeHHE BOIIPOCOB CETEBOM OE30MaCHOCTH YCTPOUCTBA.

Cunxponuszanus ¢ NTP-cepsepom.

3.5. Tabnuna mapupyTu3anuu, 100aBIeHUE MapIIPYTOB.

3.6. YrpaBieHue ycTpoiicTBoM mpu oMot Web-koHduryparopa.

3.7. YnpaBieHue yCTpoMcTBOM B KOHCOJIbHOM pekume (CLI).

3.8.COpoc HACTPOEK YyCTPOUCTBA HA 3aBOJICKHE, BOCCTAHOBJICHHUE TTAPOJISL.
JlabopaTopHasi: |—
HaumeHnoBaHue Onucanue Bpemsi
Tema: 4. CHHTAKCHC peryJisipHbIX BbIPAKeHHU . 2 yaca
Omnucanue: 4.1. I3yueHue CUHTaKCcHCa PETYJISIPHBIX BbIpaxeHuil. Pemenue 3anay. 1 gac

4.2. Paznen RuleSet, u3ydenue npuHIUoOB GOpMUPOBAHUS TPOBEPOUHBIX

MpaBuUJL.

4.3. lonyctumsie ycioBus B mpasuiie (RuleSet), mpumMeps! ncnoib30BaHusl.

JlabopaTopHuas: |4.1. V3yuenue perynspHbix BeipakeHuil SBC Ha mpakTHUeCKUX MpUMepax. 1 gac
Pemenue 3amau.

HaumenoBanmue Onucanue Bpems
Tema: 5. Hactpoiiku koHTpos1epa mo cxeme Users-to-Destination. 2 yaca
Omnucanue: 5.1. punuun peructpauuu abonentos yepe3 SBC. [Ipumeps! npasut. 1 gac

5.2 Hacrpoiiku RTP/RTCP, 3aBucanue ceccuii, orpaHU4eHNE BHI30BOB.

5.3. Peructpanus tenedonHoro anmnapara Ha BuptyasnbHoit ATC ECSS-10

yepe3 SBC.

5.4. ba3oBblii BbI30B Mek 1y aboHeHTaMu BupTyanbHoi ATC, MOHUTOPUHT U

CTaTUCTHUKA.

5.5. Pactmupennas uadopmarnus o padore aborneHTon 3a NAT (STUN-

cepBep, MyOIMYHBIH aapec).

Jladoparopnasi: 5.1. Hactpoiika cxemsr Users-to-Destination. 1 gac
HaumenoBanue Onucanue Bpemst
Tema: 6. Hactpoiiku konTpoJiepa no cxeme Destination-to-Destination. 2,5 yaca
Onucanmne: 6.1. IlonkiroueHne TpaHKa BO BXOJAIIEM coenuHeHnH, anantanuu SBC. 0,5 gaca

6.2. Ucnonb3oBanue SIP-Destination B ©cXoasIel CBsI3U, OTpaHUYCHUS
BbI30Ba, TpaHkH ¢ peructpamueii (UAC/UAS).
6.3. [Ipumeps! popmupoBanus npasui pazaena RuleSet, mpuopurer
paBuJL.
6.4. PezepBupoBaHUE UCXOAIIEH CBSI3U HA HECKOJIBKO TPAHKOB I10 CXEME
«Active-Active» u «Active-Backupy.
JladopaTtopnasi: |6.1. Hactpoiika cxembl Destination-to-Destination. 2 Jaca
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HaumenoBanue Onucanue Bpemsi
Tema: 7. Bonpochl 0€301aCHOCTH YCTPOHCTBA, perjiaMeHTHbIe paboThl. 2 yaca
Onucanue: 7.1. U3yuenmue pasnena «BbesomacHocTsy. 3amurta ot DoS-atak u ICMP/RTP | 2 4aca

¢dbayna. 3ammra ot Port Scan. Hactpoiiku st 3amutst ot SIP doyna.
7.2. JluHaMUYECKHi U CTAaTHYECKUN OpaHaMaydpBhl.
7.3. Hactpoiika SSL/TLS ceptuduxaros.

7.4. Coznanue pe3epBHON KOIMUU KOH(PUTYpaIluu, BOCCTAHOBJICHHE,
obHonenue 110 u muuen3un. OCOOEHHOCTH JTULIEH3UPOBAHHSL.

7.5. [Tonmyuenue PCAP TpaccupoBok, otnaaka npu nomomu SYSLOG.
Yrunutel PING 1 TRACEROUTE.

7.6. Ilepuouyeckue periiaMeHTHbIE pa0OThI IO 00CTYKUBAHUIO
KoHTpoJepa ceccuit SBC.
JlaGopaTopHasa: |—

IIpome:kyTouHBIE H UTOTOBbIE (POPMBI KOHTPOJISI: 2,5 yaca

B pamkax maHHOTO Kypca MpeAaocTaBisieTcs OJHA MOMBITKA MTPOXOKACHUS CEPTUPUKAITUOHHOTO
UCTIBITAHUS, KOTOPAsi MOXKET OBITh MCIIOJIb30BaHA B JICHb 3aBEPIICHUS Kypca.

B ciyuyae HeyaauHOTro 3aBepIICHUS, MOXKHO OOPaTUTHCSI B KOMMEPUECKHI OTAEN AJsi IPUOOpETeHHS
IJIATHOM JOIOJHHUTEIbHOM ITOIBITKH.

[InaTHOM MONMBITKON MOXKHO BOCIIOJIb30BAThCA B TEYEHUE OJHOTO KaJICHAAPHOTO MECsIa MOCIE 3aBEPIICHUS
00yueHwusl.



