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«KommyTanust u mapumipytusamnus Eltex (6azoBblii ypoBeHb)
v.1»

JaurenbHocTh Kypea: 40 akagemuueckux yacos (5 qHeit).

LeneBas ayquropus:

— CucreMHbI€ a]MUHUCTPATOPBI;

— CrennanucTbl TEXHUYECKUX M MHXKEHEPHBIX CIIYXkO;

— MHKeHepbl CONPOBOXKACHUS U TEXHUYECKON NOIJIEPIKKU;

— Pazpabotuuku ceresoro I10;

— CeTeBble HH)KEHEPHI, TOTOBAIIHECS K cepTuukannonnomy 3k3ameny ECNA R&S.

TpeGoBanus K y4aCTHUKAM:

— 3ganue moxeneit OSI u TCP/IP;

— MOHMMAaHue NpUHIUNOB aapecanuu IPv4 (cTpykTypa agpeca, Macka MOJCETH, ACJIEHUE HA IOJICETH);

— 3HaKoMcTBO ¢ ocHoBamu Ethernet (MAC-aapeca, hopmar kazapa, pabota KOMMyTaTopa);

— 6a3oBoe nonnmanue VLAN (monsTre, TermpoBanue, mopThl access/trunk);

— YMEHHUE HACcTpauBaTh CTATUYECKUE MAPIIPYTHI (B TOM YHUCIIE MAPUIPYT 110 YMOIYAHUIO);

— 3HaHHE OCHOB paboThl mpoTokoaoB ARP, DHCP, DNS, HTTP;

— IpejCTaBlICHHE O TPaHCIIOPTHOM ypoBHE (mopThl TCP/UDP);

— HaBBIKM paboThl ¢ uHTEepdeiicom komanaHoi crpoku (CLI), xenmatenbHo Ha obOopynoBanuu Eltex;
100

— ceptudukar 06 okoHyaHuu kypca «Kommytanus um mapupyrusanus Eltex (HauanbHBIH ypOBEHB)»
(RnSf) wmm gedictByromuii unaycrpuaneubeiii  ceptuduxkar ECNT (Eltex Certified Network
Technician).

Pe3yabTaThl 00yueHus:

YMmers:

— HaCTpaMBaTh CETEBOE 00OPYI0BaHKE C UCIIOIB30BaHHEM HHTepdeiica komanaHoi ctpoku (CLI);

— IJTAHUPOBATH U BHEJPSATH JIOKAJLHBIC CETH Ha OCHOBE TexHoyoruu Ethernet;

— BHEAPSATH MPOTOKOIIEI ycTpanenus nerens (STP, RSTP);

— KOH(UTYpHUPOBaTh MPOTOKOJ AMHAMUYecKoi Mapiipytuzaiuun OSPF BHyTpu ofHOM 001acTu;

— apmunuctpupoBath IP-cepsuce: DNS, DHCP, NAT u NTP;

— HacTpauBaTh JIOTUpOBaHHE coObITHH (syslog), pe3epBHOE KONMUPOBaHME M BOCCTAHOBIIEHHE
KOH(UTypaIuu;

— OOHOBJIATH MPOrpaMMHOE oOecTieueHre Ha MapIIpyTU3aTopax u KommyraTopax Eltex.

3HaTh:

— MecTo ¥ poJib poTokosioB (STP, OSPF, DHCP) u trexnosnoruu NAT B crexke TCP/IP;
— MPUHIUIBI KOMMYTAIIUU U MApIIPYTH3AIMK TpauKa;
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— NPUHIMIIBL paclpeeeHus: aapecHoro mnpocrpanctBa IPv4 mpu padore cepucoB (DHCP) wu
TexHonoruu NAT;

— IPHUHIUIBI pa00THl BUPTYaIbHBIX JOoKaIbHBIX ceTelt (VLAN), maructpanpHbix coenuHenui (Trunk) u
pexuma General,

— texHosioruu arperanuu kanaiaos (LAG/LACP);

— APXUTEKTYPY Y IPUHITUIIEI (DYHKITHOHUPOBAHMSI MEKCETEBOIro SKkpaHa ESR;

— METO/0JIOTHIO PE3ePBHOTO KOMUPOBAHUSI U BOCCTAHOBIICHUSI KOHPUTYPALMOHHBIX (DailiioB.

Baagern:
— HaBBIKAMH JKCIUTyaTallMd ¥ aJIMHUHUACTPHPOBAHUS CETEBBIX YCTPOUCTB uepe3 MHTepdeiic KOMaHIHOM

ctpoku (CLI);
— HaBBIKaMH IPOCKTUPOBAHHUS U Pa3BEPThIBaHUS ceTeBON MH(PpacTpyKTyphl cermenTa SMB;
— HaBbIKaMH KOH(UTYpUPOBaHUS PU3NUYECKUX U JIOTUUECKUX UHTEP(PEICOB CETEBOr0 000py10BaHNUS;
— METO/IaMH JMarHOCTUKH, TIOUCKA U OTIEPaTUBHOTO ycTpaHeHus HeucnpaBHoctel (Troubleshooting).



Y4yeOHO-TEMATHYECCKNH IIJIAH
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«KommyTarus u mapmpyrtu3sanus Eltex (0a3oBblit ypoBeHb) v.1»

HaumenoBanue

Onucanue

Bpemsi

Tema:

1. llocTpoeHue ceTeii ¢ MOMOIILIO 000py10BaHus Eltex.

4 yaca

Onucanue:

1.1. OOmeH nH(popMaIHel B CeTIX Nepeaadn JaHHBIX.
1.1.1. Mogneas OSI.
1.1.2. Mognens TCP/IP.
1.1.3. akancynsuus JaHHBIX.

1.2. ApxuTeKTypsl IOCTPOCHUS CETeH Mepeaun TaHHbIX.
1.2.1. Mepapxuyeckas apXuTeKTypa.

1.3. O6opynoBanue Eltex ms cereii paznuunoro maciraoa.
1.3.1. Mausrii / nomaruuii opuc (SOHO).
1.3.2. Maunslii u cpeauuii ouznec (SMB).
1.3.3. Kamnycusie cetu (CAN) 1 ceT KpyImHOTO NpeIupusTHs
(Enterprise).
1.3.4. Ceru onepatopoB cBsizu (ISP).

2 yaca

JladopaTopuasn:

1.1. ITouck 1 U3y4eHue mpoOTOKOJIOB.
1.2. [ToaxirodeHue K y4eOHOMY CTCHITY.

2 yaca

HanmenoBanue

Onucanue

Bpemsa

Tema:

2. Moakaoyenune u 6e3omacHasi Ha4aJIbHasi KOHpUTypauus.

4 gaca

Onucanue:

2.1. ApxuTeKTypa CeTeBBIX YCTPOICTB.

2.1.1. Jloruyeckue COCTaBISIIONINE CETEBOTO YCTPONUCTBA.

2.1.2. TInockocth nanubix (Data Plane).

2.1.3. Ilnockocts ynpasienus (Control Plane).

2.1.4. ITnockocts MenemkMenTa (Management Plane).
2.2. ITogxroueHue k 000pyA0BaHHUIO.

2.2.1. KOHCONBHBIA TOPT.

2.2.2. Hactpolika y1aneHHOro J1ocTyna.

2.2.2.1. Kondwurypanwus goctyna nmo SSH va kommyratopax MES

ROS.

2.2.2.2. Kondwurypanwus goctyna mo SSH va kommyratopax MES

ISS.

2.2.2.3. Kondwurypanus goctyma no SSH Ha mapmipyru3atopax

ESR.
2.3. OcuoBsr CLI.
2.3.1. Pexxumsbr CLI.
2.3.2. KoMaHapl 1 KOHTEKCTHBIE MTOICKA3KH.
2.3.3. [Ipumenenue u yrpapieHUe KOHPUTYpALIHSIMU.

2.3.3.1. Ypasienue KoHGHUTypanusmMu KoMmyTatopoB Eltex

MES.

2.3.3.2. YupaBnenue KOHGUTypaIHsIMA MapInpyTu3aTopos Eltex

ESR.
2.4. Kounenmusa AAA.
2.4.1. JlokanbHas AAA.

2 yaca
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2.4.2. Y nanennas (cepBepHas) AAA.
2.5. ITonb30BaTeNM ¥ IPUBHUIICTHH.
2.6. Hactpoiika nonp30Barteseil 1 NpUBUICTHI.
2.7. Bunpl u HacTpoiika nHTEpdeicoB.
2.7.1. Buasl uaTep(ElcOB CETEBBIX YCTPOUCTB.
2.7.1.1. ®uznueckne UHTEPPEHCHI.
2.7.1.2. Jlornaeckue UHTEPQEHCHI.
2.7.2. Co3gaHue u HacTpoiiKa HHTep(HEercoB.

JladopaTopHuas:

2.1. HayanbHas KoHGUTYpamusi KOMMYTaTopa U MapIipyTU3aTopa.

2 4aca

HaunMmeHnoBanue

Onucanue

Bpems

Tema:

3. KommyTanus 1 MeTobI 00padOTKH KaAPOB.

4 gyaca

Onucanue:

3.1. Anroputm paboThl KOMMYTaTOpAa.
3.1.1. ®dopmar KaapoB KaHATBHOTO YPOBHSI.
3.1.2. [lepechutka MHAUBUAYATBHBIX U TPYIIIOBBIX KaJIPOB.
3.1.3. O6paboTka Kaapa HA TOPTE KOMMYTATOPA.
3.2. AnpmunuctpupoBanue cereii VLAN.
3.2.1. O6mwme ceenenus o VLAN.
3.2.2. ba3zoBbie peXUMBI pabOTHI TOPTOB.
3.2.3. Pexxum General.
3.2.4. Untepdeiicet SVI u Sub.

2 yaca

JlaGopaTopHas:

3.1. KommyTanus 1 MeToibl 00paboTKH KaJpoB.

2 yaca

HanMmeHnoBanune

Onucanue

Bpems

Tema:

4. Pe3epBupoBaHue M M30BITOYHOCTH Ha YPOBHe L 2.

4 yaca

Onucanue:

4.1. Iletnu B KOMMYTHPYEMBIX CETSIX.

4.1.1. TIpoGnemsl mpu 00pa30BaHUM METENb HAa ypoBHE L2.
4.2. IIpotokonsl STP u RSTP.

4.2.1. llpunanun gevictBus npoTtokoia STP.

4.2.2. Bb160pbl KOPHEBOTO MOCTA.

4.2.3. Pomv mOpTOB.

4.2.4. CocTosiHUs TIOPTOB.

4.2.5. Usmenenwue Tononoruu STP.

4.2.6. Ilporokon Rapid Spanning Tree (RSTP) u ero otinuuus ot STP.
4.2.7. I'pannunbie (edge) u Herpanuunbie (Non-edge) moptel B RSTP.
4.2.8. Hactpoiika npotokosioB STP u RSTP Ha kommytaropax Eltex.

4.3. ArpernpoBaHue KaHaJIOB.
4.3.1. [IpuHuun paboThI arperauy KaHaJjoB.
4.3.2. Cratudeckoe arperupoBaHie KaHaJIOB.

4.3.3. lunamMuyeckoe arperupoBanue kananos. [Iporokon LACP.

4.3.4. Hactpoiika pe:xxMMOB paObOThI KaHAITLHBIX HHTEP(]EHCOB.
4.4. OcoGeHHOCTH MPAKTUUECKOM pean3aluy pe3epBUPOBAHUS U
M30BITOYHOCTH.

2 yaca
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4.4.1. OcoGeHHOCTH TIpaKkTHUecKoil peanu3ammuu RSTP.
4.4.2. OcobenHocTH npaktudeckoi peanmm3arnuu LAG.
JlaGoparopuasi: 4.1. PesepBupoBanne 1 H30BITOUHOCTH Ha YpOBHE L2. 2 Jaca
HaumeHnoBanue Onucanune Bpems
Tema: 5. Ctartuyeckasi 4 JUHAMMYECKAs] MAPLIPYTU3ALMS. 4 gaca
Onucanue: 5.1. [IpumeHeHue cTaTUUECKON M JUHAMHYECKON MapIIPyTH3AIIH. 2 Jaca

5.2. Crarnueckasi MapIIpyTH3aIHsI.

5.2.1. OcoGeHHOCTH TPUMEHEHUS CTATHYECKHX MAPIIPYTOB.
5.2.1.1. [IpumeHeHre MapUIPyTOB K ONPEACICHHOM CETH.
5.2.1.2. [IpumeHeHre MapIpyTOB IO YMOTYAHHIO.
5.2.1.3. Tlpumenenue mapripytos Blackhole.
5.2.1.4. [IpuMeHEHHE TUTABAIOIINX MAPIIPYTOB.

5.3. lunamuueckasi MapuIpyTH3aIIHsL.

5.3.1. [Tpunun paboThl IPOTOKOJIOB AMHAMUYECKON MapIIPyTH3ALUH.

5.3.2. Knaccuduxkanus mpoToKOJIOB AMHAMUYECKON MapIIpyTH3AIIHUH.
5.3.2.1. JlucTaHIIMOHHO-BEKTOPHBIC TIPOTOKOJIBL.
5.3.2.2. [TpoToKOIIBI MAapUIPYTU3ALKUU IO COCTOSIHUIO KaHaja.
5.3.2.3. [IpoTOKOIBI MAPIIPYTH3AIHHU 110 BEKTOPY MyTH.

5.4. OcHoBBI paboTHI 1 KOH(pUTyparus nporokona OSPF.

5.4.1. lTpunun padoter OSPF.

5.4.2. OcHoBHble TepmuHbl OSPF.

5.4.3. Ba3sl nanasix OSPF.

5.4.4. Taiimepst OSPF.

5.4.5. Bunsr makeros B OSPF.

5.4.6. Cocrosinus OSPF.

5.4.7. Tlonstue oomactu OSPF. Ponu MmapmipyTi3aTopos.

5.5. Konduryparus OSPF B ogHoif 061acTu.

5.5.1. Hacrpoiika OSPF na mapmpyruzatopax ESR.

5.5.2. Hacrpoiika Ha kommyTtaTopax ¢ OC ROS.

5.6. CpaBHEHHE CTATHYECKOW M TUTHAMUYECKON MapIIpyTH3aIHH.

Jlaboparopuas: |5.1. lunamuueckue mapupytsl. [Iporokon OSPF. 2 yaca

HaunmenoBanue Onucanne Bpems
Tema: 6. IP-cepBuCHI. 4 gaca
Onucanue: 6.1. Heo6X01MMOCTh CHHXPOHHU3AIIUN BPEMEHH B CETH. 2 yaca

6.2. [Tpotoxon NTP.
6.2.1. [TpuHIIUTIB paOOTHI
6.2.2. Kongurypamus Ha ycrpoiictBax Eltex.
6.3. NTP-coBmecTuMbIe mpoTokoiibl (SNTP).
6.4. [Ipumep HACTPOHKM CUHXPOHU3ALIUU BPEMEHH B CETH.
6.5. Coobmenus nporokora DHCP.
6.6. [Tpuniun neiictBus nporokona DHCP.
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6.6.1. [lepBoHavanbHas apeHaa.
6.6.2. [Ipoanenue apeHpl.

6.7. Perpancnsus DHCP.

6.8. Onuu nporokona DHCP.
6.8.1. CranmapTHBIC OMITHUH.
6.8.2. Omnus 82.

6.9. Hacrpoiika ceTeBoro yctpoiicTa B kauecTBe kiuenra DHCP.

6.10. Hacrpoiika cepsepa DHCP.
6.10.1. Hacrpoiika cepsepa DHCP na kommyraTopax ¢ OC ROS.
6.10.2. Hactpotika cepsepa DHCP na xommyTtatopax ¢ OC ISS.
6.10.3. Hactpoiika cepsepa DHCP na mapmpytuzaropax ESR.

6.11. Hacrpoiika perpancisiiuu DHCP.
6.11.1. Hactpoiika perpancisiunu DHCP na kommyrtatopax ¢ OC ROS.
6.11.2. Hactpoiika perpancnsinuu DHCP na kommytaropax ¢ OC ISS.
6.11.3. Hacrpoiika perpancisiunu DHCP na mapmpyruzaropax ESR.

Jlaboparopuas: |6.1. CHHXpOHHU3AIMS BPEMEHH CETEBBIMHU YCTPOWCTBAMU IO TIPOTOKOITY 2 yaca
NTP.
6.2. Hacrpoiika DHCP u DHCP Relay.

HaumeHnoBanue Onucanmne Bpems
Tema: 7. MexceteBoii 3kpan (MCD). 4 yaca
Onucanme: 7.1. O6mue cBenenus o MCD. 2 Jyaca

7.2. Stateless u stateful MCD.
7.3. Bonaneubiit MCD (Zone-based Firewall, ZBF).
7.3.1. Ilpunnun neiicteus ZBF.
7.3.2. Co3nanue 30H 0€30MacHOCTH.
7.3.3. Bona 6e3omacHoctu Self .
7.3.4. Haznauenue nHTepEiicoB B 30HBI OE30MTACHOCTH.
7.3.5. BzaumoneicTBre 30H 6€30MaCHOCTH.
7.3.6. I'pymiiet o0bexToB (Object-group).
7.3.6.1. Object-group network.
7.3.6.2. Object-group service.
7.3.6.3. Object-group mac.
7.3.6.4. Object-group application.
7.3.6.5. Object-group url.
7.3.6.6. Object-group address-port.
7.3.7. ITpaBuna MCD.
7.3.7.1. Tlopsimok 00pabOTKX TIPaBHIL.
7.3.7.2. Tlonck coBnaJieHH Mo mapameTpam.
7.3.7.3. PenakTrpoBaHue MPaBUIL.
7.3.7.4. JlorupoBaHue MpaBuIL.
7.4. JInarHocTHKA.
7.5. Kondurypanus 3onansHoro MCD.

JlaGoparopuasi: | 7.1. Konduryparus Me:xceTeBoro sKpana. 2 Jyaca




dKaddeMUA

eLTeX
HaumeHnoBanue Onucanune Bpemsi
Tema: 8. TpaHcJasMs ceTeBbIX aJPecoB. 4 yaca
Onucanme: 8.1. [Tpunimn padotsr NAT. 2 Jaca
8.1.1. OcHOBHBIEC TEPMHHBI U TIOHSTHUSI.
8.1.2. Proxy ARP.
8.2. Pacimpennas nactpoiika NAT.
8.2.1. [Ipumenenne Source NAT.
8.2.2. [Ipumenenue Destination NAT.
8.2.3. IIpumencuue Port Address Translation (PAT).
8.3. Kondurypauus NAT mexay 3onamu MCD.
JlaGoparopuasi: | 8.1. Kondurypamus NAT c ucrnonb3oBaHHEM MEXCETEBOT0 IKPaHa. 2 yaca
HaumeHnoBanue Onucanue Bpemsi
Tema: 9. MOHMTOPHUHTI ¥ yNpaBJeHue. 6 yacoB
Onucanue: 9.1. Cucremnsiii xxypHai (Syslog). 4 gaca

9.1.1. ®opmar cooduienuii syslog.
9.1.2. Hampasiienus BeIBOIa cooOmmeHuit Syslog.
9.1.3. YpoBHH Ba)XHOCTH cOO0OIIeHNUH SYS|0g.
9.1.4. Kondurypalys CUICTEMHOT'0 KypHaa.
9.1.4.1. Koudurypanuwus Syslog na mapripyruzaropax ESR.
9.1.4.2. Hacrpotika Syslog va kommyraropax ¢ OC ROS.
9.1.4.3. Hacrpotika Syslog na kommyraropax ¢ OC ISS.
9.1.4.4. Tlpumep xoudurypanuu SysLog Ha ycrpoiictax Eltex.
9.2. Simple Network Management Protocol (SNMP v.2).
9.2.1. Ilpunnun neiictBus mpotokona SNMP.
9.2.2. Unentuduxaropsl 00bektroB (OID) 1 6a3a qaHHBIX yIpaBICHHSI
(MIB).
9.2.3. Coobmenns SNMP.
9.2.3.1. 3anpocsl rpynmsl Get.
9.2.3.2. Coobmenus Get-Response.
9.2.3.3. 3anpocsr Set.
9.2.3.4. CooGruienust Trap u Inform.
9.2.4. bezonacnocts SNMP.
9.2.4.1. TTaponiu Community.
9.2.4.2. Tlpencrasnenus View.
9.2.5. Kondurypamus SNMP.
9.2.5.1. Kongurypamus SNMP na mapmpyruzaropax ESR.
9.2.5.2. Kongwurypamus SNMP na kommyraropax ¢ OC ROS.
9.2.5.3. Kongurypamus SNMP na kommyraropax ¢ OC ISS.
9.3. Pe3epBHOE KOIMPOBaHHE.
9.3.1. Metoabl XxpaHeHUs KOH(DUTYpaIUi.
9.3.2. Pa3oBoe coxpaHeHne KOH(DUTYPAITHH.
9.3.2.1. CoxpaHeHue pe3epBHOI KoUK Ha MapiIpyTuzaropax ESR.
9.3.2.2. CoxpaHeHue pe3epBHOI konuu Ha kommyTtatopax MES.
9.3.3. ABTOMaTHYeCKOE COXpaHEHUE PE3ePBHOM KOHPHUTYPAIIHH.
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9.3.3.1. ABToMaTHUYECKOE pe3ePBUPOBAHIE HA MAPIIPYTH3ATOPaX
ESR.
9.3.3.2. ABTomMaTuueckoe pe3epBupoBaHue Ha kommyTaropax MES.
9.4. Yupagnenue I10 cereBsix ycrpoiicTs Eltex.
9.4.1. O6pa3sl [10 Ha ceTeBBIX YCTPOUCTBAX.
9.4.2. OGHoBaeHUE 00pa30B [10 Ha ceTeBBIX YCTPOMCTBAX.
9.4.2.1. O6nHoBaenue [10 Ha koMmmyTaTopax Eltex MES.
9.4.2.2. O6unoBaecuue I10 Ha mapmpytuzaropax Eltex ESR.
9.4.3. Boccranonienue oopaszos [10 nocie oOHOBIICHUSI.
9.5. Eltex Cloud Configuration Manager.
9.5.1. Haznauenue u ¢pynkuuu ECCM.
9.5.2. CocraB perieHus.
9.5.3. llpeaxondurypanus ycrpoiicTs ais noaxaodcHust Kk ECCM.
9.5.4. TIloaxmtouenue ycrpoiicts kK ECCM.
9.5.5. Kondurypanus 1 MOHUTOPUHT ceTu ¢ iomonsio ECCM.

JladopaTopnasi: |9.1. Hacrpoiika SNMP. 2 Jaca

9.2. HaBuramus 8 ECCM. [onkitoueHue u yrpaBiieHUE YCTPOHCTBAMU
Eltex B8 ECCM.

Hrorosas popma KOHTpPOJIA: 2 yaca

B pamkax naHHOTO Kypca MpeIoCcTaBiseTcs: OJJHA OBITKA POXOKACHUS (PMHATBHOTO 9K3aMEHa, KOTopast
MOJKET OBITh HCIOJIb30BaHAa B JIEHb 3aBEPIICHUS Kypca.

B cnyudae HeynauHoro 3aBepiieHus, MOXKHO 00paTUTHCA B KOMMEPUYECKUM OTAEI Il TPUOOPETEHUS
IJIATHOM JTONOJIHUTEIIbHOM MOTBITKH.

[TmaTHOV MOMBITKOM MOYKHO BOCITONIB30BAThCS B T€UeHUE 21 KaneHIapHOTo JIHS TTOCIIe 3aBEPIICHUS
00y4YeHHUS.




