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UcnoabzoBanue mapupyruzatopos Eltex ESR (0a3oBbl1it
ypoBeHb) V.1

JdantenbHocTh Kypea: 40 akageMudecKux 9acoB (5 JTHEH)

LeneBast aynuropus:
- CucremHble aIMUHUCTPATOPHI,
- CrnenuanucThl TEXHUYECKUX U UHKEHEPHBIX CITYKO;
- HmxeHepsl CONPOBOXKACHUS U TEXHUYECKOU MOANEPHKKY;
- Pa3pabotumku ceresoro I10.

TpeGoBanus K yYaCTHUKAM:
- 3HaHue OCHOB MH(POPMAIIMOHHBIX TEXHOJIOTHIA;
- 3uanue creka nmpotokosioB TCP/IP u momenu OSI;
- 3HaHUe NPOTOKOJIOB U UX POJIU B KOMITBIOTEPHBIX CETAX;
- Tlonumanue pa3nuamii B paboTe CETEBBIX YCTPOUCTB (KOMMYTATOP, MapIIPyTU3ATOP);
- 3nanue nonstuit: [P-anpec, MAC-anpec, macka nojaceru u npepukc, VLAN, Trunk u Access;
- 3HaHME OTINYMIA THIOB KabeJei 1 KOHHEKTOPOB;
- Ilomumanue npuHnmmna nenenus [P-cereir Ha moacern u cymmupoBanue [P-cerei.

Pe3ynbTarhl 00yuyeHus:

yMeTh:
* HAacTpOUTh 00OPYAOBAHKE C TOMOILBIO KOMaHHOW CTPOKHU;
* HACTPOHUTH IIPOTOKOJI AMHAMUYECKON MapupyTusanuu RIP;
» mnactpoutsb [P-cepBuce: DNS, DHCP, NAT u NTP;
* HACTPOUTH 3ALIUTY JOCTYyIMa K MapIIPyTHU3ATOPY;
* HACTpPOMTH Syslog, pe3epBHOE KONMPOBAHNE U BOCCTAHOBJICHUSI KOHPUTypaIH;
« 00HOBUTH 10 Ha MapmpyTH3aTOpE.

3HATh:
* [PUHUUIBI paOOTHl KOMMYTAlLlMU U MapIIPYTU3ALIH;
* mnpuniunsl padbotsl VLAN, TRUNK, ICMP, ARP;
* TpUHIUI pabOThI MexkceTeBoro skpana ESR;
* TPHUHIUIEI pAa0OTHl CTATUYECKON M TMHAMHYECKOW MapIIpyTH3AIUH;
* cnocoObl pe3epBHOTO KOMMUPOBAHUS U BOCCTAHOBJICHHS KOH(UTYpaLIUH.

BJIAJIeTh:
* HaBBIKAMH pabOTHI C KOMAHIHOM CTpOKOi, KoHpurypamuei u [10 mapmpyruzatopa;
* HaBBIKAMH KOH(DHUTYPUPOBAHUS CETEBBIX MHTEP(HEHCOB MAPIIPYTHU3ATOPA,
* HaBBIKAMH KOH(UTYpUPOBAHUS MaPIIPYTU3ATOpa AJis HEOOJBIIOHN CeTH;
* HaBBIKAMM MOMCKA U YCTPAHEHUS HEMOJIAJ0K.
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YueOHO-TEeMaTHUYECKHUI IJIaH
«Hcnonb3oBanue mapuipytuzatopoB Eltex ESR (6a30Bblif ypoBeHb) v.1»

HanmeHnoBanme Onucanue Bpemsi
Tema: 1. O630p obOopynoBanus. 3 yaca
Onucanmne: 1.1. Monenu MapipyTu3aTopoB. 2 yaca

1.1.1. XapakTepucTuKH.
1.1.2. ®yHK1IHMOHAJIBHBIE BO3MOKHOCTH.
1.2. YerpoiicTBO MapuipyTuzaTopa.
1.2.1. KOHCTpYKTUBHOE UCIIOJIHEHUE.
1.2.2. MeToasl 10CTyIa K CETEBOMY YCTPOMCTRY.
1.2.3. [ogkmroueHrne MapupyTu3aropa.
1.2.4. 3arpy3ka MapuipyTusaropa.
1.3. KomangHas cTpoxa.
1.3.1. Uepapxusi pe:KMMOB.
1.3.2. IlepekitoueHne MKy peKUMaMH.
1.3.3. CtpykTypa KOMaH.
1.3.4. CripaBKu KOMaH/IHOM CTPOKH.
1.3.4.1. KoHTekcTHasa MOACKA3Ka.
1.3.4.2. IIpoBepka CUHTaKCHCA.
1.3.4.3. T'opsturie KIaBUILIU.
1.3.5. Mexanusm commit u confirm.
1.4. UnenTtudukamus ycTponucTsa.
1.4.1. Ims ycTpoiicTBa 1 OaHHEPHBIE COOOIICHUSI.
1.4.2. Hactpolika 1aThl U BpEMEHH.

Jlaboparopuasn: |1.JlaGoparopHas pabota no riase 1: 1 qac
1.1. O4ucTUTH MapLIPyTU3ATOP.

1.2. HactpouTh UM ycTpOHCTBa U OaHHEpHBIE COOOILECHMUS.
1.3. HacTpoutb aTy 1 BpeMsi.

HanmenoBanme Onucanue Bpemsi
Tema: 2. ®yHKIHMOHAJI KAaHAJBHOI0 YPOBHSI. 4 yaca
Onucanmne: 2.1. Pexxumsbl paboThl nHTEpdEiica. 2 yaca

2.1.1. Mopaynu SFP.
2.2. Kommyranmus.
2.2.1. KommyTanusa Ha MapuipyTH3aTope.
2.2.2. AGOHEHTCKHI MapIIpyTH3aTOpP.
2.2.3. CtpykTypa Kajapa.
2.2.4. JlomeH MIMPOKOBEUIATENbHON PaCChUIKH.
2.3. BupTtyajibHbie JIOKaJIbHBIE CETH.
2.3.1. O0uue cBeneHwUs.
2.3.2. Access u Trunk.
2.3.3. MAC-based VLAN.
2.3.4. JImarnoctnka VLAN.
2.4. TIporokon oOHapy>KeHUs M0 KaHaJIbHOMY YPOBHIO.
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2.5. LLDP-MED.
2.6. 3epkanupoBaHue.
2.7. N3onsuust OpTOB.

JlaGopaTopHnas:

2. JJabopaTopHas paboTa 10 TJiaBe 2:
2.1. Hactpouts usnuecknii uaTepdeiic B L2 u L3 pexnme.
2.2. Hactpouts VLAN.
2.3. Hactpouts LLDP.
2.4. Hactpouts SPAN.

2 gaca

HaunmenoBanue

Onucanue

Bpems

Tema:

3. UuTepdeiicol.

3 yaca

Onucanue:

3.1. Jlornueckue uHTepeiicol.
3.1.1. Loopback.
3.1.2. Sub.
3.1.3. Q-in-Q.
3.1.4. Bridge.
3.1.5. Port-channel.
3.2. Iloaxmrouaemble UHTEPGEHCHI.
3.2.1. USB-mozem.
3.2.2. ElL.
3.3. lnarnoctuka UHTEp(ENCOB.

2 gaca

JlabopaTopHas:

3. JlabopaTopHas pabora 110 TJ1aBe 3:
3.1. HactpouTts unTepdeiicer loopback, sub u g-in-q.
3.2. HactpouTs bridge.
3.3. luarnoctuka uHTepdencos.

1 gac

HaunmenoBanue

Onucanue

Bpemsi

Tema:

4. OyHKIMOHAJ CETEeBOr0 YPOBHSI.

4 yaca

Onucanue:

4.1. O6mmue cBeaeHus.
4.1.1. Ctpyktypa IP-nakera.
4.1.2. Anpecarus.
4.1.3. IIpoTokou ynpasistonux coodmennii IaTepHeTa.
4.1.4. Ilporokon pa3peuieHus aapeca.
4.2. Tabnuira MapIpyTH3aIUH.
4.2.1. ARP-kem u Tabauia MappyTU3aum y3ia.

4.2.2. ARP-kemr u Tabnuia MappyTU3aluy MapiuipyTu3aTopa.

4.2.3. 3anucu TaONULBI MapIIPYTH3ALIUH.
4.2.4. Be1bop Jydiieii 3amiucu MapiipyTa.
4.2.5. Ilopsimok 06paboTku makeToB Ha ESR.
4.3. MapuipyTu3anus makera.
4.3.1. KommyTanus u MapuipyTu3anus.
4.3.2. OtnpaBka nakeTa BHyTPH JOKaJIbHOU CETH.
4.3.3. OtnpaBka nakeTa B Ipyrylo CETb.

2 gaca
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JlaGopaTopHnas:

4. JIabopartopHas paboTa 1o riase 4:
4.1. U3yuuts ICMP u ARP.
4.2. IlpoBeputrb ARP-kem u Tabauiy MapiipyTu3aniu.

2 yaca

HanMmeHoBaHue

Onucanue

Bpems

Tema:

5. CtaTnueckas u AUHAMHAYECKasd MapupyTu3anus.

3 yaca

Onucanue:

5.1. Cratuyeckue MapipyThl.
5.1.1. 3agaun cTaTMUECKON M IMHAMUYECKON MapUIpyTH3aLUH.
5.1.2. CuHTaKCUC CTaTUYECKOTO MapIIpyTa.
5.1.3. Tumnsl craTH4ECKMX MapUIPyTOB.
5.2. JInHaMH4Y€eCKUE MapIIPyTHI.
5.2.1. IIpoTOKOIBI AMHAMUYECKOW MapLIPyTU3ALHH.
5.2.2. KOMIIOHEHTHI ¥ XapaKTEPUCTUKH.
5.2.3. Knaccudukarus.
5.3. JInCTaHIMOHHO-BEKTOPHBIN aJITOPUTM.
5.4. Alroput™m 1o COCTOSIHUIO KaHaa.
5.5. RIPv2.
5.5.1. ®opmar coobiIeHuUS.
5.5.2. Hactpoiika RIPv2.
5.5.3. Ilpumep Hactpoiiku RIPv2.

2 yaca

JlaGopaTopHas:

5. JlabopaTopHas paboTa 10 riase S:
5.1. Hactpouthb cTaTu4ecKue MapiipyThl.
5.2. Hactpouts RIPv2.

1 gac

HaunmenoBanue

Onucanue

Bpemsi

Tema:

6. IP-cepBucCBI.

4 yaca

Onucanue:

6.1. CucreMa JOMEHHBIX UMEH.
6.1.1. O6mue cBeaeHus.
6.1.2. Uepapxus DNS.
6.1.3. ITpunun paGoThl.
6.1.4. Tumnbl pecypcHBIX 3aIIHCEN.
6.1.5. ®opmar coobmmenuss DNS.
6.1.6. Koman 11 KOH(UTYpUPOBaHUSI.
6.1.7. Ilpumep Hactpoiiku DNS.

6.2. [IpoTokosn TuHaMUYECKOW KOHPUTypaIuu y3ia.
6.2.1. Tunsl coobmmenunit DHCP.
6.2.2. IIpuHiun paboThl.

6.2.3. ®opmar coobuienuss DHCP.
6.2.4. DHCP-xnueHrT.

6.2.5. DHCP-cepgep.

6.2.6. DHCP-perpancnsitop.

6.2.7. Ilpumeps! HacTpoiiku DHCP.

6.3. IIpeoOpazoBaHne CETEBBIX aJIPECOB.
6.3.1. [Tpunun paGoTsl.

2 yaca
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6.3.2. Tunsr NAT.
6.3.3. Source NAT.
6.3.4. Destination NAT.
6.3.5. Static NAT.
6.4. IIpoToKoJI CETEBOrO BPEMEHH.
6.4.1. Ilpunnun paboThl.
6.4.2. Uepapxus NTP.
6.4.3. PexxuMbl pabOTHI.
6.4.4. ®opmar coobmenust NTP.
6.4.5. Koman 1l KOH(UTYpUPOBaHUSI.
6.4.6. [Ipumep Hactpoiiku NTP.

JlaGopaTopHnas:

6. JlabopaTopHas pabota 1o riase 6:
6.1. Hactpouts DNS.
6.2. Hactpouts DHCP-kiuent.
6.3. Hactpouts DHCP-cepgep.
6.4. Hactpouts Source NAT.
6.5. Hactpouts Destination NAT.
6.6. Hactpouts NTP.

2 yaca

HanMeHnoBanue

Onucanue

Bpems

Tema:

7. 3ammTa MapuipyTu3aropa.

4 yaca

Onucanue:

7.1. Ayrentudukanms, aBTOpU3AKI U YUET.
7.1.1. Ilonb3oBareny.
7.1.2. YpOBHU NPUBUIIECTHH.
7.1.3. Hactpoiika naposjei.
7.1.4. Y4ét neicTBUil NOJIH30BaTENEH.
7.1.5. KoHCONBHBIN 10CTYI.
7.2. [logkimrodyeHue kK cepepam AAA.
7.2.1. logxmouenue k RADIUS-cepgepy.
7.2.2. loaxmouenue k TACACS-cepsepy.
7.3. MexcerteBoii skpad ESR.
7.3.1. O0Omue cBeneHUs.

7.3.1.1. MexceTeBoi 3KpaH Ha OCHOBE 30H O€30MaCHOCTH.

7.3.1.2. MexceTeBoM 3KpaH C OTCIICKMBAHUEM COCTOSIHHS
CECCHIA.

7.3.1.3. Ilopsiok HACTPOMKU MEKCETEBOrO KpaHa.
7.3.2. 30HBI 6€30MaCHOCTH.
7.3.3. Onpenenenne nHTEp(DEHCOB K 30HAM OE30MTaCHOCTH.
7.3.4. Co3nanue ciuckoB object-group.

7.3.4.1. Object-group network.

7.3.4.2. Object-group service.

7.3.4.3. Object-group mac.

7.3.4.4. Object-group application.

7.3.4.5. Object-group url.

7.3.4.6. Object-group address-port.
7.3.5. BzaumopeicTBrue Mexay 30HaMH 0€30MaCHOCTH.

2 yaca
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7.3.6. IIpaBuia MEKCETEBOrO dKpaHa.
7.3.6.1. Ilouck coBnaaeHuil Mo mapameTpam.
7.3.6.2. Ilopsimok 00pabOTKU IpaBUIL.
7.3.6.3. PegaktrpoBaHue IPABUIL
7.3.6.4. JlorupoBaHu€ MpaBUIL.

7.3.77. lnarnoctuka.

7.3.8. [IpuMepsl HACTPOIKU MEKCETEBOTO PKpaHa.

JlabopaTopnasi: |7. JlabopaTopHas pabota 1o riase 7: 2 yaca
7.1. Co3maTe moJIL30BaTENS.

7.2. OrpaHn4uTh NPUBUIIETHH.

7.3. Iloakmounts ESR k RADIUS.

7.4. Ilonxmrouuts ESR x TACACS.

7.5. Hactpouthb yué€T neicTBUM MOIH30BATEIIS.
7.6. HacTpouTh podmiib ayTeHTHU(PUKAIIHH.
7.7. HacTpouTh MEXCETEBOM IKpaH.

HanmenoBanme Onucanue Bpemsi

Tema: 8. CucremMHBIi )KypHAJI M pe3epBHOE KONUPOBaHMe. 3 gaca

Onucanmne: 8.1. CucreMHBIi KypHail. 2 yaca
8.1.1. ITpunITMTI PaOOTHI.
8.1.2. ®opmart coobmieHus syslog.
8.1.3. KoMaHb1 KOHPUTYpUPOBaAHHMS.
8.1.4. IIpumep HacTpoiiku syslog.
8.2. Pe3epBHOE KONMUPOBAHUE.
8.2.1. Pe3epBHOE KOMMMPOBAHUE BPYUHYIO.
8.2.1.1. 3axBaT Tekcra.
8.2.1.2. CoxpaHeHHEe pe3epBHON KOIHH.
8.2.1.3. BoccranoBiieHre KOH(pHUTYpaIny.
8.2.2. ABTOMaTH4eCKOEe Pe3epBHOE KOMUPOBAHUE.
8.3. O6nosnenue I10.
8.4. 0630p ECCM.

JlabopaTopnasi: |8. JlabopaTopHas pabora 1o riase 8: 1 gac
8.1. Hactpouts syslog.

8.2. Co3naTh pe3epBHYIO KOMHIO U BOCCTAHOBUTH KOH(PUTYpaIHIO.
8.3. HacTpouTh aBTOMaTH4ECKOE PE3EPBHOE KOMMMPOBAHUE.

8.4. O6noButh [10 mapmpyTuzatopa.

HaumenoBanue Onucanune Bpems
Tema: 9. Ilouck u ycTpaHeHHe HENOJIAI0K. 4 yaca
Onucanue: 9.1. MacmrabupoBaHue ceTH. 2 Jaca

9.1.1. Obuue cBeneHMs.

9.1.2. Tononoruu LAN u WAN.
9.1.3. MacmitaOsbI ceteil.

9.1.4. Uepapxuueckas CTpyKTypa.
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9.2. Tlpouetypa moucka U yCTpaHEHHs HETIONAI0K.

9.2.1. Coop unrpopmaImu.
9.2.1.1. IoOKyMEHTUPOBaHUE CETH.
9.2.1.2. JIlmarpamMmsbl TOIOJIOTHH CETH.
9.2.1.3. ba3oBble MOKa3aTENIH CETH.
9.2.1.4. I3MepeHne TaHHBIX.
9.2.1.5. Onpoc KOHEUHBIX MOJIb30BATENEH.

9.2.2. U30msmus HEMoIaI0K.
9.2.2.1. Ucnonb3oBanue mozaenu OSI.
9.2.2.2. MeTo/pbl MOUCKA U YCTPAHEHHS HEMOJIAIOK.

9.2.3. JIeiCcTBHA 110 UCTIPABIICHUIO.
9.2.3.1. ®uznyeckuil ypoBeHb.
9.2.3.2. KaHabHBIN YPOBEHB.
9.2.3.3. CereBoii ypOBEHb.
9.2.3.4. TpaHCIOPTHBIA YPOBEHB
9.2.3.5. YpoBeHb NpUII0KEHUH.

9.3. Ycrpanenue Henosaaok cBsi3u B ceTsx [P.

9.3.1. IlpoBepka pU3NIECKOTO YPOBHSI.

9.3.2. IIpoBepka aapecaruy 1 IUI03a.

9.3.3. IlpoBepka NpaBUIBHOTO ITyTH.

9.3.4. IIpoBepka TpaHCIOPTHOT'O YPOBHS.

9.3.5. IlpoBepka DNS.

9.2.2.3. CpexncrBa IOMCKa M YCTPAHEHUS HETIONAJOK.

JlaGopaTopHnas:

9. JlTabopaTopHas pabora 1o riase 9:

9.1. HaiiTu u ycTpaHUTh HEMOJIAJIKK KOHPHUTYPALIHH.

2 yaca

IIpomexyTouHbIe N HTOrOBbIe GOPMBI KOHTPOJISA: 8 YacoB

B pamkax maHHOTO Kypca IpeIoCTaBIsSeTCsl OTHA MOMBITKA MTPOXOXKICHUS CEPTUDHUKAITMOHHOTO UCTIBITAHMSI,
KOTOpasi MOKET ObITh HCIIOJIb30BaHA B JIEHb 3aBEPILICHUS Kypca.
B ciiydae HeymauHOTO 3aBEpIIICHUS, MOKHO OOPATUTHCS B KOMMEPUYECKHUH OTEN IJisi TPUOOPETEHUS
IUIATHOM JOIOJHUTEIbHOM MOIBITKH.
[aTHOM MOMBITKON MOKHO BOCITOJIB30BaThCA B TEYEHNE OJHOTO KaJIEHAAPHOTO MECSIA MOCIE 3aBEPIICHUS

o0yueHws.
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